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Agenda

•W h ere is th e ind u stry  
going?
•W h y  application services?  
•W h at d oes cisco of f er in 
th e ANS Space?
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W h er e t h e I ndu s t r y  i s  G o i ng T o day

Al l  D ev i c es  N et w o r k edAl l  D ev i c es  N et w o r k ed

Al l  S er v i c es  V i r t u al i z edAl l  S er v i c es  V i r t u al i z edE v er y t h i ng o v er  I PE v er y t h i ng o v er  I P

E v er y t h i ng o n E t h er netE v er y t h i ng o n E t h er net
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W h at  D o es  t h e ab o v e M ean?
• The DC will substantially grow! And host ever more business 
c ritic al servic es.
• O p timiz ation bec omes more relevant ( standards are great but 
they’re slower and introduc e more overhead) .
• Ap p lic ation L evel S ec urity bec omes essential ( 75 %  of  new attac k s 
are against ap p lic ations) .  
• Intelligent/Application Aware Routing & service/message gateways
( M essage L evel Routing)  b ecome essential.
• D isparate P rotocols & Applications ( ab ove layer 3 /T C P )  must integrate!
• S tand ard  T ransport,  M essage,  & B usiness P rotocols will b ecome ever 
more important.  
• S imple & C omplex  T ransf ormation ( on th e f ly)  will play a b igger role.  M ost 
common transf ormation:  M essages over multiple med iums.
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Application Services:  P ai n P o i nt s

• Application Monitoring/SLA
• Application O ptim iz ation
• Application Mgt/V irtu aliz ation
• Application Se cu rity
• Application Scaling

Mak ing th e  N e tw ork  Application-Aw are
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Remote /
B a c k u p  
D a ta  
C en ter
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C l u s t ers  

St o ra g e 
N et w o rk
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D i s k

C l u s t er ed  S er v er s
Resilient 

I P

G E /
1 0 G E

S ec u r ity

I D S
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O p tim iz a tio n &

S c a ling
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S S L

C o n t en t
S w i t c h

S A N

M et r o  N et w o r k
O pt i c al / E t h er n et

O N S  1 5 0 0 0 M D S  
9 2 1 6

I nteg r a ted  
B u siness 

A p p lic a tio ns

� ��

A ppl i c at i o n
O r i en t ed

N et w o r k i n g

G S S

W A F S

I nf inib a nd

N A S

L 2 / L 3
N et w o rk

W h at  D o es  C i s c o  O f f er ?
F ro n t  E n d  N et w o rk  a n d  A p p s
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N et w o r k  P ar adi gm  S h i f t
O l d  w or l d

N etw or k  =  p a c k et f or w a r d i n g
N ew  w or l d

I n tel l i g en t I n f or ma ti on  N etw or k  ( I I N )
S er v i c e-O r i en ted  N etw or k  A r c h i tec tu r e ( S O N A )

L1

L2

L3

L4

L5

L6

L7

L1

L2

L3

L4

L5

L6

L7

“B l a c k  b o x ”
P a c k e t  F o r w a r d i n g

I n t e l l i g e n t  
I n f o r m a t i o n  N e t w o r k
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Application Optimization

B r a n c h
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W h y  O p t i m i z at i o n?
B r a n c h

SampleServer;login;

H owever receiving application must k now th e f ollowing:
- S erver N ame =  S ampleS erver
-Action =  login
- D elimiter =  ;
- E O L /E O F

1 9  c harac ters!
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W h y  O p t i m i z at i o n?
B r a n c h

< ? x ml vers ion= " 1 . 0 "  enc od ing= " U T F -8 "  ? >  
< R eq u es t  x mlns = " u rn: oas is : names : t c : x ac ml: 1 . 0 : c ont ex t "  
x mlns : x s i= " h t t p: / / w w w . w 3 . org/ 2 0 0 1 / X M L Sc h ema-ins t anc e"  
x s i: s c h emaL oc at ion= " u rn: oas is : names : t c : x ac ml: 1 . 0 : c ont ex t  c s -x ac ml-s c h ema-c ont ex t -0 1 . x s d " >
< Su b j ec t  / >  
< R es ou rc e>
< A t t rib u t e A t t rib u t eI d = " u rn: oas is : names : t c : x ac ml: 1 . 0 : res ou rc e: res ou rc e-id "  
D at aT y pe= " h t t p: / / w w w . w 3 . org/ 2 0 0 1 / X M L Sc h ema# s t ring" >
< A t t rib u t eV alu e> SampleServer< / A t t rib u t eV alu e>  
< / A t t rib u t e>
< / R es ou rc e>
< A c t ion>
< A t t rib u t e A t t rib u t eI d = " ServerA c t ion"  D at aT y pe= " h t t p: / / w w w . w 3 . org/ 2 0 0 1 / X M L Sc h ema# s t ring" >
< A t t rib u t eV alu e> login< / A t t rib u t eV alu e>  
< / A t t rib u t e>
< / A c t ion>
< / R eq u es t > 6 0 5  c harac ters!
M ore B andwidth! M ore P owerf ul N etwork ing G ear! M ore need F or 
O p timiz ation! M ore P roc essing P ower! M ore S torage!
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C i s c o  W AAS  O p t i m i z at i o n Ar c h i t ec t u r e

Q u a l i ty  of  S er v i c eQ u a l i ty  of  S er v i c eM on i tor i n gM on i tor i n g

C on ten t 
D i s tr i b u ti on
C on ten t 

D i s tr i b u ti on
T C P  F l ow  

O p ti mi z a ti on s
( T F O )

T C P  F l ow  
O p ti mi z a ti on s

( T F O )

W ebW eb L oc a l  
S er v i c es
L oc a l  

S er v i c esF i l e
S er v i c es
F i l e

S er v i c es

N e t w o r k
I n f r a s t r u c t u r e

L4 :  T r a n s p o r t
O p t i m i z a t i o n

L7 :  A p p l i c a t i o n
O p t i m i z a t i o n V i d eoV i d eo

D a ta  Red u n d a n c y
E l i mi n a ti on  ( D RE )
D a ta  Red u n d a n c y
E l i mi n a ti on  ( D RE )

S ec u r i tyS ec u r i ty

Unified Management
Unified Management

O th er
A p p s  
O th er
A p p s  

C or e Rou ti n g  &  S w i tc h i n g  S er v i c esC or e Rou ti n g  &  S w i tc h i n g  S er v i c es

A p p l i c a ti on  C l a s s i f i c a ti on  a n d  P ol i c y  E n g i n eA p p l i c a ti on  C l a s s i f i c a ti on  a n d  P ol i c y  E n g i n e

L og i c a l  a n d  P h y s i c a l  I n teg r a ti onL og i c a l  a n d  P h y s i c a l  I n teg r a ti on
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WAAS Accelerates Broad Range of Applications

• 2 X -1 0 X• A ny  T C P -b a sed  A p p lic a tio nO th er

• 2 X -1 0 X• B a c k u p  A p p lic a tio ns
• Rep lic a tio n A p p lic a tio nsD a ta  P r o tec tio n

• 2 X -1 0 X
• S Q L
• O r a c le
• N o tes

D a ta b a se A p p lic a tio ns

• S M S
• A ltir is

• F T P
• H T T P ,  H T T P S ,  W eb D A V

• E x c h a ng e ( M A P I )
• S M T P / P O P 3 ,  I M A P
• N o tes

• W ind o w s ( C I F S )
• U N I X  ( N F S )

P r otoc ol

• 2 X -1 0 0 X

• 2 X -5 0 X
• 2 X -5 0 X

• 2 X -5 0 X

• 2 X -1 0 0 X

T y p i c a l  I mp r ov emen t

S o f tw a r e D istr ib u tio n

D a ta  T r a nsf er
I nter net a nd  I ntr a net

E m a il

F ile S h a r ing

A p p l i c a ti on

*  P er f o r m a nc e im p r o v em ent v a r ies b a sed  o n u ser  w o r k lo a d ,  c o m p r essib ility  o f  d a ta ,  a nd  W A N  
c h a r a c ter istic s a nd  u tiliz a tio n.   A c tu a l nu m b er s a r e c a se-sp ec if ic  a nd  r esu lts m a y  v a r y .
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Application Scaling & Virtualization

B r a n c h
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W h y  S c al i ng/ V i r t u al i z at i o n?
B r a n c h

• Ap p lic ation instanc es p eriodic ally seiz e to work .
• N umber of  c onc urrent transac tions/ users may req uire many instanc es of  
the same ap p lic ations
• R ules f or load balanc ing ap p lic ations have bec ome more c omp lex .
• Ap p lic ation/ servic e virtualiz ation has bec ome essential in order to 
simp lif y &  automated p rovisioning.  
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W h at  I s  AC E  ?
Application C ontrol E ngine

B rand  new prod uct line in th e C isco AN S  portf olio
Inf rastructure simplicity in a single h ard ware platf orm,  
AC E  integrates

C ontent switch ing
S S L  of f load
D ata center security f eatures

T h e f irst AC E  prod uct is a C isco C atalyst® 6 5 0 0  service mod ule,  wh ich  
comes in th ree f lavors:  4 G b ps,  8 G b ps,  
and  1 6 G b ps
T h e h ard ware supports two f ield -replaceab le d augh tercard s f or f uture 
h ard ware-accelerated  application d elivery f unctionality lik e H T T P  
compression
It d elivers application inf rastructure control,  with  f eatures lik e virtual 
partitions and  native role b ased  access control ( RB AC )
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T h e Ap p l i c at i o n C o nt r o l  E ngi ne
At -a-G l anc e

• V i r tu a l  P a r ti ti on i n g
• H i er a r c h i c a l  M a n a g emen t D oma i n s
• Rol e-B a s ed  A c c es s  C on tr ol

Ap p lic ation I nf rastruc ture Control

A p p l i c a t i o n  P e r f o r m a n c e

• H i g h  T h r o u g h p u t  ( 16 G b p s )
• M a x i m u m  S c a l a b i l i t y

( 3 5 0 K  C P S )
• M u l t i -t i e r e d  r e l i a b i l i t y ,  

a v a i l a b i l i t y ,  a n d  s c a l a b i l i t y
• S e r v e r  Lo a d  B a l a n c i n g
• C o n t e n t  S w i t c h i n g

( L7  d e c i s i o n s  a n d  
a d v a n c e d  s t i c k i n e s s )

A p p l i c a t i o n  S e c u r i t y

• P r o t o c o l -l a y e r  i n s p e c t i o n
• T C P / I P  N o r m a l i z a t i o n
• H a r d w a r e -a c c e l e r a t e d  

P r o t o c o l  C o n t r o l
• A c c e s s  C o n t r o l  Li s t  ( A C L)

( u p  t o  2 5 6 K  A C E s )
• D D o S  P r o t e c t i o n

I n f r a s t r u c t u r e  S i m p l i f i c a t i o n

• La y e r  2 –7  N e t w o r k  
I n t e g r a t i o n

• F u n c t i o n a l  C o n s o l i d a t i o n
• A p p l i c a t i o n  N e t w o r k  

M a n a g e m e n t  s o l u t i o n
• T C P  O f f l o a d
• S S L T e r m i n a t i o n
• X M L A P I
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AC E  S L B  F eat u r es
• P redic tors:  R ound R obin,  W eighted R ound R obin,  L east 
c onnec tions,  I P  H ash,  Connec tion W atermark s,  Content Awareness
• H ealth P robes:  L 3  P ing,  L 4  U DP  Data,  H TTP  G E T,  H TTP  H E AD,  
DN S ,  P O P ,  I M AP ,  Telnet,  I CM P ,  TCP ,  U DP ,  E CH O ,  F inger,  S M TP ,  
R ADI U S ,  L DAP ,  H TTP  G E T over S S L
• TCP  R euse:  TCP  c onnec tions are reused to minimiz e TCP  setup  
and teardown on real ( ap p lic ation)  servers
• H TTP  R edirec tion
• P ersistenc e:  Cook ie,  Cook ie I nsert,  O f f set &  L ength,  H eader I nsert
• R edundanc y:  I nter-c hassis ( ACE  modules in dif f erent Catalyst 
6 5 0 0 ) ,  I ntra-c hassis ( ACE  modules in the same Catalyst 6 5 0 0 ) ,  or 
I nter-c ontex t ( virtual p artition)  between ap p lic ations.  A mix  of  
multip le ac tive and standby c ontex ts may run on a given ACE  
module
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Application Acce le ration & Se curity

B r a n c h
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W eb  Application Acceleration

• O p timiz e at L ayer-7
2 X –response time 
improvements
8 0 %  d ecrease in b and wid th  
req uirements
8 0 %  f ewer server cycles 

• S top  ap p lic ation hac k ing
S af ely d eploy applications
S ecure mission critical d ata
S treamline operations

C isco AV S 3 1 2 0

Secure, Fast & Reliable
A p p licatio n s
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H u ge L ead i n Ac c el er at i o n F eat u r es  

� T C P  O f f l o a d  
� S S L O f f l o a d
� R A M  C a c h i n g
� D y n a m i c  c a c h i n g *  
� Lo a d -b a s e d  c a c h i n g *  
� La z y  r e q u e s t  e v a l u a t i o n *
� S i n g l e  s i g n -o n  o p t i m i z a t i o n s
� X M L m e r g i n g / t r a n s f o r m a t i o n

S erver O f f load

� G Z I P  C o m p r e s s i o n
� D e l t a  e n c o d i n g *
� D y n a m i c  b r o w s e r  c a c h i n g *
� D y n a m i c  i m a g e  o p t i m i z a t i o n
� F l e x i b l e  p r o c e s s i n g  r u l e s

B and wid th  Red uction

�F l a s h F o r w a r d i n g *
�B r o w s e r  T C P  m u l t i p l e x i n g *
�P D F  d o w n l o a d  o p t i m i z a t i o n
�R e s p o n s e  r e d i r e c t i o n  c o n t r o l *

L atency Red uction

AV S  Acceleration F eaturesF unctional Areas
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D el t a E nc o di ng
• W eb p age c ac hing is suc c essf ul bec ause many W eb p ages 
don' t c hange and subseq uent req uests may be satisf ied f rom 
the c ac he instead of  the server.   

• B ut some resourc es and c ontent of ten c hange,  whic h f orc es 
the re-retrieval of  the modif ied p age.   

P age will b e mark ed  as N on C ach eab le
• H owever,  the modif ic ations and c hanges are of ten minimal.

O f ten only a f ew b ytes
• Delta enc oding delivers to the c lient only the differences
between the c ac hed ( older)  p age and the new p age.

O f ten only a f ew b ytes 
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7 5 %  of  Attack s 
F ocused  H ere

Custom W eb Ap p lic ations
C u s tomi z ed  P a c k a g ed  A p p s
I n ter n a l  a n d  3 r d  P a r ty  C od e
B u s i n es s  L og i c  &  C od e

N e t w o r k

O p e r a t i n g
S y s t e m s

D a ta b a s e
S er v er s

O p e r a t i n g
S y s t e m s

A p p l i c a ti on
S er v er s

O p e r a t i n g
S y s t e m s

W eb
S er v er s

N etw o r k  
F ir ew a ll

I D S
I P S

No Sig
nature

s 

or P at
c h es

C om preh ensiv e Application Secu rity  is th e Answ er!

W h y  Ap p l i c at i o n s ec u r i t y ?
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AV S  D el i v er s  Ap p l i c at i o ns  S ec u r el y

IN S P E C T S  F O R:
SQL Injection

C r os s -Site Scr ip ting  
C om m a nd  Injection 

C ook ie/ Ses s ion P ois oning  
A p p l ica tion R econna is s a nce

LD A P  Injection
B u f f er  O v er f l ow s

D ir ector y  T r a v er s a l s
A tta ck  O b f u s ca tion

A p p l ica tion P l a tf or m  E x p l oits  
Z er o D a y  A tta ck s
C ook ie P ois oning

P a r a m eter  T a m p er ing • B i – Direc tional Deep  I nsp ec tion
• P ositive &  N egative S ec urity  
• P rotoc ol c omp lianc e and 
anomaly detec tion 

• Transac tion logging and rep ort 
f or ap p lic ation sec urity f orensic s
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Application M onitoring & 
M anage m e nt

B r a n c h
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W h y  Ap p l i c at i o n/ Ac t i v i t y  M anagem ent ?
B r a n c h

• Distributed Ap p lic ations are more dif f ic ult to manage.
• P olic ies enf orc ed ac ross ap p lic ations are too c ostly.  
• Distributed attac k s have bec ome f ar more c ommon.
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C i s c o  AO N  C o r e C ap ab i l i t i es

B usin ess E v en t
V isibility

A p p licatio n -lev el
P o licies

A p p licatio n -lev el
P o licies

I n tellig en t 
M essag in g
I n tellig en t 
M essag in g

• Reliab le messaging
• C ontent b ased  routing
• T ransf ormation
• P rotocol switch ing
• M essage d istrib ution
• M essage load  b alance
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• M essage load  b alance

• Auth entication
• Auth oriz ation
• E ncryption/D ecryption
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non-repud iation
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• C entraliz ed  P K I mgt.
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• E vent capture,  f iltering
• L ogging f or aud it
• Automatic notif ication
• P olicy controlled
• F eed  to d ash b oard s
• L ink  to N etwork  events
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• H ard ware Acceleration ( S S L ,  C rypto,  X M L )
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• H igh  Availab ility,  F ailover,  L oad  B alancing
• H ard ware Acceleration ( S S L ,  C rypto,  X M L )
• M essage level C ach ing and  C ompression
• H igh  Availab ility,  F ailover,  L oad  B alancing

Application Optimization E x te ns ib ility
• AD K  ( f or custom ad apters)
• S D K  ( f or custom b lad elets)
• AO N  T ech nology P artners 
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Ap p l i c at i o n N et w o r k i ng S er v i c es !  W h er e?

• I f  you have ap p lic ations running!! Y ou may need one or more 
AN S  tec hnologies.
• I f  you have branc hes!! Y ou may need W AN  O p timiz ation
• I f  you have multip le or mission c ritic al ap p lic ations,  you may 
need Content S witc hing &  L oad B alanc ing.
• I f  you’re look ing to imp rove ap p lic ation p erf ormanc e then you 
should c onsider S S L  of f loading,  TCP  of f load,  etc …
• I f  you have wireless! you may need R F I D--Trac k ing.
• I f  you have network  sec urity,  you may need Ap p lic ation-L evel 
S ec urity.
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B r a n c h

Q u e s tions !
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S O N A/ S AP  B u s i nes s  C as es

• E n able co n tin uo us m o n ito rin g  an d  p erio d ic testin g  o f  
custo m er’s N etw o rk  I T  Security  en v iro n m en t in  o rd er to  
d etect ch an g es th at m ay  co m p ro m ise I T  Security  
co m p lian ce.
• E n able & E n f o rce Serv ice L ev el A g reem en ts ( SL A )  
co m p lian ce.
• E n able n o n -in trusiv e p ro tectio n  o f  sen sitiv e—p erso n al & 
f in an cial d ata ex ch an g ed  acro ss th e n etw o rk .
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SONA GRC Solution Overview

C i s c o / S A P  A d a p t e r  La y e r

C i s c o
D a t a  C e n t e r

B O M
C i s c o
B r a n c h
B O M

C i s c o
B 2 B
B O M

• N etwork -emb ed d ed  G RC  
increases transparency 
and  ab ility to manage risk  
ef f ectively

• S h if t to automatic controlled  
testing & simulations

• Aggregates and  correlates 
multi-system,  multi-
application and  multi-source 
inf ormation

• P rovid es pred ictive or early 
warning notif ications

• Aligns controls with  ind ustry 
stand ard s ( e. g.  C O B IT )

• D elivers ex ecutive visib ility 
into critical operational 
controls



32© 20 0 5 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco ConfidentialS e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

Sample SONA/GRC Business Case 



33© 20 0 5 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco ConfidentialS e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

S AP  G R C  – C o nf i gu r at i o n S c r eens
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N et w o r k  E v ent  – P o r t  S c anni ng
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S O N A D ev i c e ( I D S M  M o du l e)  C ap t u r es  
E v ent

I n t r u s i o n  D e t e c t i o n  
S y s t e m  ( I D S M )  

m o n i t o r i n g  e v e n t s

E v e n t  C a p t u r e d
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S O N A D ev i c e ( C S  M AR S )  C ap t u r es  E v ent

N e t w o r k  R u l e  
T r i g g e r e d /

I n c i d e n t  C a p t u r e d
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SAP  G RC  is N otified th rou gh  SO N A D ev ice ( AO N )

G R C  f i r e s  t h e  
C o m p l i a n c e  R u l e

G R C  N o t i f i e s  A O N
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SO N A D ev ice ( AO N )  Sends N otification ov er 
U nified M essaging to I P  P h one
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S O N A D ev i c e ( I P  P h o ne)  D i s p l ay s  E v ent

C o m p l i a n c e  B r e a c h  
N o t i f i c a t i o n  i s  
D i s p l a y e d
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• L ocation T racking.
• U nif ied  C om m u nication-C R M  I ntegration.
• F I X  M onitoring.

Other Technology SolutionsOther Technology Solutions


