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‘Where is the industry
going?

‘Why application services?
‘What does cisco offer in

the ANS Space?




Where the Industry is Going Today

Everything over IP All Services Virtualized

Everything on Ethernet (All Devices Networked
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What Does the above Mean?

« The DC will substantially grow! And host ever more business
critical services.

*Optimization becomes more relevant (standards are great but
they’re slower and introduce more overhead).

» Application Level Security becomes essential (75% of new attacks
are against applications).

* Intelligent/Application Aware Routing & service/message gateways
(Message Level Routing) become essential.

* Disparate Protocols & Applications (above layer 3/TCP) must integrate!

« Standard Transport, Message, & Business Protocols will become ever
more important.

« Simple & Complex Transformation (on the fly) will play a bigger role. Most
common transformation: Messages over multiple mediums.
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Application Services: Pain Points

* Application Monitoring/SLA
* Application Optimization
* Application Mgt/Virtualization

* Application Security
* Application Scaling

Making the Network Application-Aware




What Does Cisco Offer?

Storage Server L2/L3

Network Clusters Network Front End Network and Apps

C1sco SYSTEMS C1sco SYSTEMS C1sco SYSTEMS
j Metro Network
Optical/Ethernet

ONS 15000
———




Network Paradigm Shift

Old world New world
Intelligent Information Network (lIN)
Network = packet forwarding Service-Oriented Network Architecture (SONA)

Intelligent
Information Network

“Black box”
Packet Forwarding
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Application Optimization




Why Optimization?

SampleServer;login;

19 characters!

However receiving application must know the following:
-Server Name = SampleServer

-Action = login

-Delimiter =;

-EOL/EOF
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Why Optimization?

<?xml version="1.0" encoding="UTF-8" ?>

<Request xmIns="urn:oasis:names:tc:xacml:1.0:context"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:oasis:names:tc:xacml:1.0:context cs-xacml-schema-context-01.xsd">

<Subject />

<Resource>

<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">

<AttributeValue>SampleServer</AttributeValue>

</Attribute>

</Resource>

<Action>

<Attribute Attributeld="ServerAction" DataType="http://www.w3.0rg/2001/XMLSchema#string">

<AttributeValue>login</AttributeValue>

</Attribute>

</Action>

</Request>
605 characters!

More Bandwidth! More Powerful Networking Gear! More need For
Optimization! More Processing Power! More Storage!
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Cisco WAAS Optimization Architecture

L7: Application
Optimization

TCP Flow
Optimizations
(TFO)

Content
Distribution

L4: Transport Data Redundancy
Optimization Elimination (DRE)

Application Classification and Policy Engine

Logical and Physical Integration

Security Monitoring Quality of Service

Core Routing & Switching Services
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WAAS Accelerates Broad Range of Applications

Windows (CIFS)
UNIX (NFS)

Exchange (MAPI)
SMTP/POP3, IMAP 2X-50X
Notes
HTTP, HTTPS, WebDAV 2X-50X
FTP 2X-50X
SMS

Altiris
SQL

Oracle

2X-100X

2X-100X

Notes

Backup Applications

Replication Applications

Any TCP-based Application

* Performance improvement varies based on user workload, compressibility of data, and WAN
characteristics and utilization. Actual numbers are case-specific and results may vary.
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Application Scaling & Virtualization




Why Scaling/Virtualization?

» Application instances periodically seize to work.

 Number of concurrent transactions/users may require many instances of
the same applications

* Rules for load balancing applications have become more complex.

» Application/service virtualization has become essential in order to
simplify & automated provisioning.
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What Is ACE ?
Application Control Engine

Brand new product line in the Cisco ANS portfolio
Infrastructure simplicity in a single hardware platform,
ACE integrates

The first ACE product is a Cisco Catalyst® 6500 service module, which
comes in three flavors: 4Gbps, 8Gbps,

and 16Gbps

The hardware supports two field-replaceable daughtercards for future
hardware-accelerated application delivery functionality like HTTP
compression

It delivers application infrastructure control, with features like virtual
partitions and native role based access control (RBAC)
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The Application Control Engine
At-a-Glance

Application Infrastructure Control

* Virtual Partitioning

* Hierarchical Management Domains

 Role-Based Access Control

Application Performance

High Throughput (16Gbps)

Maximum Scalability
(350K CPS)

Multi-tiered reliability,
availability, and scalability

Server Load Balancing

Content Switching
(L7 decisions and
advanced stickiness)

Application Security

Protocol-layer inspection
TCP/IP Normalization

Hardware-accelerated
Protocol Control

Access Control List (ACL)
(up to 256K ACEs)

DDoS Protection

Layer 2—7 Network
Integration

Functional Consolidation

Application Network
Management solution

TCP Offload
SSL Termination
XML API
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-0O>
ACE SLB Features >

* Predictors: Round Robin, Weighted Round Robin, Least
connections, IP Hash, Connection Watermarks, Content Awareness

 Health Probes: L3 Ping, L4 UDP Data, HTTP GET, HTTP HEAD,
DNS, POP, IMAP, Telnet, ICMP, TCP, UDP, ECHO, Finger, SMTP,
RADIUS, LDAP, HTTP GET over SSL

« TCP Reuse: TCP connections are reused to minimize TCP setup
and teardown on real (application) servers

* HTTP Redirection

» Persistence: Cookie, Cookie Insert, Offset & Length, Header Insert

 Redundancy: Inter-chassis (ACE modules in different Catalyst
6500), Intra-chassis (ACE modules in the same Catalyst 6500), or
Inter-context (virtual partition) between applications. A mix of
multiple active and standby contexts may run on a given ACE
module
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Application Acceleration & Security




Web Application Acceleration

« Optimize at Layer-7

2X-response time
improvements

80% decrease in bandwidth
requirements

80% fewer server cycles

- Stop application hacking
Safely deploy applications
Secure mission critical data

Streamline operations

Cisco AVS 3120
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Huge Lead in Acceleration Features

*FlashForwarding*

*Browser TCP multiplexing*
*PDF download optimization
"Response redirection control*®

» GZIP Compression

» Delta encoding*

» Dynamic browser caching*
» Dynamic image optimization
» Flexible processing rules

= TCP Offload

» SSL Offload

» RAM Caching

» Dynamic caching*

» Load-based caching*

» Lazy request evaluation*

» Single sign-on optimizations
= XML merging/transformation
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Delta Encoding

Web page caching is successful because many Web pages

don't change and subsequent requests may be satisfied from
the cache instead of the server.

But some resources and content often change, which forces
the re-retrieval of the modified page.

Page will be marked as Non Cacheable
However, the modifications and changes are often minimal.

Often only a few bytes

Delta encoding delivers to the client only the differences
between the cached (older) page and the new page.

Often only a few bytes
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Why Application security?

75% of Attacks
Focused Here

Network IDS
Firewall IPS
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AVS Delivers Applications Securely

INSPECTS FOR:

SQL Injection
Cross-Site Scripting
Command Injection

Cookie/Session Poisoning
Application Reconnaissance
LDAP Injection
Buffer Overflows
Directory Traversals
Attack Obfuscation
Application Platform Exploits
Zero Day Attacks
Cookie Poisoning
Parameter Tampering

'\

v 4

Bi — Directional Deep Inspection
Positive & Negative Security

Protocol compliance and
anomaly detection

Transaction logging and report
for application security forensics
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Application Monitoring &
Management




Why Application/Activity Management?

* Distributed Applications are more difficult to manage.
* Policies enforced across applications are too costly.

 Distributed attacks have become far more common.
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Cisco AON Core Capabilities

/ Intelligent /Application-level /Business Event
Messaging Policies Visibility

Reliable messaging Authentication Event capture, filtering
Content based routing Authorization Logging for audit
Transformation Encryption/Decryption Automatic notification
Protocol switching Data integrity/ Policy controlled

Message distribution non-repudiation Feed to dashboards

Message load balanc Digital signatures Link to Network even
Ei Centralized PKI mgt. tis

< Application Optimization Extensibility

Hardware Acceleration (SSL, Crypto, XML) ADK (for custom adapters)
- Message level Caching and Compression - SDK (for custom bladelets)
- High Availability, Failover, Load Balancing - AON Technology Partners

Session Number
Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.




Application Networking Services! Where?

* If you have applications running!! You may need one or more
ANS technologies.

* If you have branches!! You may need WAN Optimization

* If you have multiple or mission critical applications, you may
need Content Switching & Load Balancing.

* If you’re looking to improve application performance then you
should consider SSL offloading, TCP offload, etc...

* If you have wireless! you may need RFID--Tracking.

* If you have network security, you may need Application-Level
Security.
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SONA/SAP Business Cases

Enable continuous monitoring and periodic testing of
customer’s Network IT Security environment in order to
detect changes that may compromise IT Security
compliance.

Enable & Enforce Service Level Agreements (SLA)
compliance.

Enable non-intrusive protection of sensitive—personal &
financial data exchanged across the network.
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SONA GRC Solution Overview

T T Network-embedded GRC
. e increases transparency

Industry-Specific GRC and ability to manage riSk

Cross-Industry GRC effe ct i Ve I
GRE Repostory; Documentation and Monitoring y
Fizk hanagement
i P

T Shift to automatic controlled
Ne‘a‘fe':wr Business Process Platform testing & SimUIations

x, \, '1 g" Aggregates and correlates
multi-system, multi-

application and multi-source
(SONA) Framework

information
Middleware and Application Platforms P rov i d es p red i Ct i ve o r ea rI y
— T . . gn .
i warning notifications

Cisco SYSTEMS T a

INTERACTIVE
SERVICES

Services  Srineas o Aligns controls with industry
: ‘ standards (e.g. COBIT)

NETWORKED
|INFRASTRUCTURE

Delivers executive visibility
into critical operational
controls

INTELLIGENT INFORMATION NETWORK
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Sample SONA/GRC Business Case
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SAP GRC - Configuration Screens

3 VIRSA Confident Compliance - Micrasoft Internet Explorer provided by Gisca Systems, Inc.

e Edt Vew Favorkes Toos Help

Q) oece - x| [B] @ O sach Sipraons £ - 3
address | € hetp: 1172.21.52.138:50000/PC21 findex. 35p )

Hefp | About |

Process Controls ™

LR

e REAL-TIME COMPLIANCE
REAL-TIME CONTROL

Virsa's Continuous Compliance Suite software provides the most comprehensive reak-time
monitoring and enforcement of application access and authorization control th
enterprise, resulling in fast time 1o value and reduced cost of compliance.

Why Confident Compliance?

ncreases your visihblity
into your control
effectivenes by
monitcring 100%.of e

Role-based dashioards
give managers and
suitors instantansaus
aocess tothe

control deficiencies.

enables managers to

Bl Edt Uew Favortes Toos Heb

Visibility Control A
B Qsack - [ @ Psesh lzravories & - 3
& - NIRSA Process Controls ™
Get visibility Gain Control
Confident Complence. | | Conident Compliance e Navi Frocess Warager Aanistsen Repons Smston

pirpoit
chokepaints in husiness
processes by alowing
then {0 set tolerarices and
thresholi for pracesses
and monitor then on &
realdine continuous

basis:

e |

- Fules Desiner

« Rules Library.
- RueSets Welcome to Rules Designer

= Query Buider bl

erterprise

Contro List

Define Rule

3 VIRSA Confident Compliance - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Bl Edt Uew Favortes Tooks Heb

conirl. e cortrls Qe - A Dsewer dorwors @ Q-5 @ ~ 3
oz (@) apil/172:2182.13850000/PC21 e s VB s ?
cortol
Buid Rules Welcome VirsaJocal, Administrator el AboutLogout
NIRSA Process Controls ™
et oot period | T alow youto deermine e requency of atomledtosts Rk Nevigetor — aariisition Ropors Sain
x
= Jimbox | Awpication et | compiance Set up
¥ Apgscation Set Up :
» Compliance Set y o v
ek i > My Tasks > Organization Sructure  COSO Framework
= 2 Case Maregemsnt # My Documents »  Significant Account »  Control Category
gj e My Ce Busi Pr Control Ty
ases iness rocess orro Type
> ekt o > Testpin Deficency Type
> ContoiDesigner
ase Management
W

> Case List By Creation Date
Create Case.

> Trend analysis
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Network Event — Port Scanning

% 172.21.52.139 - default - SSH Secure Shell (M[=]
File Edit
B & = ¢ F S R &Y & wuick Conmect ] Profiles

3%H Secure Shell 3.2.0 (Build 2&7)
Copyright (c) 2000-2002 35H Communications Security Corp - http://wnr. ssh. com/

Wiew Window  Help

This copy of 55H Secure Shell iz a commercial wersion
licensed to CD-ROM customer, N/Ak.

4 172.21.52.139 - default - S§H Secure Shell g@

Eil= Edit

Last login: Thu Jul 20 13:05:25 2006 from rtp-atrasi-wpnl.cisco.com
[tootflocalhost ~-]#
[rootflocalhost - ]#

[root@localhast ~1# H &[4 = = odh | S e e & Quick Connect | Profiles

[rootflocalhost ~]# nwap -=35 l?2.2l.52.D,-’24l

Wiew  Window Help

~

This copy of 35H Secure 3hell is a commercial wersion
licensed to CD-ROM customer, N/A.

Last login: Thu Jul 20 13:05:28 2006 from rtp-atrasi-vpnl.cisco.com
[rootilocalhost -~ ]#

[rootllocalhost ~]#

[rootRlaocalhost ~]#

[root@localhost ~]# nmap -85 17Z.21.52.0/24

Connected to 172.21,52,139 S5HZ - aes128-che - hmac-mdS - none | &0x24 4

Starting mmap V. 3.00 [ www.insecure,org/nmaps )

Host [l72.21.52.0) seems to be a subnet broadcast address (returned 1 extra pi
ngs). Skipping host.

Interesting ports on (l72.21.52.1):

[The 15396 ports scanned but not shoun below are in state: closed)

Fort 3tate Serwvice

Za/tcp open zsh
=z3/tep Oper telnet
135/tech filtered lac-srw

707/ tep filtered urknown
4444/ top filtered krh5z24

i v

Connected to 172.21,52,139 S5HZ - aes128-che - hmac-mds - none | §0x24 2
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SONA Device (IDSM Module) Captures
Event

& Telnet 172.21.52.136

Enter password:

Console? session 7

Trying IDS-7...

Connected to IDS-7.

Ezcape character is *"1°. Event Captured
login: cisco

Pazzword:

M (T I CE s

This product contains cryptographic features and iz subject to United States
and local country laws governing import,. export,. transfer and uwuse. Delivery

of Ciszco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are reszponsibhle for compliance with U.5. and local country laws. By using
thiz product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.5. and local laws,. return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may bhe found at:
http:=s/7www.cisco.comns/wuls/exportscrupto

] e+ Telnet 172.21.52.136

If you rqquire further assistance please contac Sictin:
exportBecisco.con. addr: locality=0UT 172.21.52.18
SONH_IDSH? port: B
e wictim:

hddr: locality=0UT 172._.21.52.1%9

__ port: B

alertDetails: sabfdEeBaabee:. 0 0

evAlesdt s sueit ol

Intrusion Detection
System (IDSM)

monitoring events
part
attas
attack
addr:
port: 8
yictim:
——MORE——
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SONA Device (CS MARS) Captures Event

3 [pmars] Status Summary - Microsoft Internet Explorer provided by Cisco Systems, Inc.
Bie Edt View Favorites Tooks Help
Qs - D s g pavartes €2 - & aes

sess | @ mpsifiz221 D
Cisco Svstens

R wcioews [awrey  serors [ wres || anacenen | aown | e |

[Dashboard |[ Network Status || by Reports || 3l 20, 2006 12:39:39 PMPDT |

{Q summarr | cs-mars standaione: pmars va.1 Lo admirtedtor ansdenio

Al Severities ¥ Rules v All Case Statuses ¥
G i Severit Al i Case Statu
B veion 0 [ncdento Jeventivpe THatched Rule [Action [Time ath Jcases -
W s 110035230 Inactive CS-MARS reporting device[s]  System Rule: Inactive CS-MARS Reporting Device 5] 3ul 20, 2006 12:00:02 PM POT I rl e redl
Sessions 1:10035226)  Inactive CS-MARS reporting device[3)  System Rulet Inactive CS-MARS Reporting Device[3) 3ul 20, 2006 11:00:02 AM POT
Data % 1:003521@  Inactive CS-MARS reporting devices]  System Rule: Inactive CS-MARS Reporting Device[3] 3ul 20, 2006 10:00:02 AW PDT
1:10035209° Inactive CS-MARS reporting devics[d] ~ System Rule: Inactive CS-MARS Reporting Device[d] 3ul 20, 2006 9:00:01 AM PO L
24 Hour Incidents 4 i
£ HotSpot Graph Attack Diagram
21 95% o 1T
W Tope Sragh ] [ Carge sroph ][] Tose rap
Total 22 100% I L
3 [ pomars] Incidents - Wiorosoft Itornet. Explorar, providad by Cisco Systems, Inc. £
p gloror p y Ciso Syo
To by 58 100% Bt Vew Favorkes Toos beb a
0% Qi - RN RG] P dorns @3- 5 e
FREE [ e V8w
o%
A Lisco SysTES

[sommer | REIBENRY cveev/ vrons | vt | mavacmen | aomn [ et
8 100% Incidents |[ False Positives |[ Cases |[ Jul 20, 2006 12:41:22 PM POT_

[P wemwens | cs-mars standatons: prmars v.1 L80/0! Remietator (puadrmUHAT covout | Acvooce

[y Reports

No Reports Selex

3 [pnmars] Incidents - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Ele Edt View Favortes Toos belp

Events ond Netrow  Tost Ta-08 Everts and Sessions, TGS 1d0] Recont Incidents B @ P o @ 2- 2
Chat esotion: S0 " LT GBS
Aot Aaiin MY T ¥ CiscoSustens 1
155 2 [Tincdentis—Teventrype atched Rule.
o st v 3085 eprig ot ST [summmany | RGTBENGS]  aueey  rerorrs [ wuses [ mawacement [ aomn [ vewr |
T ey e [Sncidents |FFakEPostwesfesses] TR
S S A P incioents | cs-maRS standalane: prmars va.1 (551 R oo
Inactive CS-MARS reparting devi System Rule: Tnactive CS-MARS Reporting Device B
110035188 Inacive CS-ARS reporting device ) System Rule: Inactive CS-MARS Reporting Dovice[d)
106351708 inaclive CSLHARS reporing dovice T
1:1003516@ Inactive CS-MARS reporting device | System Rule: Inactive CS-MARS Reporting Device Incident 1D: :I
t003515 Inactive CS-MARS reparting device B System Rule: Inactive CS-MARS Reporting Devics Session1D; [
R Svsar Rl e CS-HARS Raporing D Recent Incidents
10635126 Inacive CS-MARS reporing dovice Stsam Buls Inctve CE-HARS Reorting D
FHOUSSILE inacive G5 HARS reparing duvic oo Bl Tctin CSMARS ovoring S [ien ]
10035100 Inactive CS-MARS reparting devicel System Rule: Inactive CS-MARS Reporting Device [l o e ’ - T e—
1005028 Inactie CEARS roprtng dovice Sysem e Inacve CS-MARS Reportng D  Troe T REns i B SAseE i Sona e BBl mle e e e e
~ 1ao0sseres Inactive CS-MARS reparting deviceB) System Rule: Inactive CS-MARS Reporting Device 3] B0 ebr
e T © 1100352367 Inactive CS-MARS reporting device 3] System Rule: Inactive CS-MAR'S Reportng evice(q) Ju1 28, 2006 12100:02 PV POT
e S ——— sl S ———c— C 1100352267 Tnacive CSNARS reporting devicsE]  System Rules Inacive GSHARS Reporting Device3] 30120, 2086 11100702 A POT
LAMSOMEE i 5.1 ot dvicaD) Susa ol i S HALS Rcesinn DD  T100352067  Tnactive CSMARS reporting device ] Syster Rules Inacive CS-HARS Reporting Device ] 20120, 2006 10:00:02 A1 POT
— 110035206 Tnactive CS-MARS reperting device 3] Systom Ruls: Inaskive CS-MARS Reporting Devics[3] 30l 20, 2006 3100301 AW POT
10035190 Tnactive CS-MARS reporting deviced]  System Rule: Inactive CS-MARS Reporting DevicelE] 30120, 2006 510108 A POT
1003518 Tnactive CS-MARS reporting deviced]  System Rule: Inactive CS-MARS Reporting Device[E] 34120, 2006 710801 A POT
10035176 Tnactive CS-MARS reporting device[d]  System Rule: Inactive CS-MARS Reporting Device[E] 30129, 2036 6100100 A POT
1003516@  Inactive CS-MARS reporting device[d] Systam Rule: Inactive CS-MARS Reparting Device[d] 3ul 20, 2006 5:00:05 AM PDT
1003515 Tnactive CS-MARS reporting dovice[d]  System Rule: Inactive CS-MARS Reporting Device[E] 30129, 2096 410105 A POT
1003514 Tnactive CS-MARS reporting device[d]  Systom Rule: Inactive CS-MARS Reporting DevicelE] 30120, 2036 310105 A POT
10035196 Tnactive CS-MARS reporting dovice[)]  System Rule: Inactive CS-MARS Reporting DevicelE] 20120, 2096 2100104 A POT
100351267 Tnactive CS-MARS reporting deviced]  Systom Rule: Inactive CS-MARS Reporting Device[E] 30120, 2096 1109104 A POT
10035110 Tnactive CS-MARS reporting device[d]  System Rule: Inactive CS-MARS Reporting Device[E] 30120, 2006 12100104 A1 POT
10035100 Tnactive CS-MARS reporting deviced]  Systom Rule: Inactive CS-MARS Reporting Device[E] 30119, 2006 11100104 PH PET
10035097 Tnactive CS-MARS reporting device[d]  System Rule: Inactive CS-MARS Reporting Device[E] 20119, 2006 10:00:03 P PET
1003508 Tnactive CS-MARS reporting deviced]  System Rule: Inactive CS-MARS Reporting Device[E] 30119, 2006 9100103 PH POT
100350767 Tnactive CS-MARS reporting dovice[d]  System Rule: Inactive CS-MARS Reporting Device[E] 20119, 2096 5100103 PH POT
10035060 Tnactive CSMARS reporting device[d]  Systom Rule: Inactive CS-MARS Reporting DevicelE] 30119, 2036 7100102 P11 POT

5 @ memet
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SAP GRC is Notified through SONA Device (AON)

3 VIRSA Confident Compliance - Microsoft Internet Explorer. provided by Cisco Systems, Inc.
Ble Edt Yew Favorkes oo el

Qeack - () B @ Psesh Slorevores @) -3 @ - [ QB

s (B epf1172.21.52 13 SO000/PC1 e VB s

Welcome Virsa.local, Administrator Help| Aot 1 Logout

A4
VIRSA Process Controls ™

i T e e GRC fires the

}m T -
> Appication S U S Jg voerme Com pllance Ru'e
» Compiance Set L | St Date ormonne |03 1 EndDte ormon0s |01
» Cose Hanageent ©

Caseid CrosteTime Cose Statis Control Desription Deficency Type Priority Owner

A VIRS# Confident Compliance - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Fle  Edit Favorites  Tools  Help
X @ @ Osach Shermore €8 (-0 w - [ W3

172.21.52.138:50000/PC21 findex. jsp

‘wieliaims Ufsa.local, Administrator Help | Abaut | Logout

A4
NVIRSA Process Controls ™

TIME COMPLIANCE

Rulls Mavigatar w Administration Reports Simulation

2
Case List

= L —

s Creste | | Eat | | HdeFiter

¥ Complisnee St Up. | Stert Date 07202006 T | EndDete 7202006 | [

» Case Management

8 172.21.52.138 - default - SSH Secure Shell

Fie

Edt Wiew Window Help

HESR 22 B2r@ 88 % & | & oukcome (] eofies

Jul 20, 2006 12:23:17 PU com.virsa.pc.framework.serviet.Testierviet parsexiiiiessage
cell 1,5:hceps: //pnuars/Incidents/IncidentDecails. jsp7Incident_Id=1003534
Ju] 20, 2008 12:25:17 PI con.virsa.pe.fremework.servlet.TestServlet execCreateCase

Create Time Contral Deseription Deficlency Type Priority Giner
CIAORANE 1 DR 130Ra7 Crtical Irmediste ADNMIN

£ . servlet. Te Creatsc
.2100
k. servlet.Te

k. servlet, T © Internet

INFO: after get testplan id
gul 20, 2006 12:23:17 PN com.virsa.pc.framework.serviet. Testierviet
INFO: find by pk completed

ul 20, 2006 1z:23:17 PN Con.viIsa.pc. ftamewu:k serviec.TestServiet execCreaceCase
INFO: Test Plan Owner .....
Jul 20, 2008 12:23:17 PN com.virsa.pc. fzamemu[k serviet.TestServiet execCreateCase

execCreateCase

INFO: Test Plan name .2
Jul 20, 2006 12:23:17 PN com. £ . servlet. Te CreatsC

Jul 20, 2006 12:23:17 PN com. £ k. servlet.Te

: Crivical threshold .....i.. ¢

Jul 20, 2006 12:23:l7 PU com. k. servlet, T
High Threshold ... —

gul 20, 2006 12:23:17 PN com.virsa.pc.framework.serviet.Testierviet execCreateCase

INFO: Case Count for open cases

Jul 20, 2006 12:23:17 PI com.virsa.pc.framework.serviet.Testjerviet execCreatsCase

INFO: The Risk desc J)st There is a possible Netuork Risk]

3ul 20, 2006 12:23:17 P con.viisa.pe. Crauework. servlec. TestServlet execCreateCase

uid crscm:m

aul 20, 3006 121722607 7K con. . servlet. Te Creatsc

INFO: grouplap: [{REMED NAME-=CISCOGRP, REMED DESC-CISCOCRP, REMED ID-15}]

Jul 20, 2006 12:23:17 PE com. k. servlet.Te

INFD: Case DTO Remed Growp Id : 15

Ju] 20, 2006 12:23:17 PN com.virsa.po.framework. serviet, Testierviet

[ [Fage ror1 ][

execCreateCase

7 P com.virsa.pc.framevork. serviet. TestServiet execCreateCase

Tu1 20, 2008 12173417 PIE con vizas.pe. framevork. servier. Testierviet execCrestaCase
INFO: The url is Critical Thresh held. _http://172.21. 52.137: $555/phone
Jul 20, 2006 12:23:17 P con.vizsa.pe. framework. serviet. TestServiet postxMlizssage
TNFO: phone: Usergroup: CISCOGRD
Jul 20, 200 1777 o v EREIEE ER A EER. Sorvl Bt Tea e cvlet paetiTM o e - F R
TN MBS EESSAgR: CenviEnvelope Sminszenv-Uhern: /v vl ovg /2005,05) snsp-enve LopsWn s tnhten: /o exeanle. org /b nenits 7

St By ont Faults Cenve Coded <enus¥alussens: Sondere fonn Values semotSubcadescony: FalussAler td/any i Values /e Subcodo < /o 1
‘ Ger <enviResson-enviTens sulilangen’-Counlisnce failurcd/enviTertos /enviResconssensilideshooy s /(172,25 1T, L2 ucoc/envillode <

“rodeonnes fentiCote Sew Bea oS Byme Dot ymes ynes (0 e IOOEYS UeergTORCLACOORYS Mot rou: teit There Lo g pocs

P .

ul 20, 2006 L2:23 ranalalo
INFO: After XIL POST.

Cornected to 172,21,52.138 SSH2 - aes128-che - hmac-mds - none | 128x43
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SONA Device (AON) Sends Notification over

Unified Messaging to IP Phone

& 172.21.52.137 - default - SSH Secure Shell E@

File Edit View Window Help

H &l = F S8 N @ &1 Quick Connect ] Profiles

55H Secure Shell 3.Z.0 (Build 267)
Copyright (c) 2000-Z002 33%H Communications Security Corp - http: /v, ssh. com/

This copy of 55H Secure 3hell is a commercial wersion ‘l.'g 1?2.21 -52.1 3? 1 dEfﬂu“ 4l SSH SEE-UI'E ShEll

licensed to CD-REOM customer, N/A.

Eile

H & [ = oM E 8 S & & Quick Connect || Profiles

20-Jul-2006 11:15:05 DEEU: [MEC-0-2] aons.nec, core In zcopelnitiali e
ze 0O
20-Jul-2006 11:18:05 DEEUG [MEC-0-2] a0nsS.mec. core Operator Block T

Edit  Wiew Window Help
sloti-kplus> sho log nawe aon.log tail

Press «<CTREL-C> to exit...

20-Jul-2006 10:25:18 INFO [ObserverThread (com.cisco.aons. asy. phonepush.
PIHandlerf1395044] ] custombladelet CiscoTermInServiceEv (SEPO0166F0SEOFL

d rmll
Z0-Jul-zZ00e 11:18:05 DEEU: [MEC-0-2] aons.mec.core Entering to find
azsociated opBlocks for scopeid O

Z0-Jul-z2006 11:15:05 DEEU [MEC-0-2] aon3.mec.core Executing bladel
et - Com,cisco.aohs.bladelet.core.Createleszage - 13

20-Jul-2006 11:15:05 DEEU: [MEC-0-2] bladelet,.Createleszage Deztinat
ion URI for this message is --> http: //192.167.101.12: 50000/CreateCase Configlss
tyle=docunent

20-Jul-200e 11:18:05 DEETU: [MEC-0-2] aons.mec.buffer Created data rea
der for AONS Buffer[4131696]

Z0-Jul-z006e 11:15:05 DEETU: [MEC-0-2] aons.mec.core Correlation Id:
At D A F Mo (1 ud drrd & 8 0 &y

20-Jul-z2006 11:15:05 DEEU [HEC-0-2] ann3.nec,.core HMessageHandler. s
etPriority (Meszage) Priority: 0O

20-Jul-2006 11:138:05 DEEUG [MEC-0-2] bladelet.CreateMessage Created
message : AON3-IA0.0.0.0@1152915091557--3-50

20-Jul-200e 11:18:05 DEERTU: [MEC-0-2] aons.mec,. core Setting 13:honsM
ezzage to be a ICloseable with hashCode -132Z2456795

Z0-Jul-z006 11:15:05 NOTICE [MEC-0-2] bladelet.CreateMeszage Createle
szage executed successfully Eladelet=13:CreatelMeszage ,MEC I4d=MEC-ID-11529150
ga758-6-790 =

Connected to 172.21,52.137 S55HZ - aes128-che - hmac-mdS - none | B0x24

Connected to 172.21,52.137 S5HZ - aes128-che - hmac-mds - none | 50x24 ,é""_! -
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SONA Device (IP Phone) Displays Event

1 17 32 07/20/06

Compliance Breach
Notification is
Displayed
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Other Technology Solutions

* Location Tracking.
* Unified Communication-CRM Integration.
* FIX Monitoring.




