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� Security challenges
� C isco  Self -D ef end ing N etw o rk  - T he A lternativ e
� C isco  Self -D ef end ing N etw o rk  - I n A ctio n
� Q & A

Agenda
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Secu r it y  Ch a llen g es
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B lend ed  T hreat T argeting E -M ail and  W eb

� Spam e-mai l  s en t  b y  
B o t n et

� D i r ec t s  u s er  t o  mal i c i o u s  
W eb  s er v er  t h at  h o s t s  
ex pl o i t

� U po n  v i s i t ,  u s er  s y s t em i s  
c o mpr o mi s ed b y  s er v er ,  
may  n o w  b e u s ed b y  
b o t n et

� M o v i n g  i n t o  en t er pr i s es : 
Spear ph i s h i n g



Slide 4

BH15 the four bullets are not parallel and I'm not sure what their subjects are.  should fix to make them parallel, but i don't know how 
because not sure what you are trying to say here
Bonnie Hupton, 11/29/2007
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C o ntent Security R eq uired

L ock ed  t h e N et w ork  D oors,  bu t  E -M ail  and  W eb S t ay ed  O p en

Network Security

P ort 2 5 P ort 8 0
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75% of New 
A p p l i c a t i on  
A t t a c k s  

F oc u s ed  on  
C u s t om  

A p p l i c a t i on s

C u st om W eb A p p l icat ions
Customized Packaged Applications

I nter nal and T h ir d-Par ty  Code
B usiness L ogic and Code

N etw or k

O per ating
S y stems

D atab ase
S er v er s

O per ating
S y stems

Application
S er v er s

O per ating
S y stems

W eb
S er v er s

N etw or k 
F ir ew all

I D S / I PS

A p p licatio n L ayer B eco m ing a T arget 
R eq uiring P ro tectio n
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Many Other Challenges

� E nd p oint  S ecu rit y : n eed mo r e t h en  an t i v i r u s  o n  t h e en dpo i n t  
� N on C ont rol l ed  A ccess: ac c es s  i s  ar b i t r ar i l y  o pen  o r  r es t r i c t i v e 
� R og u e D ev ices : u n man ag ed dev i c es  c o n n ec t ed t o  t h e n et w o r k
� P ol icy  C omp l iance &  E nf orcement  : as s et  an d u s er  i den t i t y  ar e 
i n c o n s i s t en t l y  v al i dat ed,  an d en dpo i n t  po s t u r e i s  r ar el y  en f o r c ed

� A p p l icat ion I nt el l ig ence: di f f i c u l t  t o  o b t ai n  an d c o n t r o l  appl i c at i o n  
c o mmu n i c at i o n  f l o w s  i n  a n et w o r k

� N et w ork  A v ail abil it y : at t ac k s  c o n s u me b an dw i dt h ,  en dpo i n t ,  an d 
c o n t r o l  pl an e r es o u r c es
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T he C hallenges o f  A p p ro aching Security 
W itho ut an E nd -to -E nd ,  System s A p p ro ach

NAC

Firewall

Network IPS

IPsec VPN

Spam 
Gateway

Host IPS

AV Gateway

Web 
Application
Firewall

URL Filter

SSL VPN

Security 
Manage-
ment

XML Firewall

T raining  and  S t af f ing
P ol icy  I mp l ement at ion

T h reat  I nt el l ig ence
E v ent  S h aring  and  C ol l aborat ion
C onf ig u rat ion and  M anag ement
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L es s  C om p l ex ity,  I m p rov ed  U s a b il ity
C ol l a b ora tiv e O p era tion ,  I n crea s ed  E f f ectiv en es s

F ewer D ev ices ,  R ed uced  I n itia l  a n d  O n g oin g  C os ts

T he N eed  f o r a S ystem s A p p ro ac h
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T he A d v antages o f  a System s A p p ro ach:
L o w er C o st,  H igher E f f iciency,  G reater E f f ect

P ol icy  I mp l ement at ion
C onf ig u rat ion and  M anag ement

T raining  and  S t af f ing

T h reat  I nt el l ig ence
E v ent  S h aring  and  C ol l aborat ion

I nt eg rat ion I nt o t h e N et w ork  I nf rast ru ct u re

NAC

Firewall

Network IPS

IPsec VPN

Spam 
Gateway

Host IPS

AV Gateway

Web 
Application
Firewall

URL Filter

SSL VPN

Security 
Manage-
ment

XML 
Firewall
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Cisco Self-D efen d in g  
N et w or k  – T h e 
A lt er n a t iv e
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S ec u re N etw o rk  I nf rastru c tu re 
Security Serv ices I ntegrated  into  the N etw o rk

Automated Threat
R es p on s e

V i rtual i z ed 
S ec uri ty  S erv i c es

B ehav i oral -B as ed
P rotec ti on

D y n ami c  D D oS
M i ti g ati on

Ap p l i c ati on -L ay er
I n s p ec ti on

E n dp oi n t P os ture
C on trol

I n t eg r a t e
A d v a n c ed
S er v i c es

L ev er a g e 
E x i s t i n g

I n v es t m en t

A d v a n c ed  T ec h n ol og i es  a n d  S er v i c es

Firewall N et wo rk  A n t iv iru sA c c es s  C o n t ro l

I P S ec  an d  S S L  V P NI P S IP Network

I n t eg r a t ed C ol l a b or a t i v e A d a p t i v e

I n t eg r a t e A d v a n c ed  S ec u r i t y  S er v i c es  W h er e Need ed

Firewall N et wo rk  A n t iv iru sA c c es s  C o n t ro l

I P S ec  an d  S S L  V P NI P S S ecu rit y  P oint  
P rod u ct s
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Ci sc o  S elf -D ef end i ng N etw o rk :
A  System s A p p ro ach to  I T  Security

E n a b l i n g  E v er y
E l em en t  t o B e a  P oi n t
of D efen s e a n d  P ol i c y  

E n for c em en t

I n teg ra ted
P r oa c t i v e S ec u r i t y  
T ec h n ol og i es  t h a t  

A u t om a t i c a l l y  P r ev en t  
T h r ea t s

A d a p tiv e
C ol l a b or a t i on  A m on g  
t h e S er v i c es  a n d  

D ev i c es  T h r ou g h ou t
t h e Net wor k  t o T h wa r t  

A t t a c k s

C ol l a b ora tiv e
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• M ultiv ector  pr otections at 
all points in th e netw or k and 
at desktop and ser v er  
endpoints

• B r anch  inf r astr uctur e 
secur ity  th at enab les end-
to-end ar ch itectur e

S elf -D ef end i ng N etw o rk   P i llars

• Cr oss-solution f eedb ack 
linkages

• Common policy  management
• E ndpoint postur e and 
secur ity  policy  enf or cement

• Passiv e and activ e 
f inger pr inting

• Cisco S ecur ity  Agent I PS  
collab or ation

C ol l aborat iv e
• Anomaly  detection w ith
in-pr oduction lear ning
• N etw or k b eh av ior al analy sis
• V isib ility  and mitigation 
capab ilities f or  b lended 
content-b ased th r eats

• R eal-time secur ity  postur e 
adj ustment

A d ap t iv eI nt eg rat ed

Cisco Security 
Agent

Cisco 
S e cu r it y  
M a n a g e r

Cisco 
I n t e g r a t e d  
S e r v ice s 
R ou t e r s

C i s c o  AS A
Ad a p ti v e S ec u r i ty  

Ap p l i a nc e
Cisco I n t r u sion  
P r e v e n t ion  
S y st e m s

Cisco N A C 
A p p l ia n ce

I nter net

P u b l i c  W AN

Cisco 
S e cu r it y  
M A R S

Endpoint Security 
P ol icy a nd P os ture

D etect a nd M itig a te 
Content Security T h rea ts

T a rg eted A tta ck  
P rotection

Centra l iz ed Security 
M a na g em ent

Encrypted Secure 
Com m unica tions
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A d ap tiv e A p p licatio n I ntelligence
U nif ied  C o m m unicatio n

A c c es s  A c c es s  
C on t r ol  C on t r ol  T h r ea t  T h r ea t  

P r ev en t i on  P r ev en t i on  
Net wor k  Net wor k  
P ol i c y   P ol i c y   

S er v i c e S er v i c e 
P r ot ec t i on   P r ot ec t i on   V oi c e &  V i d eo V oi c e &  V i d eo 

C on fi d en t i a l i t yC on fi d en t i a l i t y

C all C o n t ro l I n f ras t ru c t u re En d p o in t s  A p p lic at io n s  
• SI P ,  SCCP ,  M G CP ,  H . 3 2 3
• A ppl ica tion ins pection 
a nd control

• Ca l l  f l ow /  H ea der s ta te 
a w a renes s  

• P rotocol  conf orm a nce
• P rev ent D oS a tta ck s
• T L S P rox y f or encrypted 
s ig na l ing

• N A T / P A T

• I ntrus ion prev ention 
s erv ices  f or U C 

• V oice Sig na tures
• V oice/ v ideo-ena b l ed 
s ecure connectiv ity 
( V 3 P N )

• P rev ent b uf f er 
ov erf l ow  a tta ck s

• SI P / SCCP / CT I Q B E/ T A P /
J T A P I  ins pection

• A cces s  Control  a nd 
ins pection f or  s erv ices  
- Cis co U nity,  
M eeting pl a ce,  
P res ence,  Cis co 
T el epres ence,  I M  ov er 
SI P ,  M icros of t

• T im eouts  f or 
a udio/ v ideo 
connections

• R T P / R T CP  ins pection
• SI P  a nd SCCP  V ideo 
Endpoints  – I P  
ph ones ,  V T  
A dv a nta g e,  Cis co 
U nif ied P ers ona l  
Com m unica tor

• P ol icies   - a l l ow / deny 
ca l l s  f rom  
unreg is tered ph ones ,  
ca l l ers ,  w h itel is t,  
b l a ck l is t
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W L C

L AP

C o r e

I P S

T r a f i c  m a l i c i eu x
i s s u  d u  c l i ent 
s u r  l e W L AN

1 ) Cisco I PS   detects M alicious  
tr af ic or iginated f r om W L AN  
N etw or k

3 )  W L C r eceiv es 
update list of  
b locked sour ces 
adr esses

5 ) W L C disconnect  W L AN  
client and b locks  
r econnect  Attempts 

4 ) W L C tr y  to  match  list  
w ith  associated  W lan 
clients.  W h en match es 
S uccesf ull match ,  W L C  
cr eate W L C  Client 
ex clusion b ased on 
@ M ac. X

2 ) Cisco I PS  I nitiate 
B locking actions 

C o llab o ratio n
W L C  &  I P S 
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Source: Ken Hook

I ntegrated  S ec u ri ty
G ro u p  T ags w i th Ci sc o  T ru stS ec

� E x amp l e: P h y s i c al  s ec u r i t y  admi n i s t r at o r s  par t  o f  s u r v ei l l an c e g r o u p
� P o l i c y  appl i ed o n  l o g i n  t o  r es t r i c t  ac c es s  t o  C C T V  c amer as

I n d i v i d u a l s R e s o u r c e s
S o u r c e

S e c u r i t y  G r o u p s

P a r t n e r s

Em p l o y e e

S u r v e i l l a n c e

I n t e r n e t

C o n f i d e n t i a l

C C T V  C a m e r a s

A u t h z  R u l e s A u t h z  R u l e s

Authorization Rules 
f or I nd iv id uals

D e s t i n a t i o n
S e c u r i t y  G r o u p s

G u e s t / U n k n o w n

P r i n t / C o p yEm p l o y e e  
O u t s i d e  U S

A c c e s s  R u l e sP h y s i c a l  S e c u r i t y  A d m i n

Authorization Rules 
f or Resourc es

Rule M atrix  to D ef ine 
Ac c ess P erm issions

A c c e s s  
C o n t r o l

Multi Network Attributes without Multi ACLs

C C T V  S ecu rit y
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C isco  Self -D ef end ing N etw o rk  
I T  Security So lutio n C o m p o nents



Slide 18

BH21 should be Endpoint in the picture
Bonnie Hupton, 11/29/2007
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C hanging the G am e
E nd -to -E nd  I T  Security So lutio n

C is c o  A C E 
A p p lic at io n  Firewall
W e b  a p p l i c a t i o n  s e c u r i t y  s e r v i c e s  

f o r  a p p l i c a t i o n  f r o n t  e n d s

C is c o  A C E X M L  
Firewall

S O A  a n d  X M L  i n s p e c t i o n  a n d  p o l i c y  
e n f o r c e m e n t

I P S
I n t e g r a t e d  n e t w o r k  t h r e a t  
m o n i t o r i n g  a n d  a n a l y s i s

V P N
S e c u r e ,  e n c r y p t e d ,  a n d  

c u s t o m i z a b l e  r e m o t e  a c c e s s

C is c o  A S A
N e t w o r k  s e c u r i t y a p p l i a n c e ,  
f i r e w a l l ,  m o d u l a r  V P N ,  I P S

C is c o  S ec u rit y  
A g en t

En d p o i n t  p r o t e c t i o n  f o r  s e r v e r s ,  
d e s k t o p s ,  a n d  m o b i l e  w o r k f o r c e

N A C
P o s t u r e  a n d  i d e n t i t y  a s s e s s m e n t  

f o r  n e t w o r k  a c c e s s

I ro n P o rt  C -S eries
W e b  c o n t e n t  s e c u r i t y

U R L  f i l t e r i n g

I ro n P o rt  S -S eries
E-m a i l  s p a m  a n d  v i r u s  f i l t e r i n g

C is c o ® A S A
C o n t e n t  S e c u r i t y  a n d  C o n t r o l  
E-m a i l  s p a m ,  v i r u s ,  a n d  U R L  

f i l t e r i n g

C is c o  S ec u rit y  
M A R S

C e n t r a l i z e d  r e p o r t i n g ,  p o l i c y  a n d  
m a n a g e m e n t ,  r i s k  m i t i g a t i o n

S en d erB as e
G l o b a l  t h r e a t  d a t a b a s e  
r e p u t a t i o n  s e r v i c e s

C S M
S e c u r i t y  m a n a g e m e n t  a n d  

p o l i c y  c o n f i g u r a t i o n
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A d v anced  N etw o rk  Security f o r the SD N

F ea t u r es
� S ignatur e,  b eh av ior al- and 

v ulner ab ility -b ased detection 
� I ntegr ated secur ity  policies 

th r ough out th e netw or k 
inf r astr uctur e inf r astr uctur e

B en efi t s
� H elps ensur e uptime and asset 

pr otection 
� Pr oactiv ely  pr otects against know n 

and unknow n th r eats
� Pr oactiv ely  contains inf ections and 

outb r eaks
� M aintains pr iv acy  and conf identiality  
� Cost-ef f ectiv ely  ex tends r each  of  

netw or k
� I ncr eases f lex ib ility  and incr eases 

employ ee pr oductiv ity

C i s c o  A SA  A dapt i v e Sec u r i t y  A ppl i an c e 
F i r e w a l l ,  S S L  V P N ,  I P S

Cisco Integrated Services 
R ou ters

Cisco ID SM  and F W SM

Cisco Intru sion P revention Sy stem  Sensors
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S ec u re E nd p o i nt Co ntro l f o r the S D N
Cisc o Network Ad m ission  
Con trol ( NAC)

Cisc o S ec urity  Ag en t

Feat u res
� R o le-b as ed  n et wo rk  ac c es s  c o n t ro l an d  s ec u rit y  p o lic y  c o m p lian c e en f o rc em en t
� Fu ll lif ec y c le:  D is c o v ery ,  as s es s m en t ,  en f o rc em en t ,  an d  rem ed iat io n
� T h reat  p ro t ec t io n  f o r d es k t o p s ,  s erv ers ,  an d  P O S  d ev ic es
B en ef it s
� S ec u rin g  b o t h  m an ag ed  an d  u n m an ag ed  as s et s  f o r s ec u rit y  p o lic y  c o m p lian c e 
� R ed u c in g  v u ln erab ilit y -b as ed  ex p lo it s  t o  s af eg u ard  as s et s  an d   in f o rm at io n
� M in im iz in g  ris k  b y  in c reas in g  v is ib ilit y  an d  en f o rc em en t  
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C o ntent Security f o r the SD N
C i s c o® I r on P or t  C -S er i es
C i s c o I r on P or t  S -S er i es

C i s c o A S A  C on t en t  S ec u r i t y  

Features
� B l o c k s i n c o m i n g  e-m ai l  an d  W eb  th reats
� C o n tro l s o utb o un d  c o n ten t
� Fi l ters W eb  an d  e-m ai l  w i th  rep utati o n -b ased  f i l ters f o r g ran ul ar p o l i c y  c o n tro l s
B en ef i ts
� P ro tec ts ag ai n st i n c o m i n g  th reats,  sp am ,  m al w are,  v i ruses,  an d  w o rm s w i th  up -to -d ate tec h n o l o g i es
� P ro tec ts m essag e p ri v ac y
� M eets reg ul ato ry  c o m p l i an c e
� C o n so l i d ates f un c ti o n s
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A p p li c ati o n S ec u ri ty f o r the S D N

Cisc o ACE  W eb Ap p lic a tion  F irewa ll

F eatur es
� I nspects L ay er  4 –7  applications
� I nspects and secur es W eb ,  B 2 B ,  

and application-to-application 
tr af f ic

� ACE  W AF  suppor ts > 3 0 , 0 0 0  tr ansactions per  second
B enef its
� E nh ances application av ailab ility ;  

pr ev ents disr uption
� S egments load-b alancing and 

application tr af f ic
� I dentif ies and pr ev ents application-

specif ic attacks 
� Pr otects b usiness assets f r om 

ex posur e
� Addr esses compliance and pr iv acy  

r eq uir ements

Cisc o® ACE  Ap p lic a tion  Con trol 
E n g in e Mod ule

Cisc o ACE  4 7 1 0  Ap p lia n c e
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BH20 is fifth bullet ok? Segments? trying to make parallel
Bonnie Hupton, 11/29/2007
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O p eratio nal C o ntro l and  P o licy M anagem ent
Cisc o® S ec urity  Ma n a g er

Cisc o S ec urity  MAR S

F eatur es
� U nif ied policy  and dev ice  management f or  f ir ew all,  I PS ,  and V PN  secur ity  ser v ices acr oss all Cisco platf or ms
� I ntegr ated capab ilities th at link monitor ed secur ity  v iolations to policy  r ules
� M ultiv endor  secur ity  ev ent monitor ing,  cor r elation,  and mitigation
� T opology  aw ar eness f or  r apid th r eat isolation and mitigation
B enef its
� S implif ies secur ity  oper ations w ith  

centr alized,  h ier ar ch ical policy  
conf igur ation and r eal-time th r eat 
monitor ing

� R apid th r eat identif ication minimizes 
dow ntime

� F acilitates ef f iciency  w ith  w or kf low  
management b etw een secur ity  and 
netw or k oper ations

� I ntegr ated ch ange management and 
incident analy sis f acilitates th or ough  
sy stem auditing 
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Cisco Self-D efen d in g  
N et w or k  in  a ct ion
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C isco  SD N  So lutio ns f o r Secure 
C o m m unicatio ns and  C o llab o ratio n

P rev ent  D at a 
L eak ag e and  
D iscl osu re

M it ig at e T arg et ed  
A t t ack s and  M al w are 

P rop ag at ion

A ch iev e P ol icy  
and  R eg u l at ory  
C omp l iance
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BH7 should be Endpoint in picture
Bonnie Hupton, 11/29/2007
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• C o nv er ged  b r a nc h  p r o tec ti o n
• L o c a l  c o ntent s c a nni ng to  

m i ti ga te m a l w a r e i ntr o d u c ti o n
• N etw o r k  Ad m i s s i o n C o ntr o l  to  

p r ev ent m a l w a r e a nd  enf o r c e 
p o l i c y

• R o u ter -b a s ed  I P S  to  p r o tec t 
l o c a l  c l i ents  a nd  p r es er v e 
b a nd w i d th

M o ni to r i ng,  
C o r r el a ti o n,  

a nd  R es p o ns e

Cis co® Security 
A g ent

Cis co Security 
A g entI nter net I ntr a net

D a y -Z er o  
E nd p o i nt 
P r o tec ti o n

B r a nc h -
O f f i c e 

P r o tec ti o n
C o nv er ged  
P er i m eter  
P r o tec ti o n

I ntegr a ted  
D a ta -C enter  
P r o tec ti o n S er v er  

P r o tec ti o n
P o l i c y -B a s ed  
S o l u ti o n 

M a na gem ent

M itigating T argeted  A ttack s and  M alw are 
Self -D ef end ing N etw o rk  A p p lied

• H igh -capacity  pr otection of  
ser v er s and applications

• Application and pr otocol 
inspection to pr otect ser v er s 
and sy stems

• L ocal ser v er  pr otection f r om 
tar geted ex ploit attempts

D at a C ent er
• E nd p o i nt p r o tec ti o n f r o m  

s p y w a r e,  b o tnets ,  s p a m ,  a nd  
T r o j a n h o r s es

• H i gh -c a p a c i ty  I nter net-ed ge 
s ec u r i ty

• I nb o u nd ,  o u tb o u nd ,  a nd  i ntr a -
L AN  p r o tec ti o n a nd  c o ntr o l

• C o ntent s ec u r i ty  a nd  N etw o r k  
Ad m i s s i o n C o ntr o l  to  m i ti ga te 
m a l w a r e p r o p a ga ti o n

C amp u sB ranch

Cisco® S e cu r it y  
A g e n t Cisco S e cu r it y  

M a n a g e m e n t  S u it e

Cisco I n t e g r a t e d  
S e r v ice s  R ou t e r s 

w it h  I P S
Cisco A S A  5 5 0 0  w it h  
Con t e n t  S e cu r it y

Cisco A S A  5 5 0 0  
A d a p t iv e  S e cu r it y  
A p p l ia n ce  w it h  I P S  
a n d  Cisco I r on P or t        

Cisco Ca t a l y st ® S e r v ice s 
M od u l e s

Cisco I P S  4 2 0 0  S e r ie s
Cisco A S A  5 5 0 0  S e r ie s
Cisco S e cu r it y  A g e n t
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P rev enting D ata L eak age and  D isclo sure
Self -D ef end ing N etw o rk  A p p lied

D at a 
C ent er

E mp l oy ees
N et w ork  
E d g e

T a pe
D ev ices

A ppl ica tion
Serv er

Cis co 
M D S 9 0 0 0

C-Series  E-
M a il

Security 
A ppl ia nce

I nter net

Cor por ate 
N etw or k

Cisco® S ecur ity  Agent
• P r ev ents  end p o i nt d a ta  l o s s
• P r ev ents  b y p a s s  o f  C i s c o  I r o nP o r t 
netw o r k  p r o tec ti o n

• I ns p ec ts  a nd  c l a s s i f i es  c o ntent 
( s i m i l a r  to  C i s c o  I r o nP o r t)  i n a  f u tu r e 
r el ea s e

Par tner s

Customer s
R emote 

E mploy ees

S tor age M edia E ncr y ption
• P r ev enti o n o f  u na u th o r i z ed  
a c c es s  a nd  l o s s  o f  d a ta  a t r es t

• F u l l  i ntegr a ti o n w i th  S AN  
f a b r i c  a nd  m a na gem ent 

• S ec u r e,  h i gh l y  a v a i l a b l e 
s er v i c e

I r onPor t 
• P r ev ent d a ta  l o s s  a t netw o r k  
p er i m eter  

• I ns p ec t a nd  c o ntr o l  c o ntent
• Ad d r es s  p r i v a c y  r egu l a ti o ns
• T a k e a d v a nta ge o f  ex i s ti ng a nti -
s p a m  a nd  a nti -s p y w a r e 
i nf r a s tr u c tu r e
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BH10 should that C-Series label be: Cisco IronPort C-Series ....?
Bonnie Hupton, 11/29/2007
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W id e T raf f ic I nsp ectio n
R eal-T im e K no w led ge o f  T hreat E nv iro nm ent

• 5 B + q ueri es d ai l y
• 1 5 0 + e-m ai l  an d  W eb  p aram eters
• 2 5 % o f  th e w o rl d ’s e-m ai l  traf f i c

T h e D o m in an t  Fo rc e in  G lo b al
E-M ail an d  W eb  T raf f ic  

M o n it o rin g …
• Complaint r epor ts

• S pam tr aps
• M essage

composition data 
• G lob al v olume data

• U R L  lists
• Compr omised 

h ost lists
• W eb  cr aw ler s
• I P b lacklists 
and w h itelists

• Additional data

S en d erB as e
D at a

D at a A n aly s is /
S ec u rit y  M o d elin g

S en d erB as eR ep u t at io n  S c o res
–1 0  t o  + 1 0

1 50  P a r a m et er s
BH23
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BH23 is SenderBase correct? no space?
Bonnie Hupton, 11/29/2007
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I nter net

C red it  C ard
S torag e

W i r el es s  
D ev i c e

R emote B r anch  
L ocation

I nter net
E dge

Cis co I nteg ra ted 
Serv ices  R outer

Cis co®
Ca ta l ys t
Sw itch C i s c o  C a ta l y s t 6 5 0 0  

a nd  C i s c o  7 6 0 0
F W S M

C i s c o  
S ec u r i ty  
M AR S

C i s c o  
S ec u r i ty  
Agent

M AI N  O F F I CE

Cis co 
Ca ta l ys t 
6 5 0 0  
Sw itch

Cis co 
Security 
A g ent C S A

W AP

E-Com m erce

AS A

Cis co 
7 0 0 0

N C M / C AS

W AP

P O S 
Ca s h  
R eg is ter

M ob il e 
P O S

P O S Serv er

Store 
W ork er P C

A chiev ing P o licy and  R egulato ry C o m p liance
Self -D ef end ing N etw o rk  A p p lied

N etw or k 
M anagement 
Center

D ata Center

C S MAC S

W AP

Confidentiality: 
S trong  Authentic ation and  
Ac c ess C ontrol K eep  I t 
S ec ret

D ata I nteg r ity: 
I P sec  and  S S L  V P N s 
P rotec t I nf orm ation in 
T ransit

A u dit/ R ep or ting : 
S ec urity  I nf orm ation I s 
T rac k ed  f or C om p lianc e 
and  I nc id ent I nv estig ationC i s c o  AS A S S L

N AC

A v ailab ility: 
Reg ulated  D ata Av ailab le to 
Authorized  U sers
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Cisco ASA

ACS

Cisco Se cu r it y  M AR S

Cisco® W AAS

W e b  
Se r v e r s

Cisco ACE

Cisco Se cu r it y  Ag e n t
Cisco Se cu r it y  Ag e n t

Cisco Se cu r it y  Ag e n t

Ap p l ica t ion
Se r v e r s

D a t a b a se  
Se r v e r s

W AF
( W e b  Ap p l ica t ion s)

Cisco Se cu r it y  Ag e n t

Cisco Se cu r it y  Ag e n t

Cisco M D S 
w it h  SM E

T ie r  1 / 2 / 3  
St or a g e

T a p e / O f f sit e  
B a ck u p

AX G
( B 2 B )

CSM
Cisco Se cu r it y  Ag e n t -M C

CW -L M N

D ata-Center  E dge
• F irew all and  I P S
• D oS  p rotec tion
• Ap p lic ation p rotoc ol 
insp ec tion

• W eb  S erv ic es sec urity
• V P N  term ination
• E-m ail and  W eb  ac c ess 
c ontrol

Cisco Ca t a l y st  6 0 0 0
F W SM

W eb  Access
• W eb  sec urity
• Ap p lic ation sec urity
• Ap p lic ation isolation
• C ontent insp ec tion
• S S L  enc ry p tion and  
of f load

• S erv er hard ening

Applications and 
D atab ase

• X M L ,  S O AP ,  and  
AJ AX  sec urity

• D oS  p rev ention
• Ap p lic ation-to-
ap p lic ation sec urity

• S erv er hard ening

S tor age
• D ata enc ry p tion

o I n m otion
o At rest

• S tored  d ata 
ac c ess c ontrol

• S eg m entation

M anagement
• T iered  ac c ess
• M onitoring  
and  analy sis

• Role-b ased  
ac c ess

• AAA ac c ess 
c ontrol

Cisco I r on P or t  
E-M a il  Se cu r it y

AX G  
( D H T M L  
t o X M L )

Cisco I r on P or t  
W e b  Se cu r it y

Cisco I r on P or t  
W e b  Se cu r it y

Securing the DataCenter
Self -D ef end ing N etw o rk  A p p lied
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BH24 if CW stands for CiscoWorks, need to write it out. if CSM stands for Cisco S... M...... need to write that out, too.  Cannot use C for Cisco 
in acronyms for legal reasons
Bonnie Hupton, 11/29/2007
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Cis co  Secure W irel es s  So l utio n
Self -D ef end ing N etw o rk  A p p lied

• I ntegr ated b aseline secur ity  
capab ilities into th e w ir eless 
L AN  inf r astr uctur e

• B uilt-in secur ity  intelligence 
and th r eat pr otection 
specif ic to w ir eless secur ity  
th r eats

• U nif ied w ir ed and w ir eless 
I PS / I D S

• E nf or ced w ir eless secur ity  
policy  th r ough  single sign-on 
w ith  N AC appliance

Collaborative
• Anomaly  detection w ith  
unif ied w ir ed and w ir eless 
I PS / I D S  ar ch itectur e

• R eal-time r ogue-access-point 
detection and mitigation 
th r ough  automatic R F  
monitor ing

• H ost-b ased I PS  w ir eless 
contr ols f or  mob ile laptops

A d ap tiveI n teg rated

Cisco® S e cu r it y  
A g e n t

Cisco N A C 
A p p l ia n ce

Cisco A S A  5 5 0 0  
A d a p t iv e  S e cu r it y  

A p p l ia n ce        
Cisco I n t r u sion  
P r e v e n t ion  
S y st e m s

Cisco W ir e l e ss 
L A N  Con t r ol l e r

Cisco W ir e l e ss 
Con t r ol  S y st e m

I nter net E nter p r i s e

Guest

SSC

Endpoint W irel es s  
Control s U nif ied W ired a nd 

W irel es s  I P S

R og ue A cces s -
P oint D etection

I nteg ra ted F irew a l l W irel es s  Sing l e-
Sig n-O n
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BH14 if RF stands for something besides radio frequency, pls write out
Bonnie Hupton, 11/29/2007
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Sum m ary
� Threat evolution requires new thinking, new approach
� N etwork and  S ecurity  S ervices:  W orks “b etter together”
� C isco® S D N :  D ef ining the S y stem  S olution f or I T 
security



© 20 0 7 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lS D N  O v e r v i e w 34


