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Where is the CIO Spending in the Next Year?
Security, Wireless and VoIP are top 3 Networking Priorities

Goldman Sachs FY 06 IT Survey:        
Medium and High Priorities

Storage
C orp orate L A N
R em ote A c c es s

Sec u ri ty

0 2 0 4 0 6 0 8 0 1 00

W i rel es s

Source: Goldman Sachs IT Spending Report, July 2006

# 2 !
V O I P
I d en ti ty  M an agem en t
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C i s c o  U ni f i ed W i r el es s  N et w o r k
End-t o -End,  U ni f i e d – O nl y  C i s c o

Unified cellular and Wi-F i V o I P .  A dv anced t h reat  
det ect io n,  ident it y  net w o rk ing ,  lo cat io n-b as ed 
s ecurit y ,  as s et  t rack ing  and g ues t  acces s .

Unified Advanced Services

S am e lev el o f s ecurit y ,  s calab ilit y ,  reliab ilit y ,  eas e o f 
dep lo y m ent ,  and m anag em ent  fo r w ireles s  L A N s  as  
w ired L A N s .  

W o rl d-C l ass N et w o rk  M anag em ent

I nt eg rat io n int o  all m aj o r s w it ch ing  and ro ut ing  
p lat fo rm s .  S ecure inno v at iv e WL A N  co nt ro llers .

N et w o rk  Unificat io n

M o b il it y  P l at fo rm  
Ub iq uit o us  net w o rk  acces s  in all env iro nm ent s .  
E nh anced p ro duct iv it y .  P ro v en p lat fo rm  w it h  larg e 
ins t all b as e and 6 1 %  m ark et  s h are.  P lug  and p lay .

9 0 %  o f Wi-F i s ilico n is  C is co  C o m p at ib le C ert ified.  
“O ut -o f-t h e-B o x ” w ireles s  s ecurit y .

C l ient  D evices 

SiSi

SiSi
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G ar t ner  M agi c  Q u adr ant

C h al l en g er s L ead er s

Nich e P l ay er s V ision ar ies

Ab
ilit

y t
o E

xe
cu

te

Symbol Technologies

A lca t el

A r u ba  N et w or k s

B lu esock et

Tr a p ez e N et w or k s

M er u  N et w or k s

E x t r icom

Siemens

E nt er a sys N et w or k s

3 C om

X ir r u s

F ou nd r y N et w or k s

N or t el N et w or k s
H P  P r oC u r v e

C olu br is N et w or k s
E x t r eme N et w or k s

Cisco is the only clear vendor in the Leader Quadrant

Completeness of Vision
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F o r r es t er  W av e:  Q 2 Y 0 7

Cu
rre

nt 
Of

fer
ing

Weak S t r o n gS tr a teg y

Strong PerformerC ontend erR i s k yS t r o n g

Cisco is clearly disting uished as the m ark et leader
L eader
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A B u s i nes s  C l as s  W i r el es s  E x p er i enc e
W h y  S e t t l e  f o r  A ny t h i ng  L e s s ?

Unified b uilt -in s up p o rt  o f leading  edg e ap p licat io ns
- no t  an aft er t h o ug h t .  C is co  Wireles s  L o cat io n 
A p p liance,  C is co  WC S ,  S D N ,  N A C ,  Wi-F i p h o nes ,  
and R F  firew alls .

Unified Advanced Services

Wo rld C las s  N M S  t h at  v is ualiz es  and h elp s  s ecure y o ur 
air s p ace.  C is co  Wireles s  C o nt ro l S y s t em  ( WC S )

W o rl d-C l ass N et w o rk  M anag em ent

Cisco 
S e l f -D e f e n d in g  
N e t w or k

S eam les s  net w o rk  infras t ruct ure acro s s  a rang e o f 
p lat fo rm s .  C is co  4 4 0 0 ,  2 0 0 0  Wireles s  L A N  
C o nt ro llers  and C is co  C at aly s t  6 5 0 0  S eries  WiS M .  
I S R  int eg rat io n.

N et w o rk  Unificat io n

M o b il it y  P l at fo rm  
A P s  dy nam ically  co nfig ured and m anag ed t h ro ug h  
L WA P P .  C is co  A iro net  A cces s  P o int s :  1 5 0 0 ,  1 3 0 0 ,  
1 2 4 0 A G ,  1 2 3 0 A G ,  1 1 3 0 A G ,  1 0 0 0  and t h e new  1 2 5 2 .

S ecure client s  t h at  w o rk  o ut  o f t h e b o x .  C is co  
C o m p at ib le C lient  D ev ices  &  C is co  A iro net  client s .  

C l ient  D evices 
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G uest AccessS ecur ity

ComplianceV oice 
S er v ices

R et ail

S ens or  
N et w or k s

M u l t i-Service L o cat io n

V oice

Rogue A P s—E mployees create opening 
to enterprise netw ork  unk now ingly

F TC  F IN E S

H ack er

L ocation

T o p  4  R eas o ns  E v er y  C X O  N eeds  a 
P er v as i v el y  D ep l o y ed  W i r el es s  S y s t em

E nterprise
Intranet

D M Z
Cont r oller

G u es t / Cont r act or E mploy ee

S plas h  P ag e
Cont r oller

Sec u re tu nnel

I nternet

� WiF i enab led v o ice
� 7 9 2 1 G ,  B lack b erry ,  T reo
� B et t er co v erag e
� R educed C o s t  
� I nt eg rat ed w it h  I P  P B X

H ealt h car e F inancial
Act ive I P  M o nit o ring
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# 1  S ec u r i t y
T he Wirel ess E nterprise H as No  Wal l s

H ack er

A  sing le rog ue 
access p oint b ehind 
the f irew all creates 
enorm ous risk
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WRONG!

W i -F i  S ec u r i t y  M y t h s

No  Wi -F i  =
Go o d  S e c u r i t y

• A  singl e rogue ac c ess p oint c reates 
enormous risk

• T raditional  sec urity  measures ( f irew al l ,  w ired 
I D S / I PS ,  V PN s,  N A C ,  etc )  don’t address

• Perp etrated unk now ingl y  by your own employees

WRONG!

WRONG!

A  h a nd h eld  w a lk -a r ou nd  
su r v ey  is su ffic ient 

( i. e.  A ir M a g net)

I  u se 8 0 2 . 1 1 i,  W P A  or  
VP N ,  so my  netw or k  is 

sec u r e

• W oul d y ou onl y  turn on y our f irew al l  
p eriodic al l y ?

• N ot p rac tic al  f or b ranc h or remote of f ic es w ith no 
l oc al  I T  p ersonnel

• L ab orious and ex p ensiv e

• O nl y  p rotec ts authoriz ed c l ients and 
inf rastruc ture

• N o imp ac t on unauthoriz ed inf rastruc ture 
( i. e.  rogue A Ps)  or unauthoriz ed c onnec tions 
( i. e.  ad hoc  netw ork s)
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T o p  W i r el es s  T h r eat s

C l i ent 
M i s -a s s oc i a ti on

R o g u e
W L AN

• E mployees connect to an
ex ternal W L A N , creating portal to 
enterprise w ired netw ork

D oS  Attack s

D enial  o f
Service

• M alicious hack ers disrupt critical
b usiness serv ices

R og ue AP

• E mployees create opening to 
enterprise netw ork  unk now ingly

H ack er

Ad  H oc

• C lient-to-client connections,
b ypassing inf rastructure
security check points

H ack er
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8 02. 11a
Rogue A P

Cisc o  U nif ied Wirel ess Netw o rk  Integrated 
Wirel ess ID S/ IP S P ro tec ts Yo u r B u siness

� A u t o m a t i c a l l y  d e t e c t s :
R o g u e ac c es s  p o i n t s  an d  c l i en t s
A d  h o c  n et w o r ks
D en i al  o f  s er v i c e at t ac ks
C l i en t  m i s -as s o c i at i o n s

� I n t e l l i g e n t  R F  s c a n n i n g  =  
c o s t  e f f e c t i v e  s o l u t i o n

� I n t r u s i o n  p r e v e n t i o n  u n d e r  
I T  c o n t r o l

� L o c a t i o n  a p p l i a n c e  p r o v i d e s  
p r e c i s i o n  m a p p i n g  f o r  
p h y s i c a l  r e m o v a l

8 02. 11a 
Rogue C lient

R F  C o nt ainm ent

E nterprise
N etw ork
E nterprise
N etw ork

X
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# 2  S ec u r e,  C o nt r o l l ed G u es t  Ac c es s
� Business Need: Provide access to 
netw ork ed resources f or visiting  
custom ers,  p artners and contractors

� But,  h ow  to do so w ith out ex p osing  internal  
resources?

� C isco’s w irel ess g uest netw ork ing  sol ution 
p rovides:

– S e c u r e ,  c o n t r o l l e d  n e t w o r k  a c c e s s
– P e r v a s i v e ,  m a n a g e d  c o v e r a g e  
– L o w e r  c o s t s  f o r  s u p p o r t  a n d  

m o v e s / a d d s / c h a n g e s
– Q u i c k  a n d  e a s y   a c c e s s  f o r  e x t e n d e d  

w o r k f o r c e .

E nterprise
Intranet

D M Z
C o nt ro l l er

G u est / C o nt ract o r E m p l o y ee

Sp l ash  P ag e

C o nt ro l l er

Secu re t u nnel

I nternet
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# 3  M o b i l e V o i c e &  D at a S er v i c es
� Business Need: A ug m ent netw ork  
coverag e f or m ob il e em ail  and 
tel ep h ony  w h il e l ow ering  cel l ul ar 
ch arg es

� C h a l l e n g e s :
– P o o r  i n -b u i l d i n g  c e l l u l a r  c o v e r a g e
– N o  a c c e s s  t o  e n t e r p r i s e  v o i c e  a p p s
– M u l t i p l e  n u m b e r s  /  m a i l b o x e s  d r a i n  p r o d u c t i v i t y

� B e n e f i t s  o f  m o b i l e  v o i c e  &  d a t a :
– P o s i t i v e l y  i m p a c t  p r o d u c t i v i t y
– R e a l -t i m e  c o m m u n i c a t i o n s  a c c e l e r a t e s  d e c i s i o n  
m a k i n g

– R e d u c e d  c e l l u l a r ,  p a g i n g ,  S M S  c h a r g e s
– L e v e r a g e  c o r p o r a t e  d i a l i n g  p l a n s ,  l e a s t  c o s t  
r o u t i n g
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V o i c e o v er  W L AN
Requires end-t o -end int el l ig enc e

V oW L A N  C lients V oice Ready  W L A N  
Inf rastructure U nif ied W ired/ W ireless 

L A N   Inf rastructure 
C isco C allM anager &  
M ob ility A pplications 

� Comprehensive on campus solution
� D ed icated  clients,  sof t phones
� CCX  enab les Q oS ,  F ast S ecure R oaming
� I E E E  8 0 2 . 1 1 b  easy  to use w ireless I P  phone
� P ix el d isplay  provid es intuitive access to 

f eatures and  applications

� M ob ility  on /  of f  campus
� D ual 8 0 2 . 1 1  and  cellular phone
� P artners:  N ok ia,  R I M
� A d d itional voice clients
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# 4  L o c at i o n S er v i c es
� Business Need: D ecrease cost of  
l ocating  and rep l acing  assets.  I m p rove 
security  and ef f ectiveness of  
com m unications

L o c at i o n  S er v i c es  B en ef i t s :
� R eal -t i m e N et w o r k V i s i b i l i t y —M an ag e assets 
an d  str eaml in e w or k fl ow s

� A s s et T r ac ki n g —V iew  W i-F i d ev ices an d  
p eop l e as th ey  p h y sical l y  mov e

� S ec u r i t y —Q uick l y  l ocate secur ity  th r eats 
such  as r og ue access p oin ts an d  d ev ices

� L o c at i o n  T r en d i n g —F in d  out w h er e d ev ices 
an d  p eop l e h av e b een  an d  w h en
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W C S  w i t h  L o c at i o n Ap p l i anc e
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Other Benefits of the Unified Approach
A  Singl e U nif ied WL A N Sy stem

Sec u ri ty
M a na gement

R F  M a na gement
( p l a nni ng tool s )

C a p a c i ty
M a na gement

M ob i l i ty / V PN  

A P

I D S

Sens or

L oc a ti on T ra c k i ng 

C isco  W L AN  
C o nt ro l l er

Sw i tc h / R ou ted
N etw ork

C isco W C S

• W L AN ser v ice d el iv er y
• R eal -time R F  man ag emen t
• E n cr y p tion / auth en tication
• I n tr usion  p r otection  
• L ocation  tr ack in g
• V oice S up p or t
• C ap acity  M an ag emen t
• S eaml ess mob il ity
• G uest Access
• C en tr al iz ed  man ag emen t
• D y n amic C on tr ol

C isco W ireless 
L ocation A ppliance

C isco  AP
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D y nam i c  C h annel  &  P o w er  As s i gnm ent

RF  channel “6”
RF  channel “1”

RF  channel “11”

System is running normally in a stable state
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D y nam i c  C h annel  &  P o w er  As s i gnm ent

RF  channel “6”
RF  channel “1”

RF  channel “11”

N ew  A P  is ad d ed  to th e system on c h annel 1
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D y nam i c  C h annel  &  P o w er  As s i gnm ent

RF  channel “6”
RF  channel “1”

RF  channel “11”

N E IGH B O R M E SSA GE S
Sent at f ull pow er

C ontroller ideally w ants
-65  dB m b etw een A P s

Identif ies channel interf erence
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D y nam i c  C h annel  &  P o w er  As s i gnm ent

RF  channel “6”
RF  channel “1”

RF  channel “11”

AUT O M AT E D  C O N T R O L

- AP  R F  ch annel  ch ang ed
- Avo id int erference/ I m p ro ve p erfo rm ance
- E l im inat e co verag e h o l es
- O p t im iz e co verag e area

C hannel changed to 6C hannel changed to 6
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D y nam i c  C h annel  &  P o w er  As s i gnm ent

RF  channel “6”
RF  channel “1”

RF  channel “11”

AUT O M AT E D  C O N T R O L

- AP  T ransm it  p o w er l o w ered
- Avo id int erference/ I m p ro ve p erfo rm ance
- E l im inat e co verag e h o l es
- O p t im iz e co verag e area

P ow er A dj usted f or 
optimum perf ormance
P ow er A dj usted f or 
optimum perf ormance
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I nt er f er enc e D et ec t i o n &  Av o i danc e

C H  1 C H  1 1

C H  1 C H  6

System is running normally in a stable state
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I nt er f er enc e D et ec t i o n &  Av o i danc e

C h an n el  1 1
I n ter fer en ceC H  1 C H  1 1

C H  1 C H  6
I nterf erenc e sourc e on c h annel 1 1
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I nt er f er enc e D et ec t i o n &  Av o i danc e

C h an n el  1 1
I n ter fer en ce

M in imiz e th e I mp act
of Noise an d  I n ter fer en ce

C H  1 C H  1

C H  1 1 C H  6

A P  channel automatically 
mov ed to 1 to av oid 

interf erence
A P  channel automatically 

mov ed to 1 to av oid 
interf erence

A P  channel automatically mov ed 
to 11 to av oid interf erence on 

channel 1
A P  channel automatically mov ed 
to 11 to av oid interf erence on 

channel 1
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C l i ent  L o ad B al anc i ng

� Client send s prob e
� Controller d etermines b est A P  

and  O N L Y  I T  send s prob e 
response

� Client connects to A P
p rob e req u es t

������� � � ��� ��
	 � �
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C i s c o  W i r el es s  C o nt r o l  S y s t em  ( W C S )
� W CS  is the manag ement platf orm f or Cisco’s 

controller-b ased  solution

� W CS  is used  f or:
-N etw ork  planning  and  ong oing  monitoring
-R eal-time visib ility  and  control of  the air 
space
-U nif ied  policies that are centrally  
manag ed  and  enf orced
-M anag ement of  Cisco controllers and  
lig htw eig ht A P s

� W CS  is optional,  b ut hig hly  recommend ed  
w hen:

-M ultiple controllers are d eploy ed ,  
supporting  numerous A P s
-A d vanced  W L A N  services are d eploy ed  
( I D S ,  location,  voice,  …)  
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W L AN  P l anni ng T o o l
� O p t i m i z e  W L A N  d e s i g n  f o r  
c o v e r a g e  o r  p e r f o r m a n c e

� A s s i g n  R F  c h a r a c t e r i s t i c s  t o   
b u i l d i n g  m a t e r i a l

-I n t eg r at ed  f l o o r  p l an  ed i t o r
� W C S  s u g g e s t s  o p t i m a l  A P  
p l a c e m e n t  a n d  g r a p h i c a l l y  d i s p l a y s  
e x p e c t e d  c o v e r a g e  a r e a  

� P r i n t a b l e  r e p o r t s  
� M i n i m i z e  t h e  n e e d  f o r  m a n u a l  s i t e  
s u r v e y
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S y s t em  M o ni t o r i ng—N et w o r k  S u m m ar y

Current and historical 
client activ ity  

Current and historical 
client activ ity  

D ashb oard p rov ides k ey  alarm s &  
ev ents status disp lay .  

D ashb oard p rov ides k ey  alarm s &  
ev ents status disp lay .  

Q uick  snapshot of  all 
relev ant system ev ents 
Q uick  snapshot of  all 
relev ant system ev ents 

Cov erag e H oles Cov erag e H oles 

R og ue A P sR og ue A P s

Cov erag e ConcernsCov erag e Concerns

Controller S tatusController S tatus
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R F  M o ni t o r i ng—F l o o r  Ac t i v i t y
A ccess P oint D etailsA ccess P oint D etails

I ndiv idual Client U sag e D etailsI ndiv idual Client U sag e D etails

A P  status indicated b y  icon color.
A P s and m any  f ields are link s to 

p rov ide drill dow n details

A P  status indicated b y  icon color.
A P s and m any  f ields are link s to 

p rov ide drill dow n details
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I nt egr at ed W i r el es s  I nt r u s i o n P r o t ec t i o n
� D et ect  co m m o n R F -rel at ed at t ack s

-N et st u m b l er,  w el l enreit er,  vo id1 1 ,  
F ak eAP ,  address sp o o fing ,  D o S,  et c.

� C u st o m iz ab l e at t ack  sig nat u res
� R eal -t im e 2 4 x 7  m o nit o ring  and al arm ing  
� R o g u e AP / cl ient  det ect io n,  l o cat io n,  and 
co nt ainm ent

-I dent ify  k no w n ( i. e.  “t ru st ed”)  ro g u es
� M anu al l y  disab l e cl ient s
� V iew  dy nam ical l y  ex cl u ded cl ient s
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S ec u r i t y  M o ni t o r i ng
A P  T hreatsA P  T hreats

Q uick  snapshot of  all 
relev ant security ev ents 
Q uick  snapshot of  all 
relev ant security ev ents S ig nature A ttack sS ig nature A ttack s

Client S ecurityClient S ecurityR og ue D etectionR og ue D etection

A lert L og sA lert L og s
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D eal i ng w i t h  R o gu e AP s

1 . R ev i ew  R o g u e A l ar m  
l o g

2 . A s s i g n  al ar m
3 . L o c at e R o g u e
4 . D et er m i n e s t at e o f  

R o g u e
5 . C o n t ai n  R o g u e i f  a 

t h r eat
6 . C l ear  al ar m

A nnotation area to track  
resolution

A nnotation area to track  
resolution

A larm s can b e assig ned 
f or track ing .

A larm s can b e assig ned 
f or track ing .

A  R og ue’s state can b e:
U nk now n - A lert
K now n - I nternal

U nk now n - E x ternal

A  R og ue’s state can b e:
U nk now n - A lert
K now n - I nternal

U nk now n - E x ternal

R F  F ing erp rinting  p laces 
rog ue on m ap  to 1 0  
m eter resolution

R F  F ing erp rinting  p laces 
rog ue on m ap  to 1 0  
m eter resolution
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S u m m ary
A B u s i nes s  C l as s  W i r el es s  E x p er i enc e

Unified b uilt -in s up p o rt  o f leading  edg e ap p licat io ns
- no t  an aft er t h o ug h t .  C is co  Wireles s  L o cat io n 
A p p liance,  C is co  WC S ,  S D N ,  N A C ,  Wi-F i p h o nes ,  
and R F  firew alls .

Unified Advanced Services

Wo rld C las s  N M S  t h at  v is ualiz es  and h elp s  s ecure y o ur 
air s p ace.  C is co  Wireles s  C o nt ro l S y s t em  ( WC S )

W o rl d-C l ass N et w o rk  M anag em ent

Cisco 
S e l f -D e f e n d in g  
N e t w or k

S eam les s  net w o rk  infras t ruct ure acro s s  a rang e o f 
p lat fo rm s .  C is co  4 4 0 0 ,  2 0 0 0  Wireles s  L A N  
C o nt ro llers  and C is co  C at aly s t  6 5 0 0  S eries  WiS M .  
I S R  int eg rat io n.

N et w o rk  Unificat io n

M o b il it y  P l at fo rm  
A P s  dy nam ically  co nfig ured and m anag ed t h ro ug h  
L WA P P .  C is co  A iro net  A cces s  P o int s :  1 5 0 0 ,  1 3 0 0 ,  
1 2 4 0 A G ,  1 2 3 0 A G ,  1 1 3 0 A G ,  1 0 0 0 .

S ecure client s  t h at  w o rk  o ut  o f t h e b o x .  C is co  
C o m p at ib le C lient  D ev ices  &  C is co  A iro net  client s .  

C l ient  D evices 
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G uest AccessS ecur ity

Com p lianceV oice 
S erv ices

R etail

S ensor 
N etw ork s

M u l t i-Service L o cat io n

V oice

Rogue A P s—E mployees create opening 
to enterprise netw ork  unk now ingly

F TC  F IN E S

H ack er

L ocation

S u m m ary
T o p  4  R eas o ns  f o r  D ep l o y i ng W i r el es s

E nterprise
Intranet

D M Z
Controller

G uest/ Contractor E m p loy ee

S p lash P ag e
Controller

Sec u re tu nnel

I nternet

� WiF i enab led v o ice
� 7 9 2 1 G ,  B lack b erry ,  T reo
� B et t er co v erag e
� R educed C o s t  
� I nt eg rat ed w it h  I P  P B X

H ealthcare F inancial
Act ive I P  M o nit o ring
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Q&A
w w w . c i s c o . c o m / go / w i r el es s
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