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Cisco Security Technology Planning Service  
  

Ongoing expert guidance in security decision making to strengthen the security infrastructure and help increase return 
on security investment 

SERVICE OVERVIEW 

Maintaining strong defenses to protect your business applications and assets is a constant 
challenge. Evolving applications, solutions, services, and security threats require your 
organization to constantly reevaluate the effectiveness of the defenses in place. Even with a 
skilled network security staff and well-developed policies, staying abreast of emerging 
vulnerabilities and security best practices can be extremely difficult.  

With the Cisco® Security Technology Planning Service, you receive periodic, ongoing advice 
and technical guidance from Cisco Systems® security experts to more effectively support 
security strategy, technology, and architectural decision making. Whether the focus is on rolling 
out a new security solution, fine tuning the existing security infrastructure, or creating an 
enterprise wide security architecture, Cisco security experts can guide your decisions to better 
protect your business and more effectively use network security resources. 

Part of the plan phase of the Cisco Lifecycle Services approach, the Cisco Security Technology 
Planning Service, designed for large enterprises, provides you access to a technical expert 
adviser for ongoing advice on all aspects of network security. This adviser participates in 
periodic security technical planning meetings for the purpose of advising technical leadership 
and strategic planning organizations. The security topics covered in consultative meetings are 
determined by your organization and can range from active input about your company’s current 
security projects to advising you about long-term technology planning initiatives. The service 
provides ongoing analysis of both strategic initiatives to proactively provide long-term business 
security and risk management, as well as near-term solutions to evolving security threats and 
intrusions. 
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Table 1. Cisco Security Technology Planning Activities and Deliverables 

Activities Deliverables 

● Attend periodic security planning meetings to understand your 
organization’s security strategy, technology objectives and 
requirements, and future security plans 

● Provide technical guidance and advice as input to security strategy 
and technology decision making 

● Provide written evaluations of proposed changes to network 
security strategy, requirements, and design 

● Provide periodic security product or technology briefings  
● Assist in defining a security technology roadmap and identifying 

solutions to meet your security requirements 
 

● Participation of a Cisco security expert in four planning meetings 
per year.  

● Security Technology Planning Meeting Report, providing a synopsis 
of the meeting and documenting significant recommendations. Four 
reports delivered per year.  

● Collateral technical reference material (white papers, technical 
specifications).  

● Security Technology Planning Change Analysis Report, providing a 
detailed review of technology changes under consideration or 
Security Technology Briefings providing knowledge transfer about 
security technology. Six Change Analysis Reports and/or 
Technology Briefings are provided per year per customer request.  

● Input into your organization’s security technology roadmap on an 
ongoing basis. 

BENEFITS  

With the Cisco Security Technology Planning Service, your organization can: 

● Take a proactive approach to security risk management and implement a comprehensive security plan 

● Develop long-term security technology plans to more effectively improve your security infrastructure and deploy new solutions 

● Strengthen your network security environment on an ongoing basis by receiving periodic advice and guidance from network security experts 

● Improve the efficiency of security decision making through an ongoing relationship with security technical experts familiar with your 
organization’s network environment 

● Apply expert analysis of security requirements and infrastructure changes to increase confidence in the decisions made 

● Employ a variety of strategic and technical analyses to understand how best to allocate available resources  

● Regularly update your operations staff about developments in security issues, product updates, and best practices 

WHY CISCO 

Finding an effective and sustainable approach to managing security is demanding, but it is one of the most important investments your business 
can make. Addressing constantly evolving security technologies and threats, the Cisco Security Technology Planning Service allows you to 
proactively and efficiently strengthen the security infrastructure. With ongoing assistance in security decision-making from Cisco security 
experts, your organization can better mitigate risks, allow for more effective protection in the short term and long term, and increase the return 
on your network security investment.  

AVAILABILITY AND ORDERING 

Cisco Security Technology Planning Service is available through Cisco and Cisco partners globally. Details may vary by region. 

FOR MORE INFORMATION 

For more information about the Cisco Security Technology Planning Service or the Cisco Lifecycle Services approach, contact your Cisco 
representative. 
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