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Cisco Security Design Services  
  

Building Integrated Security Solutions to Increase Security, Availability, and Performance 

SERVICE OVERVIEW 

As the number and complexity of network security threats continues to grow, protecting your 
corporate network has never been more important. But even when your organization 
understands the threats that must be addressed, adapting the network security architecture to 
address them can be difficult. A flawed design can reduce the effectiveness of new security 
solutions, delay deployment, and increase integration costs. 

The Cisco Security Design Services, designed for large enterprises, are a part of the design 
phase of the Cisco® Lifecycle Services approach. Cisco Systems® consultants can work with 
your organization to develop a strong security design. The Cisco design methodology considers 
all aspects of your network security and its integration with your core network infrastructure. 
Using an in-depth, architectural approach based on industry standards, Cisco security experts 
can help develop a multilayer defense against directed attacks from hackers or indiscriminate 
attacks from viruses and worms.  

By taking an architectural approach, the security infrastructure designed by Cisco is built to last 
and can evolve over time to support the deployment of new business applications. Also, by 
specifying a common set of security solutions, policies, and practices that can be replicated 
across your organization, Cisco can help reduce your network operating costs by saving time 
and money on network security administration, lowering your network’s total cost of 
ownership.  

The Cisco Security Design services encompass the following two components:  

● Security Design Review – Review your existing network security design to identify 
architecture, design, and implementation vulnerabilities and provide recommendations for 
building, improving, or reengineering your network security design  

● Security Design Development –  Help develop a strategy, plan, and detailed design for 
integrating enhanced or new security solutions into your network infrastructure 

SECURITY DESIGN REVIEW 

Aligning the Network Security Design with Business and Security Goals 
Cisco network security experts conduct a collaborative review of your organization’s business 
strategy and related security goals, requirements, and standards. Cisco engineers then provide 
an in-depth analysis of your network security design to determine its effectiveness for meeting 
your business and IT strategies. Based on analysis of the network information gathered, Cisco 
engineers provide a detailed review of your network vulnerabilities (Table 1), helping to ensure 
that the security design meets with proven industry network security design best practices.  
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After evaluating the existing design for vulnerabilities, Cisco engineers identify and prioritize security requirements for network solutions 
including intrusion detection, admission control, remote access, endpoint protection, threat mitigation, perimeter control, and VPNs. Cisco can 
recommend improvements to your network design including network topology, device placement, and connectivity. Taking into consideration 
all the aspects of your network security – including scalability, performance, and manageability, Cisco can recommend protocol, policy, and 
feature improvements for individual security components. 

Table 1. Security Design Review Activities, Methodology and Deliverable 

Activities Methodology and Deliverable 
Methodology 
● Conduct a design workshop to gather data and initiate the design 

review 
●  Analyze the existing network security design against organizational 

strategy and requirements  
●  Provide a preliminary and final gap analysis based on industry best 

practices  
●  Deliver an impact analysis of new security requirements on the 

network infrastructure  
● Recommend improvements to the security infrastructure design 

● Review your network security business goals, objectives, and 
requirements 

●  Review your existing network security architecture and design 
●  Identify and analyze architecture and design vulnerabilities 
●  Provide a detailed analysis of network security components, 

including: 
– Perimeter devices 
– Network admission control devices 
– Threat mitigation appliances 
– Remote-access devices 
– Intrusion detection systems 
– Firewalls 
– Endpoint protection 
– Routers and switches 
– Extranet connections 
– Security management systems 

● Recommend improvements to topology, components, functions, 
and features  

●  Develop sample configurations for firewalls, NAC devices, threat 
mitigation devices, intrusion detection systems, endpoint 
protection, routers, switches, VPNs, access-control servers, 
wireless devices, and security management tools  

●  Specify hardware and software requirements including network 
security management tools  

●  Provide recommendations for the ongoing management and 
maintenance of the security solution 

Deliverable 
●  A Security Design Review document that identifies existing network 

vulnerabilities; recommends improvements to the overall security 
design, components, and functions; and provides network diagrams 
and sample configurations 

SECURITY DESIGN DEVELOPMENT  

Applying Sound Strategy and Design to the Deployment of New Security Solutions 
Security Design Development can help your organization develop a strategy, plan, and design for integrating a new security solution into your 
core network infrastructure. With this service, Cisco experts can help your organization develop a customized network security design that 
provides multilayer defense against security threats, shortens implementation times, and smoothes migration associated with deploying a new 
security solution.  

Your organization can avoid potentially costly mistakes or delays by drawing on Cisco expertise across a broad set of network security 
technologies including network admission control, threat mitigation appliances, intrusion detection, firewalls, remote access, and VPNs (Table 
2).  By helping prevent costly redesigns to support a new security solution, the service reduces your total cost of ownership of your network and 
allows your organization to better prepare for future integration and deployment initiatives. 
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With this service, Cisco consultants and architects conduct a review of your organization’s security goals and provide an in-depth analysis of the 
technical, procedural, and resource requirements for a customized security deployment. After gaining an understanding of your business’ 
security solution goals and requirements, Cisco security experts help develop a design for the security solution including detailed network 
diagrams and sample configurations that allow for integration into your network environment. 

Table 2. Cisco Security Design Development Activities, Methodology, and Deliverable 

Activities Methodology and Deliverable 

Methodology 
● Conduct a design workshop to gather data and initiate the 

development of the security design  
●  Analyze your existing network security architecture against your 

organizational strategy and requirements  
●  Develop network security strategy and design specification that meet 

customized IT and security requirements  

● Analyze your network security solution goals, objectives, and 
requirements 

● Develop a strategy, plan, and design for a corporate-wide 
approach to network security  

● Evaluate the existing network architecture to identify architecture, 
design, and implementation vulnerabilities  

● Analyze the impact of integrating the new solution with existing IT 
infrastructure, software operations, and security management 
procedures  

● Assess the network’s readiness to deploy the solution, including 
the current IT infrastructure, security devices, software operations, 
and security management procedures 

●  Define the architectural, topological, and functional requirements 
for the solution 

● Develop a detailed design including sample configurations for 
network security components, including:  
– Network admission control devices 
– Threat mitigation appliances 
– Perimeter devices 
– Remote-access devices 
– Intrusion detection systems 
– Endpoint protection 
– Firewalls 
– Routers and switches 
– Extranet connections 
– Security management systems 

●  Specify hardware and software requirements including network 
security management tools  

● Optimize the solution design for scalability, redundancy, and 
performance 

● Provide recommendations for the ongoing management and 
maintenance of the security solution 

Deliverable 
●  A Security Design Specification that outlines the overall strategy and 

plan for the new solution, and defines the security design topology, 
components, and functions including network diagrams and sample 
configurations 

BENEFITS 
With Cisco Security Design services, your organization can: 

● Develop a customized network security design that provides a multilayer defense against security threats  

● Mitigate network security threats by identifying security vulnerabilities and deviations from corporate security policy and industry best 
practices  

● Improve the reliability, maintainability, and performance of your network security design 

● Shorten your implementation and migration times for new security solutions and technologies 

● Enhance productivity of your network security staff by reducing the time spent on expensive, time-consuming network redesign 

● Mitigate costly delays and problems during design, implementation, and deployment of new security solutions 
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WHY CISCO 

Effective network security begins with a sound network design – a design that incorporates the overarching goals and strategy of your business, 
as well as the technical security requirements. As part of the Cisco Lifecycle Services approach, Cisco Security Design services allow your 
organization to better protect business assets and services, more cost-effectively deploy new security solutions, and avoid costly delays and 
disruptions during integration. 

AVAILABILITY AND ORDERING 

Cisco Security Design services are available through Cisco and Cisco partners globally. Details may vary by region. 

FOR MORE INFORMATION 

For more information about the Cisco Security Design services or the Cisco Lifecycle Services approach, contact your Cisco representative. 

 
 
 
 
 

 


