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DATASHEET 

CISCO SERVICES FOR IN T RU ST ION  P REVEN T ION  SY ST EM

  

Cisco Services for Intrusion Prevention Sy stem  ( IPS)  is a n integ ra l  p a rt of th e Cisco Sel f-Defend ing  Netw ork  stra teg y . 
Del ivering  tim el y  inform a tion, sig na ture fil e up d a tes, a nd  com p reh ensive sup p ort, it a l l ow s y our Cisco IPS sol ution to 
sta y  current on th e l a test th rea ts so th a t m a l icious or d a m a g ing  tra ffic is a ccura tel y  id entified , cl a ssified , a nd  stop p ed  in 
rea l -tim e. 

Service O verview  

Security is critical to the intelligent information network   Security must be ubiquitous in the network, from network operations to individual 

devices. This integrated approach is the foundation upon which a self-defending network can be built, one that responds to threats and prevents 

infected devices from attaching to the network.  

Without the proper protection, your network is vulnerable to viruses, worms, denial-of-service 

attacks, and other internal and external threats that could degrade network performance, compromise 

the integrity and privacy of sensitive data, or disrupt business continuity.  The challenge is to 

implement a security solution that actively blocks this deviant network traffic while simultaneously 

allowing authorized traffic to flow freely. 

To meet this challenge, you must take a comprehensive approach to security by integrating intelligent 

products with technical support services such as Cisco® Services for Intrusion Prevention System 

(Cisco Services for IPS). An extensive, embedded library of signature files is used to monitor for 

malicious or unauthorized anomalies and misuse. Cisco Services for IPS includes signature file 

updates to help ensure that your IPS solution, which monitors and analyzes traffic in real-time, uses 

the most current information. Because the nature of threats is constantly changing, it is also important 

to take advantage of support services that augment the protection you receive through Cisco Services 

for IPS. 

Together, Cisco IPS solutions and Cisco Services for IPS are components of a self-defending network infrastructure.   Cisco IPS defends against 

known network threats.  Cisco Services for IPS provides essential, ongoing support to further safeguard your network and help ensure that your 

IPS solution—and the signature files it maintains—are always up to date.   
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CISCO  SE R V ICE S F O R  INT R U SIO N PR E V E NT IO N SY ST E M S 
As part of the Cisco Technical Support Services portfolio, Cisco Services for IPS offers a comprehensive security service that delivers hardware 

and software support, operating system and application updates, and technical assistance from networking specialists, many of whom have 

advanced technology expertise and Cisco CCIE® or Cisco CCSP™ certifications. The service also provides notification of and information 

about the latest IPS signature files and policies, as well as timely alerts about late-breaking viruses, worms, or other threats that could affect your 

network or your business assets.   

All this information, support, and assistance is provided 24 hours a day, seven days a week, helping the network to consistently identify and 

prevent potential security risks and helping enable you to react quickly and efficiently in the event of a sudden, malicious attack. As a result, 

Cisco Services for IPS not only helps to reduce the number—and potential effects—of threats on your network and your business, it also can 

lead to improved staff productivity, increased network availability, and enhanced customer confidence. 

Ac t i v i t i e s  a n d  De l i v e r a b l e s  B e n e f i t s  

Ac t i v e  N o t i f i c a t i o n  
An optiona l ca pa b ility tha t a u toma tica lly provides a lerts a nd e-
ma il messa ges a b ou t the la test signa tu res 

Si g n a t u r e  F i l e  I n f o r m a t i o n  
P rovides a ccess to netw ork  signa tu re files a nd signa tu re file-
b a sed netw ork  la yer protection a lgorithms u sed to protect 
a ga inst a nd/ or b lock  netw ork  viru ses 

O p e r a t i n g  Sy s t e m  R e l e a s e s  
P rovides a ccess to the follow ing types of intru sion prevention 
opera ting system softw a re ma intena nce relea ses ( for licensed 
fea tu re set) : 

• Engineering pa tches 
• Service pa ck s 
• M inor u pda tes ( 5.0 to 5.1)  
• M a j or u pda tes ( 5.0 to 6 .0)  
 

C i s c o .c o m   Su p p o r t  To o l s  a n d  Ap p l i c a t i o n s  

R egistered a ccess to technica l su pport tools a nd a pplica tions 
on  Cisco.com 

Te c h n i c a l  As s i s t a n c e  

D elivers remote a ccess to secu rity engineers in the Cisco 
T echnica l Assista nce Center ( T AC)  

Ad v a n c e d  Ha r d w a r e  R e p l a c e m e n t  

O ffers the follow ing a dva nced repla cement options for fa iled 
ha rdw a re pa rts: 

• N ex t b u siness da y ( N B D )  
• Sa me b u siness da y ( SD S)  
• Sa me b u siness da y w ithin 4  hou rs 
• Sa me b u siness da y w ithin 2 hou rs 

• H elps redu ce risk  w ith proa ctive notifica tion tha t ca n ena b le 
ea rly w a rning a nd ra pid response to emerging threa ts su ch 
a s w orms, viru ses, a nd denia l of service a tta ck s  

• Su pports immedia te conta inment of threa ts a nd helps 
prevent potentia l netw ork  ou ta ge or performa nce 
degra da tion 

• P rovides comprehensive secu rity covera ge tha t ca n help 
you  su sta in a  self-defending netw ork  

• Enha nces the overa ll secu rity of you r netw ork  a nd netw ork -
connected a ssets, a nd the integrity of sensitive b u siness, 
employee, a nd cu stomer informa tion 

• H elps improve netw ork  a va ila b ility a nd recovery time a fter 
a n a tta ck , minimiz ing the potentia l economic impa ct of 
b u siness disru ptions 

• H elps mitiga te risk  b y ena b ling pla nned secu rity 
ma na gement 

• P rovides a ssista nce 24  hou rs a  da y, seven da ys a  w eek , 
a nyw here in the w orld 

• H elps to improve sta ff produ ctivity a nd b u siness efficiency, 
w hich ca n low er the cost of ow nership a nd improve 
profita b ility 

• Su pports you r efforts to ma inta in a  secu re netw ork  
infra stru ctu re, w hich ca n resu lt in improved u ser sa tisfa ction 
a nd increa sed cu stomer confidence 
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A V A IL A B IL IT Y  
Cisco Services for IPS is available globally. Details may vary by region. Cisco Services for IPS support is available in North America, Western 

Europe, New Zealand, Mexico, Australia, and select countries in Asia and South America. Cisco is continually expanding its service areas. In 

addition, the Cisco Service Availability Matrix (SAM) tool can be used to verify the available product services worldwide. This tool includes 

information for Cisco Services for IPS support, Cisco SP Base, and the Cisco SmartSpares program. Information is available at: 

http://www.cisco.com/cgi-bin/front.x/agents/SAM/cca_sam_main.cgi.  

 
O R DE R ING  
Cisco Services for IPS may be purchased directly from Cisco Systems® or through a Cisco authorized reseller.   

SU M M A R Y  
Cisco Systems provides a comprehensive set of security products and services to help prevent business disruption. Cisco Services for IPS helps 

your network to defend itself against many threats and allows you to respond quickly and effectively in the event of an attack.  Whether using 

the IPS technology in routers and switches, or relying on the overlay protection delivered by our security appliances, Cisco provides many threat 

defense devices that can rapidly identify and eradicate network threats.   
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