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a3 1. Cisco Security Agent

* Ping Addresses
* Scan Ports /N
* Guess Passwords « Mail Attachments

* Guess Mail Users

-

« Buffer Overflows
« ActiveX Controls
- * Network Installs
* Compressed Messages
* Backdoors

7D Penetrate * Create New Files
* Modify Existing Files

Cisco . *Weaken Registry Security Settings
Prevents &) Persist ﬂ - *Install New Services

* Register Trap Doors

LY Propagate

P Paralyze

* Mail Copy of Attack
«Web Connection
~«IRC
C «FTP
* Delete Files « Infect File Shares
» Modify Files
» Drill Security Hole (\_/
* Crash Computer

* Denial of Service
 Steal Secrets
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« Windows 2000 Server % Advanced Server

» Windows NT v4.0 Server ¥ Enterprise Server(AH]2 # 5 o]A})
« Solaris 8 SPARC o894 (64H]E AE)

Desktep Agent X|¥:

» Windows NT 4 Workstation (<JH] 2 2 5)
» Windows 2000 Professional

* Windows XP Professional
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 Microsoft IIS v4.0 ¥ v5.0

» Apache v1.3

* Microsoft SQL Server

* Microsoft Exchange

» Sendmail

+ DNS(Domain Name Server) A1

+ DHCP(Dynamic Host Control Protocol) A
» NTP(Network Time Protocol) A1H
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» Cisco Security Agent Manager E.%&
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+ Windows NT v4.0 Server(AH] 2 5 o]4h)

» Windows NT v4.0 Enterprise Server(AB]A 2 5 o]4})
» Windows 2000 Server(Ztj] A0~ 2 3)

+ Windows 2000 Advanced Server(Zt] 48] 2 3)
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128 MB RAM(H %)
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+ Solaris 8 SPARC ©}7]81%] (641 E #9)
« Ultra SPARC Z=Z A4 500 MHz ©]4F

« 256 MB RAM(Z] %)
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« Pentium 500 MHz Z2A4 o]
. 384 MB RAM(H%)
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® 1. Cisco Security Agent
2E HE
CSA-MANAGER-K9
CSA-SRVR-K9=
CSA-B10-SRVR-K9
CSA-B25-SRVR-K9
CSA-B50-SRVR-K9
CSA-B100-SRVR-K9
CSA-B25-DTOP-K9
CSA-B100-DTOP-K9
CSA-B250-DTOP-K9
CSA-B500-DTOP-K9
CSA-B1000-DTOP-K9
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CON-SAS-CSA-B10S
CON-SAS-CSA-B25S
CON-SAS-CSA-B50S
CON-SAS-CSA-B100S
CON-SAS-CSA-B25D
CON-SAS-CSA-B100D
CON-SAS-CSA-B250D
CON-SAS-CSA-B500D
CON-SAS-CSA-1000D
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Cisco Security Agent Manager(CD 7|E)

Cisco Security Server Agent(Win & Sol), 17§ 0f0|HE

Cisco Security Server Agent(Win & Sol), 107§ O0]ME HE

Cisco Security Server Agent(Win & Sol), 257 0i|0|H
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Cisco Security Server Agent(Win & Sol), 5071 Of0|ME H
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Cisco Security Desktop Agent, 257 O|0|ME HE
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Cisco Security Desktop Agent,
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Cisco Security Agent Managerg SAS SVS(Software Application Support Services)
Server Agent& SAS SVS(Win & Sol)

10 Server Agent HEE SAS SVS(Win & Sol)

25 Server Agent HEE SAS SVS(Win & Sol)
50 Server Agent HE& SAS SVS(Win & Sol)
100 Server Agent HEE SAS SVS(Win & Sol)
257 Desktop Agent HEE SAS SVS
10071 Desktop Agent HEE SAS SVS
2507l Desktop Agent HE& SAS SVS
5007 Desktop Agent HEE SAS SVS

10007 Desktop Agent HEE SAS SVS
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