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Massive adoption, constant uncertainty 

3 

Devices everywhere 
 

Source: IDC (Sept 2011) 

New Business Use Smartphone Shipments 

(000,000)  

BYOD >50% starting 2012 
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Post-PC enterprise hits 50-50-50 tipping point in 2013 

4 

Context:  Consumer preference #1 driver 

 

 More than 50% of employees go mobile 

            More than 50% of devices owned by employees 

More than 50% of apps built outside IT 

 

Impact:  Complexity and constant migration 
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Tipping point is now  
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Mobile device is primary endpoint  

Mobile app is preferred method of work 

Mobile IT drives business transformation 

Mobile First enterprise 
 

Forrester: “Corporate app stores become the intranet of the future” 
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TRUSTED DEVICES TRUSTED APPS 

TRUSTED USERS 

Trusted Mobility 
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360
° 

Work Personal 

Business transformation for company and users 
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Today’s Mobile IT objectives 

Leverage BYOD 

Prevent data loss 

Transform business through apps 

Go global cost-effectively 

Support multi-OS 
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Analyst perspective on MobileIron 
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Leaders Quadrant Innovator 

“[MobileIron] was built from the ground up with the dynamics of 
today's mobility market in mind and therefore does not have legacy 
issues that others face in terms of re-architecting their solutions.”  
IDC November 2011 

MobileIron was the only vendor with top ratings in all four Gartner MDM Magic Quadrant and Critical Capabilities categories (execution, vision, viability, capability) 

New Paradigm 

MobileIron ratings for Mobile Device Management 
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Customer success:  Key item on CIO agenda  

10 

“To provide better security controls on those mobile devices, 
we're using a tool called MobileIron.” Tina Rourk, CIO 
Wyndham Vacation Ownership (Network World, Aug 30, 2011) 

“MobileIron's strength is its ease of use for iPad owners.” 
Ashwin Ballal, CIO KLA-Tencor (CIO, June 30, 2011) 

“These guys were the closest to having support for Apple. 
They almost had everything we needed, and they jumped on 
the opportunity --10,000 devices deployed nationwide! -- and 
did what it took to really hammer this thing out.” Dick Escue, 
CIO RehabCare (SearchCIO, March 2011)  

“His team uses MobileIron to secure and lock down devices, 
push out specific apps, and offer users an app store.” Interview 
with Steve Phillpott, CIO Amylin Pharmaceuticals 
(InformationWeek Sept 13, 2011) 

Click for video 

http://www.kla-tencor.com/
http://www.apple.com/ipad/business/profiles/rehabcare/
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Customer success is our focus 

Founded in 2007 

Multi-OS architecture 

Mobile IT best practices 

Global operations 

Security / apps leadership 

1500+ 

200+ 

200+ 

99% 

customers in two years 

of Fortune 1000/Global 2000 

using apps through MobileIron 

renewal rate 

http://www.stanly.org/index.html
http://mobileenterprise.edgl.com/news/Logica-Chooses-mITE-Systems,-MobileIron-for-Enterprise-Mobility,-MDM74352
http://www.mobileiron.com/images/stories/mi/resources/casestudies/sickkids_20110502.pdf
http://www.pcworld.com/businesscenter/article/221320/ipad_2_both_excites_and_frustrates_business_customers.html
http://www.avema.com/index.html
http://www.avema.com/index.html
http://www.cioinsight.com/c/a/Latest-News/737358/
http://tech.fortune.cnn.com/tag/mobileiron/
http://www.americanbanker.com/issues/176_161/needham-private-cloud-1041319-1.html?zkPrintable=true
http://www.mobileiron.com/downloads/20100218_computerworld.pdf
http://www.mobileiron.com/images/stories/mi/resources/casestudies/cs_landsecurities.pdf
http://www.mobileiron.com/en/company/press-room/press-releases/2009/126-mobile-meets-the-enterprise-cloud-mobileirons-innovative-virtual-smartphone-platform-increases-smartphone-security-and-reduces-mobile-bills-for-the-enterprise
http://www.mobileiron.com/downloads/bluefort_thames_20110303.pdf
http://www.mobileiron.com/downloads/NETGEAR_510.pdf
https://info.mobileiron.com/webinars-podcasts.html
http://www.mobileiron.com/downloads/IDC_EMEA_Customer_Piece_Nov_2011.pdf
http://www.accellion.com/news/press-release/mobileiron-and-accellion-partner-to-provide-enterprises-with-secure-mobile-device-and-content-management
http://www.mobileiron.com/images/stories/mi/resources/webinarpodcast/podcast_transcript_daimler_trucks.pdf
https://info.mobileiron.com/case_studies_REG.html
http://www.mobileiron.com/downloads/IDC_EMEA_Customer_Piece_Nov_2011.pdf
http://info.mobileiron.com/rs/mobileiron/images/Mobile Device ManagementWP - ATT_FINAL.pdf
http://www.mobileiron.com/downloads/Rehabcare_Oct.pdf
http://www.mbusadigitalsignage.com/pages/ipad_mobile_iron.aspx
http://www.mobileiron.com/en/company/press-room/press-releases/251-mobileiron-colt-car-company-selects-mobileiron
http://www.itworld.com/virtualization/208337/give-users-virtual-desktop-they-want
http://www.mobileiron.com/downloads/UCHC_20100822.pdf
http://www.informationweek.com/news/cloud-computing/infrastructure/229401560
http://www.mobileiron.com/downloads/CS_Norton.pdf
http://www.getronics.ch/web/Article-Page-German/Helsana-Versicherungen-AG.htm
http://mobileenterprise.edgl.com/news/Logica-Chooses-mITE-Systems,-MobileIron-for-Enterprise-Mobility,-MDM74352
http://www.nationalgypsum.com/
http://www.stanly.org/
http://www.computing.co.uk/ctg/news/2151983/barclays-rolls-tablets-following-successful-trial
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Email and 
Collaboration 

Security and 
Identity 

Business 
operations 

MobileIron platform components 

12 

Sentry 

VSP or Connected Cloud 2
 

2
 Multi-OS core  

(premise/cloud) 
Inventory 
Policy 
Security and privacy 
Apps  
Events and workflow 

3
 Access control 

Allow/block email 
Allow/block apps (coming) 
Automated workflow 
ActiveSync visibility 

1
 Client 

Secure app storefront 
Posture monitor (jailbreak) 
Enforcement 

5
 Enterprise integration 

Email 
AD/LDAP 
Certificates 
BES 
Archival 
Custom (Passport API) 

1
 

3
 

5
 

Atlas 

4
 

4
 Central console 

Monitoring and reporting 
Troubleshooting 
Scale to 100,000+ devices 
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MobileIron:  Comprehensive platform for Mobile IT 

4 Roll out at scale 

By group or policy 

Email 

AD/LDAP 

Certificates 

BES 

Archival 

 

2 Integrate tightly 

 

Email and apps 

Security and identity 

Wi-Fi and VPN 

… by group, individual, or ownership 

 

 

1 Configure securely 

3 Protect privacy 

BYOD programs 

Regional regulations 

Multi-OS console for employee- and 
company-owned mobile devices 

5 Manage all devices 

Wipe corporate data 15 

6 Monitor posture/risk 

8 Enforce identity (certs) 

9 Automate workflow 

7 Control access (Sentry) 
TRUST 

Distribute apps (IT) 

Keep out rogue apps 

Discover apps (user) 12 

11 

10 

Secure app data 13 

APPS 

Limit usage costs 14 

COST 
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Building the Mobile IT stack 

PREMISE CLOUD 

Identity 

Native experience  

Enterprise integration 

Mobile device 
management 

Trust  
& access 

BYOD workspace  
& persona 

Apps  
& content 

Ecosystem 

OS & Device 

Mobile App Management 
Mobile Content Distribution 

 

Security 
Messaging 

Management 

… 
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MobileIron security model 

15 

1 Baseline security 

2 Posture 

4 
Enterprise 
workspace 

5 Data loss prevention 3 Access control 

Traditional MDM 

Risk-based access 

Assess risk 

Control access 
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MobileIron apps model 

16 

App Control 

 
Track inventory 

 
Monitor permissions 

 
Create app policies 

(Required, Allowed, Disallowed) 

 
Alert/block on violations 

 
 

For IT to keep out rogue apps 

Enterprise App 
Storefront 

 
Discover (user) 

 
Download (user) 

 
Distribute in-house apps  

 
Recommend public apps 

 
Delete managed apps 

For users to get apps 

AppConnect* 

 
Authenticate 

 
Configure 

 
Authorize 

 
Control access (tunnel) 

 
Remove 

 

For developers to secure apps 

1 3 2 

* In development 

In-house apps 

Public apps 
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MobileIron across the app lifecycle 



MobileIron Confidential 18 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Agenda 

Mobile challenge 

MobileIron solution 

Product updates 

Best practices 



MobileIron Confidential 19 

Mobile operating system evolution continues 

19 

2007 2010 2013 

10 

• Touch wins 

• Consumer UX wins 

• Global IT will have to 
support 3-5 OS 

• Migration is constant 

http://images.google.com/imgres?imgurl=http://blogs.digitalmediaonlineinc.com/TechUniverse/resource/apple-logo1.jpg&imgrefurl=http://blogs.digitalmediaonlineinc.com/TechUniverse/category/Prestige&usg=__ivNFymGZ3zLxqOzPeD8WaWb3YEc=&h=480&w=397&sz=22&hl=en&start=1&tbnid=HhYIr-Oz_5sLkM:&tbnh=129&tbnw=107&prev=/images?q=apple&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://blogs.digitalmediaonlineinc.com/TechUniverse/resource/apple-logo1.jpg&imgrefurl=http://blogs.digitalmediaonlineinc.com/TechUniverse/category/Prestige&usg=__ivNFymGZ3zLxqOzPeD8WaWb3YEc=&h=480&w=397&sz=22&hl=en&start=1&tbnid=HhYIr-Oz_5sLkM:&tbnh=129&tbnw=107&prev=/images?q=apple&gbv=2&hl=en
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Enterprises requirements evolve over time … 

20 

Months 0-6 Months 6-12 Months 12+ 

Employee 
Ownership 

Data boundary Privacy Liability 
Enterprise  

persona 

Rogue app 
protection 

Easy 
discovery 

Line-of-
business 

enablement 
Enterprise Apps 

Secure 
distribution 

Security Lost device 
Compromised 

device 
Access 
control 

Workflow 
integration 

Sophisticated 
trust model 

Identity 

Single view 
across OS 

Roaming cost 
control 

Workflow 
integration 

IT Efficiency 
User self-

service 
Helpdesk 
efficiency 

Phase 1:   
Secure 

User choice 

Phase 2:   
Automate 

Escalating complexity 

Phase 3: 
Innovate 

Business demand 

Timeline  

Top of mind 

Driven by: 
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Several best practices emerging 

BYOD 

 

Apps 

 

Data loss prevention 

 

Android 

 

Malware 
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The BYOD police 

22 

BYOD programs that damage the user experience 
• Diminish value to the enterprise 
• Limit user adoption 
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Best practices for Bring Your Own Device programs 

23 

BYOD Track personal and 
company devices 

Secure enterprise workspace while preserving user experience 

Modify traditional 
acceptable use 

guidelines 

Set tiered policy 
(privacy, security) 

by device ownership 

Publish apps based 
on device 
ownership 

Use certificates for 
device and user 

identity 

Set App Control rule 
to require MDM 
client on device 

Notify user when 
non-compliant for 
self-remediation 

At EOL, selectively 
wipe enterprise 

workspace 

Configure 
enterprise persona 

(email, connectivity, 
apps) 
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Best practices for mobile enterprise apps 

24 

Learn app usage 
patterns through 

app inventory 

Remove obstacles blocking enterprise app deployment 

Define required, 
allowed, disallowed 

lists 

Set appropriate App 
Control rules  and 

remediation options 

Recommend trusted 
commercial apps to 

users 

Create policy-based 
catalogs to publish 

trusted apps 

Manage trusted 
apps as part of 

enterprise persona 

Secure app data 
using AppConnect 

(coming) 

At end-of-life, 
remove trusted 

apps and app data 

Develop guidelines 
for building trusted 

apps 
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Best practices for mobile data loss prevention 

25 

Monitor OS integrity 
(jailbreak, rooting) 

Reduce risk of data loss without damaging user experience 

Monitor encryption 
and basic security 

Monitor risky apps 
(thru App Control) 

Tie enterprise 
access to 

compliance 

Control email 
forwarding 

Filter attachments 
(coming) 

Scan through ICAP 
integration 
(coming) 

Secure document 
delivery (coming) 

“DLP for mobile must 
work hand in glove 
with a mobile device 
management (MDM) 
capability” Gartner 
(August 23, 2011) 
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Best practices for Android 

26 

Appoint an internal 
Android expert 

Identify devices 
that match security 

baseline 

Investigate 
economics of 

Android app dev 

Prepare now for the complexity to come 

Start experimenting 
and learning  

Target broad 
deploy Q1/Q2 2012 

(ICS, Samsung,  
3LM) 

Define security 
baseline 
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Best practices for protecting against malware 

27 

Monitor OS 
integrity  

(jailbreak, rooting) 

Set App Control 
rule to mandate AV 

agent 

Monitor app 
permissions 

Structure around visibility and action, beyond just AV 

Set App Control 
policy based on 

permissions 
(coming) 

Use apps rating 
bureau to filter 

risky apps (coming) 

Set App Control 
rules for known 

malware 

Malware 
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MobileIron product investments 

Data 
architecture 

Area of focus 

 

 

 

 

 

 

 

 

 

 

 Core services Mobile platforms Large deployments 

Core 
features 

Context (location) 

Activity 

Content 

Applications 

Device settings 

  

360° 

Work Personal 

Security 
App management 
Device management 
Activity intelligence 
Troubleshooting 
Content distribution (coming) 

Android 
BlackBerry-> QNX/BBX/10 
iOS 
Symbian -> Win Phone  
webOS  -> open source 
WinMo  -> Win Phone  
Win Phone  
 

Global scale 
Speed of deployment 
Reporting  
Hostability 
Enterprise integration 
Internationalisation 
 
 

1 2 3 

MobileIron - Confidential 
29 
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2012 themes – next set of mobile enterprise challenges 

30 

BYOD security & privacy 

Android unification and 
enterprise viability 

“Appstorm” data security 
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MobileIron unified security for Android 

Google 
 
 

Leverage native Android capabilities when possible 
 

Leverage device specific capabilities when necessary 

Device 
Manufacturers 

31 

App Vendors 
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Samsung integration 

• Features 
– Encryption Policy 
– Native E-mail Client Configuration (with certs) 
– Lockdown: Camera, Wi-Fi, Bluetooth 

 
• Devices 

– Galaxy S.A.F.E.-certified devices only 
– Legal issues may affect availability – Europe, 

Australia, others? 

32 
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Cisco AnyConnect integration 

• Features 
– Configuration settings 
– Certificates 

∙ Provisioned directly to the AnyConnect  App 
– Configuration removed upon retire 

 
• Devices 

– Samsung Galaxy S.A.F.E.-certified devices only 
– HTC (coming soon) 

33 
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What can you do? 

• Identify baseline set of management capabilities 

– Encryption, password policy, lock, wipe, etc. 

 

• Identify devices which meet minimum requirements 

– Corporate-owned: Single device 

– Employee-owned: “Choose” Your Own Device (CYOD) 

 

• Communicate your Android enterprise requirements 

– Google, carriers, manufacturers 

 

• Create a Mobile IT Team 

– Appoint an Android expert 

– Investigate Android app development 

34 
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MobileIron enterprise app storefront for iOS 

CUSTOM BRANDING Brand app storefront launch icon 

DELETION Delete app and app data for managed apps 

SECURE CATALOG 
Provide most complete security for app 
distribution (next page) 

EASY DISTRIBUTION 
AND DISCOVERY 

Distribute through policy to user or group 
and only to authorized devices 

ACROSS ALL APPS 
Publish in-house and App Store apps 
Manage Volume Purchase Program (VPP) 

Most broadly deployed Mobile Application 
Management (MAM) solution: 
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Complete security for app catalog and distribution 

36 

Security Requirements 

Only authorized users can access app catalog 

Only authorized devices can access app catalog 

App installation files cannot be misappropriated 

VPP tokens cannot be misappropriated 

Secured 

Using 

MobileIron 

 Certificate 

Architecture 
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Mobile apps will create Shadow IT 2.0 

 
 

Well-intentioned users 
Solo developers 

Contractors 
 

Small teams 
Highly fragmented 

Highly decentralized 
High risk tolerance 

Desktop 
(client-server) 

Mobile Datacenter 
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IT bypass is risky and inevitable 

Corporate 
IT 

“IT bypass” catalyzed by: 

• Strong user demand for mobile apps 

• Increasingly technical user base 

• Easy (initial) app development  

• Corporate policies lagging technology 

“The more the CIO says „no‟, the less secure the 
organization becomes.” 

 

Vivek Kundra, U.S. Federal CIO, Jan 2011 
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Role shift for IT 

Consumer-grade user discovery experience 

New services mindset to harness apps innovation 

Company-wide, policy-based distribution 

Plug „n play security 

Best practices knowledge base and advocacy 

Marketing and communications 

Mobile First! 
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MobileIron across the app lifecycle 
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AppConnect basics 

Extend MobileIron’s security framework to apps 
 
 
• Authentication 

– Verify authorized users can get access to the app 
 

• Configuration 
– Get the app up and running properly 

 
• Authorization 

– Verify device is in compliance before allowing app to run 
 

• Tunneling 
– Allow only trusted app traffic onto the corporate network 

 
• Removal 

– Wipe app data 
Initial 

partners 
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MobileIron: Innovation leader for Mobile IT 

 
 
 
 
 

Enterprise app stores 

Real-time roaming detection 

Multi-OS architecture 

Selective wipe 

Jailbreak detection 

E-mail access control 

Certificate-based identity 

Privacy policy 

BYOD groups 
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Ongoing programs for education, training, and support 

World-class global technical support and services 

Domain expertise around mobility best practices 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sample: BYOD 

1. Risk assessment 

2. Security policy 

3. User agreement  

4. FAQ template 

5. Self-service guidelines 

MobileIron  
University 

Best Practice 
Toolkits 

Peer  
community 

http://www.mobileiron.com/education
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Setting up Mobile IT for success 

“The more the CIO says no, the less secure the enterprise 
becomes”  Vivek Kundra, CIO of the United States, Jan 2011 

         

 
 
 
 
 
 
 
 
 

TRUSTED DEVICES TRUSTED APPS 

TRUSTED USERS 
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Multi-OS 

Multi-OS 

  

360
° 

Work Personal 

The Platform for Mobile IT 
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Thank you 
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