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1. IWAN Overview
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2. Transport Independent Design
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Dynamic Multipoint VPN (DMVPN) % Connect

« X|H™Q| spoke siteZ} IPsec E{'2= 0| 25}0 Hub Sitelf] S5
« ZF X|H™ SiteE 2|3t IP Routing™ E = Prefix §EHE w3t

« SHAM S 2|510] BGP = EIGRP Protocol AFR S HI

Branch n

¢ Tunnel address2 WAN interface®| IP address& A5l &

=Xt HEHI7} n7Z4o| LfE IP prefixE 2t HR7l 23 4

o N . N QO llIllll.Gl.ll...
- DMVPN HES E3 Qjo|g Egfm Mz
S = Branch 1
Branch 2
o« XA 70| EjTl M& A|, Hub site= X|A™ 79| tunnel MM S Traditional Static Tunnels
- DMVPN On-Demand Tunnels
X-”_é_ Static Known IP Addresses

Dynamic Unknown IP Addresses

* Hub?} Spoke A}O|E 79| Oversubscription ¥ X|E 2|50

tunnel & QoS X| &
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DMVPN

=x 2|7
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Spoke siteO| A Hub site2 =X GRE/IPsec tunnel=2 M MSIH, ZF spoke
site7} NHRP server (Hub)2| ELE}O|0,_1§§ NBMA address& o%

7 O|&te| Hub X[ &)

g HolH &8

Active-Active redundancy model (spokeZ} &
ActiveE = 2SIH spokeZtH| 2t 2t
Traffic ¥&5 ?loll 2t?E Z2EZ ALE

SpokeQ| Al CtE Spokel| subnet@ £ packets MErSt [Mfj, =AHX|
spokeQ| =2|&X(NBMA) =2 EZ NHRPZ 3.

S = HubEH|=

Hub= =43t DMVPN HEZ39| spoke site7} ME EAT = /U=
0|0 Cist HEHE 2t2|SHH, destination spokel| @ H S
NIk

S ChSt= spoke site= &X7| 2 M3t spokeE dynamic GRE/Ipsec
tunnel2 x7|3} 510, NHRP replyE ™&. (0] 42, relayEl resolution
requestE =9l peer®| NBMA addressE ©lX|)

MGRE interfaceE &3}l Al =& spoke-to-spoke tunnelZ M

EgjT M&0| SCHE|H spoke-to-spoke tunnel ALK

M(Cisco
“» Connect

Dual DMVPN Design
Single mGRE tunnel on Hub,
two mGRE tunnels on Spokes

192.168.0.0/24

Physical: 172.17.0.5 Physical: 172.17.0.1
TunnelO: 10.0.1.1 TunnelO: 10.0.0.1

Physical: (dynamic)
Tunnel0: 10.0.0.12
Tunnell: 10.0.1.12

AN
=

\
o
\

192.168.3.0/24

ST T,
ToX=" Physical: (dynamic) i
Tunnel0: 10.0.0.11

Tunnell: 10.0.1.11
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DMVPN &M digh

IWAN 1.0

M(Cisco
“» Connect

IWAN 2.0
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Hub-to-SpokeZto| 7 x| ¢l

- Point-to-point GRE interface
(Spoke), mGRE interface (Hub)

Hub2t Q| Configuration Eta=3}

- CPE 49| dynamic address (NAT)
X
Routing protocol S multicastX| &

Hub4f 2| routing
summarizationX| & (Spoke2Of| A
full routing I='*L'R)

- Spoke-to-Spoke VPN HZ X|&
MGRE interface (Spoke)

- Spoke-to-Spoke?t2| direct data
traffic &£9 2 Hubo| &35} A

Daisy chain @E 9| C|X}Ql

- Spoke AtO|E Q| full-routing

table (no summarization)
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Topology

M(Cisco
s Connect

NOTE: Grey boxes
indicate a single
router!!

VPN-MPLS-ASR1002X-1  [eeaenl

Lo0:10.6.32.241 poommes -

Router ID: 10.6.32.241 ' i

Networks: 10.8.x.x
10.0.100.x

VPN-INET-4451X-2
Lo0: 10.6.32.242
Router ID: 10.6.32.242
Networks: 10.8.x.x
10.0.100.x

Int GigE 0/0/3: 192.168.6.1

TulO: 10.6.34.1
Bandwidth: 150Mbps

MPLS PE:
192.168.6.2

MPLS PE: 192.168.6.6

MPLS VRF default

Int GigE 0/0: 192.168.6.5
TulO: 10.6.34.x
Tunnel Key: 101

VRF T-2

Int GigE 0/0/3: 192.168.146.10
Tull: 10.6.36.1 T

ET VRF default

Bandwidth: 300Mbps
Static NAT

MPLS VRF Internet l
default - ko Ilijd'\%; Inside: 192.168.146.1
TAG=10.6.34.0 TAG=10.6.36.0 PD%?!;SI tI/ gagviél)f'l‘lo‘l
172.16.140.252

RS11-4431-1

Lo0: 10.255.241.11

Router ID:

10.255.241.11

Networks:

Default Gateway: 172.16.102.8
INTERNET VRF default

Int GigE 0/1: 172.16.102.7
(dhcp)

Tull: 10.6.36.7y

Tunnel Key: 102

i VRF IWAN-TRANSPORT-2

10.6.34.x 10.6.36.x
10.7.xx 10.255.x.x

VRF IWAN-TRANSPORT-1 i

],
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Hub A7 - Interfaces & Routing % Gonnect

vrf definition IWAN-TRANSPORT-1 MPLS G1Z& 2|t
address-family ipv4 Front-door VRF A&

exit-address-family [ ﬁl_s _|_

|

interface GigabitEthernet0/0/3 | ransport |
description MPLS-TRANSPORT MPLS Front-door VRF2Q|
vrf forwarding IWAN-TRANSPORT-1 e Q& OIE{m|o|A M

ip address 192.168.6.1 255.255.255.0
| VRF IWAN-TRANSPORT-1

interface TunnellO |

. L
:’:233!2:? 115203?21 255.255.255.0 DMV A E A it CigE 0/0/3: 192.168.6.1
e rects Tu10:10.6.34.1

ip mtu 1400 Bandwidth: 150Mbps

ip nhrp authentication ciscol23

ip nhrp map multicast dynamic DMVPN Network ID A&
ip nhrp network-id 101 : e

ip nhrp holdtime 600 DMVPN Ph3 A X MPLS PE; 192.168.6.2
ip nhrp redirect ———— '

ip tcp adjust-mss 1360 o a1 o] O|FIHIOIA o =
tunnel source GigabitEthernet0/0/3 =250 AHHO0|~ A3
tunnel mode gre multipoint '

tunnel key 101 Tunnel endpoint&
tunnel vrf IWAN-TRANSPORT-1 VRFZ X|H
tunnel protection ipsec profile DMVPN-PROFILE-1

ip route vrf INAN-TRANSPORT-1 0.0.0.0 0.0.0.0 192.168.6.2

INITr
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Hub 2274 - Interfaces & Routing

——

VRF IWAN-TRANSPORT-2

Internet Front-door VRFQ|
Q& QlEmo|A 478

Int GigE 0/0/3: 192.168.146.10
u11: 10.6.36.1 He @l
Bandwidth: 300Mbps | Intfrnet Pm\é-lpﬂﬁll OF—|1 2= I—:l of
unne A
INTEIINET VRF default Static NAT — = o
In'ternet l

—@
- bmz Inside: 192.168.146.1

- Public I/F: 172.16.140.1
Default Gateway: 172.16.140.252

DMVPN Network ID A&

Default Gateway: 172.16.102.8

Internet= Q| st
default GWAH

]
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DMVPN Crypto A%

)

MPLS Transport

I <removed IKEv2 proposal, use smart defaults>
!
crypto ikev2 keyring DMVPN-KEYRING-1
peer ANY
address 0.0.0.0 0.0.0.0

pre-shared-key clscol23
!

MCisco
“» Connect

"Internet Transport \

Spoke site2| 21& té&;
A (Pre-shared key)

crypto ikev2 profile FVRF-IKEv2-IWAN-TRANSPORT-1
match fvrf INAN-TRANSPORT-1

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

Front-door VRF2}o| =

£ spoke S|te0| Ol=L|
T4 A 5 g

keyring local DMVPN-KEYRING-1

1

crypto ipsec security-association replay window-size 512
1

crypto ipsec transform-set AES256/SHA/TRANSPORT esp-aes 256 esp-
sha-hmac

mode transport

!

crypto ipsec profile DMVPN-PROFILE-1

set transform-set AES256/SHA/TRANSPORT

set ikev2-profile FVRF-IKEv2-IWAN-TRANSPORT-1

Crypto Sl transform
set0j| CHoh &7

I <removed IKEv2 proposal, will use smart defaults>
!
crypto ikev2 keyring DIMIVPN-KEYRING-2
peer ANY
address 0.0.0.0 0.0.0.0
pre-shared-key clscol23
1

crypto ikev2 profile FVRF-IKEv2-IWAN-TRANSPORT-2
match fvrf INAN-TRANSPORT-2

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local DIVIVPN-KEYRING-2

crypto ipsec security-association replay window-size 512

!

crypto ipsec transform-set AES256/SHA/TRANSPORT esp-aes 256 esp-s
ha-hmac

mode transport

!

crypto ipsec profile DVIVPN-PROFILE-2

set transform-set AES256/SHA/TRANSPORT

set ikev2-profile FVRF-IKEv2-IWAN-TRASNPORT-2

crypto ikev2 dpd 40 5 on-demand

A X| ™ol A2t DPD timers= MMl

crypto ikev2 dpd 40 5 on-demand

INITr
CISCO . TOMORROWY starts hara




Spoke 273 - Interfaces & Routing

vrf definition IWAN-TRANSPORT-1
address-family ipv4
exit-address-family

Interface GigabitEthernet0/0

vrf forwarding IWAN-TRANSPORT-1
ip address 192.168.6.5 255.255.255.0

MPLS Front-door VRFQ|
QIF eIHmo|A~ 2%

interface Tunnell0

ip address 10.6.34.x 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication ciscol23

DMVPN Tunnel Of A|

ip nhrp network-id 101
ip nhrp holdtime 600
ip nhrp nhs 10.0.34.1 nbma 172.16.84.4 multicast priority 1
ip nhrp nhs 10.0.34.2 nbma 172.16.92.2 multicast priority 2
ip nhrp nhs cluster 0 max-connections 1
ip nhrp registration no-unique

ip nhrp shortcut
ip tcp adjust-mss 1360

if-state nhrp

tunnel source GigabitEthernet0/0

DMVPN Network IDE ™

0| S =S ¢t Backup
DMVPN Hub &3

\\ NHS priority 10{ Cist

o A O] A
oM 29 8

tunnel mode gre multipoint
tunnel key 101

DMVPN Phase 3 &A™

tunnel vrf IWAN-TRANSPORT-1
tunnel protection ipsec profile DMVPN-PROFILE-1
1

ip route vrf IWAN-TRANSPORT-1 0.0.0.0 0.0.0.0 192.168.6.6

Front-door VRFO{| Cl{ &t
tunnel endpoint AN

MCisco
“» Connect

MPLS

Transport '

MPLS

——

MPLS PE: 192.168.6.6

Int GigE 0/0: 182.168.6.5
Tu10: 10.6.34.x
Tunnel Key: 101

VRF IWAN-TRANSPORT-1

INITr
CISCO . TOMORROW starts here



Spoke 273 - Interfaces & Routing

Vrf definition INAN-TRANSPORT-2
address-family ipv4
exit-address-family

Interface GigabitEthernet0/1 - Recommended

nter rn .

urt f:gzarc:l?:gIIWA?\I-'I?RANSPORT-Z ip address dhcp
/

ip address 172.16.102.7 255.255.255.0

v

MCisco
“» Connect

Q|F =A0| CHH|[Bt protection:
IPSecit Key T2 E=Z2 N 2ot 2= EZZ Block

ip access-group ACL-INET-PUBLIC in

interface Tunnelll
ip address 10.6.36.y 255.255.255.0

no ip redirects

ip mtu 1400

A Hube| 29I ofo|me MA
ip nhrp authentication ciscol23
ip nhrp network-id 102

ip nhrp holdtime 600 /

ip nhrp nhs 10.6.36.1 nbma 172.16.140.1 multicast priority 1
ip nhrp nhs 10.6.36.2 nbma 172.16.142.2 multicast priority 2
ip nhrp nhs cluster 0 max-connections 1
ip nhrp registration no-unique

ip nhrp shortcut

ip tcp adjust-mss 1360

if-state nhrp

ip access-list extended ACL-INET-PUBLIC
permit udp any any eq non500-isakmp
permit udp any any eq isakmp

permit esp any any

permit udp any any eq bootpc

IPsec 3! DHCP
of et 5&

=750l B8
permit icmp any any echo +  remote pings
permit icmp any any echo-reply *  Ping replies
permit icmp any any ttl-exceeded e traceroute rep“es
permit icmp any any port-unreachable «  remote traceroute

permit udp any any gt 1023 ttl eq 1

PKI AFEA| =

<+«— 71X 2l 80port

permit tcp host 172.16.140.110 eq www any

tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
tunnel key 102

|

L\A DHCP AHE Al, 745 ¢l

Default gateway
227t gla.Msdd)

=2 Mx{st
= = o=

tunnel vrf IWAN-TRANSPORT-2
tunnel protection ipsec profile DMVPN-PROFILE-2
ip route vrf INAN-TRANSPORT-2 0.0.0.0 0.0.0.0 172.16.102.8

/

47

B— =

Internet

——

VRF IWAN-TRANSPORT-2

Default Gateway: 172.16.102.8

Int GigE 0/1: 172.16.102.7 (dhcp)
Tu11: 10.6.36.7y
Tunnel Key: 102

INITr
CISCO . TOMORROW starts here



Dead Peer Detection (DPD) 3 Connect

« Dead Peer Detection (DPD) unreachable IKE peerdj CHat ZX].
© 7t 212E{0| DPD MEf7t SYXOE S5

- DPD O] AFE A|, Spoke 22 E= HubOf| A dropgt 22 =l SPI session=
ArE5t0 ASHCE EdiE Y2otE Al

« Spoke 2t E{ Q| re-convergeE {|dlf X|CH 6022| A|Zt0] R

« Spoke ALO|EOf| A ISAKMP KeepaliveE AtE
— IKEv1/v2 keepalive/dpd 2t & T2 EZ=9| hold/dead timerE L} &4
timeoutk|0{OF S}7| |20, 2t E ZZ2EZ=9| hello ELC} 70 &
— crypto isakmp keepalive= 40 7|2 =2 5 retry Al .
— crypto ikev2 dpd= 40=x 7|=2 &2 5H retry A|& (On-demand)

« PeerQ| 2=7} B2 Hub 2} E AMO|M= CPUQ| overheadZ Q13H0] 0O

AHgE A,

Branch Branch N

e
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IWAN Best Practices

IPSec VPN2| Fragmentation glX|
ISR-G2

ASR 1000

/\\

(G
e

k Internet J

#5—-—1\

DMVPN Tunnel
MTU 1400

M(Cisco
“» Connect

I ' :
mn mn nnnp =N
i ==

MTU 1500

Tunnel Setting Minimum MTU Recommended MTU

GRE/IPSec (Tunnel Mode)
GRE/IPSec (Transport Mode)

1414 bytes
1434 bytes

1400 bytes
1400 bytes

« IP fragmentation2 CPU/Memorydj L3t overhead & ‘244 A|9|D1 throughputol X|oHE 2l
- E74 Datagram?@| fragmentation2H4i 2 M K| IP datagram?| X &= @+ol= & 2lo| &.

« Crypto transform-set 27 A|, ‘'mode transport= #1
— NAT 298 A&S <9[0l 20Bytese| 07 SF ER
» MTUO] Lot 0|7+ & Sl 25H7| ?ISiA 2= DMVPN tunnel0f Cidi A Ot2het &
—Ip mtu 1400

—Ip tcp adjust-mss 1360

NI
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IWAN Routing Protocol A% % Connect

« IWANE ZX[Ho| A= ztg| & 2SS |8 BGPL} EIGRP protocol AR S # 10
- 2P
— BGP(Path Vector)?} EIGRP(Advanced Distance Vector)2 DMVPN= £t ¥ Hub-and-
Spoke C|AtQI t-d2 2ol Z|&e| =HHdE M-S
— OSPF(Link State)o| 4%, B2 network status AEf @IGH|0|EQF HER A Area 20| Q.

. X|=®ol AE 1z
— PfR2 routing table(RIB)2 0| A =2F, 2 & routing protocollt &2 7ts.
- D= WANZZE ECMPE £%t, ZH Z 27} RIBOJ|A] —'—XHOHOF St
— PfRE best pathQ} secondary pathE ZH35}7| Q5IM 2R E Z2EZ9| HEE =9l

INITr
CISCO . TOMORROW starts here



IWAN Deployment - EIGRP

* Branch, WAN, POP/Hub siteE £+ EIGRP
T2Z2NaAZE M

© WANTLZtO] Z=7HX 21 Hello/Hold timers =7

« Tunnel interfacel| delay 4= £330 WAN
2| M0f C{st preference 27
« MPLS(primary) Internet(secondary)

* Hub:
— DMVPN F7F L 2| Routing Loop 2X| & 25}
Route TagE O| &%l Filtering A H
— Branch prefix summary route for
spoke-to-spoke tunnels

- Spoke:

348 9l

tot
of

I EIGRP Stub &7

r

EIGRP___ e

Stub

M(Cisco

» CONnect
IWAN POP2 10.5.0.0/16
10.6.33.0/24
IWAN POP1 10.4.0.0/16
10.6.32.0/24

MPLS

Delay 1000

10.7.10.0/24

INET
DMVPN-2

10.7.11.0/24

10.7.12.0/24
10.7.13.0/24

e
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IWAN Deployment - BGP % Connect

IWAN POP2 10.5.0.0/16
10.6.33.0/24
.« C}OI ; oE o IWAN POP1 10.4.0.0/16
ch e IBGP 2t 8 Dﬂ e 10.6.32.0/24
« WANFZFO| =71HM QI Hello/Hold timers A™
« Hub: .

— Spoke 2t HE ¢/t DMVPN Hub 2}2E°| RR A47H
— BGP2| dynamic peer feature &7

— Spoke 2t HZE ME L= route] Summarization

— Site local prefix& €8t Communitygf A&

community 6:36

l /

- IGPo| ZEE BGPE redistribute /' MPLS - INET
10.6.34.0/7 10.6.36.0/23
- Spokes: ekl »
— ZF DMVPN 2 L{O| A redundant RRO|| CHSHA{ peer &7 J

— Community (S 7|2 2 local preference 285 ¢[¢t
inbound route-map &7

— Local PreferenceE &%t WAN 3|41 MEH

10.7.10.0/24 10.7.11.0/24 %8;%85%3

NI
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3. Intelligent Path Control



\‘.C.
75' E -?;I' I-'_'.I 0 Cgﬁr?ect

PfRE 0| 8¢t X|5H

H|C| @ Use-Case

ro

i . oracLe BT

" ‘1‘7 I
7} = .- ClTR'X &R Windows 8

=Af

e W] | amazoncom

MMMMMMM

Private
Cloud

load-balancing
: PR H&Oo| AAKE X1tstH, E |
- PR Y| E9/30| 52 RLIEY stn ofZ iAol Aol sy ojz (U EEEGE
Ml =2 ™M E 7|HIO 2 routing2 X 2|.

« PfRE2 3|MOo| Xl AR S Qo] 2R E 3|42 0| 236}0], load-
balancing2 73

],
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M(Cisco
“» Connect

Available Now
IWAN 2.0

Today

PfRv3
I0S 15.4(3)M, I0S-XE 3.13
PfRv2
PfR/OER 10S 15.2(3)T, IOS-XE 3.6 + SYESEH Provisioning
I0S 12.3(8)T, XE 2.6.1 . XA MEoO| Ciad) » AVC 7|t2] Infrastructure
' o E|c:—| T_M4 * VRF 214 S X[

- Internet Edge - App 7|Ete] 3= 27

 Blackout ~ 2s
. 7|2X0] WAN 7|5 K| ¥ « Blackout ~6s .

o W u ~
- Provisioning per site per » Brownout ~9s . oF 20007}2| AFO|E X|$

policy . 9F 500712 A}O|E X| 2 ; X ONLY‘ P N
« 1000Z O| 42| configuration - 10= 0O|8t2| configuration . configuration
Internet Edge Support =O SIAM I MHO[ Ci 3}

NI
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Hub MCOjI A £{% ZZ 0| T3t
X—IOl
o_—-

« Load balancing

«  Path preference

«  Application metrics
- DSCP7|4to| H*H
- Application 7|gto| x4

Traffic
= Classes

Learning

l@ﬁctlve TCs
w

BR(Border routen)(f| SE=
EgfE &, policyod
matchlngEI'— Egfmo cyst

= AL
Blts,

£} Performance Monitor

Performance

MCZ 2|Z &

£t Performance Monitor

M(Cisco
“» Connect

- MC(Master Controller)7} A &l
policyZ= 710 StA| BR(border
router)2| Z2& AY HE

ot F=0 i

ro

HE

IR
CISCO . TOMORROW starts here
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MCisco
*» Connect

IWAN
Domain =
Controller l

=
>
Z
O
o
3
=

n (Concept)

Enterprise HQ

MEE s&ots HERA

Site= 2 Performance Routing2|
= od
= L O

A‘lﬂlﬁ _g_%_ MPLS INET

-+ Z9| Domain ControllerE E&jj A
configuration2 22|

10.1.10.0/24 10.1.11.0/24 %8&%8@3

NI
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Enterprise HQ

M(Cisco
“»Connect

The Decision Maker: Master Controller (MC)

HHOo[ M-g/=Ql/reporting

Packet forwardingO|L} inspection2 S} X| &f
BRut 7| s&5tAL SEECZE &2 7t
VRF aware

The Forwarding Path: Border Router (BR)
ME HE0 Cist network visibility (stg A

MCo| Z= A0 Cligt =
VRF aware

10.1.10.0/24

10.1.11.0/24

0:1712:6/24
10.1.13.0/24

il I Il I I
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PfR

Sites

Transit Sites — Enterprise POP EE =

HUB

L £ 2| Master Controller(MC)0]| 2|5} A{

AIOf

Site ID — MC2| Loopback address AtE

- 2t SiteLi ol SFLt O|AtO| BR =Xl 7Hs
. 7} SiteLj©| BRE &}L} 0| AtO| Link =
=

Enterprise HQ

M(Cisco
“» Connect

-__*_-—---

10.8.3.3

SiteID = 10.8.3.3 i l

"

INET >

10.2.10.10 g== ==

S

10.2.11.11 =%

10.1.10.0/24 10.1.11.0/24 %8j%j%8§§j
STUB SITE STUB SITE
Sitel0 Sitell

Site ID = 10.2.10.10Site ID =

CISCO . TOMORROW starts herg
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Transit Sites 2! Hub MC AN 3 Connect

domain IWAN =T Policies
vrf default Monitors
master hub
source-interface Loopback0
enterprise-prefix prefix-list ENTERPRISE_PREFIX
site-prefixes prefix-list DC1_PREFIX

ath MPLS ath INET
MC1 P P

domain IWAN domain IWAN
vrf default vrf default

border border MPLS INET

master 10.8.3.3 master 10.8.3.3

source-interface Loopback0 source-interface Loopback0
1 !
interface Tunnel100 interface Tunnel200
description -- Primary Path -- description — Secondary Path --
domain IWAN path MPLS domain IWAN path INET

BR1 BR2
101100/24 | | 10.111.0/24 e

NI
CISCO . TOMORROW starts here



DSCP/App7|dto] HxH M7 0f Al

domain IWAN
vrf default
master hub

class MEDIA sequence 10

match application telepresence-media policy real-time-video
match application ms-lync policy real-time-video
path-preference MPLS fallback INET
class VOICE sequence 20

match dscp ef policy voice

path-preference MPLS fallback INET

class CRITICAL sequence 30

match dscp af31 policy low-latency-data

MCisco
“» Connect

« Policies:

— DSCP EE= Application 7|gHo| & 4
A (NBAR2)

— DSCP markingO| LAN interface
(Ingress on BR) 4}0f| A NBAR22}
2 28 Ths

— Default Class0f| matchingk| &=
traffic2 load-balancing X1|—'—

INITr
CISCO . TOMORROW starts here



Branch siteQ| Tt B} 2E{ J1A] 3 Gonnect

IWAN POP

domain IWAN

vrf default
master branch
source-interface Loopback0
hub 10.8.3.3
border
master local
source-interface Loopback0 MPLS INET

R10 & R11

10.1.10.0/24 10.1.11.0/24 %8:%%8%2

NI
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Branch site2| 2}LE{ 0| =3} 1 A 3 Gonnect

IWAN POP

domain IWAN
vrf default
master branch
source-interface LoopbackO
R12 hub 10.8.3.3
border
master local
source-interface Loopback0

domain IWAN

vrf default

R13 border

master 10.2.12.12
source-interface Loopback0

10.1.12.0/24
10.1.13.0/24

STUB SITE

e Stub Site2 £+ 10.1.10.0/24 10.1.11.0/24
. % 74o] BR S0|M 3Lt 2IREE MCE 74

NI
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PfRv3 — 2} L2 E{°| Role X2 % Connect

« Hub®| Master Controller(MC): Hub MC= G|O|E{| MIE EE QO A —_rL“ OIH, B=
S

EE H
X ™M (policy)Of| CHBF A™ 2 XA ™A Siteo] Controller2 SAotH, 2% o =0
EHo|— 74 I‘|

 Hub?| Border Router(BR): WAN interfaceZt 9= 44 2t5H, Pva37f 5
interfacej| Ao A-E. st 2H| LHO| A2 72| WAN interface?} ZA|<t
LHOl &2 7S] BRO| &/ 7t5.

« Branch?| Master Controller(MC): Policy ConfigurationO| 2 2. Hub MCO{A| HAH 0|

Ct2ZEE|H Branch AIO|E YA BE2EE Z™HS= MCE =2t ConfigurationLj O Hub
MCQ| IP addressE It st

- Branch?2| Border Router(BR): Policy ConfigurationO| =2 2. ttX|, PfRv30| Cliot &40t
enable. 2HH| 2] WAN interface= Al=2 2 ZHX|.

AN

s W |
= QO site

i

e
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M(Cisco
“» Connect

SAF Peering

IWAN POP1

* Hub site2| MCE= =0 2= requestZ listening.

* Branch sites@| MC= Hub site@] MCZ SAF(Service
Advertise Framework) peerings A7

EIGRP-SAF
)

s

* Peering A| C}S1f Z42 value il
— Timers
— gA gl B 1| g0 Cjzt Configuration

— Site Prefixes

10.1.10.0/24 10.1.11.0/24 %8&:%8%2

NI
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SAF Peering

EIGRP-SAF

M(Cisco
»Connect
IWAN POP1

Hold Uptime SRTT RTO Q Seq
(ms) Cnt Num

513 01:17:12 65 390 0 39

582 01:17:01 59 354 0 40

510 01:17:04 61 366 0 78

538 01:17:04 1 100 0 15
562 01:17:05 4 100 0 18
546 01:17:15 5 100 0 40

MC1#sh eigrp service-family ipv4 neighbors
EIGRP-SFv4 VR(#AUTOCFG#) Service-Family Neighbors for AS(59501)
H Address Interface
(sec)
5 10.2.10.10 LoO
4 10.2.11.11 LoO
3 10.2.12.12 LoO
2 10.8.44 Lo0
1 10.8.5.5 Lo0
0 10.9.3.3 0
MC1#

Branch MCOj| Lot ZHAM 2=,
U

AH
P

Peering AEf

10.1.12.0/24

10.1.10.0/24 10.1.11.0/24 10.1.13.0/24
STUB SITE STUB SITE
Sitel0 Sitell

Site ID = 10.2.10.10 Site ID = 10.2.11.11

NI
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Branch Sites

IWAN POP1

M(Cisco
»Connect

R10#sh domain one master policy

class VOICE sequence 10
path-preference MPLS fallback INET
class type: Dscp Based

match dscp ef policy custom
priority 2 packet-loss-rate threshold 5.0 percent

priority 1 one-way-delay threshold 150 msec
priority 2 byte-loss-rate threshold 5.0 percent
Number of Traffic classes using this policy: 3

class VIDEO sequence 20
path-preference MPLS fallback INET
class type: Dscp Based
match dscp af4l policy custom
priority 2 packet-loss-rate threshold 5.0 percent
priority 1 one-way-delay threshold 150 msec
priority 2 byte-loss-rate threshold 5.0 percent
match dscp cs4 policy custom
priority 2 packet-loss-rate threshold 5.0 percent
priority 1 one-way-delay threshold 150 msec
priority 2 byte-loss-rate threshold 5.0 percent

Policies
Monitors

MPLS

INET

10.1.10.0/24 10.1.11.0/24 }8;1;}%18553
STUB SITE STUB SITE
Site10 Sitell

Site ID = 10.2.10.10 Site ID = 10.2.11.11

e
CISCO . TOMORROW starts here
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MC %&HH| O| =2} ++/d — Anycast IP

. E2fTZio| HEL o

(Packet dropO| 244 SIX|

© Xl MC FH| =
AL |

O] configuration

- Eg| & o] optimization 7| &X|

« Hub siteOf| A =7}& 9l Backup MC 714 EQ
« FIJHHOl HH™ Sl configuration HHAO0| &7t
* Primary MC2}

- BRIt X[E 2| MCO CHZt Primary MC A4

i3t 2pole 3t E T2 E
- Stateless redundancy
« Backup MC+ traffice| AEfZ learning

=

= O

=

A&

S Ef O

IWAN POP1

M(Cisco
“» Connect

10.1.10.0/24

10.1.11.0/24

10.1.12.0/24
10.1.13.0/24

CRRCWY

CISCO . 7o

slarts fers



Site Prefix 0| O| E{H| O] & % Connect

IWAN POP1

\__*ﬂ_/ Hub MC
MC1 10.8.3.3/32

——l
T site | refictis

Hub 10.8.0.0/16
R10 10.1.10.0/24
R11 10.1.11.0/24
R12 10.1.12.0/24
R12 10.1.13.0/24

« T Ol Lo B = MCx= Site Prefix databaseE ES

* Site?} prefix Zt2| mapping= X|&

2 options:
— Static: AFE X7} 2™ Prefix database @12 /2t2] 10.1.12.0/24
— Automatic Learning: X5 A2 E3I learning 10.1.10.0/24 10.1.11.0/24 10.1.13.0/24

NI
CISCO . TOMORROW starts herg



Site Prefix — XIS st 7| = 3 Gonnect

IWAN POP1

Hub MC
10.8.3.3/32

Performance monitorE &£t Source Prefix Bl MCL_
Mask M &E =%l

Monitor interval: 30
BRE}2E+= LocalLjo| MCE2 ME ME

MC= Peermg— 1 Qe HE peerz
I:

AXIE HEE FE

10.1.10.0/24

e i

E

10.1.10.0/24 Site 10 Site 10

10.1.10.0/24 10.1.10.0/24
10.1.10.200 10.8.1.200 AF41 AppXY W—

- Mask — o |101100/24 10.1.11.0/24 ig;i;}i;g’ﬁj

10.1.10.0

NI
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Site Prefixes - &= AN 3 Connect

© RS ZM/BtES o) gD BRIRE SoiA NE LWAN POP1
@) =

=

site prefix0j| CH3t MEE M
» S| & configuration2 site7} transit site2 A2-E [}
siteL{ O] A| AL

- O %O1, Site A2} Site BE Hub siteE E5iAM Ej
[, S hub site= transit site2 SAk,

AEl

O Clts
= deg

— &5 AH™E S| A site A2| prefix’d B & hub siteQ| prefixJH =
2 olAj5lE g WX
domain IWAN
urf defaut
master hub 10.1.10.200 10.1.11.200 AF41  AppXY

source-interface LoopbackO

site-prefixes prefix-list DC1_PREFIX
!
ip prefix-list DC1_PREFIX seq 10 permit 10.8.0.0/16
I

NI
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TC Bandwidth

PMI: [Egress-Aggregate] - #2

Trigger NBAR: no/yes

Key Fields
* ipv4 destination prefix,
* ipv4 destination mask,
 pfr site destination prefix ipv4
 pfr site destination prefix mask ipv4
* [application id]
* ip dscp
« interface output

Non-Key Fields

« counter bytes long

« counter packet long

 timestamp absolute monitoring-interval
start

Aggregate Bandwidth Per TC
EHOﬂEQ egressHl'otOE AII

i B R

Using monitor #2
Traffic class& Bandwidth =%

IWAN POP1

M(Cisco
“» Connect

MPLS

INET

10.1.10.0/24

10.1.11.0/24

10.1.12.0/24
10.1.13.0/24

NI
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TC Bandwidth $=%! 3 Gonnect

IWAN POP1
_3"'3"'4: Hub MC
MCl 10.8.3.3/32
e i | o oo
10.1.10.0 10.2.10.10  Skype AF41 BR1 Tu1
Source Destination DSCP

10.8.1.200 10.1.10.200 AF41 Skype

L 9|22 MaEs =

« Q& QIE|H O|AQ| egress@afo =2
Performance monitor0|| 2|5} =%l

- BR2 =Z 2| MCE reporting
 Destination Site ID2} mapping

10.1.12.0/24
L 10.1.10.0/24
- Monitor interval (30=X) y 0ol b 10.1.13.0/24

il I Il I I
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Traffic Class Cj|O|E{H|O| A

10.1.10.0
10.1.10.0
10.1.10.0
10.1.10.0
10.1.11.0
10.1.11.0
10.1.11.0
10.1.12.0

s
BR, AfﬂEl

R10
R10
R10
R10
R11
R11
R11
R12

||=|7=|

Skype
N/A
N/A
N/A
N/A
N/A
N/A
N/A

AF41
EF
AF31

EF
AF31

o

CN
CN
CN
CN
CN
CN
CN

Destination Site,

FEES 2

IWAN POP1

M(Cisco
“» Connect

MPLS

10.1.10.0/24

10.1.11.0/24

10.1.12.0/24
10.1.13.0/24

CISCO . 7ooREROW
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Ingress Performance

PMI [Ingress-per-DSCP] - #3

Monitor

M(Cisco
“» Connect

IWAN POP1

Key Fields

* pfr site source id ipv4

+ pfr site destination id ipv4

* ip dscp

+ Interface input

* policy performance-monitor classification
hierarchy

Non-Key Fields

transport packets lost rate

transport bytes lost rate

pfr one-way-delay

network delay average

transport rtp jitter inter arrival mean
counter bytes long

counter packets long

timestamp absolute monitoring-interval start

* Ingress &ef0f| Cfot &5 S7&:
— Actual Traffic
— Smart Probes if no traffic
- DSCP g Site & performance metricg &7

10.1.10.0/24

MPLS INET

10.1.12.0/24
10.1.11.0/24 10.1_130;2 i

NI
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M(Cisco

Destination Site — Ingress Traffic .. Gonnect
Channel Performance IWAN POP1
- Destination siteOj| A EZjTl E22= EEETES

A K
Txlzl

- M= O L|H7} Metric2 4%
* Per Channel

« 7|2 Monitor interval2 30=

10.8.1.200 10.1.10.200 AF41 Skype 1

R10 MC 10.1.10.0/24 10.1.11.0/24 Py

10.1.13.0/24
Tul  AF41

CISCO . TOMOREROW siarts here
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M(Cisco
“» Connect

Performance Violation

IWAN POP1

+ =3 MEO0A violation0] ZAM= [, == Hub MC
performance notificationg ™ & e

=
— BR2| Ingress monitorQj| A| 2 d5H0, Source l

Site©| BRZ MEt !

— 7|2 monitoring interval (30X, HZ 7}5)

— B E external interfaceE £} X R10
TCA Delay i

DSCP AF41 i

Path MPLS i

0 5 Hub AF41 Tul 24 250 2 1
10.1.10.0/24 10.1.11.0/24 %8%%8@2

NI
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Performance Violation

Dst-Site-Pfx Dst-Site-id
10.1.10.0 R10 Skype  AF41 CN BR1 Tul
10.1.10.0 R10 N/A AF41 CN BR1 Tul
T0.1.10.0 R10 N/A AF3I CN BRI TuT
10.1.10.0 R10 N/A 0 CN BR2 Tu2
10.1.11.0 R11 N/A EF CN BR1 Tul
10.1.11.0 R11 N/A AF31 CN BR1 Tul
10.1.11.0 R11 N/A 0 CN BR2 Tu2
10.1.12.0 R12 N/A 0 CN BR2 Tu2
\ R10

TCA Delay

DSCP EF

Path MPLS

IWAN POP1

M(Cisco
“» Connect

g Hub MC
MC1 10.813.3/32

10.1.10.0/24 10.1.11.0/24

10.1.12.0/24
10.1.13.0/24

NI
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Rerouting% o Sl Jg*_*,' M2 ZHAX 3 Gonnect

IWAN POP1

10.1.10.0/24 10.1.11.0/24 %8&:%8%2

CISCO . TOMORROW starts here



Reroute TC - 432 HZA

- HO|F =89 Wjo| forwardingH %

- Q|& interfaceE A|2|2t B =
interface Al AN

« Lookup per packet - output-if/next hop

retrieved

— Packet Forwarded
— If no entry — Uses FIB entry

- TC 2% &= BR7IQ| Ats mGRE HE=

=ofl MlE& B Z & redirection

- 2t E HOlF

off chet

o o
ot HE= e

MCisco
“» Connect

IWAN POP1

10.1.10.0/24

10.1.11.0/24

10.1.12.0/24
10.1.13.0/24
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MCisco
“» Connect

Seoul, Korea
April 1-2, 2015

4. Application Optimization



X2 Y EQT0C] BLIE{AUL % Connect

Port Monitoring

bittorrent
Netflix
share-point
gtalk-voip
google-docs
rtp

cirix

Ssl

Sip

skype
webex-meeting
https

Idap flash-video
msnp dns
sap facebook

unknown
http
https

ica

Sip

dns

cifs

Applications

wn
c
O
=)
©
=
Q
o
<

hsrp

icmp

Cisco AVC with NBAR2 Provides Deep Packet Inspection at the Application Level

],
CISCO . TOMORROW starts hars




M(Cisco
s Connect

Application Visibility

Eot M= L HE (Cisco AVQ)

AL XL/ salegforce.com
7“ hIE:l IE_I. nEI- 2= Windows 8

Cisco

webex

Proliferation
of Devices |

22 Windows 8

CiTRIX'

H|O[E{ MIE]/ 2 A}

2F 10007} o] 42|

71 Probel| EE R application 22|

» Deep Packet Inspection X| &

60% of IT Professionals Cite Performance as Key Challenge for Cloud

],
CISCO. TOMORROW starts here



Global Application ID 3 Connect

* Global Application Id
: A2 ZH|9| 2= DPI AXINAM AR E|= application & 1.7 ID.
— [IOS ISR, IOS-XE ASR1k, NAM module, 10S Firewall X| &l
— WAAS Express X| & O

- EX}X QI Cisco format2 2 Ot EF g 7|Hto 2 & 3 bytes

1 byte
— On a L3 protocol (IANA protocol type) { A Y \
— On a L4 protocol (IANA well known ports)

— On a L2 protocol (Ethertype)

— On a L7 application/protocol: (NO IANA registry for L7)

- IETFO| B3} Rl
— "Export of Application Information in IPFIX", RFC 6759

INITr
CISCO . TOMORROW starts here



MCisco
“»Connect

Deep Packet Inspection

Network Based (NBAR2)

IPv4/1IPv6
10007{ O|At9| Classification

Signature |52 = Field Extraction

M| & & 9l classification
Nk

GOUSIG‘ SIEEES @webex bl Yol oracLe
(@BitTorrent SAPZ w;’:':,figm
- DPI QRIS ESjA E7IHQ O{EZZ|AH 0| 2= Gl Field Extraction N|&
- {Z2|AHO0|M &2l o] Er&3tE 2|t categorization
« I0SOf| CHat upgrade/reload §i0| Protocol Pack 7} 7t

CISCO . TOMORROW starts here
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HZ2|AH| 0| M zha|o| th3} 3, Gonnect

NBAR2 Attributes

- NBAR2 attributeZ E3] S AISH OfZ2|H 0| MES J123}510] Ttz

« | Z2|AHO0|M a0 CHot 2|ZE Tt QoS classification Che3lE ol AtE
« ZF 0 Z2|AH 0| T 6712] pre-defined attributes X|& (AFHEAL X|H 7ts)

Category s2 J|ls2 N S2lAHOAS H 18 e
J

Sub-category s2 J|lsS MM HES2AHOIES = Bl 1= 2l

Application-group QA& HS2AHOIES Itz et &

ol

P2P-technology? Peer-to-Peer OS2I H 0l & O 2 E Al

Encrypted? OHS2IAH Ol A2 &atet (HF H A

Tunneled? OHS2IHOIE 2 HE AtE I E A

CISCO . TOMORROW starts herg



NBAR2 - 0{Z2|#|0|M =M 3 Gonnect

R2#sh ip nbar protocol-attribute citrix
Protocol Name : citrix O : :
category : business-and-productivity-tools Appllcatlon name
sub-category : terminal
application-group : other
p2p-technology : p2p-tech-no
tunnel : tunnel-no
encrypted : encrypted-yes

R2#

R2#show ip nbar protocol-attribute webex-meeting
Protocol Name : webex-meeting O Application name
category : voice-and-yideo
sub-category : voice-vid¢o-chat-collaboration
application-group : webex-droup
p2p-technology : p2p-tech-no
tunnel : tunnel-no
encrypted : encryptedtyes

O Pre-defined Attributes

R2#

e
CISCO . TOMORROW starts here



AFE X} 0| NBAR2 Rule A A 3 Gotnect

Customized Application

Port(s)

Protocol: | tcp

L

X Cancel 1 a oK

* Port
« TCP or port

16 static ports per application
« Range of ports (Z|C{ 10007})

. HTTP

* URI regex
» Host regex

« TCP/UDP payload2| #l
255bytesOf| CHot ZAd
« ASCII (16 characters)

« Hex (4 bytes)
« Decimal (1-4294967295)
 Variable (4 bytes Hex)

« IP and Port
o JOS-XE 3.12
« IOS 15.4(3)M

il I Il I I
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MO
URL 7|4to| AL X} X0 figsco
Customized Application
Custom Enterprise Application

&5 HTTP URL i hostof oyt TV N (AT

matching My Payroll serverl.example.com - 100ms
My Doc. Mgmit. server2.example.com /doc 1M 250ms
My Software Rep. server2.example.com /software 5M  30sec

/

S

[' 2 J Cisco Prime Infrastructure

ip nbar custom 001_payroll http host c e 4
serverl.example.com id 60001 L9 serverl.example.com

© @

O
ip nbar custom 002_doc http url doc host S @
server2.example.com id 60002 << [ server2.example.co
. g = n7doc -
ip nbar custom 003_soft http url software host = £ Documentation
server2.example.com id 60003 SA v Jsoftware - Software

il I Il I I
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IP U ZE 7|to| ALBX} HO) £ o

« I[P subnet EE= ZE HLQ|E matching =7 4

* AFEA 1= A 0]

_—1 *» Custom App Selector ID

ip nbar custom 001_myapp transport tcp id 60001 —
ip subnet 10.1.10.0 24

port range 40000 41000
direction any

R82#sh flow exporter option application table | inc 60001
6:60001 001_myapp User defined Protocol 001_myapp
R82#

e
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7 AR X &AM - x|l 1207) x| 3 Gonnect

OIS SolM ALEAS] Z2EZ 0 Ciet £ profiles

([ ]
::—'—

Ar& Xt o
AMM3810] Custom ProtocolS At
. HHANE SHA| AFEXIE & profile= Protocol1} mapping
A M E| JHE attribute= Add/Edit/Delete} 7}5.

Attributed| CHSE =X £ profileld} protocol?t mappinglf| Gaf= F=X| 4.
P P PpPINg

. . ) R82#sh ip nbar protocol-attribute 001_myapp

ip nbar attribute-map myapp-attrib

attribute application-group ms-lync-group Protocol Name : 001_myapp

attribute Category voice-and-video application-group . ms-lync-group

attribute encrypted encrypted-yes category : voice-and-video

! encrypted : encrypted-yes

ip nbar attribute-set 001_myapp myapp-attrib p2p-technology : p2p-tech-unassigned
sub-category : other

tunnel : tunnel-unassigned
R82#

INITr
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1. Effal B4 7| = % Connect

=9 E7 / a

L

Fields and flow record format= 0| & -
NBAR2 £} %’ _ @3 v
8

» Examines data from Layers 3 thru 7

= Layers 3 and 4 plus packet inspection &@_@_} Reporting

= Stateful inspection

IOS: FNF EE&= Unified Monitoring2 1o
IOS-XE: FNF EE = Unified Monitoring= ¢4
Export: NFv9 or IPFIX AtE

TS|

(@ 2w
O Z2|AH 0| M AL 2RO CHot ZHA| =}
L20| A L7 Layer7)tX| Data monitoring

ST S7E 53 ¥ 8 AFo| 80|

Top-N O{=2|#| 0|4 0f Cligt S Al
Top-N Z22t0|AE/M B 0| Tt S7
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MCisco

Prime Infrastructure 0| 5| % Connect

{E\_Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥
Overview Incidents Performance Detail Dashboards

Site Device Interface Application Voice/Video End User Experience WAN Optimization Demo Perf

Top N Applications (with AVC) gy T ® Top Application Traffic Over Time (with AVC) g T ®

Rate | Volume
Applications | Application Categories

bittorrent —|
Rate | Volume

google-docs

webex-meeting — J Megabits/sec

share-point |

netix 4

aorx —
gtalk-voip

hulu

Applications

skype

flash-video |

unknown -{|

facebook |

icmp -

snmp

| [ ] ' ‘ 17:20 17:36 17:53
Q hY 1 > L S share-point [ gtak-voip > netfiix citrix skype + webex-meeting google-docs @ bittorrent @ Other m hulu

Megabits/sec lv =
[ Traffic [l Wireless [l wired (2 2013 April 02, 18:10:04 CEST
lz =

N1 Anril N7 1R:NQ:B CFECT

NI
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M(Cisco
“» Connect

O e

g Bt 0] ozt 2|28 WWW.CNN.CO www.youtune.co  www.facebook.co
H = IPFIX export AFE @ @ @
IOS: Unified Monitoring 8 § O

%

IOS-XE: Unified Monitorin
9 http://www.youtube.com/ciscolivelondgh
http://www.youtube.com/olympic

7é|-7§|| http://www.cnn.com/US

http://www.cnn.com/US
EF 0 210 CHSF hit count A& http://www.cnn.com/WORL
L2~L7 layer7}X| HIO|E 2 L|E{& 0
7t BEO| Y=ot HAO|E0| Cliet SA
Ag 2 7+ ROl =3t URL 7
=8 =020 Cigh Hit count & A& &13
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RL Hit Count Report 0| & 3 Connect

Détails pour Navigation ®

Top trafic utilisateur € Trafic entrant par utilisateur € trafic sortant par utilisateur
20M 500k

10.105.1.84
10.105.1.90 10M 250k
10.105.1.77
10.105.1.74 /
- 4 __._.-—""
10.105.1.70 oM B Ok
15:40 15:50 16:00 16:10 15:40 15:50 16:00 16:10
10.105.1.79
10.105.1.83 B 10.105.1.12 B 10.105.1.69 @ 10.105.1.33 W 10.105.1.79 B 10.105.1.12 I 10.105.1.69 @M 10.105.1.79 @ 10.105.1.83
10.105.1.69 B 10.105.1.70 BB 10.105.1.74 @8 10.105.1.77 I 10.105.1.90 B 10.105.1.70 BB 10.105.1.74 B 10.105.1.77 @ 10.105.1.84
10.105.1.12 10.105.1.84 W 10.105.1.72 10.105.1.90 W 10.105.1.72
Trafic par hostname £ Trafic entrant par hostname & Trafic sortant par hostname a
10M 500k
1—60n116ﬁ2 345 6 1020

e 7 T T s
WWW.CNn.com 546.46 Ko 109.23 Ko
15 ads.cnn.com 54 .87 Ko TB.9T Ko ‘ ‘ A A H
12 i.cdn.turner.com 251.56 Ko 2364Ko oM - A — e A———

Ok

e 15:50 16:00 16:10 15:50 16:00 16:10
12 mi.adinterax.com 608 Octets 1.82 Ko
12 cdn.ndtv.com - 480 Octets B cnn-f.akamaihd.net @ 10.104.200.32 @ js.adsonar.com B 10.104.200.32 W cnn-f.akamaihd.net [ www.cisco.com
11 d3.zedo.com 176.28 Ko 37 94 Ko B wools.cisco.com [l www.cisco.com [ i2.cdn.turner.com @ www.cnn.com [ ads.cnn.com [ metrics.cnn.com
M www.cnn.com @ i.cdn.turner.com d3.zedo.com M js.adsonar.com @ d3.zedo.com tools.cisco.com
B 12 .yimg.com B iZ.cdn.turner.com

URL =0 @1 & hit count matching

il I Il I I
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M(Cisco
“» Connect

3. Application Response Time

©
) How do I
O 4 ensure
5 s
=
:
4]
= 0
O X Reporting

IOS: Unified Monitoring

IOS-XE: Unified Monitoring
>

Export: NFv9 and IPFIX export <
a)
<
O
2
(]

- Z
Of = 2|04 A&
AEX B0 CHek v
= . o

O Z2A 0| d5 o

Of = 2|#| 0|1 0f CH < y
é email is
GV S
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ART Z1} 2|ZE ofX| 3 Gt

100
User Experience - Per application @

salesforce - I

youtube -~ L)
SAP -
gmail ~
U O e e s e O i -..-..........-........--..........-...................l-.--..........l..

Wl W 2-5ms 19. Dec. 02:00 04:00 06:00 08:00

E-10 ms 10-50 ms

50-100 ms M 100-500 s B <ms W2s5ms @ 1s-10ms & 10-50ms @ 0 s0-100 ms & B8 100-500 ms &
B 500-1000 ms I > 1000 ms B8 500-1000ms & W >1000ms &

Response time distribution [ 7]
1,000

Ia) Application gmail
Client experience by place (7]

500
LivingObjects -

>~

B <2ms M 2-5ms

: ’ 0
rotooms B 190900 ms 19. Dec. 02:00 04:00 06:00 08:00

B 500-1000 ms @ >1000 ms
BB App delay & B Lan delay & B Wan delay &
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4. O0|C|0{ BL|E{ 3 Connect

=

0fZ2|AH 0] M Q1A
M7

Reporting To

O/C|o Ms DjE= EF [Ia J;" .
==

AKX X 2E

IOS: Performance Monitoring or Unified Monitoring
IOS-XE: Unified Monitoring

Export: NFv9 or IPFIX export

NS
O O

HEQ|3 Aol &M /H|C| 20| LB} real-time
monitoring
2 D Mo BLE YR 42 Fof Xzl

== XOo| RO 2| 13

O 71 =

SLAO]| Cliet 2§
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CISCO . TOMORROW starts herg



O|C|o] BL|E{2] - M= pL|E|Z % Connect
Active vs. Passive Monitoring
Active Monitoring

Router 1 Router 2

Active Probing

>

IPSLA Sender » ~— « IPSLA Responder

Passive Monitoring

ot Netfow [ — -

<

Flow Record

Enhanced RTP and TCP metrics reporting -
Filtering and classification (based on existing C3PL model) Flow Record

NI
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e M(Cisco
QI' “.Connect

WAAS + Akamai

|1
Ofm
o
S
=
Z
| 2as
Ja

salesférce.com

28 Windows 8

Cisco 1
welbex iTRIX' 28 Windows 8
, Google :
TES T VWAAS S T =
x| = AppNav-XE -~ O?
= Controller

O{SE|F 0] ¥9]
CH 0] et

s 90%0|Ato| HD Video « AppNav Controller and WAVE
O ALL T : . - e

],
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to

IWAN - O{=2|#|0| M %x|x 3} 3 Gonnect

Akamai Connect?} 9=

ok — R
e e e,

A HEE BN
THIINT

e E TIITMT

Intelligent

E PIatfgrm

«

. 0
Oy M <
. - Q
- . >
. M o
- u .
% . .

=25, WAN EIM, A EhE A 2t Gl0] X H2tEl Af

=

HERZ 7 20| E% HTTP EEHulOﬂ Chst 7
Prepositioning amic HTTP Caching (YouTube) |
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AKAMAI

2|t Edge Caching

AKAMAI CONNECT

World'’s Best Optimization Solution for HTTP Traffic
AKAMAI CACHING AND ACCELERATION

Transparent HTTP Dynamic URL OTT Akamai
Caching HTTP Caching Connected Cache

CISCO WAAS

LZ TCP Data
Compression Optimization De-duplication

Now Supports

Akamai Cloud | Single-sided Optimization | Secure Direct Internet Access

M(Cisco
“»Connect

Content
Pre-positioning

Application Specific
Acceleration

NI
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M(Cisco
“»Connect

Transparent Cache

L Data Center WAAS

Any IP Network

¥ 77\7\
e -
y i - )
& I > %
XIE A8 .
Transparent Caching from SSL Handling, Transport Optimization,
| Deduplication and Application Optimization HTTP/S Web
| provided by WAAS | Content
: | POS G|O| Ef
O|OfX| m}
H HE9D Mk o7}oto| &2 M: CIelY 7ig=
«  MPLSZ|MO| H|A CHAHAZE - X|=H9o| POS datal CHot 7N H&
- AMEXIO| HHE Lt £ g3 *  Round Trip Time2| &4
- CI= Z2Lx4E of=2|#Ho|M « Latency &4
. Ef%t&* O|C|0{E &R5t= HIX| LA 2hE - Network congestion ZFA

- ZAHIX0j| CH3t Pre-positioning
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M(Cisco
“» Connect

Akamai Connected Cache

Akamai Intelligent

Plgﬁ’\cforrm
’J - 7 N _
< ¥ < > ¥
XI& AL | - LS v ol
Akamai Connected Cache Akamai Intelligent H| E % 3 Akamaized
Platformo 2 OI= Web HTTP Content
ol {Eg 3 Aghk OofZtOfo0| &&FM:
1 ZHO| contentsZ} OrZt0OFO| Z3HF0f| 7H A 7120 X|™ LHO|| 7 & SEA| =3 E contentsOf|
et d M3t 0|20 = XMl HE0AM L CHoF 7H A 7<| =
=AN|d O] sf & Or7t0Or0| S8 = 0| Al N|Sot= Lt contents
AMEX= X EOM 7L E[0] = contents& = AP
INE= Akamal Intelligent Platform LS| HZAQ|

HSiAM = XAFEC 2 HHY
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Over-the-Top Caching

ol ES3 Az

OTT Caching

- HC2 ETo s o=

«  Congestion2| &

* YouTubexlf o

7t

et &2 Af

M(Cisco

» CONnect
You
SEH M2 Y
WS HIC|Q HHX
HFO|Z H|C|Q

of7}nfo] & & 4:

=9 H|C|@ X0 Ciat 714
[he = =zt

INES MOHH XL A FRE X E
Ji
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Akamai Connected Cache XA 3 Connect

HTTP
Web Content

Edge Caching — O}Zt0}0| HHE|E

- 0b7t0t0] 2] £ caching rules At

. 4EH:§4_8 7:|I—|o|
4 o
= o i |:| x

@giaﬂﬁ i %é%ﬁ

5’?939 Caching rule % upd ate

AFE XL} O o*r Contentse A S o/l S PNpS]
G| O| E{ Ml E{ server0f A{ download

XL
—T

O

NI
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5. IWAN Secure Connectivity



M(Cisco
“» Connect

Secure Connectivity

HESRR X AFSAL E¢F 3t

--=‘§\§=='..> CiTRIX
Private
Cloud

¥
Virtual amazoncom

Private (:irackspﬂc;g
Cloud

7

Public
Cloud

saley‘brcg:.com‘

Secure

Internet
Access

T2 AbSt
1. MRS S8 ML
2. QIE{4l MH|A I

IE ALE Xt Cf|O|E{0f Clish 2| & 2|7 4o
St E M| 20| CHgt ArEX} YM|A B

OI-J--
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HESA0| 3 Y o 3Bttt
IOS 7|Ht9o| Hig|H

» Control the Perimeter:
- LHE S F HERZAY oot E¢t 7|5

« Protocol anomaly detection Bl Stateful inspection 7|5 X| & i it
Data Center__"&"

y E—l—Oﬂ IZH ot ‘&l’il (SIP SCCR H323) S ASREPMD
. Dos SA0 Liet &o ISP A ISP C

> M.
« Split Tunnel 7| 52 2 TrafficOf| Cijet 24 3 CrFst C| KR! M3

+ LiF ety 7S

‘Zable
» Sl
-+ F7HHQl FHlol 79 81O ISR01IA1 Ms (HE 24)
« LCtASE Ciscol| AMH|A R HE: SRE, Scansafe, WaaS Express
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Remote Site HQF AX

zone security INSIDE . £ ]
zone security OUTSIDE L. L{i/2|F Zone &8

class-map type inspect match-any INSIDE-TO-OUTSIDE-CLASS
match protocol ftp

match protocol tcp 2. 922 Mag|s
match protocol udp TS
match protocol icmp

trafficOj| CHSt classification

policy-map type inspect INSIDE-TO-OUTSIDE-POLICY
class type inspect INSIDE-TO-OUTSIDE-CLASS

inspect : —
class class-default 3. = & trafficOj Cfch
drop policy mapping

zone-pair security IN_OUT source INSIDE destination OUTSIDE
service-policy type inspect INSIDE-TO-OUTSIDE-POLICY

79 1o
i gle

)

ﬁ @,

M(Cisco
“» Connect

-~ ~

P

/
4

Firewall

i Security Zone _~7

1
| INSIDE

4. Service policy
pSK=3
—] O _|

'I,OS Zone [} -

T

Secure Remote Site

e e e e e e R
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I0S 7|dto| Hio}tH

ip access-list extended ACL-RTR-IN
permit udp any any eq non500-isakmp
permit udp any any eq isakmp

permit icmp any any echo

permit icmp any any echo-reply
permit icmp any any ttl-exceeded
permit icmp any any port-unreachable
permit udp any any gt 1023 ttl eq 1

ip access-list extended ESP-IN
permit esp any any

ip access-list extended DHCP-IN
permit udp any eq bootps any eq bootpc

— Interface rule A%

MCisco
“» Connect

class-map type inspect match-any INSPECT-ACL-IN-CLASS
match access-group name ACL-RTR-IN

class-map type inspect match-any PASS-ACL-IN-CLASS
match access-group name ESP-IN 2. ACLOf| Cligt Classification
match access-group name DHCP-IN '

policy-map type inspect ACL-IN-POLICY
class type inspect INSPECT-ACL-IN-CLASS
inspect

class type inspect PASS-ACL-IN-CLASS

pass
class class-default 3. Inbound Policy map &7

drop

INITr
CISCO . TOMORROW starts here



IOS 7|dto| HISIH _ Interface rule X  £commect

>
ip access-list extended ACL-RTR-OUT class-map type inspect match-any INSPECT-ACL-OUT-CLASS
permit udp any any eq non500-isakmp match access-group name ACL-RTR-OUT
permit udp any any eq isakmp
permit icmp any class-map type inspect match-any PASS-ACL-OUT-CLASS
match access-group name ESP-OUT 2. ACLOf| CHst Classification

match access-group name DHCP-OUT

policy-map type inspect ACL-OUT-POLICY
class type inspect INSPECT-ACL-OUT-CLASS

ip access-list extended ESP-OUT inspect

permit esp any any class type inspect PASS-ACL-OUT-CLASS

: : pass

ip access-list extended DHCP-OUT class class-default 3. Outbound Policy map A1
permit udp any eq bootpc any eq bootps drop

INITr
CISCO . TOMORROW starts here



10S 7|tto| His}H

zone-pair security TO-ROUTER source OUTSIDE destination self

service-policy type inspect ACL-IN-POLICY

Li/2| 5 2| Zone-pair A7H

(Mgt Policyd CH2F mapping)

zone-pair security FROM-ROUTER source self destination OUTSIDE

service-policy type inspect ACL-OUT-POLICY

interface GigabitEthernet0/0
description Internet Connection
zone-member security OUTSIDE

Interface GigabitEthernet0/2.64
description Wired Data
zone-member security INSIDE

interface Tunnell0
description DMVPN-1 tunnel interface
zone-member security INSIDE

Zt interfaceOf CH3t zone-member A%  ERELLEIRIY
1. Internal interface Zone INSIDE

2. External physical interface
3. DMVPN tunnel interface

M(Cisco
“» Connect

Gig0/0
Zone OUTSIDE

G0/2.64
Zone INSIDE

NI
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Direct Internet Access

7|20l NAT/PAT M%

M(Cisco
»Connect

ip nat inside source list NAT interface GigabitEthernet0/0 overload 2. NAT configuration

ip access-list standard NAT

permit 10.10.31.0 0.0.0.255 L. ACLE 0| &gt NAT 35 Tie)

~
S

Secure Remote Site

IP NAT Inside

~,
Y

IP NAT Outside

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

interface GigabitEthernet0/0
ip nat outside

interface GigabitEthernet0/2.64
ip nat inside

3. Interface®| NAT IN/OUT X| ™
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M(Cisco
“»Connect

Secure Internet Access

Cloud Web Security (CWS)

Internet EdgeE S £ 9|3t
I0S 7|d} dig|H WAN1
(IP-VP

I

WAN?Z
(Internet) )

IWANE £t IPsec
VPN E{d

orAacLe
CiTRIX' =% Windows8

£ Af/E| 0| Ef M E/
AE Z2HSE

salesforee.com
=8 Windows 8
19— Cisco
et webex
== Google
ISR HYE| S 0|23 L ¢ 3
CWS MH|A A5
CWS
Web Filtering, Access OlE{ull
Policy, Malware Detect
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E 35t CWS Connector 3 Connect
« 7|2XOZ ISR G2 2t L{Of L{Z.
— 10S 15.4(1)T version 2 E{ VRFO| CHst X| L
« X|H 2t2E 20A SIE4l EZ &0 C{3t Redirection= transparent forwarding
- Tower0f Cst Redundancy X|&
- SA e W 2L EZO0 O Single point Zt2| A|S

Secure Remote Site A ﬂ’b
A ¥
AR — Google
/’ =~ ¢ w8
- ﬁ—@“ = don
0.0
DMI/PN ~0 0.0.0.0
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CWSZ= =9l Data Flow

HTTP/HTTPS S2I0|HE Q| @™ 2 Cloud&of| EX5t=
CWS proxy 2 redirection

off e 282 CWS proxyUiof] 280 = A 8 Filter0f
checking

M(Cisco
“» Connect

5|2 =l Request0f CHBHA trafficE clientZ return ',':','s'é',;:,' Cisco Cloud Web Security

<+  Web requests

<4  Fjltered traffic
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CWSQo| =9t XI=x 3lg| ZT= 3 Gonnect

Cisco ScanCenter Portal (https.//scancenter.scansafe.com)

nIn
cllsclo Cisco Cloud Web Security Helo | Guides | Logout
cdavy@cisco.com logged into: Cisco Validated Design Group

Dashboard Web Virus

@ Cisco Cloud Web Security
Username } ’ - -
S | @ Reports = E Dashboard = | M A, Web Policy =
m Create a New Report: Composite Reports: Web Virus Blocks:: Spyware Blocks:» Fllhei Schedules =

Application Reports .. Web Filtering Blocks - Facebook Usage .-

Forgotten your password?

© 2014 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, c15co

Inc. and/or its affiliates in the U.S and certaln other countries.

@ 2014, Clsco Systems, Inc. | Privacy Policy | Disdalmer
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Cloud Web Security

Cisco ScanCenter Portal — 15 AHM

et sicco Cloud Web Security

M(Cisco
“» Connect

Help | Guides | Logout

Admin

S

1 Downloads 1

Reports

CISCO cdavy@cisco.com logged into: Cisco Validated Design Group
Home Dashboard Web Virus Spyware Web Filtering
" Your Account 1 Authentication 1 Management 1 Audit 4 HTTPS Inspection
I Add Mew Custom Group
Enter the new Custom Group name
> CWS-REMOTE-SITES |

Custom Groups can be any alphanumeric combination up to 256 characters.

parameter-map type content-scan global

Must Match

license 0 893EECEED111C32D2A205A8204079043
source interface GigabitEthernet0/0

L suser-group CWS-REMOTE-SITES
server scansafe on-failure block-all

server scansafe primary ipv4 72.37.248.27 port http 8080 https 8080
server scansafe secondary ipv4 69.174.58.187 port http 8080 https 8080

il I Il I I
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Cloud Web Security % Connect

Cisco ScanCenter Portal - & 7| MM

i i Help | Guides | Logout
CISCO CISCG CIGUd WEb SECurlty cdaw@cisco.com logged into: Cisco Validated Design Group
Home Dashboard Web Virus Spyware Web Filtering Admin Reports
-
Your Account 1 Authentication 1 Management 1 Audit 41 HTTPS Inspection 1 Downloads 4

I Group Authentication Keys

— Create, activate and deactivate a group authentication key
To add or delete a group, go to the "Groups" link in the "Management” menu or click here

Search: | CWS-REMOTE-SITES Search| Reload list ¥3
Group Name Key Ref State Action Sel.
CWS-REMOTE-SITES @ No key @ Mo key Create Key |

One item found.

Page 1
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Cloud Web Security % Connect

Cisco ScanCenter Portal - & 7| MM

i i Help | Guides | Logout
CISCO CIECG CIG L,I'd WEb SEC J rlty cdavy@cisco.com logged into: Cisco Validated Design Group
Home Dashboard Web Virus Spyware Web Filtering Admin Reports
s
Your Account 1 Authentication 1 Management 1 Audit {4 HTTPS Inspection 1 Downloads 1

| Authentication Keys

The following Authentication Keys have been created. You are advised to immediately copy these to a text file, save in a secure location,
and email to the designated administrator for safe keeping. Key values are stored in an encrypted format, and it is not possible for them
to be displayed again, after navigating away from this page.

MName Authentication Key Type Authentication Key

CWS-REMOTE-SITES Group B93EECEED111C3202A205A8204079043

Sendﬁ.'iaemailtﬁtr'fuser*| @ [ ciscocom % -
parameter-map type content-scan global
server scansafe primary ipv4 72.37.248.27 port http 8080 https 8080 Must Match
server scansafe secondary ipv4 69.174.58.187 port http 8080 https 8080

license 0 893EECEED111C32D2A205A8204079043 <
source interface GigabitEthernet0/0

user-group CWS-REMOTE-SITES

server scansafe on-failure block-all

il I Il I I
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M(Cisco
“»Connect

Cloud Web Security

Cisco ScanCenter Portal — ZE AiM

e
CIsCo

Cisco Cloud Web Security

Help | Guides | Logout
cdawvy@cisco.com logged into: Cisco Validated Design Group

Dashboard Web Virus Web Filtering

-

Spyware Admin Reports

Management 1 Notifications 1

Web Filtering » Management » Filters » Edit Filter

Manage Filters 27 Edit Filter 5. Create Filter

Filter Name: | Filter Warned Sites %

Select the categories to be included in the filter"Filter Warned Sites"

# Inbound Filters [7] Adult [[] Advertisements
' Alcohol Arts
Categories{HTTP) O O
[7] Astrology [] Auctions

Categories{HTTPS)

[7] Business and Industry [] Chat and Instant Messaging

Applications
Exceptions

Custom User Agents

[7] Fashion
[7] Filter Avoidanoe
[F7] Freeware and Shareware

[[7] Games

Domains [7] Cheating and Plagiarism ] Computer Security
Content Types [[7] Computers and Internet Dating
Named file - [] Digital Postcards [[7] Cining and Crinking
_ [F7] Dynamic / Residential [[] Education

#:% Bi-directional Filters [F7] Entertainment [[]] Extreme

[ File Transfer Services
[ Finance
Gambling €—

[ Government and Law
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CISCO . TOMORROW starts herg




Cloud Web Security % Connect

Cisco ScanCenter Portal — A M X

Web Filtering » Management » Policy » Create Rule |

= Manage Policy E7 Edit Rule 55 Create Rule

Name | CWS-REMOTE-SITE-WARN Active M
Description | Remote Site WAN Warning Policy
Rule Action /@ [ Warn 0

— Define Group {"WHO"™)

Search for a group by clicking on “Add Group". To set a group as an exception to the rule, select the corresponding “Set as Exception” box (action of NOT).
If no group is selected, this rule will apply to anyvone. Adding multiple groups has the action of "OR", so users will need to be in any of the groups listed for
the rule to take effect.If a user is 8 member of both a regular group and an exception group the rule will not be matched.

Group Set as Exception Delete
CWES-REMOTE-SITES |1 'ﬁ'

— Define Filters ("WHAT")
Choose a Filter from the list and click "Add". To set a Filter as an exception to the rule, select the corresponding "Set as Exception” box (action of NOT).

Add Filter | Filter Blocked Sites 8
Filter Set as Exception Delete
Filter Blocked Sites ] i
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o E| Ato] CWS M 3, Gonnect

parameter-map type content-scan global

server scansafe primary ipv4 72.37.248.27 port http 8080 https 8080
server scansafe secondary ipv4 69.174.58.187 port http 8080 https 8080
license 7 04095B242A071A6A513B5133422D2F550B7901706310744652332152040F010502
source interface GigabitEthernet0/0

1. ScanSafe server X|d

user-group CWS-REMOTE-SITES 2. License M X
server scansafe on-failure block-all 3 A2 12 MF
CWS Towers
’ Secure Remote Site A ﬁ’b
] — (A (O N
1 = =

"TB

I 30|°‘A3
o niemeily
4. Tunnel interface 0Of & *H

X
i QQOO
| bmyp,, Y 0.0 interface Tunnell0
j N 0.0 S
1 E=a; description DMVPN
content-scan out
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CWS whitelist A4 3 Connect

LHE & MH|AE 3t whitelist &7

ip access-list extended CWS-EXCLUDE content-scan whitelisting
permit ip any 10.0.0.0 0.255.255.255 whitelist acl name CWS-EXCLUDE

1 L& & MH[AF et ACL = 2. MASE ACLS Whitelistof| M2

A X
= O

CWS Towers
Secure Remote Site AL mb
{ E (R (R o
A —> Google
l AA‘?’ s T (&)
20l ‘
' @
N\
@ G0/0
i
| OMvepy,
. e Internal Web Se
rvices
80/443
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6. IWAN Management



Cisco IWAN 2ig|

T2 22| gl Inventory 22| o= 2|#|o] M £t2| 3 THA|S

. InfraPsttIrrS c?tu re lee/\Ctlon

Simplifying the Network
NETWORKS

||| 118
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MCisco
“» Connect

Prime Infrastructure 2.2

Virtuzl Domsin ROOT-DOMAIN
+ Cisco Prime
lnfras['mcture ; .
4 ﬁ Dashboard | * Monitor ¥ Configuration Inventory ¥ Maps ¥ Se

IWAN

PnP X|&& |3t IWAN workflow OfEH A}
M-S Q . > B o

%l Jé‘_ g\l 7 | I:Ll_ 9_' IWAN AE-I IC;I Before You Begin Choose Configuration Select Devices Configure DMVPN for H... Cenfigure PFR. for Hub ... Configure AVC-Inter
PfRv3 Z 0 Ql, MC/BR M e
- Devices review
AVCO“ l:HOI_I- _C')_I_'I%él AE-ixo-i xl-OIEI Name
QOS M x‘l Xl O—I O Al Selected Devices
. &) SEAWOLF_Gadi *DMVF‘N-F‘r&Ehared-K&y| 3842fdfd
CVD 7| HI_|-9 % = qu 5’-' A E—I |:||-O| Q *DMVPN-GRE-Tunne-IP[ 10.3.4.1

*DMVF’N—GRE—TunnEI—5ubnet—|"-"|ask| 255.255.255.0
"DMVF‘N-F‘hysical-Interface| GigabitEthernat0/0/1

|

|

HS }
AVC Readiness Assessment “EIGRP_AS-Number| 24 I
|

|

|

*DMVF’N-GF‘.E-TunnEI-Subn&t| 10.3.4.4

AVC, QOS, PfR 7|'A|Ao-| X-”_g_ *Internet-WAN-Bandwidth-Kbpﬁl 1000
*Loopback_IP| 10.35.30.1

= 5 -
APIC EM A‘I Hlﬁgfgl E =) ' *Loopback_Mask| 255.255.255.0
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M(Cisco
“» Connect

Prime Infrastructure Plug-n-Play

USB |2 2| S O|& 3t Installation
« Installer connects LAN/WAN cables
« ISR2 USBH|ZZ|E £ bootstraps 2ZH

Prime Plug-n-Play O{Z2|#|0|M
- Installer connects LAN/WAN cables + a USB console cable to a Laptop/iPhone/iPad
+ PnP 0{Z2|#|0] 40| 22 EH 2| bootstrap= 23

Cisco Configuration Professional Express (ISR Device GUI)
- Installer connects LAN/WAN cables + a PC to a LAN port
« CCP Express O] Z2|#0|M0| 2}2E 2| bootstrapE 2 &
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M(Cisco
s Connect

Prime Infrastructure Plug-n-Play

WAN1
(HEH/VPN)

= Nl l=kl=
/b2 2etec

A2 IOS o|O|X| & Z=7|
PnP Application configuration loading& Prime Infrastructure Server
%2t Cisco PnP protocol

IOSZH|o| £& 1t 215 = ¢t Deployment0f Ci3t 2a|/HiZ M2 E m3t
A X| 0{Z2|AH 0|M (iPhone, iPad, (images, configurations, and licenses)

Windows PC)

],
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LiveAction

N b 3 E, ,\l";, -
2= ILiveAction
' .

Simplifying the Network

See. Point. Click. Fix.

2t

=x

o AMX
= o

Of=2[# 0] 214 7[Hre| HESA ds &t
QoS KXo o E2|# 0]H
NE of=2[A 0[10] L2t flowS
= IP SLAO| Chet &2tH ¢l
QoSdj| Cfict JEf ZLIHT

M(Cisco
“» Connect

LiveAction 8 24

Flow

QoS Monitor

// ‘\"] ' :
«L -

QoS Configure

LAN

Routing
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X=X Az g ! GoRec

B Al ZHAHE ELHHE A
E

Ot

- PfR 420 CH
- PfR X0 C{sr OfHl

- By SdiA R o=2AH 0l B 22T S

:

2d AL 2E R EZE

v A 4

Before Brown-Out (Northern Path)  After Brown-Out (Southern Path) Out-Of-Policy
' — Threshold Crossing Alert

Y T S

i

i
i { !
i
D
fIEeeeEEE
!
: i

A

SERRRERERREREEREEREETEERE
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Cisco APIC - Enterprise Module % Connect

ot QoS IWAN: Third Party
Xf%ﬂ' AN 4= ;t|7t—|9|. o-| E|71|0|A:| o=

e ¢
~

Cisco APIC - Enterprise Module

N

CHIXILA 8 i 9
m[—%licyﬁ Automation
Database Infrastructure | E-?-_IELQ_| X| '5§|- ol X,_"—E—§|'
- i HERZS += & HZo
Network Devices
Catalyst, ASR,.ISR - WA HERFS ST
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Cisco APIC-EM 0Oj| H|

800 /[ase

M(Cisco
“» Connect

System

@ Hub Configured

LIR Specify Router IP

Configure WAN Clouds

Summary

IP Address Pool

=
% 1 [ Network Diagram * /' [ WAN App. * Ng—_ L3 Provisioning Site
64.100.10.15 = index.htm| | = z
C D /apic-em [iwanapp/index.htm X P [~ hovi Changes |
d oo T o [~ =8
Ste T,
Settings Global Configuration Troubleshosting Monitoring ErTEET
Newly Discovered Devices > Network Wide Settings > Application Experience Application Policy > Two Router Configuration One mulnulilﬁllg two WAN clouds One Router Configuration
‘configuration
O ﬁ @ ruwspwen @ L 2 [ .
0%
NTP wan -
o ° Application Issues Aplications
9 m @ ons Recognized
Q i @ oter ; “
11 Issues in the last 72 hrs. Applications
73% . Relevant to Business
2 4 1 —
Warehouse|  Retail ‘ Other IP Addresses Allocated OO/O
5 : =
2 3 Capacity Planning .06 /[iaso % | Network Diagram % ) [ WAN App * \ .
Sites Levels Defined Defined 64.100.10.15/apic-em/iwanapp/index. html =
Bandwidth Utilization et fapl / P/t =
Users Currently Affected i
aliln % i
628 45 - To - T== )%
o ] . .
syncing ‘ Provisioning Sites Exceeded Capacity Network Wide Settings

£ Certified 10S Releases ’

Click to configure

Bandwidth: 155Mbps

Router Type: Type2 (V)
Management IP: 10.0.0.2
Model: Cisco ASR 1001-X

Configure Routers

- nfigure WAN Cloud

er=J

Bandwidth: 155Mbps

&9 Router Type: Type2

Management IP:10.0.0.3
Model: Cisco ASR 1001-X
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7. Why Cisco IWAN?



- IWAN E3} 7t

M(Cisco
“» Connect

:i:: !f;i':!
o | ——
AN e AR AN e AR
g (AN @ B AAR| < Al 0 8 AR

PN TS A==
anl an

g |
£

DCI
WAN Core

Internet

A
2 o{E2|H0o|M H&5 EZZ 8t Performance Routing X|
X|™Mo| WAN Y= |3t Load-balancing X|&

X| ™o ofZg|#H 0| M BHE
O|Z2|AH|0|M M5 ST CUZ LS WX|SH7| 98 WAAS +
Akamai

s BN D=

TIM1 ‘ -< 10 110 IIQ
- ISR- —

Prime, LiveAction, or GlueWareg &9t Lot 22| & XS VWAAS ‘o
APIC-EM1} E2to 2 SDN £8M X|&

Branch-513
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M(Cisco
“» COnnect

SELF LEARNING N
ETWORKS

Predictive
Self Directed
PSS, Inter-Cloud O|&-d A5, Z[& 2}, AMP

.3{

re VPN Overlay,
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