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! Turn off unnecessary services

!

no ip domain-lookup

no cdp run

no ip http server

no ip source-route

no service finger

no ip bootp server

no service udp-small-servers

no service tcp-small-servers

! Turn on logging and read-only snmp

!

service timestamp log datetime localtime
logging 10.3.8.254

logging 10.3.8.253

snmp-server community Txo~QbW3XM ro 98

! Generate RSA keys and enable SSH access. This requires the router support encryption.
! You will be prompted for the size of the RSA key. 1024 bits was chosen for the SAFE

! lab implementation
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crypto key generate rsa

ip ssh timeout 120

ip ssh authentication-retries 5

! Set passwords and access restrictions
!

service password-encryption

enable secret %Z<)|z9~zq

no enable password

!

!

access-list 99 permit host 10.3.8.254
access-list 99 deny any log

!

access-list 98 permit host 10.3.8.253
access-list 98 permit host 10.3.8.254
access-list 98 deny any log

!

line vty 0 4

access-class 99 in

login authentication default
password 0 X)["j+#T98
exec-timeout 2 0

transport input ssh

transport output none

line con 0

login authentication no_tacacs
password 0 X)["j+#T98
exec-timeout 2 0

transport input none

line aux 0

transport input none

password 0 X)["j+#T98

no exec

!

banner motd #

This is a private system operated for and by Cisco VSEC BU.
Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

#

! Turn on NTP with authentication and access control
!

clock timezone PST -8

clock summer-time PST recurring

!

ntp authenticate

ntp authentication-key 1 md5 -UN&/6[oh6

ntp trusted-key 1

ntp access-group peer 96

ntp server 10.3.4.4 key 1
!
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access-list 96 permit host 10.3.4.4
access-list 96 deny any log

! Turn on AAA

!

aaa new-model

aaa authentication login default tacacs+
aaa authentication login no_tacacs line
aaa authorization exec tacacs+

aaa authorization network tacacs+

aaa accounting network start-stop tacacs+
aaa accounting exec start-stop tacacs+

!

tacacs-server host 10.3.8.253 single-connection
tacacs-server key SJj)j~t]6-

000000000000 O00000000000000 OSPHE Open Shortest Path Firstt D D 0000000000
OMOO0000OMDS Message Digest SIDO0 000000000 O000O0O0OO0OOOO

interface FastEthernet1/0

ip address 10.3.3.3 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 8R%xi!0eUUxF
!

router ospf 1

log-adjacency-changes

area 0 authentication message-digest

network 10.3.3.0 0.0.0.255 area 1

network 10.3.4.0 0.0.0.255 area 1

Ry F

00000000000 00000000000 Catalyst(R)OSOODO0DO0OOD0OO0OO0O0O0OO0OOODOOOODOOOOO
O0000iscolOS(R)OD00D0DMOODODO0ODO0ODOOOOoOn

! Turn on NTP

!

set timezone PST -8

set summertime PST

set summertime recurring

set ntp authentication enable

set ntp key 1 trusted mdS -UN&/6[oh6
set ntp server 10.3.4.4 key 1

set ntp client enable

! Turn off un-needed services
!

set cdp disable
set ip http server disable

! Turn on logging and snmp
!

set logging server 10.3.8.253
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set logging server 10.3.8.254

set logging timestamp enable

set snmp community read-only Txo~QbW3XM
set ip permit enable snmp

set ip permit 10.3.8.254 snmp

! Turn on AAA

!

set tacacs server 10.3.8.253 primary

set tacacs key SJj)j~t]6-

set authentication login tacacs enable telnet

set authentication login local disable telnet

set authorization exec enable tacacs+ deny telnet
set accounting exec enable start-stop tacacs+

set accounting connect enable start-stop tacacs+

! Set passwords and access restrictions
!

set banner motd <c>
This is a private system operated for and by Cisco VSEC BU.

Authorization from Cisco VSEC management is required to use this system.
Use by unauthorized persons is prohibited.

<c>

! Console password is set by ’set password’

! Enter old password followed by new password
! Console password = X)["j+#T98

!

! Enable password is set by ’set enable’

! Enter old password followed by new password
! Enable password = %Z<)|z9~zq

!

! The following password configuration only works the first time
!

set password

X)[+#T98

X)[N+#T98

set enable

cisco

%Z<)|z9~zq

%Z<)|z9~zq

!

! The above password configuration only works the first time
!

set logout 2

set ip permit enable telnet

set ip permit 10.3.8.253 255.255.255.255 telnet
set ip permit 10.3.8.254 255.255.255.255 telnet
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! Basic 10S IDS configuration using syslog for reporting

!

ip audit attack action alarm drop reset

ip audit notify log

ip audit name alarm1 info action alarm

ip audit name alarm1 attack action alarm drop

!

! IPSec crypto configuration to remote branches of the small network
!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key 7Q!r$y$+xE address 172.16.128.2
crypto isakmp key 7Q!r$y$+xE address 172.16.128.5

!

!

crypto ipsec transform-set remotel esp-3des esp-sha-hmac
!
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crypto map entl 30 ipsec-isakmp

set peer 172.16.128.2

set transform-set remote 1

match address 107

crypto map entl 40 ipsec-isakmp

set peer 172.16.128.5

set transform-set remotel

match address 108

!

! The access-lists below allow both user traffic as well as management
! traffic to be encrypted

!

access-list 107 permit ip 10.4.0.0 0.0.255.255 10.5.0.0 0.0.255.255
access-list 107 permit ip host 10.4.1.253 host 172.16.128.2
access-list 108 permit ip 10.4.0.0 0.0.255.255 10.6.0.0 0.0.255.255
access-list 108 permit ip host 10.4.1.253 host 172.16.128.5

!

! Interface settings for the inside interface of the router. NAT, IOS IDS, and
! 1OS firewall are enabled.

!

interface FastEthernet0/0

description Inside Interface

ip address 10.4.1.1 255.255.255.0

ip access-group 109 in

ip nat inside

ip inspect smbranch_fw in

ip audit alarm1 in

!

! Allow ICMP from within the small network out to the Internet

!

access-list 109 permit icmp any any echo

!

! Allow the internal DNS server to communicate with the public DNS server
!

access-list 109 permit udp host 10.4.1.201 host 10.4.2.50 eq domain

!

! Allow internal users access to the public services server for HTTP,

! SSL and FTP traffic.

!

access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq www
access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq 443
access-list 109 permit tcp 10.4.0.0 0.0.255.255 host 10.4.2.50 eq ftp

!

! Allow the internal mail server to communicate with the public mail server
!

access-list 109 permit tcp host 10.4.1.201 host 10.4.2.50 eq smtp
!

! Allow Telnet access from the management host to the SCAT-1 switch
!

access-list 109 permit tcp host 10.4.1.253 host 10.4.2.4 eq telnet
!

! Deny all other access to the public services segment
!
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access-list 109 deny ip any 10.4.2.0 0.0.0.255
!

! Allow the sIOS-1 router and sCAT-2 switch to synchronize time
!

access-list 109 permit udp host 10.4.1.4 host 10.4.1.1 eq ntp

!

! Allow SSH access from the management host to the sIOS-1 router
!

access-list 109 permit tcp host 10.4.1.253 host 10.4.1.1 eq 22
!

! Allow established connections to the management host back to the sIOS-1 router
!

access-list 109 permit tcp host 10.4.1.253 eq tacacs host 10.4.1.1 established
!

! Necessary for TFTP access from the management host to the sIOS-1 router
!

access-list 109 permit udp host 10.4.1.253 gt 1023 host 10.4.1.1 gt 1023

!

! Block all other access to the inside interface on the sIOS-1 router from the

! internal network

!

access-list 109 deny ip 10.4.0.0 0.0.255.255 host 10.4.1.1

|

! Block all other access to the outside interface on the sIOS-1 router from the
! internal network

!

access-list 109 deny ip 10.4.0.0 0.0.255.255 host 172.16.132.2
!

! Allow all other internal devices access to the Internet
!

access-list 109 permit ip 10.4.0.0 0.0.255.255 any
!

! Block and log all other traffic

!

access-list 109 deny ip any any log
!

! Interface settings for the public services interface of the router. NAT, IOS IDS, and 10S firewall are enabled.
!

interface FastEthernet0/1
description DMZ Interface

ip address 10.4.2.1 255.255.255.0
ip access-group 105 in

no ip redirects

ip nat inside

ip inspect smbranch_fw in

ip audit alarm1 in

!

! Allow sCAT-1 switch to synchronize time with sIOS-1 router
!

access-list 105 permit udp host 10.4.2.4 host 10.4.2.1 eq ntp
!

! Allow TACACS+, TFTP, and syslog from the SCAT-1 switch to the
! management host
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access-list 105 permit tcp host 10.4.2.4 host 10.4.1.253 eq tacacs
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq tftp
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq syslog
!

! Allow HIDS traffic from the public services server to

! the management host

!

access-list 105 permit tcp host 10.4.2.50 host 10.4.1.253 eq 5000
!

! Allow the public email server to send mail to the internal mail server
!

access-list 105 permit tcp host 10.4.2.50 host 10.4.1.201 eq smtp

!

! Deny all other connections originating from the public services segment
! to the internal network

!

access-list 105 deny ip any 10.4.0.0 0.0.255.255

!

! Permit all mail and DNS traffic originating from the public services
! server

!

access-list 105 permit tcp host 10.4.2.50 any eq smtp

access-list 105 permit udp host 10.4.2.50 any eq domain

!

! Deny all other traffic and log

!

access-list 105 deny ip any any log

!

! Interface settings for the public interface of the router. NAT, IOS IDS,
! 1OS firewall, and IPSec are enabled.

!

interface Seriall/0

description Outside Interface

ip address 172.16.132.2 255.255.255.0

ip access-group 103 in

no ip redirects

ip nat outside

ip inspect smbranch_fw in

ip audit alarm1 in

crypto map entl

!

! Allows traffic from remote sites to the small network. Only needed
! when small network functions as a headend for remote sites.

!

access-list 103 permit ip 10.5.0.0 0.0.255.255 10.4.0.0 0.0.255.255
access-list 103 permit ip 10.6.0.0 0.0.255.255 10.4.0.0 0.0.255.255

!

! RFC 1918 filtering. Note network 172.16.x.x was not included in the
! filter here since it is used to simulate the ISP in the lab.

!

access-list 103 deny ip 10.0.0.0 0.255.255.255 any

access-list 103 deny ip 192.168.0.0 0.0.255.255 any
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! Allow any echo replies which originate from the 172.16.132.0
! network (NAT translated internal addresses) back.
!

access-list 103 permit icmp any 172.16.132.0 0.0.0.255 echo-reply
!

! Allow path MTU discovery (PMTUD) traffic.
!

access-list 103 permit icmp any 172.16.132.0 0.0.0.255 unreachable

!

! Allows IPSec traffic from remote sites to terminate on the sIOS-1

! router. Only needed when small network functions as a headend for

! remote sites.

!

access-list 103 permit esp host 172.16.128.2 host 172.16.132.2
access-list 103 permit udp host 172.16.128.2 host 172.16.132.2 eq isakmp
access-list 103 permit esp host 172.16.128.5 host 172.16.132.2
access-list 103 permit udp host 172.16.128.5 host 172.16.132.2 eq isakmp
!

!

! Allows management of remote sites. Only needed when small network
! functions as a headend for remote sites.

!

access-list 103 permit tcp host 172.16.128.2 host 10.4.1.253 eq tacacs
access-list 103 permit udp host 172.16.128.2 host 10.4.1.253 eq syslog
access-list 103 permit udp host 172.16.128.2 host 10.4.1.253 eq tftp
access-list 103 permit tcp host 172.16.128.5 host 10.4.1.253 eq tacacs
access-list 103 permit udp host 172.16.128.5 host 10.4.1.253 eq syslog
access-list 103 permit udp host 172.16.128.5 host 10.4.1.253 eq tftp

!

! Allow access to the public services server (via the NAT

! address of the server) for DNS, FTP, HTTP, SSL, and mail

! traffic

!

access-list 103 permit udp any host 172.16.132.50 eq domain

access-list 103 permit tcp any host 172.16.132.50 eq ftp

access-list 103 permit tcp any host 172.16.132.50 eq www

access-list 103 permit tcp any host 172.16.132.50 eq 443

access-list 103 permit tcp any host 172.16.132.50 eq smtp

!

! Deny all other traffic and log

!

access-list 103 deny ip any any log

!

! The following NAT configuration creates a pool of public addresses which
! are used by internal devices when they access the Internet

!

ip nat pool small_pool 172.16.132.101 172.16.132.150 netmask 255.255.255.0
ip nat inside source route-map nat_internet pool small_pool

!

! Static translation of the public services server to a registered

! address accessible from the Internet
!
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ip nat inside source static 10.4.2.50 172.16.132.50

!

route-map nat_internet permit 10

match ip address 104

!

! Do not use NAT for internal devices communicating with other network
110.0.0.0 devices, or for management traffic. Use NAT for all internal
! devices communicating with the Internet.

!

access-list 104 deny ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
access-list 104 deny ip host 10.4.1.253 host 172.16.128.2

access-list 104 deny ip host 10.4.1.253 host 172.16.128.5

access-list 104 permit ip 10.4.1.0 0.0.0.255 any
!

'SUFEANY BRIV ROBREEEDLEER

0000000000000 O IPSec-over-GREVPNOOOOOOMMOOOOODOOOOOOOOOOOOOOO
gboooboobobobooboobobooobooog

!

! Crypto Policy Settings

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key 7Q!r$y$-+xE address 172.16.226.28
crypto isakmp key 7Q!r$y$+xE address 172.16.226.27
!

!

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac
mode transport

!

crypto map entl 10 ipsec-isakmp

set peer 172.16.226.28

set transform-set 3dessha

match address 101

crypto map entl 20 ipsec-isakmp

set peer 172.16.226.27

set transform-set 3dessha

match address 102

!

access-list 101 permit gre host 172.16.132.2 host 172.16.226.28
access-list 102 permit gre host 172.16.132.2 host 172.16.226.27
!

! GRE Tunnel Settings

!

interface TunnelO

bandwidth 8

ip address 10.1.249.2 255.255.255.0

tunnel source 172.16.132.2
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tunnel destination 172.16.226.27
crypto map entl

!

interface Tunnell

ip address 10.1.248.2 255.255.255.0
tunnel source 172.16.132.2

tunnel destination 172.16.226.28
crypto map entl

!

! Crypto Map Application to Physical Interface

!

interface Serial1/0

ip address 172.16.132.2 255.255.255.0

ip access-group 103 in

crypto map entl

!

! Access-list 103 would need to be modified to both the IPSec connections
! from the corporate headquarters, as well as the GRE traffic.

!

access-list 103 permit gre host 172.16.226.28 host 172.16.132.2
access-list 103 permit gre host 172.16.226.27 host 172.16.132.2
access-list 103 permit esp host 172.16.226.27 host 172.16.132.2
access-list 103 permit udp host 172.16.226.27 host 172.16.132.2 eq isakmp
access-list 103 permit esp host 172.16.226.28 host 172.16.132.2
access-list 103 permit udp host 172.16.226.28 host 172.16.132.2 eq isakmp
!

! Note that all configurations pertaining to the remote sites is removed

!

access-list 103 deny ip 10.0.0.0 0.255.255.255 any

access-list 103 deny ip 192.168.0.0 0.0.255.255 any

access-list 103 permit udp any host 172.16.132.50 eq domain

access-list 103 permit tcp any host 172.16.132.50 eq ftp

access-list 103 permit tcp any host 172.16.132.50 eq www

access-list 103 permit tcp any host 172.16.132.50 eq 443

access-list 103 permit tcp any host 172.16.132.50 eq smtp

access-list 103 permit icmp any 172.16.132.0 0.0.0.255 echo-reply
access-list 103 permit icmp any 172.16.132.0 0.0.0.255 unreachable
access-list 103 deny ip any any log

gboboooooobobobooobooobooboboooomoooooooboobo

sPIX-1

00000000000 0ooO00oo00oOOo0O00oOO000oOO0ooOO0 PIXOOOOOooooooooooo
O0o00o0000ooO0o00oO00oO000O0O00OO00 PIXOOOOOOOOOOoOoOoooooooooooo
0000 IPSecVPNOOOUDDOOODOOODOOOO

!
! Interface settings for the public interface of the firewall
!

ip address outside 172.16.144.3 255.255.255.0

access-group 103 in interface outside
!
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! Allow encrypted traffic from remote sites and remote access users.

!

access-list 103 permit ip 10.5.0.0 255.255.0.0 10.4.0.0 255.255.0.0
access-list 103 permit ip 10.6.0.0 255.255.0.0 10.4.0.0 255.255.0.0
access-list 103 permit ip 10.4.3.0 255.255.255.0 10.4.0.0 255.255.0.0

! RFC 1918 filtering. Note network 172.16.x.x was not included in the
! filter here since it is used to simulate the ISP in the lab.

!

access-list 103 deny ip 10.0.0.0 255.0.0.0 any

access-list 103 deny ip 192.168.0.0 255.255.0.0 any

!

! Allow access to the public services server (via the NAT

! address of the server) for DNS, FTP, HTTP, SSL, and mail

! traffic

!

access-list 103 permit udp any host 172.16.144.50 eq domain
access-list 103 permit tcp any host 172.16.144.50 eq ftp

access-list 103 permit tcp any host 172.16.144.50 eq www

access-list 103 permit tcp any host 172.16.144.50 eq 443

access-list 103 permit tcp any host 172.16.144.50 eq smtp

!

! Allow echo reply generated from the internal network (via NAT translated
! addresses) back into the firewall

!

access-list 103 permit icmp any 172.16.144.0 255.255.255.0 echo-reply
!

! Allow path MTU discovery (PMTUD) traffic through the firewall.
!

access-list 103 permit icmp any 172.16.144.0 255.255.255.0 unreachable
!

! Allow syslog, TFTP, and TACACS+ management traffic in from remote sites.
!

access-list 103 permit udp host 172.16.128.2 host 172.16.144.51 eq syslog
access-list 103 permit udp host 172.16.128.2 host 172.16.144.51 eq tftp
access-list 103 permit tcp host 172.16.128.2 host 172.16.144.51 eq tacacs
access-list 103 permit udp host 172.16.128.5 host 172.16.144.51 eq syslog
access-list 103 permit udp host 172.16.128.5 host 172.16.144.51 eq tftp
access-list 103 permit tcp host 172.16.128.5 host 172.16.144.51 eq tacacs

!

! Interface settings for the private interface of the firewall
!

ip address inside 10.4.1.1 255.255.255.0

access-group 109 in interface inside

!

! Allow echo from internal devices
!

access-list 109 permit icmp any any echo
!
! Allow the internal DNS and mail server to communicate with the

! public DNS and mail server
!
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access-list 109 permit udp host 10.4.1.201 host 10.4.2.50 eq domain
access-list 109 permit tcp host 10.4.1.201 host 10.4.2.50 eq smtp

!

! Allow internal devices to access the public services server for web, FTP
!'and SSL access

!

access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq www
access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq ftp
access-list 109 permit tcp 10.4.0.0 255.255.0.0 host 10.4.2.50 eq 443

!

! Allow Telnet access from the management host to the mCAT-1 switch
!

élccess—list 109 permit tcp host 10.4.1.253 host 10.4.2.4 eq telnet
!

i Block all other access to the public services segment

!

;lccess-list 109 deny ip any 10.4.2.0 255.255.255.0

!

i Permit internal devices access to the Internet

!

;wcess—list 109 permit ip 10.4.0.0 255.255.0.0 any

i

! Interface settings for the public services (DMZ) interface of the firewall
!

ip address pss 10.4.2.1 255.255.255.0

access-group 105 in interface pss

!

! Allow echo-replies from internal network back through firewall
!

access-list 105 permit icmp 10.4.2.0 255.255.255.0 10.4.1.0 255.255.255.0 echo-reply
!

! Allow TACACS+, TFTP, and syslog from the SCAT-1 switch to the management server
!

access-list 105 permit tcp host 10.4.2.4 host 10.4.1.253 eq tacacs
access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq tftp

access-list 105 permit udp host 10.4.2.4 host 10.4.1.253 eq syslog

!

! Allow HIDS traffic from the public services server to the

! management server

!

access-list 105 permit tcp host 10.4.2.50 host 10.4.1.253 eq 5000

!

! Allow the public mail server to communicate with the internal mail server
!

access-list 105 permit tcp host 10.4.2.50 host 10.4.1.201 eq smtp
!

! Block all other access from this segment to the internal network
!

access-list 105 deny ip any 10.4.0.0 255.255.0.0
!

! Allow access from the public services server to the Internet for
! mail and DNS
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access-list 105 permit tcp host 10.4.2.50 any eq smtp
access-list 105 permit udp host 10.4.2.50 any eq domain

!

! IDS Settings

!

ip audit name full info action alarm

ip audit name fullb attack action alarm drop

ip audit interface outside full

ip audit interface outside fullb

ip audit interface inside full

ip audit interface inside fullb

ip audit interface pss full

ip audit interface pss fullb

!

! The following NAT configuration creates a pool of public addresses which
! are used by internal devices when they access the Internet
!

global (outside) 1 172.16.144.201-172.16.144.220

!

nat (inside) 0 access-list nonat

nat (inside) 1 0.0.0.0 0.0.0.00 0

nat (pss) 0 access-list nonat

!

! Static translation of the public services server to a registered address
! accessible from the Internet

!

static (pss,outside) 172.16.144.50 10.4.2.50 netmask 255.255.255.2550 0
!

static (inside,pss) 10.4.1.253 10.4.1.253 netmask 255.255.255.2550 0
static (inside,pss) 10.4.1.201 10.4.1.201 netmask 255.255.255.25500
static (inside,outside) 172.16.144.51 10.4.1.253 netmask 255.255.255.25500
!

! Access-list nonat determines what addresses use address translation

!

access-list nonat permit ip 10.4.0.0 255.255.0.0 10.5.0.0 255.255.0.0
access-list nonat permit ip 10.4.0.0 255.255.0.0 10.6.0.0 255.255.0.0
access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.3.0 255.255.255.0
access-list nonat permit ip 10.4.2.0 255.255.255.0 10.4.3.0 255.255.255.0
access-list nonat permit ip 10.4.1.0 255.255.255.0 10.4.2.0 255.255.255.0
!

! The following crypto settings are used when the firewall terminates VPN connections from the remote sites
!

no sysopt route dnat

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac

crypto ipsec transform-set remotel esp-3des esp-sha-hmac

crypto dynamic-map vpnuser 20 set transform-set remotel

crypto map entl 30 ipsec-isakmp

crypto map entl 30 match address 107

crypto map entl 30 set peer 172.16.128.2

crypto map entl 30 set transform-set remote1

crypto map entl 40 ipsec-isakmp

crypto map entl 40 match address 108
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crypto map entl 40 set peer 172.16.128.5
crypto map entl 40 set transform-set remote
crypto map entl 50 ipsec-isakmp dynamic vpnuser
crypto map entl client configuration address initiate
crypto map entl client authentication vpnauth
crypto map entl interface outside
!
access-list 107 permit ip 10.4.0.0 255.255.0.0 10.5.0.0 255.255.0.0
access-list 107 permit ip host 172.16.144.51 host 172.16.128.2
access-list 108 permit ip 10.4.0.0 255.255.0.0 10.6.0.0 255.255.0.0
access-list 108 permit ip host 172.16.144.51 host 172.16.128.5
!
isakmp enable outside
isakmp key 7Q!r$y$+xE address 172.16.128.5 netmask 255.255.255.255
isakmp key 7Q!r$y$+xE address 172.16.128.2 netmask 255.255.255.255
isakmp key 7Q!r$y$+xE address 172.16.226.28 netmask 255.255.255.255
isakmp key 7Q!r$y$+xE address 172.16.226.27 netmask 255.255.255.255
isakmp policy 1 authentication pre-share
isakmp policy 1 encryption 3des
isakmp policy 1 hash sha
isakmp policy 1 group 2
isakmp policy 1 lifetime 86400
!
! The following configuration block configures the PIX to terminate remote access
! VPN users
!
vpngroup VPN1 address-pool vpnpool
vpngroup VPN dns-server 10.4.1.201
vpngroup VPN default-domain safe-small.com
vpngroup VPN1 idle-time 1800
vpngroup VPN1 password Y0eS)3/i6y
ip local pool vpnpool 10.4.3.1-10.4.3.254
FYONRREZa-I fERL =&
16:/MRER Y FD—2 1B 5F v U RNRED 21— VO * Cisco Catalyst 0 0 0 20 0 00 sCAT-20
Managsmant * Entercept HIDS
Sarver * Cisco Secure Access Control Server
F * Cisco Secure Policy Manager Lite
Corporate .
= * OpenSystems Private [0 0000000000
{ * F-Secure SSHI Secure Shell Protocol( 0 00 OO
Conporate PRERY FO—ODHRE
To Corpoeate Servars
\ntammat =9 O0O0OO0SAFEODOODODOOODOOOOOODO
Moduala gobodbboobuoobuoobboobboooboo

gboboooooboboobobooboboboooo
gboooobobobob
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17: R Y FO— LB BREA V5 —Fy FET 21— VO

mid3-3
mi05-2
. e —
|-*—r . ’ A --'; » 0
: Campus
I5F g2 Madule
Internet . ;
fERALERG * Cisco Secure PIX 0 00 00 O O mPIX-10
« Cisco Catalyst 0 0 0 20 O 0 mCAT-10 mCAT-40 ¢ Cisco Secure IDS Sensorsl mIDS-1 O 00 mIDS-20
«3DES 000000 Cisco I0S 00 mMmIOS-1 000 * Entercept HIDS o
mI0S-20 * Baltimore MIMESweeper Email Filtering

¢ Cisco IOS Dial-Access Routefl mIOS-30
e Cisco VPN 30000 OO O 00D OO OO0 @M mVPN-10

mlOS-1

000000000000 0000000000000000000mIOS-1000000ISPO00O0O0O0O0O0OOO00O0O
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interface FastEthernet0/0

ip address 172.16.240.2 255.255.255.0
ip access-group 112 in

no ip redirects

no cdp enable

!

interface Seriall/0

ip address 172.16.131.2 255.255.255.0
ip access-group 150 in

dsu bandwidth 44210

framing c-bit

no cdp enable
!
! RFC 1918 filtering. Note that network 172.16.0.0 was used for the simulated SAFE ISP

! network, and therefore has not been included in the RFC 1918 filtering here.
!
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access-list 150 deny ip 10.0.0.0 0.255.255.255 any

access-list 150 deny ip 192.168.0.0 0.0.255.255 any

!

!

! Prevent any outside devices from spoofing an address that appears to originate from
! within the medium network.

!

access-list 150 deny ip 172.16.240.0 0.0.0.255 any
!

! Allow relevant IKE and ESP traffic to reach the VPN devices.

!

access-list 150 permit esp any host 172.16.240.3

access-list 150 permit udp any host 172.16.240.3 eq isakmp

access-list 150 permit esp host 172.16.128.2 host 172.16.240.1

access-list 150 permit udp host 172.16.128.2 host 172.16.240.1 eq isakmp
access-list 150 permit esp host 172.16.128.5 host 172.16.240.1

access-list 150 permit udp host 172.16.128.5 host 172.16.240.1 eq isakmp

!

!

! Restrict any other conversations to mIOS-1, mVPN-1, mPIX-1 and mCAT-1.
!

access-list 150 deny ip any host 172.16.240.3

access-list 150 deny ip any host 172.16.240.4

access-list 150 deny ip any host 172.16.240.2

access-list 150 deny ip any host 172.16.240.1

!

!

! Allow all other connections to the 172.16.240 subnet, since internal user devices
! translate to 172.16.240.0 addresses at the firewall as they access the Internet.
!

access-list 150 permit ip any 172.16.240.0 0.0.0.255

!

!

! Block and log all other attempted access.

!

access-list 150 deny ip any any log

!

!

0000000000000 mMoo0o0ooooo0on ISpPO0000000O000000000O00000000000
gboobooogooo

! Allow TCP sessions that originated from the router to the management hosts

! (TACACSH, etc.). Management hosts 172.16.240.151 and 172.16.240.152 are the
! NAT translated addresses at the firewall.

!

access-list 112 permit tcp host 172.16.240.151 host 172.16.240.2 established
access-list 112 permit tcp host 172.16.240.152 host 172.16.240.2 established

!

!

! Allow SSH connections originated from the management hosts to the router.

!

access-list 112 permit tcp host 172.16.240.151 host 172.16.240.2 eq 22
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access-list 112 permit tcp host 172.16.240.152 host 172.16.240.2 eq 22

!

!

! Necessary for allowing TFTP back from the management host to the router.
!

access-list 112 permit udp host 172.16.240.151 host 172.16.240.2 gt 1024

!

!

! Allow other devices on the 172.16.240 subnet to synchronize clocks to this device.
!

access-list 112 permit udp 172.16.240.0 0.0.0.255 host 172.16.240.2 eq ntp
!

!

! Allow internal devices to ping the Internet.

!

access-list 112 permit icmp 172.16.240.0 0.0.0.255 any

!

!

! Block all other attempts to access this router and log.

!

access-list 112 deny ip any host 172.16.240.2 log

!

!

! Permit all access to the Internet from hosts with 172.16.240.0 addresses.

!

access-list 112 permit ip 172.16.240.0 0.0.0.255 any

!

!

mPIX-1

0000000000000000000000PIXO0O0O00oo0 0 MmmPIX-1MoOooO0Ooooooooooooo
ooo@moobobooooboobobobooooobobobo

nameif ethernet) outside security(

nameif ethernet] inside security100

nameif ethernet2 pss security 10

nameif ethernet3 vpn security15

!

ip address outside 172.16.240.1 255.255.255.0
ip address inside 10.3.4.1 255.255.255.0

ip address pss 10.3.6.1 255.255.255.0

ip address vpn 10.3.5.1 255.255.255.0

0000000000000000000000CCPIXOOOOOODOUOONATOOO0O0O00oooomoooo
god

! In combination with the nonat access list, the below configuration does not allow
! NAT for sessions between internal devices (network 10.x.x.x to network 10.x.x.x), but

! allows NAT for sessions between internal or remote access devices and the Internet.
!

global (outside) 100 172.16.240.101-172.16.240.150 netmask 255.255.255.0
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global (outside) 200 172.16.240.201-172.16.240.250 netmask 255.255.255.0
nat (inside) 0 access-list nonat

nat (inside) 100 10.0.0.0 255.0.0.00 0

nat (pss) 0 access-list nonat

nat (vpn) 200 10.3.7.0 255.255.255.0 0 0

static (inside,vpn) 10.3.0.0 10.3.0.0 netmask 255.255.0.0 0 0

static (inside,pss) 10.3.8.253 10.3.8.253 netmask 255.255.255.25500

static (inside,pss) 10.3.8.254 10.3.8.254 netmask 255.255.255.2550 0

!

!

! Translates the non-registered address of the public services server to a registered
! address, which can be accessed from the Internet.

!

static (pss,outside) 172.16.240.50 10.3.6.50 netmask 255.255.255.2550 0

!

!

! Translates the non-registered addresses of the management hosts to registered
! addresses so that managed devices outside the firewall can initiate sessions

! to the management servers.

!

static (inside,outside) 172.16.240.151 10.3.8.254 netmask 255.255.255.2550 0
static (inside,outside) 172.16.240.152 10.3.8.253 netmask 255.255.255.255 00
!

!

!

access-list nonat permit ip 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0

access-list nonat deny ip 10.0.0.0 255.0.0.0 any

goooooooOoOoOOOCPIXOOOOOOOOOoooooooooooooOoobOOoooooooomoooo
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! Allow encrypted traffic from remote sites.

!

access-list out permit ip 10.5.0.0 255.255.0.0 10.3.0.0 255.255.0.0

access-list out permit ip 10.6.0.0 255.255.0.0 10.3.0.0 255.255.0.0

!

! RFC 1918 filtering. Note that network 172.16.0.0 was used for the simulated SAFE
! ISP network, and therefore has not been included in the RFC 1918 filtering here.
!

access-list out deny ip 10.0.0.0 255.0.0.0 any

access-list out deny ip 192.168.0.0 255.255.0.0 any

!

! Allow external hosts access to the public services server for HTTP, SSL, FTP

! SMTP, and DNS.

!

access-list out permit tcp any host 172.16.240.50 eq www

access-list out permit tcp any host 172.16.240.50 eq 443

access-list out permit tcp any host 172.16.240.50 eq ftp

access-list out permit tcp any host 172.16.240.50 eq smtp

access-list out permit udp any host 172.16.240.50 eq domain
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! Allow echo reply generated from the internal network (via NAT translated
! addresses) back into the firewall
!

access-list out permit icmp any 172.16.240.0 255.255.255.0 echo-reply
!

! Allow path MTU discovery (PMTUD) traffic through the firewall.
!

access-list out permit icmp any 172.16.240.0 255.255.255.0 unreachable
!

! Allow syslog, TFTP, and TACACS+ management traffic in from remote sites.
!

access-list out permit udp host 172.16.128.2 host 172.16.240.151 eq syslog
access-list out permit udp host 172.16.128.2 host 172.16.240.152 eq syslog
access-list out permit udp host 172.16.128.2 host 172.16.240.151 eq tftp
access-list out permit tcp host 172.16.128.2 host 172.16.240.152 eq tacacs
access-list out permit udp host 172.16.128.5 host 172.16.240.151 eq syslog
access-list out permit udp host 172.16.128.5 host 172.16.240.152 eq syslog
access-list out permit udp host 172.16.128.5 host 172.16.240.151 eq tftp
access-list out permit tcp host 172.16.128.5 host 172.16.240.152 eq tacacs

!

! Permit syslog, TFTP, and TACACS+ which originates from the mIOS-1 router
! and the mCAT-1 switch to the management hosts.

!

access-list out permit udp host 172.16.240.2 host 172.16.240.151 eq syslog
access-list out permit udp host 172.16.240.2 host 172.16.240.152 eq syslog
access-list out permit udp host 172.16.240.2 host 172.16.240.151 eq tftp
access-list out permit tcp host 172.16.240.2 host 172.16.240.152 eq tacacs
access-list out permit udp host 172.16.240.4 host 172.16.240.151 eq syslog
access-list out permit udp host 172.16.240.4 host 172.16.240.152 eq syslog
access-list out permit udp host 172.16.240.4 host 172.16.240.151 eq tftp

access-list out permit tcp host 172.16.240.4 host 172.16.240.152 eq tacacs
!

gooooooom@ 0000000000000 00@moo0o0o0oooooooooooooOooo

! Allow echo from the inside network.

!

access-list in permit icmp any any echo

!

!

! Allow the internal DNS server to query the external DNS server for name
! translation.

!

access-list in permit udp host 10.3.2.50 host 10.3.6.50 eq domain

!

!

! Allow internal corporate users web, SSL, and FTP access to the external public
! services server.

!

access-list in permit tcp 10.0.0.0 255.0.0.0 host 10.3.6.50 eq www
access-list in permit tcp 10.0.0.0 255.0.0.0 host 10.3.6.50 eq 443
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access-list in permit tcp 10.0.0.0 255.0.0.0 host 10.3.6.50 eq ftp

!

!

! Allow mail transfer from the external mail server to the internal mail

! server.

!

access-list in permit tcp host 10.3.2.50 host 10.3.6.50 eq smtp

!

!

! Allow Telnet access from the mgmt hosts to the mCAT-2 switch (does not support ! SSH) on the public services
segment.

!

access-list in permit tcp host 10.3.8.253 host 10.3.6.4 eq telnet

access-list in permit tcp host 10.3.8.254 host 10.3.6.4 eq telnet

!

!

! Deny all other access to the public services segment from the internal network.

!

access-list in deny ip any 10.3.6.0 255.255.255.0

!

!

! Permit all internal users access to the Internet.

!

access-list in permit ip 10.0.0.0 255.0.0.0 any
!

gobooobomMpsslmooooooOoOOODOOOOO0OO0O0OO0O0O0O00000000000000000000

! Allow syslog, TACAS+, and TFTP originated from the mCAT-2 switch to
! the management hosts.

!

access-list pss permit udp host 10.3.6.4 host 10.3.8.254 eq syslog
access-list pss permit udp host 10.3.6.4 host 10.3.8.253 eq syslog
access-list pss permit tcp host 10.3.6.4 host 10.3.8.253 eq tacacs
access-list pss permit udp host 10.3.6.4 host 10.3.8.254 eq tftp

!

!

! Allow the mCAT-2 switch to synchronize time with the internal router
! mIOS-2.

!

access-list pss permit udp host 10.3.6.4 host 10.3.4.4 eq ntp

!

!

! Allow HIDS traffic from the public services host to the

! network management host.

!

access-list pss permit tcp host 10.3.6.50 host 10.3.8.253 eq 5000
!

! Allow mail originated from the public services host (external mail server)

! to the corporate intranet services host (internal mail server).
!

access-list pss permit tcp host 10.3.6.50 host 10.3.2.50 eq smtp
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!
!
! Deny all other traffic destined for addresses on the internal network.
!

access-list pss deny ip any 10.3.0.0 255.255.0.0
!

!
! Allow mail and DNS generated by the public services host to the Internet.

|

access-list pss permit tcp host 10.3.6.50 any eq smtp

access-list pss permit udp host 10.3.6.50 any eq domain
!

O000o00mMmvpn I M OO000000000000000 VPNOOOOOOOOOOOOOOoOOoOooooooo

000000 vVvePNOOOOOmMOoOODOOODOOOOoOoooooooooooooooe3.700oooooooooo
0000000000000 00000000000 003.8.000000000000000000O0000O

! Allow remote users web, SSL, and FTP access only to the public services server.
!

access-list vpn permit tcp 10.3.7.0 255.255.255.0 host 10.3.6.50 eq www
access-list vpn permit tcp 10.3.8.0 255.255.255.0 host 10.3.6.50 eq www
access-list vpn permit tcp 10.3.7.0 255.255.255.0 host 10.3.6.50 eq 443
access-list vpn permit tcp 10.3.8.0 255.255.255.0 host 10.3.6.50 eq 443
access-list vpn permit tcp 10.3.7.0 255.255.255.0 host 10.3.6.50 eq ftp
access-list vpn permit tcp 10.3.8.0 255.255.255.0 host 10.3.6.50 eq ftp
access-list vpn deny ip 10.3.7.0 255.255.255.0 10.3.6.0 255.255.255.0
access-list vpn deny ip 10.3.8.0 255.255.255.0 10.3.6.0 255.255.255.0

!

!

! Allow remote users access to the rest of the internal network and the Internet.
!

access-list vpn permit ip 10.3.7.0 255.255.255.0 any

access-list vpn permit ip 10.3.8.0 255.255.255.0 any

!

!

! Permit syslog, TFTP, and TACAS+ which originates from the VPN concentrator,
! mVPN-1, to the management hosts.

!

access-list vpn permit udp host 10.3.5.5 host 10.3.8.254 eq tftp

access-list vpn permit udp host 10.3.5.5 host 10.3.8.254 eq syslog

access-list vpn permit udp host 10.3.5.5 host 10.3.8.253 eq syslog

access-list vpn permit tcp host 10.3.5.5 host 10.3.8.253 eq tacacs

!

!

! Allow the VPN concentrator to synchronize time with the

! internal router, mIOS-2.

!

access-list vpn permit udp host 10.3.5.5 host 10.3.4.4 eq ntp

!

!

! Permit RADIUS authentication data which originates from the VPN concentrator to
! the management host.
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!

access-list vpn permit udp host 10.3.5.5 host 10.3.8.253 eq 1645

!

!

! Permit syslog, TFTP, and TACAS+ which originate from the dial-in access
! router, mIOS-3, to the management hosts.

!

access-list vpn permit udp host 10.3.5.2 host 10.3.8.254 eq tftp
access-list vpn permit udp host 10.3.5.2 host 10.3.8.254 eq syslog
access-list vpn permit udp host 10.3.5.2 host 10.3.8.253 eq syslog
access-list vpn permit tcp host 10.3.5.2 host 10.3.8.253 eq tacacs

!

!

! Allow the dial-in access router, mlOS-3, to synchronize time with the
! internal router, mIOS-2.

!

access-list vpn permit udp host 10.3.5.2 host 10.3.4.4 eq ntp

!

!

! Permit syslog, TFTP, and TACAS+ which originates from the mcAT-3 switch
! to the management hosts.

!

access-list vpn permit udp host 10.3.5.4 host 10.3.8.254 eq tftp
access-list vpn permit udp host 10.3.5.4 host 10.3.8.254 eq syslog
access-list vpn permit udp host 10.3.5.4 host 10.3.8.253 eq syslog
access-list vpn permit tcp host 10.3.5.4 host 10.3.8.253 eq tacacs

!

!

! Allow the mCAT-3 switch to synchronize time with the

! internal router mIOS-2.

!

access-list vpn permit udp host 10.3.5.4 host 10.3.4.4 eq ntp

!

!

VPN [CB8T 2 &R
O0000mMOO000O0oOooO IPSecVPNOOOODOODOOOODOOOOO

! Ensures both user and management traffic is encrypted to the first remote device.
!

access-list remotel permit ip 10.3.0.0 255.255.0.0 10.5.0.0 255.255.0.0

access-list remotel permit ip host 172.16.240.151 host 172.16.128.2

access-list remotel permit ip host 172.16.240.152 host 172.16.128.2

!

!

! Ensures both user and management traffic is encrypted to the second remote device.
!

access-list remote2 permit ip 10.3.0.0 255.255.0.0 10.6.0.0 255.255.0.0

access-list remote2 permit ip host 172.16.240.151 host 172.16.128.5

access-list remote2 permit ip host 172.16.240.152 host 172.16.128.5
!
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!

! Defines crypto map and applies it to the outside interface.
!

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac
crypto map remotel 10 ipsec-isakmp

crypto map remotel 10 match address remotel

crypto map remotel 10 set peer 172.16.128.2

crypto map remotel 10 set transform-set 3dessha

crypto map remotel 20 ipsec-isakmp

crypto map remotel 20 match address remote2

crypto map remotel 20 set peer 172.16.128.5

crypto map remotel 20 set transform-set 3dessha

crypto map remotel interface outside

!

!

! Defines the use of IKE using pre-shared keys.

!

isakmp enable outside

isakmp key 7Q!r$y$+xE address 172.16.128.2 netmask 255.255.255.255
isakmp key 7Q!r$y$+xE address 172.16.128.5 netmask 255.255.255.255
isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

!
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mCAT-6

! Corporate user VLAN.

!

interface Vlan10

ip address 10.3.1.1 255.255.255.0

ip access-group 101 in

no ip redirects

no cdp enable

!

!

! Corporate intranet server VLAN.

!

interface Vlan11

ip address 10.3.2.1 255.255.255.0

ip access-group 102 in

no ip redirects

no cdp enable

!

!

interface Vlan12

ip address 10.3.3.1 255.255.255.0

no ip redirects

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 7 134E031F4158140119
no cdp enable

!

interface Vlan13

ip address 10.3.9.1 255.255.255.0

no ip redirects

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 7 024D105641521F0A7E
no cdp enable

!

! Management host VLAN.

!

interface V1an99

ip address 10.3.8.1 255.255.255.0

ip access-group 103 out

no ip redirects

no cdp enable

!

!

! RFC 2827 filtering on corporate user VLAN.
!

access-list 101 permit ip 10.3.1.0 0.0.0.255 any
access-list 101 deny ip any any

!

!

! RFC 2827 filtering on corporate intranet server VLAN.
!

access-list 102 permit ip 10.3.2.0 0.0.0.255 any
access-list 102 deny ip any any log
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!

!

! Example filtering for access to the management subnet (not complete).

!

access-list 103 permit udp host 10.3.2.50 eq domain host 10.3.8.253
access-list 103 permit udp host 10.3.2.50 eq domain host 10.3.8.254
access-list 103 permit tcp host 10.3.2.50 eq www host 10.3.8.253 established
access-list 103 permit tcp host 10.3.2.50 eq www host 10.3.8.254 established
access-list 103 permit tcp host 10.3.2.50 eq ftp host 10.3.8.253 established
access-list 103 permit tcp host 10.3.2.50 eq ftp host 10.3.8.254 established
access-list 103 permit tcp host 10.3.2.50 eq ftp-data host 10.3.8.253
access-list 103 permit tcp host 10.3.2.50 eq ftp-data host 10.3.8.254
access-list 103 permit tcp host 10.3.2.50 host 10.3.8.253 eq 5000

access-list 103 permit udp host 10.3.1.4 host 10.3.8.253 eq syslog
access-list 103 permit udp host 10.3.1.4 host 10.3.8.254 eq syslog
access-list 103 permit tcp host 10.3.1.4 host 10.3.8.253 eq tacacs

access-list 103 permit udp host 10.3.1.4 host 10.3.8.254 eq tftp

access-list 103 permit udp host 10.3.1.4 host 10.3.8.254 gt 1023

access-list 103 permit udp host 10.3.1.4 eq snmp host 10.3.8.254

access-list 103 permit tcp host 10.3.1.4 eq telnet host 10.3.8.253 established
access-list 103 permit tcp host 10.3.1.4 eq telnet host 10.3.8.254 established

access-list 103 deny ip any any
!

TIUFEANY RIY ROEEK

goooomooooooooooooobobooooobobooooboooooooooDOooooDbbOUobbOoobLDm oo
gboboooboooobobooooboboboboooboobobobobobobobobobobooobooboboo

access-list 103 permit udp host 172.16.128.5 host 10.3.8.253 eq syslog
access-list 103 permit udp host 172.16.128.5 host 10.3.8.254 eq syslog
access-list 103 permit tcp host 172.16.128.5 host 10.3.8.253 eq tacacs
access-list 103 permit udp host 172.16.128.5 host 10.3.8.254 eq tftp

access-list 103 permit udp host 172.16.128.5 host 10.3.8.254 gt 1023
access-list 103 permit tcp host 172.16.128.5 eq 22 host 10.3.8.253 established
access-list 103 permit tcp host 172.16.128.5 eq 22 host 10.3.8.254 established
access-list 103 permit tcp host 172.16.128.5 eq 443 host 10.3.8.253 established
access-list 103 permit tcp host 172.16.128.5 eq 443 host 10.3.8.254 established
access-list 103 permit udp host 172.16.128.2 host 10.3.8.253 eq syslog
access-list 103 permit udp host 172.16.128.2 host 10.3.8.254 eq syslog
access-list 103 permit tcp host 172.16.128.2 host 10.3.8.253 eq tacacs
access-list 103 permit udp host 172.16.128.2 host 10.3.8.254 eq tftp

access-list 103 permit udp host 172.16.128.2 host 10.3.8.254 gt 1023
access-list 103 permit tcp host 172.16.128.2 eq 22 host 10.3.8.253 established
access-list 103 permit tcp host 172.16.128.2 eq 22 host 10.3.8.254 established
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mCAT-5

0oo0o0oooOooooOOOooooooooooo 200000000 VLANOOOOOOODODODMOoOoOooo
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! User workstation ports.

!

interface FastEthernet0/1
port protected

switchport access vlan 99
no cdp enable

!

interface FastEthernet(/2
port protected

switchport access vlan 99
no cdp enable

!

!

! Unused ports.

!

interface FastEthernet0/3
port protected

shutdown

no cdp enable

!

interface FastEthernet0/4
port protected

shutdown

no cdp enable

!

!

! Uplink to core switch mCAT-1
!

interface GigabitEthernet0/1
switchport access vlan 99
no cdp enable

!

!

!

! Management interface to the switch.
!

interface VLAN99

ip address 10.3.1.4 255.255.255.0
no ip directed-broadcast

no ip route-cache
!
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crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key 7Q!r$y$+xE address 172.16.240.1
!
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!

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac

!

crypto map remotel 10 ipsec-isakmp

set peer 172.16.240.1

set transform-set 3dessha

match address 101

!

!

! The first lines of the following access-list specifies all traffic from

! network 10.5.0.0 to networks 10.3.0.0 will be encrypted.

!

! The last two lines of the access-list allow encryption of all configuration and
! security management traffic from the remote site router to the headquarters

! management hosts.
!

access-list 101 permit ip 10.5.0.0 0.0.255.255 10.3.0.0 0.0.255.255
access-list 101 permit ip host 172.16.128.2 host 172.16.240.151
access-list 101 permit ip host 172.16.128.2 host 172.16.240.152

!

!

00000000000 FastEthernet0/0CC O O D FastEthernet0)/ 1M 00 000000O00MOO0O00OO00OOO
0000000 CiscolOSOOOODOOOOOOOOOOOODO

interface FastEthernet0/0

ip address 10.5.1.2 255.255.255.0

ip access-group 105 in

ip nat inside

ip inspect remote_fw in

!

interface FastEthernet0/1

ip address 172.16.128.2 255.255.255.0

ip access-group 102 in

ip nat outside

crypto map remotel

!

! IKE and ESP traffic must be allowed from the headquarters IPSec peer. All
! traffic from network 10.5.0.0 to networks 10.3.0.0 must also

! be allowed. Finally, traffic from the management hosts is allowed.

!

access-list 102 permit ip 10.3.0.0 0.0.255.255 10.5.0.0 0.0.255.255
access-list 102 deny ip 10.0.0.0 0.255.255.255 any

access-list 102 deny ip 192.168.0.0 0.0.255.255 any

access-list 102 permit icmp any host 172.16.128.2 echo-reply

access-list 102 permit icmp any host 172.16.128.2 unreachable

access-list 102 permit esp host 172.16.240.1 host 172.16.128.2

access-list 102 permit udp host 172.16.240.1 host 172.16.128.2 eq isakmp
access-list 102 permit tcp host 172.16.240.151 host 172.16.128.2 eq 22
access-list 102 permit tcp host 172.16.240.152 host 172.16.128.2 eq 22
access-list 102 permit tcp host 172.16.240.152 eq tacacs host 172.16.128.2
access-list 102 permit udp host 172.16.240.151 host 172.16.128.2 gt 1023
access-list 102 deny ip any any log
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!

!

! RFC 2827 filtering only allows 10.5.0.0 addresses to access both the corporate
! headquarters and the Internet.

!

access-list 105 permit ip 10.5.0.0 0.0.255.255 any

access-list 105 deny ip any any log
!

O0MmO00000000 10O0NATOOOOOOOmMOOO0ooo0o0ooo0o00oo000oo0o0oooooom oo
gbooboooooooboooo

ip nat pool remote_pool 172.16.128.2 172.16.128.2 netmask 255.255.255.0
ip nat inside source route-map nat_internet pool remote_pool

!

route-map nat_internet permit 10

match ip address 104

!

access-list 104 deny ip 10.5.0.0 0.0.255.255 10.0.0.0 0.255.255.255

access-list 104 permit ip 10.5.0.0 0.0.255.255 any
!

rPIX-1 (UE—MLETZ7 747 04— AT 3)
00MO000O00 IPSec0000DO0O0DOOOOODN

crypto ipsec transform-set 3dessha esp-3des esp-sha-hmac

crypto map remotel 10 ipsec-isakmp

crypto map remotel 10 match address remotel

crypto map remotel 10 set peer 172.16.240.1

crypto map remotel 10 set transform-set 3dessha

crypto map remotel interface outside

isakmp enable outside

isakmp key 7Q!r$y$+xE address 172.16.240.1 netmask 255.255.255.255
isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

!

! The first line of the following access-list specifies all traffic from

! network 10.6.0.0 to networks 10.3.0.0 will be encrypted.

!

! The last two lines of the access-list allow encryption of all configuration and
! security management traffic from the remote site firewall to the headquarters
! management hosts.

!

access-list remotel permit ip 10.6.0.0 255.255.0.0 10.3.0.0 255.255.0.0
access-list remotel permit ip host 172.16.128.5 host 172.16.240.151

access-list remotel permit ip host 172.16.128.5 host 172.16.240.152
!
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nameif ethernet0 outside securityO

nameif ethernet] inside security 100

!

ip address outside 172.16.128.5 255.255.255.0
ip address inside 10.6.1.1 255.255.255.0

!

access-group out in interface outside
access-group in in interface inside

!

! RFC 2827 filtering only allows 10.6.0.0 addresses to access both the corporate
! headquarters and the Internet.

!

access-list in permit ip 10.6.0.0 255.255.0.0 any
!

! Allows encrypted traffic from corporate headquarters.
!

access-list out permit ip 10.3.0.0 255.255.0.0 10.6.0.0 255.255.0.0

!

! RFC 1918 filtering. Note network 172.16.x.x was not included in the
! filter here since it is used to simulate the ISP in the lab.

!

access-list out deny ip 10.0.0.0 255.0.0.0 any

access-list out deny ip 192.168.0.0 255.255.0.0 any

!

! Allow echo replies and path MTU discovery (PMTU) traffic.
!

access-list out permit icmp any host 172.16.128.5 echo-reply
access-list out permit icmp any host 172.16.128.5 unreachable
!

! Allow ESP and IKE traffic from the corporate headquarters peer.

!

access-list out permit esp host 172.16.240.1 host 172.16.128.5

access-list out permit udp host 172.16.240.1 host 172.16.128.5 eq isakmp

O0MmO0000000000000 10NATOOOOOOOmMOOOOOOO0OO0O0O0000000C0000O0OO
gbmoboboooboobobobooboooobobo

global (outside) 100 interface

nat (inside) 0 access-list nonat

nat (inside) 100 10.6.1.0 255.255.255.00 0

!

! The access-list prevents any traffic destined for the corporate site from using
! address translation.

!

access-list nonat permit ip 10.6.0.0 255.255.0.0 10.0.0.0 255.0.0.0

access-list nonat deny ip 10.6.0.0 255.255.0.0 any
!
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