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802.11b PHY 54 Mbps
802.11 MAC 802.11a PHY Dynamic Frequency Selection DFS Transmit Power
Control TPC
i 802.11 MAC
i 802.11 4.9 GHz 5 GHz
k
Radio Resource Measurement
m 802.11
n 24GHz 5GHz MAC SAP >100 MB/s
0 Voice over WLAN 50 ms
p
r BSS
S MAC PHY
t 802.11 WLAN
u IEEE 802.11
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| 3 WLAN

RF u
3-4 IEEE 802.11
\Y STA 802.11 MAC/PHY
w
IEEE 802.11
Direct Sequence Spread Spectrum
Direct Sequence Spread Spectrum DSSS RF
802.11
IEEE 802.11
1 11 1 2 Mbps Binary
Phase-Shift Keying BPSK; 2 /Quadrature Phase-Shift Keying QPSK; 4
11 5.5 Mbps 8 CCK; Complimentary Code Keying
11 Mbps 1 8
IEEE 802.11b Direct Sequence

IEEE 802.11b  Direct Sequence DS 14

DS 22 MHz 5 MHz

14
DS us 11 25 MHz
3 1 6 11
AP
AP AP
1 33 Mbps
1 11 Mbps 1 6 11
AP 802.11g
162 Mbps 54 Mbps 3-2
3-2 IEEE 802.11 DSS
1 ‘ ‘ 9 10 11 12 13 14

2.402 GHz ‘4_22 MHZ_,‘ 2.483 GHz
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IEEE 802.11g

802.11g 802.11b 2.4 GHz 54
Mbps 802.11g  802.11b 6 9 12 18 24 36 48 54
Mbps 802.11g  802.1la IEEE 802.11a OFDM

pP. 3-8 Orthogonal Frequency Division Multiplexing
OFDM

3-5 802.11g
3-5 80211g
Mbps

BPSK DSSS NA 1
QPSK DSSS NA 2
CCK DSSS NA 55
BPSK OFDM 125 6
BPSK OFDM 187.5 9
CCK DSSS NA 11
QPSK OFDM 250 12
QPSK OFDM 375 18
16-QAM OFDM 500 24
16-QAM OFDM 750 36
64-QAM OFDM 1000 48
64-QAM OFDM 1125 54

IEEE 802.11a OFDM

IEEE 802.11a 6 54 Mbps 5.0 GHz UNII Osl
IEEE 802.11a
Orthogonal Frequency Division Multiplexing OFDM OFDM
OFDM 802.11b
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RF
IEEE 802.11a
802.11a
10 MHz 3-3 5 MHz
3-3 W52 W53
30 MHz 30 MHz
5150 5200 5220 5240 5260 5280 5300 5320 5350 g
HEHOTRER HEOLRER S
802.11a 19 5150 5.250 GHz
W52 5250 5.350 GHz W53 5470 5.725GHz W56 3
RF
dB dBi dBm
Effective Isotropic Radiated Power EIRP
dB
dB dB
dBm 1
dBw 1
dB =10 * log10 /
100mw ImW dB 20 100 =
10 2 2 10 20
10
3dB
2 1/2 10dB 10 1/10
WLAN WLAN RF
9dB
9dB
2 1

Enterprise Mobility 4.1
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N rF
dBi
dBi
dBi
FCC dBi
Cisco AIR-ANT4941 2.2dBi
2.2dB
dBm
dBm dB 1
dB 1 mw 100 mwW
0dBm 20 dBm
dBm
dBm -dBm
Effective Isotropic Radiated Power
dBm
Effective Isotropic Radiated Power EIRP
dB EIRP
FCC ETSI
1 EIRP dBm
dBi dB
Cisco Aironet 15m 50
. 20 dBm
. 15m 50 3.3dBm
. 21 dBi

EIRP 20-3.3+21=37.7dBm FCC
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00800e90fe.shtml
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3 WLAN

RF

RF ||

RF

LWAPP AP
LAN IT

Cisco Wireless Control System WCS RF

Cisco WCS
RF

IT LAN
WCS

3-4

Fanmmg ol Swer - reeewls - oidd

== Lol bt mmiwl. (Zm
it - Al P n Bamrmats rbw
VA S tiers e P [ S

[ 3 = g
== amd vpwn By plecrered | rderis. Cle b s wiele”™ tn debersees Hor saslieer of bt
- [ .-‘_a e T e e Y S — e ————— T
rerted euf ety gy peet—] e Sy —

A

u/ NN

WLAN
WLAN

AP
RF WLAN

WLAN
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W RF
WLAN
AP AP
802.11
AP
WLAN p. 3-15
WLAN AP
36 39m 120 130 AP RF
RF RRM
RF
/
3-5
3-5

HAIETT

20% m:r—ﬂ—-:v-:d "
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RF u
AP
AP
-67 dBm 1
AP 1
2 AP Received
Signal Strength Indication RSSI 35 7920
Received Signal Strength Indication RSSI 35
VolP
AP 35 50
mw 10 mW
15% AP
WLAN 802.11
RF
RF
WLC
WLAN
RF
9 VoWLAN 7920

http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7920/5_0/english/design/guide/7920ddg.html

Lightweight AP 7920
http://lwww.cisco.com/en/US/docs/wireless/technology/7920/design/guide/7920DG.html

Location-Based Service

3 Location-Based Service LBS
AP
WLAN
Wi-Fi
AP
AP 3-6
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3 WLAN |

3-6

13 Cisco Unified Wireless

http://www.cisco.com WiFi Location Based Services - Design and Deployment
Considerations
Cisco 7921G  Cisco 7920 VoWLAN WLAN QoS
1
7920 7921G

e Cisco Unified Wireless IP Phone 7921G Version 1.0(2)
http://www.cisco.com/en/US/products/hw/phones/ps379/products_data_sheet0900aecd805e315d.html

e Cisco Unified Wireless IP Phone 7920 Version 3.0
http://www.cisco.com/en/US/products/hw/phones/ps379/products_data_sheet09186a00801739bb.html

¢ VoWLAN WLAN QoS
WLAN

Design Principles for Voice Over WLAN

http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns348/net_implementation_white_pa
per0900aecd804f1a46.html

Cisco Unified Wireless IP Phone 7921G Deployment Guide

http://www.cisco.com/application/pdf/en/us/guest/products/ps7071/c1676/ccmigration_09186a0080
7f4b21.pdf

Cisco Wireless IP Phone 7920 Design and Deployment Guide

http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7920/5_0/english/design/guide/7920ddg.
html
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http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7920/5_0/english/design/guide/7920ddg.html

| 3 WLAN

RF ||

WLAN

AP 3-7
1 Mbps 54 Mbps AP

3-8
AP

AP

1 Mbps
11 Mbps

3-7

3-7

325' @ 6Mbps
300' @ 9Mbps
275' @ 12Mbps
250' @ 18Mbps
225' @ 24Mbps
200' @ 36Mbps

150" @ 48Mbps
80" @ 54Mbps

450' @ 440'@ 420'@ 360' @
1Mbps 2Mbps 5.5Mbps 11Mbps
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NIC AP 1 Mbps 210
m 700 11 Mbps 60m 200
AP
AP 3-8
AP 11 Mbps 6 AP
24 Mbps
2 AP 48 Mbps
AP
3-8 AP

11Mbps TORE 24Mbps TORAZE

WLAN

AP
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RF u
AP
3
WLAN
AP
. 54 Mbps AP
AP
WLAN
AP 2
e AP 802.11
ACK
e AP AP
AP
LAN
802.11b AP 11 Mbps
5 6 Mbps
25 Kbps
200 802.11
1 Mbps
20 AP
1 AP
AP
AP
AP
3-9

Enterprise Mobility 4.1 Cisco Validated Design |
| OL-14435-01-J



3 WLAN |

W rF
3-9
ch1l
ch 11
1707 &71=Y 180 1 —4 1707&71=Y 180 21—
FSURZYADH 1 30mW FSURZYADHE 1 5mW
THOER RAUk 3@ THOER RAUk 18 @
1AP H1=Y 60 1— 1AP Hf=Y 10 21—
F—4 L— 11Mbps F—4 L—Fk 11Mbps
~
AP
WLAN
WLAN
WLAN
AP
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WLAN

AP
2
RRM
Management Auto-RF  P. 3-28
3
L]
L]
i RF
RF
360 75
RF
RF

3-10

RF

Enterprise Mobility 4.1

RF

RF

RF ||

Radio Resource

RF

RF

RF

RF

| oL-14435-01-J
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N rF
3-10 RF
EE IKFE
0 0
315 \
270 90| 270 90
225 — 135 225 135
180 180
3-10
RF 3-11
RF
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http://www.cisco.com/en/US/prod/collateral/wireless/ps7183/ps469/product_data_sheet09186a008008883b.html

3

WLAN

RF
WLAN RF

RF

2.4 GHz

. Fusion 2.4 GHz

* HVAC

. WLAN
WLC

RF

15 25 7920 VolP
7

Information Systems 1S

38,000 6 AP

AP

RF

AP
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WLAN n
WLAN
J WLAN
WLAN

Cisco Wireless

Controller Radio Resource Management RRM
Auto-RF Radio Resource

Management RRM

AP Radio

Resource Management Auto-RF  P. 3-28

ETSI 2.4 GHz 1 6
5 GHz

3-12

Enterprise Mobility 4.1

802.11a
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N wLan
3-12 AP
AP1 AP2
FyIL 1 FyIL 6
(000000 -oooooo’
AP3 AP4
FrHIL 6 Fra)L 11
’ ’
3-13
10% AP
802.11b 802.11g 2.4 GHz 802.11a
5 GHz
24 GHz  Wi-Fi LAN
WLAN
RRM
AP
/
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WLAN

¢

3-13

802.11b/g 1
11
AP

WLAN ||

Web

RRM
Radio Resource Management  Auto-RF

P. 3-28

3-13

|l1||!|-||
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N wLAN

3-14

802.11b/g 802.11a
802.11b/g

3-15 802.11b/g Web

3-15
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WLAN n
Mandatory Supported Disabled
30%
-67 dBm
RF
AP
1 3
e Mandatory
1 AP Mandatory
AP
AP
1 Mb/s
e Supported AP
Supported Mandatory
AP
e Disabled AP
AP AP
802.11b AP
1Mb/s 3-15 1
Mb/s AP 54Mb/s AP
802.11g
1 Mb/s AP 1 Mbf/s
5.5 Mb/s 802.11
AP
3-15 11 Mbfs
AP
802.11b 11 Mb/s 802.11b
3-15 AP 18 Mb/s
802.11g AP

Enterprise Mobility 4.1
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W Radio Resource Management Auto-RF

11 Mb/s
802.11g

OFDM

802.11b
802.11
AP 802.11b
1,500
AP

Radio Resource Management Auto-RF

2 Cisco Unified Wireless

Cisco WLAN MAC
802.11
Lightweight WLAN
MAC
WLAN RF
RF AP
RF /
)
RF RF
IP
1 25
AP
Ethernet over IP
Radio Resource Management RRM Auto-RF RF
RPM AP AP -65 dBm
Auto-RF P. 3-29 AP
AP
RF
)
RRM 802.11h UNII-2
TPC DFS
RRM RF RF
RF
RF
RF
WLC 4.1.185 Radio Resource Management Auto-RF

URL

http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a008072c759.shtml
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| 3 WLAN

Radio Resource Management Auto-RF ||

Auto-RF
RF WLC Controller -> General
RF Network Name RF Group Mode
RF
/
Group Mode LWAPP
AP AP -70 dBm
AP Radio Resource Management RRM
RF BSSID
AP RF RRM
AP AP
AP RF
AP
AP LWAPP SNR
RSSI
3-6
A
TPC AP
Auto-RF RF
AP
AP
60
Service Set Identifier SSID; ID
0.2%
2
WLAN AP
LWAPP
AP RSSI Signal-to-Noise Ratio SNR;
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W Radio Resource Management Auto-RF

3-6
RF RF WLC TX Power
Control TPC Dynamic Channel Assignment DCA
TPC
WLC
Light-weight .
] IDS/
Auto-RF
Auto-RF  Channel Selection Wireless > 802.11b/g/n > Configure Web Channel Selection
3-13 Web

AP Auto-RF

Web Auto-RF RF
802.11b/g 802.11a
2
AP Auto-RF Auto-RF
3-16
Auto-RF Web RF
AP
AP
MAC
MAC Inventory Web Controller Inventory
Web
Auto-RF Web 3 3
3-16
AP
P.3-34
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Radio Resource Management Auto-RF

3-16

Auto-RF 1
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3 WLAN |

W Radio Resource Management Auto-RF

3-18 Auto-RF 3

I
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WLC AP
/ show ap auto-rf radio ap_name

Monitor > 802.11b/g Radios > Detail Web
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show ap auto-rf

show>ap auto-rf 802.11lb <access point name>

Number of Slots

AP Name

MAC Address

Radio Type

Noise Information
Noise Profile
Channel 1
Channel 2

Channel 11 .
Interference Information

Interference Profile

Channel 1

Channel 2

Channel 11.
Load Information
Load Profile
Receive Utilization
Transmit Utilization
Channel Utilization
Attached Clients
Coverage Information
Coverage Profile
Failed Clients
Client Signal Strengths
RSSI -100 dBm.
RSSI -92 dBm

RSSI -52 dBm e e
Client Signal To Noise Ratios

SNR 0 dBm

SNR 5 dBm

SNR 10 dBm

SNR 45 dBm

Nearby APs

Radar Information

Channel Assignment Information
Current Channel Average Energy
Previous Channel Average Energy
Channel Change Count
Last Channel Change Time
Recommend Best Channel

RF Parameter Recommendations
Power Level .
RTS/CTS Threshold
Fragmentation Threshold
Antenna Pattern

Auto-RF

Enterprise Mobility 4.1

Radio Resource Management Auto-RF ||

2

<AP name>

00:0b:85:1b:df:c0

RADIO_TYPE_80211b/g
PASSED

-93 dBm
-90 dBm

-95 dBm

FATILED

-68 dBm @ 26 % busy

PASSED

PASSED
0 clients

0 clients
0 clients

1 clients

0 clients
clients
0 clients

o

1 clients

-68 dBm

-51 dBm

21

Thu Mar 9 12:18:03 2006
11

2347
2346

| oL-14435-01-J
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W Radio Resource Management Auto-RF

802.11 MAC Carrier-Sense Multiple Access/Collision Avoidance CSMA/CA
CSMA/CA 2 AP
2 AP 802.11 MAC
802.11 MAC AP
AP
2.4 GHz 802.11
1
AP Cisco Unified Wireless Network AP
WLC WLC RF
WLC RF
o AP
WLC AP RF
wLC
6 1 WLAN
1 11
wLC
WLAN WLC
AP
WLC RF
3 WLAN
AP
Cisco Unified Wireless Cisco WLAN 802.11
AP WLAN
802.11
/
Electromagnetic Interference EMI; AP
802.11 WLC
AP
AP
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Radio Resource Management Auto-RF ||

WLC AP 1 6
11 AP
AP
AP
AP
WLC WLAN AP
AP RRM AP  -65dBm
AP AP AP
AP
RRM
AP 4 1 8 Received Signal
Strength Indicator RSSI;
AP
Dynamic Transmit Power Control DTPC;
DTPC
AP
SNR SNR
SNR AP
AP
1 SNR 60 WLAN
AP
IEEE 802.11
AP 1
WLC AP
AP
WLC
AP AP WLAN

Enterprise Mobility 4.1 Cisco Validated Design |
| OL-14435-01-J



3 WLAN |

W Radio Resource Management Auto-RF
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CHAPTER I

Cisco Unified Wireless Network

Cisco Unified Wireless Network 802.11
RF 802.11
802.11
Cisco Unified Wireless Network

WLAN
WLAN

| oL-14435-01-J
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N s02.11
802.11
802.11
802.11i
WLAN
Cisco Unified Wireless Network
WLAN

WLAN

*  Wired Equivalent Privacy WEP

WLAN

e Cisco WEP Extensions Cisco Key Integrity Protocol + Cisco Message Integrity Check

e Wi-Fi Protected Access WPA
e \Wi-Fi Protected Access 2 WPA 2

WPA  WPA?2 Wi-F Wi-Fi Wi-Fi Alliance
Wi-Fi Alliance IEEE 802.11 LAN
Wi-Fi Alliance
Wi-Fi
802.11 WEP
WEP
802.11 WEP
WEP Cisco
WLAN 802.1x WEP Cisco Key
Integrity Protocol CKIP Cisco Message Integrity Check CMIC
802.11i 802.11
IEEE 802.11 802.11i
WPA Wi-Fi Alliance 802.11i WEP
WPA Temporal Key Integrity Protocol TKIP
RADIUS/802.1x WPA
WEP
WPA2 Wi-Fi 802.11i
WPA2 Wi-Fi Alliance IEEE 802.11i
WPA 2 2
RADIUS/802.1x
AP
WPA2 AES
WLAN AP
Cisco LWAPP AP WPA2

Cisco Validated Design |
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802.11 n
4-1
4-1 WLAN
WEP 802.1x WEP WPA WPA2
WLAN

EAP EAP EAP
32 32 ICV |64 CRT/CBC-MAC Counter
Integrity Check Message Integrity |mode Cipher Block Chaining
Value ICV Code MIC Auth Code; CCM AES

TKIP CCMP AES
Per Packet Key

1 Pair-wise Master |PMK PMK

Key PMK

48
v 24 24 v 65 | PN
/

RC4 RC4 RC4 AES
64/128 64/128 128 128

RADIUS RADIUS RADIUS

Cisco Wireless Security Suite
Cisco Wireless Security Suite WPA WPA2
. EAP 802.1x

Cisco LEAP EAP-Flexible Authentication via Secure Tunneling EAP-FAST
PEAP-Generic Token Card PEAP-GTC

PEAP-Microsoft Challenge Authentication Protocol Version 2 PEAP-MSCHAPv2
EAP-Transport Layer Security EAP-TLS

EAP-Subscriber Identity Module EAP-SIM

AES-CCMP WPA2

TKIP WPA TKIP Cisco Key Integrity Protocol CKIP Cisco Message
Integrity Check CMIC
Message Integrity Check MIC;

40 104 128 IEEE 802.11 WEP
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802.11
A
128 WEP AP 128
WEP v 152
WEP WEP
4-1
4-1
EAP
802.1x | RADIUS
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A A E —\
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e e (Y2
|| NI [imtrrrveam(? -~ e
=7 0000000 ¢
TORX RAUk Wireless LAN AAA H—/N
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e WLAN

4-1

e 802.1X
o AP

o AAA
4-1

Controller

AP
e Wireless LAN Controller
e AAA
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802.1X

WLC LWAPP
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MAC

EAP

802.1X EAP

Cisco Validated Design |

EERRVET—H

802.1X

802.1X RADIUS

I Enterprise Mobility 4.1

OL-14435-01-J |



| 4 Cisco Unified Wireless Network

802.1x H
802.1X IEEE WLAN
802.11i
e 802.11 WLAN AP
e AP 802.1X
e 802.1X EAP AP AAA
e EAP AAA EAP AP
AP WLAN
U WLAN AP
WLAN
Extensible Authentication Protocol
Extensible Authentication Protocol EAP
IETF RFC EAP
802.1X UDP RADIUS
EAP 4
e EAP
ID EAP
EAP EAP
e EAP
EAP NAK
EAP EAP
e EAP
e EAP
802.11i EAP AP EAP
ID
EAP AAA AP
AAA EAP
4-2 EAP
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802.1X

4-2 EAP
€ 802.1X --===-=--====--mmmmm--o- P €mmmmmmmmooo- RADIUS ------------ >
IC_k L BERINT—
——000000000) LWAPP
= ! w_/
< EAP ID E3k
EAP ID 5% > ACS H#—/\IZ ID ZERiE —>

<« EAPEXR-EAP 247 <«—— EAP E3K - EAP 447 ———

EAP 5% - EAP 247 > EAP 5% - EAP 447 —>
D 3 77'{7/ l“tn-unIE-H-_/ \O)Faﬁfmgﬂgfl:ﬁ1§ >
< EAP 3 < EAP fZh N

PEAP EAP-TLS EAP-FAST
802.1X EAP RADIUS WLAN
WLAN
RADIUS
RADIUS
EAP EAP
AAA
WLAN
802.1X WLAN
Cisco Secure Services Client CSSC 4.1
EAP WLAN NIC
Windows XP  PEAP MSCHAPv2 EAP-TLS

CSSC http://www.cisco.com/en/US/products/ps7034/index.html
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802.1x H
4-3
WLC EAP
802.1X EAP
RADIUS AAA
4-3 WLAN
EAP
802.1x \ RADIUS
F—toTalr—4 R §
SEEH—/\
¥R | a \ BEEY S,
e a  rous =N
g7 00C0CCORERp | WA R y
== . o e =
WLAN 95472k THOER RAUb Wireless LAN AAAH—/N

______________________________________________________________________________________________

EAP
4-2 EAP
e PEAP MSCHAPv2 Protected EAP MSCHAPv2 Transport Layer Security TLS SSL
IETF WLAN MSCHAPvV2
e PEAP GTC Protected EAP Generic Token Card GTC  TLS
LDAP
e EAP-FAST EAP-Flexible Authentication via Secured Tunnel PEAP
PKI1 Public Key Infrastructure;
e EAP-TLS EAP Transport Layer Security PKI WLAN WLAN
4-2
Cisco PEAP PEAP
EAP-FAST |MS-CHAPv2 |[EAP-GTC EAP-TLS
MSFT AD !
MSFT AD 2
MSFT AD N/A
Microsoft AD
ACS
LDAP 8
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W 802.1X

4-2
Cisco PEAP PEAP
EAP-FAST |MS-CHAPv2 EAP-GTC EAP-TLS
oTP 4
RADIUS
5 6
L
2.
3. LDAP
4.
5.
6.
Cisco Secure Wireless Solution Wireless LAN Controller WLC
WLC  802.1X RADIUS EAP
WLC
e EAP RADIUS
e EAP
. RADIUS VSA vendor-specific attribute;
4-4
802.1X
EAP
4-4
, EAP :
: ; 802.1x \ RADIUS | ;
i F—trTalr—4 .
| ' L REY N
$IUIE | 7 ; ill\ :
[ 1L RADIUS ; i
B Ste00 ﬂm ﬂ ----------------- o
y— 000000 AN o occ) - =
WLAN 95472k | PR RAvk Wireless LAN L AAAH—N
: Controller :
| | egForI—y | §
4-3 PEAP 4 802.1X 3
PEAP RADIUS
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802.1x W
EAP
AP ID #1
EAP
#2 ID RADIUS
RADIUS EAP
#3 RADIUS EAP PEAP
RADIUS EAP
PEAP RADIUS EAP

#4 8 PEAP TLS

#9 16 PEAP

#17 EAP

#17
RADIUS VSA
4-3 EAP
¥ RADIUS
1 |AP EAP ID
2 AP EAP ID WLC |AAA  |Access-Rg1l id=114
3 |AP EAP PEAP AAA  |WLC |Access-Ch 11 id=115
4 AP TLS? Client Hello WLC |AAA | Access-Rql id=116
5 |AP TLS Server Hello AAA  |WLC  |Access-Ch 11 id=116
6 AP TLS Client Key Exchange Change |WLC |AAA  |Access-Rql id=117
Cipher Spec

7 |AP TLS Change Cipher Spec AAA  IWLC  |Access-Ch 11 id=117
8 AP EAP WLC |AAA  |Access-Rg1l id=118
9 |AP TLS AAA  |WLC |Access-Ch11 id=118
10 AP TLS WLC |AAA  |Access-Rq1l id=119
11 |AP TLS AAA  |WLC |Access-Ch 11 id=119
12 AP TLS WLC |AAA  |Access-Rg1l id=120
13 |AP TLS AAA  |WLC  |Access-Ch 11 id=120
14 AP TLS WLC |AAA  |Access-Rg1l id=121
15 |AP TLS AAA  WLC  |Access-Ch 11l id=121
16 AP TLS WLC |AAA  |Access-Rg1l id=122
17 |AP EAP AAA  IWLC |Access-Accept2 id=122
1. TLS EAP
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802.1X

Cisco Secure Unified Wireless
ACS Cisco ACS Windows 2000 Windows 2003

WLAN

I0S AP WLC EAP
WLSExpress  AAA AAA EAP

4-5
RADIUS EAP

Cisco Access Control Server

Cisco

802.1x ‘

F—toT1445—42
N

:
E el “M LWAPP Y‘H’---T'
00000000 | e s

WLAN 95472k TIER RAk Wireless LAN
Controller

iR IRT—5

L HTUhUR 1

EAP EAP
EAP
Master Key PMK WLAN
PMK RADIUS

Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x7a (122)
Length: 196
Authenticator: 1AAADSECBC487012B753B2C1627E493A
Attribute Value Pairs
AVP: 1=6 t=Framed-IP-Address(8): Negotiated
AVP: 1=6 t=EAP-Message(79) Last Segment[1l]
EAP fragment
Extensible Authentication Protocol
Code: Success (3)
Id: 12
Length: 4
AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
AVP: 1=6 t=User-Name(l): XXXXXXX

EREEY—/N

Pair-wise

EAP

AVP: 1=24 t=Class(25): 434143533A302F313938662F63306138336330322F31
AVP: 1=18 t=Message-Authenticator(80): 7C34BA45A95F3E55425FDAC301DA1AD7
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||
WLAN RF
802.11 Wired
Equivalent Privacy WEP WEP
WLAN
WEP
WLAN WEP TKIP
WPA AES WPA2
PMK WEP WEP PMK
WPA WPA2 4
WEP
4-6  WEP WEP v
RC4
WLAN XOR v
RC4
v RC4
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4-6 WEP
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=
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|
TKIP
802.11i 2 Temporal Key Integrity Protocol TKIP Advanced
Encryption Standard AES Wi-Fi Alliance WPA WPA2
TKIP WPA 802.11 WEP
RC4
WLAN WEP WLAN
TKIP  WPA
WPA2 AES IT
4-7  TKIP

4-7 WPA TKIP

EETHT—4
| -em@sx— || wmsbu || wMmicH—

[ REFFLR | v K//
1s€ (Michael)——>[MSDU +MiC]

| e
| MPDU |Icv
> BETE/ ok ¥

F—RM—L4 | |MAC Avs—|IV|KID|EIV|EE£T5AH|
A A

x
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\\;U

132359

TKIP 2 1 MAC Service Data Unit MSDU; MAC
RC4 1
Message Integrity Check MIC;
v
v RC4
Michael MIC MIC
Michael
WPA WLAN
60
DoS WLAN
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AES

4-8 AES counter mode/CBC MAC Protocol CCMP CCMP AES
1 CBC MAC

4-8 WPA2 AES CCMP

BEE.
WETRLR

MAC A& —

PN | —BF— | [JL—7Eb TS

» MAC | CCMP | E&S1L E51t
ANYH—|AyE—| FT—4 MIC

132361

CCMP AAD MAC CCM

PN CCMP
PN MAC CCM
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4-9

49 4

$ITUhk F—toTar—4

......g/ /OOOOOOOOOO LWAPP O tERIFT—Y

PMK PMK
D O ESEEEEETEEEEEE EAP B - o mmmmmmm oo <o EAP B -------------1
1 < ANonce
2 PTK SNonce (MIC) > [PTK
494 NURYTAY
3 <«——— MIC.GTK DEREFTT
4 /A OK > o
EAP PMK PMK
EAP
PMK
1. ANonce EAPOL-Key
a. ANonce SNonce PTK
/
2. SNonce RSN
MIC EAPOL-Key
a. ANonce  SNonce PTK EAPOL-Key
MIC
3. ANonce RSN
MIC
GTK EAPOL-Key
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Cisco Compatible Extensions W

Cisco Compatible Extensions

Cisco Compatible Extensions Cisco WLAN

QoS Quality of Service

4-10 Cisco Compatible Extensions  802.11 IETF Wi-Fi Alliance
WLAN Cisco Unified Wireless
Network Cisco Compatible Extensions WLAN
WLAN

4-10 Cisco Compatible Extensions

SZE:
E WiFi
RELEIRF IEEE IETF §
ARGIS LIRE FCC )

4-11 Cisco Compatible Extensions
Cisco Compatible Extensions Wi-Fi Cisco Compatible Extensions
EAP

v

Application-Specific Device ASD;
ASD PDA ASD

Cisco Compatible Extensions
http://www.cisco.com/web/partners/pr46/prl47/program_additional_information_new_release_features.html
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Ml Cisco Compatible Extensions

4-11 Cisco Compatible Extension

WEP X | x| x| x
IEEE 802.1X X | X| X | X X
LEAP X | x| x| x X
PEAP & EAP-GTC(PEAP-GTC) X | x| x [#Fav
EAP-FAST X | X X
PEAP & EAP-MSCHAPV2 (PEAP-MSCHAP) X
EAP-TLS ASD [ZI&. LEAP, EAP-Fast, £7zI& EAP-TLS NihE X X
Cisco TKIP (g 51k) X
WiFi Protected Access(WPA): 802.1X + WPA TKIP X | X | X
LEAP % (ASD IZI&. LEAP, EAP-Fast, F7z[& EAP-TLS AL E) x| x| x X
PEAP-GTC %{£M X | x| x
EAP-FAST {3 (ASD [Z[&. LEAP. EAP-Fast., £7zI& EAP-TLS A4 E) X | X X
PEAP-MSCHAP #{# X
EAP-TLS % (ASD IZ[&. LEAP, EAP-Fast., #fz[& EAP-TLS HiAE) X X
IEEE 802.11i-WPA2: 802.1X + AES X | X
LEAP %{& M X | x
PEAP-GTC Z{#H X | X
EAP-FAST Z{£ X | x
PEAP-MSCHAP &1 EAP-TLS #{& X -
#ykT—8 7RIYSa I (NAC) x 5

Cisco Compatible Extensions 5
MFP;
P. 4-30

Proactive Key Caching CCKM
Proactive Key Caching PKC 802.11i PKC
802 X/EAP PMK

4-12 WLAN

PMK
WLAN WPA 4

AP
PMK AP Unified Wireless

PMK
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Cisco Compatible Extensions W

4-12 Proactive Key Caching

PTK n+1

v

PTK n+x PTK n+x
Cisco Centralized Key Management CCKM Fast Secure Roaming FSR;
Cisco Compatible Extensions
PKC
PMK CCKM 2

FSR CCKM
http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_technical_reference09186a00801c5223.html

WLAN show pmk-cache all
802.11r 802.11 FSR WLC
WLAN 802.1x + CCKM CCKM  PKC
WLAN Identifier...... ... ... 1
Network Name (SSID) v v v vttt ittt e eeeeeeeeeneeenn wpa?2
Security
802.11 Authentication:..........ouiiueenennnn. Open System
SEAtIC WEP KeY S . it ittt ettt et ettt e e eeeeeeeeenn Disabled
B02 . L . it e e e e e e e e Disabled
Wi-Fi Protected Access (WPA/WPA2) ............. Enabled
WPA (SSN TIE) ¢ttt ittt e et et et ee et e eeeaeeenn Disabled
WPA2 (RSN IE) ittt ittt e et tteeeeeeeeaeeenn Enabled
TKIP Cipher. ..ttt ettt et eeeeenn Disabled
AES Cipher. ...ttt e e e ettt e e i Enabled
Auth Key Management
B02 . 1. ettt e Enabled
POt ittt e e e Disabled
L Enabled

(Cisco Controller) >show pmk-cache all
PMK-CCKM Cache

Entry
Type Station Lifetime VLAN Override IP Override
CCKM 00:12:£f0:7c:a3:47 43150 0.0.0.0
RSN 00:13:ce:89:da:8f 42000 0.0.0.0
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W Cisco Unified Wireless Network

Cisco Unified Wireless Network

4-13  Cisco Unified Wireless Network
Lightweight Access Point Protocol LWAPP; Lightweight

LWAPP AP MAP  Wireless Control System WCS Wireless LAN Controller
WLC; LAN Wireless LAN Controller Module WLCM
Wireless Services Module  WiSM WLC
Cisco Access Control Server ACS Authentication/Authorization/Accounting AAA;
RADIUS

4-13 Cisco Unified Wireless Network

ol
e

36

WCS

ACS = wos
@ E3
— =
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Cisco Unified Wireless Network u

4-14 LAP  LWAPP WwLC

4-14 LAP WLC

Lav 2 g1z L

U1
FybT—5
Q
P g
LWAPP 3
e LAP
e WLAN WLC
e Cisco Unified Wireless System 802.11
LWAPP
AP WLAN AP
AP
AP
LWAPP
e AP LWAPP WLC AP
WLC WCS
* AP WLC WLC
AP
e AP WLC
. WwLC AP IP AP
NVRAM

e LAP WLC AES LWAPP
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W Cisco Unified Wireless

WLAN LWAPP
dotlq
WLAN VLAN LAP
WLAN WLC
WLAN
Cisco Unified Wireless
802.11 LWAPP
WLAN LWAPP

Cisco Unified Wireless

. WLAN
e ACL
e Dynamic Host Configuration Protocol DHCP Address Resolution Protocol ARP;

. Intrusion Detection System  IDS;

AP

e IDS

WLAN

Cisco Unified Wireless Network WLAN
WLC WLAN
WLAN WEP WPA  WPA2
WLAN

WLAN SSID WLC dotlq dotlq

Ethernet over IP  EolP

802.1x WLAN WLC RADIUS
dotlq VLAN

4-15 4-16 Unified Wireless WLAN
3

¢ WLANSSID

* WLAN WLC
. WPA WPA2
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Cisco Unified Wireless ||
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Cisco Unified Wireless
EAP
WLC 4.1 EAP RADIUS
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RADIUS
RADIUS
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Cisco Unified Wireless u
WLC LDAP
EAP-FAST EAP-TLS
4-19
4-19 EAP
|l|l|-lI|l|
CIS5CD
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WLC WLC CPU Access
Control List ACL; ACL
WLAN WLC

ACL ACL
WLAN CPU ACL WLC
WLC

4-20 ACL ACL
Differentiated Services Code Point DSCP ACL
ACL
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Cisco Validated Design |

L]

¢ Maah | Apsly |
#
WLC
WLAN
IP
WLAN
WLAN
WLC WLAN ARP
IP ARP
ARP
WLC
WLAN

Il Enterprise Mobility 4.1

OL-14435-01-J |



| 4 Cisco Unified Wireless Network

Cisco Unified Wireless ||

4-21

afuaifie
CIsCD
; Controbsr Gerwral gy |
| i B n P Gt Mails Craadind &
T p—— Lk Tr e mde LapeE = [ Cwrvern OpanFarsy Hods o weisrhl
T - LA Sy we nar el pubped Erabisd W [LES Masde = rurreviy agbied]
Bl Bl E i [rupsip B my, gyl Pl Dt il
Imdrrmal THEC P Saawer Bropdiaes Frrs ey Cepgmvmii
| b MRty S ages il ye=g Lead B Dsaisad W
b e Fams b Pame Bl o Hade [
Farty (ranr Thas dar Prpsmenag of &F  Evabled
:ul:r i ol re ey i ol s B
[Yor—-— ks T il Brajung Dl =
ol BEID harae Coawend w
E b Ouh Celmd Mkl y L aeans Bamr R B
| & o [T rea——r— ird E
IDS
WLC LAP WLAN IDS
WLC WCS IDS
IDS WLC
IDS IDS 802.11 WLC
WLC WLC IDS
Custom

Signatures
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W Cisco Unified Wireless
WLC IDS WLAN WLAN
WLC WLAN
4-23  Exclusion Policies
e Excessive 802.11 Association Failures DoS
e Excessive 802.11 Authentication Failures DoS
e Excessive 802.1X Authentication Failures DoS
e External Policy Server Failures IPS
e |P Theft or IP Reuse DoS

e Excessive Web Authentication Failures DoS
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Cisco Unified Wireless ||
AP
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W Cisco Unified Wireless
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Cisco Unified Wireless Location http://www.cisco.com/en/US/products/ps6386/index.html
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| |
Cisco 10S
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VLAN FWSM Cisco Unified Wireless 2
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Cisco Security Agent CSA

WLAN

http://www.cisco.com/application/pdf/en/us/guest/netsol/ns386/c649/ccmigration_09186a0080871da5.pdf

Secure Wireless Design Guide 1.0
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DHCP
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Cisco Integrated Security Features Hl

4-34 Dynamic ARP Inspection

5=t 101140 [ GARP

MAC =2 a2y 10.1.1.30 MAC_B FIHILk
T—hoxA
10.1.1.1

2—%"k 10.1.1.30 )
MAC =Y g O
GARP

10.1.1.40 MAC_B

WE#E 10.1.1.20
MAC =B
DAI
4-34 H-REAP
MIM Ettercap
ARP GARP

4507-ESE#sh ip arp inspection log

Total Log Buffer Size : 32

Syslog rate : 5 entries per 1 seconds.

Interface Vlan Sender MAC Sender IP Num of Pkts Reason

Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Wed Feb 3 2003) DHCP

Deny
Fa3/26 20 00d40.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d40.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d40.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d40.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny
Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:48 PDT Tue Feb 3 2003) DHCP
Deny

Interface Vlan Sender MAC Sender IP Num of Pkts Reason

Fa3/26 20 00d0.5937.7acc 10.20.1.100 1(11:07:49 PDT Tue Feb 3 2003) DHCP Deny

Enterprise Mobility 4.1 Cisco Validated Design |
| OL-14435-01-J



4 Cisco Unified Wireless Network |

Ml Cisco Integrated Security Features

MAC
VLAN DAl ARP
ARP 15
/ pps
MIM 2
ettercap GARP IP
ettercap
ettercap
AP
MIM
DoS
DAI DoS AP
ARP
ip arp inspection limit none
15pps
IP MAC IP Source Guard
IP Source Guard DHCP
Per-port Access Control List PACL
PACL DHCP IP
hping2
DHCP
MAC
DoS
IP Source Guard
H-REAP IP Source
Guard DHCP
WLC VLAN IP Source Guard WLC
IP
IP
LAP H-REAP WLAN MAC-IP
H-REAP IP Source Guard
2
. 1 AP

Enterprise Mobility 4.1 Cisco Validated Design |
OL-14435-01-J |



| 4 Cisco Unified Wireless Network
Cisco Integrated Security Features Hl
. 2 AP
4-35  IP Source Guard IP MAC
4-35 IP Source Guard MIM
y
= |
|
SES AL —
- ‘
10.1.1.1 < =
ZHib(d10.1.1.2
Zbihld ~
10.112® 8
EET -
IP Source Guard
AP MAC
AP IP
MAC AP
MAC MAC
AP MAC
AP
MAC IP IP
Source Guard 2
AP CISF
CISF
IP DHCP
AP MAC IP
WEP MAC

| oL-14435-01-J

Enterprise Mobility 4.1 Cisco Validated Design| i



4 Cisco Unified Wireless Network |
M Cisco Integrated Security Features
4-4
4-4
MAC Macof AP
MAC MAC
DHCP H-REAP MAC DHCP
DHCP
DHCP H-REAP DHCP
WLAN
DHCP
H-REAP
MIM GARP
AP H-REAP DAI
MIM GARP
H-REAP DAI
MIM
IP H-REAP ID IP Source Guard
IP
MAC
CISF
4-4
CISF

Cisco Validated Design |

I Enterprise Mobility 4.1

OL-14435-01-J |



4 Cisco Unified Wireless Network

e Deploying Cisco 440X Series Wireless LAN Controller
http://www.cisco.com/en/US/docs/wireless/technology/controller/deployment/guide/dep.html

e Cisco Wireless LAN Controller Configuration Guide, Release 4.1
http://www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfig40.html

e Cisco Wireless Control System Configuration Guide, Release 4.1
http://www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html
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Wi-Fi ||
U-APSD
Unscheduled Automatic Power-Save Delivery U-APSD; 2
e U-APSD 1 AP
U-APSD
WLAN AP WLAN
U-APSD
AP End of Service Period EOSP;
AP EOSP
Delivery
Traffic Indication Message DTIM,;
WVolP
DTIM U-APSD
DTIM
U-APSD AP AC
U-APSD AC
i 2 AP
WLAN
AP
5-11 802.11
5-11
TIM %at( ,,,,,,,,,,,,,,,,,,,,,,,,, DTIM Hjﬁﬁ ,,,,,,,,,,,,,,,,,,,,,,,,, A)T|M %gt
E—av — A B,
F—4 T—5
AP ACK (1 7L—L&YZLY) ACK (0 IL—LAEYZLY) ACK
(®) |
97472k A)=F PS R—1) 4 ACK PS H—1v4 ACK  Psd—ysy A7 5
HSATURDRREN =
DT HIERADEIE
AP TIM AP
AP
PS-Poll
AP
AP
2 PS
DCF 2
DTIM 100

ms DTIM
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H wiFi
Cisco Unified Wireless IP Phone 7921G TIM PS
PS
7921G
U-APSD U-APSD
WLAN  7921G
5-12 U-APSD
AP AP
AP TXOP
EDCF
VoWLAN AP
1 VoWLAN AP
5-12 U-APSD
T4 T—4 T4
(1IL—L (0 TL—AL (0 IL—Ls
AP ACK  kYzLy) LYY ACK KYZLY)
. N
9947 AN=T 7[/—UA + AuK A\EIK D o —.. A\EIK AY—7
F—5ENH— F—aEMf— .
HSAT U DBKREA 54T DBRAEA &
=) EDCAEIL
20 ms 20 ms
n*100 ms 20 ms
TSpec
TSpec 802.11e AP
802.11e MAC 2
EDCA TXOP
TSpec
TSpec TXOP
TSpec EDCA AC
TSpec
AC
WLAN AC AC
TSpec TSpec AC AC
AC AC TSpec
802.11e Hybrid Coordinated Channel Access HCCA EDCA AC TSpec

TXOP
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Wi-Fi ||
)
7921G TSpec Cisco 7920 WVolIP TSpec
Add Traffic Stream
Add Traffic Stream ADDTS WLAN AP
2 TSpec AP
e ADDTS — AP
ADDTS TSpec Traffic Stream Rate Set
TSRS; IE Cisco Compatible Extensions v4
. —STA
1
TSpec 1 TSRS IE STA AP
1 TSpec 1 TSRS
IE
ADDTS TSpec Cisco 7921 WLAN
Cisco AP ADDTS 5-13 5-14
TSpec
AP
TSpec AP TSpec
TSpec
WLAN
VolP TSpec
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W wirFi
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Wi-Fi u
5-14 ADDTS
-k ]
@ Catsgary Cods 17 e
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B Eialm) Tubes i
B viales Cindis B i o Aidepie
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N wLAN QoS

WLAN QoS

Cisco Centralized WLAN WMM QoS
WLC QoS
4 QoS 5-15

5-15 QoS
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WLAN QoS u
WLAN 802.1P
2
e WLC Class of Service CoS;
CoS WLAN LWAPP
QoS
WLAN 802.1P 6 AP
LWAPP CoS5 CoS Cisco QoS
IEEE CoS
WLC
DSCP CoS CoS
AP LWAPP DSCP DSCP WLAN
WMM WLAN WMM
LWAPP DSCP
. WLAN CoS
802.1P WLAN CoS
WMM CoS6 AP CoS 6 CoS
DSCP AP WLC CoS 6
AP WLAN QoS
CoS WMM AC
Unified Wireless Network IEEE 802.11e IEEE
Cisco QoS Unified Wireless Network
WLAN QoS 5-17
AAA ID QoS
Over-the-Air QoS
WLAN WMM QoS QoS

5-17 WLAN QoS

QoS

COMTECLLEN WRFESS Oy

QoS WLAN
WMM

e Disabled — WLAN  WMM

e Allowed —WLAN WMM
e Required — WMM
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WMM

WMM
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N wLAN QoS

5-18 WLAN WMM

nlmln engn Tembgerae Fey o Bk
CISCD kb  SPCIEETY  ARANEDE T AR L
VLR W WL A = FdR amms | Ay |
A Comeval | Sty | e Adwesied
Grumdy ol Bueans = P -
o ey [mp=nd 2]
s 4 cac i g
V31 i CAS (fapend | 3
IP
5-19 Cisco AP QoS Basis Service Set  QBSS;
IE Load AP
5-19 QBSS
1 Octet 1 Octet 4 bytes
Element ID Length Load ®
(11) g
QBSS IE 3
. QBSS 6
o QBSS 13 802.11e
. CAC IE IE
QBSS WLAN WMM 7920
7920 5-18 WLC WLAN
AP QBSS 7920 7921G
QoS WLAN QoS
AP
WLC Call Admission Control CAC; AP
CAC 7920
. CAC — 7920
2.01 7920
e APCAC — 7920 WLAN
WMM CAC AP CAC
QBSS IE
e WMM IE 2 802.11e QBSS Load IE
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QoS

v

WLAN QoS
e 7920 CAC IE 1 QBSS IE BG
e 7920 AP CAC IE 3QBSSIE BG
QBSS IE ID 3 QBSS
1 QBSS IE

5-20

5-20
Nl » Wigkcw ' mremariery oy |
= A rrvs Pdels Cal &ty sian Lovvinel (CAL)

- sgmgaer [ jaln ¥ prapend

5w Eame &2 [~ —
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Sy g Epprarg Samdag [ I-_
et Piradind bpode- At r
P L iiala el Wirsams Matrics
= I ikidgs laninkn. Foalini ]

i
ADDTS VoWLAN
RF
Reserved Roaming Bandwidth AP VoWLAN
ADDTS

AP
AP
Load-Based AC
Metrics Collection
5-21 WCS
AP AP

Admission Control (ACM)

Admission Control ACM)

WCS
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N wLAN QoS

5-21 WCS

AP AP0012.d92b.5cc2 M 802.11a/n A2 3—JxA RIZx T B EFEFI—/LE

5 e

/
/
5 S
//

1 /
0 /
5/29/07 5/29/07 5/29/07 5/29/07
8:30 PM 8:40 PM 8:50 PM 9:00 PM
Bzl
—faa— )L — fBO0—32Y a—LE
Y
QoS
TSpec
TSpec WLAN
TSpec
AC WMM
5-5 5-6
5-5

UP UP

max = WLAN QoS max = WLAN QoS

WMM

UP

max = WLAN QoS BE CoS DSCP

WMM
WLAN QoS
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802.11e 802.1P DSCP ||
5-6
UP WMM BE
WMM
WLAN QoS
802.11e 802.1P DSCP
Unified Wireless Network WLAN LWAPP IP UDP
WLAN QoS DSCP  CoS
WLAN WMM
802.1P AP DSCP
LWAPP WLC
AP LWAPP
WLC
WMM
WMM LWAPP AP WLC DSCP
5-22 LWAPP WLAN
5-22 WMM 802.1P
802.11e DSCP @ 802.1p DSCP

9247k

A
.-

153876
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W s02.11e 802.1P DSCP
e LWAPP LWAPP CS6 DSCP
o WMM WLC LWAPP DSCP
QoS
IEEE CoS DSCP
DSCP WLC WLC 802.1Q
CoS
e WMM WLAN QoS
LWAPP DSCP 7920 WLAN QoS
WLAN
EF DSCP
e WLC LWAPP WLC DSCP
DSCP AP WMM
802.11.e DSCP WMM AP
~
AP WLAN WMM LWAPP
DSCP IP DSCP
QoS
QoS
LWAPPAP  WLC QoS 5-7 WMM
IEEE QoS DSCP
5-7 QoS

AVVID 802.1 UP
AVVID IP DSCP |AVVID 802.1p UP |IEEE 802.11e UP
- 7 -

LWAPP 48 6 7

802,11
46 EF 5 6
34 AF41 4 5
26 AF31 3 4
18 AF21 2 2
20 AF22 2 2
22 AF23 2 2
10 AF11 1 1
12 AF12 1 1
14 AF13 1 1
0 BE 0 0,3
2 0 1
4 0 1
6 0 1
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802.11e 802.1P DSCP u
LWAPP AP QoS
WLAN QoS AP
. LWAPP AP 2 CoS 802.1P WLC AP
3 DSCP WLAN
DSCP 2
LWAPP 2
e AP NULL VLAN ID L2 LWAPP QoS
AP 802.1P/Q L2 LWAPP
DSCP
e AP CoS WLAN
e AP EDCF
s AP FIFO
WAN QoS H-REAP
WLC WLAN Hybrid Remote Edge Access
Point H-REAP; AP WMM
WLAN AP
dotlq VLAN dotlp VLAN
VLAN
H-REAP dotlq
VLAN WMM
WLAN QoS
WLAN 802.1P
WLAN WLAN WMM
WLAN WMM
AP CoS
~
CSCsi78368 WLC CoS WLC
CoS QoS
WMM CoS
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N QoS
QoS
QoS QoS
QoS
QoS QoS
802.11 QoS
802.11
5-8
3Mbps
11 Mbps 802.11b
300 AP QoS
802.11b
1,500
5-8
300 600 900 1200 1500
11g - 54 Mbps 114 19.2 24.6 28.4 314 Mbps
11b - 11 Mbps 2.2 3.6 4.7 54 6 Mbps
LAN QoS
AP
AP AP LWAPP DSCP AP
QoS AP LWAPP CoS
QoS
interface GigabitEthernetl/0/1
switchport access vlan 100
switchport mode access
mls gos trust dscp
spanning-tree portfast
end
AP DSCP WLC
DSCP AP WLAN QoS
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QoS ||
WLC
WLC QoS AP
WLC DSCP CoS
e WLC WLC
AP WLAN
LWAPP AP
WLAN WLC LWAPP
WLAN
e LWAPP DSCP WLC QoS LWAPP
WLAN
DSCP WLAN
e WLC CoS /
/ WLC QoS
WLC CoS
WLAN QoS WLC WLC
WLAN VLAN
QoS
interface GigabitEthernetl/0/13
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 11-13,60,61
switchport mode trunk
mls gos trust cos
end
Over-the-Air QoS WMM
Over-the-Air QoS WLAN WMM
802.11 WMM
7920 WLAN WLAN QoS
WLAN Over-the-Air QoS
WLAN Cisco 7921G 7920
Cisco 7921G  Cisco 7920 Cisco  VoWLAN WLAN QoS
1

e Cisco Unified Wireless IP Phone 7921G

1.0 2

http://www.cisco.com/en/US/products/hw/phones/ps379/products_data_sheet0900aecd805e31

5d.html
e Cisco Unified Wireless IP Phone 7920

3.0—

http://www.cisco.com/en/US/products/hw/phones/ps379/products_data_sheet09186a00801739

bb.html

VoWLAN
WLAN

Enterprise Mobility 4.1
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B  wan LWAPP

e Design Principles for Voice Over WLAN —
http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns348/net_implementation_whit

e_paper0900aecd804f1la46.html

e Cisco Wireless IP Phone 7920 Design and Deployment Guide —
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7920/5_0/english/design/guide/7920ddg.html

WAN LWAPP

LWAPP AP 5-23 WAN QoS

5-23 WAN LWAPP

<UDP~ DST XXXXX. SRC 12222

<UDP, DST XXXXX. SRC 12223

192.168.60.10, 11

iR =
WAN*JFU—’JJS —

m

-’ ==
192.168.100.12 M

[UDP. SRC XXXXX. DST 12222>

221948

[UDP. SRC XXXXX. DST 12223>

LWAPP
LWAPP AP 2
* LWAPP — UDP 12223
e LWAPP802.11 — UPD 12222
LWAPP
LWAPP 2
. — LWAPP AP LWAPP

AP AP
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5 Cisco Unified Wirel QoS

WAN Lwarp H
LWAPP
CS6
WAN
. — WLAN LWAPP
AP LWAPP RRM AP
LWAPP CS6
5-24 5-25 LWAPP 5-26 5-27
5-28 LWAPP
LWAPP
e LWAPP discovery
e LWAPP join
e LWAPP config
. LWAPP RRM
AP AP
5-24 LWAPP

s Fravs 15 (A9 Bpred on w0re, B9 Bytad Captured)
& EEharcdt 11, Srd: Clico_ed 40:08 (0014 1ciad-dRi0n), Dat: Clisco Gaird:dl (00 14 6u:Ga ifd: 400
& Interret Provecol. Srcr L92.158,100.12 (192188, 100:12): D5t 152,168,580, 50 (192 . 168,860,210
version: 4
Header Tength: 10 byt
s pliffereEnedsted servies Flald: '.I:.-ﬂ'.'I:‘IT'_Dﬂ.'F DEi0: Claid Selecwer &= BoME l:l:.I:II:Ijj
Total wengths T3
Tdent1f1cardon: Oxiibd €21437)
& Flags: 0w
Fragaeht offiet: O
Tias th Tlyes 359
pretocal r woe (0¥11)
& Header chacksum! Oudiod [correct]
Spurce:r 152, 168100017 152,188 004,132 )
peit inatfon: 192,168, 60,10 (193,168, 40,100
& USer DATEgrEm Protocol, Bre Pert: 18 CHLE], Dae Pert: 12227 CRIR2R)
& LWAPE Encapsullated Packet
s LwaPF Control Message
pata (31 h:.-tH]

¥ 0
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B  wan LWAPP

5-25 LWAPP

® Frame 0 (M lyres on wire, T4 lpted captured)
® Erhernat I, Sre: Clfco_ed:49:06 (00:l4ilcredzapioa],; ooe: Ciado Gaifd al (0051488 64 1d:40])
= :Ht-“r Protocol, Srci 192,0668.100,17 ﬂﬁqmplﬂﬂqﬂ}. bFr i 193168, 90,11 uﬂrlﬁ'ﬂqun)
wersion: 4
Mizdar Tengtht 20 Lid
W piffereant ited secvlces Fleld: 0ugd ({oscr Gulbi: Cladd Selector &3 ROM: ﬂ:ﬂu_i‘:l)
Tatal Lergth: 83
tdencification: ox%30f {21430)%
# lagss GwB0
Frageant offses: 0
TiEe £a Tiwa: 299
erovoceis upe (0ull)
W Header checisum:t Owd5c% [oorrect])
dogrcer 190 1668, L0042 (160, 168, 1565, 423%
pdt Tt en: 102, 140 60,01 (292,168, 40.11]
W et Datagram Protoddl, Sre parti S44l4 (SS418), DAt parti 12230 012221}
W LW Encapsulated Packet

w Lwdd Sontrol Hessage B
pata (16 Bytedh 7
5-26 LWAPP

# Frami 110 (T4 nmed oh wire, T e caprur e}
® Erhecner I, sré: claco Bacfd:al (oosiasga:eazfdia1l, oerd cloco Mt ly:47 (0051420008 :19:43)
 Internet Protocol, Srcl 192.168.100.17 C192.183.X00.127, Osti 152.168.80,11 (100,168 60.11)
version: 4
Header Tangth: 210 Eyted
i pIfferent lated Services Field: m-.'-:-@:r:n ul0: Clasd Selester &5 BON: -ﬂ:nn-jj
Tocal Lengrh 6O
tdencification: CwhcbB (275325
W OFlags: =l
Frageant offees: 0
Hme to Twe; 254
Frovocols ubl {0cll)
W HEader checkium: Oxdddt [correct]
Fourcer 193 060,100,22 (1%, 166,100,120
cestinaTion: 192, 168.60.11 C197.168,60.11)
i User Datagram Protocol. Src Portn 54416 (544187, bBst PorTi 12273 (12223)
i LWAPP Encapsulated packet _
W LEEP Contra] MEssage ]
bata {15 bytes)

5-27 LWAPP

o Frame 114 (207 bytes on wire, 202 bytes capruroed)
W Ethernet 11, Srcr ClscooBSacfdidl (00114 f8a6a 1 Ffoicdl), Osti Clsco Bd 115142 (0014 (8B4 115:42)
= IAtEFNET Protocel, BRel 100, D68.10008F (103, 1600100, 1F), odvd 1000168 60.11 (102,148, 60.11)
werglon: 4
neader Tengrhr 20 bytes
i oifferentisted Services #ieldr coct fbsce 0x30: Class Selector &) €SN GedOTH
Tatal Leegth; 16E
Tdentifieat lon: Oxbcbl (ITHEL)
i Flags: Qwid
frageent offsezc 0O
Tise o Tlwe: 294
Frgtosel: upP (D21}
@ Waader checigum: Ouitdd [correct)
Togrcer 197168, 000,12 (197.168.100.125
Destinaton: 163, 168 80,11 (102, 168, 60,117
B OGRS DATAgeas Proftoiel, Sre PacE s RALE (14380, pdt Part: RIIRD (123D
& Luiss Encapiulated Packat
W Leal Sontrol Message
pata (144 kyres)

Fra )
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QoS

™
B

[

WAN Lwarp H

5-28 LWAPP RRM

Frase 116 (265 byres on wire, 265 ytes cigtured)
Etharret 1T, 3rci Cisco baifordl (0OlEcsaibarfddl), Dstr Sisco 54 0%142 (001014 15a B4 115182 )
TREAFrEt Profosel. Brdf 183 168,100,123 (193, 168,100,127, CAt: 163, 140, 60.11 (102, 148, %0.11)
vardlan: 4
neader Tengrh: 0 bytes
pifferenciated services eield: owcoffoace 0w3o: class feiector
Tetd] wengih: 351
Tdart 1Flearicon: Oxdsk
& Flags: Oud
Fragment offset: @
Tind T4 Tlvé: 254
protodhl @ upE (0110
& tayeee chackuom: 0s280d [earrect]
Souwroer 192,168, 100.12 (102.188.300.12)
pastination: 19F.1683 &0.71 {1%0.140. 60,110
USRrf CATAQrER Protocol, BrE Port: 416 CH418), oAt Pert: 12323 CLITIED
L'wAPFE Ercapiulated Packst

&1 EChr OwDO T

da 3 LY

: LwaP Comtrol sessaga E
bata (207 bytes) ]
LWAPP 802.11
LWAPP 802.11 2
e 802.11 — 802.11
DSCP CS6
e 801.11 — 802.1X WLAN
QoS WLC 802.1X
Cs4 802.11 WLAN
QoS WLAN
LWAPP DSCP CS6 BGP
OSPF Open Shortest Path First ~ EIGRP Enhanced IGRP IP
IP
LWAPP DSCP WLAN
QoS
WLAN CS6
CS6
LWAPP 802.11 CS6 DSCP
LWAPP UDP LWAPP deep packet
inspection DSCP
LWAPP
LWAPP
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H  wan LWAPP
LWAPP
Cisco AP 305 /
AP AP
WAN WLC AP
18 2614 / RTT 100ms WAN 20.3
2318 /
CS6 LWAPP
192.168.101.0/24 LWAPP AP AP WLC
192.168.60.11  192.168.62.11
CS6
CS6 LWAPP CS3
class-map match-all LWAPPDATACS6
match access-group 110
match dscp csé
!
policy-map LWAPPDATACS6
class LWAPPDATACS6
set dscp cs3
!
interface FastEthernet0
ip address 192.168.203.1 255.255.255.252
service-policy input LWAPPDATACS6
!
access-1list 110 remark LWAPP Data
access-1list 110 permit udp 192.168.101.0 0.0.0.255 host 192.168.60.11 eqg 12222
access-list 110 permit udp 192.168.101.0 0.0.0.255 host 192.168.62.11 eqg 12222
access-1list 111 remark LWAPP Control
access-1list 111 permit udp 192.168.101.0 0.0.0.255 host 192.168.60.11 eqg 12223
access-list 111 permit udp 192.168.101.0 0.0.0.255 host 192.168.62.11 eqg 12223
LWAPP DSCP
WAN LWAPP

I Enterprise Mobility 4.1
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WAN Lwarp H

WAN AP
LWAPP WAN

interface Serial0

ip address 192.168.202.2 255.255.255.252

rate-limit output access-group 111 8000 3000 6000 conform-action transmit
exceed-action set-dscp-transmit 26

access-1list 111 remark LWAPP Control

access-1list 111 permit udp 192.168.101.0 0.0.0.255 host 192.168.60.11 eqg 12223
access-list 111 permit udp 192.168.101.0 0.0.0.255 host 192.168.62.11 eqg 12223

WLAN QoS  802.11e IEEE 802.11 Handbook, A designers companion (second edition) Bob
O'Hara and Al Petrick
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B  wan LWAPP
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Cisco Unified Wireless

IP Cisco Unified Wireless Network

Access Point  AP;

"hoot-n-holler" IP
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W Cisco Unified Wireless Network

Cisco Unified Wireless Network

Cisco Unified Wireless Network Software Release 4.1

3.1
3.2
4.1
6-1 Cisco Unified Wireless
VLAN
AP
LWAPP
WLAN WLAN
WLAN AP AP  LWAPP AP
LWAPP LWAPP WLAN ID WLAN
WLAN
61 4.1
’
LWAPP ZJLFF ¥R )
Sk 1 DiE -M
—) ’::> '
Q00000 LWAPP ?)b?#“\"XI‘
o [000000) s 22
RIFHEYRS 1T ubE
1D /
=
FYNT—OEBEITFLT ]
Ny EE R ﬁ
LWAPP
AP LWAPP
AP
~
AP
A Y
VLAN
HSRP hello EIGRP PIM
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Cisco Unified Wireless Network ||

LWAPP

Internet Group Management Protocol IGMP

AP
IP 3
AP LWAPP
LAN
QoS
LWAPP QoS
. LWAPP
WLAN
AP
WLAN WLAN
802.11g 802.11a
WLAN
LWAPP
WLAN
LAN
LWAPP

Group Management Protocol IGMP

Enterprise Mobility 4.1

LWAPP

LWAPP

LWAPP

AP IP
VLAN
LWAPP
6-1
VLAN
LWAPP
WLAN
WLAN
AP
2 1
VLAN
2
LWAPP
WLAN
AP
Internet
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W Cisco Unified Wireless Network

IGMP
2 foreign AP
3
IGMP
2 Cisco Unified Wireless
WLC
WLC
WLC

2 Cisco

Unified Wireless
WLC
AP WLC
IGMP
VLAN WLC
6-2

6-2

A—H 2k IP kYR
avko—3 1 avka—3 2

WL 2y
= & b

oofibo

VLS
&7 = 9 =
AP A AP B

—

- .
=7 ILFHFvRE T—H

222288

s
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||
IP
1
3 AP
PIM
URL http://www.cisco.com/go/multicast
LWAPP
12222 12224
LWAPP
LWAPP
LWAPP
LWAPP
IP
WLAN
WLAN

3 Controller General Web

Enterprise Mobility 4.1

Ethernet Multicast Mode  multicast

Ethernet Multicast Mode unicast

LWAPP Transport Mode  Layer 3
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4 Ethernet Multicast Mode Multicast
6-3

6-3 GUI Ethernet Multicast Mode

CI5C0
Controllar General _MJ
o3 F ol Mo Dapabisd =
General St
Tinsn Lwalr Traaps Mode |'|.nr:r b ] ‘i'l {Curras Ooaralrig Mode o Layad)
L s inh Pind Febodd Driabled = LA Mo ab currirslly chaafled |

Erflerd ared

Helwork Roubes Ettarret Mubisait Hade Mytiiant S

Holiail Griub Sddiimi

Enlermal (HACP Server
v Hobility M i Bevisionat Pl &m = W-RFAS mprarts “umicael ke oty
Lon cod dgereatryd Lo Fislenong Tnpabiss =
octs Peat L Pees Blodbong Mide Crsablea =
st ™ Crwar The: As Prowimosars] of &= Enabied =
Hade &P Pailnac Enabled =
P "'"'""I Timman Artie Tolk Brvger Draatded = g
Ethernet Multicast Mode CLI
1 CLI configure network multicast global enable
2 CLI config network multicast mode multicast <IP >

show network
show lwapp mcast AP show
ip mroute show ip igmp membership
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LWAPP
OSPF EIGRP PIM HSRP
LWAPP
239/8
IANA
239.0.0.0  239.255.255.255
RFC 1918
IP 10.0.0.0/8
Autonomous System AS;
Y
239.0.0.X 239.128.0.X
MAC IGMP
MAC

URL

http://lwww.cisco.com/en/US/tech/tk828/technologies_white_paper09186a00802d4643.shtml#wp1002391
WAN
URL
http://www.cisco.com/en/US/tech/tk828/technologies_white_paper09186a00802d4643.shtml
LWAPP
LWAPP
LWAPP
AP MTU
LWAPP
LWAPP
AP
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|
2
1 LWAPP
2
LWAPP
6-1 2
6-1
LWAPP AP AP
IP
LWAPP VLAN
ACL
LWAPP
2 LWAPP
LWAPP LWAPP
LWAPP
2 2
LWAPP
LWAPP
AP LWAPP IGMP 1 2
Any Source Multicast ASM AP
AP
1
AP AP
AP
HSRP PIM
EIGRP VLAN OSPF
)
Cisco I0S AP 1240 IGMPv2 VxWorks AP 1030 IGMPv1
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||
WLAN
IP Auto-RP ip multicast
boundary
Y
LWAPP
LWAPP
IP Time To Live ttl-threshold
Auto-RP IP
Auto-RP ip multicast boundary interface mode
ip multicast rate-limit
VLAN
VLAN

http://www.cisco.com/go/multicast

TCP

Enterprise Mobility 4.1

Sasser
ICMP

UbDP TCP
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239.0.0.0  239.127.255.255

128 Kbps
Vlan40

239.0.0.0  239.127.255.255

mls gos
|
class-map match-all multicast_traffic
description Permit Low Rate Multicast Range of 239.0.0.0 to 239.127.0.0
match access-group 101
|
policy-map multicast
description Rate Limit Multicast traffic to 2.56mps with burst of 12800 bytes
class multicast_traffic
police cir 2560000 bc 12800 be 12800 conform-action transmit exceed-action drop
|
interface Vlan40
description To Wireless Clients
ip address 10.20.40.3 255.255.255.0
ip pim sparse-mode
ip multicast boundary 1
ip igmp access-group 30
standby 40 ip 10.20.40.1
standby 40 preempt
service-policy output multicast
|
access-1list 1 remark Permit Low Rate Multicast Range of 239.0.0.0 to 239.127.0.0 for
multicast boundary
access-1list 1 permit 239.0.0.0 0.127.255.255
!
access-1list 30 remark Only Allow IGMP joins to this Multicast Group Range
access-1list 30 permit 239.0.0.0 0.127.255.255
!
access-1list 101 remark Permit Low Rate Multicast Range of 239.0.0.0 to 239.127.0.0 for
class-map
access-list 101 permit ip any 239.0.0.0 0.127.255.255
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||
~
ACL HSRP EIGRP
OSPF PIM
2
WLC WLAN
VLAN/ WLC
AP WLC AP
WLC
WLC
WLAN 1
1 WLAN
WLAN
802.119 802.11a WLC AP
VLAN WLAN AP
WLAN LWAPP
WLAN AP WLAN
WLAN WLC VLAN
WLC WLC
WLC
VLAN VLAN
WLC
WLAN SSID WLC VLAN AP
WLAN
WLC VLAN 6-2
6-2 WLC WLC
WLC VLAN 1
WLAN VLAN
AP AP
AP AP
AP
VLAN
WLC AP
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2 AP

H-REAP  REAP AP AP WLAN SSID
VLAN AP
WLC  WLAN VLAN AP
VLAN
REAP H-REAP AP WLAN WLC
H-REAP WLAN  WLC
WLC H-REAP
LWAPP
H-REAP WLAN
LWAPP H-REAP
H-REAP  WLAN WLC

IGMP
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Cisco Unified Wireless Hybrid REAP

Cisco Unified Wireless LWAPP AP LAP
WLAN WLC Lightweight Access Point Protocol LWAPP
AP WLAN
1 wLC LAP
WLC WLC
LAP LAP  WAN LWAPP
WAN
WLC
WAN 2
AP

REAP Hybrid REAP H-REAP
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AP
AP REAP
LWAPP AP
WAN
. WAN
WAN IP
WLC
o AP 2 3
WLC
REAP AP  LWAPP WLAN
LWAPP WLC WLAN 2
7-1 REAP
7-1 REAP
IS5 F ®EOHIL

......... LWAPP [Z & % &l

O—AILIZRAYFENDT—H

R
WLAN I kE—5

190695

REAP AP 1030 16 WLAN WLAN
1030 REAP
LWAPP AP
* 802.1Q WLAN VLAN/
e WAN WLAN 1 WLAN
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Hybrid REAP W

802.1Q WLAN  VLAN Hybrid
AP H-REAP REAP
H-REAP AP WLAN
WLAN H-REAP AP
H-REAP 1030 REAP

Hybrid REAP

WLC
H-REAP AP 4.0 WLC

e Cisco 2100

e Cisco 4400

¢ Cisco 6500 WiSM

e Cisco WLC Module for Integrated Service Router ISR
e Cisco Catalyst C3750G-24WS

LWAPP AP H-REAP

e (Cisco 1131
e Cisco 1242

Cisco 1130 1240 AP AP P.2-10

10S 1130/1240 AP LWAPP
URL
http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_technical_reference09186a00804fc3dc.html

H-REAP Cisco 1000 LWAPP AP
REAP 1030

H-REAP
H-REAP

H-REAP AP VLAN 1030
REAP AP WLAN

. WLAN 802.1Q
VLAN
1 WLAN 802.1Q VLAN
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Bl Hybrid REAP
WLAN
IP
AP LWAPP
WLC
. WLAN LWAPP
WLC
VLAN WLC LWAPP
WLAN
WLC
WAN IP
WAN
H-REAP AP
. WLC H-REAP AP  WLC LWAPP
. WLC H-REAP WLC LWAPP
WAN
H-REAP
H-REAP WLAN
. / WLAN  802.1x VPN Web
LWAPP WLC
H-REAP 7-2 802.1X
. / H-REAP
WLAN
. / WLAN
H-REAP
7-3 802.1X
. / WLAN
WLAN
WLAN
AP
7-4
. / WLAN WEP WPA2
PSK
H-REAP
WLAN
7-5
AP WLC

Cisco Validated Design |

I Enterprise Mobility 4.1

OL-14435-01-J |



|7 Cisco Unified Wireless Hybrid REAP

Hybrid REAP W
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Bl Hybrid REAP

5o LEOBD

hREhR 2
WLAN IvbA—5 g
—ai-YT-5 e LWAPP [Z & il
=== A—ANIZR(YFEINZLI—YF T8 —-=-= 802.1x
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190698
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O—AILIZRAYFENZT—5
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s

AP 802.11
H-REAP H-REAP /
WLC AP WLC
/ WLAN
H-REAP WLAN
WLC
WLC
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Hybrid REAP W

H-REAP AP
.
: WLAN
REAP  H-REAP 1 WAN WLC
H-REAP WLAN 802.1Q VLAN

QoS WLAN
7-6

7-6 H-REAP

VLAN B—#JL 79+X WLAN 1
VLAN B—#JL 79+X WLAN 2
&I VLAN

= === LWAPP |Z& %%

=
C
>
z
N

222553

REAP AP 1

. WLAN VLAN
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Bl Hybrid REAP

H-REAP AP
H-REAP SSID/WLAN  LWAPP
WLC
VLAN Cisco SSG/ISG  Cisco NAC
WLC
WLAN Web
7-7
H-REAP AP 10 Cisco

Unified Wireless Guest Access Service

| ¥
[ ]
——— 52 LWAPP koL
Web WLAN
Web WLC
1.1.1.1
H-REAP VLAN Web
WLC
LWAPP WLC
WLAN
SSID/WLAN
1 Web WLAN
802.1x/EAP WLAN
WLAN VLAN H-REAP AP 1 2 AP
AP

7-8 H-REAP AP
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*-.

(EZ% H-REAP
p2 a7

’—-

H-REAP

7-1

Cisco Unified Wirel Hybrid REAP
Hybrid REAP W
7-8 H-REAP
RyRRRYk H—ER FaN(4
Web
AAA H—N WCS
. = =]
E/AMIL
—h—
| W=

190701

WPA/2-802.1x

AP

WLC

WLAN

WPA/2-PSK

AP

Web

VPN

L2TP

NAC

CCKM

PKC

CAC TSPEC
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Bl Hybrid REAP
7-1
WIDS
RLDP
RADIUS/TACACS
RADIUS/TACACS
H-REAP AP
WAN
H-REAP AP WAN
. WAN 100 ms AP 30
WLC AP 5
1 1
H-REAP AP
P.7-4 AP
AP
<100 ms
. 8 H-REAP WAN
128 Kbps 8 H-REAP
WAN
. MTU WLC 4.0 500 MTU
1030 REAP H-REAP AP
H-REAP AP
802.1x LWAPP
H-REAP AP  WLC AP
WEP WPA PSK WLAN
LWAPP
. WEP/WPA 1 H-REAP AP
AP WLAN
H-REAP WAN
WAN RF
50 1,500 ms
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Hybrid REAP W

e WPA2 WPA2 IEEE 802.11i
Proactive Key
Caching PKC PKC Microsoft ~ Zero Config
Wireless Funk Juniper Odyssey
Cisco CCKM  WPA2
WLAN H-REAP  PKC
H-REAP AP PKC 802.1x
IP
WLC
Cisco WLC2100 NM-WLC
e Cisco Centralized Key ManagementCCKM- CCKM
WLC AP
AP
AP 2
AAA H-REAP
AP CCKM CCKM
H-REAP H-REAP 802.1x
. 2 CAM WLAN
AP AP H-REAP
2
ARP
Y
WLAN WLAN VLAN/
H-REAP IP
IP
Radio Resource Management
Radio Resource Management RRM
H-REAP AP RRM
Transmit Power Control TPC
4 H-REAP TPC
Cisco Auto RF 3 WLAN
H-REAP AP
AP
H-REAP
H-REAP
URL

http://www.cisco.com/univercd/cc/td/doc/solution/wifidesi.pdf

Enterprise Mobility 4.1
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Bl Hybrid REAP
QoS
WLAN H-REAP LAP QoS
WLAN QoS
WMM WLAN AP
dotlq VLAN dotlp VLAN
VLAN
H-REAP
dotlp RF
WMM
WLAN QoS
WLAN 802.1p
WLAN WLAN WMM
WLAN WMM
AP CoS
5 Cisco Unified Wireless QoS
DSCP /
WAN
DSCP CS6 LWAPP
H-REAP
H-REAP WLC
WLC H-REAP
H-REAP H-REAP WLC
H-REAP LAP
RF WLC RF
WwLC
H-REAP WLC RF
WLC H-REAP
RF
Auto-RF H-REAP
Radio Resource Management P. 7-11 WLC RF
H-REAP
EolP
H-REAP
WLC
WLC H-REAP
WLC LAP WLC
WLC H-REAP
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WAN

P.7-4 H-REAP P.7-4
WLC  LWAPP

EAP 802.1x WLAN Web WLAN

H-REAP P.7-4
WLAN
RADIUS WLAN
WAN
2 1
WPA2-PSK
H-REAP
e H-REAP DFS
* NAC

e AAA Override

H-REAP
e DTIM

H-REAP

WLC
WLAN  H-REAP AP

e |IPSEC

Enterprise Mobility 4.1

Hybrid REAP W

H-REAP
H-REAP

WEP WPA/2-PSK
802.1x  Web

WLAN

WLAN
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Bl Hybrid REAP
e CRANITE
e FORTRESS!
~
VPN WLC VPN
WLAN
H-REAP AP 8 WLAN H-REAP AP WLAN
ID 1 8 WLANID 9 16
NAT/PAT
WLC
LAP 2 IP 2 WLC WLC AP
NAT
e WLC LAP WLC IP WLC
IP DHCP 43 DNS
p.7-18 AP WLC WLC
WLC AP IP
LWAPP
e WLC AP AP IP WLC AP
IP NAT AP
NAT 11 WLC AP
WLC IP AP NAT
AP
1:1 NAT NAT 1 AP
LAP H-REAP PAT
IP NAT WAN
PAT
1. AP IP DHCP LWAPP
12223 BXXXX WLC
Cisco I0OS PAT AP
NAT IP IP

Pro Inside global
udp 10.20.3.19:54417 192.168.1.121:54417 10.15.9.253:12223

2. AP
802.11
12222

WLC

Pro Inside global
udp 10.20.3.19:54417

Inside local

802.11

WLC

Inside local

Cisco Validated Design |

Outside local

Outside global
10.15.9.253:12223

10S PAT

Outside local

LWAPP

Outside global
192.168.1.121:54417 10.15.9.253:12222 10.15.9.253:12222
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Hybrid REAP W

3. WLC AP 802.11
IP 54417
10S PAT AP WLC
AP
PAT AP AP 2
3 IP
DHCP AP
IP PAT
PAT
Pro Inside global Inside local Outside local Outside global
udp 10.20.3.19:54417 192.168.1.121:54417 10.15.9.253:12222 10.15.9.253:12222
udp 10.20.3.19:54417 192.168.1.121:54417 10.15.9.253:12223 10.15.9.253:12223
udp 10.20.3.19:1322 192.168.1.122:54417 10.15.9.253:12222 10.15.9.253:12222
udp 10.20.3.19:1323 192.168.1.122:54417 10.15.9.253:12223 10.15.9.253:12223
AP 2 PAT
192.168.1.121 AP IP
AP IP 192.168.1.122 1323
WLC 802.11 wLC
LWAPP 1323
PAT 1322 802.11 WLC
802.11 1323 802.11 AP
AP 80211 LWAPP
Y
WLAN WLAN
WLAN WLC 12222  802.11
. DHCP NAT UDP
12222 12223 20 25
20 AP  WLC
AP
ip nat translation port-timeout udp 12222 20
ip nat translation port-timeout udp 12223 20
. AP DHCP AP AP IP
PAT
DHCP /
e PAT AP P IP H-REAP
P. 7-18 AP
AP IP PAT
7-9 NAT/PAT H-REAP
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Bl Hybrid REAP

79  NAT/PAT H-REAP
I5VF 1o JOLN
I5LF0 eiies
itxa =
rye= =9 g
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= o : E:!a
#{ﬁt% H-REAP —_— : : EZ
L _57_@ =~
‘ m e

PR 5125 RS

NAT i;:li PAT

190702

RADIUS VLAN
RADIUS VLAN H-REAP WLAN
H-REAP
Web
WLC Web H-REAP WLAN
Web WLAN H-REAP
H-REAP WLAN 2
WLC
WLC
H-REAP WLAN WLC
H-REAP
. H-REAP
WLC
VoWLAN P. 7-10
WAN
802.11i  Cisco CCKM
H-REAP
WAN /
WLAN WAN
100 ms
QoS
e WLC H-REAP AP WLC H-REAP
AP WLC LAP
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Hybrid REAP W

Cisco 1030 REAP AP  802.3af Cisco 1130
1240 AP 802.3af
H-REAP AP LWAPP AP WLC GUI Cisco Wireless Control
SystemWCS H-REAP WAN
WCS URL

http://www.cisco.com/en/US/partner/products/ps6305/products_data_sheet0900aecd802570d0.html

http://www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html
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N  H-REAP
Cisco 1130 1240 AP WLC H-REAP
e |P
o 1 WLC IP
4
e WLC DHCP
e DHCP 43 2 Cisco Unified Wireless
e WLC DNS DHCP 2 Cisco Unified Wireless
1030 REAP 1130 1240 AP
AP WLC
LWAPP 12.3(11)IX
S
4a. d. H-REAP AP IP DHCP
Y
LAP
WLC / LAP
1 Cisco DB9/RJ45 Hyper Terminal
AP
9600bps 8 1
2 AP AP AP
AP WLC
AP
3 AP enable
Cisco exec
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4 <ap-mac-address>#
WLC

lwapp ap ip address <IP ><

g o

lwapp ap ip default-gateway <IP >

o

Iwapp ap hostname <AP >

o

lwapp ap controller ip address <IP >

H-REAP ||

DHCP WLC IP
DHCP 43 DNS
ap controller ip address <IP >

DHCP P.7-20 WLC IP

4 Iwapp

NVRAM

show lwapp ip config

AP0014.1ced.494e# sho lwapp ip config
LWAPP Static IP Configuration

IP Address 10.20.104.50

IP netmask 255.255.255.0
Default Gateway 10.20.104.1
Primary Controller 10.20.30.41

AP0014.1ced.49%4e#

clear lwapp ap ip address

g o

clear lwapp ap ip default-gateway

o

clear Iwapp ap controller ip address

o

clear lwapp ap hostname

AP
WLC AP

4d.
WLC

AP WLC
ERROR!!! Command is disabled.
WLC
LAP IP
WLC GUI

AP
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Cisco Unified Wireless Guest
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Web
WLAN IP

] DNS DHCP

e DNS

e Web URL

e Web URL HTTP 80
Y

Web 80 1
P.10-9
[ ]
Security > Local Net Users WCS
WCS P. 10-31 P.
10-10

[ )

[ )

* NAT

Cisco Controller) >show client summary

Number of Clients. ... ... . e e e ceaaans 1

MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:5f:f8 10.15.9.19 Associated 3 Yes Mobile 1

Mobile Auth
Web YES
NO
AP IP
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MAC
(Cisco Controller) >show client detail 00:40:96:ac:5f:£8
Client MAC AdAreSS. ...ttt enenenenenenn. 00:40:96:ac:5f:£8
Client USEernName . .. ...t tmuemueeeeeeeenenns romaxam
AP MAC AdAr eSS . vt vt vt ete e e et et et e et 00:00:00:00:00:00
Client State. ... ...ttt ittt Associated
Wireless LAN Td. .. ti ittt ettt ettt et eeeeeaenn 3
23 0 5 00:00:00:00:00:02
Channel. ... . e e e e N/A
I = N e i Y= P 10.20.31.100
Association TId...... ..t e e 0
Authentication Algorithm.................. . ...... Open System
Reason COQe. ..ttt t ittt e e et e e e e 0
Status Code. ...t e e e 0
Session TimMeOoUL . . ...ttt it ittt 86316
Client CCX VErSION. it ittt ittt et ittt et eeeeeeann No CCX support
e 3 e 1 L Disabled
Q0SS LeVel. i ittt it e e e e e e e e e Silver
Diff Serv Code Point (DSCP) ... iiiiinennennnnn. disabled
802.1P Priority Tag .« e e ueee et eeeeteeeeeeneennn disabled
101/ ESTY o} o Yo i at oAb Disabled
Mobility State. ..ttt et e et e e e e Export Anchor
Mobility Foreign IP AddreSS. .. ...t enennnennn 10.15.9.19
Mobility MOvVe COUNE . . v ittt ittt e ettt e e eeeeen 1
Security Policy Completed............uiiiiinenn. Yes
Policy Manager State..........iiiiiiiennnnnennn RUN
Policy Manager Rule Created.............oieuiueon.. Yes
NPU Fast Fast Notified............. ... ... ... Yes
POLiCY Ty v i ittt et e et e e e e e et e e e e e e e e N/A
Encryption Cipher. .. .. ...ttt None
Management Frame Protection...................... No
L0 A Yo Y Unknown
Interface. ... i e e wlan-user
VL AN . et e e e e e e e e e e e e e e e e e e e e e e e e e e 31
Client Capabilities:
CF Pollable. ...ttt e et e eeeenn Not implemented
CF Poll Request. ...ttt ittt Not implemented
Short Preamble......... ... Not implemented
PBCC . ot et ettt e e e e e e e e e Not implemented
Channel Agility. ...t iieeeennn. Not implemented
Listen Interval....... ..., 0
Client Statistics:
Number of Bytes Received................... 0
Number of Bytes Sent.......... ... ..., 0
Number of Packets Received................. 0
Number of Packets Sent..................... 0
Number of Policy ErrorS........eeeeeueneeen. 0
Radio Signal Strength Indicator............ Unavailable
Signal to Noise Ratio.........oiieeninnn.. Unavailable

Nearby AP Statistics:
TxExcessiveRetries: 0
TxRetries: 0
RtsSuccessCnt: 0
RtsFailCnt: 0
TxFiltered: 0
TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0]

Web Clients > Detail
10-71
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10-71 Anchor WLC Monitor > Client Detail
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(WisM-slot3-1) >show client summary

Number of Clients. ... ... .. e ie e eaaans 2
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:5F:f8 AP3_.18e5.7fdc Associated 1 Yes 802.11g 29
Protocol Mobile
Protocol 802.11g
Authenticated AP name
AP

Enterprise Mobility 4.1 Cisco Validated Design |
| oL-14435-01-J



10 Cisco Unified Wirel Guest Access Service |

(WisSM-slot3-1) >show client detail 00:40:96:ac:5f:£8

Client MAC AdAreSS. ...ttt enenenenenenn. 00:40:96:ac:5f:£8
Client USEernName . .. ...t tmuemueeeeeeeenenns N/A
AP MAC AdAr eSS . vt vt vt ete e e et et et e et 00:17:d£:35:86:50
Client State. ... ...ttt ittt Associated
Wireless LAN Td. .. ti ittt ettt ettt et eeeeeaenn 1
23 0 5 00:17:d£:35:86:50
Channel. ... . e e e e 11
I AV T ot Y = = N Unknown
Association TId...... ..t e e 1
Authentication Algorithm.................. . ...... Open System
Reason COQe. ..ttt t ittt e e et e e e e 0
Status Code. ...t e e e 0
Session TimMeOoUL . . ...ttt it ittt 0
Client CCX VErSION. it ittt ittt et ittt et eeeeeeann No CCX support
e 3 e 1 L Disabled
Q0SS LeVel. i ittt it e e e e e e e e e Silver
Diff Serv Code Point (DSCP) ... iiiiinennennnnn. disabled
802.1P Priority Tag .« e e ueee et eeeeteeeeeeneennn disabled
101/ ESTY o} o Yo i at oAb Disabled
Mobility State. ..ttt et e et e e e e Export Foreign
Mobility Anchor IP AdAreSS. .. ..t eeennnnnnn 10.15.9.13
Mobility MOvVe COUNE . . v ittt ittt e ettt e e eeeeen 0
Security Policy Completed............uiiiiinenn. Yes
Policy Manager State..........iiiiiiiennnnnennn RUN
Policy Manager Rule Created.............oieuiueon.. Yes
NPU Fast Fast Notified............. ... ... ... Yes
POLiCY Ty v i ittt et e et e e e e e et e e e e e e e e N/A
Encryption Cipher. .. .. ...ttt None
Management Frame Protection...................... No
L0 A Yo Y Unknown
Interface. .o e management
VL AN . et e e e e e e e e e e e e e e e e e e e e e e e e e e 9
Client Capabilities:
CF Pollable. ...ttt e et e eeeenn Not implemented
CF Poll Request. ...ttt ittt Not implemented
Short Preamble......... ... Implemented
PBCC . ot et ettt e e e e e e e e e Not implemented
Channel Agility. ...t iieeeennn. Not implemented
Listen Interval....... ..., 0
Client Statistics:
Number of Bytes Received................... 308244
Number of Bytes Sent.......... ... ..., 700059
Number of Packets Received................. 2527
Number of Packets Sent..................... 1035
Number of Policy ErrorS........eeeeeueneeen. 0
Radio Signal Strength Indicator............ -75 dBm
Signal to Noise Ratio.........oiieeninnn.. 25 dB

Nearby AP Statistics:
TxExcessiveRetries: 0
TxRetries: 0
RtsSuccessCnt: 0
RtsFailCnt: 0
TxFiltered: 0
TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0]

AP3_.18e5.7fdc(slot 0) ...
antennal: 37 seconds ago -73 dBm......uuuuuunnnn.. antennal: 4294510568 seconds ago
-128 dBm
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debug mac addr <client mac address>
debug mobility handoff enable
debug mobility directory enable
debug dhcp packet enable
debug pem state enable
debug pem events enable
debug dotll mobile enable
debug dotll state enable
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W 3200

Cisco 3200 Rugged Enclosure
Rugged Enclosure

Rugged Enclosure URL 3200 Rugged Enclosure

http://www.cisco.com/en/US/products/hw/routers/ps272/products_data_sheet0900aecd8028e3a7.html

Cisco 3200 URL Cisco 3200 Wireless and Mobile Routers

http://www.cisco.com/en/US/products/hw/routers/ps272/products_data_sheet0900aecd800fe973.html
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| 1 Cisco Unified Wirel
Cisco 3200 ||

Cisco 3200
Cisco 3200 MAR
IP
Cisco 10S Mobile Networks IP 3
IP
3200 MAR
IP
Cisco Unified Wireless Network 4.1 Workgroup Bridge WGB;
3200 MAR  Cisco Unified
Wireless Network Universal Work Group Bridge UWGB;
WGB 3200 MAR Cisco Unified Wireless Network ~ WGB
3200 MAR  Cisco 802.11 Unified Wireless Network WGB
WGB WLAN
UwGB WGB WGB
802.11 3200 MAR
UwGB 3200 MAR  802.11
3200 MAR 1

URL
http://www.cisco.com/en/US/products/hw/routers/ps272/prod_brochure0900aecd80374174.html

3200 MAR  WGB WLAN
3200 MAR 11-2

Aya frykT—2

|
|
221955
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W Cisco 3200

. Cisco 3200
. Cisco 3200 Wireless Mobile Interface Card WMIC;
802.11b/g 4.9 GHz
o AP WMIC WGB
o CDMA  GPRS
WAN 802.11
WLAN
1P
MAR IP
IP IP
Cisco 3200 Cisco
3200 AP  WLAN WLAN
LWAPP
11-3 Cisco 3200 WGB
WLAN
MAR
11-3 2
WLC
=
55ATUL 000000
] =
= =
RAP MAP
W~/
AT i w 0000,

MAR

221957
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Cisco 3200 u
11-4  MAR IP
NAT

11-4

WLC

=

HSATL

-

- L RAP MAP

221956

MAR
MAR WMIC
2
IP
IP Cisco 3200

802.11

CDMA 1xRTT

2
IP
IP 1P
IP IP
IP
IP
IP
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W Cisco 3200

IP
Cisco 3200
IP
IP 12 Cisco Unified Wireless IP
WMIC
4 WMIC

1. 8

2.

3. WMIC 64

4,

3 4 packet retries mobile station period X threshold Y
dBm
8 Too many
missed beacons WMIC
period  threshold
2
2
. WMIC
1
J WMIC

debug dotll dotllRadio 0 trace print rates

20
WMIC

+ 20 dBm -70 dBm
+70 -70 dBm
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| |
3200 MAR WEP
UWGB VLAN DHCP
Cisco 32XX
1 PC DB9
DB9-to-DB9
Y
RJ-45 to DB9 Home AgentHA,;
3200 IP DHCP VLAN
2 IP
3 vlan database CLI VLAN VLAN 2
4 VLAN3 VLAN 2
VLAN 3 AP 2.4 GHz WMIC2W2 VLAN 2 4.9 GHz WMIC
W3 FA2/0 FA2/1 FA2/3 VLAN3 FA2/2 VLAN?2
5 WMIC1 MARC VLAN VLAN 4 11-1
111
VLAN
PC FastEthernet2/0 3
WMIC1 W1 |FastEthernet2/1 2.4 GHz 4 2.4 GHz
UWGB
WMIC 2 W2 |FastEthernet2/3 2.4 GHz 3 2 4 GHz AP
WMIC 3 W3 [|FastEthernet2/2 49 GHz 2
4.9 GHz
6 VLAN3 DHCP

ip dhcp pool mypool
network 10.40.10.0 /28
default-router 10.40.10.1
ip dhcp excluded-address 10.40.10.1 10.40.10.3

Enterprise Mobility 4.1
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7 VLAN3 10.40.10.0/28 DHCP IP

WMIC

WMIC

WMIC 802.11 WGB
distance UwGB
Cisco MAR
UWGB UWGB WMIC
P.11-9

WGB 3

e Automatic
Cisco 60

60

e Root LAN
Cisco

e Non-root LAN
Cisco

WMIC

1 dotll

station-role {root [bridge | non-root workgroup-bridge install [automatic | root |
non-root]}

station-role WMIC

2 WMIC
e station-role root bridge 3200 MAR WMIC

e station-role workgroup-bridge 3200 MAR WMIC
Aironet

LAN
3 mobile station

mobile station
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||
Received Signal Strength
Indicator RSSI;
WMIC
WMIC
WMIC
WMIC UWGB UWGB WGB
802.11 WMIC
Cisco Cisco Unified Wireless Network
UWGB AP UWGB 1
WMIC
e 10S 10S
. UWGB Cisco
UWGB
WMIC Cisco Compatible Extension
v3 va Cisco Compatible Extension

station-role workgroup-bridge universal (mac address)

~
WMIC VLAN MAC
VLAN MAC VLAN MAC
MAR show mac-address-table
WMIC
WMIC WMIC

dotll

station-role root access-point

WMIC

Enterprise Mobility 4.1
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3200 MAR
4 Cisco Unified Wireless Network
WMIC WMIC
SSID 802.1x/EAP
EAP EAP
WMIC 4
WMIC 4
e WMIC
e WMIC
o EAP
o MAC
4 Cisco Unified Wireless Network
3200 MAR WMIC Wired Equivalent Privacy WEP  Wi-Fi Protected Access
WPA Cisco Centralized Key Management CCKM
4 Cisco Unified Wireless Network
WMIC SSID autoinstall
WMIC SSID SSID
autoinstall
3200 MAR MAR
SSID
WMIC  SSID
e dotll ssid ssid-string
SSID SSID 32 SSID

e authentication open [mac-address list-name [alternate]] [[optional] eap list-name]
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||
SSID
WMIC
SSID MAC
MAC
list-name
URL
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfathen.html
MAC EAP
alternate
SSID EAP WMIC
EAP
list-name
EAP
optional
Y
EAP
EAP EAP
e authentication shared
[mac-address list-name] [eap list-name]
SSID
Y
Y
1 SSID
SSID MAC
list-name
SSID EAP list-name
e authentication network-eap list-name [mac-address list-name]
SSID EAP
SSID Network-EAP MAC
MAC
list-name
e authentication key-management {[wpa] [cckm]} [optional]
SSID WPA CCKM optional
WPA CCKM
SSID optional WPA CCKM
SSID SSID CCKM
Network-EAP SSID WPA
Network-EAP
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[ |
~
802.11b 802.11g WPA CCKM
Y
CCKM WPA TKIP/AES-CCMP
CCKM  WPA
TKIP
Y
SSID  WPA WPA
WPA WPA-PSK
~
CCKM WDS
dot1x
EAP dotlx
1. eap profile profile-name-string
EAP
2. dotlx credentials profile
dotlx dotlx
3. method [fast|gtc|leap|md5|mschapv2|tls]
EAP
A
EAP EAP
EAP
4. dotll ssid ssid-string
5. authentication network-eap list-name
SSID EAP
6. dotlx credentials profile
dotlx dotlx
7. dotlx eap profile profile-name-string
EAP 2
8. authentication key-management {[wpa] [cckm]} [optional]
SSID WPA CCKM optional
WPA CCKM
SSID optional WPA CCKM
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dotll ssid bridgeman

authentication open eap eap_adam
authentication network-eap eap_adam
authentication key-management wpa
infrastructure-ssid

interface dotllradio 0

encryption mode

ssid bridgeman
|

ciphers aes-ccm

| 1 Cisco Unified Wirel
||
SSID SSID CCKM Network-EAP
SSID WPA
Network-EAP

)

802.11b 802.11g WPA CCKM
Y

CCKM WPA TKIP/AES-CCMP

CCKM  WPA
TKIP
Y
SSID  WPA WPA
WPA WPA-PSK

Y

CCKM WDS

AES EAP-TLS
SSID SSID SSID no
SSID bridgeman EAP SSID
bridgeman EAP adam EAP
SSID bridgeman EAP-TLS AES
SSID ID adam EAP

| oL-14435-01-J
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|
!
eap profile authProfile
method tls
exit
!
dotlx credentials authCredentials
username adam
password adam
!
dotll ssid bridgeman
authentication open eap eap_adam
authentication network-eap eap_adam
authentication key-management wpa
dotlx eap_profile authProfile
dotlx credentials authCredentials
infrastructure-ssid
|
interface dotllradio 0
encryption mode ciphers aes-ccm
ssid bridgeman
|
|
EAP RADIUS/AAA
!
aaa new-model
aaa group server radius rad_eap
server 13.1.1.99 auth-port 1645 acct-port 1646
|
aaa authentication login eap_adam group rad_eap
aaa session-id common
radius-server host 13.1.1.99 auth-port 1645 acct-port 1646 key 7 141B1309
radius-server authorization permit missing Service-Type
ip radius source-interface BVI1
1
WDS
CCKM
WDS
LAN WDS CCKM
URL Cisco 10S Software Configuration Guide for Cisco Access Points 11

http://lwww.cisco.com/en/US/docs/wireless/access_point/12.2_13_JA/configuration/guide/i12213sc.html

bridge (config)# wlccp ap username username password password
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| 11

Cisco Unified Wirel

WPA

WDS/CCKM AP

AP1  AP2 WDS

« WDS

. AP1

. AP2

« RADIUS 1
115 AP WDS

11-5 WDS CCKM

AP1 WDS ﬁ
-'___ =l -
) A kbl 000000 —E
== = &
502 11 AP2
.~ - -7 '_
------ 205505
802.1x LAN WPA
ASCII 16
ASCII 8 63
Password-based Cryptography Standard ~ RFC2898
16 64 16
WPA-PSK
WPA-PSK
WGB
WPA-PSK
IEEE  PSK pbkdf2 20
WPA-PSK
WPA

e Membership termination

| oL-14435-01-J
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11
[ |
e Capability change
EXEC WPA
1. SSID SSID
dotll ssid ssid-string
2. WEP
wpa-psk { hex | ascii } [ 0 | 7 ] encryption-key
16 ASCII
64 16
8
ASCII 63
WPA
WPA WEP

|
!
dotll ssid given-ssid
wpa-psk ascii talboeitmé65
!

256
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Cisco 3200 ||
Cisco 3200
Cisco 3200
3200 MAR
PC104/Plus
3 WMIC
PC104/Plus
e 24GHz WMIC x 2
e 49GHzWMICx1
e Fast Ethernet Switch Mobile Interface Card FESMIC;
x1
e Serial Mobile Interface Card SMIC; x1
e Mobile Access Router Card MARC; x1
11-6 Rugged
Enclosure 3230 3270
11-6
WMIC(W3)
%% WMIC (W3) %@ WMIC(WZ)
%% SMIC %& %% SMIC %@
FESMIC % FESMIC
FE2/3 [ , FE2/2 FE2/3 [ —r—
WMIC(Wl) WMIC(Wl)
C% MARC % C% MARC %
FEO/O FEO/O
IR v T: IR FyvT:
FE2/0 - FE2/1 FE2/0 - FE2/1
3 WMIC #H% 2 WMIC &5k ]
11-6 3200 MAR 2

e WMICx2 FESMICx1 SMICx1 MARCXx1
e WMICx3 FESMICx1 SMICx1 MARCx1

3200 MAR

URL

http://www.cisco.com/en/US/products/hw/routers/ps272/products_data_sheet0900aecd800fe973.html
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W Cisco 3200

Cisco 3230

Cisco 3230 MAR 3 RP-TNC 1
WMIC w1 W2
W3 11-7

11-7  WMIC RP TNC

WMIC 3;5:—-—-13:
| ] I( _) [T]
WMIC 2. e

|

WMIC _1:4—:"' i

221960

3200 MAR
11-2 Cisco 3230 MAR WMIC
11-2  WMIC
WMIC1 W1 FastEthernet 2/1
WMIC2 W2 FastEthernet 2/3
WMIC3 W3 FastEthernet 2/2
11-3 Cisco 3230 MAR
11-3 SMIC
0 Serial 1/0 DSCC4
1 Serial 1/1 DSCC4
Serial 1/2 DSCC4
Serial 1/3 DSCC4
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Cisco 3200 u
Cisco 3270 Rugged Enclosure
Cisco 3270
3270
3270  Rugged Enclosure 3230 Rugged Enclosure 2
Cisco 3230 Rugged Enclosure 7
PC104+
Cisco 3270 WMIC WMIC
3230 3270
WMIC RJ-45 WMIC
11-8
11-8 Cisco 3270
3270 RJ-45 WMIC
3270 8
3270
/
Cisco 3270 Rugged Router
Cisco 3270 CPU
Cisco 3251 Mobile Access Router Card MARC 2 Cisco 3270
usB
Cisco 3270
PC/104-Plus 2 3201 Mobile Interface

Card

11-9 Cisco 3270 MAR 2
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Cisco Unified Wirel

W Cisco 3200

11-9 3270 WMIC

WMIC (W3)

|:’Ijl
WMIC (W3) %

[

%% SMIC %@
FESMIC
FE2/3 ’E_:L:]—%‘ FE2/2

i o
CE e i %
IR Fyvd:

GEO/0 - 0/1. FEO1
FE2/0 - FE2/1

3 WMIC 5k

URL

ﬁ SMIC ?

FESMIC

e
I
S =

IR Fvyd:
GEO/0 - 0/1., FEO/O - FEO1
FE2/0 - FE2/3

221962

0 WMIC #& Rk

Cisco 3200 Rugged Enclosure

http://www.cisco.com/en/US/products/hw/routers/ps272/products_data_sheet0900aecd804c207b.html

Cisco 3200 WMIC

Cisco I0S WMIC
e VLAN

dot1Q VLAN

32 VLAN

* QoS

WMIC QoS

Wi-Fi
WMM

EDCA QoS

. BSSID
AP
e RADIUS
WMIC AP

e TACACS+
TACACS+

WMM

IEEE 802.11e QoS 1

WMIC
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Cisco 3200 u
3
WEP Message Integrity Check MIC; WEP
CKIP
WPA
WPA2
LEAP EAP-TLS EAP-FAST
WEP WPA WPA2
e 802.1x
AP MAR WLAN 802.1x EAP
WGB UWGB CCKM
AP
¢ Repeater
Cisco 3200
Cisco Compatible eXtensions CCX WLAN
WLAN Wi-Fi WLAN
PDA WI-FI Application Specific Device ASD 2.4 GHz WMIC
CCX 2.4 GHz WMIC
2.4 GHz WMIC Cisco Compatible Extension
Cisco Compatible Extension 11-4
Cisco Compatible Extensions URL Cisco Compatible Extensions

http://www.cisco.com/web/partners/pr46/prl47/partners_pgm_concept_home.html

11-4 Cisco Compatible Extensions Version

wWGB
vi v2 v3 v4 AP |WGB

Wi-Fi Protected Access WPA X X X X X X
IEEE 802.11i - WPA2 X X X X X
WEP X X X X X X X
IEEE 802.1X X X X X X X X

e LEAP X X X X X X X

e EAP-FAST X X X X X
CKIP X X X
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W Cisco 3200

11-4 Cisco Compatible Extensions Version

WGB
vi v2 v3 v4 AP |WGB

Wi-Fi Protected Access WPA X X X X X X
802.1X + WPA TKIP

* LEAP X X X X X X

o EAP-FAST X X X X X
IEEE 802.11i- WPA2: 802.1X+AE X X X X X

e |EAP X X X X X

e EAP-FAST X X X X X
CCKM EAP-TLS X X X X
EAP-FAST X X X X
AP X X X X X X
CCKM LEAP X X X X X X
CCKM EAP-FAST X X X X X
MBSSID X X

X X X
QoS  VLAN
SSID VLAN X X X X X X
AP
Wi-Fi Multimedia WMM X X X X X
AP X X X X X X
ASP X X X
ARP
XX X X
10S URL

Cisco 3200 Series Mobile Access Router Software Configuration Guide

http://www.cisco.com/en/US/products/hw/routers/ps272/products_configuration_guide_chapter09186a00800

c797a.html#wp1035566.

Cisco 3200
WMIC

e |OS Command-Line Interface CLI;
Telnet/SSH PC
WMIC Telnet SSH

e Simple Network Management Protocol SNMP;
e Web GUI

10S CLI
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CHAPTER 12

Cisco Unified Wireless IP

IP IP
IP IP
IP
IP

IP

IP
IP
IP
Cisco Unified Wireless Network IP

Cisco Unified Wireless Network
. IP
Cisco Unified Wireless Network IP
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2
° 2 2
AP
. 2 3
Cisco Unified Wireless Network
IP
2 2 12-1 AP
WLAN AP
IP
1 AP AP
2 3 AP
WLAN
12-2 IP 3
2 802.11
12-3
IP
IP
2
Cisco Unified Wireless
Network IP
Cisco Unified Wireless Network 2 3
IP RFC 3344 2
3 Cisco Wireless Unified Network 3
AP IP
2 802.11

Cisco Unified Wireless Network ~ Mobile IP

121 2

ark0—3
v~

HITRYEA
&7 =7

222291
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13

Cisco Unified Wireless

Location-Based Services LBS;

Cisco Unified Wireless Network

WLC WLC WLC

WLC WLC AP
WLC

WLC
Cisco Unified Wireless Network

IP Home AgentHA,;
HA
Cisco Unified Wireless Network HA WLC
HA HA
HA 2
AP
WLC
WLC
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AP
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||
IP IP HA
1 Media Sense
Windows 2 AP
2 Windows
DHCP
DHCP 2
Foreign Agent FA,; FA
IP IP
IP
RFC 3344
IP 2 1
IP  FA IP FA
IP FA
FA FA IP
HA FA IP
HA IP 2 FA
DHCP IP HA
HA
Cisco Unified Wireless Network
AP
WLC
2 Cisco Unified Wireless
URL
http://www.cisco.com/en/US/products/ps6590/products_ios_protocol_group_home.html.
HA
Cisco Unified Wireless Network
AP LWAPP
WLC WLC
WLC Ethernet over IP
IP GRE UDP IPinIP
IP HA HA
HA NAT
HA UDP
IP GRE HA
GRE IP IPinIP
RFC
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W Cisco Unified Wireless Network

Cisco Unified Wireless Network

Cisco Unified Wireless Network

12-4

AP AP WLC AP

LWAPP WLC LWAPP

AP AP WLC WLC LWAPP
. AP LWAPP
L]
. AP

LWAPP

1

12-4 Cisco Unified Wireless Network

arvka—3(%
i]l BIROSAT UMD
TIVI—rENTLVS AP (2
7
— Ue—s INTYRERORILT B

————

— JL—EH IGP 2@ T

) RIZHSAT T
—. RrybeE2ETS
y A

AP DNy kD
hT I ERBL. 2
ZTDINTYRE 9
|RITATUMIERET B
DHCP WLC DHCP
DHCP DHCP
WLC DHCP WLC
DHCP IP
1111 WLC AP Microsoft Media
Sense Microsoft Windows
DHCP WLC
WLC AP
DHCP WLC
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Cisco Unified Wireless Network ||
WLC
LWAPP AP
AP WLC
AP WLC
Ethernet over
IP AP WLC
WLC
WLC AP
2 MAC
WLC MAC
WLC 2
WLC
Reverse Path Forwarding RPF
Cisco Unified Wireless Roaming P.2-18
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IP
IP 3
e Mobile Node MN; IP
. HA MN Interior Gateway Protocol
IGP MN MN
. FA CPU MN
IP FA
3 MN  HA
2 3 FA MN  DHCP IP
MN FA
MN HA FA HA IP
10.1.69.10 MN MN
HA HA
MN MN  HA MN
FA MN
FA HA
MN
FA FA IP HA
FA MN
HA
MN HA Reverse Path Forwarding RPF
12-5 HA FA
FA CoA: 209.165.201.1
EEUTA AV TAT T=T )L ES8—T—T)L:
E/NAIIL /—F CoA ENAILISATUL LAY 2 1EHR
_l 10.1.69.10 209.165.201.1 10.1.69.10 Eth0/0 <MAC 7KL X>
"
£ & S
] >
H’ ﬁ/ ©
— EEYTA UF4T7 2k 0.1.69.10 g
DHCP IP 7RLAFE &
Cisco
Unified Wireless Network IP MN
3
e MN HA
e MN HA HA
e MN MN  HA
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P ||
HA
MN DHCP 68 MN HA
HA MN
IP MN IP
IP Windows IP
TCP/IP 12-6 IP
TCP/IP MN
VPN
IP FA
IP
12-6  Microsoft IP

TIVr—ay

A
A

\
A

ARL—TF42YT SRT L
(48 : Windows 2000)

A
A

\
A

TCP/IP ZEkaJL RE9H

4

\
/

A

VPN 7547k

& E
IP 7KL R

A

Y
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A A
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OS NIC OS NIC
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1 IP
IP
Windows
IP
3
. IP
. IP
J IP 0.0.0.0
Windows
IP
IP
DHCP
IP 10.20.41.12
1
MIPDRV
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P n

1 IP

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address . . . . . . . . . . . : 10.20.30.249

Subnet Mask. . . . . . . . . . . : 255.255.255.0

Default Gateway .

Ethernet adapter MIPDRV:

Connection-specific DNS Suffix . : srnd3.com

IP Address . . . . . . . . . . . :10.20.32.11

Subnet Mask. . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . : 10.20.32.1

Ethernet adapter Wireless Connection:

Connection-specific DNS Suffix

IP Address 0.0.0.0

Subnet Mask. 0.0.0.0

Default Gateway

C:\>route print

Interface List

[0 MS TCP Loopback interface

0x2...00 d0 b7 a6 b8 47........ Intel (R) 82559 Fast Ethernet LAN on Motherboard

- Packet Scheduler Miniport

0x3...00 44 69 70 56 61 ....... Cisco Systems Mobile Adapter - Packer Scheduler

Miniport

0x10005...00 12 f0 7c a5 ca...... Intel (R) PRO/Wireless 2915ABG Network Connec

tion - Deterministic Network Enhancer Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.20.32.1 10.20.32.11 1

10.20.30.0 255.255.255.0 10.20.30.249 10.20.30.249 1
10.20.30.0 255.255.255.0 10.20.32.1 10.20.32.11 1
10.20.30.249 255.255.255.255 127.0.0.1 127.0.0.1 1
10.20.32.0 255.255.255.0 10.20.32.11 10.20.32.11 20
10.20.32.11 255.255.255.255 127.0.0.1 127.0.0.1 20
10.20.41.0 255.255.255.0 10.20.41.12 10.20.41.12 25
10.20.41.0 255.255.255.0 10.20.32.1 10.20.32.11 1
10.20.41.12 255.255.255.255 127.0.0.1 127.0.0.1 25
10.255.255.255 255.255.255.255 10.20.30.249 10.20.30.249 1
10.255.255.255 255.255.255.255 10.20.32.11 10.20.32.11 20
10.255.255.255 255.255.255.255 10.20.41.12 10.20.41.12 25
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1

224.0.0.0 240.0.0.0 10.20.30.249 10.20.30.249 1

224.0.0.0 240.0.0.0 10.20.32.11 10.20.32.11 20

224.0.0.0 240.0.0.0 10.20.41.12 10.20.41.12 25
255.255.255.255 255.255.255.255 10.20.30.249 10.20.30.249 1
255.255.255.255 255.255.255.255 10.20.32.11 10.20.32.11 1
255.255.255.255 255.255.255.255 10.20.41.12 10.20.41.12 1
Default Gateway: 10.20.32.1

Persistent Routes:

None
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Cisco Unified Wireless

LAN
WLAN WLAN

RF

* WLAN

o Wi-Fi
Cisco Unified Wireless Network UWN

Wi-Fi Location-Based Services: Design and
Deployment Considerations
URL http://www.cisco.com/univercd/cc/td/doc/solution/wifidesi.pdf

e CiscoRF
e Cisco Location Control ProtocolLOCP

e Cisco UWN

. RFID
e Cisco Wireless Location Appliance
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e Wi-Fi Location-Based Services: Design and Deployment Considerations
http://www.cisco.com/univercd/cc/td/doc/solution/wifidesi.pdf

e Cisco Wireless Control System Support Documentation for Release 4.1
http://www.cisco.com/en/US/products/ps6305/tsd_products_support_series_home.html

e Cisco Wireless Location Appliance Support Documentation for Release 3.0
http://www.cisco.com/en/US/products/ps6386/tsd_products_support_series_home.html

e Cisco 4400 Series WLAN Controller Support Documentation for Release 4.1
http://www.cisco.com/en/US/products/ps6366/tsd_products_support_series_home.html

e Cisco 2100 Series WLAN Controller Support Documentation for Release 4.1
http://www.cisco.com/en/US/products/ps7206/tsd_products_support_series_home.html

e Cisco Catalyst 3750 Series Integrated Wireless LAN Controllers Support Documentation
http://www.cisco.com/en/US/products/ps6915/tsd_products_support_series_home.html

e Cisco Wireless LAN Controller Module Support Documentation
http://www.cisco.com/en/US/products/ps6730/tsd_products_support_model_home.html

e Cisco Catalyst 6500 Series Wireless Services Module (WiSM) Support Documentation
http://www.cisco.com/en/US/products/ps6526/tsd_products_support_model_home.html

Cisco UWN InnerWireless Vision PanGo Locator

e Design Considerations for Cisco  PanGo Asset Tracking
http://www.cisco.com/univercd/cc/td/doc/solution/pangoex.pdf

Cisco Unified Wireless Network UWN 4.1
Cisco Location Appliance 3.0
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W cisco
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WCS Administration > Scheduled Tasks
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RF
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WCS  Cisco Wireless Location Appliance URL

Release Notes for Cisco Wireless Location Appliance 3.0
http://www.cisco.com/en/US/products/ps6386/prod_release_notes_list.html

Simple Object Access Protocol/Extensible Markup
Language SOAP/XML API

SOAP/XML
Cisco Location Appliance
UDP-Syslog Simple
Network Management Protocol SNMP E SMTP SOAP/XML
Cisco LBS Wi-Fi Location-Based
Services: Design and Deployment Considerations Location Based Services Architecture

http://www.cisco.com/univercd/cc/td/doc/solution/wifidesi.pdf
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A

AAA Authentication  Authorization Accounting
ACS Cisco Access Control Server

AES Advanced Encryption Standard

AP

B

BSSID Basic Service Set Identifier

C

CAM Clean Access Manager

CCMP Counter Mode with Cipher Block Chaining Message Authentication Code Protocol
CCX Cisco Compatible Extensions

CKIP Cisco Key Integrity Protocol

CMIC Cisco Message Integrity Check

CSA Cisco Security Agent

CssC Cisco Secure Services Client Cisco Key Integrity Protocol CKIP Cisco Message Integrity Check CMIC
D

DoS Denial of Service

E

EAP Extensible Authentication Protocol

EAP-FAST EAP-Flexible Authentication via Secured Tunnel
EAP-TLS EAP-Transport Layer Security
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IDS Intrusion Detection System

IPS Intrusion Prevention System
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LAP LWAPP

LBS Location-based Service

LWAPP Lightweight Access Point Protocol  Lightweight
M

MAP AP

MFP Management Frame Protection

MIC Message Integrity Check

N

NAC Network Admission Control

o

OFDM Orthogonal Frequency Division Multiplexing

P

PEAP GTC Protected EAP Generic Token Card

PEAP MSCHAP Protected EAP Microsoft Challenge Handshake Authentication Protocol
PKI Public Key Infrastructure
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