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PETE, oV EF—FRERNTUVAR—F EF—RNEIWTNHHEEELETN., FT U RAKR— b
ET— FTOW OMOHIFIFEHEIZOW TR L TRBW T ZE W, B 5 F R Network
Address Translation (NAT; v bV —2 7 R L AZH4) F 7213 Port Address Translation (PAT; /R —
b7 RLAZEH) FALAOOTRNEERT BHAE, UKL = FARETT, SbHIC,
DTV AL HA RTIE, GRE hor )b o RaRA VMRS P R/L = RIRA v k& B
58 (TaTV T 47) [IZDMVPN 2 RETH7-0OREFIZ R LETN, ZOHEITIE N
T E— RN NETT,

Cisco 10S Release 12.3(8)T L W gD U U — A TlE, IKE IZ XV [AFFIZ52{E &415 Internet Security
Association and Key Management Protocol (ISAKMP) Security Association (SA; E¥x= U7 1 7V
T—3ay) EROEE V— FEGIET L HEN R, Taty PRI TERWZEL LD
ISAKMP SA 23E(E LTc i, M— 2 PMBAMIZ/R D ARENH Y £ L, 2o
7y b7 A— LR TY, Yoty PRBARICRS &, IKE R T — T g S EENREA
L. IKE/\7 y bR THEFE I, —F DT 43— U ANE LR T T2 AR S Y
£

IKE Call Admission Control (CAC; =—/L 7 FI v a» 3y bua—/) |L, V—FX TOXZE%E
Al 472 ISAKMP SA @ IKE #FEDH A [R5 7212, Cisco 10S Release 12.3(8)T THA X4
F L7z, MERTEDRE AT I v 7 crypto BT OEZEHIRT S5 Z L2k » T, L—HFITZER
ISKAMP SA ZERVEE| L7 AIC b —FBBAMMIZR DDA LR TEET, AR
REIREL, FFEDT Ty b7 —L Xy hU—2 hRuY, 77V r—vary, BIXOLT
T4y I NE—= Ko TRRY 9, FEINZHIRICET S L. IKECACITT X TOH L
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VN ISAKMP SA ER AR LET, BET 77 1 772 IKE SA O L 0 /X IKE CAC il [R#K
FRE LTSS, BERERINETHN, ISAKMP SA 1T T LEH A, H LU ISAKMP SA Zk
X, 7277 4 772 ISAKMP SA /1 7 > F FRE SNT-HIRE Flal b £ TGS E T,

CAC IZ. DMVPN D IZH&LD, IKESA #Hl[Rd 25 2 >0FEELRIE L ET, F3. @HFD
CAC #821Z. IKE 25T _RTOTat ANNL—X CPUF-IZIAETY Ny 77 ZBARIC LA
WEIIZR—=V TR fTonb e — L Y — R =T, 2a—HF ) V—2HIE (0~
100 DYVAT LY Y)—AD/—F T —TUTERT) ZHRETETET, 2—F290% DV >V — 2l
BEFEE LIZEE. VAT L U Y —AD 90% NEE S5 & IKE CAC (2 & > T ISAKMP SA 3
RPWEINE T, ZOEIX. N~ R =TS YTy 2T A4 L— N THHER
KO ETED Ny R R AV—=F THE T, NI TV FAR=VRBETVOT 7 F
= TiE, THIEEARTIEH Y XA, 77T —HiL, —f&ZEIZ, ISAKMP SA (2L -
TIBARIZR DENCEEN IR 2005 T,

20007 7 —F Tk, = —P X ISAKMP SA @ IKE #EiF#HIR (IKE CAC) #RETX X7,

ZOHIRIZET D &, IKE CAC IZT_XTOH LU ISAKMP SA BsRZHFEE L £9°, IPSec SA @

F—FHAERERIZ. TOEMBPBEEOE Yy Y 3 VOREMEBIRETHI ETHDH-0, WA
ENFET, ZOBREIX. FICAR— Y —AR—=VRBETTLOT T oF L—F et e LT
FT, TAALRCKH LU THERTE DX AT Iv T PorOBEEHIRSTLZZ 2k, 2—F

1L, = F IR SA BRNEBIL7T-GA1C b, — 2 PBAMICR L0 ENTEET,
RET HHAERY 7R IKE CAC HIBRME X, HfED 77 v b7 4 —LLifem Y (CE), v b

J—7 bRy, BIOEATAHEZ 4 —F vy MZXoTREL B2 77,

REH K UKL

COETERT HREOHBEIL, 727 /L DMVPN 71 > A1 P0 VPN 284 o E
TY, Fif 1T CLI L-YL TOREMER R O A 2 OFRE FEICHEEZICHE L T\ ZEMEESNT
WET,
ZITEMRENLDTARTDTTANR=FELIFIAT Y v 7 IPT FLAL IPT FLAFEE
(p.2-6) ODNE LR L HDTY,

B¢FEHI 72 FIMEIZ DWW TIE, IRO URL ML TS 7230,
http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology support protocol home.html

ISAKMP 7R1) —DERTE

2 ODIIEM 72 erypto BT DIZIE, D7 &b 1 DO —F9 2% ISAKMP 7R U ¥ —»R 72 i 7
DEHA, FROBEFTIE, BELTALTY XA E L T3IDES. HMAC & LT SHA %
Pre-Shared Key (PSK; Hpidtfa¥—) ZMHT 2RV > —%2RLET, LT LY XA
Ny v 2 )7 0 (HMAC) . Diffie-Hellman (D-H; 5 4 v 7 4 —~ )b~ >) J)—7 FBIEX A 7,
BIRISAKMP SA T A 7 XA L /8T A—ZDF 7 4 )V MlEEETeT 7 4L F ISAKMP R Y o —
N0 ET, ZIUIELEN K LKV ISAKMP R Y & —T1,

PSK T 25E. VANV KRI— R F—%2HL2NTE3n, 27200, Biic/lbohie
IP7 R AZMEHT 5 DMVPN 7% A > 2 F2T 555, VAL FU—RFPSK il L T< 72
S, B 120K EE LT, 7 UXNLGEREL LIEEZILS PKI (Public Key Infrastructure; 2\ 8
AVTITARNT VT x) AT ENTEET, HITIE. 2 2084 D crypto BT 12X ET
5200F% =% LET, F—ITEEES BN LT ZEV, [bigsecret] 1x. HIZH & LT
LTWET, SmHFE/RELTFEX— LTHEHLTIEE N,
WOBREFITIE, I NVERFT 2TV T 4T ~y R R T7—%7 27 F % TO crypto T
HO, 753 0FN—BDAET 47 NXTY I IPT RLAL~Ny Ry K )L—HXDAK
T4 NT Uy IPT RLRAZRLET,
o Ny RZ R L—4:

interface FastEthernetl/0
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ip address 192.168.251.1 255.255.255.0

|

crypto isakmp policy 10

encr 3des

authentication pre-share

crypto isakmp key bigsecret address 192.168.161.2

o TITUFIN—H
interface Serial0/0
ip address 192.168.161.2 255.255.255.0

|

crypto isakmp policy 10

encr 3des

authentication pre-share

crypto isakmp key bigsecret address 192.168.251.1

ROZEITERELTIZEN,

s VYINT 4T~y R R T %77 F ¥ T, ERROREIT~y F=> K L—# |2
MEnx7d,

s TaTNT 4T ~y RV R T7T—%77F ¥ TlL, ERLOFEIIRE T~y R K L—#%
W S E T,

s WTNDO~NYy RZUR T —F77FxIZBWVWTH, AT Iv 7 XTYU I IPT RLRA%
Fo7 7 v FERET LA, VANV R — RPSK £721E PKI 55~y R K L—& T
AL TS,

ISAKMP R U ¥ — DR EDFEMIZ OV TIZ, IO URL #Z L T ES 0,
http://www.cisco.com/en/US/docs/ios/12_0/security/command/reference/srike.html

IPSec FS R ITA—LE LA FIIILDERE

FTZU AT H—b Ty MI, 220D PSec BT D T—H L TWALERHY T, FT X
T4 —hty NOAFNE, B— BNV TOREHTT, 72720, BT AT XA, Ny al
A, BIOMEAT A4 ED 72 has (BSP £721X AH) 13, o< b 1 OB —H L TWAB N
ERHDET, T—HEMOLRTETDHENLNHY TN, &mHY 7 2L 7 THERA LN
TLEEW, BARACTHTRERD N T A7 +—A By MBMEATE, B —HLTW5AL
DTRrIvTZ—hrENET,

WOBREFITIL, Y I NERFT 2TV T 4T ~y R R T7—%7 27 F % TO crypto ET
MO, 730 F N—=FDAZT 47 NT Vw7 IPT RLAE~Ny R R L—ZDAH
T4 NXTV 7 IPT RLAERLET,
e Ny RZr R )L—4&:

interface FastEthernetl/0

ip address 192.168.251.1 255.255.255.0

!

crypto isakmp policy 10

encr 3des

authentication pre-share

crypto isakmp key bigsecret address 192.168.161.2

crypto isakmp keepalive 10

1

!

crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac

o TITUFN—H
interface Serial0/0
ip address 192.168.161.2 255.255.255.0

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |


http://www.cisco.com/en/US/docs/ios/12_0/security/command/reference/srike.html
http://www.cisco.com/en/US/docs/ios/12_0/security/command/reference/srike.html

| 2% DMVPNOTHA UHELURE

gessUuxz N

crypto isakmp policy 10
encr 3des
authentication pre-share
crypto isakmp key bigsecret address 192.168.251.1
crypto isakmp keepalive 10
!
!

crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac

ROZLIZERELTIZSN,

s VIUINT AT ~y RZU R T—%77F ¥ T, ERROREIT~y F= K L—& |2
Hanx7d,

o TaTNVNT AT ~y RV R T7T—%77F ¥ Tlx, LRROBREFHEE~y Ko K L—%
WEH ENnET,

s WTNDOANY RV RT7—=F7 7 F ¥ IZBNTH, A4 F Iy 7 XTYV I IPT RLA%
o7 7 v FEFEET LA, VAV R — KPSK £721X PKI #Hf 5~y K=Y K L—% T
EH LT 7EE N,

N7 AT F—5ty MBI erypto map D% EDFEMIZOWTIE, RO URL 2L T2

S, http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/srfipsec.html

oL TATHLaVDERTE

foxn7asr 7 add, GRE b prVEES MR ANRREI Ly RBRA v MB35
BIHERATEET, ZOFHINEHEOZDIZ, b TaTsrsvaii, YTV T 4T Ny
Ry R 7 =77 FvicoH@EHTcEET,

PARTD/N—7 2 > D 1PSec % & Tl # A F v 7 £/ A X7 4 > 7 cryptomap T, IPSec b7
VAT F—h kv b (BEBLORE L D-H 7 L—7) ZIEE L., cypto 77 A U A K (crypto
map DXIG N7 7 4 v 7 %EF) bIELET, CiscolOS Y7 MU =7 Release 12.2(13)T Tl
IPSec 70 7 7 A VOBEEDB R SN TWE T, IPSec 7R 7 7 A /MiFa~r FOIZL AL %E
cryptomap i E LA LETN, a~> RO—FHOANLEIZ/RY £3, IPSec 717 7 A L b
FrEnbr b0 a~y Rk, IPSec R —ICB# L CWEd, B+ 587 v Mo—#&
T 5 IPSec B'7 7 RLUAEZITACL 2 FETHHXETIH Y THA,
WIZ, IPSec 7 7 7 A LD &R L ET,
e Ny Rmr R —4%

crypto ipsec transform-set ESE esp-3des esp-sha-hmac

mode transport
érypto ipsec profile VPN-DMVPN

set security-association lifetime 60

set transform-set ESE
|

s TIUFN—H
crypto ipsec transform-set ESE esp-3des esp-sha-hmac
mode transport
!
crypto ipsec profile VPN-DMVPN
set security-association lifetime 60

set transform-set ESE
!

IPSec 7' &2 7 7 A JLiZL, tunnel protection ipsec profile profile-name 2~ > F (Z# % Cisco I0S V7
k7 =7 Release 12.2(13)T TIL U TEHA) Z#EH LT, Mo A ¥ —7 = A ZTEESTT
5 E T, tunnel protection =~ > KX, mGRE k> %/ & p2p GRE b > RV CEHTE £,

Dynamic Multipoint VPN (DMVPN) 1.1 ¥4 > A4 K
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p2p GRE h > R/ TlE, hrRIADFEHET RLAEIPSec B 7 7 RL AL LTHHShET,
mGRE k> %L Tld, 5D IPSec BT AA[HETH Y, NHRP ¥ v B> 7 I u7=xf s 7 5 NBMA
560c7 RUAIE, IPSec 7 7 RL AL LTHEMENET, IR NT 7 1 v 7 ZEFKT H crypto
TIERAYVARNERETHMLEITIHY EHA,

N—Z D mGRE > FAAMEESINTWEEE (&%, 7=7/VDMVPN 7 7 KT
DTFToFN—H2), HE oI A HE—T oA ATRL M FNVEETLT RLAEZSRTE
T, ZOHA, DA X —7 = A AD tunnel protection =~ > KT shared & — 7 — %
LET, 2L, 220 mGRE b FXAREUDMVPN 7 90 REKRAT 47 LTNDEND
LTI ERA, B URNL A H =T 2 ATIE, EADNHRP x> bV —7 IDB LN
IP Y7 %y NBRMLETT,

F4F 3 v% crypto map DERTE

HAFI vV ceryptomap I, b F 7ar7 7 a b BMEATERWT 2TV T 47 T—F%7
U Fx TORBETT, WOBREHTIE, FaT L TAT7 ~y F22 R T =577 Fx i
TLETTTFN—BDEALF Iy I NTY I IPT RLAEANY RZU R L—FDRAZT 4
7 TV IPT KL AZRLET,
e Ny Rmr R L—4&:

interface FastEthernetl/0

ip address 192.168.251.1 255.255.255.0

!

crypto isakmp key bigsecret address 0.0.0.0 0.0.0.0

!

crypto dynamic-map dmap 10

set transform-set vpn-test

!

!

crypto map dynamic-map local-address FastEthernetl/0

crypto map dynamic-map 10 ipsec-isakmp dynamic dmap

s TIUFN—H

interface Serial0/0

ip address dhcp

!
crypto isakmp key bigsecret address 192.168.251.1
1
crypto map static-map local-address Serial0/0
crypto map static-map 20 ipsec-isakmp

set peer 192.168.251.1

set transform-set vpn-test

match address vpn-static2

ROZEITERELTIZE,

o Ny RZURKA—FTHH, 7730 FN—FDFAFIv 7 XTV I IPT KLALED
crypto 7 D7, XA F I v 7 cryptomap TYUA /L KA — R PSK BMEH S ET,

s TaTNT 4T ~y RV R T7T—%77F ¥ TlL, ERROFEIIREZF~y R K L—%
WEMA SN ET,

SESERHEa V7 4 Xal— gy a<vy ROFEMICOWTIE, KO URL 2L T2
SV, http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/srfipsec.html
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crypto map 0

cryptomap (&, 72T T 4T ~y Ry R 7 —%7 7 F ¥ PWMEHIN LG EICOHRLETT,
cryptomap (%, L—H DT Y w7 T RLAO FIZ#EHA SN E T, BE5{L b 1L D551 GRE
N RNDSERE R DD, TaT VT 4T ~y Koy R T =377 F v 2 HT 5545,
TIFN—HIZH AL T 47 cryptomap FaxiE LT &0,
WOBREFITIE, Ta2T VT 4T ~y R R T —F%77F ¥ TDerypto ETHDO, 77 F
N—B DTV 7 BALFIv I IPT RLRE~Ny RV RV—FDAEZT 47 NT ) v
IP7 RLAZRLET,
o ANy RZURL—F

interface FastEthernetl/0

ip address 192.168.251.1 255.255.255.0

crypto map dynamic-map
|

o TITUFIN—H
interface Serial0/0

ip address dhcp
crypto map static-map

FTaTNVT 4T ~y Ry R 7 —=%7 7 F ¥ Tit, LERORTIIRKE S~y R K L—X (2
AEnxd,

MGRE D& E

mGRE TlX, F Y RMIBEEOGELEEZRETEET, RO ITO mGRE ##E X, HIA
DR TanT 4 LIFEREADD A, OFEV, AT EO mGRE M xViR, T UF
Lo p2p hrpovicEERECE £, WIZ, p2p GRE F % mGRE b v R VICERI TE £9,
MGRE A > % —7 = A AL p2pGRE A % — 7 = A A% XKBITHHI%. b xrzikecd,
mGRE A > % —7 = A A|ZiX, HEINTERHY T8, TORPDYVIZ, GRE ko Rz
/%, tunnel mode gre multipoint =2~ > RAFREINET, ZDa~ 2 RiE, p2pGRE b x/LT
535 tunnel destination x.x.x.x DO VIR ENFET, EHOmENMEHTE A2 LTz
T, mGRE F > X/ Cld, NHRPIZX > T PRV = RiRA v b ERIRLET,

mGRE OFEEITRDO LBV TT,

interface TunnelO

bandwidth 1536

ip address 10.62.1.10 255.255.255.0

tunnel source Serial0/0
tunnel mode gre multipoint

ORI AVE—T A RADBRE — /NT 72V RFRAR—ODH

T, IO FRET 4w XTIV IPT RVAZERH LI RV A 2 —T 2 A
DBREIZHOWTEHALET,

WOBREFTIX, VoI NERZT 2TV T AT Ny RV R T —%7 7 F X TOT T T
N—BDAZT 4T RTV o IIPT RLALENY RV RNV—=FDRAET 47 XT ) v
IP7 L AZRLET,

o ANy RV RN )L—X&:

interface TunnelO

[ oL-9024-01-J
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bandwidth 1536
ip address 10.62.1.1 255.255.255.0
tunnel source 192.168.251.1

tunnel mode gre multipoint
|

TIUTF =K

interface TunnelO

bandwidth 1536

ip address 10.62.1.194 255.255.255.0
tunnel source 192.168.161.2

tunnel destination 192.168.251.1
!

COREF IV T AT ~y RV R 7 —F% T 7 F v ICORBEHEND Z LIZEELTL
él/\o

FoRIWAB—T2ARDHRE — FA4FT3Iv9 AAR—UY—X

R—2

0)

SiX, T FEAF I XTI IPT RLRAEFEALE R A F—T A R

E’i‘ﬁ&_ob\fﬁiﬁ@? LET,

WOREFITIX, oIV T 4T ~y R R 7 —%7 7 F ¥ TOmMGRE F VD, 75
VFN—=HEDEALFT I I XTI IPT RLARESNY RV RN LV—FDAREZT 4 v IXT
Uy ZIPT7T RLAZRLET,

~y R R )L—4 .
interface FastEthernetl/0

ip address 192.168.251.1 255.255.255.0
!

interface TunnelO

bandwidth 1536

ip address 10.62.1.1 255.255.255.0
tunnel source 192.168.251.1

tunnel mode gre multipoint
!

TITUF—H
interface Serial0/0
ip address dhcp
|
interface TunnelO
bandwidth 1536
ip address 10.62.1.10 255.255.255.0
tunnel source Serial0/0

tunnel mode gre multipoint
|

WOZEIZHEBELTLLIEEN,

VTN T 4T N~y R R T %77 F ¥ TiE, EREOBREF Ny R R L—F (T

AanEd,

7;7w747m/bi/h7 %77%%(1 Lﬁ@&ﬁimamm/Fi/Fw~
WA S E T, mGRE ~v K= R b—& |20, A/ki/kw~&&i§&éx

&74/7/v7)/7nﬁ?bvxﬂ Eéﬂiﬁ‘nﬁN&\/%I/Fiv—&ﬁ\ﬂ

~y Ry FRHAT, TXTOREMGRE NI 74 v 7 %275 FICEELET,

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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BRE

NHRP (%, bR/ T RiRAV FOWNET LA EAET FL Az~ vy 7 LET, 21
SOy VU TIEALT 4 v I TR A T I v ZICRETEET, ¥4 572 v 7 OFA. NHS
EHEALTR RNV 2 FRA U FOU A MEHiRFLET, NHS AT 22 KR4 > M,
NHS IZx L CHHEDO NN T Y v I BLOT T4 _XR— s v B 78 LET, NHSOu—h/1
2o NE, WICAEZT 4 v I LT &Y, 7T UFIINHS —_"ONEHT R A F7-
IIRET FLAZ LR LTV Z ENEETT,

NHRP O7F—/V REIZ, T34 ADF v v o2 = MU BFHTH D & BBz — 2 2373 1]
MEzRETHEDIHEHAEINET, AR—7Y—RAFR—7 By va VBRI NS &, BEMD
VE—F AR—ZIZEINET, VE—FNAFR—TBFIAIU N ZA~—%FBLET,
DA =PRI E, VE—FA—FT, B—I NV V—F~DF vy 2 b
VEHIBRLET, 774 v 7 RERRNLTWDEA, UE— b A—%E, FFONHS +— 30
Oy BT HERTHMENDY T, AR—27 V—F T LIZRR DA —/L R Z 5% E T
TETN, HEY R TIEDH Y THA, 2ODAR—=I Ry a L fT, 1O0DFA~<—N
H9 1 ODF A ~—L Y RIFRYINIZ R ST BB, AR =213 NHRP ¥ v vz = U &
HIREINIZT 2 K OBREAR =2 I bEET, £o. BT AIAR—T Y —ZAR— I 5
fbteyva U EHIBRLET,
AR—2 > —ZAR—7 Voice (VoIP) over DMVPN IZ., QoS DRI H 5 7= I —fREIIT 1T HELE
SNFEEAN, NHRP OFR—/L REEEIIL, 13EA LD a— L O LY R<REL TS
W, 7272l RV R A=, AR—I Y —AKR—T Ly a VR LTT A RVREE
IR DIFER LARANVTLZE, ZOHEREL, Y7 by =T OFETH S h 20
BpdlREn20—2r R =228 TTED £, 74 FIVEEZ 600 FICERET H 2 & T,
TA RV MRV EBEORF v v T ORRNRNT A e D 2 ENTEEYS, REIL,
WDEFBBY T,
e Ny RZr R )L—4&:

interface TunnelO

description NHRP with mGRE

ip address 10.0.0.11 255.255.255.0

ip mtu 1400

ip nhrp map 10.62.1.1 192.168.251.1

ip nhrp network-id 12345

ip nhrp holdtime 600

ip nhrp nhs 10.62.1.1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile DMVPN shared
!

o TITUTFN—H .
!
interface TunnelO
description NHRP with p2p GRE
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp map 10.62.1.1 192.168.251.1
ip nhrp network-id 12345
ip nhrp holdtime 600
ip nhrp nhs 10.62.1.1
tunnel source FastEthernet0/0
tunnel destination 172.16.0.1
tunnel key 100000

tunnel protection ipsec profile DMVPN shared
!
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I—TF 425 7ORa)LDETE

DMVPN 7 77 KIZNBMA * v U —27 THDHdD, XA FIv I Vv—T 47 Fuabhark
ETTHBRCIE, WSO OZEFERH Y £, ZHITHCAR -7 Y —2AR—7 THA &
FEFTLLGAICETUIEV ET, Z<DOAV—T 4 7 T baZix, oS/ — K&k
TAHEDICHHT AP YALFXFXY AR AB=ZALRHYET, NTORTY v 7 7 KL A%
TAZT 4> 7 multicastmap 137 T U F L—FITHESNET, T A—FITEFFAFT Iy
multicast map VR EINE T, ZHUTL ST, NTEAR—7TT7 n— %y 2 MEREZZHT
XFETHN, AR—ZZENDOAR—I LD T u— R v X MERABLZ LITTEXERA,

EIGRP D% E

EIGRP (X, DMVPN v NU—27 Z#FATT HBOEE N —T 4 7 7a ha T4, MR
RNT T v RAR—ZRERTHE T, 7L A AXR—R L TEHRTENTIVNENHD
TaT NI T7 TR MRr YT, AR—ZIXEIGRP stub v MU — 7 IZEHT HMNENH Y F
To TRTOEIGRP Ry hU—7 LEERIC, NT V—F PNERREERICBEZBELTED
2T, FAN—DEEFIRL TLZEW, DMVPN 7Ry b3 24 Xy NU—27 TV 747
AL TREISNTWDEEE, A N—HUL 254 (ZRBRENMERIR) (ZHIRSNET, ZOfE
EBZDE, Bar A=YV ALEIHONT U AERDI=DICZ T RERANEENE T, &
PO TREMREIGRP Xy b —27 Tk, NTWRAT v 77 LTHIAT 2720125 < DR
ZhHZ 65 X9 EIGRP DA —/L R Z R L 2T UI 2 b WEER"e Y £, 72721,
Xy MU= Dar "= ARRITENE T, TR TIEL, 400 DRA N—%HELT HT20DIT
ZoOHFRefMMLUE Uiz, RA—/v FEFf#EIZ, EIGRP hello # A ~—® 7% (35F)) Z#ax T
IR0 Eh, FA~Y—ZRETLINERDD XY T —7 THA U TIE, L O5GE, TRk
RPLERIZKHGN T A Z EIXIFE A ETEEHA,
AR=271F, LY 7Ry P RCHLHE TS, EHEMHALICHEREZ W TE RV oD, A
N—2 Y —=AR—27 DMVPN X v MU =27 Z3MAOMEPFELET, TDH, ~y Pz
RA—2F FWECH TRy b EOIFPOAR—INEDY TRy 8T RARZAXTH0LENH
DET, ZIUTBFTEAT Y v b B TA XN L THITFONET, EHI2, 7 RRZ A XX
NTe— M, AT A—ZIZ XD FEINT DRI A MRy TREEN TV HRENRD D £
T, ZOEEEZFREICT 720, HLva~ 2 K (noip next-hop-self) 2AEMENELR, &
O EFITIE, — 72 EIGRP HEDFEMZ TR LET, R R OINTT FLA AR—R 1,
MRV THEH L TWE T hailgwd 2 LIETEERA,
e Ny Rmr R L—4&:
interface TunnelO
description TunnelO
bandwidth 100000
ip address 10.56.0.1 255.255.252.0
no ip redirects
ip hold-time eigrp 1 35
no ip next-hop-self eigrp 1
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 105600
ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30
tunnel source GigabitEthernet0/0/0
tunnel mode gre multipoint
router eigrp 1
network 10.0.0.0

no auto-summary
!
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OSPF DER}FE

gessUuxz N

s TIUFN—H

!
interface TunnelO

description TunnelO

bandwidth 100000

ip address 10.56.0.3 255.255.252.0
no ip redirects

ip hold-time eigrp 1 35

no ip next-hop-self eigrp 1

ip nhrp authentication test

ip nhrp map 10.56.0.1 192.168.201.1

ip nhrp map multicast 192.168.201.1

ip nhrp network-id 105600

ip nhrp nhs 10.173.20.1

ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30

tunnel source FastEthernet0/0/0
tunnel mode gre multipoint

|

router eigrp 1

network 10.0.0.0

no auto-summary

eigrp stub connected
!

DMVPN % U —27 ET® OSPF DR EIZIE, 1EF0DOXA T DRy 8T —727 ETOSPF Z{#H
T 5856 LR UHIKIFEEANS D050 £9, 16k, 120 OSPF = 7T 50 x5/ —4
EEHDHIETTES, V—HF LIZ3 2% BADIT VT EHRETDHZI LI TEERA, BHOD
N—ZIT LV RS et v EBEH L THETHR, BEE{bE NHRP & W 5B A —/\—~ v
RIZL -~ T, ZOFROBFEIRIZEAERDNET, 20D, =V THED 50 DL—F LW
IHIRICHE - TLIEE Y, EBIC, NTETNRTRTOT T o F LEHEBELTWDEEH, T
%Z DMVPN ¥ 7 % v k [ Designated Router (DR; f&F/L—%) & LTHRELTLIEE, K
AJ1Z, Backup Designated Router (BDR; /N> 7 7 v 7RFENL—X) 2BV F¥A, RV T x> b
FIZ2290DATREHENTWAEEAICIE, BDR 2 FE & £9, Tk, CiscolOS 124 L
DHTDO DMVPN X v hU—27 TR R ST IV 7T ROT 27 )0 T hARa YT
< HBNET,
NT J—4 EO mGRE bR LiE, DRZIBINTEX 5L H1Z, OSPF 72— R¥ v A F Xv b
U—7 L LTHELTLEEY, HEAR—7 L—HF X, DRIZZ2HRNEHIZ, OSPF 77 A 4
VT 420 ELET, EBIC, AR—271Z p2p GRE Bi%E &, /7728 mGRE THHHA .
AR—=T Dhello XA ~—%T 74/ ED 10 N5 30 FIZEE L, mGRE A > X —7 = A AD
hello # 4 ~—|Z —&H & T &V, bR/ IPMTU IZ, OSPF TS 5 D4 ~T?D GRE A
VH—T 2 A AL —H L TWAMERHY £, I HIZ, DMVPN TEM@ L T\5 OPSF = U 7
1. WAN T® Link-State Advertisement (LSA; V> 7 A7 —hK 7T RRF A XA RN) DT T v
T4 7 BT 572D, stubby = U 7 F 721 totally stubby = U TIZ L TL EE WV, BREFR
DEFEYTT,
o Ny RZ R L—4:

interface TunnelO

description dmvpn tunn

ip address 10.173.20.1 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication secret

ip nhrp map multicast dynamic
ip nhrp network-id 10203

[ oL-9024-01-J
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N gxEssus

RIPv2 DEE5E

ip ospf network broadcast

ip ospf hello-interval 30

ip ospf priority 200

tunnel source GigabitEthernet0/1.201
tunnel mode gre multipoint

tunnel key 123

tunnel protection ipsec profile dmvpn
|
router ospf 10

network 10.173.20.0 0.0.0.255 area 10

area 10 stub no-summary
!

s TIUTFN—H

!
interface TunnelO

ip address 10.173.20.21 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication secret

ip nhrp map multicast 192.168.201.1
ip nhrp map 10.173.20.1 192.168.201.1
ip nhrp network-id 10203

ip nhrp nhs 10.173.20.1

ip route-cache flow

ip ospf network broadcast

ip ospf hello-interval 30

ip ospf priority O

load-interval 30

gos pre-classify

no clns route-cache

tunnel source GigabitEthernet0/0.201
tunnel mode gre multipoint

tunnel key 123

tunnel path-mtu-discovery

tunnel protection ipsec profile dmvpn
!
router ospf 10

network 10.173.20.0 0.0.0.255 area 10

area 10 stub no-summary
|

INNTT VUV RAR=IDHRDRy NT—T TlE, ~v RZY R A—FTHRA L b wLVFHRA b
Fy NT—0 ZATEFERL, 770 F V—FTHRA LV N KRA N Xy NT—7 XA T &
T5ZEIZL - T, OSPF 0AMEZRK T £7, ZO%HE, DMVPN 7 %> N CDR /V—4 %
B|HTAMLEEIHD FHAL, ~y R R A—ZiT, YT Ry hO~vAX—L L THRELET,
TS FiF Ny R REV T2y ROME—DRR L BT OT, OPSFZ U TDOXA 7 AN
T XARHEILSNET,

DMVPN ETCRIPV2 A CTE £3, BT R L CWEEA, V=T 47 T batdt LT
RIPV2 Z T 258, AR—I YV —RR—7 NT77 4 v 7 2T 5120F ONTREBOEA

1), NT DO mGRE bRV A X —T = A AT noip split-horizon =~ FEZREL TL 2 &

W, RIPV2 DGAT 74V hTIE, W= 2P LA v =T 2 ADBZDN— DT R
HARXEATHIBRIZ, A v Z—T A AHHF TR TEDIP X7 A MRy T HEALET, L

235 T, next-hop-self X ET HMLEIXH Y FHA, AR—T Y —AKR—27 MR BREH IR
TWAEAE, HEIENEZT 42— LT &, RETKRDO LB T,

e Ny RZURFNIL—X:
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!

interface TunnelO

description dmvpn tunn

ip address 10.173.20.1 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication secret

ip nhrp network-id 10203

ip ospf network point-to-multipoint
ip ospf hello-interval 30

tunnel source GigabitEthernet0/1.201
tunnel mode gre multipoint

tunnel key 123

tunnel protection ipsec profile dmvpn
!

router ospf 10

network 10.173.20.0 0.0.0.255 area 10

area 10 stub no-summary
!

s TIVFN—H

!

interface TunnelO

ip address 10.173.20.21 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp authentication secret

ip nhrp map multicast dynamic

ip nhrp map 10.173.20.1 192.168.201.1
ip nhrp network-id 10203

ip nhrp nhs 10.173.20.1

ip route-cache flow

ip ospf network point-to-point

ip ospf hello-interval 30
load-interval 30

gos pre-classify

no clns route-cache

tunnel source GigabitEthernet0/0.201
tunnel mode gre multipoint

tunnel key 123

tunnel path-mtu-discovery

tunnel protection ipsec profile dmvpn
!

router ospf 10

network 10.173.20.0 0.0.0.255 area 10
area 10 stub no-summar

NA TRASEYY T«

A TRATZEYT 4 (HA) I2LE-> T, *y NT—7 OMEEMN LEEOEOT XA Z Y
FTuNREEINET, 22 TR, TXA T E YT 4 DOEWVDMVPN EEDZDOT YA L (Z-D0
THHLET, N TA TV T 4 OFFHIZOWTIE, D URL IZH D [IPsec VPN

Redundancy and Load Sharing Design Guide] % ZM L T 7230,

N FR1458y7F4 N

http://www.cisco.com/en/US/docs/solutions/Enterprise/ WAN_and MAN/VPNLoad/VPN_Load.html
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B\ 7R45EYF«

TRTOHAANY FIV R THASAUVIZHBDESR

VPN 7% A NZBW T EDMEEME 2T 272010, 7T F —Fizbipltb2o
DRV EBRELTLEEV, DMVPN FRe ERIZEBETVICER L . K75 F

N—BZiE, TIF9A <Y Ny Ry RAD Rt FY ~y R K b—F ~Dfk
]\ V*/Vﬁ§%‘gTTo

SEEOBEESETIZ, 94~ hrpltEh o FY FoRAVOBET, V—F 47 Fnr
hab FANR—DHESLENTWET, L—T 47 Fa haVIWTORAZHEREL, b
U R URMIEBREORN IR E LTRESNET,

T_TOHOHA~y Ry ROMEETF A BT A2LEOBRGERIT, V—FT 47 7 u ba
N FAN=DHTT, ZLDILENEOH D FAN—RIT, V—TFT 47 a2 "=V AT
ME R AR S E T,

N—F 4 Fa halToOary A= A3, T_RTOHA ~y Ry R FH A o TH\EmD
HEHETT, 7L, FEBRETVICS L, =T v Fa halToary A= ALK
5 HA OFEBFERH Y 77,

TaAFZIDMVPN SO F FAROY —NTTF7U RRR—VERET
L

ZZTE, F2aT7/LDMVPN 27 57 K bR D2 50~y RV R VAT AT —F%FT 7 F %
WCOWTHBHLET, SIS TWE Ny R R 7 —%7 7 F v T L I2HRA D HA SR E
INTWET, kKOEZ v arTiE, B2~y RV R T7—X77F x5 HLonNT T KA
R—7 BHETLO HAIZOWTHHA LET,

NTTFTORRR—VBRETIL —P VL TATFTAYFRIV R P—FTIOF~

X271, Yo ITNT AT ~y R R T —%T 7 F vy DNT T RAR—7 BRETVICK
%72 HA Sz R L £,
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DMVPN OTH 4 v L USSR

N FR1458y7F4 N

B 2-7 NITF7VRRR—IBBHAETIL — VTN TFAFTAYEFIVE7—XT0F %
NT A k1

TS5 0FF+74R

WAN T v & DS3. IA—FAYE,
0C3. OC12 23/ 23aFILT,

. 7) =L A7 42

N So—pnavp |“

754 <) DMVPN k> RJL
NFTY¥Y(4r2 mmme=- +Hh>#%1) DMVPN k> RjL
IPSec kAL

&

148762

Ny RV RFNRAL 2D 1 DTEERRELESEE, V=T 47 T balickosT, 77

A=Y P RAEBDLL— FRBITREDTIIRVZ ERXBEEN, 3 A=Y= 2%, &h
YEY R EBEAL—IRERHEINET, 7794~ U FORARHOEATE S X HITh
HE NI4T DON—METTA <Y b Qb—=T 47 AN v TiERELEL—

THHED) ITRENET, 22 TrRT~y RV ROMEET VA T, 1 2O~y K=
K =2 OEEICHIGTE, IPY 7%y b DMVPN 7 7 7 RIZERZR L, BEORVD~y K
TR —HTEYNC T = — V=N — S E T,

INT = Z 135D mGRE A ¥ —7 = A A% FRETE £7, tunnel protection =~ > KT

shared ¥— 7V — FZEELZHAS. FIL P RAEETLT2 OO mGRE M RIVERETEE

T, 2L, ZO2 OO mGRE horRE, RNV A X —T oA AEFGD KR F—
NHRP x> b7 —27 ID, BLOIPHT7xy hEEH LT, 2 2O4fEld> DMVPN % v U —7 %
ERR L £,

— R T T T —H X, 2O ED VPN ~y R Rizktd 25 220 Lo x4 v
H—=T 2 A ANRHVET, 7T F N—FNH~Ny R R L—H~DTXTO b D
L TWET, =T 7 T brard, EOrrxrPa—F FT7 707 2BBRIED
MERELET, ZOTFA NCBT DI EIERRAEF, bRV CTOBIEIEN ZHET D
72018, PUTORBRDIA N v I RRESNET, V=T 47 A MY v 7L, FEXHFRIL—
T4 T E IO, Ty T AR ) =L XA R —=ATR—IZLTLEE N,

NITTFORRR—IVBRETIN —Ta2aF7ZITAFTAYFRIVR7—XTIF%

2812, TaTIT 4T ~y R R T =T I7F¥DNT T RRAR—7BEBHEETVICK
B —HREY 72 HA *tisza~ LET,
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W\ 7RA5EYT1

2-8 NITP7UERRR—YBRETIL —TaZILTAFPAYFIVE7—X%FT9F%
NT Ak

TSoFFI74R

e WAN I < DS3, JOo— KUK,
@‘ OC3, OC12 /\/\57\2937/'\);T1,

754<1) DMVPN k> RJL
NTHALFr2 mm=e=- +H&1) DMVPN k2 RJL
IPSec k> xIL

148763

TaT VT 4T ~y R R 7 =577 Fy PNRESN TS 5E, B {LHEREIZ GRE B3 L O
N—F 7 Tu b aAMERP LS NTVET, THICE ST, ~y FZ U FOWE DT
MR SN TV L IGEICEENRAE L L&, B SAN I ET, iz, Zo7—F7
I F X, MET HAMRBERH LT A ABBEMENTWET, TaT VT4 7 T—%77
F¥TlE, PV 777 A NVEFETEERTAL, 77T TORGRETIE, EHTESMW
FOWEHF~y Ry FIZFEH Ty B 72 {To T3V, WTNrDREG~y Rz Rl
HTE2X52T 27 == A —_—=FEDFHMIONTIL, IRD URLIZ&H D [IPsec Direct
Encapsulation Design Guidell %2 L T 230y,
http://www.cisco.com/en/US/docs/solutions/Enterprise/ WAN_and MAN/Dir_Encap.html

GRE F > RNVDEEX, VI NT AT ~y R R T7T—%77F v LRICHFETUEINE
T, ZOBE. XA TFIv I N—FT 47 T halloT Ay 7T v 7 DMVPN 7 X% v
MR I N FE T,

Ta1AFIDMVPN Y S F b RAY — RAAKR—IY—RKR—Y RBEHE
TIL
2912, AR—=27 Y —=AR—=7BHET VI L D A7 HA isE R LET,

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |


http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/Dir_Encap.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/Dir_Encap.html

| 2% DMVPNOTHA UHELURE

N FR1458y7F4 N

B 2-9 AR—OIY—AR—I BHRETI
NT YA A1

TS5oFF+74R

D WAN T v O— KNV K,
e M DS3. OC3 PV ERIARR
v
-
N Le*°
IP WAN 5 .’

7354 <) DMVPN k> #JL
NTHYALpr2 === T34 RAR=YY—RKR=Y bR
=== HUEY AR—=YY—RR=Y boFIL

148770

INT T RAR—7BEETMZCEULET 94~V BLO XY RREBHEST DHL—T 4
V7 7a haliiz T, AR—7 Y —AR—7 BT T ML, 1300 HA OEEFENEG E
NTnET,

AR—=I I —AR—7 b xNET T F —Z B TEIRICER T D ICE. K77 0F RN 1o
DODMNPN 7 77 RERKRBEL, 774~ L—F L H 9 1 D077 FOHY) 7 NHRP 7 K L A
O =BT HILERHY F3, 2F0, H29DTT70F 17 T70F20MICHDAR—
I —AR—27 K F )% 1 D0 DMVPN 7 7 7 K| %mﬁéz%#&biﬁ‘DMww77?
K1 ZBABT T F I METTFTUTFLADARP—I V) —ZAR—0 N RAEERT B0 v
FUFN1ETTUF2IUI. KT T FDOIP T KL AZERIC Eﬁ(?%?“étbb@/\/f\i/}\lf\
DAXT 4 v 7 NHRP v 7L, 77 0 FRIENBETEDLLICTEE T T FON—T 4~
7 F—TNVHNONL— BB FT,
~y Ry NI BSELEZSE, NI T RAR—JREBEETLVOEA LRI, Vv—T 47
TJua harTcoar =Yz U AREAELET, 77T 1, A~y R U R2EHEHSTCT TV
QICRFET DIV —T 7 ENET, ~y F=2 235O DMVPN 7 77 RIZH U F
TN, ZhUE, T F 1 ETTUF2OMIC, SEIEDMVPN 7 77 R2 Zi@A5H LWAKR—
Y= AR—=T RN EERTDHZEEZERLET, DMVPN 7 70 R | @5 50D AR—7
YV —ZAR—7 R~ FViE, NHRP =—/b R & IPSec SA ¥ A ~—M07 7 7 4 7 723 Fkt L
F 9, NHRP "—/ L REFfi] & IPSec SA % A ~—0N RGN/ D &L SEDAKR—T Y —AR—7
FoRMFETLET, ~y R RIBEETLE, A A=V VAL H > TL— FBRREY
9, NI 74271358 DMVPN %7 %y MIER I, Ny 277 v 7 DMVPN %7 X v k k
DAR—= I —AKR—27 v ar THHING IPSec SA 1%, # A ~—2NHRYINIZR-72H
CIfRBRESINET,
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WM Qos

QoS

BIEDE L Z TOT W T T w7 T r—a &R — T 5121, QoS ZixE L7g)
X7 57205601 D £9°, QoS & IPSec . Cisco Voice and Video Enabled IPSec VPN (V3PN)
T aY—=0—E LTHRASILTWET, FEMICO>WTIX, RO URL IZ&H D [Voice and
Video Enabled IPsec VPN (V3PN) Design Guidel % 2 1L T 7230,
http://www.cisco.com/en/US/docs/solutions/Enterprise/ WAN _and MAN/V3PN SRND/V3PN SRND.htm
1

P—ER T, —=N BT FTTFN—=F~DT TERA YA RNy R R Xy /N 2AD
LHT~D VU 7 O 7T, QoS RELFHET H Z ENBEMTT, BfbshicEF T —4 %
HAET 572912 2 D QoS HERE & #2325 Cisco Powered Network #—E' X Fm /A X —3&k 0 £
T, INEOHY—E R Fra g X —k, KD URLIZH S Cisco Powered Network — Find
Recommended Service Providers = —7 ¢ U 7 ¢ ZfEH L TIHRBETE £,
http://www.cisco.com/pcgi-bin/cpn/cpn_pub_bassrch.pl

A AT 1Ry 7 A% [IP VPN-Multiservice] FisZ 51 L TL 72 &0,

72770, FXY N AANy RV RETITUTF —HE~QoS 27/ ut a7 TH0ERD
2HAELHV ET, KOEZ v a rTE, ZOHECOWTHIL ET,

NT TV RRR—IBEHAETILTD QoS

T TV RAR—ZRBEET VTIL, 77 F —H L, WA > % —7 =4 AT QoS
P—bE XA R —2FEL, (¥ —Tx2f A Tav 7 L—REEOT TSV L—KT
HEMEA L H =T 2 A APOIEIE T 4 — Ry VRIS TEET, ZOA 2 H—T =4 ZADH|
LT, VYIUTATILERITZEIA LV E—T 2 A, F72E 7L =20 L—RHDFT, h—E X
71 /3A X —@ Customer Premises Equipment (CPE; ENZEE) /L — F)bH 7 r— RNV RELIX
A=V Xy b NNV AT TERSND T 7 0F V—2I%, WEELA o X —T =1 AT
Hierarchical Class-Based Weighted Fair Queueing (HCBWFQ; Mgl 7 7 AX— 2 WFQ) %ZEH L,
B EOT T L— BNy e — S L— NN THFa—A T HRLER D
nET,

~y REV RDBLRDE, TRTOAR—7 V—Fx, ZOBFE, GBSV H—T oA ADD
TIRASNET, mEE NT A—FEIFXFHEY b A=Yy b FHEF0C3 V7L,
AR—=T N—=2DT 78X V7 HRARIZT DARRMENRH DA o F—T oA AN ET,
7L —ALULb— Xy NI —27 Tli&, N7 /L—H T Frame Relay Traffic Shaping (FRTS; 7 L — AU
L— "I 74w vx—V ) FERETHZETCZOMEICHISTEET,

DMVPN % v kU —2 TiE, A4+ v 7 ~LF KA Lk VPN T T QoS 7 7 AHEZR VAR —
45 Z & TRIGTEET, ZOREBEIX Cisco 7200 2 U — X L—Z 8 L) 7301 /L— % @ Cisco
10S ¥ 7 KU =7 Release 12.4NT LA CTHEHAIRETH Y . b R/VHENL (SA AL E 2137 T
FHAL) D QoS H—t AR L —mFETXET,

WIZ, ZOREEEETDHHEOHZRLET, ZOHITHEH, KRIZRT X2, 10.0.92.024
F0010.0.94.024 DN LAN v T —27 7 RLAZE D2 OO AR—7 —H Wb L a2
TELTWET,

o AR—7 N—H1

!

hostname vpn-jk2-831-1

!

interface Ethernet0

description Inside LAN Interface
ip address 10.0.92.1 255.255.255.0
|

end

o AR—T N—X2

!

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |


http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/pcgi-bin/cpn/cpn_pub_bassrch.pl
http://www.cisco.com/pcgi-bin/cpn/cpn_pub_bassrch.pl

| 2% DMVPNOTHA UHELURE

Qos H

hostname vpn-jk2-831-2

|

interface Ethernet0

description Inside LAN Interface
ip address 10.0.94.1 255.255.255.0
!

end

INHDT T FEYR—=FTH~y 2V RORETIE, Fr o ZADEEDOR Y NT—27 H
OETTFDOYE—FFHLAN Xy N =25 THONTAT Yy MZvyFTHIP T 7R
UANRET T FICRH L THRESNTNET,

ﬁostname HEAD END

ip access-list extended B00O

permit ip any 10.0.92.0 0.0.0.255

ip access-list extended B001l

permit ip any 10.0.94.0 0.0.0.255

T, WURIPIBET 72 A URA RNEBBT 5L, classmap BT 7 0 FICRESNE T,

class-map match-all B0Ol-class
match access-group name B0O0O1
class-map match-all B00OO-class

match access-group name B000
!

classmap &, &7 7 FIZK LTELT D N T 7 4 v 7 @BIT 57 DICERSNET,
!
class-map match-all VOICE
match ip dscp ef
class-map match-any CALL-SETUP
match ip dscp af3l
match ip dscp cs3
class-map match-any INTERNETWORK-CONTROL

match ip dscp csé6
|

ZAUH D class map (X, policy map iX ENZ L > TEMENET, KT T F~DFX T ) 71X
PF—ERTaNS =TT F = ~DT7 L—h Y L—F L HDLC 7 7L TL U
7 ThDHEMEL, VOICE 7 7 A1X9 2D G729 FiF 2 — L DI=OIZRESNET, Ziux
HCBWFQ # & T? child ¥—t &2 R > —T7,
policy-map branch-policy
class CALL-SETUP
bandwidth percent 2
class INTERNETWORK-CONTROL
bandwidth percent 5
class VOICE
priority 504
class class-default
fair-queue

random-detect
!

HCBWFQ & T? parent ' —E X R Y U —NEHRINET, £7 7 FIL Tl (1.54 Mbps) 7 —
A L— R TH—ER T X ZHEHRINTVD I EEHELTVET, v a—3—,

%~E173N47~*yFU~&W@%:~4V¢&NV77UVﬁKioTEUéﬁ&T
DRy NOBIFEL— MBI DHIREDOY v X EHFRTHEDIL, HHL—hD—F b
(:@%é\%%);ﬁiéMiﬁ BID 85% ITFEZ DA TH Y . HIRIEOIRE 28T 5720
WEZBEINSEL 2N TEET, 2720, B, Vo7 BRRBETERWIEELL D/ v b
ERLUTRESERNVWZ LT, Y—E X 7a X, =33y N2 EEJNCREIETE DL L7
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WM Qos

Vo= N HERELRZNTLEIWN, =R Ta A X —RT A Y 7|2 QoS % i
LTWARWZ LA HELTCNET, =X Tagf F—no2afihl—2 %2R L T,
T1 U > 7 \Z fair-queue D7 7 4/ hRENEH SN TWDHEHAE, WFQIET 74 /L R T
precedence-aware, > TAEMIIZ QoS-aware D72, = —E L7 L— NI 90 ~95% = 2 5
EARETEET,
policy-map Shaper-1544K-all
description 1544K * .85 = 131K
class B000O-class
shape average 1310000 13100
service-policy branch-policy
class B0Ol-class
shape average 1310000 13100
service-policy branch-policy

1L <EFOMOT T FITONT b IERE>

~y RZy RAT =2 T, —ER R —BROBEZLEN TR P~y X —N D5
FIP 7 RLRAERET 5728, mGRE b RV A ¥ —T = A AT qos pre-classify WX E SN E
T, 722U, = AR 3RS v H—7 = A AT S, QoS DIRANIFRH &N D
BRZIX Ny MBS L SN TWE T, qos pre-classify X €T H L2k, —E A KR
V=X, 7 VT THXAMOEERAETEET,

interface TunnelO

gos pre-classify

!

interface FastEthernet0/1.100
description Outside interface

service-policy output Shaper-1544K-all

ZORED/NT =~ Y AFHECONTE, AT (A=) T 4 TAMORR (=%~
ARDRH) | THHALET,

WIZ, W—F DINT p—~ AR —)b T A MHIZERKIR 72 show policy-map O H #1275~ L
S

show policy-map interface
GigabitEthernet0/1

Service-policy output: Shaper-1544K-all

Class-map: b000-class (match-all)
158299 packets, 48139994 bytes
30 second offered rate 1299000 bps, drop rate 0 bps
Match: access-group name b000
Traffic Shaping

Target/Average Byte Sustain Excess Interval Increment
Rate Limit bits/int bits/int (ms) (bytes)
1310000/1310000 3275 13100 13100 10 1637
Adapt Queue Packets Bytes Packets Bytes Shaping
Active Depth Delayed Delayed Active
- 12 158304 48140792 147759 45034738 vyes

Service-policy : branch-policy

Class-map: CALL-SETUP (match-any)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: ip dscp af31 (26)

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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Class-map:

Class-map:

Qos H

0 packets, 0 bytes
30 second rate 0 bps

Match: ip dscp cs3

(24)

0 packets, 0 bytes
30 second rate 0 bps

Queueing

Output Queue:

Bandwidth 2
Bandwidth 26

Conversation 73

(kbps) Max Threshold 64 (packets)

(pkts matched/bytes matched) 0/0

(depth/total drops/no-buffer drops) 0/0/0

INTERNETWORK-CONTROL (match-any)

5 packets, 870 bytes
30 second offered rate 0 bps, drop rate 0 bps

Match: ip dscp csé6

(48)

5 packets, 870 bytes

30 second rate 0 bps
Match: access-group name IKE

0 packets, 0 bytes

30 second rate 0 bps

Queueing

Output Queue:

Bandwidth 5
Bandwidth 65

Conversation 74

(kbps) Max Threshold 64 (packets)

(pkts matched/bytes matched) 5/870

QoS Set
dscp csé6

(depth/total drops/no-buffer drops) 0/0/0

Packets marked 5

Class-map: VOICE
118416 packets,

(match-all)
18709728 bytes

30 second offered rate 502000 bps, drop rate 0 bps

Match: ip dscp ef

Queueing

Strict Priority
Output Queue:

Bandwidth 50

Bandwidth 655

(46)

Conversation 72

(kbps) Burst 16375 (Bytes)

(pkts matched/bytes matched) 110494/17458052
(total drops/bytes drops) 0/0

39878 packets,

class-default (match-any)
29429396 bytes

30 second offered rate 795000 bps, drop rate 0 bps

Match: any
Queueing

Flow Based Fair Queueing
Maximum Number of Hashed Queues 64
(total queued/total drops/no-buffer drops) 6/0/0
exponential weight: 9

Transmitted
pkts/bytes
39344/29075840
0/0
536/353824
0/0
0/0
0/0
0/0
0/0
0/0

Random drop Tail drop Minimum Maximum Mark
pkts/bytes pkts/bytes thresh thresh prob
0/0 0/0 20 40 1/10
0/0 0/0 22 40 1/10
0/0 0/0 24 40 1/10
0/0 0/0 26 40 1/10
0/0 0/0 28 40 1/10
0/0 0/0 30 40 1/10
0/0 0/0 32 40 1/10
0/0 0/0 34 40 1/10
0/0 0/0 36 40 1/10

[ oL-9024-01-J
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Class-map: b00l-class (match-all)
158223 packets, 48128074 bytes
30 second offered rate 1301000 bps, drop rate 0 bps
Match: access-group name b001
Traffic Shaping

Target/Average Byte Sustain Excess Interval Increment
Rate Limit bits/int bits/int (ms) (bytes)
1310000/1310000 3275 13100 13100 10 1637
Adapt Queue Packets Bytes Packets Bytes Shaping
Active Depth Delayed Delayed Active
- 8 158231 48130666 148135 45116434 vyes

<HTTUFICR LTy m— 38—t classmap DA Y AX AR 1 DB DN, 7 F A MIITANE >

WROZLITHEELTIZSNY,

. 1299000 bps ® L — k iF 1310000 D3 = —S—FRITEL . ZDTF o F~DE T 7 1%
FICHH S TVWET,

e Tx—/3—[Ib000 7 TA CTHEMLTEY, BIEEREONTY b (Fa—DREX) BNF¥a—
AT ENTVET,

e VOICEZ ZAIZ—HT 27y "DV ET, TAM FTFT 74y FuT7 70203
CS3/AF31 L~—7 &= EREFEFN TRV, CALL-SETUP [ZIE—EMRH Y F
A,

+ INTERNETWORK-CONTROL (ZiZ—#23H V., T+ 5D 3~ biX EIGRP hello /37 > 8T
hj‘o

o T 74K 7T ATIL, IPprecedence 0 B L2 O HFIZ—HE ROV ES, T 747 7
a7 7 A iZiE, DSCPBE (\WRX h=7#— ) & DSCP AF21 (IP precedence 2) D[l JiH
HYET, WRED IZTAZT, IbDO~—F o 7Ll v o XK RINET,

AR—OY—RR—U BHETILTD QoS

AR—=7 I —AR—7 BEAETVTIEL, 77T L—HE QoS 7 7 AL VR — T D44
FTIv I wNVTFRA L N VPN AT EHERT 5 Z L3 TEEJ, Cisco 800, 1700, 1800,
2600XM, 2800, 3700, 3800 >V — X )b—& T S35 AR —2 TliX, Cisco IOS Release
12.409)T LABEN BT, Cisco 831 2 U — XD AKR—7 Ti, CiscoI0S Release 12.3(11)T10 234
HCT,

AR—=7 Y —RAR—7 ET)VCOREIL, NT 74 v 7 BNT A DB EESND O L [AEE
W DFERIFBEHDOAR—7 A4 b bkESNHZETT, N7 A MERAR—T YA b
MITRTCT 78R V7 F—% L—F (£721%, piokZ v arTHRAINZLIIC, 20
L— b=t b)) TQoS V== "—2RELTHE. NTLEAR—IOEENR 1 HODA
A= ZMARICT HIEED N T T 4 v 7 EBFETHHREMERHY T, T4 F VT4 BIW
HHE X 2 — LM T DY = — /= |ZHEU R EZRET D5 2 EDREE 20 £,

IO, TIUFERIZAR=T —F~DT 7 A U712 QoS AT S QoS (2%t
L7ch—E R Fu N, Z—=Rn KROY Y 2—aTH,

IPTILFX¥ X+

IP~/LTFFx A MUL, 2 00MERHY £F, 1 >OOMBEIE, YV a—a & ETDHD
LT, BEROZEHENA N =AML AREERSHH Z LT, 2 2HOMEIX, p2mp GRE
A B =T 2 AT Lo THREBHIKEIND Z & TT,

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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Qos H

IP~vLTFFx A RBLONIPSec W LIC L DA —F VT 4 TARTIE, L 037y Fa3El
JECER NS Z LTy MBROMENH D Z L E2/RLTC0ET, IP v/ F X+ A bR
I, A LS L~y X —Z2 AR LET, M o—RFEESnEREA, &7y
M, R EDX T AN — A YT N7 TR LT~y X —_Xfr— %
Vo7 FARA L HELTERENET, 1 5Oy MRERIESREH L. B LICEEIND
RALEZDY A RMIE-T, BESH— RDOA 237 K RxRing N AR/ 2 FTREMEN H 0 £
T, MMA L7258 D% RxRing DY A X &2 1256, ZOBGIIHEEICRELET, Kk
Tav AT, 7y b A=A MEZIETDHEIC RxRing 2Z812T 25 2 E N TERWAREEN H
L7, ARV —=LTDpps L— FREWN, HEOLTFH¥ A~ 2 M) —LB5HATHDS
A ZOBGERFEAT HAREEEEL 20 £5,

72 & 21X, VPN Shared Port Adapter (SPA; AR — K~ 77X 7 %) EH 41T % Cisco Catalyst
6500 i L, 77 »F 47 1 A2 1000 O p2p GRE over IPsec b > RV EGHET HT A 1D
WCEZTHET, T T F AT 4 ANT1OOALTFF¥ AN AR —AIZIAL TS
A VPNSPA [E, VPN b LT &2 1 DT D, £v/LFX¥ Xk X7y FE 1000 [BIERS 2
VENH D ET, Sup720 WA B Y —LDERA Y — KA T& 5 LMET5H L. VPN SPA D
ANF 2 —I12% < DOy b (K 1000) 23285 L, WAmEIT Ny NOBEESREELE
T, BRICIP v /LT Xy A NOBEMERD LG, WYIRA 7 —F T NRT A AZONT, K
®D URL (2% % [Multicast over IPsec VPN Design Guide] % Z/ L TL 720,
http://www.cisco.com/en/US/docs/solutions/Enterprise/ WAN _and MAN/V3PNIPmc.html

DMVPN % v hU—J 3T o — KXy A M H T xy N THDH7-0H, DMVPN *v hU—7 TIP
VT Xy A NEEATLHANS, FRRRNEBET H2MERHY 9, £7 . RACHTxy b
DA UN=TohDHARN—71T, FAHIZPIM BEBRZ R CE EHA, AR—F Y —AKR—7

FRBEYTIE, RRFEF = v 7IZL-oT, AT FXY AR 7Ja—0NT 2B THI LT TEER
Mo 7O—THIINT BB TIVNENRHLDT, AR—ZBDIP v /LFX¥ A MIRARET

T, IHIZ, ZNEE BB T, AR—7 1% Rendezvous Point (RP; 757 —RA ) &L
THHATEEEA,

INTT U RAR—=7HERTIE, TRTOAE =D = NHRP N7 L—Z DOEHITH Y AL

7277 U F ORMBKE b= ¥ @ RxRing fil[R % # 2 72V 4G, DMVPN TO IP v /LF % ¥ X
MIMELET, PYLFXY AR ARV —LRNT T UFNLREELEZEAS, ~NT A FDY
TAT Y NOHRNA RN —LEZEFETEET, WROFERFITIL, DMVPN TOV/LFF ¥ A &
RLUET,

o NT JL—H
!
interface TunnelO
description dmvpn tunnel
ip address 10.173.20.1 255.255.255.0
no ip redirects
ip mtu 1400
ip pim sparse-mode
ip nhrp authentication secret
ip nhrp map multicast dynamic
ip nhrp map multicast 192.168.201.1
ip nhrp network-id 10203
tunnel source GigabitEthernet0/1.201
tunnel mode gre multipoint
tunnel key 123
tunnel protection ipsec profile dmvpn
!

o AR—J —H
!
interface TunnelO
description dmvpn tunnel
ip address 10.173.20.10 255.255.255.0
no ip redirects
ip mtu 1400

[ oL-9024-01-J
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B zoto®Ry FT—%2 5L DHEEER

ip pim sparse-mode

ip nhrp authentication secret

ip nhrp map multicast dynamic

ip nhrp map 10.173.20.1 192.168.201.1
ip nhrp map multicast 192.168.201.1
ip nhrp network-id 10203

ip nhrp nhs 10.173.20.1

load-interval 30

tunnel source GigabitEthernet0/0.201
tunnel mode gre multipoint

tunnel key 123

tunnel protection ipsec profile dmvpn

DDy FT—F TR L DREER

NAT. PAT. DHCP, BIX W7 7 A T U4 —L7R Y, TOMOR Yy FU—F 0 FJHREICET &
EEHEIEL, DMVPN %y hU—7 DTV A @A EINET, 22 TE, Zh b0V T
T LET,

NAT & PAT

NAT & PAT 2k > T, Jzae;)74®§ﬁftk7hvx® RIS FIREIZ 72 0 9725, T 6 Id
J7 &b IPSec VPN OFEEIZI 1 H R 2 L £ 97, ISAKMP &, S@UIRBIED T 0IZ, crypto
v }:@ﬂﬁl/z@lp'fm/x%ﬁﬂﬂbia“ PAT 15D IP 7 KL 2DHHITHEID crypto
TERERLET,

IPSec NAT Traversal (NAT-T) #HE(X. IPSec SA & ISAKMP k< 7 ¢ v 7 @i} % UDP wrapper
T 7°JZME?“5 LIZX - T, IPSec N7 7 4 v 7 IINAT T /34 AL TZIL PAT T34 A% 1#
WTE DI LET, NAT-T ITHRAC Cisco [0S /3—7 = > 12.2(13)T THA X4, VPN T
AR THEBREINET, 20U U —XLIEEZEITL TV B Cisco IOS V—¥ Tlx, 7
g—N)L avw > RELTT 74/ N TEHEIBICRSTWATED, RETAHALEITIHY A,
NAT-T #§HEIZ. crypto BT EIZ®H 5 PAT 7/314 AZRH L, NAT-T (HFHETHHE) 2T
T——hFLET,

IPSec NAT-T (R T AT Lo =& LTHHILND) DOFFMIZOVWTIE, kD URL #Z ML
TL7E &, http//www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftipsnat.html

DMVPN F %A %, "I T v RAR—7 BEET /L TONAT-T & EHERH Y £4, ~v F=x
v R V—H BN NAT OE%IZH D DMVPN bk a2V R— 45 (21X, ~y R K r—& L
7ZF )—H DE JiC, Cisco I0S Release 12.3(9a) F 7213 12.3(12)T2 AN L FE T,

AR=I I —=AR=7 THA LTI, NATIFE HIZRERBEEHFHTY, NHRP LY A b L—
2 arTlE, 1 DOAR—=T N NAT TAA ZADERICH LGS, AR—IT Y —AR—I ST
VaryPEUNIERSNERTA, ZORMWTIL, IPSec SA TN SNT, 7T FIINTRHET
JE—h 77/5& IRy NEFERLRTET, Y7 o7 N—=UVaitdoTE, Zhb
DTy MITaty B TCAL v F U T INDLGERHY ET, 0D, AR—T7 N NAT 5
ROBEBIZHDIGE. AR—7 Y —AKR—7 bARa PR LN TLZE0,

727 JVDMVPN 7 50 K hARu UTlE, BEET VICERRLS, Yo IV T 47 ~v R

R7—=%FT7F %I T hT U AR—F T—FDIPSec /T TE E4, —#AITIL IPSec b L

F— RN DMVPN 754 o THEREI I TWETHANAT B L OPATIZ XL D IPSec 7 AKR— K

T— FOFEITITIE, ROXHIREBEBFHEELHY £,

o TIUFMNHRP LY A ML —3a U iEfir~y Roy NICEETLIHES, ~v R R
X, 77 F DA NAT 7 KL A ENEAR A N GRE 7 KL 2D 2R LET, ~v K
TURE, TITUTFROEDAEENAT 7 KL A& 3R U CEA L £9,
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(F)

Fotoxy k- e onErE A

o HEINAT 7 RLRIZ—EBETHDID, BB TT70F —2NEL (EELTWD) NS
AAFNGRET RUAZHA T3,

FTaTINVT 4T N~y RV R 7 —F%727F ¥ CTliL, IPSec ho 1% o)L E— R CHRET

HUENRHD FET, ZORETHEH., ROBEIZTIHFEEL T EEN,

o ANY RZURI—HT, TIT0F N—FNLEEINDNHRP LU A R L— g UEHRN
DTFToF IL—FONEARARNGRET RLADLEZFERTE £,

o LEMNST, 770 F N—FIXEAEDOHNEBEARNGRET RL A% H->TEY, DMVPN 7 &
7 RNDOTRTCDT T o F D= DICTHEENNE T,

~Ny Ry RETZ o FOMIZ DMVPN #H TR EN D IPSec b > /L, VPNSM 7354 &
A7z Cisco Catalyst 6500 F 72 1% Cisco 7600 Z i 3 25354 NAT B LU PAT ODEFRZICH DL ~v N
T RTHEHYR—-FEINZ2NZ EICHEBELTLEEN, 2T A v EXRTERES., ~v R
v R Cisco 7200VXR F 72 1Z#F DD CiscoIOS V—Z Z i L T 72 &V,

1 2D NAT T34 ZADEBZITEEDT 5 o F —F B AR TIE, DMVPN /. NAT 731
AWK T TG F N—RE—EDOINIENATIP 7 R L RZEMT AIESICOH, ZORELFFR—
fCTEET,

TJ7AT7 24— ILDEEEIE

ZZ T, DMVPN 5% A U 2 FETABROESEIER 77 AT U —VOEEFEIEIZ OV THL
Eyq Liﬁ‘o

ANy RTV FFEEEFITSVF

M55 L DMVPN ~y Ry REET 7V FORBICE T, ROT 1 b2l JO0KR— b &FF
T HENRHD 7,

« UDP A— b 500 — ISAKMP D %503 L O%6 4

o UDP 7R— I 4500 — NAT-T D%a 4

o IP 71 k=)L 50— ESP

« IP7m ha)L51—AH (AH BREEINTVWLEE)

« IP 71 h=1)L 47— GRE

Ny RV R 77 AT U4 — VBB LS~y Ry Foxy hU—27 OBFTE. mios
AT DT T BAMEL R T 3 —<  AOMFICHBEEZRELET, 2y NU—7EHET. b
XWF774/7ﬁﬂﬁﬁu§Téhéi9 TRTCOT 7 AT U —NVEZWINIHERE L TL
ZEV, TRTORE %//a/m77/%w—&#%%%éﬂét . S~y R Rix
TIUFN—FIZT IV EATELLERDY £,

BHe7 7 2 ADHR

DMVPN T h o v a7y A VEMEHT 5 L, 0 Tl ﬂ:%z%kﬁ“é/\b‘/ DA
ﬁfﬁéﬂécryptoACL%ﬁ%ﬁ’J’Hﬂ#‘?‘éz\%ﬁ‘%@iﬁh L, ZOMREIX, Y7 o T
(2 &> TEWICLEE T £, show erypto map Cisco I0S Sy R REMA LT, AEkEnb
TI7EAVANERTTHZ kf)lf%iﬁ‘ TI7EAYANI, bz RRA U E0D
DGRENTy halRELET, Bi5{ke GRE MU RANFE LT RARA » M2 L Tunan
Ba. ]\/Z\/V7W774’/1/%ﬁﬂﬂfé??‘\ cryptoTﬁ'YZX YA NELIZEATIvY crypto
map ZXETDHDVLERHY ET, 778A URXNMNIE GREx=Y RFA ¥ FNTIERL, K=
VERRA U RENBLTLEEI, ZOREF., TaTNANT AT ~y RV R T7—X%77F %
T REET HBRICHETT,

[ oL-9024-01-J

Dynamic Multipoint VPN (DMVPN) 1.1 TH4 > 4 K 1



$£2E DMVPNOTFTHFALUBLUEE |

W s<(HpasmEzIR

K< BB

%lrl'll
F'rl}

DX 7 aTiE, DMVPN ZRET HBEICRET S, — MR EEICOWCHBALE
-aAO

W—T 425 Z7ABFIALTODOI O RILIVFRFRA DT KIN2 A
2

WL —T 47 7a ha W bRV 2 KRR,V F gD N TEET, ZOHA.
~y R R 7 KRR, —RENCANT Y v 7 A B =Xy hTZa—UIV—T 4 VT X
nH7 RV ATT, ?E’Hiéﬂi'@/\ﬂﬁ\ ZOT FLAINEIZHE T RARXZ A A TExET, 2D
RBLTIX, DMVPN 7 Ry MIRANTEYNICHE L ETH, L —TFT 47 Tar_"—Y xR
Mibind e, 77 0FiF, A v F—7 oA AHE TIE7AR <. DMVPN ko U EEH T~y
R RONRT YU 7 7T RVRAIZREL XD ERADLA[EERH Y £9, ik~ Thorxib
TEENREAL, TORKR V=T 47 7a bayidT7 ) v 7 T RLVADT AKX A X%
ik L E9 25, DMVPN b > R UEEHOE LSEBIET 2 X 212780 £9, 207 vt ATk
WD IREN, TV =T =T 47| EMEEINDZERNH D £7,

IPSec FS VR IT+—L Yy FO—

2200 crypto BT ORI, D b 1 DO—EHTHIPSec NT U AT A —L By MERELT
LIEEW, FFEDOREFALT NITY A LDBELZIRET %G, ~y Rnv 77 U F Ol
2, TWOBEDOK ST NI XALAE N TV AT 4 —A By FERETHILELIHY 9, +
I LZRWIEAIZIX, TPSec b RLAMEEN L £H A,

ISAKMP K1) —D—E

T T D Cisco I0S T3 AT, T 7 H/NLVEFDISAKMP R o —RHRESNTWET, Z0F
7 )V NOWNZIL, DES K2k, HMAC SHA, RSA 27 =F % @ IKE #&iF. BLUDH 7 /1 —
71 TC9, LV#®IRISAKMP R Y > — %M LT 2546, WA THRY v —%2YFR—FF5L91C
LTL &N,

ISAKMP ;R U v —& IPSec b T > A7 4 —2Ab v FT, HLH%&V&»@F?VX7x~A
Yy by a FREGEHTDEZ IR TTR, NETEDY A,
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o~y FEY ROYA KRE

DETIE, VPNV V a— g VHAO VA afllf 2 8INT 20, LFOFRIEIZOWTCHA L E

« Ny R R TFAL ZUTHEATE 52 A 2l Ok
o TIUF TAL RGOV A RFRE L IRPUET D HHR

ATr—ZEUT4ICHAY 2 —BHGEREEE

-
—

ZT
JEHIRIZD

WTHBHALET,

IPSec FESLRIL—T v k

sk SN D57y NI (b= P 2Bt 50T, 77y b 74 —45 (~y R R
F71IT7TF) DIPSec B RAb= VD ANL—Ty NERIT, A —TF TARTFHA T
HUHERHYEST, Lo T, B LANL—T" N TIERGREEZEE L TN, #
I BIOFE321C, W~y R FBLOT 7 o FEREOEEICET 202 R LET,

T, THA v EOBEEERRFT A D 2 TRICSED, A7y —F VT ¢ 12T 5 —BinE

% 3-1 Ay FIT Y FEHLERE

=E HELBESEAL—Ty b
BHaq47 (Mbps Hifi) (Mbps Hifi)
T3/DS3 447 90.0
0C3 155.0 310.0
OC12 622.0 1250.0
% 3-2 IS UFEGEE

EE DELBESEAL—Ty b

g 2 e (Mbps HEi{i) (Mbps HE{i)
T1 1.5 3.0
2 X Tl 3.0 6.0
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B 25—5SEyF4IcHT 32— BUEEESE

& 3-2 TIUFEREE (HE)

T3/DS3 44.7 90.0
Tu— RNV Rr—7 1384Kbps 7 v 7Y v |24
JL /DSL 7/

2Mbps ¥ U Y

— RN AN —T" EBEINT B &, —% CPU OAM B LET, 7272 L. Cisco 871 ~
7600 DA J—H BB ST XTCTHAREERN— Ry =T 7787 L —1ar BB bafifAd
B, AA 2 CPUDATNMEZ VPN NN— R =27 0NEHLET, THLTHLRED, AAf 2 —4F
CPU TOMBLIRAET AT, —BRICAL—T > FBEWE CPU DEHRAZENEL 720 9,

Ny b —REEER

HE 2V —7"y NEREEZEETDLEITH Y T30, i E 23BN L TV DR DS
T b b—MIX DEET?

R, A— 2B EURE LT L DT | BT 0 T 5 8 R (pps) O LIRAS
HYET, TARNEAL—Ty FOFHEICHEHT 537 v hOH A KL 5T, EBOAT 4 —
v ALY BARNE I E RS TR Y 9, 722 213, VPN E V2 — A EE L
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WOHFEREIZEE LT EE0,

o AR—T ITN—TWEBRAEZNT (TI7A4~ Vv F)) vy 7a3nEzd, TNt
NAL DL L —DBTRLET, AT IE, AR—I 6D T7 74~V BLOED
U R RNV EENT A MGREA VX —T A AN 1 DOLDRNDT, AR—7 T7 7T
U M1 V=% | T—TITHIRENET BT 350 AFR—7 /| ~NT),

o BNATIIIMHEIZNHRP v~ v 7030 £, 7 —¢ 7 )= O TRLUET,
e NTHNEEIE. mGRE F o RV ETIThNLAMERH Y F1,
e NI, mGRE MoV ETHEIWCLN—T 4 7 BT TRITHIEWIT EE A,

LUFDOANTREOHZZM LTI IZS W, BT 2 NHRP BLU'NHS 2~ RiZA &2V v
RCRFREATVET,
o NT1IN—H
version 12.3
|
hostname Hubl
!
crypto ipsec transform-set ENTERPRISE esp-3des esp-sha-hmac
mode transport
!
crypto ipsec profile VPN-DMVPN
set transform-set ENTERPRISE
!
interface TunnelO
description mGRE Template Tunnel
bandwidth 1000
ip address 10.0.0.1 255.255.240.0
ip mtu 1400
no ip next-hop-self eigrp 1
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ip nhrp authentication ciscol23
ip nhrp map 10.0.0.2 172.16.0.5
ip nhrp map multicast 172.16.0.5
ip nhrp map 10.0.0.3 172.16.0.9
ip nhrp map multicast 172.16.0.9
ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip nhrp nhs 10.0.0.2

no ip split-horizon eigrp 1
tunnel source FastEthernet0/0
tunnel mode gre multipoint
tunnel key 100000

tunnel protection ipsec profile VPN-DMVPN
!

interface FastEthernet0/0
description Outside Interface

ip address 172.16.0.1 255.255.255.252
!

o NT2N—H

version 12.3

|

hostname Hub2

!

crypto ipsec transform-set ENTERPRISE esp-3des esp-sha-hmac
mode transport

!

crypto ipsec profile VPN-DMVPN
set transform-set ENTERPRISE

!

interface TunnelO

description mGRE Template Tunnel
bandwidth 1000

ip address 10.0.0.2 255.255.240.0
ip mtu 1400

no ip next-hop-self eigrp 1

ip nhrp authentication ciscol23
ip nhrp map 10.0.0.1 172.16.0.1
ip nhrp map multicast 172.16.0.1
ip nhrp map 10.0.0.3 172.16.0.9
ip nhrp map multicast 172.16.0.9
ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip nhrp nhs 10.0.0.3

no ip split-horizon eigrp 1
tunnel source FastEthernet0/0
tunnel mode gre multipoint
tunnel key 100000

tunnel protection ipsec profile VPN-DMVPN
!

interface FastEthernet0/0
description Outside Interface

ip address 172.16.0.5 255.255.255.252
|

o NT3N—H
version 12.3
!

hostname Hub3
|

crypto ipsec transform-set ENTERPRISE esp-3des esp-sha-hmac
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mode transport
|
crypto ipsec profile VPN-DMVPN
set transform-set ENTERPRISE
!
interface TunnelO
description mGRE Template Tunnel
bandwidth 1000
ip address 10.0.0.3 255.255.240.0
ip mtu 1400
no ip next-hop-self eigrp 1
ip nhrp authentication ciscol23
ip nhrp map 10.0.0.2 172.16.0.5
ip nhrp map multicast 172.16.0.5
ip nhrp map 10.0.0.1 172.16.0.1
ip nhrp map multicast 172.16.0.1
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip nhrp nhs 10.0.0.1
no ip split-horizon eigrp 1
tunnel source FastEthernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile VPN-DMVPN
!
interface FastEthernet0/0
description Outside Interface

ip address 172.16.0.9 255.255.255.252
!
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350 D AR—%

AR—7 Y — AR — 7 AN BRSNS A, 2 OONNTRNEHEY v 7 f B T ST
WAHRBIE, A X—Fy MEBACTRIHO AR —7 Y — AR = a2 N LTI T4 v T %
BEETLIINGE, AR—T INT /AT | ZAR—7 TEETLIHMENTT, Z0XA TOFH
A TR, BRD T TAZDONT TNA RIEBED X A T DIP dnk F TR S vE T,

ZOMDAR—IY—RKR—Y THA UDEERIALESL

HE= 1

INADER

HAF vy AR—7 Y —AKR—7 IPSec b RIVOIERMNAIRER S A, v b U — 7 NICEME
FoOMBENEAETLRREERHY £, ERoltBy, AR—IY—ZAR—7 FrxMTER Y b
TU—JNTNA—F 4 T ETEERET. 7V Avia b—F 4 7T ARES R LE
T, L. MORMBENFEET D ARENNH Y £, 22 Tl fFICHE L £,

—HDOBRDOEEIZKTHAR—I Y —ZAR—7 N XADMMET. AR—2 YV —nT hox

NEVFHET, V=TT Ta haVI P RVRBATIEETEINRNDO T, AR—7 Y —
AR—27 PURNVTEENEALTH, T2 RiRA > MIEEESES, v 707597

R—IERREAELET, b EN=T —% U RANZ 7 U REEICR > Th, ISAKMP F—7
TI7A47 BEESNTWDIEHE) T LET, =0 REAA Y PRAR—T Y —AKR—7 /N2AD
BIANZHKHE L, AR—=INTAR—7 RAOMEH%Z BT 5 DIZEFITEORRND Z 035
nET,

AR—=7 I —=AR—7 MU FABREBATAHERT NI AV TTARNTITFXDNRR ([ H—
Fow " E) 1. BRZAR—I Y =TV —ZAR—27 N2 L0 HIEEREERNH Y £,
DMVPN T, WERMOBEMEZIFMORy N =7 BB TIZL > TAR—7 Y — AR —
7 RATHRATHEEZRE L, SARREFHET L LT TEERHA,
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ABR—2 IL—2DBER

BEDOYE— K AR—TNOLDOEF T 7 4 v 7IZX > TAR— 7 PEAMIZI 5 O % e
RAD=ANTHY FHA, Blo, AR—27 L—& 3/ Hor—%2 (Thbb, HEDSE S
CPU) THAHAREMENEL ., HDHAR—=7 T4, Rk L TEEOMD AR —27 8 b o R &AE
BLEDE LSS, BEO N RVOMSENRE TAR—T T3 ZAOBHEICRENBAET D
ZEBRHY ET, 10S 12.3(8)T THRUNIEA S 417 2 DD Cisco I0S FEHE (IKE =2—/L 7 KX v
var ary hue—/L[CAC] & ¥ AT A CAC) . ZORWAEENT HDITHESLEHE T, IKE
CAC IZ., #EXHMEIZESWT, L—F BT TE D ISAKMP SA O &HIB L E T, AT A CAC
W, VAT AU Y —ZAOMH IR EES W T SA O EHIB L £9,

IKE CAC 3N —% L TCHRD LD ITRESNET,

Spokel#crypto call admission limit ike sa 25

ZOBITIEL, ISAKMP SA O¥t% 25 ([ZHIBR L E T, 25 D ISAKMP SA MR T 77 1 7725 &
Jo— 38 L SA BR A2 L £ 7, IKE CAC DIRFEIT show crypto call admission statistics =
<~ R CE=HXTEET,

VAT A CAC IIN—F ETHRO LI ITHRESNET,

Spokel#call admission limit 80

ZOBITIE, VAT LAV —AD 0% NMEFAIND E, —FITH LV SA BREMWIEL £,
25 A CAC DIREEIX show call admission statistics =~ > R CE=Z TXF7,

CAC BRE T TERWAR— 7 YV —RAR—7 FHA U OMORBEIL., EEOFRFAR—7

YV —AKR—7 IPSec k¥ RMIZ KD AR— 7 HrIkiE O B8 AR/ T3, Ziid, ISAKMP SA O
IKEBFEE/2ZT AT L VY =20 LRICEE LR THATHIAELET (K38 25H),

3-8 AR—4 JL—42 EEEDBEH

NTD

NITTURRK—H oL .@.
II pl

AR—=YY—RKR—9 rFoFRIL

1

s
AR—Y 1%‘%

HIEE = 2 Mb\\—>

PS

ZOFITIE, AR—=27 21L2Mbps TA ¥ —Fy MIEHRL TVWET, ZTOAR—7ZiE, &
N—2 1L AR—7 5 ORNHEL LTZBFFED AR —2 Y —AR—27 F o xAndby £4, ~—FK
7 = TR E &N 72 IKE CAC £72153 AT A CAC DHIREZ NI B2 CTWEEAN, o2
DDAR—2 EFESL LTI N RVD T 7 ¢ 712 8-> T 2 Mbps DHABIE D 2R THE SV E
T, T, AR—I I3NAR—T 2L AR—I Y —AR—0 FoFEHRELLS ELET,
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I TOMBEITHEMIZ, AR—Z2BRAR—7 1 BLIO5ICH LT, 5—% 7a—%2#EIL, 2
Mbps DT 7B A U > 7 2@ A4 5 X 9 mEd 5 5T enwe vy Z & T3, UDP X TCP
7% & @ Upper-Layer Protocol (ULP; BAZE 7 & b =2L) (3 &Iz L E 928, RTP (21X~
O—flfl A =X LR’ FHA, ZIUE, LTHERZ QoS DY L ~D—HTT,

ZOEE . #WiEEOBAREOERR X, ko LB T,

e PTHRENDZT TV r—va VARMIONL T, WYREBIEOR Yy =2 2T A LE
7

AR—=7 V=T Ta—b AR—=I YV —AR—7 7u—DEEZ@EINLET, THA M
BT, NIV — AR T R 80%,. AR—7 WV —AR— 28 20% T7,

o JRENEV I DT _RATEY T 41T~ OFLEEBEUNERTLET,
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25—5EF+1 7R t0xE A

AT7—ZEVT4 TAMDAE

Ny RZY R AT =T 4 TARN Xy NI, <OV RAa 77 F —4% (1700, 2600,
3600, 3700. ISR 1800. ISR 2800, L TNISR3800 U —XZ&H7-4FE) THE I, &F&
FRBZA TNy Ry NIZER SN TWET, Xy NI Z2EEINDIRFEONT T 4 v D
\ZOWTCIE, Ixia Chariot 7 A b Y — VA LTV n—2NEEYSNET, 7740 v 7 OHAL
X, UDP %39 35%, TCP 23§ 65% CT7, EHEN=T 7V r—a v ¥4 72X, VoIP, FTP,
DNS, HTTP, POP3, BIUNTNR70 g ENE T, FH 7 v b YA X, ~v =2 Kb
TITUFTITI8 N, b, TTUFnb~y RV RTEH 144 314 FTT, TNHDFH 7
kA XD NI W=D, TR REND A —F )T 4 OFT A MERIZ, T
TAyINRIELTE ARy NU—7 THAL U OEAETHLEMHFEETY, £727 A MEROEKE T
RVEZ D (ALY RT 4T bOLoTWET, R Fy b YA XORKEW, T—H
DHD T T 47 pik T 2y NU—271%, ZZTHRRZHED XY bps /37 +—~ AN
ELET, 2720, FHED CPUMEDEE D pps /37 4 —~ A X[Fl— &2 51X TF,

HTTP Get 27 V 7" b %f#i 19" % . Cisco I0S @ Cisco IP SLA #fE (LA SA =— ¥ = > |
[Service Assurance Agent]) ([ZL->TH T 74 w7 BEREINET, 770 F A—XTaTHO
HTTP #— N~HTTP Get 2—VZFHFELET, 7 A~ =2 FRA > FTMTU % 1300 N1 FT
RETHZIET, XY NT—FINTIT T AT —a v ERAESELERSTANEETL
F L7,

WDFRIZ, DMVPN | > RVEFRIRERTT A N EITo TR ERLE T, FRCHREI TV
MWEY . FRMNEHLELV—F 07 7 a Fa T EIGRP TF, FdRoi@y ., a5 —%
L @729 VoIP ZIRTESH - N T 7 4 v 7 & LE LT,

DMVPN — 7> FRAR—YVEBREETIL

NYRIVFDR7T—ZEY T4 TRALOHER

#4-112, DMVPN N7 7 v RAR—V BHET AR TORTr—F VT 4 T A FOFEREZR
L%9, QoSIXIDMVPN ~v R K NT Jb—& Tix7e<, WAN L—X CTHZTT,

= 41 ANYRIVFDRT—FEYT 4 TAIDER —DMVPN NT7 Y ERR—Y EFIL

T3y ho4— EHEa— RL—TFyvbk RL—Ty

L b RILER JI% - (kpps) (Mbps) CPU%
Cisco 7200VXR 400 (1 mGRE) 285 475 106.3 80%
NPE-G1 7 = 7 250 452 104.3 82%
L SAVAM? 800 (2 mGRE) : : 0
VPN #+—E % 600 (1 mGRE) 600 122 416 75%
T H TR e pEE

L 7= Cisco

7200VXR

NPE-G2

RP1 3B L VESP 1000 (1 mGRE) 2570 545 1.2 Gbps ML
10 21 2 7=

Cisco ASR 1004
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F4E R4—FEYT4 TRAIORE OA=FvX +OH) |

W DMVPN — T 7> FRE—SEBEETL

(F)

TSVOF A T4 RADRT—5

% 41 ANYRIVREDR5—FEY T4 TAMDER —DMVPN NT 7Y FRR—Y ETFTIL (HE)
Cisco 7600 1000 (2 mGRE) 4137 515.4 1.09 Gbps AP
Sup720
VPN SPA
Cisco . 3000 %7 4000 601 (Fa%n) - BALAP
;éggVXR/CISCO (3 B D Cisco 3BED

7200VXR F1LF 1 7200VXR D%
T a7 VT 4 |TT1000 @ p2p GRE NENTHRK
T T —=%T7 k> %/, VPN SPA 203 Kpps
F ¥ TIPSec k%)

N= T =T THRSLMTOI, A2 Tuty a5 2720 T, Cisco ASR 1000 35 &
U Cisco 7600 {22V TiE, CPU OFUTHE SN EH A,

#4-2 12, DMVPN 77 v RAR—=Z RBHET UKL CTOA T —F Y T 1 T A FOFERER
L9, QoS i, DMVPN ~v R K N7 JL—ZDHIEMEA L H—T = A (ZDT AT
I% GigEthernet) THZITT, = —/X—L7 7 F T LITRE S, qos pre-classify 1T b > L
AVHE =T 2 A ATHHTT, WA L H—T 2 ZADH—E R RV —|Z &> THIP
7 RUVADOBREMTONET, LEEB-oT, K77 FIINHLAN Xy U —27 7 KL AD
Xy MU= T RLVRAZE-oTHNENET, Y=—E 7 &7z b— ME 1.54 Mbps D 85%.
F 7213 1,310,000 bps T,

% 4-2 ANYRFIVEDRT—SEYT4 TAIDER — TS5 U FHED QoS AEVDIBEAD

DMVPN NT7 Y FAR—S EFIL

TIT4

Ty bk J+5  |EMIX bk
74+—L4 IPSec b (74vY 574w G729
7200VXR VRLD DOHBE HOHB a—LD |(RL—Ty |[R)JL—Fvy CPU
NPE G2 # URIL oL (% k (kpps) |k (Mbps) |%
VAM2+ 40 25 25 160 26.4 69 74
VSA 40 40 40 280 40 104.6 75

EVT14 TRAFDOER

7 4-3(Z, DMVPN N7 7 > RAR—7 BHET VR TOT A NOfERERLET, £~
Ry R~ bR Z 1 OFHELE L7-, Cisco [0S-FW BLOINAT —E 2§57 2 MM
AIVE LT,

%= 4-3 TSVUFF T4 RADRT—FEYT 4 TALDER —DMVPN NT7 Y FRR—U EFIL
FEa— |AL—Tv bk RL—Tvb
TS5y b4 —L N—FOzT7ESE LE (kpps) (Mbps) CPU%
Cisco ISR 3845 FUR—F 187 24.0 48.8 81%
AIM-VPN/HPII-Plus  |420 27.1 50.1 80%
Cisco ISR 3825 FR—F 143 18.2 36.6 81%
AIM-VPN/EPII-Plus  |156 20.1 42.8 79%
Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
e oLonzears |
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DMVPN — X#K—4 Y—ZHK—- EEEFL N

% 4-3 TSUFF T4 RADRT—FEYT 4 TALDFER —DMVPN NT 7Y FRFR—5 EFIL (FE)

Cisco ISR 2851 FrR—FR 90 11.4 23.8 79%
AIM-VPN/EPII-Plus  |120 14.9 30.8 80%
Cisco ISR 2821 FrR—F 45 6.0 13.6 53%
AIM-VPN/EPII-Plus |97 12.3 25.9 78%
Cisco ISR 2811 FrR—FR 19 2.6 5.8 79%
AIM-VPN/EPII-Plus |27 3.6 8.0 80%
Cisco ISR 2801 FrR—F 19 2.6 5.8 83%
AIM-VPN/EPII-Plus |30 3.9 8.4 79%
Cisco ISR 1841 FrR—FR 19 2.5 5.7 82%
AIM-VPN/BPII-Plus |30 3.9 8.8 80%
Cisco 1811W (BVI A% &) F o R—F 33 7.6 16.0 81%
Cisco 1811W (BVI 3% 7E) F o R— R 60 43 9.3 82%
Cisco 871W (BVI K% E) FrR—F 8 2.0 4.4 85%
Cisco 871W (BVI & &) FrAR—FK 15 1.1 2.4 84%

o] [e] »
DMVPN — X R—U YV —RKR—I BBEETIL
Bl 4212, AR—=IDAT—F VT4 TAF Xy FERLET,
B 4-2 DMVPN RAR—H Y—RAKR—9 TR M Ry K

| san o ko b
= BEUNTPH—1

*9 R Frk‘yj*j'—/i‘@ e%&éiﬁﬁﬁ?/i‘{;{

(DUT)
__\/////"4‘\\\\\\.
DMVPN NHRP 1) >4
AR—9Y—RAR—%
krRIL
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F4E R4—FEYT4 TRAIORE OA=FvX +OH) |

M DMVPN — 2HK—5 Y—RK—H BEETI

Cisco 831 ~ ISR 3845 DEN—H BT A MR T, #RBT N4 2 (DUT) ONLEIZIERRE S
NET, 7. NN ~X] OEORAR—I BT A N Ry RICHBAENET, ZhbDL—F (T
FIEN, 1 DD IPSec SA (F/iL b ) ZRI7 A MRy P—NZ L CHEET, I
2L, DUT ® NBMA 7 RLUAREEINET, EAR—ZEDUTIZH LT, AFR—7 Y —X
AN—2 bR EBAIE £, Cisco IP SLA I X 8 Network Time Protocol (NTP; r~ hU—27 X A
LZwban) ZEZBUTRrRVEHRINET, T0%, FFEBEDO N RVTIN T T4 v T %
AL, TREREK] B8O b RV EHERF LIZIRRET, DUT Vv—H% O/ 7 5 —~< 2 A% pps 13
LW bps DETHHII L ET, FAR—7 N—ZDHNHBA 2 —T = A A (DUT LISV 1F 192 Kbps
IZv=—E 7 &, DUT NEMNEIT> TS Z @S Ed (192 Kbps X b 240,
cNoT7 47 FaTdr AT, horx/LZ i1 oOFFa—L (G729 a—F v 7)) BEE
NFET, VIPHEA N v 737 A MR vF 7SN ET, @Y7 VoIP SWENT A M
WCHEFF SR WR D . T A MERIZANZR Y A (FRITERINTEREA),

AR—=I N—FFEFEEEREXF2UT 4 UAZIZELENTEY Bz, 1 F—F v bZ
B ENTWAES). AR—27 A MNIFGHOEX 2T 4 T IAT L AEREATHITFER
XL RN ENZNED . AR—7 —X TIL@EE . EE » Mg LT S DR % E47
THMERHY 3, L -> T, DMVPN DIENIC, IROBEREZENC LR TTXToOT
A NEFEITLET,

© TUMTYR T AT U4 —IVRE

o ANV RBIXOT U R K Access Control List (ACL; 77 & A v fra—jL J A )
« NAT

H LU CiscoISR 77 » 74— (1841, 2801, 2811, 2821, 2851, 3825, 33 L UN3845) 1T,
BE b N— R =7 BN I N TWET, B biiez b3 25720, BEEAL /JEME AIM 7 — R
FATAHZELTEET, ZNDHDOT Ty M7+ —AIZHOWVWTIEL, ArAR— Figafbr— K&
AIM ZHH L7=FNETNORENTREINE T,

#4-412, DMVPN ZR—27 YV — 2R — 7 BEOT 2 MEREZRLET,

% 4-4 DMVPN RR—4 Y—RKR—H BRRETFIL — TR MER

T539bT4— EEa—)L ([ RAL—Ty b AN—Ty b
L FoRLE (% (kpps) (Mbps) CPU%
Cisco 871W A > |1 15 2.0 4.4 85%
B K BVIR 5 14 1.6 38 82%
X E)

9 13 1.9 3.9 85%
Cisco 871W 4> |1 8 1.1 2.4 84%
A= (BVIR 5 7 1.0 2.1 84%
) 9 6 0.9 1.9 81%
Cisco 1811W & |1 60 7.6 16.0 81%
ZAR R BVL s 49 6.8 14.1 80%
ARE) 50 44 6.8 13.7 82%
Cisco 1811W 4 |1 33 43 9.3 82%
“AR= R BVL s 23 32 6.9 81%
BE) 50 2 3.4 6.9 81%
Cisco 1841 1 19 25 5.7 82%
Ay —F 25 14 22 4.7 81%

50 13 2.1 4.1 79%
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DMVPN — X#K—4 Y—ZHK—- EEEFL N

% 4-4 DMVPN X R—% V—RKR—S BBEAETIL — TR MER (#S)

Cisco 1841 1 30 4.0 8.8 80%
AIM-VPN/BPII-P |25 20 3.1 6.8 79%
lus 50 20 3.1 6.8 79%
Cisco ISR 2801 |1 19 2.6 5.8 83%
FoR— R 25 14 22 4.7 83%

50 13 2.1 4.5 81%
Cisco ISR 2801 |1 30 3.9 8.4 79%
AIM-VPN/EPIL-P |25 20 3.1 6.8 79%
lus 50 20 3.1 6.8 81%
Cisco ISR 2811 |1 19 2.6 5.8 79%
FoR— R 25 14 22 48 80%

50 14 2.2 48 83%
Cisco ISR 2811 |1 27 3.6 8.0 80%
AIM-VPN/EPII-P |25 18 2.8 6.1 79%
lus 50 18 2.8 6.1 82%
Cisco ISR 2821 |1 45 6.0 13.6 53%
FoR— R 50 50 7.8 17.0 79%

100 50 7.8 17.0 80%
Cisco ISR 2821 |1 97 12.3 25.9 78%
AIM-VPN/EPII-P |100 59 9.2 20.1 80%
lus 200 55 8.8 18.9 80%
Cisco ISR 2851 |1 90 11.4 238 79%
FR— R 55 55 8.5 18.6 81%

100 54 8.5 18.5 80%
Cisco ISR 2851 |1 120 14.9 30.8 80%
AIM-VPN/EPII-P | 100 72 11.2 24.5 80%
lus 200 71 11.2 243 87%
Cisco ISR 3825 |1 143 18.2 36.6 81%
FoR— R 150 91 14.2 29.0 80%

300 89 14.2 28.8 80%
Cisco ISR 3825 |1 156 20.1 428 79%
AIM-VPN/EPIL-P |150 108 16.8 35.7 80%
lus 300 104 16.5 34.8 80%
Cisco ISR 3845 |1 187 24.0 48.8 81%
FR— R 200 118 18.4 37.7 80%

400 114 18.1 36.7 80%
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% 4-4 DMVPN R R—% V—RKR—Y BBEAETIL — TR MER (#S)

Cisco ISR 3845 |1 420 27.1 58.1 80%
AIM-VPN/HPII-P {200 280 21.7 46.3 80%
lus 400 270 214 452 80%
Cisco 7200VXR |1 480 30.4 63.1 79%
NPE-G1 200 340 26.4 56.2 79%
F 2T 400 320 252 53.3 80%
SA-VAM2
Cisco 7301 1 240 31.0 66.1 80%
SA-VAM2 200 160 24.7 50.1 79%
400 150 23.6 47.6 79%

AES 8K U 3DES DR —ZEY T4 TRAFDHER

3DES BLWNAES 5 5{kid, 22 CRIIT_RTOMETHEHATEET O—Ru=7 T77k%5
L—3 3 IPSec #53p), T XTDF A FNT3DES & AES Wi AN FEfTSNT-DITTIEH Y 8
hoo 2L, ST A=V ARRIT B2, W< ONRDOAF v Fvay b TAPEITLEL
7o M43 D75 7127 T LI, F—EREWVAES OBEAETH R T+ —~v L ZAOBLITIF L A
< BERITIRIERE%E T,

4-3 3DES & U AES D/ T+ —T  ADLE:
35,000
30,000 _—
25,000 _—
20,000 | m3DES
mAES128
pps OAES192
15.000 || oAES256
10,000 -
5,000 _—
0 | 3

Cisco 3845 # > —F Cisco 3845 " Cisco 7200VXR-NPE-G1
AIM-VPN/HPII-PLUS SA-VAM2+

Dynamic Multipoint VPN (DMVPN) 1.1 FHA Y A4 F
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HiEingov 7 roz7 yy—2 A

EfREROY I FHT YI)—X

K457 TY 7 b0 =T V) =RAR, A= 0 74 TAMTHHSLELL,

F:4-5

FHEARDY I bz TF JIY—R

SRaBBTTEY

VI2b+k2zxzT7 JYV)—R

Cisco ASR 1000

12.2(33)XNA

Cisco 7600 10S 12.2(18)SXE2
Cisco 6500 VPNSM 10S 12.2(18)SXE2
Cisco 7200VXR 10S 12.2(11)T2

10S 12.3(5)

VPN b —bE R 7T XS X 5
# L 7= Cisco 7200VXR
NPE-G2

I0S 124-4.XD-0629
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R7—ZE)T4 TAL Ay FDaY
J4FaLb—2ar ITr7AI

iz, B IV ANBLIOT T F VA FOREERLET, TNHOHRTEIE, AaD
A= VT 4 TANTHEHLEEBEORENOGHHBELZHDT, 2L Lo N
7,

Cisco 7200VXR/NPE-G1/SA-VAM2 N R TV FD&%

&£

TAR Xy R 200~y RZU B FAL Z0R3HY . ZHEN 150 mGRE b & RVIRERIE
SNTWET, TaT7 N7 /TaT7/VDMVPN I 77 R FHAL U ThH I L2 HELTNE
To WOREITRAIDO~y R FOFBTHY | REEEKRZRTHOTIEIH Y £HA,
ISAKMP FBFEA AL T D722, VANV RI— R 7 RLALFEFHEE X —%~y Rz R Tl
MLES, 2720, ZhITBERITIZIIHERE I NI T A,

~y R R1:

ip cef

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key bigsecret address 0.0.0.0 0.0.0.0

!

crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac
no crypto ipsec nat-transparency udp-encaps

!

crypto ipsec profile vpn-dmvpn

set transform-set vpn-test

!

interface Loopback0

description Loopback0

ip address 10.57.1.255 255.255.255.255

!
interface TunnelO

description TunnelO

bandwidth 1000000

ip address 10.56.0.1 255.255.252.0

no ip redirects

ip hold-time eigrp 1 35

ip nhrp authentication test

ip nhrp map multicast dynamic
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ip nhrp network-id 105600

ip nhrp holdtime 600

no ip split-horizon eigrp 1

ip summary-address eigrp 1 10.0.0.0 255.0.0.0 5
tunnel source GigabitEthernet0/1

tunnel mode gre multipoint

tunnel key 105600

tunnel protection ipsec profile vpn-dmvpn
!
interface GigabitEthernet0/1

description GigabitEthernet0/1

ip address 192.168.251.1 255.255.255.248
duplex auto

speed auto

media-type gbic

negotiation auto

|

interface GigabitEthernet0/2

description GigabitEthernet0/2

ip address 10.57.1.1 255.255.255.248
duplex auto

speed auto

media-type gbic

negotiation auto

!

router eigrp 1

network 10.0.0.0

no auto-summary

!

ip route 192.168.0.0 255.255.0.0 192.168.251.2
|

Cisco ASR1004 ~v FT YV FDHRTE

IROFEEIL, Cisco ASR1004 DD TH, Z Z TIX ASR 73 1000 ® DMVPN N7 7 o RAR—7

bR LET
~y R R1:
boot-start-marker
boot system flash bootflash:asrl1000rpl-adventerprisek9.02.01.00.122-33.XNA.bin
boot-end-marker
!
vrf definition Mgmt-intf
!
address-family ipv4
exit-address-family
!
address-family ipveé
exit-address-family
!
logging buffered 1024000
enable password cisco
!
no aaa new-model
clock timezone EST -5
clock summer-time EDT recurring
ip subnet-zero
no ip ftp passive
ip ftp source-interface GigabitEthernetO
ip tftp source-interface GigabitEthernet0

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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no ip domain lookup
|

!

|
!
multilink bundle-name authenticated
|
!
!
redundancy
mode sso
no policy config-sync bulk prc reload
|
!
!
!
crypto isakmp policy 10
encr aes 256
authentication pre-share
group 2
crypto isakmp key bigsecret address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 10
!
!
crypto ipsec transform-set vpn-test esp-aes esp-sha-hmac
!
crypto ipsec profile vpn-dmvpn
set transform-set vpn-test
!
!
!
buffers tune automatic
!
!
!
interface TunnelO
description TunnelO
bandwidth 100000
ip address 10.56.0.1 255.255.248.0
no ip redirects
ip hold-time eigrp 1 35
no ip next-hop-self eigrp 1
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 105600
ip nhrp holdtime 1800
ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30
gos pre-classify
tunnel source LoopbackO
tunnel mode gre multipoint
tunnel key 105600
tunnel protection ipsec profile vpn-dmvpn
!
interface Loopback0
ip address 192.168.30.1 255.255.255.255
!
interface GigabitEthernet0/2/0
description GigabitEthernet0/2/0
ip address 192.168.32.252 255.255.255.0
no ip proxy-arp
load-interval 30

Dynamic Multipoint VPN (DMVPN) 1.1 THA > HA F
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negotiation auto

plim gos input map ip dscp-based
plim gos input map ip dscp 34 40 queue strict-priority
no cdp enable

hold-queue 4096 in

hold-queue 4096 out

!

!

interface GigabitEthernet0/3/0
description GigabitEthernet0/3/0
ip address 10.204.0.1 255.252.0.0
load-interval 30

negotiation auto

plim gos input map ip dscp-based
plim gos input map ip dscp 34 40 queue strict-priority
no cdp enable

service-policy input INGRESS
service-policy output campus

!

!

interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 172.26.182.168 255.255.252.0
speed 100

duplex full

no negotiation auto

!
router eigrp 1

network 10.0.0.0

no auto-summary

passive-interface GigabitEthernet0/2/2
!

router eigrp 100

network 192.168.32.0

!

ip classless

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 172.26.180.1
!
no ip http server
no ip http secure-server

!

!

snmp-server community public RO
snmp-server community private RW

!

!

!

control-plane

!

!

line con 0

stopbits 1

line vty 0 4

exec-timeout 0 0

password cisco

login

!
ntp clock-period 17175902

end
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Cisco 7600/Sup720/VPN SPA ~v FT ¥ FOEE u

Cisco 7600/Sup720/VPN SPA A~y FIT Y FDERTE

WOFEIL, Sup720 33 X OV VPN SPA % #45# L 7= Cisco 7600 D &, OTH, Z Z Tik, 7600 /L—
X 731000 D DMVPN 77 > RAKR—27 MRV EEHLET,
~y R R1:
hostname vpné6-7600-1

!
no aaa new-model
clock timezone EST -5
clock summer-time EDT recurring
clock calendar-valid

ip subnet-zero

ip rcmd rsh-enable

|
no ip domain-lookup

ipvé mfib hardware-switching replication-mode ingress
mls ip multicast flow-stat-timer 9
no mls flow ip
no mls flow ipvé
no mls acl tcam share-global
mls cef error action freeze
no scripting tcl init
no scripting tcl encdir

!

crypto isakmp policy 10

encr 3des

authentication pre-share

group 2

crypto isakmp key bigsecret address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 10

!

crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac
no crypto ipsec nat-transparency udp-encaps

!

crypto dynamic-map dmap-v1lanl00 10

set transform-set vpn-test

!

crypto dynamic-map dmap-vlanlOl 10

set transform-set vpn-test

!

crypto map dynamic-map-v1lanl00 local-address V1anl00
crypto map dynamic-map-vlanl00 10 ipsec-isakmp dynamic dmap-v1anl00
!

crypto map dynamic-map-vlanl0l local-address V1anlOl
crypto map dynamic-map-vlanlO0l 10 ipsec-isakmp dynamic dmap-vlanlOl
!

redundancy

mode sso

main-cpu

auto-sync running-config

spanning-tree mode pvst

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

!

power redundancy-mode combined

no diagnostic cns publish

no diagnostic cns subscribe

!

vlan internal allocation policy ascending

vlan access-log ratelimit 2000

!
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interface Loopback0

description Loopback0

ip address 10.57.255.251 255.255.255.255
!
interface TunnelO

description TunnelO

bandwidth 100000

ip address 10.56.0.1 255.255.252.0
no ip redirects

ip hold-time eigrp 1 35

no ip next-hop-self eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 105600

ip nhrp holdtime 1800

ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30

tunnel source 192.168.241.1

tunnel mode gre multipoint

!

interface Tunnell

description Tunnell

bandwidth 100000

ip address 10.56.8.1 255.255.252.0
no ip redirects

ip hold-time eigrp 1 35

no ip next-hop-self eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 105680

ip nhrp holdtime 1800

ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30

tunnel source 192.168.242.1

tunnel mode gre multipoint

!

interface GigabitEthernet3/1
description GigabitEthernet3/1 Outside Interface
no ip address

load-interval 30

crypto connect vlan 100

!

interface GigabitEthernet3/2
description GigabitEthernet3/2 Outside Interface
no ip address

load-interval 30

crypto connect vlan 101

!

interface GigabitEthernet3/3
description GigabitEthernet3/3

no ip address

load-interval 30

shutdown

!

interface GigabitEthernet4/0/1
description GigabitEthernet4/0/1
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,101,1002-1005
switchport mode trunk

mtu 9216

no ip address

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

!
interface GigabitEthernet4/0/2

description GigabitEthernet4/0/2

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,1002-1005
switchport mode trunk

mtu 9216

no ip address

flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

!
interface GigabitEthernet5/1

description GigabitEthernet5/1 Inside Interface
ip address 10.57.1.1 255.255.255.0

no ip redirects

load-interval 30

!
interface GigabitEtherneté6/2

description FlashNet

ip address 172.26.177.251 255.255.252.0
load-interval 30

media-type rj45

speed 100

duplex full

!

interface Vlanl

description Vlanl

no ip address

load-interval 30

shutdown

!

interface V1anlo00

description V1anl00

ip address 192.168.241.1 255.255.255.0

no ip redirects

load-interval 30

no mop enabled

crypto map dynamic-map-vlanl00

crypto engine subslot 4/0

!

interface VlanlOl

description VlanlOl

ip address 192.168.242.1 255.255.255.0

no ip redirects

load-interval 30

no mop enabled

crypto map dynamic-map-vlanlOl

crypto engine subslot 4/0

!

router eigrp 1

network 10.0.0.0

no auto-summary

!

ip classless
ip route 0.0.0.
ip route 10.60.
ip route 10.60.
ip route 10.60.
ip route 10.60.

Dynamic Multipoint VPN (DMVPN) 1.1 THA > HA F
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.254 255.255.255.255 192.168.241.
.254 255.255.255.255 192.168.241.
.254 255.255.255.255 192.168.241.
.254 255.255.255.255 192.168.241.
ip route 10.60.8.254 255.255.255.255 192.168.241.
ip route 10.60.9.254 255.255.255.255 192.168.241.
ip route 10.60.10.254 255.255.255.255 192.168.241.2
. <TFAMOEFAK> ...

ip route 10.67.0.254 255.255.255.255 192.168.242.

ip route 10.60.
ip route 10.60.
ip route 10.60.
ip route 10.60.

W W J o Ul
NN DNDNDDNDDN

2
ip route 10.67.1.254 255.255.255.255 192.168.242.2
ip route 10.67.2.254 255.255.255.255 192.168.242.2
ip route 10.67.3.254 255.255.255.255 192.168.242.2
ip route 10.67.4.254 255.255.255.255 192.168.242.2
ip route 10.67.5.254 255.255.255.255 192.168.242.2
ip route 10.67.6.254 255.255.255.255 192.168.242.2
ip route 10.67.7.254 255.255.255.255 192.168.242.2
ip route 10.67.8.254 255.255.255.255 192.168.242.2
ip route 10.67.9.254 255.255.255.255 192.168.242.2

ip route 10.67.10.254 255.255.255.255 192.168.242.
ip route 10.67.11.254 255.255.255.255 192.168.242.
ip route 10.67.12.254 255.255.255.255 192.168.242.
ip route 10.67.13.254 255.255.255.255 192.168.242.
ip route 10.67.14.254 255.255.255.255 192.168.242.
ip route 10.67.15.254 255.255.255.255 192.168.242.
ip route 10.67.16.254 255.255.255.255 192.168.242.
ip route 10.67.17.254 255.255.255.255 192.168.242.
ip route 10.67.18.254 255.255.255.255 192.168.242.
ip route 10.67.19.254 255.255.255.255 192.168.242.
ip route 172.26.0.0 255.255.0.0 172.26.176.1

ip route 192.168.0.0 255.255.0.0 192.168.241.2

ip route 192.168.0.0 255.255.0.0 192.168.242.2
!

NN DNDNDDNDDNDDNDDNDDNDDN

no ip http server

!

snmp-server community public RO
snmp-server community private RW
snmp-server system-shutdown
!

control-plane

!

dial-peer cor custom

!

line con 0

exec-timeout 0 0

password cisco

login

line vty 0 4

exec-timeout 0 0

password cisco

login

!
ntp clock-period 17180019
ntp server 172.26.176.1
no cns aaa enable

end
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Cisco 7200VXR/Cisco 7600 T2 7JIL T4 7 7—xT
D9F¥ Ny FITY FOERE

R OFEEIL, mGRE % #4595 Cisco 7200VXR & | K% & IPSec K 5L & #2925 Sup720 B L O
VPN SPA % #4# L 7= Cisco 7600 1 T3,

747 1 (ImGRE)

hostname vpn2-7200-1
!
clock timezone EST -5
clock summer-time EDT recurring
clock calendar-valid
no aaa new-model
ip subnet-zero
ip rcmd rsh-enable
!
ip cef
no ip domain lookup
|
ip multicast-routing
ip ips po max-events 100
no ftp-server write-enable
|
interface TunnelO
description TunnelO
bandwidth 100000
ip address 10.56.0.1 255.255.252.0
no ip redirects
ip hold-time eigrp 1 35
no ip next-hop-self eigrp 1
ip pim nbma-mode
ip pim sparse-mode
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 105600
ip nhrp holdtime 1800
ip nhrp registration timeout 120
no ip split-horizon eigrp 1
load-interval 30
tunnel source 192.168.161.1
tunnel mode gre multipoint
tunnel key 105600
|
interface Tunnell
description Tunnell
bandwidth 100000
ip address 10.56.16.1 255.255.252.0
no ip redirects
ip hold-time eigrp 1 35
no ip next-hop-self eigrp 1
ip pim nbma-mode
ip pim sparse-mode
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 1056160
ip nhrp holdtime 1800
ip nhrp registration timeout 120
no ip split-horizon eigrp 1
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load-interval 30

tunnel source 192.168.181.1

tunnel mode gre multipoint

tunnel key 1056160

|
interface Loopback0

description Loopback0

ip address 10.57.255.251 255.255.255.255
!
interface FastEthernet0/0

description FlashNet

ip address 172.26.176.14 255.255.252.0
load-interval 30

duplex full

speed 100

!
interface FastEthernet0/1

description FastEthernet0/1

no ip address

load-interval 30

shutdown

duplex full

speed 100

!
interface GigabitEthernet0/1
description GigabitEthernet0/1

ip address 192.168.181.1 255.255.255.0 secondary
ip address 192.168.161.1 255.255.255.0
load-interval 30

duplex auto

speed auto

media-type gbic

negotiation auto

!

interface GigabitEthernet0/2
description GigabitEthernet0/2

ip address 10.57.1.1 255.255.255.0

ip pim sparse-mode

load-interval 30

duplex auto

speed auto

media-type gbic

negotiation auto

!

interface GigabitEthernet0/3
description GigabitEthernet0/3

no ip address

load-interval 30

shutdown

duplex auto

speed auto

media-type gbic

negotiation auto

!

router eigrp 1

network 10.0.0.0

no auto-summary

!

ip classless

ip route 0.0.0.0 0.0.0.0 172.26.176.1
ip route 172.26.0.0 255.255.0.0 172.26.176.1
ip route 192.168.0.0 255.255.0.0 192.168.161.2
ip route 192.168.0.0 255.255.0.0 192.168.181.2
!

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |



| #HRA RH5—FEUT4 TFARRYFOaYI4FalL—3>v 7740
Cisco 7200VXR/Cisco 7600 Fa 7l T4 7 F—F 570 F v ~v Fxv Fo®e B

ip http server
no ip http secure-server
!
ip pim autorp listener
|
snmp-server community public RO
snmp-server community private RW
snmp-server system-shutdown
snmp-server enable traps tty
|
control-plane
!
dial-peer cor custom
!
gatekeeper
shutdown
!
line con 0
exec-timeout 0 0
password cisco
login
transport preferred all
transport output all
stopbits 1
line aux 0
transport preferred all
transport output all
stopbits 1
line vty 0 4
exec-timeout 0 0
password cisco
login
transport preferred all
transport input all
transport output all
line vty 5 15
exec-timeout 0 0
password cisco
login
transport preferred all
transport input all
transport output all
|
ntp clock-period 17180034
ntp server 172.26.176.1
|

end

T4 7 2 (IPsec)

hostname vpné6-7600-1

!

no aaa new-model

clock timezone EST -5

clock summer-time EDT recurring
clock calendar-valid

ip subnet-zero

ip rcmd rsh-enable

!

no ip domain-lookup

ipvé mfib hardware-switching replication-mode ingress

Dynamic Multipoint VPN (DMVPN) 1.1 THA > HA F
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mls ip multicast flow-stat-timer 9
no mls flow ip
no mls flow ipvé
no mls acl tcam share-global
mls cef error action freeze
no scripting tcl init
no scripting tcl encdir
|
crypto isakmp policy 10
encr 3des
authentication pre-share
group 2
crypto isakmp key bigsecret address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 10
!
crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac
no crypto ipsec nat-transparency udp-encaps
!
crypto dynamic-map dmap 10
set transform-set vpn-test
!
crypto map dynamic-map local-address V1anlO00
crypto map dynamic-map 10 ipsec-isakmp dynamic dmap
!
redundancy
mode sso
main-cpu
auto-sync running-config
spanning-tree mode pvst
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
!
power redundancy-mode combined
no diagnostic cns publish
no diagnostic cns subscribe
!
vlan internal allocation policy ascending
vlan access-log ratelimit 2000
!
interface GigabitEthernet3/1
description GigabitEthernet3/1 Outside Interface
no ip address
load-interval 30
crypto connect vlan 100
!
interface GigabitEthernet3/2
description GigabitEthernet3/2
no ip address
load-interval 30
shutdown
!
interface GigabitEthernet4/0/1
description GigabitEthernet4/0/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk
mtu 9216
no ip address
load-interval 30
flowcontrol receive on
flowcontrol send off
spanning-tree portfast trunk

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |



| #HRA RH5—FEUT4 TFARRYFOaYI4FalL—3>v 7740

Cisco 7200VXR/Cisco 7600 Fa 7l T4 7 F—F 570 F v ~v Fxv Fo®e B

interface GigabitEthernet4/0/2

description GigabitEthernet4/0/2
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,1002-1005
switchport mode trunk

mtu 9216

no ip address

load-interval 30

flowcontrol receive on

flowcontrol send off

spanning-tree portfast trunk

!

interface GigabitEthernet5/1

description GigabitEthernet5/1 to vpn2-7200-1 GEO/1
ip address 192.168.181.2 255.255.255.0 secondary
ip address 192.168.161.2 255.255.255.0

no ip redirects

load-interval 30

|

interface GigabitEthernet5/2

description GigabitEthernet5/2 to vpn2-7200-2 GEO/1
ip address 192.168.191.2 255.255.255.0 secondary
ip address 192.168.171.2 255.255.255.0

no ip redirects

load-interval 30

!

interface GigabitEthernet5/3

description GigabitEthernet5/3

no ip address

load-interval 30

shutdown

!

interface GigabitEthernet6/2

description FlashNet

ip address 172.26.177.251 255.255.252.0
load-interval 30

media-type rj45s

speed 100

duplex full

|

interface Vlanl

description Vlanl

no ip address

load-interval 30

shutdown

|

interface Vv1anl00

description V1anlO00

ip address 192.168.241.1 255.255.255.0
load-interval 30

no mop enabled

crypto map dynamic-map

crypto engine subslot 4/0

!

ip classless

ip route 0.0.0.0 0.0.0.0 172.26.176.1

ip route 172.26.0.0 255.255.0.0 172.26.176.1
ip route 192.168.0.0 255.255.0.0 192.168.241.2
!
no ip http server

|

snmp-server community public RO
snmp-server community private RW
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snmp-server system-shutdown
|
control-plane

|
dial-peer cor custom

!

line con 0

exec-timeout 0 0
password cisco

login

line vty 0 4

exec-timeout 0 0
password cisco

login

!
ntp clock-period 17180035
ntp server 172.26.176.1
no cns aaa enable

end

CiscoISR 7S5 VF A7 4 ADEFE

KIZ, 1 ODT T F YA F A—FICEHET ORELZRLET, 200 bzl T
(~Ny Ry RZEIC1D), 7aT N7 [ TaT7/VDMVPN 7 70 K FH A CERHA LTV E
¥, EIGRP EIEA RV v 7 ZH] LT, Tunnel0 256/ SAIC LET, ROBRETIE, B Ok
i) A2 =7 xA WM ST VoIP 7= QoS (Y =—Er 7 EL0Fa—o( ), £
FIRREE OHEE R, B8 XL OVEIGRP A ¥ 7R EH R LET,
TI7F 1
ip cef
!
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isakmp key bigsecret address 192.168.251.1
crypto isakmp key bigsecret address 192.168.252.1
!
crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac
no crypto ipsec nat-transparency udp-encaps
!
crypto ipsec profile vpn-dmvpn
set transform-set vpn-test
!
class-map match-all VOICE
match ip dscp ef
class-map match-any CALL-SETUP
match ip dscp af31l
match ip dscp cs3
class-map match-any INTERNETWORK-CONTROL
match ip dscp csé6
match access-group name IKE
class-map match-all TRANSACTIONAL-DATA
match ip dscp af2l
!
policy-map 192kb
class CALL-SETUP
bandwidth percent 2
class INTERNETWORK-CONTROL
bandwidth percent 5

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
0L-9024-01-J |



| #HRA RH5—FEUT4 TFARRYFOaYI4FalL—3>v 7740

class TRANSACTIONAL-DATA
bandwidth percent 22
queue-limit 16
class VOICE
priority 64
class class-default
fair-queue
queue-limit 6
policy-map 192kb-shaper
class class-default
shape average 182400 1824 0
service-policy 192kb
!
interface Loopback0
description LoopbackO
ip address 10.61.138.254 255.255.255.255
|
interface TunnelO
description TunnelO
bandwidth 192
ip address 10.56.3.10 255.255.252.0
ip hold-time eigrp 1 35
ip nhrp authentication test
ip nhrp map 10.56.0.1 192.168.251.1
ip nhrp map multicast 192.168.251.1
ip nhrp network-id 105600
ip nhrp holdtime 300
ip nhrp nhs 10.56.0.1

ip summary-address eigrp 1 10.61.148.0 255.255.255.0 5

gos pre-classify

tunnel source 192.168.100.6

tunnel destination 192.168.251.1
tunnel key 105600

tunnel protection ipsec profile vpn-dmvpn
!
interface Tunnell

description Tunnell

bandwidth 192

ip address 10.56.7.10 255.255.252.0
ip hold-time eigrp 1 35

ip nhrp authentication test

ip nhrp map 10.56.4.1 192.168.252.1
ip nhrp map multicast 192.168.252.1
ip nhrp network-id 105640

ip nhrp holdtime 300

ip nhrp nhs 10.56.4.1

ip summary-address eigrp 1 10.61.148.0 255.255.255.0 5

delay 60000

gos pre-classify

tunnel source 192.168.100.6

tunnel destination 192.168.252.1

tunnel key 105640

tunnel protection ipsec profile vpn-dmvpn
!

interface Serial0/0

description Serial0/0

bandwidth 192

ip address 192.168.100.6 255.255.255.252
service-policy output 192kb-shaper

!

interface FastEthernet0/1

description FastEthernet0/1

ip address 10.61.148.129 255.255.255.192 secondary
ip address 10.61.148.1 255.255.255.128

CiscolSR 75>F 74 2n%E M
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speed 100
full-duplex
|
router eigrp 1
network 10.0.0.0
no auto-summary
eigrp stub connected summary

1
ip route 0.0.0.0 0.0.0.0 192.168.100.5!

ip access-list extended IKE
permit udp any any eq isakmp

0L-9024-01-J |
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1 5 I S{LFREE 1X 3DES T, Cisco I0S N— a VIIFICHTE SN TWARWRD | +_XTH
AR—2 T 8A AT 123(8)TS T, NHRP FLNT L— & T 123(8)T4 T, %7 /31 ADHE
e 25 ) 472012, 3 £7213 4 BEE D CPU R (B X2 50%. 60% 72 &) THITEN T
WET, TRXTOT NS RE, N— R =Tk 5T Y 22—/, Cisco IOS-FW, NAT ZH2hZ L
TTAREINTWET (EB-1 25H),

5 B-1 LAV—BMEDORT—FE) T4 TR FOKR

AN—TFy b AN—TFy b
TS5y bT+—A PRI (kpps) (Mbps) CPU %
Cisco 831 1 0.48 1.1 75%
FrR—R 5 0.47 1.0 74%
10 0.47 1.0 75%
Cisco 1711 1 0.9 2.1 81%
FoR—R 12 0.8 1.7 82%
25 0.8 1.7 84%
Cisco 1760 1 1.0 2.0 81%
MOD1700-VPN 12 0.9 1.8 83%
25 0.9 1.8 85%
Cisco 2651XM 1 1.3 3.0 85%
AIM-VPN/BPII 12 1.1 2.4 78%
25 1.1 2.4 79%
Cisco 2691 1 5.1 11.4 82%
AIM-VPN/EPII 50 45 9.9 82%
100 4.4 9.7 81%
Cisco 3725 1 6.9 15.5 81%
AIM-VPN/BPII 62 6.1 13.3 80%
125 5.9 12.8 80%
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Cisco 3745 1 13.4 28.8 82%
AIM-VPN/HPII 100 11.6 25.4 79%
200 11.2 24.1 81%
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3DES Triple Data Encryption Standard : ~ U 7 /L 7 — & i 581k

ACL Access Control List : 727 %A 2> br—L U X K

AES Advanced Encryption Standard : /& 5 5L RS

AH Authentication Header : F83E~ > % —

AIM Advanced Integration Module

ATM Asynchronous Transfer Mode : FEFRIHf#REE— K

CA Certificate Authority : #ilEJ&)

CAC Call Admission Control : =—/L 7 NI w3 g arv ha—/b

CBWFQ Class-Based Weighted Fair Queuing : 7 7 A~X— 2 WFQ

CEF Cisco Express Forwarding : A3 =7 AT VA 74T —F 4~
7

CPE Customer Premises Equipment : PN % {E

cRTP compressed Real-Time Protocol

DES Data Encryption Standard : 7 — & K5 ik

DHCP Dynamic Host Configuration Protocol

DLSw Data Link Switching : 7—% U > 27 AA v F o7

DMVPN Dynamic Multipoint Virtual Private Network : %4 A 3 v 7 < /L F
A >~ VPN

DMZ De-Militarized Zone : FE 25 Hi

DNS Domain Name Service : KA A 2 R—LA H—E R

DPD Dead Peer Detection

DSL Digital Subscriber Line : 7 ¥ % /LI AE ##

EIGRP Enhanced Interior Gateway Routing Protocol

ESP Encapsulating Security Protocol : 7 7/ fbEx 2V 7 ¢ 7'm k
=)

FIFO FirstInFirstOut : 7 7 —A KA v 77 —A KT 7 h

FQDN Fully Qualified Domain Name : 58 &{&ffi K 2 A >4

FR Frame Relay : 7 L' — AU L —
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FRTS Frame Relay Traffic Shaping : =7 L—AV b — " T T 4w
vx—v s

FTP File Transfer Protocol : 7 7 A L5k~ 2 k2L

GRE Generic Routing Encapsulation

HSRP Hot Standby Router Protocol : 45> N A ¥ /34 JL—& 7’1 fa
JV

ICMP Internet Control Message Protocol : A > % —% v hlfHl A v & —
v 7u han

IKE Internet Key Exchange : 1 % — % v b ¥— 7 A F =¥

10S Internetwork Operating System

IP Internet Protocol : f % —F v k 71 b =)L

IPmc IP multicast : IP < /L FF ¥ & |

IPSec IP Security : IP &% = U 7 o

IP GRE GRE %2

ISp Internet Service Provider : f > % —% v b #—E X Fr/3q
A=

LFI Link Fragmentation and Interleaving : U > 7 77 7 A 7 —3/ 3
YIAVE—=) =T

LLQ Low Latency Queuing : = — LA 7 ¥ — Fa—A 7

L2TP Layer 2 Tunneling Protocol : L' A ¥ 2 hox VU >/ 7Fu han

MDRR Modified Deficit Round Robin

mGRE multipoint Generic Route Encapsulation : /L F 741 > N GRE

MLPPP Multi-Link Point to Point Protocol : < /L Y >~ PPP

MPLS Multi-Protocol Label Switching : ~/LF 71 k)L T~ A A v
FT

MTU Maximum Transmission Unit : fx Kotz = k

NAT Network Address Translation : %> k7 —2 7 R L AZ5H

NetFlow CiscolOS Da v R—R > N T, bTF77 4 v I HFHEREZINLE
BLORZ 7 AR — |

NHRP Next Hop Resolution Protocol

NHS Next-Hop Server : X7 A hiRk v 7 H—x

ODR On-Demand Routing : &> 7T~ K bv—7F 4 7

OSPF Open Shortest Path First

p2p GRE point-to-point GRE : iK1 > k> —7A > k GRE

PAT Port Address Translation : I"— k 7 K L R Z5H#i

PBR Policy-Based Routing : RV v —_X—Z )L—F 1 > 7

PE Premises Equipment

PPTP Point-to-Point Tunneling Protocol : 784 > K>V —74RA » F Fr 3
Voo 7ahan

PVC Permanent Virtual Circuit : #0556 [ & #2 k¢

QoS Quality of Service

Dynamic Multipoint VPN (DMVPN) 1.1 FH1 > H4 K
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RADIUS Remote Authentication Dial In User System

RTP Real-Time Protocol

SA Security Association : E¥ =2 V7 4 7Y Z—T 3

SAA Service Assurance Agent : ' — EARFETL—T = > b

SHA-1 Secure Hash Algorithm One

SLA Service Level Agreement : —E A L ~L3H)

SNMP Simple Network Management Protocol : ffiZ % > h U — 27 F 7
= IS

SOHO Small Office/Home Office : A E—/L 7 4 A, F—LF 7 4 &

SPA Shared Port Adapter : 3tHHR— K 7 X 7 ¥

SRST Survivable Remote Site Telephony

TCP Transmission Control Protocol

TED Tunnel Endpoint Discovery : ~ > /L =2 RARA > MM

ToS Type of Service : ¥ A 7 47 Y —E R

UDP User Datagram Protocol : ==—% 7 —4% 75 A 7'm k2L

VAD Voice Activity Detection : &7 7 7 7 4 7 1 fiHi

VolIP Voice over IP

VPN Voice and Video Enabled IPSec VPN

VAM VPN Acceleration Module : VPN 7 7 &7 L—3 3 > £V a—/b

VPN Virtual Private Network : /3X—F ¥ /L 77 4 X— | X fU—7

VPNSM VPN Service Module : VPN #h—E & £ 2 —/b

VPN SPA VPN Shared Port Adapter : VPN 357K — K 7 ¥ 7%

WAN Wide Area Network : VA R=U 7T Ry hU—7

WRED Weighted Random Early Detection
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