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Agenda

= What we’re up against

= Using the tools we have now to protect our assets

"You can't predict when and where things will happen, so you'll have to
understand the how.*

John Chambers, CEO, Cisco Systems




What happens when it stops working?
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Changing Face of the Threat Landscape
Attackers Continue to Evolve

= Change in Purpose

. . aNd
Shift from fame to profit \‘
Shift from attracting notice to '
developing an asset with economic value

= Change in Expected Behavior
Less Noisy

More Sophisticated

More Variants, smaller scope
of each
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Principles

Don’t Get Caught
The first principle is the most important. It is no fun
getting caught, prosecuted, and throw in jall.

Don’t work too hard
Use the easiest attack/penetration vector available in
the toolkit to achieve the job’s objective. (DOS, DLP)

Follow the money
If there is no money in the crime then it is not worth
the effort/risk.

If you cannot take out the target, move the attack to a
coupled dependency of the target.

Eg. Instead of attack a database server, take out the
web front end, router, switch.



The most important tools we have.

Architecture, Cross-functional Teamwork & Open Communications ACross
the Enterprise.

Security Is not a product.

Security is not a box which can be bolted onto the
network.

Security must be designed into the architecture at all
7 layers.

There are no ‘silver bullets’; defense-in-depth is
required.



he Evolving Security Challenge:

Emergence of New Attack Types

R
TYPE OF ATTACK 2007

B insider abuse of Net access 58%

& Vins 52%

& Laptop / mobile device theft 50%

%  Phishing where your organization was ~ 26%
fraudulently represented as sender**

#  Instant messaging misuse** 95%

= Denial of service 25%

A Unauthorized access to information 25%

®  Bots within the organization** 21%

*  Theft of customer / employee data**  17%

¢  Abuse of wireless network* 1%

©  System penetration 13% =

2001 2002 2003 2004 2005 2006 2001

4 new attack types not in last years report

Source: 2007 CSI Survey




Evolution of Threats and Exploits

Sophistication
of Tools

Blended Threats

High

Stealth Diagnostics Botnets

Sniffers

Scanners Root Kits

Hijacking
Sessions
Disabling
Audits

0ors

Exploiting Known
Vulnerabilities

. Password

Cracking

.Self Replicating Code )
Technical

Knowledge
Required

o

assword Guessing

Low



Sophisticated Hacking Tools Are Easily
Accessible

Austin, Texas, January 28th, 2008 -- The Metasploit
Project announced today the , world-wide
availability of version 3.1 of their exploit development
and attack framework. The latest version features a

graphical user interface, full support for the Windows
platform, and over 450 modules, including 265 remote
exploits.

“...provides a wizard-based exploitation system*

“...Includes a bristling arsenal of exploit modules

that are sure to put a smile on the face of every
iInformation warrior"

MEsaSP|0it FRAMEWDRK
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Sophisticated Hacking Tools Are
Easy to Use too...

mMacrovision InstallShield Ulpdate Service Buffer COwerflow (23

Macrovision InstallShield Update Service Buffer Overflow

This module ex
5.0.100.54472). E

Choose Your Target and Exploit Type...

CURRENT CONFIGURATION - CHANGE TARGET

windows/browsermacrovision_downloadandexecute

EXPLOIT

TARGET Windows XP SPO/SPT Pra English
NAME DESCRIPTION
generic/shell hind tocp Listen far & connection and spawn a command shell
generici/shell reverse tcp Connect back to attacker and spawn a command shell
windows/dllinject/bind tcp Listen for a connection, Inject a custom DLL into the exploited process

Tunnel communication over HTTF using IE B, Inject a custom DLL into

windows/dllinject/reverse hitp the exploited process

Connect back to the attacker, Inject @ custorm DLL into the exploited

windows/dllinject/reverse ord top
PrOCESS

: - Connect back to the attacker, Inject a custom DLL into the exploited
windows/dllinject/reverse tcp

process
windows/download exec Download an EXE from a HTTP LIRL and execute it

. . Listen for & connection, Download an EXE from a HTTP URL and
windows/download exec/bind tcp expCute it

Tunnel communication over HTTP usino IE 6. Download an EXE from a &

MEeLaSP|Dit FRAMEWORK



The Infrastructure has been targetted

= Security Threats often target the
infrastructure itself in order to slow
down or halt operation of the device
under attack

= Worms, viruses, denial-of-service
attacks and flooding attacks are most
common
= Your “arsenal” of tools:
Access Control Lists
Cisco Express Forwarding
Control-plane Policing
Scavenger-Class Queue (QOS)
Port Security
Broadcast Suppression
BPDU-Guard/Root-Guard
Network Admission Control

February 2003, v1 © 2003, Cisco Systems, Inc. All rights reserved.
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Cisco SDN 3.0:

Cisco Self-Defending
Network




The Challenges of Approaching Security
Without an End-to-End, Systems Approach

Training and Staffing

Policy Implementation

Configuration and Management

Event Sharing and Collaboration

Threat Intelligence
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The Advantages of a Systems Approach:
Lower Cost, Higher Efficiency, Greater Effect

Training and Staffing
Policy Implementation
Configuration and Management
Event Sharing and Collaboration
Threat Intelligence
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Integration Into the Network Infrastructure




Cisco Self-Defending Network:
A Systems Approach to IT Security

Integrated

Enabling Every
Element to Be a Point
of Defense and Policy

Enforcement

Adaptive

Proactive Security
Technologies that
Automatically Prevent
Threats

Collaborative

Collaboration Among
the Services and
Devices Throughout
the Network to Thwart
Attacks




Mitigating Targeted Attacks and Malware
Self-Defending Network Applied

Cisco Integrated
Services Routers
with IPS
Cisco ASA 5500 with
Content Security

Cisco ASA 5500
Adaptive Security
Appliance with IPS
and Cisco IronPort

Cisco Catalyst® Services
Modules
Cisco IPS 4200 Series
Cisco ASA 5500 Series
Cisco Securit

Cisco® Security
Agent Cisco Security

Management Suite

Day-Zero BCf)?PCh-
Endpoint oror |ct(_-:-
Protection rotection

Branch

Converged branch protection
Local content scanning to
mitigate malware introduction
Network Admission Control to
prevent malware and enforce
policy

Router-based IPS to protect
local clients and preserve
bandwidth

Integrated
Data-Center
Converged  protection
Perimeter
Protection

Endpoint protection from
spyware, botnets, spam, and
Trojan horses

High-capacity Internet-edge
security

Inbound, outbound, and intra-
LAN protection and control
Content security and Network
Admission Control to mitigate
malware propagation

Server
Protection

Monitoring,

Correlation,  Policy-Based

and Response Solution
Management

Data Center

High-capacity protection of
servers and applications
Application and protocol
iInspection to protect servers
and systems

Local server protection from
targeted exploit attempts



New Cisco IPS 4270 Sensor New!

Relentless Performance for the Human Network

* Protecting media-rich environments

4 Gbps of protection for Web content,
video, data replication, and other media-rich
environments

* Protecting transactional environments

2 Gbps and 20,000 transactions per

second of protection for e-Commerce,
voice, IM, and other transactional

environments New High-
e Protecting the data center Performance

High-density interface support (16 GB
interafaces and 10GB interfaces) that brings IPS from the IPS

high-performance IPS to the data center

Source: Infonetics Q2CYQ7 Network IDS/IPS Market Share
Cisco IPS has been Number 1 market share holder for 4 consecutive quarters
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Cisco IPS Risk Rating:

Risk-Management-based Security Policy

How urgent is

the threat?

+ HOW Prone tO Event Action: Deny Aftacker Inline
false positive?

Enabled: *ives " No
+ Is attack relevant to
host being attacked? RiskRating: | Minimum Maximum
'85 . 100

+ How critical is this
destination host? ok | camel | hem |

Customizable Risk Rating Thresholds :
—_ RlSk Ratl n Drives Mitigation 0<RR<35 Alarm
- g Policy 35<RR <85 Alarm & Log Packets
85 <RR < 100 Drop Packet

Result: Calibrated Risk Rating enables scalable

management of sophisticated threat prevention
technologies
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Real-Time Anomaly Detection for
Zero-Day Threats

New!

Anomaly-detection algorithms to detect and stop zero-day threats
Real-time learning of normal network behavior

Automatic detection and policy-based protection from anomalous
threats to the network

Result: Protection against attacks for which there is no signature

PP —— . Traffic Conforms to

Baseline

Internet Baseline

Anomalous Activity

& Detected, Indicating
Potential Zero-Day
Attack

PG — . Traffic Conforms to



New in IPS 6.0: New!
Endpoint Attack Relevance Visibllity

Contextual information on attack target used to refine security
response

Contextual information gathered through:

= Passive OS fingerprinting

= Static OS mapping for exception handling
Dynamic Risk Rating adjustment based on attack relevance
Result: More appropriate and effective security response actions

Event / Action Filtering
Monitoring Console:
Non-relevant events filtered

Network
Scanner

Attacker initiates lIS attack
destined for servers

Windows Server Linux Server

Vulnerable Not Vulnerable
Increase Risk Rating  Filter Event



New in IPS 6.0: New!
Visibility to Endpoint Trustworthiness — CSA Collaboration

= Cisco Security Agent (CSA) provides notion of suspicious hosts
through CSA Watch List

= |PS Sensor risk sensitivity increased dynamically for suspicious
hosts (risk rating increase)

= Result: Better manage risk from suspicious sources

1. Attacker tries to brute force gag’ssgt?;gﬁgf ttctuiatst\}vae;léri?si
attack an internal server

4. Future attacks from
hacker are blocked at the
IPS device

3. CSA collaborating with Cisco IPS is able to
dynamically elevate the Risk Rating threshold for
attacks coming from the attacker



Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

"Zero Update

|dentify and Control
Sensitive

Information

Laptop — Desktop
Protection

ﬂ
S,
<

dihe  Server Protection
Corporate MNIFS

. N{TY
Acceptable Lse

L EEE POS/ IPATM | &
Traffic Marking
Regulatory = geesiclkEse Protection
Compliance (FCI) Data Loss Prevention

SINGLE INTEGRATED AGENT AND MANAGEMENT



Intrusion Prevention
“Zero Update” Track Record

= Cisco Security Agent has a proven track record of stopping
brand new exploits, botnets, targeted attacks, worms, and
viruses over past 7 years:
2001 — Code Red, Nimda (all 5 exploits), Pentagone (Gonner)
2002 — Sircam, Debploit, SQL Snake, Bugbear,
2003 — SQL Slammer, So Big, Blaster/Welchia, Fizzer

2004 — MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-
DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)

2005 — Internet Explorer Command Execution Vulnerability, Zotob
2006 — USB Hacksaw, IE VML exploit, WMF, IE Textrange, RDS Dataspace

2007 — Rinbot, Storm Trojan, Big Yellow, Word(MS07-014), MS ANI ODay,
MS DNS ODay

No sighatures or configuration updates required




Advanced Endpoint Security

with Cisco Security Agent

CSA extends network security
solutions to end hosts

Cisco Security Agent enhances
security with:

Zero Update protection based on OS
and application behavior

Control of content after decryption or
before encryption (e.g. SSL, IPsec)

Access control for I/O devices based on
process, network location and even file
content (USB, IPhone, CDRW)

Centralized management and monitoring  c,, &

of events

SDN Interaction with other network
solutions such as NAC, IPS, QoS, MARS,
VOIP, etc




Host Security Page

Where you configure security protection

Host Security Page offers built-in security protection options: DLP, Firewall, Wireless

-} Desktops B.0 (G0 Windows 10 1
: Puolicies Ol policies are hidden | Show all EDliCiESE
' [7] Security - Audit Data Loss [ 0 r60] [warning] Security - Protect from Spyware [+/5.0 r60] '
Security - Audit System Inteqrity 5.0 r50] [] Security - Protect hosts on wireless or remote networks [v6.0 r60] [rvarnin]
Security - Detect Rootkits /5 .0 r50] Security - Protect with a Distributed Firewall [0 r50]
[ Security - Prevent writing files to USE devices [v&0r60) [ Security - Protect with a Personal Firewall [v& 0 ra0)
Security - Protect from downloaded applications ['v5.0 150 Security - Protect with Clam AntiVfirus /5050
Security - Protect from downloaded data [/ 050 [ Security - Cluarantine exploited host or applications [ve.0 re0]

E Hosts attached to this group: 10 hosts
i Awvailable kits for this group: 1 agent kit

1 @ Changes to thiz group will affect the hosts and kits referenced above.

_____________________________________________________________________________________________________________________________________________________________

Semvers 6.0 &0 Wi oS S| 0 1

“Zero Update” Security policies includes policies to protect from
spyware, bots, downloaded data, viruses, network attacks

QOS Policy, Network/Firewall Integration

Intrusion Detection policies (Host IPS) detects rootkits, unauthorized
configuration changes, keyloggers, sniffers

Acceptable Use policies control wireless security, personal firewall,
USB device control, and data loss

All other trademarks mentioned in this document are the property of their respective owners
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~~--lnform-MPS of Hostile Hosts
Configured via CSAMC Advanced GUI option

2. Global Correlation is

invoked and the CSAMC
updates all the CSA agents
with threat information

Q)

CSAMC

Servers

EEEEEEEN
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4

Desktops

4. CSA collaborating with Cisco
IPS is able to dynamically
elevate the Risk Rating
threshold for attacks coming
from the hacker

3. All connection
attempts by the
hacker to CSA
protected devices
are dynamically
blocked

.
.
.
.
.
-
L)

1. Hacker scans internal servers
for vulnerabilities




Regulatory Compliance
Benefits for PClI Compliance

= Provides compliance solution for 9 out of
12 PCI requirements C[

= Predefined PCI Policies offer ease of cybertrust

management & audit
26 Rule Modules, 150 rules

= Validated by Cybertrust (official PCI
auditor)

= Runs on Servers, Point-Of-Sale/IP ATM
terminals, desktops and laptops

= CSA can be customized for other

PCI Solution for Retail Design and

compliance mandates

http://www.cisco.com/go/compiance



Management and Instrumentation

Overview

Cisco® Security

Device Manager

Quickest way to setup a device

Wizards to configure firewall,
IPS, VPN, QoS, and wireless

Ships with device

SELF.DEFENDING NETWORK

Cisco Security
WINRES

Solution for monitoring
and mitigation

Uses control capabilities within
infrastructure to eliminate attacks

Visualizes attack paths

CiSCO Security,

Manager

New solution for configuring
routers, appliances, switches

New user-centered design

2 New levels of scalability
(@)
Z
_1
Q
20

Cisco 10S®
Instrumentation

Industry leadership in
instrumentation

Feeds into Cisco Security MARS

Partitioned access for network
and security operations teams
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Operational Control and Monitoring:
Total Security System Management

=

Pollcy Implementation

Configuration and Management

Event Sharlng and Collaboration

: B

Threat Intelllgence




Cisco Security Manager Benefits
Control and Visibility

Efficient Day-to-Day Operation and Fast Response
= Role Based enables NetOps and SecOps to work together
= Strong sharing and inheritance built in (global policies)

= Enforces corporate rules and provides best-practice
guidelines (Compliance — SOX, Hippa, GLBA)

Integrated Service-Based Approach

= Firewall, VPN, and IPS management all
natively on a single interface

Collaboration between Configuration
and Monitoring

= Transparent device manager cross-launch to
access rich monitoring and troubleshooting
tools; integration between Cisco® Security
Manager and Cisco Security MARS




Cisco Security Manager
Integrated Security Configuration Management

[
Faires
e
Prow [

(Gumy) (i) recors) (8 (2 (A

16 Mot 50,400

Firewall Management

= Support for Cisco® PIX®
Firewall, Cisco Adaptive
Security Appliance (ASA),
Cisco Firewall Services
Module (FWSM), and Cisco
IOS® Software Routers

= Rich firewall rule definition:
shared objects, rule
grouping, and inheritance

= Powerful analysis tools:
conflict detection, rule
combiner, hit counts, ...

DMVPEN

TP s ._r";“

VPN Management

= Support for Cisco PIX
Firewall, Cisco ASA, VPN
services module (VPNSM),
VPN shared port adapter
(SPA), and Cisco I0S
Software routers

= Support for wide array of
VPN technolgies, such as
DMVPN, Easy VPN,
and SSL VPN

= VPN wizard for 3-step point-
and-click VPN creation

IPS Management

= Support for IPS sensors
and Cisco IOS IPS

= Automatic policy-based
IPS sensor software
and signature updates

= Signature update wizard
allowing easy review and
editing prior to deployment

Productivity

= Unified security
management for Cisco
devices supporting firewall,
VPN, and IPS

= Efficient management
of up to 10000 devices
per server

= Multiple views for task
optimization
- Device view
- Policy view
- Topology view

= Role-Based
= Workflow Audits

= Configuration/Activity
Reports



CS-Manager to CS-MARS for IPS

B IPS_E.D_44 Signatures . . - CS-Manager - Abl I Ity
red: - local - gned To: local device Inherits From: —— none — to Iau n Ch CS_ MAR S
w Filter: {-- none -- fOr Realtlme OI’
| > Historical Events

1D Sub Marne Actions Sevetity Fidelity

EEEEEMLEEANSRE Bttt

L N T R R R N S When did this

1101 0 Unknown IP Protocol Produce Alert Informational 75

1102 0 Impossible IP Packet Produce Alert High 100 Slg n atu re ever fl re'))

0 IP Localhost Source Spoaf Produce Alert High

Mﬁ@é@%&?&\\\\\\\\\\\ﬁw\@\%\w

1108 IP Packet with Pri Produce Alert High

054

Event f Session f (Event Type Time Reporting Raw Message Path f Tune
Incident ID Device Mitigation

E:1311173, RFC 1918 Sep 4, 2007 ips-44 X 0.0.0.0/0 --> 0.0,0.0/0 N/A RFC 1918 Addresses Seen,MR- TR False Positive
211311173 Addresses Seen[q] 5:38:07 PM ST I Tirne: 1155950884, Risk Rating: 35,VLAN:0,Port List:, 139 Tuning
E:1311175, RFC 1918 Sep <, 2007 ips-44 ﬁ 0.0,0.0/0 --= 0,0,0.0/0 NAA RFC 1918 Addresses Seen,MR- RS False Positive
S:1311175 Addresses Seen[g] 5:38:07 PM IST I Tirne: 1185950892, Risk Rating: 35,WLAN:O,Port List: 138 Tuning
E:1311163, RFC 1918 Sep 4, 2007 ips-44 ¥ 0.0.0.0/0 --> 0,0,0.0/0 N/ RFC 1918 Addresses Seen,MR- TR False Positi
511311163 Addresses Seen[q] 5:37:07 PM IST I Tirne: 1186950815, Risk Rating: 35,YLAN:0,Port List: 445 Tuning
E:1311164, RFC 1918 Sep 4, 2007 ips-44 X 0.0.0.0/0 --» 0.0,0.0/0 N/ RFC 1918 Addresses Seen,MR- TR False Positivk
1311164 Addresses Seen[q] 5:37:07 PM ST I Tirne: 1155950819, Risk Rating: 35,VLAN:0,Port List:, 137 Tuning
E:1311165, RFC 1913 Sep <, 2007 ips-44 ﬁ 0.0,0.0/0 --= 0,0,0.0/0 NAA RFC 1918 Addresses Seen,MR- RS False Positive
S:1311165 Addresses Seen[g] 5:37:07 PM IST I Tirne: 11858950822, Risk Rating: 35,WLAN:O,Port List: 123 Tuning
E:1311167, RFC 1918 Sep <, 2007 ips-44 ﬁ 0.0.0.0/0 --= 0.,0.0.0/0 NAA RFC 1918 Addresses Seen,MR- AR False Positive
511311167 Addresses Seen[q] 5:37:07 PM IST I Tirne: 1156950824, Risk Rating: 35,WLAN:0,Port List: 423472 Tuning
E:1311169, RFC 1913 Sep 4, 2007 ips-dd 3& 0.0.0.0/0 --= 0.0.0.0/0 MG RFC 1918 Addresses Seen, MR- IR False Positi
;1311169 Addresses Seen@ 513707 PM IST ,Time: 1188950831 ,Risk Rating:35,vLaN:0,Port List: 42342 Tuning
E:1310982, RFC 1918 Sep <, 2007 ips-44 ﬁ 0.0,0,0/0 --= 0.0,0.0/0 N/A& RFC 1918 Addresses Seen, MR- MSA False Positivs
S:1310982 addresses Seenfd] 5:29:02 PM IST | Time:1168950330,Risk Rating: 35,YLAN:0,FPort List: 42342 i
E:1310984, Sep 4, 2007 ips-44 ¥ 0.0.0.0/0 --> u 0.0, 0/ Nm RFC 1918 Addresses Seen,MR- TR

[3] 5:22:02 PM IST



Cisco Security — MARS
Monitoring, Analysis and Response System

= Command and control of your existing T ol e
investment to build “pervasive security” SwichLog  FirowalClg. AV Alert
Switch Cfg. NAT Cfg. App Log

= Correlate data from across the Enterprise Poctss Clo 1) SN Beciow L) (VA Seomnar

NIDS, Firewalls, Routers, Switches, CSA

Syslog, SNMP, RDEP, SDEE, NetFlow,
Endpoint event logs, Multi-Vendor

* Rapidly locate and mitigate attacks

= Key Features

Determines security incidents based on
device messages, events, and “sessions

ir

Incidents are topologically aware for
visualization and replay

Mitigation on L2 ports and L3
chokepoints




Cisco Security MARS

Device Support — Not Just Cisco!

= Networking
Cisco IOS Router, Catalyst OS
Cisco NetFlow
Cisco Secure ACS
Extreme Extremeware Firewall/VPN
Cisco PIX, ASA, FWSM
Cisco I0S Firewall Feature Set
Cisco VPN Concentrator
Check Point Firewall-1 NG, NGX, FPx, VPN-1
Juniper (NetScreen) Firewall
Nokia (Check Point) Firewall

= |DS/IPS
Cisco NIDS, IDSM, IPS ASA module
Cisco IOS IPS module
Intruvert IntruShield
Enterasys Dragon
ISS RealSecure Sensor
Snort
McAfee Intrushield NIDS
Juniper (NetScreen)
Symantec ManHunt

Vulnerability Assessment
eEye REM
Foundstone FoundScan
Qualys QualysGuard

Host Security
Cisco Security Agent (CSA)
McAfee Entercept, ePolicy
ISS RealSecure Host Sensor
Symantec AnitVirus
Network Associates VirusScan
Host Operating System Logs
Windows NT, 2000, 2003 (agent/agent-less)
Solaris
Redhat Linux
SYSLOG/SNMP
Universal device support
Applications
Web Servers (lIS, iPlanet, Apache)
Oracle 9i, 10g database audit logs
Network Appliance NetCache
Security Policy Managers
Cisco Security Manager



Cisco Security MARS
Web Interface Dash Board/ Critical Data Reduction

Incident Dashboard
|sumnnv H INCIDENTS H QUERY / REPORTS H RULES H MANAGEMENT H ADMIN H HELP \
|

[ Dashboard |[ Netwark Status || My Reports || | | May 13, 2006 3:20:25 AM PDT Ag g reg at e

SUMMARY | CS-MARS Standalone: demo1 v4.1 Login: Administrator (priadmin) 1:

Select Caset |y Cass Selected... v .
- Summarize
Recent Incidents

all Severities ¥ [all Rules v

All Case Statuses %

24 Hour Events

W netilow 0 Incident ID |Event Type ‘Matched Rule |Actinn Time ‘Path ‘Cases ‘
W et 2,694,083 ;10984087 Da‘r.'vy acket due to security MetworkConfigError, Copied: 06.03.12/23:05:28[q) May 13, 2006 5:05:36 AM PDT y y
alics

Sessions 992,511 By N .

Dt J 1:10984 132 Deny packst due to security NetworkConfigError, Copied: 08.04,20/09:23:56[d] May 13, 2006 5:05:36 AM PDT

Reduction palicy

1100842 Built/teardawn/permitted IP test Rule1[a] Ernail May 13, 2006 3:05:17 &M POT - May 13,
T i - Do

High .
W Hig 1:1098382 Built/teardown/permitted IP System Rule: Client Exploit - Sasser Worm|[) Ernail May 13, 2006 5:04:11 AM POT

Mediumn connection Adrin, -
R - 992,511 S n

essSions
‘ - TR, 11S Dot Dot Crash[3), System Rule: Server Attack: Web - Attermpt[3) May 13, 2006 3:03:15 AM POT L)
T T g WinT emd.exe Execld],

o be i o o giode Directory

corfirmed et | 24 Hour Events |
B system ] 0% 115 CGI Double Decadeq]

determined - Metflow ]

Logged ] 0% HotSpot Graph Attack Diagram
M oropped 19,080 24% [ ol Tops Graph ] | Lorae Graph ] [Hel] - Events 2,694,053 =

User 1} 0%

| 249 Incidents

SEessIons 992,511

Total 76,587 100%
A Data 63%
11429647 (Assigned) Please 1
investigate &' REdUCtIDn

C:1429362 {Assigned) New

: |24 Hour Incidents |

Case Y

50:145‘6976 (Resolved) Attack - HII;||'I 61 S5 6 1 H i g h Sever i ty
11428556 (Mew) Test Case T I"-"I Edll_lm |:| |:| D.l"o

Ics':j:ZDBLISCSDa(I\LEW) CE-MARS o I . d t

C:14t255:4i:\laf) Cisco Press o . - Low 168 7a% n C I e n S

Rocks B - ] Total 249 100%

C:1428395 (New) New Case

| Need to Clean My Network and
Investigate Further




Cisco Security MARS
Attack Path and Topology Awareness

ﬂ'{i’-’@ﬁm Pras n-172:35 3¢
I
Victim/contaminated host g ] .
(red) Pratego-vir ual—huf:tf,. | n-10.33810.0/24 @2 - %‘mq

Compromised host )
propagating attack )N s

(purple)

Attack Start

(brown)



Cisco Security MARS
Monitoring, Analysis and Response System

= MARS visually represents an
attack path and provides the

ability to respond to the attack Switch
with an exact device command

Router .

n-10.4 4.0724

Enforcement Device: switch_server[d], Suggested

Enforcement Device Information

Device Type Manager Children Info

Firewall i

switch_server@ Cisco Switch-  Protego Metworls MARS
105 12,2 1.0 on pnvalis

Interface Information

|Directiun |IP Address |Interfal:e Mame |DN5 Mame |[M ddress |MAE Update Time

Recommended Policy / Command

ﬁwyf
H m;

* |monf igqure t©
=10.31.7

interface FastEthernetl/ 4
no ip address
shutdown




Compliance Reports

Popular Reports With Customization and Distribution Options
Queries Saved as Rules or Reports—Intuitive Framework

Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

Activity: All Events and Netflow - Top Destination Ports, last 7d-0h

Ianal Wiew | | wWeek v| Vigw Report || Legend

Name Schedule |Format‘Recipients‘Query Description

Chart resolution: 2Hr

Activity: Denies -
Top Destination
Ports

Elery Mormal Mone

Event trpe: AltacksProtected, This repart ranks the destination ports
hour

FirewaliColicy Wiolation/ACL, to which attacks have been targetted
Query Type: Destingtion Ports ranked but denied,

by Sessions

Time: 1ad:0hf:0mm:idss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

|Source IP |Destination IP |Seruice |Euents Device [Sewverity

AN AN AN AttacksProtected, FirewallPolicyVWiolation/aCL AN AN

Keywords: [None]

AagMin

We

Tue 3FM

Tue 1FM

|Rank |Cuunt {# of sessions) |Raw Desting
[ | 1 4704 445 [q]
[ | 2 3524 &0 [g]
3 3349 26686 [4)
4 3183 135 [4]
] 5 2531 47683 [d]
[ | 6 1183 1026 [4]
7 1144 o [4]
[ | 8 768 139 [4]
| 9 684 9598 [4]

Ay i
50

48

42

5
fat Jun 11 Sum, Jup 12 Mop, Jun 13 Tue, Jun 14 Thu, Jun 16 Fri. Jur 17 Sat Jur 18
Calor Total Count Walue
= 76,610 ofd)
B 24,7189 aofg]
33,397 53
26,451 2190[g)
o 53,042 23[6)
= 21,766 1234
2] 10,511 1028[=)
1] 8,687 1027[=
[ ] 6,645 133[4)
=7 4,971 135[E]




Enhanced Flow Troubleshooting: MARS

View Topology View Firewall Rule Table

FWSM.

n-172.2

Gateway-3

g

Total policies returned: 12, Mumber of matched policies: 1,

=

n-1927168.1.0/24

pnmars

H-172.25.34.10

(—
0_109.236/30

Event f Event Type |Source IPfPort Destination Protocol| Time Reporting |Path f Tune
- Session f IPfPort Device Mitigation
(_-"' Incident ID
E:2936886,  Deny packet 172.25.84.10 [q) 1358 [d] 5.32.21.4 [q] 138 [3] UDP [4] Mar 20,  RSA-pix False
Gateway-2 12936860 due to z006 Positive
1 securit 5:51:31 PM
\ policy PST

Jurnp to matched policy: |

] (o]

|No.|Permit|Source

|Destinatiun

|Seruice|lnterface

|Dir. | l:lptiunsll:ategury | Description | Prev/MNex

Local { 12 Rules)

1 3 MMAR

z oy REA-Demo-
Servers

I e @ any

4 O B any

5w EBany

LI ] BB any

T8 BB any

i MMA&P

9 172.25.84.0/24

10 o @ any

11 3 B any

12 ® BB any

RESA-Demo-
Servers

Gateway

182.2.2.2
162.0.0.0/255.0.0.0
179.0,0.0/255.0.0.0
BadDests
BadDests

@ any

@ any
@ any
@ any
@ any

@IP inside
@IP inside
udpdd44 inside
@IP inside
@ P inside
@m inside
@IP outside
@ P inside
@ P inside
@IP inside
@TCP inside
21 all-

Interfaces

in LOG Mone
in  LOG Mone
in  LOG MNone
in  LOG Mone
in  LOG MNone
in  LOG Mone
in  LOG Mone
in LOG Mone |E| |E|
in  LOG Mone
in  LOG Mone
in  LOG MNone
in  LOG Mone




CS-M/CS-MARS Firewall Linkages

Event to Rule

= Trace events back to the
triggering rules and make
changes on the fly

= Better understand the meaning of
raw log data

= CS-MARS queries CS-Manager
with parameters from the rule
(Policy Query), first match from
the top will be the matching rule

= Within CS-MARS an operator can
view the content of Building
Blocks

= Selecting the rule number will
cross launch CS-Manager
automatically and navigate to the
rule

CS-MARS

Event / Event Type Source IP/Port Destination Protocol|Time Reporting
Session / IP/Port Device
Incident 1D

E:6275928, Built/teardown/permitted 1P 2.166.154.12 [d) 8 [@) 9.1.154.12 [3) o [@) 1cmp [§] Sep 10,2007  ASA-

S16275926  conne ction|[d] 7:58:56 PM IST 154.cisco.com B

Found 1 matches in 109 rules,  Go to matched rule Local 3 5]

|Edit [Perrnlt ]SOurte |Destlnation ]Servlce I:Interface |E>Ir. IDntInn [Cateqc
jLo:a] { 109 Rules)
1/ &8 any &8 any £ Telnet g inside  in  Criticali Nen
2z .’. ﬂm g;r_wo 110 et £ TFTP-UDP [f,jms-de in  Critical/l Non
3 ¢'. o any g inside in Critieal/ Non
i) vo| B ol 2 Siin (G inside in  Critical/ Non
s| v '. B any B2 21102 (3 inside Critical/1 Non
2.1.10

[} v .. ,ﬁm ﬂ 11 Ri]-nsids Non
5 s o an oo 21105 _— G inside o

— = =

L

L]

L[]

fle Edt Yew Poky Mo TookeHeb
— [ ]
EERTEEY

Policy: Access Rules
- hssigred To: local device  Enherks From: — none —

w iter: (nterface i s and Destiiation contais two")
Inveiceis i s Destoatinconars o' v || vl [

(g m e Destiatin S0 e D60
v gfg;atmued-unw%s}
v Ol e e 1)

@0 v By Ewilohe  DIFPe isde nG

Tnbound - s (Fieeed 8-11)
Outbound - outside (Fkered 12-16)
Tnbound - outside (Fikered 17-107)
Mensgenenticess (Fhered 103-108)




A Systems Approach to Streamline IT Risk
Management for Security and Compliance

ASA, CSA,

NAC, | Data
IPS, Web CSA, lronPort,

Regulatory Application = Loss
Compliance ekl - Trustsec
=/

Self-Defending Network
f Breed Security in a Systems A

| IronPort, ASA,
Malware |[reS s

MARS
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