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Cisco IronPort 
E m a il  &  W e b  S e cu rity  
S ol u tions

Séb a s t i e n  C o m m ér o t
Marketing Manager, Southern Europe, Middle-Eas t &  A f ric a
C is c o I ronP ort
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� IronPort f u nd e d i n 
2 0 0 0 ,  a c q u i re d b y  
C i s c o i n 2 0 0 7

� 2 0 , 0 0 0 +  c u s tom e rs  
g l ob a l l y

� 4 0 0  m i l l i on u s e rs  
p rote c te d

� 4 0 %  of  F ortu ne  1 0 0  
c om p a ni e s

� 8  of  th e  1 0  l a rg e s t 
s e rv i c e  p rov i d e rs

� 9 9 % +  c u s tom e r 
re ne w a l  ra te s

Named IronPort the market share 
l eader i n the emai l  sec u ri ty  ap p l i anc e 
market

IronPort i s p osi ti oned as a l eadi ng  
p l ay er i n the messag i ng  sec u ri ty  
ap p l i anc e market

IronPort Posi ti oned i n the “L eaders”
Q u adrant i n M ag i c  Q u adrant R ep ort

Cisco IronPort:
U np a ra l l e l e d  M a rk e t L e a d e rsh ip
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Phishing is c ha nging

� 1 / 3  of  p h i s h i ng s i te s  h os t m a l w a re
� A v e ra g e  on-l i ne  ti m e  f or a  p h i s h i ng
s i te :  3  d a y s

Source : Anti-P h is h ing W ork ing  G roup

DNS Cache 
P o i s o n i n g

So ci al
E n g i n eer i n g

F o r t u n e 5 0 0
P hi s hi n g
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• F o c u s  o n  h e a v y t r a ffi c s i t e s

• H a c k e r s  r e g i s t e r n a m e s c l o s e  t o  
fa m o u s b r a n d s  o r  s i t e s
• I n v e s r i o n o f 1  l e t t e r
• N a m e  v a r i a n t

(m i c r ps o ft )
• O r t h o g r a fi c M i s t a k e

• C r e a t i o n o f a  s i m i l a r s i t e ,  d o w n l o a d i n g
m a l w a r e o n  c o m pu t e r s

� � � � � � � � � � � � � 	 � 
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W ha t a b o u t  T y p o S q u a t t ing?
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M a l w a r e is o n t he  r ise

Unique m a l w a r e s a m p l es  in 2 0 0 6 :  9 7 2  0 0 0
Unique m a l w a r e s a m p l es  in 2 0 0 7 :  5 , 5  M

U ni q u e  s a m p l e s  of  m a l i c i ou s  c od e s

+ 500% in 12 months!
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T roj an horses
x 6  i n 1  y ear!

S p y w are
x 1 2  i n 1  y ear!

M o r e  a nd  m o r e  T r o j a n H o r se s
Converting computers into zombies
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2007 : Storm  is  b orn
2008  : Storm  s till ac tiv e, j oined b y  K raken/ B ob ax &  A s prox

�The world’s  m os t  i m p ort a n t  
b ot n et

1000 contaminated PCs rented $220 in 
G ermany
1000 contaminated PC in th e U S A   $110
R ented p er h ou r,  w ith  p h one su p p ort av ail ab l e

� S elf -ex p a n di n g :  R e c r u i t i n g  e m a i l s  
&  S pa m  
� C oordi n a t ed :  S y n c h r o n i z e s  e m a i l  
s pa m  w i t h  w e b  l a n d i n g  pa g e s
� P eer-t o-P eer :  U s e s  P 2 P  n e t w o r k  
t o  c o m m u n i c a t e

S p am E ng ines
( S M T P) L anding  p ag es

( H T T P)

Z o m b ie s a r e  c ha nging
T h e  S torm  ne tw ork
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M ont h

S p a m  k e e p s gr o w ing…
A nd  w il l  k eep on grow ing!

Source: R a d i ca t i E-M a i l  Securi t y  M a rk et  2 0 0 8 -2 0 1 2

Source: I ron P ort  T O C

x 6  in l a st 3  y ea rs!

x 2  in nex t 4  y ea rs!
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Malware
I n f ec t i o n s

E-Mai l V ec t o r

W eb  V ec t o r 

M a lwa re &  S p y wa re a re 
t he hi dden  en em y

V o lu m e o f  Malware S u c c es s f u lly
P ro p ag at ed  v i a Em ai l A t t ac h m en t s

T hr e a t  v e c t o r s a r e  c ha nging
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L e git im a t e  S it e s H a c k e d
� O v er 8 7% of  all W eb -b as ed t h r e a t s  t o d a y  a r e  u s i n g  e x p l o i t e d  

w e b  s i t e s *
� 9  o u t  o f  1 0 w eb  s ites  v ulnerab le to attac k**
� A  c om m only  us ed tec hniq ue today :  iF ram e attac ks

1 .  A  l e g i t i m a t e s i t e  i s h a c k e d (i F r a m e a d d e d o n  a  pa g e )
2 .  T h e  u s e r  i s r e -d i r e c t e d b y  t h e  i F r a m e t o w a r d s a n  i n fe c t e d w e b s i t e
3 .  A  m a l w a r e i s a u t o m a t i c a l l y d o w n l o a d e d o n  t h e  d e s k t o p b y  e x pl o i t i n g a  v u l n e r a b i l i t y o f t h e  w e b  b r o w s e r

� C a n n o t  b e  s e c u r e d  w i t h  l e g a c y  U R L  f i l t e r i n g  s o l u t i o n s

* Source: C is co T O C
* * Source: W h ite H a t Security ,  W eb s ite Sec Sta tis tics  R ep ort 1 0 / 2 0 0 7

* Source: C i s co T O C
* * Source: W h i t e H a t  Securi t y ,  W eb s i t e Sec St a t i s t i cs  R ep ort  1 0 / 2 0 0 7
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E x p l o it e d  W e b sit e  E x a m p l e

� T he us er s im ply  c onnec ts  to 
the “B us ines s  W eek”
hom epage

� H e c an look at the page, b ut 
at the s am e tim e he is
redirec ted tow ards a 
m alic ious w eb s ite

� A  m alw are is dow nloaded
f rom the m alic ious s ite

� N ot s topped b y  traditional
U R L  f iltering s olutions  
(c ategory :  new s )
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I nc r e a sing E nt e r p r ise  W e b  T r a f f ic
Port 8 0  &  4 4 3  u s a g e  h a s  c h a ng e d

� G row ing b us ines s  
w eb  us age

HTTP is the New TCP

IMFTP

R PC VideoS O A P
� G row ing tunneled 
apps  us age

� H ow  do y ou c hec k 
attac hed f iles  ins ide 
W eb m ail?  I ns ide I M?
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C isc o  G l o b a l  T hr e a t  C o r r e l a t io n

C is c o T hreat 
O perations  C enter

Dynamic Updates and
A ctio nab l e I ntel l ig ence

Intrusion
P re v e ntion 
S ol ution

E m a il  S e c urity  
A p p l ia nc e s 

W e b  S e c urity  
A p p l ia nc e s 

wwwwww

S y ste m  
A d m inistra tors

Global Threat
Telem etry

Global Threat
Telem etry
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Cisc o  I r o n Po r t S en so r B a se®

• Statistics on more than 30% o f  
th e w o r l d’s e-mail  tr af f ic

• N ew  th r eats &  al er ts detectio n
• M o r e th an 1 5 0 p arameters to  b u il d
r epu tatio n sco r es

• D a t a  V o l u m e
• M e s s a g e  S t r u c t u r e

• C o m p l a i n t s
• B l a c k l i s t s ,  w h i t e l i s t s  

• O f f -l i n e  d a t a

R ep u tation Score

R ep u tation Score
• U R L  b l a c k l i s t s  &  w h i t e l i s t s

• H T M L  C o n t e n t
• D o m a i n  I n f o

• K n o w n  “b a d ” U R L s
• W e b s i t e  h i s t o r y …

E-M ail  R ep u tation F il ters

W eb  R ep u tation F il ters
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Ma
na

ge
me

nt

E m a il  S e c u r it y  A r c hit e c t u r e
C i s c o IronPort C -S e ri e s

V i r u s
D e f e n s e

C I SC O  I R O N P O R T  A SYNC O S™
EM A I L  P L A T F O R M

D a t a  L o s s     
P r e v e n t i o n

S e c u r e  
M e s s a g i n g

I N B O U N D  
S E C U R I TY

O U TB O U N D  
C O N TR O L

M A I L  TR A N S FE R
A G E N T

S p a m
D e f e n s e
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V e r y  n e g a t i v e  s c o r e :
TC P c o n n e c t i o n  i s  

r e j e c t e d
>  9 9 %  C a t c h  R a t e
<  1  i n  1  m i l l i o n
Fa l s e  Po s i t i v e s

I ronP ort A nti-Sp amSend erB ase
R ep u tation F il tering

V e r d i c t

V e r y  p o s i t i v e  s c o r e :
m e s s a g e s  a r e  d e l i v e r e d

S u s p ic iou s  
S c or e

A nt i-S p a m  D e f e nse  
Multi-la y e r  a r c h ite c tur e

90% of messages stopped
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Message Category % Messages

S t op p ed b y  R ep u t a t ion  F il t er in g 9 3 . 1 % 7 0 0 , 8 7 6 , 2 1 7

S top p ed  as I n v al i d  rec i p i en ts 0 . 3 % 2 , 2 8 0 , 1 0 4

S p am  D etec ted 2 . 5 % 1 8 , 6 1 7 , 7 0 0

V i ru s D etec ted 0 . 3 % 2 , 1 4 4 , 7 9 3

S top p ed  b y Con ten t F i l ter 0 . 6 % 4 , 8 7 8 , 3 1 2

T ot a l  T h r ea t  M es s a g es : 9 6 . 8 % 7 2 8 , 7 9 7 , 1 2 6

Cl ean  Messages 3 . 2 % 2 4 , 1 0 2 , 8 7 4

T ot a l  A t t em p t ed M es s a g es : 7 5 2 , 9 0 0 , 0 0 0

S e nd e r B a se R e p u t a t io n F il t e r ing
T h e  C i s c o E x a m p l e
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Virus Outbreak Filters A n ti-Virus E n g in es

Z e r o  H o u r  V i r u s  a n d  
M a l w a r e D e t e c t i o n  

C o m p l e m e n t a r y     
A n t i -V i r u s  E n g i n e s

A v erag e l ead  time… … … … … … … … … … ov er 1 3 hou rs
O u tb reak s b l ock ed  … … … … … … … … … 2 9 1  ou tb reak s
T otal  incremental  p rotection… … … … … .  ov er 1 5 7  d ay s

A nt i-V ir u s D e f e nse  
Multi-la y e r  a r c h ite c tur e

V iru s O u tb reak  F il ters 
A d v antag e
( on 1  y ear)
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D a t a  L o ss Pr e v e nt io n

Scanning R emed iation

I nteg rated  scanning  &  remed iation eng ine

Filters

D ic tio n n a ries N o tif y

Q u a ra n tin e

E n c ry p tio n

?
? ?

?
? ?

Scanning  : pr e-def ined f il ter s (S O X ,  H I P A A ,  etc. ),  co mpl iance dictio nar ies,  au to matic 
tr ack ing  o f  cr edit car d nu mb er s,  etc.
M u l tip l e remed iation actions: q u ar antine,  dr o p,  b o u nce,  B CC,  str ip co ntent,  encr ypt

S m a rt I d en tif iers
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C isc o  I r o nPo r t  E -M a il  E nc r y p t io n
E a s y  f or th e  s e nd e r…

�G atew ay encr ypts messag e �User  o pens I r o nP o r t 
P X E  in b r o w ser

�User  au th enticates &  
g ets messag e k ey

C isco R eg istered  Env el op e Serv ice

Pa s s w o r d

� Decr ypted 
messag e 
displ ayed

M essag e pushed
to  R ecipient

K ey
S to r ed
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F l e x ib l e  D e p l o y m e nt  O p t io ns
S a m e  M a rk e t-L e a d i ng  E m a i l  S e c u ri ty

C U S T OM E R
P R E M I S E

C om m on P olic y  |  C entraliz ed R eporting |  C ons is tent P rotec tion

M anag ed 
E mail  
S ecu r ity

C-S er ies
A ppl iances

H o sted E mail  
S ecu r ity 
(S aaS )

H yb r id
H o sted E mail  

S ecu r ity

I N  T H E  
N E T W OR K

H yb r id
H o sted E mail  

S ecu r ity

C i s c o S ec u ri ty  
O p erati on s  C en ter



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 22

C isc o  I r o nPo r t  S -S e r ie s
W e b  S e c u ri ty  A rc h i te c tu re

M a na g e m e nt a nd  R e p orti ng

A s y nc O S  f or W e b

A c c eptab le U s e 
P olic y

Malw are 
D ef ens e D ata Sec urity



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 23

� Enterprise-c l a ss d a ta b a se
–5 2  categ o r ies
–O v er  2 1  mil l io n sites,  ~ 3 . 5  b il l io n 
w eb pag es

� 2 4  x  7  m o nito ring ,  reg u l a r &  
a u to m a ted  u pd a tes

� F l ex ib l e po l ic y  m a na g em ent
–P er  u ser ,  per  g r o u p po l icies
–M u l tipl e actio ns,  incl u ding  
b l o ck ,  w ar n and mo nito r
–T ime-b ased po l icies
–Cu sto m categ o r ies and no tif icatio ns
–G u est P o l icies

I r o nPo r t  U R L  F il t e r s
C om p re h e ns i v e  M a na g e m e nt a nd  V i s i b i l i ty
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S o f tw are
as a S erv ic e

W e b  A p p l ic a t io n C o nt r o l

� N ativ e c ontrol f or H T T P , H T T P (s ) , F T P  applic ations
� Selec tiv e dec ry ption of  SSL  traf f ic  f or s ec urity  and polic y
� P olic y  enf orc em ent f or applic ations  tunneled ov er H T T P —
F T P , I M, v ideo

� W eb  O b j ec ts f iltering (b y  s iz e or ty pe)

T un n eled  
A p p lic atio n sC o llabo ratio n

�������������	���
�����
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M u l t i-L a y e r e d  M a l w a r e D e f e nse
Prote c ti on A g a i ns t T od a y ’s  T h re a ts

� D etec ts 
m a l ic io u s 
b o tnet tra f f ic  
a c ro ss a l l  po rts

� B l o c k s 7 0  
perc ent o f  
k no w n a nd  
u nk no w n 
m a l w a re tra f f ic  
a t c o nnec tio n 
tim e

� B l o c k s m a l w a re 
b a sed  o n d eep 
c o ntent a na l y sis &  
sig na tu res
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D V S Eng ineSensorB ase
W eb  R ep u tation 

F il tering
S u s p ic iou s  

S c or e

W e b  R e p u t a t io n F il t e r ing 

R eq u ested
U R L s

K n o w n  g o o d  s i t e s  
a r e n ’t  s c a n n e d

K n o w n  b a d  s i t e s
a r e  b l o c k e d

� � � �� � ��� ��
	 ���
 � ���

S S L  D ec r y pti on
A n ti -M al w ar e &  
A n ti -V i r u s
S c an n i n g
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C isc o  I r o nPo r t  D V S  E ngine
D y na m i c  V e c tori ng  a nd  S tre a m i ng

� D ec ry pt and s c an SSL  
traf f ic
–S el ec tiv el y ,  b a sed  o n 
c a teg o ry  a nd  repu ta tio n

� Multiple integrated 
v erdic t engines
–M c A f ee a nd  W eb ro o t

� A c c elerated s ignature 
s c anning
–P a ra l l el  sc a ns
–S trea m  sc a nning

��� � ���� � �
	 � � � � � � 
� � � � � � �
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S t r e a m  sc a nning

« G iv en the real-tim e nature of  H T T P  (…)  &  H T T P S protoc ols  and their data s tream s , m ore s ophis tic ated real-tim e s c anning c apab ilities  are 
needed to ens ure that traf f ic  w ithin thes e W eb -b as ed paths  rem ain f ree f rom  s uc c es s f ul attac ks  through thes e v ec tors » I D C
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C o m p l e t e  D a t a  S e c u r it y
S i m p l i c i ty  a nd  C h oi c e

M a na g e m e nt a nd  R e p orti ng

A s y nc O S  f or W e b

A c c eptab le U s e 
P olic y

Malw are 
D ef ens e D a t a  S e c u r i t y

� Sim ple on-b ox  data s ec urity
� A dv anc ed of f -b ox  data s ec urity
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C o m m o n S e nse  Po l ic ie s
S i m p l e  A p p roa c h  f or A v oi d i ng  W e b  D a ta  B re a c h e s

J o h n S mith ,  
F inance

F iscal P l an. x l s

W eb mail . co m

H T T P S
(E ncr ypted)

J o h n S mith ,  
F inance

F iscal P l an. x l s

T ax f ir m. co m

H T T P S
(E ncr ypted)

J ane Do e,
S al es

Cu sto mer L ist. do c

P er so nal -site. co m,
-9  R epu tatio n sco r e

F T P
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9 5 %  of  c om p a ni e s
w h o try  C i s c o IronPort
b e c om e  c u s tom e rs .
C o n ta c t:
s c om m ero@ c is c o. c om




