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Agenda
� The changing Business
� I d ent it y  d ep l o y m ent  in p hases

– I n t r o d u c e  8 0 2 . 1 x  w i t h o u t  b u s i n e s s  d i s r u p t i o n
– N o n  8 0 2 . 1 x  d e v i c e s  a n d  g u e s t s
– P o l i c y  m a n a g e m e n t
– P o s t u r i n g

� R ecent  C isco  S ecur it y  U p d at es
– B o t n e t F i l t e r i n g
– C o l l a b o r a t i v e  I P S
– N e w  S a f e  a r c h i t e c t u r e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 3

SiSi

SiSi

D ata 
C enter

C o rp o rate 
L A N

Wireless 
L A N
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N etw o rk
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I n t ern et

Subcontractor

C ons ul tant

P artne rs

E m p l oy e e s

U nk now n
or G ue s t

E W A N

C h angi ng B u s i nes s  E nv i r o nm ent  
Drives Network Access Control Demands

D isp ar at e A ccess 
M et ho d s

and  U ser ,  D ev ice 
Ty p es

B usiness
P artners

R em o te
S ite

S u ppo rt 
b o u nd a ry l ess
W o rk f o rc eP ro v id e

Em pl o y ee 
A c c o u nta b il ity

M eet 
C o rpo ra te 
C o m pl ia nc e 
&  R eg u l a tio n

S u ppo rt 
C o ntra c to rs,  
P a rtners,
G u ests

M itig a te N ew  
a nd  

C h a ng ing  
T h rea ts
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I dent i t y  K ey  D r i v er s

� Measurab l e I m p act:
Fraud, downtime, man-h ours , p h y s ic al  des truc tion, intel l ec tual  p rop erty , l aws uits

� N o n-m easurab l e I m p act:
R ep utation, c us tomer p riv ac y , medic al  inf ormation, p roduc tiv ity
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Identity-b a s ed netw o r k  a c c es s

G u est S erv ic es

� G ues t and s p ons or p ortal s
� R ol e-b as ed A U P
� P rov is ioning  and rep orting

P ro f il ing  S erv ic es
� D ev ic e p rof il ing
� B eh av ioural  monitoring
� D ev ic e rep orting

P o stu re S erv ic es
� M anag ed dev ic e p os ture
� U nmanag ed dev ic e 
s c anning

� R emediation

I d entity  
I nf ra stru c tu re

� U s er and dev ic e 
auth entic ation

� C ontrol  network  ac c es s
( L 2  and L 3 )

� D ev ic e mob il ity  in 
th e network

SSC

* Cisco Secure Services Client

*
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I E E E  8 0 2 . 1 X  D ef au l t  S ec u r i t y  B eh av i o r

O f f l i n e

N o  E A P o L /  N o  A ccess

� �� �� �� �� �

	 


I E E E  8 0 2 . 1 x  C h a llen g es
• S w i t c h  p o r t  c h a n g e s  f r o m  o p e n  �
C l o s e
• P o t e n t i a l  d i s r u p t i o n  t o  e x i s t i n g  
a p p l i c a t i o n s  s u c h  a s  P X E  b o o t .

I E E E  8 0 2 . 1 x  C h a llen g es
• S w i t c h  p o r t  c h a n g e s  f r o m  o p e n  �
C l o s e
• P o t e n t i a l  d i s r u p t i o n  t o  e x i s t i n g  
a p p l i c a t i o n s  s u c h  a s  P X E  b o o t .

I E E E  8 0 2 . 1 X  D ef au l t  S ec u r i t y  B eh av i o r
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RADIUS accounting logs provide visibility:
• P assed/ F ailed 8 0 2 . 1 X / E AP  attem pts

• L ist of  valid dot1 x  capable
• L ist of  non-dotx  capable

• P assed/ F ailed M AB  attem pts
• L ist of  V alid M AC s
• L ist of  Invalid or unk now n M AC s

8 0 2 . 1 X / M AB  – O p en M o de
Open Mode (No Restrictions)Open Mode (No Restrictions)

� 8 0 2 . 1 X  &  M A B  E n a b l e d
� O p e n  M o d e  - E n a b l e d

� A l l  traf f ic  in addition to E A P  is  
A L L O W E D

� � � �

� � � �

� � � �

�
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8 0 2 . 1 X / M AB  – O p en M o de
S el ectiv el y  Open A ccessS el ectiv el y  Open A ccess

� O p e n  M o d e  ( P i n h o l e )
� O n S p ec if ic  T C P / U D P  P orts
� R es tric t to S p ec if ic  A ddres s es

� E AP  Allow ed (C ontrolled P ort)

B l oc k  G eneral  A c c es s  U ntil  
S uc c es s f ul  8 0 2 . 1 X , M A B  

or W eb A uth

�
� � �

�

� � �
� � � �

� �

P inh ol e ex p l ic it tc p / udp  
p orts  to al l ow des ired 

ac c es s
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B al anc i ng Ac t

O p en M o de W i t h  R es t r i c t ed Ac c es s
B a l a nc ing  A c t

B lock  G eneral Access 
Until Successf ul 8 0 2 . 1 X ,  

M AB  or W ebAuth
B lock  G eneral Access 
Until Successf ul 8 0 2 . 1 X ,  

M AB  or W ebAuth

�
� � �

�

� � �
� � � �

� �
O p en Mo d e B enef its:
� R e d u c e  N e t w o r k  i m p a c t  o f  i d e n t i t y
d e p l o y m e n t

� S u p p o r t s  P X E  b o o t  e n v i r o n m e n t
� P r o v i d e s  c u s t o m e r s  a  “d r y  r u n ” m o d e

O p en Mo d e B enef its:
� R e d u c e  N e t w o r k  i m p a c t  o f  i d e n t i t y
d e p l o y m e n t

� S u p p o r t s  P X E  b o o t  e n v i r o n m e n t
� P r o v i d e s  c u s t o m e r s  a  “d r y  r u n ” m o d e

R estric ted  A c c ess
� Static port AC L  is 
used to pinh ole 
ex plicit services to 
allow  desired access
D o w nl o a d a b l e A C L
�AC S dow nloadable 
AC L  provides m ore 
granular per-user 
access control af ter 
auth entication
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D ev i c e P r o f i l i ng W i t h  N AC  P r o f i l er

SNMP
MAC Notify
O r  D H CP

Po r t ,  MA C ,
O U I ,  V e n d o r  I D

L D A P
MA C  Q u e r y

T a b l e  o f  W i n d o w s  O S
T o t a l  Pr o f i l e s  9  Su m m a r y

MAC I P Ce r t a i n t y S w i t c h  I P  p o r t L i n k V L AN

0 0 : 1c : c 4 : 0 3 : b 0 : 2d
( H e w l e t t  P a c k a r d )

10 . 10 0 . 10 . 122 6 0 % 6 5 0 6  D i s t r i b u t i o n  
G i 1/ 23

U p 1

0 0 : 18 : f 8 : 0 9 : c f : d 7
( Ci s c o -L i n k s y s  L L C)

10 . 10 0 . 3 0 . 20 1 6 0 % 4 5 0 6 -2
G i 1/ 0 / 5

U p 3 0

A C S

NAC
Col l e c tor

R e s u l t

NAC P r ofil e r
S e r v e r

Autom atic E ndpoint discovery
Reduce identity deploym ent tim e

Real-tim e and h istoric visibility f or all endpoints

A c c e s s  Po l i c y

NAC
P r ofil e r
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M u l t i -au t h  M o de

� M A C  –b a s e d  e n f o r c e m e n t  f o r  
e a c h  d e v i c e
• 8 0 2 . 1 X  or M AB

Mul tip l e Mul tip l e MA C sMA C s o n P o rto n P o rt

interf ac e f as tE th ernet 3 / 1 6
auth entic ation p ort-c ontrol  auto
a u t h e n t i c a t i o n  h o s t -m o d e  m u l t i -a u t h

� �� �� �� �� �

V M

� � � � �
� � � � �

�� ��

� �

� 	 � 
 � �
� �

�� ��

� �

� 	
� 
 � �

� �

�� ��

� �

� 	 � 
 � �
� �

U s e with  c aution!

M u l t i -au t h  M o de
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D ef au l t  O r der i ng:
802.1X, MAB, Web Auth, Guest VLAN interactions

interface G ig ab itE 3 / 1 3
au th enticatio n p o rt-co ntro l  au to
d o t1 x   p ae au th enticato r
m ab
au th enticatio n ev ent no -res p o ns e actio n au th o riz e v l an 4 0

interface G ig ab itE 3 / 1 3
au th enticatio n p o rt-co ntro l  au to
d o t1 x   p ae au th enticato r
m ab
au th enticatio n fal l b ack  W E B -A U T H
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interface GigabitEthernet3/41
au thenticatio n ho s t-m o d e m u l ti-d o m ain
au thenticatio n o rd er d o t1x  m ab w ebau th
au thenticatio n p rio rity  d o t1x  m ab w ebau th
au thenticatio n p o rt-co ntro l  au to
au thenticatio n v io l atio n res trict
au thenticatio n fal l back  W EB -A U T H
m ab

interface GigabitEthernet3/41
au thenticatio n ho s t-m o d e m u l ti-d o m ain
au thenticatio n o rd er d o t1x  m ab w ebau th
au thenticatio n p rio rity  d o t1x  m ab w ebau th
au thenticatio n p o rt-co ntro l  au to
au thenticatio n v io l atio n res trict
au thenticatio n fal l back  W EB -A U T H
m ab

13

F l ex i b l e Au t h ent i c at i o n
O ne C o nf ig u r a tio n F its  A l l

EAP1 X

MABM AB

U R L

• O ne conf iguration addresses all use cases,  all h ost 
m odes

• C ontrollable seq uence of  access control 
m ech anism s,  w ith  f lex ible f ailure and f allback  
auth oriz ation

• C h oice of  policy enf orcem ent m ech anism s: V L AN ,  
dow nloadable per-user AC L ,  URL

• Support single-h ost and m ulti-auth  scenarios

802.1x times out 
or  f a il s

W EB

802.1X 
C l i e n t

V a l i d  
H o s t  
A s s e t

G u e s t  
U s e r

E m p l o y e e P a r t n e r

F a c u l t y

S u b
C o n t r a c t o r

Valid MAC 
Addr e s s

G ues t 
U s er
8 0 2 . 1 X
C l ient
V a l i d
MAC
Ad d r

K n ow n   M A C  - A c c ess 
A c c ep t

P or t A uth or iz ed
Host 

C h a n g e

E A P  C r ed en tia l s S en t 
&  V a l id a ted

P or t A uth or iz ed

R a d i u s

U n k n ow n  M A C  A c c ess 
A c c ep t

w /  U R L  R ed ir ec t
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I dent i t y  D ep l o y m ent  P h as es
Mo nito r Mo d e L o w  I m p act Mo d e H ig h  S ecurity  Mo d e

Pr i m a r y  F e a t u r e s
� T raditional  C l os ed M ode
� D y namic  V L A N s

B e n e f i t s
� S tric t A c c es s  C ontrol

Pr i m a r y  F e a t u r e s
� O p en mode
� M ul ti-A uth  
� Fl ex  A uth  ( O p tional )

B e n e f i t s
� U nob s truc ted A c c es s
� N o I mp ac t on P roduc tiv ity
� G ain V is ib il ity  A A A  L og s

Pr i m a r y  F e a t u r e s
� O p en mode
� M ul ti-D omain 
� Po r t  &  d A C L s

B e n e f i t s
� M aintain B as ic  C onnec tiv ity
� I nc reas ed A c c es s  S ec urity
� D if f erentiated A c c es s
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F e a t u r e s
� R ob us t P rof il e M anag ement
� S up p ort f or indus try  s tandards  

� E ndp oint integ rity
� S ing l e s ig n-on c ap ab l e

� E nab l ing  of  g roup  p ol ic ies
� A dminis trativ e c ontrol

B e n e f i t s
� S imp l e, s ec ure dev ic e c onnec tiv ity
� M inimiz es  c h anc es  of  network  
c omp romis e f rom inf ec ted dev ic es

� R educ es  c omp l ex ity  
� R es tric ts  unauth oriz ed network  ac c es s

� C entral is ed p rov is ioning

Secure Services C lient 

O p tio na l :  C is c o  S ec u r e S er v ic es  C l ient ( S S C )
� I n tr od u c e s f e a tu r e s ov e r  
a n d  a b ov e  th e  n a ti v e  
su p p l i c a n ts

–E A P  t y p e s
–M a n a g e m e n t  I n t e r f a c e s
–A u t o m a t i c  V P N  i n i t i a t i o n

SSC
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Agenda
� T h e  c h a n g i n g  B u si n e ss
� I d e n ti ty  d e p l oy m e n t i n  p h a se s

– I n t r o d u c e  8 0 2 . 1 x  w i t h o u t  b u s i n e s s  d i s r u p t i o n
– N o n  8 0 2 . 1 x  d e v i c e s  a n d  g u e s t s
– P ol i c y  m a n a g e m e n t
– P o s t u r i n g

� R e c e n t C i sc o S e c u r i ty  U p d a te s
– B o t n e t F i l t e r i n g
– C o l l a b o r a t i v e  I P S
– N e w  S a f e  a r c h i t e c t u r e
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C i s c o  S ec u r e AC S  5 . 0
R u l e-b a sed  P o l ic y  Eng ine

I nteg ra ted  M o nito ring

I m pro v ed  G U I

� A ttrib ute-driv en ap p roac h  enab l es  dy namic , 
c ontex t b as ed p ol ic y  

� C omp os e-ab l e p ol ic y
� G ranul ar p ol ic y  b uil ding  b l oc k s
� P ol ic ies  th at ref l ec t th e real  worl d

� I nteg rated adv anc ed monitoring , rep orting  &  
troub l es h ooting  c ap ab il ities  f or max imum c ontrol  
and v is ib il ity

� C omp l ianc e

� L ig h tweig h t, s ec ure, intuitiv e and eas y  to us e 
web -b as ed G U I

� D oes  not req uire additional  c l ient s of tware f or 
G U I  ac c es s
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Other ConditionsI dentity  I nf orm a tion

AC S  5 :  R u l e-b as ed p o l i c y

+

Group:
N etw ork
Adm inistrator

Group:
F ull-tim e
E m ployee

Group:
G uest

T im e &  Date

Access T ype

P osture L ocation

A u th.  P rof il es

E ngineering

H um an Resources

L ogin V L AN

G uest

Deny Access

Q uarantine

Authorisation based on identity plus context
C o n d i t i o n s  a r e  s p e c i f i e d  a s  p o l i c y  r u l e s  - I F  < c o n d i t i o n s >  T H E N  < p e r m i s s i o n >
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E m p l o y ee Au t h o r i z at i o n P r o f i l e
D e f i n e  A u th or i z a ti on  P ol i c y  f or  E m p l oy e e s &  M a n a g e d  A sse ts

• Assign corporate V L AN  &  perm it ip any any dAC L
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P o l i c y  T ab l e – S t r u c t u r e
� A  p ol icy i s a  c ol l e c ti on  of  rul es th a t a r e  p r oc e sse d  
se q u e n ti a l l y

� E a c h  rul e i s m a d e  of  cond itions a n d  resul ts
� I f  th e  cond itions of  a  rul e a r e  m e t,  th e  resul ts of  th a t 
rul e a p p l y
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A C S  5 . 0  M o nito r ing  &  R ep o r ts  C o m p o nent
� I n t e g r a t e d  a d v a n c e d  m o n i t o r i n g ,  r e p o r t i n g  &  t r o u b l e s h o o t i n g  c a p a b i l i t i e s  
f o r  m a x i m u m  c o n t r o l  a n d  v i s i b i l i t y

–E asy to use G UI
–F lex ible presentation tools

� C o n s o l i d a t i o n  o f  d a t a  a c r o s s  a n  A C S  d e p l o y m e n t
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S er v i c es  i n Ac t i o n ( AC S V i ew )
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Agenda
� T h e  c h a n g i n g  B u si n e ss
� I d e n ti ty  d e p l oy m e n t i n  p h a se s

– I n t r o d u c e  8 0 2 . 1 x  w i t h o u t  b u s i n e s s  d i s r u p t i o n
– N o n  8 0 2 . 1 x  d e v i c e s  a n d  g u e s t s
– P o l i c y  m a n a g e m e n t
– P ostu r i n g

� R e c e n t C i sc o S e c u r i ty  U p d a te s
– B o t n e t F i l t e r i n g
– C o l l a b o r a t i v e  I P S
– N e w  S a f e  a r c h i t e c t u r e
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Identity-b a s ed netw o r k  a c c es s

+Identity N A C
G u e s t  Se r v i c e s

� G u e s t  a n d  s p o n s o r  p o r t a l s
� R o l e -b a s e d  AU P
� P r o v i s i o n i n g  a n d  r e p o r t i n g

Pr o f i l i n g  Se r v i c e s
� D e v i c e  p r o f i l i n g
� B e h a v i o u r a l  m o n i t o r i n g
� D e v i c e  r e p o r t i n g

I d e n t i t y -e n a b l e d  
n e t w o r k  a c c e s s

Po s t u r e  Se r v i c e s
� Ma n a g e d  d e v i c e  p o s t u r e
� U n m a n a g e d  d e v i c e  
s c a n n i n g

� R e m e d i a t i o n

I d e n t i t y  I n f r a s t r u c t u r e
� U s e r  a n d  d e v i c e  
a u t h e n t i c a t i o n

� Co n t r o l  n e t w o r k  a c c e s s
( L 2 a n d  L 3 )

� D e v i c e  m o b i l i t y  i n  
t h e  n e t w o r k

SSC

* Cisco Secure Services Client

*
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C i s c o  N AC  K ey  C o m p o nent s

N A C  M a n a g e r
C e n t r a l i z e d  m a n a g e m e n t ,  c o n f i g u r a t i o n ,  

r e p o r t i n g ,  a n d  p o l i c y  s t o r e
P o s t u r e ,  s e r v i c e s  
a n d  e n f o r c e m e n t

N A C  S e rv e r

N A C  P rof i l e r N A C  Gue s t  S e rv e r
P r o f i l e s  u n m a n a g e d

d e v i c e s
F u l l -f e a t u r e d  g u e s t  
p r o v i s i o n i n g  s e r v e r  

SSC

8 0 2 . 1 x  S uppl i c a n t
C S S C  o r  V i s t a  

e m b e d d e d  s u p p l i c a n t

N A C  A g e n t  
N o -c o s t  c l i e n t :  P e r s i s t e n t ,  

d i s s o l v a b l e ,  o r  w e b

A C S  S e rv e r
A c c e s s  p o l i c y  s y s t e m  f o r  

80 2. 1x  t e r m i n a t i o n

End po int
C o m po nents
(O ptional)

N A C  P ro f il er,  G u est 
S erv er a nd  A C S

(O ptional)

N A C  M a na g er 
a nd  S erv er
(Req uired)
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R o l e-B a s ed A c c es s  a nd D ev ic e C o m p l ia nc e
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C i s c o  N AC  S er v i c e
A u tom a te d  P ol i c y  U p d a te s

A u to m a ted  C isc o  R u l esets
Sim plif y support f or over 3 5 0 +  
security and m anagem ent applications

AutoUpdates H otf ix es,  
Service P ack s 
(direc t to W S U S  S erv er)

C isc o  N A C  M a na g er
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N AC  Agent  O p t i o ns

R em edia te

N A C  A g ent W eb  A g ent f o r 
C o ntracto rs &  G uests
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H o w  C i s c o  N AC  w o r k s  – des i gn o p t i o ns

� V P N , wirel es s , c amp us , 
and remote L A N s

� E nf orc ement v ia A p p l ianc e

� O p timiz ed f or C is c o 
c amp us  L A N s  ( L 2 , L 3 )

� S N M P  as  c ontrol  p l ane

� O p timiz ed f or C is c o 
c amp us  L A N s  ( 8 0 2 . 1 x )

� R A D I U S  as  c ontrol  p l ane

IP WAN8 0 2 . 1 q

NAC  S e r v e rNAC  M a n a g e r

V PN

NAC  NM

I n-B and

L 3
8 0 2 . 1 q

NAC  S e r v e r
NAC  M a n a g e r

S NM P

O ut-o f -B and

NAC
S e r v e r

NAC  M a n a g e r

AC S
R a d i u s

8 0 2 . 1 x8 0 2 . 1 x

R A D I U S *

* l i m i t e d  a v a i l a b i l i t y  p r o g r a m  f o r  n o w  – c h e c k  w i t h  a c c o u n t  t e a m  f o r  m o r e  i n f o .
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D ev ic e P r o f il ing
C i sc o N A C  P r of i l e r :  V i si b i l i ty ,  I n te l l i g e n c e ,  a n d  A u tom a ti on

M ac

I d entif y  a l l  end po ints
R ea l  tim e m o nito ring  a nd  pro f il ing  

A u to m a te inv ento ry  c o l l ec tio n

NA C  Ma n a g e r

NA C  Se r v e r

A A A  Se r v e r

NA C  Pr o f i l e r

W i n d o w s  A D
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N AC  G u es t  S er v er
P R O VI S I O NI NG

MANAGE ME NT

NO T I F I C AT I O N

R E P O R T I NG

Crea te G u est A c c ou nts

M a na g e G u est A c c ou nts

G iv e A c c ou nts to G u ests

R ep ort on G u ests

C r e a t e  a  s i n g l e  G u e s t  A c c o u n t
C r e a t e  m u l t i p l e  G u e s t  A c c o u n t s
b y  I m p o r t i n g  a  C SV  f i l e

Pr i n t  A c c o u n t  a n d  A c c e s s  D e t a i l s
Se n d  A c c o u n t  D e t a i l s  v i a  Em a i l
Se n d  A c c o u n t  D e t a i l s  v i a  SMS

V i e w ,  e d i t  o r  s u s p e n d  y o u r
G u e s t  A c c o u n t s
Ma n a g e  b a t c h e s  o f  a c c o u n t s
y o u  h a v e  c r e a t e d

V i e w  a u d i t  r e p o r t s  o n  i n d i v i d u a l
G u e s t  a c c o u n t s
D i s p l a y  Ma n a g e m e n t  r e p o r t s  o n
G u e s t  A c c e s s
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N A C  M a na g er

I n t e r n e t ,
E-m a i l ,  V PN,  e t c .

5 .  G u est enters tem p a c c ess c o d e 
g enera ted  b y  S G A  A ppl ia nc e

N AC  G u es t  Ac c es s  w i t h  W I R E D  8 0 2 . 1 X  
enab l ed net w o r k  

En t e r p r i s e
Ne t w o r k

C o nnec t 
sc reen

3 .   G u est f a il  into  th e G U ES T       
V L A N ,  g et a n I P  a nd  sta rts W eb  
b ro w ser

4 .  N A C  A ppl ia nc e red irec ts to   
l o g in pa g e

6 .  N A C  A ppl ia nc e pu t th e u ser in 
th e S pec if ic  R o l e

C i s c o
NA C  G u e s t  Se r v e r

1 .  Em pl o y ee c rea tes a c c o u nt f o r G u est

2 .  A d d s G u est I nf o  to  C A M  v ia  A P I
NA C  s e r v e r
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G u es t  Ac c o u nt s :  C r eat i o n and M o ni t o r i ng

3 . Ad d  u s e r

2. S p e c i f y  s t a r t  
a n d  e n d  t i m e s

1 . E n t e r  u s e r  d e t a i l s
S e n d  a c c o u n t  
i n f o r m a t i o n  

v i a  
p r i n t -o u t ,  
e m a i l ,  o r  
S MS

S pon s or
I n f orm a t i on

A c c oun t
M a n a g e m e n t

Gue s t
I n f orm a t i on



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 34

C i s c o  I dent i t y  E nd-t o -E nd
Cl ient I P  T el ep hony Ca m p u s A c c ess S erv ers

S ol u tion E x p ertise

C i s c o  L AN S w i t c h e s
• C a t a l y s t  S w i t c h  Po r t f o l i o
C i s c o  WL AN
• C i s c o  APs &  C o n t r o l l e r s

S ing l e V endor S u p p ort

Cisco
• I P  P h on e s

Cisco R A D I U S
• Cisco A CS  5 . 0
N A C
• CA M / CA S / P r of il e r / G u e st

Cisco I d e n t it y
• S e cu r e  S e r v ice s Cl ie n t
Ci s c o  N AC
• Cl e a n  Ac c e s s  Ag e n t

SSC

Cisc o S ta b il ity
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S u m m ar y
T oda y

Netw ork  Ad m ission C ontrol
• A p p l ia nc e-b a sed N A C sol u tion
• P rov ides a u thentic a tion,  p ostu re,  g u est,  a nd p rof il ing  serv ic es
• D ep l oy s in V P N ,  W irel ess,  a nd L A N ,  w ith or w ithou t 8 0 2 . 1 X

802.1X f unctions
• S w itc h-b a sed a u thentic a ted L A N  a c c ess f or u sers &  dev ic es
•Provides 802.1x authentication, guest, and profiling services with 
N A C  G uest and Profiler com ponents
• D ep l oy s in 8 0 2 . 1 x  ena b l ed L A N
•Ca n b e u sed w ith N A C A p p l ia nc e
• F or a l l  of  the f ea tu res desc rib ed toda y ,  p l ea se c onsider 
3 K : 1 2 . 2 ( 5 0 ) S E ,  4 K :  1 2 . 2 ( 5 0 ) S G  a nd 6 K :  1 2 . 2 ( 3 3 ) S X I

SSC
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Agenda
� T h e  c h a n g i n g  B u si n e ss
� I d e n ti ty  d e p l oy m e n t i n  p h a se s

– I n t r o d u c e  8 0 2 . 1 x  w i t h o u t  b u s i n e s s  d i s r u p t i o n
– N o n  8 0 2 . 1 x  d e v i c e s  a n d  g u e s t s
– P o l i c y  m a n a g e m e n t
– P o s t u r i n g

�Recent Cisco Security Updates
– B o t n e t F i l t e r i n g
– C o l l a b o r a t i v e  I P S
– N e w  S a f e  a r c h i t e c t u r e
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Anno u nc ed G l o b al  C o r r el at i o n
f o r  C i s c o  AS A 5 5 0 0  S er i es  and C i s c o  I P S

� A c c u r a t e  p r o t e c t i o n  a g a i n s t  
b r o a d  r a n g e  o f  t h r e a t s

� T w i c e  t h e  c o v e r a g e
� I P S  R e p u t a t i o n  F i l t e r i n g  w i t h  
G l o b a l  C o r r e l a t i o n

C isco  I ntrusio n 
P rev entio n S y stem s

C isco  A S A  5 5 0 0  S eries 
A d ap tiv e S ecurity  A p p l iances

I P S  S o f tw are V ersio n 7 . 0A S A  S o f tw are V ersio n 8 . 2
� B o t n e t T r a f f i c  F i l t e r
� D e t e c t  i n f e c t e d  c l i e n t s  t h r o u g h  
“p h o n e  h o m e ” c o n n e c t i o n s
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C i s c o  S ec u r i t y  I nt el l i genc e O p er at i o ns

Adaptive Security 
Appl ian ces

I n trus io n  P reven tio n  
So l utio n

E m ail  Security 
Appl ian ces  

W eb  Security 
Appl ian ces  

wwwwww

Sys tem  
Adm in is trato rs

C i s c o  T h r e a t  
O p e r a t i o n s  C e n t e r

C i s c o  T h r e a t  
O p e r a t i o n s  C e n t e rG l ob al  T h reat T el emetry

Dynam ic Updates and
Actionable Intelligence

G l ob al  T h reat T el emetry

C is c o S ens orB as e T h reat O p erations  
C enter

An a l y t i c s  a n d  
Al g o r i t h m s

S ec urity  I nf ras truc ture T h at D y namic al l y  P rotec t A g ains t th e L ates t T h reats  T h roug h :  

T h e  M o s t  C o m p r e h e n s i v e  
V u l n e r a b i l i t y  a n d  S e n d e r  
R e p u t a t i o n  D a t a b a s e

A  G l o b a l  T e a m  o f  
S e c u r i t y  R e s e a r c h e r s  

a n d  A n a l y s t s
A u t o m a t i c  U p d a t e s
a n d  B e s t  P r a c t i c e s

P ow ered  by  Gl obal  C orrel ation
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���� ��� �

�� � �	 � � 
�� �
C i s c o  I P S  7 . 0
N e tw or k  I P S  to G l ob a l  I P S

� C o v erag e
T w i c e  t h e  e f f e c t i v e n e s s  o f  
s i g n a t u r e -o n l y  I P S

� A ccuracy
R e p u t a t i o n  a n a l y s i s  d e c r e a s e s  
f a l s e  p o s i t i v e s

� T im el iness
1 0 0 x  f a s t e r  t h a n  t r a d i t i o n a l  
s i g n a t u r e -o n l y  m e t h o d s

I P S  R e p u ta ti on  F i l te r i n g  p ow e r e d  b y  G l ob a l  C or r e l a ti on
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� Monitors m al w are traf f ic
– S c a n s  a l l  t r a f f i c ,  p o r t s  &  p r o t o c o l s
– D e t e c t s  i n f e c t e d  c l i e n t s  b y  t r a c k i n g  
r o g u e  “p h o n e  h o m e ” t r a f f i c

� H ig hl y  accurate
– B l o c k s  1 0 0 , 0 0 0 s  o f  m a l w a r e  
c o n n e c t i o n s  p e r  w e e k
– A u t o m a t i c  r u l e  u p d a t e s

D et ec t i ng C l i ent  I nf ec t i o ns
B otn e t T r a f f i c  F i l te r s on  A S A  5 5 0 0  S e r i e s

I nf ec ted C l ients

C is c o A S A  

C ommand 
and C ontrol

Live Dashboard I n t eg rat ed R ep ort in g
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D et ai l s :  I P S  f o r  AS A 5 5 0 5

� E x te n d  C i sc o A S A  I P S  sol u ti on  i n to S M B  m a r k e t
� A d d r e ss c r i ti c a l  P C I  &  HI P A A  c om p l i a n c e  m a n d a te s
� D e l i v e r  l e a d i n g  S O HO / S M B  I P S  P e r f or m a n c e

D y nam ic T h reat P ro tectio n f o r S O H O / S MB
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� C isco  S ecurity  C o ntro l  Fram ew o rk  
E n a b l e s  o n g o i n g  s o l u t i o n  d e v e l o p m e n t
C o v e r s  n e t w o r k  P I N s a n d  c r o s s -n e t w o r k  s o l u t i o n s
I n t e g r a t e s  c o m p r e h e n s i v e  s e r v i c e s  t o  s u p p o r t  s o l u t i o n  l i f e c y c l e

� B enef its
C o m p l e m e n t s  a n d  v a l i d a t e s  s o f t w a r e -d e f i n e d  n e t w o r k  ( S D N )  m e s s a g i n g
E a s e s  t r a n s i t i o n  f r o m  c o n c e p t  t o  d e s i g n  a n d  i m p l e m e n t a t i o n
O f f e r s  C i s c o ® S A F E  d e s i g n s  f r e e  o f  c h a r g e
E n a b l e s  s i m p l e  u p d a t i n g  a n d  e x p a n s i o n  t h r o u g h  m o d u l a r  d e s i g n

T e ste d  a n d  V a l i d a te d  E n d -to-E n d  S e c u r i ty  D e si g n  a n d
T e c h n i c a l  I m p l e m e n ta ti on  G u i d e

T e ste d  a n d  V a l i d a te d  E n d -to-E n d  S e c u r i ty  D e si g n  a n d
T e c h n i c a l  I m p l e m e n ta ti on  G u i d e

C i s c o  S AF E
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R es o u r c es
� I B N S  R e s o u r c e s :

h t t p : / / w w w . c i s c o . c o m / g o / i b n s
� N A C  R e s o u r c e s

h t t p : / / w w w . c i s c o . c o m / g o / n a c / a p p l i a n c e
� A C S  R e s o u r c e s

h t t p : / / w w w . c i s c o . c o m / g o / a c s
A C S  5 . 0  P o l i c y  m o d e l  o v e r v i e w

� S A F E  a r c h i t e c t u r e
h t t p : / / w w w . c i s c o . c o m / g o / s a f e


