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Agenda

- Feature Overview — benefits, devices
- CUCM Configuration
- Working with the phone



VPN Client for IP Phones

« Easy to Deploy — All settings configured via
CUCM administration

= Easy to Use — After configuring the phone
within the Enterprise, user takes it home and
plugs in into their broadband router for instant
connectivity. No difficult menus to traverse.

= Easy to Manage — Phone can receive
firmware updates and configuration changes
remotely

= Secure — VPN tunnel only applies to voice and
IP phone services. PC connected to PC port
responsible for authenticating and establishing
own tunnel with VPN client software

= VXI Integration — the VPN can be used by the
Cisco integrated VXI client for 99xx and 8961
phones, other devices have to create their own

Home, VPN Small Business,
Hotel Room, Branch Office,
Anywhere Enterprise Network

N —— > [ ¢

CUCM

VPN
Concentrator

. [ ) a
Endpoint SCCP:
support 7942,7945,7962,7965,7975
SIP: 8961, 9951, 9971
IPv4 Only
Deployment IP Phone Remote Access
mode
Services Voice
secured Data (Phone Services)
Licenses VPN Premium License
No special license on CUCM
VPN Cisco ASA 5500 Series
concentrators Cisco ISR with 10S SSL VPN
Encryption Secure Socket Layer (SSL)
Technology
Deployment No additional hardware

Considerations

needed at remote location
other than IP Phone

Concurrently running IP
Phone Services Reduced
When Enabled (i.e. no
midlets)

© 2010 Cisco and/or Its affiliates. All rights reserved
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Benefits of secure connect
Common Cisco Remote Access Infrastructure

TR
&
e Security

&/ Data Loss Prevention Acceptable Use &/
O — - Security In
& Threat Prevention e Access Control ‘& into the net

e Enterprise

You Tube



Benefits of Secure Connect
Administrative Simplicity

Jabber app integrates secure
connect

Backend scales with multiple
Jabber applications

© ISR, ASA i

Coexists with Cisco
AnyConnect o ’_

Corporate AD

Utilizes highly secure, scalable
and redundant Cisco
Infrastructure

Common licensing, security
design, policy and user
management for AnyConnect &
Jabber secure connect

© 2010 Cisco and/or its affiliates. All rights reserved. . Cisco Public



Secure connect in Jabber & AnyConnect
Differences and Similarities

What does Jabber secure connect
have that AnyConnect does not?

Integration with Jabber for simplified
user experience (pre + post install)

-Only Jabber traffic accesses
enterprise network, not entire device

-Native access to local network
resources

-Jabber has direct control of
connectivity

-Jabber secure connect feature is not
available yet for all Jabber apps;
phased intro during 2011-2012

How are the Jabber secure connect
feature and AnyConnect similar?

-Authentication, encryption, advanced
security, protocol support (e.g. DTLS),
shared code base

-Common infrastructure, provisioning,
management, licensing

-Upgraded end-user experience over
older, competitive VPN solutions

-Common security services available

-Both fully supported options with an
ASA and ISR




Phone

SSL VPN Tunnel Operation
System-Level Overview

User Space

/SSL/IDTLS),

VPNC

RN

data

udp / tcp

data

ip (a.b.c.d)

udp / tcp

cstp / cdtp

ip (a.b.c.d)

ssl/ dtls

udp / tcp

data

ip (p-g.r.s)

socket *

TCP/UDP
IP

Net
Interface

/dev/tun0

Kernel Space

a.b.c.d
IP

k/// lé_

*| socket

TCP/UDP
IP

Net
Interface

EthO

p.q.r.s
A L

udp / tcp

ip (a.b.c.d)

cstp / cdtp

ssl/ dtls

VPN IP address
(From secure GW)

Local IP address
(Via DHCP)

e
4

data

udp / tcp

ip (a.b.c.d)

cstp / cdtp

ssl / dtls

udp / tcp

ERPNE NS R |

ip (p.q.r.s’)

possibly NAT ed
address

CUCM

Enterprise
LAN

Secure
GW

Phones

O
[}

data

udp / tcp

ip (a.b.c.d)

Remote Network

——

'z
Untrusted (public) Network

% NOTE: The IP stacks are shown separately only for clarity, they are actually one and the same.
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UCM Administration
Configuring the VPN Feature on Supported IP
Phones

- Setup the VPN Concentrators for each VPN Gateway
(not part of the UCM Administration and beyond the
scope of this presentation)

- Upload the VPN Concentrator Certificates

- Configure the VPN Gateways

- Create a VPN Group using the VPN Gateways
- Create a VPN Profile

. éssfi_ n a VPN Group and Profile in the Phone Common
rofile

- Phone is ready to be upgraded to a VPN supported
phonl_e load with this VPN configuration and certificate
trustlist.



Upload the VPN Concentrator Certificates

©3 Upload Certificate - Mozilla Firefox

S bktps: 172,27, 75,1 10:8443 cmplatform certificateUpload.do

Upload Certificate
Eéi Upload File H Close

rStatus

@ Status: Ready

—Upload Certificate

Certificate Name™® Etgmcat §v|
Raoot Certificate

ipsec

Description tomcat-trust
i ipsec-trust
Upload File CallManager :|
CAPF

CallManager-trust

—[ Upload File ] [ Clg CAPF-trust
directory -trust

Phone-trust

WPM Phone-trust
@ *_indicates Fequireu e,

Done 172.27.75.110:844 3 f‘;

Use the Certificate Management GUI on the OS Administration page to upload the VPN certificates to a
new VPN Phone-trust in the existing phone-trust store.



Configure the VPN Gateways
(System->VPN->VPN Gateway)

) YPH Gateway Configuration - Mozilla Firefox

File  Edit  Wew History EBookmarks Tools Help

@I - - @ ﬂ_l‘ M hitps:/f172.27.75. 109:844 3 comadminivpnGatewayEdt.dp

ﬁl "| B] |'|G00gle

bl Cisco Unifi
cisco For Cisco Unifie

ed CM Administration

d Communications Solutions

System -

VPN Gateway Configuration

Call Routing »  bedia Resources - Woice Mail » Device = Application -

User Management

Bulk Administration

WERGEEWEGN Cisco Unified CM Administration

CCMAdministrator About Logaut

Help -

GEIBEGRED S Back To Find/List (v

B Save
A Ea

~VPH Gateway Information —

WP Gateway MName™ | San Jose WPN Gateway |

WM Gateway Description | |

VPN Gateway URL* | https:#sjcvpn. cisco.com |
- VPN Gateway Certificates

VPN Certificates in Subject: O=Cisco Systems, CN=CAP-RTP-001, lssuer: O=Cisco Systems, CN=CAP-RTP-001, Serial Mumber: 76:1 2:19:60:1 5 3d:6F.9f:4e:42:20: 20:32 b7: 23: 56

},I'DurTrLIStSDrE Sublect D=Cisco Svsiems CM=Cisco Root CA 2048, Issuer O=Cisco Svs‘tems CN C|sco Rcu:t CA 2048 Serlal Murmber: Sf:fEi:?b:28:2b:54:dc:8d:42:a3

5 s AP-RTP-002 y b2 4bof7: 0% 1 453
WA

WM Cerificates for T

this Gateway
-

N . . ~
4 Find: | | {3 Mext 1 Previous [ Highlight all [] Matchcase 17 Reached end of page, continued From top
Done 172.27.75.109:53443 ﬁ

Up to 10 certificates can be assigned to a VPN Gateway. At least one must be
assigned to each gateway. Only certificates associated with the VPN role shall show
in the available VPN Certificates list. The URL should be for the main concentrator in

S EEeeE .,



Create a VPN Group using the VPN Gateways
System->VPN->VPN Group

3 WPH Group Configuration - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help
(fg_l < < @ ﬂ_I‘ |M htkps: /172,27, 75, 109: 8443 comadmin vipnGroupEdit cp ﬁ|"| [)] |'|G00gle

b, Cisco Unified CM Administration Mavigation

cisco For Cisco Unified Communications Solutions CCMAdministrator About Logout
System »  Call Rouwting «  Media Resources = Woice Mail ~  Dewvice = Application = User Management «  Bulk Administration = Help -
VPN Group Configuration CEIETCINET S Back To Find/List ~
E Save

A ~

—¥PHN Group Information —

WPM Group Mame® | San Jose VPN Group |

“PM Group Description | |
r VPN Gateways

Al Available San Jose VPN Gateway

WP Gateways Boulder "WPM Gatewway

WPM Gateways in ~ T

this PN Grau

P v

-

L * . S v
- Find: | |@ Mext {0 Prewious [ Highlight all [] Match case (] Reached end of page, continued from top
Dane 172,27.75,109:8443 ﬁ

Up to 3 VPN Gateways can be added to a VPN Group.

co ERiGLOteg" O Cllagies I jupgltN Croungtanioboxasag 10 g



Create a VPN Profile
System->VPN->VPN Profile

23 ¥EH Profile Conliguration - Mozilla Firefox

[= [BE]
Pils  Edit Yiew  Higtory  fookmarks ysboo!  Tools Help

Y!'£'| \'|‘|'5earchwlnb'|ﬂ'n!|v|5,}\_'|--:ﬂ.ﬂ,@

alial, Cizeco Unified CM Administration
cisco For Cisco Unified Communications Solutions

vrfj-d@v

WEMEEEEGE Cisco Unifisd CM administration s

administrator
Device =  Application = User Management =  Bulk Administration = Help =

Systern = Call Routing = Media Resources = Wolce Mall =

VPN Profile Configuration IR NRGNN Pack To Find/List b .-
| save x Deete ([ copy o@ Add New
rStatus

@ Status: Ready

rWPM Profile Information

ET R |Exccutlch’roﬂl¢ |
Dcscrlptlonl |

[LIEnable auto Metwork Detect

r Tunnel Parametars

MTU* [1290 |
Fall ta Conncct*|3o |

[C1Enable Host 10 Check

r Cllent Authentication

Cllient Authentication Method* | Usar and Password

[FlEnable Password Persistence

[ zave | [ Delete | [ copy | [ add New |

@ *- Indicates required Item.

Auto detection - If enabled, the VPN client will only be able to run if it detects that it is out of the corporate
network.

Enable Host ID Check - If enabled, the VPN gateway's certificate's subjectAltName or CN must match the
URL that the VPN Client has connected to.

Enable Password Persistence - If enabled, a user's password will be saved in the phone until a failed login or
a user clears it.




Assign a VPN Group and Profile in the Phone Common Profile
Device->Device Settings->Common Phone Profile

%2 Common Phone Profile Configuration - Mozilla Firefox

Pils  Edit Yiew  Higtory  Bookmarks  Yahoo!  Tools Help
T -2 | v|| searchweb = I - [T « E3
aliah,  Cisco Unified CM Administration
CIS€C  ror cisco Unified Communications Solutions administrator  About  Logout
System = Call Routing =  Media Resources =  Wolce Mall = Device =  Application = User Managermeant =  Bulk Adrinistration = Help =
Common Phone Profile Contiguration
s save x Delete [ Copy %‘I Reset @ Apply Conflg A Add New
-&tatus &
CD Status: Ready
rCommon Phone Profile Information
Harre* [standard commen Fhone Profile |
Bescription [standard Commen Fhone Frofile |
Lacal Phone Unlock Passwcrd| |
DD Cption® [Ringer arr ~|
DML Incaming Call Alert® [Beep only >
Feature Contral Policy [« Mone = ~|
[FlEnable End User Access to Phone Background Image Setting
[FlUze Intercompany Media Engine (ICME) for outbound Calls
rsecure Shell Information
Secure Shell User | |
Secure Shell Passwarcl| |
rPhonae Parsonalization Information
Fhone Perzanalization® |Default ~|
Always Use Prime Line* |De1'a|_|lt *"|
Always Use Prime Line for vaolce Message* | Default |
Services Frovisioning® | Dafault -
FVER Information
WPN Group | san_lose_WPN_Group -
VEN Frofile [Exacutveero e Ji=l
|

A phone shall be in a specific VPN Group and assigned a VPN configuration
Profile by associating with the corresponding Phone Common Profile.
I [ D LN I



IP Phone VPN Configuration and Status

- Inside the Enterprise

ga Arf';ld)e to VPN supported phone load. (Must upgrade from load
) +

Pre-provision phone with VPN configuration and certificate trustlists

- VPN Setting in VPN Configuration Menu
(Required to be set to establish a VPN Tunnel)

« Auto-Detect works in conjunction with the VPN Setting

- ‘init.tab’ modified to start the main process (‘vpnu’) associated with
the VPN Client (‘vpnu’ subsequently starts child ‘vpnc’ process

- Feedback on the phone Ul indicates VPN tunnel is being
established, has failed to connect or is connected to one of the
provisioned VPN concentrators.

- IPv4 Network Configuration on the phone Ul shows network
iInformation (IP address, subnet mask, and DNS values returned
from the VPN concentrator while establishing the VPN tunnel.



Establishing the VPN Connection

The User can select whether the VPN Client (mode) is enabled or
disabled in a phone menu.

If the User disables the VPN client, the phone makes no attempt to
create a VPN connection and proceeds with the standard startup
seqguence.

If the User enables the VPN client and auto-network detection is
enabled, the IEhone tries to detect the type of network, and attempts
to create a VPN connection if appropriate.

If the User enables the VPN client and auto-network detection is
not enabled, the phone attempts to create a VPN connection.
(Note: This opens up the possibility that a VPN connection can be
established within the secure enterprise network)



VPN Client on the IP Phone

Inside the Enterprise
Upgrade to VPN supported phone load.
Pre-provision phone with VPN configuration and certificate trust lists
‘Alternate TFTP’ setting is configured to UCM or TFTP server IP address

Auto-Network Detect works in conjunction with the VPN setting

Feedback on the phone Ul indicates VPN tunnel is being established, has
failed to connect or is connected to one of the provisioned VPN
concentrators

IPv4 setup on the phone Ul shows network information (IP address,
subnet mask, and DNS values returned from the VPN concentrator while
establishing the VPN tunnel

VPN support over wireless (CP-9971)



VPN Client on the IP Phone

17:34 11/04/09 81135144

iIETrust List
’EGOZ 1X Authentication

!HECIear Username and Password

(4.". uri
EModel Information
v Il status
Select Setting | "

| Auto Network Detection
Disabled
¥ —

—

Select VPN Setting

. >0 - ~ S 3 ~
nabl. L N

| 2 [/ VPN Configuration z 2 VPN Login

iAuto Network Detection : iEConcentrator 3 | [ erName:

' Authentication Mode ' assword:
a Username and Password

.

Select VPN Sétting



VPN Client on the IP Phone

Settings » Network Configuration

il 17 25 11/04/09 81135144 = 17:31 11/04/09 81135144
& ' Network Configuration ke lf;_/:j Network Configuration

-PC Port Configuration v -PC Port Configuration
Auto Negotiate Auto Negotiate

FlPC VLAN & FlPc viaN

Select Network Setting 55

1 Network Statistics

Rx Frames: 00097111
Tx Frames: 00016911

Settings » Status » Network Statistics S i oo
Vpn Rx Packets: 00005604

Vpn Tx Bytes: 00748137
Vpn Tx Packets: 00006134

Elapsed Time: 47:41
¥ oo 11n0ncan




Initial Authentication

Phone contains new ‘VPN’
Application

Three authentication methods
(determined by admin)

User ID and Password

Certificate Only
Certificate and Password

Figure Signin Screenfor User 1D & Password Authentication Mode



Phone Attempts VPN Connection...

Status changes to show a
connection attempt is in

progress
Toast message indicates bt
successful connection @ Al Calis

: & lom Willis
VPN connection attempt
can be cancelled In- @ Kathy Miller
pProcess & Calenda VER Srnosots

g YFN Connection Succssaid

Alert to unsuccessful @ <athy
attempts, manual user re- i
try presented Figure Phone shows the toastindicating VPN connection is successi

Auto-reconnect attempts
can occur (same alerts
and toast messages)



Managing VPN Connections

= VPN can be Enabled
‘On/Off’

= User ID and Password
can be changed or
cleared

Figwe User presses softkey to change credentials



Menu Changes to Support VPN
Feature

VPN Login
Applications — New Menu created for VPN

Ethernet Data
Administrator Settings>Network Setup>Ethernet Setup

Data in fields are overwritten when VPN connection is established

Status Messages
Administrator Settings>Status>Status Messages

Additional Status Messages related to VPN feature operation

VPN Statistics
Administrator Settings>Status>VPN Statistics

Current Connection: Rx/Tx data over VPN tunnel
Past Connections: Last 10. Duration of connection. Reason for Disconnect.
Failed Connections: Last 10. Duration of connection. Failure reason.



Summary

Phone VPN

Secure Connect

Easy to use. Easy to administer

Quiz:
Can | use my IP phone as VPN router?
Are there any exceptions?

How is RTP traffic transported? Is it TLS (TCP)?
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