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Some Layer 2 Limitations

- Local problems have network-wide impact,
troubleshooting is difficult

- Tree topology provides limited bandwidth

- Tree topology introduces sub-optimal paths
- STP convergence is disruptive

- MAC address tables don'’t scale

- Host flooding impacts the whole network

Cisco Public



Cisco FabricPath Goal

. Switching 3 Routing

» Easy Configuration = Multi-pathing (ECMP)
* Plug & Play = Fast Convergence
= Provisioning Flexibility - = Highly Scalable

FabricPath

“FabricPath brings Layer 3 routing benefits to
flexible Layer 2 bridged Ethernet networks”
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New Control Plane
Plug-n-Play L2 I1S-IS Manages Forwarding Topology

 |S-1S assigns addresses to all FabricPath switches
automatically

- Compute shortest, pair-wise paths

« Support equal-cost paths between any FabricPath switch
pairs

FabricPath
Routing Table

S10 L1

S20 L2

S30 L3

S40 L4

S200 L1,L2, L3, L4

S400

L1,L2, L3, L4
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New Data Plane

- The association MAC address/Switch ID is maintained at the
Edge S10 $20 S30 S40

Switch ID space: S300: FabricPath

Routing decisions

Routing Table

S100 L1,L2,L3,L4

are made based on
the FabricPath
routing table

A= B S100=>» S300

FabricPath (FP)

= :
1/1 ———————

MAC adress space: S300: CE MAC

Switching based on Wy : 'z Address Table
DA e Classical Ethernet (CE) = e

B
A

- Traffic is encapsulated across the Fabric
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FabricPath Terminology

@ FP Core Ports _

Spine Switch

Leaf Switch ———>

‘ - Ports_
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FabricPath Encapsulation

Classical Ethernet Frame Bl ZElo BT Payload

16 bytes
A

—

FabricPath [EelCameuE: FP
DA SA Tag DMAC SMAC 802.1Q Etype Payload

Frame | BEeD,

==

12 bits 8 bits ~16

~

2 bits 1 16 bits

10 bi B bits

6 1 1 1 Dits
Endnode ID Endnode ID 8 =
ndnode cl= ndnode . Sub type
< o)
) | ® ) S| Switch 1D || S 0x8903 Ftad Ut
(

- Switch ID — Unique number identifying each FabricPath switch

« Sub-Switch ID — Identifies devices/hosts connected via VPC+

- LID - Local ID, identifies the destination or source interface

- Ftag (Forwarding tag) — Unique number identifying topology and/or distribution tree
- TTL — Decremented at each switch hop to prevent frames looping infinitely
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FabricPath VLANSs

- The Nexus 7000 features M and F I/O Modules

- New FabricPath/CE locally significant VLAN mode:

S100 (config)# vlan 10

S100 (config-vlan) # mode ?
ce Classical Ethernet VLAN mode
fabricpath Fabricpath VLAN mode

S100 (config-vlan) # mode fabricpath
S100 (config-vlan) #

- FabricPath VLANSs can only be enabled on F modules

(

CE
VLAN

- FP Core and CE Edge ports must be on an F module

VLAN Mode

\

FabricPath
VLAN

/

FabricPath
Core Port

Classical |
Ethernet Edge
Port

- FabricPath VLANS are also relevant to the Nexus 5500
- Only traffic in FabricPath VLANs can traverse FabricPath domain
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VLAN Pruning

Automatically Handled by I1S-IS

V10 V20 V10 V20 V10
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VPC+

Virtual Port Channel in FabricPath Environment

- — FabricPath
— — CE

- Allows non FabricPath capable devices to

connect redundantly to the fabric using FabricPath
port channels

- Provides active/active FHRP at the
FabricPath to L3 boundary

« Configuration virtually identical to
standard VPC
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VPC+ Technical Challenges

S10 S20 S30 S40
—= = == == - MAC-to-SID mapping is 1:1

only

- Mac address flapping on S300
A= B S200=> S300

_ -« Single path to A
FabricPath

=

7 00000000000 Pt
|

1/2

S300: CE MAC
Address Table

VAC

B 1/2
A S200

Classical Ethernet
I [ DO [ 0 I |
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VPC+ Virtual Switch

S10 S20 S30 S40

= = =2 ==J - Aconsistently associated to S1

. Multipathing to A

A=>B S1=» S300

FabricPath

—— _gg_ _ ooccesscsne '_i‘g- ——

1/
E S300: CE MAC
Address Table
‘ MAC
B

S1
virtual

Classical Ethernet
[ DO [ 0 I |
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Sub-Switch ID

ldentifies a VPC Off a Virtual Switch

1d/000

EndnodeID | c| =| Endnode ID ?,’) . Sub

FabricPath

S300=» S1.22 C=>B

[ Switch ID J[ Sub Switch ID J
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Loop Mitigation with FabricPath

Time To Live (TTL) and Reverse Path Forwarding (RPF) Check

STP

« The control protocol is the only = TTL in FabricPath header
mechanism preventing loops
« If STP fails =2 infinite loop

* No backup mechanism in the data plane
* Flooding impacts the whole network

= RPF Check for multi-destination traffic

= The data plane is protecting against
loops

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Multicast Trees Determination

Root for Root for
Tree 1l Tree 2 S100 S20

S30

Root sS40
Logical 37 32
Tree 1

S100 S10

Root

Logical
Tree 2

- Switch with highest priority value becomes root for primary tree
Highest system ID, then highest Switch ID value, in case of a tie

- Primary root designates different secondary root(s) ensuring path variety.
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Multicast Tree Pruning

Root for
Tree 1l
S10 S20 S30 S40
2= 25 25 === Switches interested in G1 VLAN 10
—— 0 0

S200

S100

S 5200

?* 00 000O0OCONOCNONONS

27
IGMP B2 . B IGMP
snooping snooping

IGMP report IGMP report

IS-1S Group Membership LSPs contain multicast forwarding
Information
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Multicast Load Balancing

Root for Root for
Tree 1l Tree 2
40

S10 S20 S30 S

(0]
r
-
-

?
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Putting It All Together — Host A to Host B
(1) Broadcast ARP Request

Multidestination
Trees on Switch 10

(2

Ftag 1 p0100,00200,p0300

Root for Root for

DA—FF
Ftag—1

2 po100
SA—100.0.12 DAFF

SMAC—A 4 SA—100.0.12

Multidestination Payload DMAC—FF
Trees on Switch 100 T

D, - paytoad
1 -— —

pol0

Broadcast —

2 p010,p020,p030,p040 F

(5 i

1 p010,p020,p030,p040 Payload

0040 == sMAC_A
DMAC—FF

FabricPath
MAC Table on S100 DMAC—FF

MAC IF/SID SMAC—A

A e1/13 (local) Payload

FabricPath
MAC Table on S200

MAC IF/SID

Don’t learn MACs from
Learn MACs of directly-connected flood frames
devices unconditionally
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Putting It All Together — Host A to Host B
(2) Unicast ARP Reply

Multidestination Tree 1 Tree 2
Trees on Switch 10 S10 S20 — S30 — S40

(10 I

Ftag — 1 p0100,p0200,p0300

DA—MC1

2 po100 DA—MC1

Ftag—1 Ftag—1
SA—300.0.64 SA—300.0.64
. ] ] DMAC—A
Multidestination DMAC—A
Trees on Switch 100 SMAC—B ’ . SMAC—B
IF Payload = = Payload
Ftag — [ pote : Multidestination = 5300

p010,p020,p030,p040 o T Trees on Switch 300

ot .
A €5 e
FabricPath — Unknown — 1 p010,p020,p030,p040 DMAC—A

MAC Table on S100 Payload

= 2 40
e IF/SID SMAC—-B BN Po Y SMAC—B
- Payload

A e1/13 (local) @ DMAC—A FabricPath

MAC Table on S300

e
A— |(MISS i

B e2/29 (local)

MAC A MAC B

B 300.0.64 (remote)

T

If DMAC is known, then

learn remote MAC e
| I, _ . or-c1- B oo
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Putting It All Together — Host A to Host B
(3) Unicast Data

FabricPath Routing
Table on S30

DA—300.0.64 DA—300.0.64

FabricPath Routing Ftag—1 Ftag—1

Table on S100

SA—100.0.12 SA—-100.0.12

DMAC—B DMAC—B

S10 pol0 -
SMAC—A \ ‘ SMAC—A
S20 po20 9 & =
Payload 40 pQ ayloa
S30 po30 Y /
S40 Po40 FabricPath Routing S300
N ) Table on S300
5200 po10, po20, ® o
po30, po40 @
po10, po20

S300 — e po30, po40' Payload

FabricPath DMAC—B SMAC—A

MAC Table on S100 sMAC—A | iR FabricPath i DMAC—B
Payload MAC Table on S300

@ IF/SID

- A S100.0.12 (remote)
B 300.0.64 (remote) I If DMAC is known, then
learn remote MAC
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e2/29 (local)
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TRILL
‘ransparent Interconnection of Lots of Links

- |ETF standard for Layer 2 multipathing
- Driven by multiple vendors, including Cisco
« TRILL is now an IETF proposed standard

- FabricPath capable hardware is also TRILL capable

1 é-r F http://datatracker.ietf.ora/wa/trill/
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FabricPath vs. TRILL Overview

FabricPath TRILL

Frame routing Yes Yes

(ECMP, TTL, RPFC etc...)

vPC+ Yes No

FHRP active/active Yes No

Multiple topologies Yes No

Conversational learning Yes No

Inter-switch links Point-to-point only Point-to-point OR shared

- FabricPath will provide a TRILL mode with a software upgrade
(hardware is already TRILL capable)

« Cisco will push FabricPath specific enhancements to TRILL

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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FabricPath Evolution

- FabricPath in the Core

z_“ : |
FF?atanﬁ‘-fﬁi’h - FabricPath extended
down to the leaves




Tier Consolidation with FabricPath

- FabricPath in the Core

- FabricPath extended
down to the leaves

* There is enough bandwidth and port
density on the core Nexus 7000s for

aggregating the whole network.
There is no need for a distribution
layer for POD isolation




FabricPath Flexibility

The Network Can Evolve With No Disruption

- Need more edge ports? — Add more leaf switches

- Need more bandwidth? — Add more links and spines

E= E= (S

i
FabricPath

e P e N e e R e SRR e R =

Ed b b £d B BY Bd Bd B
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. before
- 2 sites — DC1, DC2

distance ~50km
active / backup
only L3 connection (STP issues in the past)

- each site:

collapsed core architecture

core/aggregation layer - Cisco Catalyst 6500 with service modules
L3 routing between FWSM contexts, sites, to/from ext. networks

access layer — Cisco Catalyst 3020 (Blade) / 4948 / 6500

service modules
virtualized FWSM (front, mid, backend) — def GW for servers
virtualized ACE module (front, mid, backend) — SLB
NAM module — monitoring, troubleshooting
IDSM — security monitoring

frontend FW — Cisco ASA 5580

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



... before — physical topology

Front End Firewalls \1 g Front End Firewalls
ASAREE0 — ) ASASE80

B

[ e |
| ] o
CorefAggregatian |_S E : Core/Aggregation
with services {E =1 with services
Catalyst BA0OO — Y (S ! Catalyst B50O

(FYSh IDEM MAM ACEM) (FYWSh | DS NAM ACER)

P distance ~&0km

e
% L

L3

L2

routed connections

Blade switches Access switches  Access switches Access switches Access switches Blade switches
CBS3020 Catalyst 4343 Catalyst 5500 Catalyst 5500 Catalyst 4343 ZB53020
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... before — logical topology

— -

Site 1 / MPLS S Site 2

ASASSE0 ASA55E0

P

e — — — —_—

Mexus 7010

vif DC2

Mexus 7010 Mexus 7010 —[

ACEM ACEM
contexts contexts

Server
clusters

DC1
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New requirements

- Support for new L2 clusters spread out over 2 sites

Company decision to migrate from Active/Backup to Active/Active DCs
architecture

Reliable L2 connection between sites required

New network architecture must fully support:
Existing applications running at Active/Backup DCs architecture
New applications implementation into new Active/Active DCs architecture
Seamless migration from old to new DCs architecture

Scalability, reliability and performance improvement
Due to DCs consolidation new network architecture must support future growth

Multi-tenancy support — end-to-end virtualization

Limited budget

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Proposed solution

- Maximum reuse of existing HW

- Maintain existing collapsed core architecture within each sites
Core/Aggregation layer — Nexus 7010 (F1 + M1 mixed chassis)
Service layer - existing Catalyst 6500 reuse
new 10G line cards, only fabric enabled modules
Access layer
Nexus 5548P + Nexus 2248TF extenders
Existing Catalyst 4948, 6500 switches, Blade switches

- Leveraging existing VLANS, IP addressing scheme

- FabricPath in the core/aggregation and for DCI
vPC+ for access, service layer, FWSs, ... connectivity

No FabricPath in Access switches Nexus 5500 (possible with today NX-OS
releases)

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Proposed solution

- Introduction of new logical DC3 for supporting new Active/Active
architecture
Same physical Core/Aggregation, Services and Access switches
Same logical topology for DC3 as in DC1 and DC2
Failover pairs of services devices (FWs, SLBs) spread out over 2 sites
VRF based virtualization (no VDCs) at L3, Fabric Path at L2
PBR (Policy-based routing) for Inter-VRF routing

- Nexus 1000V + VSG within VMware environment for end-to-end
virtualization support (separate project)

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



... after — physical topology

—
Site 1 . & Site 2
( MPLS
Front End Firewalls \l / Front End Firewalls
ASAS5E0 A —~ ASAS580

e e e R e e e e e e e e

/

| & ok
| G 8
Services '\.f 1 \ » i } Services
Catalyst 6500 D B L R T T 1 T e e e e R e e T = Catalyst 6500
(ASA-SM FWSM, (ASA-SM FWSM,
IDSM NAM ACEM) IDSM NAM ACEM)

Core/Aggregation switches
Nexus 7010
{F1 + M1 mixed chassis)

1
CBS3020 Catalyst 6500 = _g =% _5 Catalyst 6500 CBs3020

Blade switches Access switches Access switches BElade switches
Access switches Access switches Access switches Access switches
Catalyst 4943 Nexus 5548P Nexus 5545P Catalyst 4948
Nexus 2248TF MNexus 2248TF

Cisco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



... after — logical topology

/"'_‘/dx

)
site 1 7~ MPLS D Site 2
N
ASAS580 ASASSES l ASAS580
—— e aese A——
; : - LY
| B R | O \ )

Mexus 7010

vrf DC2

FYWSh
contexts

_———

contexts |
|
|
|

N

clusters clusters

clusters
M= ot e e R ) g 4

DC1 DC3 DC2
IR L D O I
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L essons learned

- FabricPath

Multicast/Broadcast/Unknown unicast
Root for Multidestination Tree requires all VLANs
Initially we don’t have DC1 VLANs on DC2 and vice versa
Multiple topology feature in 6.2.x will provide solution
STP interaction
FabricPath switches must be STP root
same lowest priority on all FabricPath L2 GW
STP Root-Guard like functionality on CE ports within FabricPath
optional TCN propagation through FabricPath (not used in our case)
Multicast — enable fabricpath multicast load-balance (best practice)

Root for Multidestination Tree #1 on vPC+ Primary switch,
Root for Multidestination Tree #2 on secondary (best practice)

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



| essons learned

vPC+ default behavior and enhancements
New virtual switch within FabricPath topology (effective load/balancing)

Different loop/avoidance mechanism than vPC (no more VSL check)
vPC+ peer-links are FabricPath core ports -> TTL check

No vPC and vPC+ in the same system/VDC

All VLANSs in FabricPath mode

Active/Active HSRP
HSRP Active on vPC+ Primary switch (best practice)

Peer/link failure (dual-active exclude vian <VLAN list >)
vPC+ orphan-port suspend

Active/Standby failover in case of peer-link failure
Raise the FabricPath I1S-IS metric for vPC+ peer-link

- Pre-migration in-depth lab testing !

- NRFU (Network Ready for Use) testing
- . . _ N I

Cisco Public

sco Expo © 2012 Cisco and/or its affiliates. All rights reserved.



Otazky a odpovedi

- Twitter www.twitter.com/CiscoCZ

« Talk2Cisco www.talk2cisco.cz/dotazy
- SMS 721 994 600

- Zveme Vas na Ptali jste se... v sale LEO
1.den 17:45 - 18:30
2.den 16:30 — 17:00

Cisco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://www.twitter.com/CiscoCZ
http://www.talk2cisco.cz/dotazy

Otazky a odpovedi

- Twitter www.twitter.com/CiscoCZ

« Talk2Cisco www.talk2cisco.cz/dotazy
- SMS 721 994 600

- Zveme Vas na Ptali jste se... v sale LEO
1.den 17:45 - 18:30
2.den 16:30 — 17:00

Cisco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://www.twitter.com/CiscoCZ
http://www.talk2cisco.cz/dotazy

T-DC1

Prosime, ohodnot’te
tuto prednasku.

Cisco Expo © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public 67






