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Business Adoption of Wireless Expands

Third Wave Enterprise-wide Wireless and Mobility Deliver

Benefits for Everyday Workers via Business e
Process Improvement, Sustained Competitive .
Advantage, and Revenue Growth

Opportunistic Wireless Deployment Augment
Employee Productivity

Siloed Vertical Applications Deliver
Departmental Benefit




The Business Case for Wireless

Revenue
Generation

Enhanced customer
experience

Improved supply chain
management

Customer self-service

Partner, customer and
employee loyalty

Cost
Reduction

Decrease asset location
and replacement

Decrease moves/
adds/changes

Mitigate cost of non-
regulatory compliance

Lower communications
expense

Productivity
S

» Accelerated decision
making

Rich collaboration for
internal and external
meetings

Real-time access to
critical information
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Evolution of Wireless Security

Challenges

2001. WEP Is Easily Cracked by
Researchers at Berkeley. Majority

Late 90s. WLAN : 2004. Ratification of IEEE
Technologies Were of Businesses and Consumers 802.11i for Robust WLAN
, : Leave Security Default “Off”; War :
Proprietary and Provided o Security. WPA and WPA2
Minimal S it Driving Expands. Rogue APs E din Pooularit
inimal security Emerge as Viable Business Threat Xpand in Fopularity

Features. Security
Threat Was Low

_ _ 2007. Unified
2001. Cisco Delivers Wired and Wireless
the LEAP Protocol for Security with
2000. 802.11b Standard Mutual Authentication Integrated Wireless
Ratification Included and Improves upon IPS. Management
WEP for Basic Link WEP Using CKIP. Frame Protection

Encryption Although Many Rely on VPNs
Lacked Method for
Authentication




Why Are Wireless LANs Prone to Attack?

Wired Security

= “Open air” Physical Security
No physical barriers \ g T
to intrusion .2 Y- -
Silent attacks L
Enterprise
= Standard 802.11 protocol e Network

Well-documented and understood

Most common attacks against
WLAN networks are targeted at
management frames

= Unlicensed

Easy access to inexpensive
technology
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Wireless Access Outside of
Physical/Wired BoundarieS e




Wi-FiI Security Myths

: « Asingle rogue access point creates enormous risk

No Wi-Fi = : « Traditional security measures (firewall, wired IDS/IPS,
Good Security ¢ :  VPNs, NAC, etc.) don’'t address

: « Perpetrated unknowingly often by your own employees
rong! :

: « Would you turn on your firewall only periodically?

A Hsndhel? V\S/a:!F-AI’OtJnd ________ i« Not practical for branch or remote offices with no local
urvey IS surmicien : T personnel

(i.e. AirMagnet)

;+ Laborious and expensive
rong! E

: « Only protects authorized clients and infrastructure

LSl i« No impact on unauthorized infrastructure (i.e. rogue
VPN, so My Network Is : P €. rog

-------- :  APs) or unauthorized connections (i.e. ad hoc networks):
Secure : E



Radio Frequency Based Threats

Rogue Access Points Ad-hoc Wireless Networks

ey 4 Hacker

y=——4

000000 |
7

Employees Unknowingly Create
Opening to Enterprise Network

Denial of

\-- e Service

Malicious Hackers Disrupt Critical
Business Services




Overview of Key WLAN Security
Vulnerabilities and Threats

= RF Denial of Service
(DoS) attacks

= SSID broadcasting

= Authentication attacks
Address spoofing
Man-in-the-middle

RF-Jamming/DoS Attack

o 4

Address Spoofing Attack

Authorized
Client

Sniff Client MAC Access
and IP Address Point

Inject Packets into the
WLAN Network Using
Client's MAC/IP Address

.
e

Station

Man-in-the-Middle Attack

“““ --%

.""Access Point/ EAP
. Controller  Server

MIiTM Attacker




WLAN Security Vulnerabilities and
Threats Summary

= Wireless LAN’s have become easy targets for both
“traditional” network exploits, as well as criminal
elements

= Passive SSID probe sniffing and WEP key attacks are
just the first stage in WLAN exploits

= More sophisticated WLAN exploits are likely to employ
management frames, as most management packets
are not encrypted

= |[f an attacker can gain access to a WLAN, it is
possible to launch a variety of higher-layer exploits
over this media
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The Business Agenda

= Business and security compliance is top-of-mind
for executives

= Protecting sensitive business and customer data is
the key focus of regulatory compliance requirements

Sarbanes-

Oxley

For Patient Information, Firms Must:

e Maintain administrative, technical and physical safeguards to ensure
HIPAA integrity and confidentiality

» Protect against threats or hazards; unauthorized uses or disclosures




Business Impact of Lack of Compliance

= Direct financial ramifications Case Study

FTC fines
_ « Company:
Compensation payout to customers Large retailer
Cost of external security audits e Issue: Data breach
Lost customer confidence due to poor wireless
security
= Research shows substantial indirect . ramifications:
costs associated with brand damage 20 years of third-party
security audits mandated
by FTC

= “The fall in share price attributed to a o . .
L ] _ ompromise of 1.4 million
security incident is estimated at 2.7% credit cards and 96,000
. : 0 checking accounts
over one day, increasing to 4.7% over Company losses related to

three dayS”* security breach ranged
from $6.5m to $9.5m

*Source: “The Financial Impact of IT Security Breaches: What Do
Investors Think?” Information Systems Security, 2003



The PCI Data Security Standard

= Published January 2005, ver.
1.1 released Sept 7, 2006

= Impacts all who
Process
Transmit
Store: cardholder data

= Developed by MasterCard
and Visa, endorsed by
other brands

= Global reach (AIS* regulation
outside of US)

*Account Information Security
http://www.cisco.com/go/compliance



http://www.cisco.com/go/compliance

Mapping Wireless Security to PCI

Wireless Security Tools for PCI Compliance

Build and Maintain a
Secure Network

Change default settings
Best Practice: No default SSIDs, disable broadcast
No default login passwords for wireless management

Protect Cardholder Data

Encrypt wireless data in transit
Best Practice: WPA or WPA2 (uses TKIP and AES)
VPNs for remote access, host intrusion prevention

Maintain a Vulnerability
Management Program

Deploy wireless Network Admission Control for client posture
Use CSA for host based intrusion detection
Integrate wired and wireless IPS/IDS

Implement Strong Access
Control Measures

Authenticate wireless users and devices—802.1X
Deploy wireless NAC for client posture assessment
Best Practice: NAC with 802.1X for Single Sign On

Regularly Monitor and
Test Networks

Deploy monitoring to secure and control the wireless domain
Best Practice: Integrated 24/7 RF monitoring

Maintain an Information
Security Policy

Ensure wireless LANs are included in security policy
Enforce consistent information security policy using NAC



e
Recommended Architectures for PCI

= Cisco worked with PCI auditors to develop
architectures that address the requirements
of PCI compliance

= Lab tested and audited architectures maximize
Integration with various technology partners

= Reduce the complexity of designing a secure network

= Mapping of Cisco products directly to PCI requirements

http://www.cisco.com/go/compliance
S
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Summary

= Businesses are impacted by non-compliance, as evidenced by
fines, lawsuits, and breaches

= The wireless network plays a critical role in addressing PCI
compliance

= The Cisco Secure Wireless Solution delivers integrated security,
including RF monitoring, for robust protection of credit card data

= Cisco delivers a framework for addressing PCI compliance—
companies still must certify their compliance through a third party
compliance review
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Evolution of Security Requirements

Reactive

Stand-Alone

Product Level

Needed Now

Automated,
Proactive,

Integrated
Multiple Layers

Advanced Design/
Deployment Services

End-to-End
Architecture




Service-Oriented Network Architecture (SONA)
Composite Services: Guest Access

Business — Collaboration
Applications B d%w  Applications

Application
Layer

Middleware ar ' 7 1S
Composite Service

Application Deliv “n-Oriented Networking

Security Services »‘ S Unified Sommunication
Mobility Services * Location Compute Services

Service :
SIdentlty * |dentity Services

Services o
Network Intiavu wewn e Virtualization

Interactive
Services
Layer

Storage Services

n
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Network Systems

Data Center Branch




Benefits of a Systems Approach

Complex environment = Simplified environment

Gaps and inconsistency Tighter integration = tighter
Lower visibility security

More difficult to manage Greater visibility
Higher TCO Easier to deploy and manage

Lower TCO



Protecting Assets and Limiting Exposure

Cisco Self Defending Network

= The Self Defending Network Secure Wireless Solution
protects businesses from IT
related security threats

= Cisco delivers SDN through a
series of architectures

= The Cisco Secure Wireless
Solution delivers
Integrity
Confidentiality
Availability

Control Policy for
Users, Devices and
Networks



Cisco Secure Wireless Solution

An Architecture that Builds on the Inherent Security of the Cisco Unified
Wireless Network to Combine Best of Breed Security Services for Unparalleled

Control of Business Resources to Meet Compliance Needs

What's New?

Key Features

An end-to-end architecture
Integration of wireless and security
Industry-leading security services

Unified wired and wireless IPS/IDS

Client validation, posture assessment and remediation
Wireless single sign on and 802.1X integration
Integrated firewall for secure guest access

Host intrusion prevention

Rogue detection via automatic RF monitoring



Secure Wireless Solution Architecture

Guest Access

Anchor Controller

Represents WWW
Internet Destination
ASA 5500
Multi-Context for

s—w# Guest Users

E_@LI

AIP-SSM == k=d 8

4400 Series WLAN (IPS Module) CS-MARS
Controllers .
Wired User
AP 1200/ ﬂ E’_I!_ ’ l! NAC Appliance Server
LWAPP B2l -_I- %co YESES) (Out-of-Band and In-
In-Band L-3
NAC Appliance Configuration

Agent for Employee
Emulation/Disabled
for Guest Emulation

 { Cisco Security Agent
=l

~ E=4
[

Cisco Secure Access Control Server (RADIUS)

Clean Access Manager
DHCP Server



Unified Intrusion Prevention

Mitigate Network Misuse, Hacking and

Malware from WLAN Clients

= |Inspects traffic flow for harmful &

applications and blocks LD - - -~~~
wireless client connections A e

= Eliminates risk of
contamination from
wireless clients

= Zero-day response to viruses,
malware and suspect

signatures
= Products:
Cisco IPS Software (AIP-SSM w/ Application
ASA 5500) Inspection/Control

Wireless LAN Controller

Enterprise

Intranet

Cisco ASA
5500 Series
w/ IPS



Client Validation and Posture Assessment ’

Authenticate and Authorize
Identify Who Is on the Network and Enforce

Granular Policies to Prevent Exposure to
Viruses and “Malware”

= Ensures wireless client is ‘up-
to-date’ with latest security
policies

Scan and Evaluate

= Quarantines and fixes any
wireless client that is non-

compliant Quarantine and Enforce
= Enforces differentiated policies Isolate non-compliant devices

and network services based from rest of network

on user role

= Products: Update and Remediate

NAC Appliance
WLAN Controller




Wireless Single Sign on and 802.1X

Streamline User Experience, Consolidate

Accounting, and Improve Password
Management

= Integrated user authentication T

and posture assessment e

Hepuoik |‘3tat|.n |Du|u Seou

= Protects the network from 5 g anrva Corencind sarican
. . . . L Correchad sulberlicabad (Ramual (& | Wha
malicious code while being —
noninvasive to the user

Clean Access Agent

= Products:
NAC Appliance T o
Cisco Secure ACS

Cisco Secure Services Client




Wireless NAC Leadership e

At

Only Cisco Has an Integrated Wireless NAC g
Solution; All Others Need to Partner to Provide — *%awnsecuiy
the Same Functionality

Enterprise-Ready

Over 1,500
customers using
Cisco NAC

Highly scalable

Fast deployment:
fewer than two
days for most

Leverages existing
investment in
infrastructure and
security applications

Does not require Cisco
infrastructure




Secure Wireless Guest Access ’

Offer Secure, Controlled Access to Network

Services for Non Employees and
Contractors

Guest

= Zero touch wireless guest Controller

services with integrated
stateful firewall for application
level control of wireless traffic

= Control or block prohibited ' — =
traffic patterns at a single point =unm e s BEEET .
(e.g. P2P, IM, FTP) ASA 5500

= Products:
ASA 5500 Firewall
WLAN Controller
NAC Appliance (Optional)

Internet
N .




Host Intrusion Prevention

Standardize on Wireless Client Connection
Policies While Protecting Them from
Suspect Content and Potential Hackers

= Enforcement of client
connection policies:

Ad-hoc, SSIDs, VPNSs at hotspots

= Restrict wireless access
when the device is connected
to wired

= Prevents wireless client from
exploitation as a bridge into
the wired network

= Wireless bandwidth
optimization (QoS-WMM)
= Products:
CSAV.5.2

* Ad-Hoc connection =
attempt
®,

* Traffic sniffing ; 4

e _
OO

Wy

o
v'Wireless Ad-Hoc restricted
v'SSID allowed
v'VPN enforced

v'"Malware disabled and contained

v'Wireless NIC disabled
v'"Malware disabled and contained



Rogue Detection and Containment

Ad-hoc Client Rogue AP and
Associations Client

Protect Network and Information Integrity

from Compromise by RF Attacks

= Integrated 24/7 RF monitoring
to identify, locate and contain
unauthorized wireless activity

= Interfaces into WCS for
a single network
management view

= Proactive threat defense to
ensure regulatory compliance

= Products:
WLAN Controller + WCS




Rogue Detection Leadership

Cisco

Overlay

Vs.
Stand Alone IDS Application Single WLAN Security Platform

Monitors Policy Monitors and Enforces Policy

Requires Overlay Sensors, Cabling

Integrated Directly into WLAN Infrastructure

and Servers

No Location Capability Integrated Location Tracking
1R ellezLNABLETo] ()=l Re iz R LT [oRo @l R @)= VA All AP’s Within the WLAN Perform IDS/IPS
Sensor for Every 5-10 APs Functionality

Single NMS Interface for Entire WLAN
Configuration, Monitoring and Enforcement

Separate NMS—No Policy Synchronization

No Support for Custom Signatures Custom Signatures Supported

Additional CAPEX Standard Feature



Simple, Secure Client Connectivity .\

Deploying and Managing a Common
Security Profile Across an Increasingly
Diverse Array of Wireless Clients

= A single 802.1X authentication
supplicant for wired and

: : Ci Unified End-to-End End-to-End
wireless devices wescolited
Simplified management =
Improved securit ssc g ”‘ =
P 4 | = S e A =
Lower total cost of ownership
(TCO)
= Encryption of management
frames
= Products: v' Management Frame
Cisco Secure Services Client e ] Protection
. CISCO.
Cisco Secure ACS v' Fast Secure Roaming

Cisco Compatible Extensions v LEAP and EAP-FAST



Wireless Security Management

Supporting and Maintaining a Diverse Range
of Security Products, Correlating Events and
Delivering Concise Reporting

= WCS offers central, one-touch
configuration and
management of wireless
security profiles

= Security alerts are located and
viewed graphically

= CS-MARS allows quick
response with incident capture
and event correlation for
security alarms

= Products:
CS-MARS
WCS

Attack Diagram
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Case Study: Major Financial Institution

= Challenge
Lack of visibility into events and vulnerabilities associated with the RF environment
Distinct need for rogue access points and device detection
Need secure, scalable wireless system that meets business compliance
requirements

= Solution
Cisco Unified Wireless Network with integrated wireless IDS
The Cisco 2710 Wireless Location Appliance

= Business Results

Increased productivity—rogue access point detection has eliminated the need for
IT staff to manually walk through the building scanning for rogues

Lower operational cost due to single management interface for wireless and
security management (no need for an overlay system)




Case Study: University of Portland

THE [UNIVERSITY OF PORTLAND

OREGOMN'S CATHOLIC UNIVERSITY

= Challenge
Fear of network disruption due to viruses or “malware” from students and visitors
Difficult to upgrade security policies due to lack of centralized management

= Solution
Cisco Unified Wireless Network with integrated Security and Guest Services
Cisco Network Admission Control solution

= Business Results

,dAbiI_ity to offer guest services with confidence that security policies will be maintained on all
evices

Faster response times to new security vulnerabilities or wireless upgrades through
centralized management




Secure Wireless Solution Summary

= The Secure Wireless Solution builds on the robust
security of the Unified Wireless Network

The solution is designed to be modular and flexible
Not all or nothing

= The Cisco Unified Wireless Network is equipped with
Industry leading security standards “out of the box”

WPA and WPA2
802.1X support

= Broadest level of integrated security features
Unified wired and wireless IPS/IDS
Management Frame Protection
Wireless posture assessment and role based access
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Wireless Security Phases
Benchmark Preparedness

Phase 1: Critical
WLAN Security Fundamentals

Phase 2:
Traffic and Information Integrity

Phase 3. Recommended
Endpoint Control and Protection

Phase 4: Best Practice
Network Visibility and Policy



Critical: WLAN Security Fundamentals

Deployment of Baseline Security for a Safe
Wireless LAN

= Strong user authentication
(802.1X, EAP/EAP-Fast, ACS for AAA)

= Strong transport encryption
(802.11i, AES, TKIP, MFP, WPA/WPA-2)

= Protect network broadcasts
(Disable SSID broadcast)

= Detect and prevent rogue APs, clients, ad-hoc
networks, DoS, etc.

(Audits, RF scanning, wireless IPS)

= Strong passwords if using LEAP
(Pre-configured clients and tokens)



: Traffic and Access Control

Tight Control of WLAN Traffic, Including
Information Integrity and Network Access

= Device posture assessment
(NAC for client/clientless connections)

= Dynamic, role-based network access and managed
connectivity

(NAC, CSSC, VLANS)

= WLAN threat mitigation
(Unified wired and wireless IPS)

= Perimeter Control
(ASA—L2-7 firewall, stateful inspection, app inspection)



Recommended: Endpoint Protection
Endpoint Inspection, Hardening, and Control
= Endpoint connection policy/status

(WLAN Controller, NAC, MFP)

= Endpoint malware mitigation
(CSA)

= Threat alert distribution
(CSA + IPS + MARS)



Best Practice: Network Visibility

Network-Wide Visibility for Event Reporting
and Correlation

= Comprehensive WLAN security management, rogue
location prediction, client troubleshooting

(Wireless Control System)

= Security event analysis and correlation
(CS-MARS)

= Spectrum analysis

(Cognio for 2.4GHz and 5GHz spectrum analysis—delineates
Wi-Fi, Bluetooth, microwaves, etc.)



Wireless Security Policy Concepts

1. Objective:

Clearly define policy goals, and what it is expected to achieve or prevent
2. Ownership and authority:

Identify policy owners and specify intervention authority and contingencies

3. Scope:

Users, groups, guests, contractors, visitors, and devices that must comply

4. Risk assessment:
Potential threats, affected assets, and potential business impact

5.  Security practices:

Authentication, access control, authorization, confidentiality, integrity, availability, ad-hoc devices,
firewall, traffic inspection

6. Acceptable usage:

Client distribution, clientless access, device posture assessment, acceptable behavior, network
segmentation and assignment

7. Deployment:

Trial WLAN and production implementation, testing and verification, policy refinement, training
administrators, educating end-users

8.  Auditing and enforcement:

Monitoring, identification, investigation, and permanent resolution of events, consequences of non-
compliance, internal and/or third-party auditing, identification of regulatory compliance requirements



15 Minute Break




Contents

= 1 Wireless Overview: Drivers and Security Risks
= 2 Secure Wireless for Regulatory Compliance
= 3 Cisco Secure Wireless Solution

= 4 Wireless Security Planning: Benchmark Analysis

= 5 Architectures and Design Principles




WLAN Security

Fundamentals

Wi-Fi Protected Access

IEEE 802.1X—authentication
IEEE 802.11i—Ilink encryption
Management Frame Protection
Cisco Compatible Extensions
Fast Secure Roaming




(Fi) Protected Access

All Wireless Traffic Must Be Authenticated and Encrypted
Between the Client and the Access Point to Ensure
Information Integrity

What are WPA and WPA2?

= Authentication and Encryption
standards for Wi-Fi clients and APs

= 802.1X authentication

= WPA uses TKIP encryption \‘ Silver
= WPA2 uses AES block cipher “
encryption WPA
_ « EAP
Which should | use? « TKIP
= Gold, for supporting NIC/OS’es | ead
= Silver, if you have legacy clients _
= Lead, if you absolutely have no other - Dynamic WEP
choice (i.e. ASDs) « EAP/LEAP

* VLANs + ACLs




802.1X Authentication Overview

= |EEE 802.11 Task group i recommendation for Client
WLAN authentication y—
= Supported by Cisco since December 2000 Extensible
Authentication

Extensible and interoperable—supports:
Different EAP authentication methods or types

New encryption algorithms, including AES as a Wj AP
replacement for RC4 c:::c:

Protocol (EAP)

Key benefits

Mutual authentication between client and authentication RADIUS
(RADIUS) server- Mitigation for unauthorized clients/

rogue AP —

Encryption keys derived after authentication — No =] Ré'?\'/grs
requirement to manually manage keys

Centralized policy control — Automated encryption policy/

user access to authorized resources User
Database



Overview of 802.1X/EAP

EAP
802.1X RADIUS
Supplicant ( _ Authentication
upplican _ / Authenticator Server
Encryption E
P e ;?D
WLAN Client Access Poi Wireless LAN AAA Server

Controller
Enterprise Network

= Enterprise WLAN Security relies upon 802.1X authentication

= 802.1X is port based security
The association process establishes a virtual port
Encryption protects that virtual port



How Does Extensible Authentication
Protocol (EAP) Authenticate Clients?

WLAN Client WLAN RADIUS Server User
Controller/AP Database

Client Associates o T I
E)QOQO.Q ’

Corporate Network

] Data from Client
Cannot Send Data Until... - X Blocked by Controller/AP
EAP
L A
...EAP Authentication " 802.1x Radivs
Complete
Client Sends Data Data from client / Passed by Controller/AP

>



EAP Authentication

@ rrrEraaEEEEEE R 802.1X s=essssssnsnnnnnunnnny > @ anan RADIUS =srsrsrsrnennnnnnnny >
g e e &
— ey | 000000

D A EAP_|dentity_Request ............. ! !

"""""" EAP-Identity-Response =:======-» * “....ee. Forward Identity to ACS Server ===»

P EAP-RequeSt EAP Type ___________ @rrrnnnans EAP_Request EAP Type ...........

.......... EAP_Response EAP Type FTTTIEE T EAP_Response EAP Type T

S RLELEY Authentication Conversation is Between Client and Authentication Server :»=--- >

T EAP Success ss=ssssssssnnnnnn ! !4. ................ EAP-SUCCESS == ssssssnnnnns >
iy




EAP Protocols: Feature Support

EAP-
EAP-TLS PEAP LEAP EAST
Yes Yes Yes Yes

WPA Support

Client Certificates Yes No No No
Server Certificates Yes Yes No No
éﬁgg(;a;:lon Specific Device (ASD) NoO N Yes Yes
Fast Secure Roaming (CCKM) No No Yes Yes
Local Authentication No No Yes Yes
Deployment Complexity High Medium Low Low
RADIUS Server Scalability Impact High High Low MI(:)(()ZI\iAL,J/m
Off-Line Dictionary Attacks No No Yes! No

1Strong Password Policy Recommended. Please Refer to:
http://www.cisco.com/en/US/products/hw/wireless/ps430/prod bulletin09186a00801cc901.html



http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_bulletin09186a00801cc901.html

802.111/WPA Authentication
and Key Management Overview

- =
" 8

Access Point M

/Controller
P Capabilites .. >
Discovery
( -------------------------- 8021X Authentlcatlon ....................
s SELLELEL Key Management =+==-- > <€ Key Distribution




I,
Introducing:

Cisco Secure Services Client

Cisco Secure Services Client

= Cisco Solution Support:
Network Admission Control
Cisco Secure ACS

|ldentity Based Network
Security for Catalyst
switches

Cisco Unified Wireless
Network




CSSC Configuration

= Network Profile

Mame: |Enterprise Metwork, |

Available ta all ugers [public prafile)

[ | P rOfI I e re Strl Ctl O n [] Automatically establish Machine connection

Automnatically establish User connection

Before user account [supports smartcard/password only)
. Au t h e nti Cati 0 n Metwark Canfiguration Summary:
Authentication: |FAST; |
C O nfi rati O n Credentials: | Fequest when nesded and remember foresver. |
g u odify...

Access Devices

= Access devices—WLAN e
SSID, Ethernet interface

= Configurable for o e ] ree
auto/manual establish oo ]

= Machine/user Flexible Credential Selection and
PR Logon Integration Allows the CSSC
authentication Solution to Work for Many, Varied
Customer Use Scenarios



I,
CSSC Deployment Mechanism

= Administrator tool to

create profiles o)
iv Start Deployment
v Create Policy Cliert Type
- Station PO|\C}I’ ) Configurable Chent
11 - 1) Ntiaik PO\IC}/ (%) Preset Client
= “Policy” deployment -
O I C e O e n WiFi PO'IC}" General Settings
X X X Allow uzers to create public profiles [required to allow machine connections]
. Authentication PO“CY Femove Activation menu option
restricts user control of oo -
) Tiusted Server Walidation
Create Network Profile Bllows users to choose server validation for each Metwork
Save Paokage (&) Always validate servers

C S S C Deployment Corplete Allow user to add new servers
Do rot allow the user to add new servers

() Mever validate servers

S e rve r Val i d ati O n WPAAWPAZ Handshake Validation Simultanecus Connection S ettings
(%) Always Enabled () Allow Only One Connection at a Time
() Always Disabled (3) Allaw Multiple Simultaneous Connections
Allows uzers to choose Allow uzers to choose Connection settings

EAP type
WLAN encryption

= Server trust requirement
Per PAC authority

Per RADIUS server
certificate



CSSC “No Wireless when Wired” Feature

= Enables wireless interface to

be d|sab|ed When a ered Advanced Settings f x|
connection is present _Security Setings
WwPa APA? Handzhake Yalidation:
= Note that this feature requires & Ensbled
that both 802.11 and Ethernet £ Disabled

connection are included under Aﬁ'rct T

network profiles ; W
= Port control is activated for ol i Betions

a single 802.1X session

Help Ok. | Cancel

= Prevents unwanted wireless
bridging to wired network




Demo—Disabling Wireless when Wired

Cisco Secure Services Client

Client  Administration Help

Create Metworks | Manage

Metworls

(=3

Connect Wired

I etwark,

Vs S
’;_ F;,.-'i‘-.klta_N.-'l‘-.E

.
i FF',EISCD Corporate

= i

P
b

Statuz

Dizconnected

Dizconnected

[rata Security

Wired

Cannected: ﬁutheM

Ethernet
Siinection Established

| eapfast Metwaork
I Intel 8285x-bazed Integrated Fa... Connected: Authenticated [AutoConnect] [ | 'wired
il \ )
. \ \ -
N\ Y
\ \ | Details...

[ Connect ][ I:I;Mt ][ Remove ] Statusz... \

TN

~ Wireless Disabled

\\

Initially Connected Using Wireless Adapter




Cisco Compatible Extensions
The Standard for Client Advancement

Over 90% of Client Devices Cisco Compatible : :
Client Devices

Features

= Assured compatibility with 400+ devices

stfuan ]
CISCO.

= Standards-based

= Enhanced security, mobility, and
performance

= Supports Mobility Services i.e..
Location, voice

’ntermec
ex pectMORE"
lenovo.
TOSHIBA )
RS FUJITSU

http://www.cisco.com/qgo/cicsocomipatible/wireless



http://www.cisco.com/go/cicsocomipatible/wireless
http://www1.us.dell.com/content/products/productdetails.aspx/inspn_8500?c=us&cs=555&l=en&s=biz
http://www.sony.com/VAIOBX
http://www.dell.com/

Cisco Client Extensions (CCX) Roadmap

Future: Management

and Security Protection, Client and Roaming

""""""""""""""""""""""""" Management Frame
Reporting and Diagnostics

Call Admission Control, UPSD,

v4: Voice over WLAN Voice Metrics, MBSSIDs,
Link Tests, NAC

v3: Performance
and Security

AP Assisted Roam, CCKM

v2: Scalin
9 Radio Measurements,

Transmit Power Control

v1: Secure Connectivity —

al]n 2000 2001 2002 2003 2004 2005 2006 2007
cisco.
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Fast Secure Roaming—W.ireless Voice

= Fast secure roaming Is required:
For latency sensitive applications (e.g. voice)

To avoid application disruption due to lengthy (re)
authentication times as a client roams between access points

= Cisco implements fast secure roaming via key caching:
Handled by the controller for the Unified Wireless Network

= Requires WPAZ2 client authentication
Implemented with Microsoft WPAZ2 client
Other WPAZ2 clients also support PMK caching

= Cisco delivers CCKM (802.11r) for fast secure roaming



Fast Secure Roaming for Secure Voice
Proactive Key Caching (PKC)

= Extension of Pairwise Master
Key caching p.

PMK Derived PMK Proactively
Cached on New
% Controller

= Leverages client use of

Master Key caching Authentication

= Permits knowledge of Master
Key before client roam to AP
on new controller

PMK Used In
4W Handshake

= Controller mobility group
automatically exchanges
the key

PMK Used in
— 4W Handshake

Client Roam




Management Frame Protection

Problem Solution

» Wireless management frames are not » Insert a signature (Message Integrity
authenticated, encrypted, or signed Code/MIC) into the management frames

= A common vector for exploits » Clients and APs use MIC to validate
authenticity of management frame

= APs can instantly identify rogue/exploited
management frames

MFP Protected




Benefits of MFP

= Protection: For rogue AP, man-in-the-middle exploits,
other management frame attacks

= Prevention: Will be supported in clients capable of
decrypting the signature

= Increases the fidelity of rogue AP and WLAN IDS
signature detection

= Cisco security leadership and innovation
* Proposed standard—IEEE 802.11w



WLAN Security Fundamentals Summary

= WLAN Security encompasses both authentication and encryption;
both components are encompassed with standards bodies and
Industry consortiums

= There are a number of EAP types available; be ascertain that the
chosen EAP authentication type employed is compatible with
authentication database and client devices

= WPA provides both dynamic, per-packet keying in addition to key
authentication/message integrity

= Cisco Secure Services Client and Cisco Compatible Extensions
Improve client security and management

= Management Frame Protection encrypts the management frames
to mitigate the risk of common wireless LAN security attacks

= Fast secure roaming improves security for latency sensitive
applications including voice over wireless



Posture and

Remediation

= NAC Appliance Business Case

= NAC Deployment Options



Wireless Network Admission Control

Network Admission Control Uses the Network
Infrastructure to Enforce Security Policies on
Devices Seeking to Access Network Resources

= Mobile/wireless clients are obvious platform for

. T LiGartner
spreading contamination :
. | | | believes that
Users on managed devices may be in public locations _
Users are often guests and contractors — on unmanaged NAC Is too
devices valuable a
= [T Managers primarily concerned with controlling _capablllty o
network access and threats to network availability — Ignore . . .17
= Ensuring devices accessing the network comply GO0 aster Bembor e 2006

with policy (security tools installed, enabled, and
current) is difficult and expensive without NAC

Source: Network Computing Reader Poll and Current Analysis
Network Computing July 2006, 303 Respondents



Wireless Network Admission Control

RADIUS

Wireless LAN Controlle

Internal Server




Demo:

Wireless NAC




NAC Appliance Process Flow
Wireless Access
Role: “Unauthenticated” ot Sover

wLC IP:10.1.1.25
192.168.60.3 MgmtVLAN 60

Laptop 192.168.50.2 User Traffic VLAN 50
IP: 192.168.50.3

- ’ 1
eee seooe \’ 00000
E < |L3SW|tch

IP:192.168.10.1

NAC Appliance Manager
IP:10.1.1.30

Intranet Server
IP: 10.10.10.10

NAC Appliance Server
IP: 192.168.10.2

Radius Accounting

DNS Server Server
IP: 10.20.20.20 IP:10.1.1.26

Enforcem
Point

Wireless user connects to WLC via LWAPP and authenticates to Auth Server (any auth methods
including 802.1X)

Wireless user obtains IP address from Auth Server
WLC forwards Radius accounting login info to CAS

Wireless user opens a browser and is redirected to download the NAC Agent (if they don’t already
have it loaded)




NAC Appliance Process Flow

Wireless Access
ROle: “Quarantine” Auth Server

wLC IP:10.1.1.25
192.168.60.3 MgmtVLAN 60
Laptop 192.168.50.2 User Traffic VLAN 50

IP: 192.168.50.3

NAC Appliance Manager
amvammry |P: 10.1.1.30

Intranet Server
IP: 10.10.10.10

=]

Radius Accounting

DNS Server Server
IP: 10.20.20.20 IP:10.1.1.26

The Agent queries the NAC Appliance Server to discover if the wireless user is authenticated
(which it will be by the radius accounting previously sent)

The Agent performs posture assessment and forwards results to the Server to make the network
admission decision




NAC Appliance Process Flow

Wireless Access
ROle: “Quarantine” Auth Server

wWLC IP:10.1.1.25
192.168.60.3 MgmtVLAN 60 _
Laptop 192.168.50.2 User Traffic VLAN 50 &=y 'P-10.1.1.30

IP: 192.168.50.3
[ 1

... o
A 4 _ '00.0o...................... Intranet Server

IP: 10.10.10.10
IP: 192.168.10.1

i1
NAC Appliance Server O l =
IP:192.168.10.2 Wase==

NAC Appliance Manager

I_I’l

Radius Accounting

DNS Server Server

AC Enforcement IP: 10.20.20.20 IP:10.1.1.26

Point

NAC Server forwards posture report to NAC Manager

Manager determines that the user is NOT in compliance and instructs the Server to put the laptop
into the “Quarantine Role”

10. NAC Manager sends remediation steps to NAC Agent




NAC Appliance Process Flow

Wireless Access
Role: “Quarantine”

Auth Server

Laptop

WLC
192.168.60.3 MgmtVLAN 60
192.168.50.2 User Traffic VLAN 50

IP:10.1.1.25

NAC Appliance Manager
IP:10.1.1.30

IP: 192.168.50.3

il

I
¢ I
"4 [C L3 Switch
\ IP: 192.168.10.1

Blver

Intranet Server
IP: 10.10.10.10

Radius Accounting
Server
IP:10.1.1.26

DNS Server
IP: 10.20.20.20

NAC Enfor
Point

11. NAC Agent displays access time remaining in “Quarantine Role” for remote user

12. The Agent guides remote user through step-by-step remediation with one-click update for
remediation

13. The Agent informs the NAC server that the wireless user has been successfully remediated

14. The NAC Server provides the user with an Acceptable User Policy (AUP) agreement




NAC Appliance Process Flow

Wireless Access
ROle “WireleSS” Auth Server

wLC IP:10.1.1.25

192.168.60.3 MgmtVLAN 60 NAC Appliance Manager

amvammry |P: 10.1.1.30

Laptop 192.168.50.2 User Traffic VLAN 50 \m

IP: 192.168.50.3 E =
A====)
4

Intranet Server
IP: 10.10.10.10

ooo oooo \I’ e0000o0
I L3 Switch
Radius Accounting

IP: 192.168.10.1
NAC Appllance Server
IP: 192.168.10.2 _—_—_—_,,
DNS Server Server

NAZ Enforcemagt IP: 10.20.20.20 IP:10.1.1.26
Point

15. Upon AUP acceptance, the NAC Appliance Server assigns remote user to the “Wireless” role
16. NAC Appliance Server puts IP address of remote user into “Online User” list
17. Wireless user is now allowed to access to the Intranet server




End User Experience: With Agent

O« Cisco Clean Access Agent

... Scan Is Performed............ .,
Clean Access Agent .

(Types of Checks Depend on User Role)

Performing automatic login into Clean Access

environment for remote user JUPPYLE LLLLLE Scan Falls @rurnnnnett

0__.-------""“‘» |Qemed|ate TR rrenaa,,,,

2 Cisco Clean Access Agent

2 Cisco Clean Access Agent

o Acce.é,s_ o =~ ACCESSAgem

! Please download and install the required software
& You have temporary access !

before accessing the network.

Required Software (0:03:10 left)
Your system does not meet the requirements enforced by the network ) '
administrator. You may only have limited access to the network until your Na!ne : Anti-Spyware (Optional) Software
system meets all the requirements. Version :

Location : hitp/fwww.lavasoft. comisupport/download/

There is approximately 0:03:59 |eft before your termmpaorary access expires. Description : Our security pelicy recommends that you download an
anti-spyware program. Click Go To Link to download a free

Please click on "Continue” and follow the instructions to satisfy network Anti-Spyware program or click Next to skip.

access requirements.




NAC Appliance Overview: Web Login

Scan Is Performed

. gunn
o Logm annnnt (Types of Checks Depend on User Role/OS)
- =Y » Screen -l
0 Back - 1 |ﬂ Iﬂ b search : fiddress ) scan Report - Mozilla Firefox =[O x|
GDSIE . || | 5 Recherche Web g3 Vulnerabhility Scan Report of iyao's WMachine —
CIsCo SYSTEMS - Type| Service |  Description |instruction|Link]
mictrosoft-ds - - !
INF2 {445 /tcp) & CIFS server is running on this port
INFO netbios-ssn An SMB server is running on this port
3 1 1 1394
Cisco Clean Access Authentication (135/4cp) :
The following 3 MetBIOS names have
been gathered : IvAQSFOO3
T 1 - = IYAOSFOD3 = This is the computer
Usernarne [ [ name PERFIGO = workgroup / Domain
nethins-ns  AMe The remote hast has the following
IMFO MAC address on its adapter :
Password | | £ ﬂj I@, {137/udp) 00:02:2d:09:f3:5d If you do not want to
allow everyone to find the NetBios
; - name of your computer, yvou shouald
Wisa Bullstin filter incoming traffic to this port, Risk
e license of factor : Medium CWE : CAN-1999-0621
Please prownde your credentials to access this network, i th;lt all cormputer: |
-Virus software Close |
ot yet installed [
vlo now. The volurr | Dane 192.168.151.10 &
— .
@Dane 8 ﬁInternet brotect your ‘.-------------ll"'

T T T

=

MNote that all existing anti-virus software should be
removed from your computer befare installing the
Anti-Virus software. For complete installation
instructions, see the How-To document,

The ITs Support Center will be delighted to answer

P R L o] A P R

TR T A e

L o

Click-through Remediation

[

Accept | Decline |




Wired and Wireless

IPS/IDS

= Spectrum Analysis
= RF Monitoring
= Unified Wired and Wireless IPS/IDS



Securing Against RF Interference

WiFi Devices

Other Devices:
2.4/5GHz Products that
Interfere 0

Bad Experiences

Performance
degradation

Low data rates
Lack of coverage
Poor voice quality
Support calls

Increased cost of
operations

Poor user satisfaction

Security Breaches

RF jamming and denial
of service

Non-WiFi rogues

Wi-Fi Competes for RF Spectrum



http://www.cognio.com/cisco
http://www.cisco.com/wirelesssecurity
http://www.cisco.com/go/nac
http://www.cisco.com/go/wireless
http://www.cisco.com/go/unifiedwireless
http://www.cisco.com/wirelesssecurity

RF Interference:
Cognio Spectrum Expert

= What is it?
Interference detector
“Smart” physical layer analyzer
Complements packet/integrated tools

What does it do?

Finds interference sources by name

Analyzes and determines “what’s
wrong”

Device finding
Baseline and alert on air quality

= Unique advantages
List interference devices by name
Lock onto and find individual devices
Baseline and trend the “air”
Work inside your existing laptop
Many others

Cisco Solutions Plus Offering to Solve Interference

and Other Layer 1 (RF) Issues






Rogue AP Detection

= Rogue AP detection has multiple facets:

Air/RF detection—detection of rogue devices by
observing/sniffing beacons and 802.11 probe responses

Rogue AP location—use of the detected RF characteristics and
known properties of the managed RF network to locate the
rogue device

Wire detection—a mechanism for tracking/correlating the rogue
device to the wired network

= A wireless IDS may require different deployments to
effectively address all of these facets
For example, it is typically required to use a scanning-mode AP

as a “rogue traffic injector” to attempt to trace
the rogue’s connected port



Wireless Rogue Mitigation Overview

Proactive RF Defense Integrated into the Cisco
Unified Wireless Network

Detect Rogue AP Assess Rogue AP Contain Rogue AP View Historical
(Generate Alarm) (Identity, Location)

R —

« Manual mitigation

* Multiple rogues contained
simultaneously




Rogue AP Detection and Suppression

= Rogue AP detection methodology

WLAN system collects (via beacons and probe responses) and
reports BSSID information

System compares collected BSSID information versus
authorized (i.e., managed AP) BSSID information

Unauthorized APs are flagged and reported via fault monitoring
functionality

= Rogue AP suppression techniques

Trace the rogue AP over the wired network to verify that the
rogue is internal and should be contained

Use of managed devices to disassociate clients from

unauthorized AP and prevent further associations via 802.11
de-association frames



Cisco Unified Wireless:

Locate Rogue AP (High Resolution)

Cisco Wireless Control System

Monitor *+  Configure *  Locstion *  Administration * Help -

l Maps > Cisco 53 - Site 5 > BLD 14 > 4th floor

Location Error Lookup Zomm

i [t % =]

&

5
el 1
=
o

]

s3e14-42h-5p1

[ e g e T ] e : [
i -
Rogues ] I RS e || J_ L
Coverage P el . s g 2
Security i B 3 sjcid-aib-apz] | | PR [ b
o : mes ol el 1
Controllers BFw b LT
Access Points LG SR : A 00:0b:iE5:01:83184 i
Location R 2

. i __".-- |




Cisco Unified Wireless: Rogue

Containment

Rogue AP, Rogue-Connected Client, or Ad-hoc Client

May Be Contained by Controller Issuing Unicast

De-Association Packets

= Maximum number of APs participating in containment
IS configurable

= Maximum of three simultaneous containments may
operate on a single LWAPP AP

= Rogue client devices may be authenticated to
a RADIUS (MAC address) database

= Maximum time for auto-containment is configurable



Cisco Unified Wireless:
Rogue AP Detection and Containment

ILLER WIREL

Pimg Logout  Hefres

ronitor

Summary

Statistics
Controller
Ports

Wireless
Rogus AFs
Enown Rogue APRs
Rogue Clients
Adhoc Roguss
B0Z . 11a Radios
802.11b/g Radios
Clients
RADIUS Servers

Rogue AP Detail

MAC Address

Type

Is Rogue On Wired Network?

First Time Reported
on

Last Time Reported
On

Current Status

Update Status

APs that detected this Rogue

fase Radio MAC AF Mame
o0:0b:E5:14:39:70 ap:ld:32:70
00:0b:85:1b:el:c0 apilb:el:co

Glients associated to this Rogue AP
MAC Address
00:0b:fo:foild:10

HELP
< Back Apply
00:07:685:b3:558:24
AP
Mo
Sat Apr 8 02:33:09 2006
Tue Apr 18 19:51:13 2008
alert
Caontain Rogue
Alert Unknown
Known Intermal
Radio Pre-
551D Channel Type WEFP WPA R
LEAP & g§02.11b Disabled Disabled =hort
LE&p & 802.11b Disabled Disabled =hort

Last Time Heard
Tus Apr 18 19:48:13 2006

m
=




Rogue Location Discovery Protocol

(RLDP)
1. Determine if Rogue
Is on the Network
Managed A

P
Connect g
= A%zﬂ///”* 000000
= 1000000/
1000000,

Rogue AP

2. Ifitls, Raise the Alarm Routed/Switched Network

Priority from “Minor”
to “Critical” .@-%7

Rogues 686

Coverage 3

Security 0 710

Controllers 1 0 Controller
Access Points 0 34

Location 0




Rogue Detector AP Mode

<

’Managed AP

[}
U
<

Rogue AP

L2 Switched Network

Rogues 686
Coverage 3
Security 78 0 710
Controllers 2 1 0
Access Points 0 0 34
Location 0 0

Dedicated Rogue Detector AP
« Detects all client ARPs

» Controller queries rogue detector
to determine if rogue clients
are on the network



Wireless IDS Signatures

= Default signature file created by Cisco

= Custom signature file created by customer or 3rd party

= Customer can modify, delete, or create signatures via text editor
= Signature files uploaded or downloaded using TFTP

= Can be updated when needed

= Signature file uses a virus definitions file style approach

Signatures

Frame
Precedence Name Type Action State Description
1 Bcast deauth Managemen Report Enabled Broadcast Deauthentication Frame
2 NULL probe resp 1 Managemen Report Enabled NULL Probe Response - Zero length
3 NULL probe resp 2 Managemen Report Enabled NULL Probe Response - No SSID ele
4 Assoc flood Managemen Report Enabled  Association Request flood
5 Reassoc flood Managemen Report Enabled Reassociation Request flood
6 Broadcast Probe floo Managemen Report Enabled Broadcast Probe Request flood
7 Disassoc flood Managemen Report Enabled Disassociation flood
8 Deauth flood Managemen Report Enabled Deauthentication flood
9 Res mgmt 6 & 7 Managemen Report Enabled Reserved management sub-types 6
10 Res mgmt D Managemen Report Enabled Reserved management sub-type D
11 Res mgmt E & F Managemen Report Enabled Reserved management sub-types E
12 EAPOL flood Data Report Enabled EAPOL Flood Attack
13 NetStumbler 3.2.0 Data Report Enabled NetStumbler 3.2.0



Demo:
WCS Security

Features and
Rogue Detection




Unified Wired and Wireless IPS
Event and Client “Shunning”
Alerting and Prevention of Application Layer Attacks

= Upon trigger of IPS system, e.g., from a known type of
exploit (Nimda, Sasser, TCP stack exploit, etc.),
activate a “Shun” or client block event

= A shun event can be invoked either inline or offline
Wireless “shun” is invoked at controller via offline mechanism
Controller periodically (configurable interval) polls CIDS for
client block event

= [nvokes client exclusion (blacklisting) at Cisco
Controller

Client remains in blocked state until CIDS removes block and
exclusion times out at controller



IPS Event and Client Shunning

WLAN Controller

7~
\
2.

a

\
Deep Packet
Inspection

Enterprise
Network
3 Query IPS

-
-

1 Client to AP/Controller
2 Controller traffic to IPS
3 Controller Query IPS

4 Shun implemented by
e_ Controller

-

st

Y = N l
]
ASA 5500 with
IPS/IDS Module




IPS Host Block/Client Shun

& Cisco TN 5.0 - 10U0L1.4

File Help
r— o Cisco Systems

g © |8 2 il
Corfigurstion Monitoring Back Faramard Refresh Help =
~MDenied Atackers Actlive Host Blocks

:'"@ & otive Host Blocks

- BINetwork Blocks Specify the address to block 2nd the dursfion for that block.

+ABIP Logaing

~Bevents

= L Support Infarmation

;--@Diagnnaﬁts Repart I® Add
- Estatistics 8100128
i B system Information Delete

Client Blocking/Client Exclusion Event

|.-|l Il'l.l Save Configuration | Ping  Logout | Refresh
MOMITOR  WLANs  CONTROLLER  WIRELESS  SECURITY MAMAGEMENT COMMANDS  HELP

Security CIDS Shyn List
ADLR
General
READIUS Authenticatian
RADIUS Accounting
Local Met Users
MA&C Filbering
Disabled Clients
Uszer Login Policies
AP Policies

Last MAC Add
00:06:d7:86:38:42

Expire Sensor IP f Index

9 10014 /1

10.0.1.28

D 7= inftialized succes




Wireless IPS/IDS Summary

= Wired and Wireless IPS are complementary—monitor
and control of wireless network should be treated
similarly to physical wired network access and
switchport security

= Wireless IPS is recommended for all deployments

Enable RF monitoring via integrated IPS system in order to
detect rogue APs, as well as monitor for potential Wireless
exploits

The Cisco Controller solution permits wireless and wired
detection of rogue devices, as well as location of potential
security breaches

= Wireless access may be employed as an access
enforcement point for Cisco’s Intrusion
Prevention/Detection System Sensor performing L3—L7
security inspection



Mobile Host

Intrusion Detection

= Features for Trusted Networks

= Features for Un-trusted Networks



-
Even Security Professionals Struggle

to Secure Wireless Networks

= 2007 RSA Security Conference
show network:

Half of the wireless devices on conference net
vulnerable to two classes of attacks

“Evil Twin” attack
Various “Zero Day” attacks
30 devices pretended to be access points

“Attackers could (and may have) captured
the corporate username and authentication
hash sent by the users over the airwaves.”
= Participants and vendors were security
specialists:

They had the knowledge to implement best practice

> L
They had the motivation to implement best practice NE[W“RKW“RU]

Yet, higher priorities left the network vulnerable

Source: Network World, 02/07/07
Attendees at RSA Conference Drop Ball on WiFi Security



Wireless Threat Scenario:
Multi-Tenant Office Building

In-the-Office Wireless Security

Two companies in adjacent
offices, both use 802.11

Laptop from company A may
find best/only signal is from
company B access point

Laptop associates with unsecured
company B access point
Laptop is plugged into
company A Ethernet

Wireless active, associated with
company B

Whose network is the laptop on?

Company A

Company B




e
Secure Client Connections In

Multi-Tenant Office Buildings

In-the-Office Wireless Security

= CSA blocks wireless to
wired bridging

Wireless restricted if v Wireless

Ethernet port is active Restricted if
Ethernet active

v" Associate with
= CSA forces laptop to corporate SSID

associate to access points v Use corporate

crypto settings
from company A (EAP-Fast, etc)
Even if signal is stronger v Associate even if
from other AP stronger signals

from other APs



Wireless Client

hreat Scenario:

Un-Trusted Environments
Out-of-the-Office Wireless Security

= Fake “public access”
access points

o Attacker

Software on laptop masquerades
as access point

“Evil Twin” looks legitimate to
laptop user

Attacker targets passwords,
wireless/domain credentials, file
share access

Location-based targeting: airport,
multi-tenant office building, cafés

= Direct ad-hoc connection

“Promiscuous Client” is similar to
“Evil Twin”

Direct connect via ad-hoc

Very mobile—airplane in flight,
visitors to corporate campus

masquerades as AP

Traffic sniffing,
share snarfing

5. -f

Ad-Hoc connection
attempt

Traffic sniffing
Share snarfing




CSA Protects the Mobile Device

and User

Out-of-the-Office Wireless Security

= Can you trust a public
hotspot?

CSA Forces VPN connection to
corporate network — ensures data
IS encrypted

VPN encrypts all traffic — defeats
sniffing

= CSA prohibits ad-hoc
connections

Typically no reason for
ad hoc mode

Protects laptop when no AP
IS present

Attacker owns AP

Traffic sniffing,
share snarfing .,.

- (g

v"VPN required

v File sharing, null

Ad-Hoc connection ~ Sessions blocked
attempt

Traffic sniffing
Share snarfing

v Wireless Ad Hoc restricted

v File sharing, null sessions
blocked




Summary of CSA Wireless Controls

Disable Wireless NIC when Wired
Is Active

Connection Restrictions—
Certain SSIDs, Encryption, Ad-hoc

Require VPN Connection when out of
the Office

ooooo
ooooo

=
. 5 Per-Application QoS Prioritization
o




Guest Access

= Wireless Guest Access

= Enhanced Wired and Wireless Guest Access



Types of Network Users

Corporate
Employees

* Need internal
network access

e Can be role based
to allow granular
access if needs
require

Full
AcCcess

Contractors/
Consultants

Need restricted
internal access

Printers
File shares

Specific
applications

Device support

Guests
Users

* Internet
access only

e No need to access
internal systems

e Segment access

completely

Internet
Only




Cisco Solutions for Secure Guest Access
Baseline and Enhanced Options

Wireless Guest Access In Enhanced Wired and
Cisco Unified Wireless Wireless Guest Access

Lobby admin portal for user Baseline, plus...

provisioning Network privileges based
End-user registration page on roles

with basic customization End-user security posture
Network partitioning using assessment

tunneling Full policy-based end-user
User authentication and portal customization using
authorization in local database partners

or AAA server Unification of wireless and
Usage logging and reporting wired guest access




Wireless Guest Access

1. Back-end segmentation
(mobility anchor)

Separate the guest traffic from the corporate

internal traffic via EolP tunnels

2. Lobby ambassador/
host portal

Guest user creation and token generation
Web portal—internal or external

3. Customizable guest screen
Semi-customizable guest login screen

4. Back-end authentication
Local user database
External AAA authentication capable

Equipment Required:
DMZ WLAN Controller

DMZ WLAN

===y A4
WCS —— Raaaat | ’ Controller

A— 5 s
-I

EtherlP EtherlP
“Guest <-s “Guest
Tunnel” / Tunnel”

Camp
Core

L

f
(WAPP LWAPP

.=  Wired/Wireless
| 00000 |

Guest @3yl

Guest @=jyle



Enhanced Wired and
Wireless Guest Access

NAC Appliance
oyel

Cisco NAC Appliance provides:

= Very granular role-based access e DMZ WLAN

= Endpoint posture assessment and remediation WCS w E-:-:li= Controller

= OS and posture restrictions o -'

= |ntegration with broader AAA servers EtherlP EtherlP

= Bandwidth policies for guests “Guest -S “Guest
Tunnel” / Tunnel”

= Uniform guest access for wired/wireless

Cisco “GuestNet” Customized Portal:

= Cisco developed portal services for “one-stop” shop
= Basic portal customization, per-user customization
Partner User Portals provide:

Camp
Core

L

= Extensive portal customization

= Customizable logging, reporting, billing (WAPP LWAPP

= Temporary user accounts for email, printing, etW el Ees
Equipment Required: =

DMZ WLAN Controller Guest J=ple) Guest B=Eyle

NAC Appliance
Advanced Services



Cisco Guest Access Options Summary

Lobby Admin Portal with
End-user Registration

Wireless Guest

w/ DMZ WLAN
Controller

Basic Customization
Available

Enhanced Wired and
Wireless with Cisco
Advanced Services

Custom built by Cisco
Advanced Services

Enhanced with Partner
Portal Solution

Fully Customizable “off
the Shelf’ Product

End-user Authentication

Local Database or
AAA Server

Local database or AAA
Server

Local Database or AAA
Server

Logical Network
Separation

EolP Tunnels

EolP tunnels and/or
VLAN assignment

EolP Tunnels and/or
VLAN Assignment

Roles-based Network
Privileges

Not Available

Available

Available

End-user Device Posture

Available; with Roles-

Available; with Roles-

Assessment Nl grilElalis Based Policy Based Policy

noage_ogging and Available Available Available
eporting

Unified Wireless and Currently wireless- e e

Wired Architectures specific Linize Liriiiee

Unified GuesUEmployee o available Unified Unified

NAC Architecture




Secure Wireless

Summary




Summary

Your wireless network is always on. It's an open port
anyone can see and use, so it requires 24/7 monitoring
and defense-in-depth to keep it safe

1. Create a security policy for your wireless network. Schedule
regular audits and policy reviews

2. Enable the baseline security in your wireless devices

3. Control your WLAN traffic, including information integrity and
network access

4. Integrate your wireless and wired security solutions for end-to-
end protection

5. Apply endpoint inspection, hardening, and control wherever
possible

6. Fully integrate your wired and wireless networks for network-
wide visibility, event reporting, and correlation



Additional Resources

= For more information about Cisco Secure Wireless
Solution, visit:

= For more information about Cisco NAC, visit:

= For more information about Cisco Wireless
products, Visit:

= For more information about the Cisco Unified Wireless
Network, visit:


http://www.cisco.com/wirelesssecurity
http://www.cisco.com/go/nac
http://www.cisco.com/go/wireless
http://www.cisco.com/go/unifiedwireless




Thank You!




NI
CISCO




	Secure Wireless: Integrity of Information on the Move
	Contents
	Business Adoption of Wireless Expands
	The Business Case for Wireless
	Evolution of Wireless Security Challenges
	Why Are Wireless LANs Prone to Attack?
	Wi-Fi Security Myths
	Radio Frequency Based Threats
	Overview of Key WLAN Security Vulnerabilities and Threats
	WLAN Security Vulnerabilities and Threats Summary
	Contents
	The Business Agenda
	Business Impact of Lack of Compliance
	The PCI Data Security Standard
	Mapping Wireless Security to PCI
	Recommended Architecturesfor PCI
	Summary
	Contents
	Evolution of Security Requirements
	Service-Oriented Network Architecture (SONA)
	Benefits of a Systems Approach
	Protecting Assets and Limiting Exposure
	Cisco Secure Wireless Solution
	Secure Wireless Solution Architecture
	Unified Intrusion Prevention
	Client Validation and Posture Assessment
	Wireless Single Sign on and 802.1X
	Wireless NAC Leadership
	Secure Wireless Guest Access
	Host Intrusion Prevention
	Rogue Detection and Containment
	Rogue Detection Leadership
	Simple, Secure Client Connectivity
	Wireless Security Management
	Case Study: Major Financial Institution
	Case Study: University of Portland
	Secure Wireless Solution Summary
	Contents
	Wireless Security Phases
	Critical: WLAN Security Fundamentals
	Urgent: Traffic and Access Control
	Recommended: Endpoint Protection
	Best Practice: Network Visibility
	Wireless Security Policy Concepts
	15 Minute Break
	Contents
	WLAN Security Fundamentals
	Protected Access
	802.1X Authentication Overview
	Overview of 802.1X/EAP
	How Does Extensible Authentication Protocol (EAP) Authenticate Clients?
	EAP Authentication
	EAP Protocols: Feature Support
	802.11i/WPA Authentication and Key Management Overview
	Introducing: Cisco Secure Services Client
	CSSC Configuration
	CSSC Deployment Mechanism
	CSSC “No Wireless when Wired” Feature
	Demo—Disabling Wireless when Wired
	Cisco Compatible ExtensionsThe Standard for Client Advancement
	Cisco Client Extensions (CCX) Roadmap
	Fast Secure Roaming—Wireless Voice
	Fast Secure Roaming for Secure VoiceProactive Key Caching (PKC)
	Management Frame Protection
	Benefits of MFP
	WLAN Security Fundamentals Summary
	Posture and Remediation
	Wireless Network Admission Control
	Wireless Network Admission Control
	NAC Appliance Process FlowWireless Access
	NAC Appliance Process FlowWireless Access
	NAC Appliance Process FlowWireless Access
	NAC Appliance Process FlowWireless Access
	NAC Appliance Process FlowWireless Access
	End User Experience: With Agent
	NAC Appliance Overview: Web Login
	Wired and Wireless IPS/IDS
	Securing Against RF Interference
	RF Interference: Cognio Spectrum Expert
	Rogue AP Detection
	Wireless Rogue Mitigation Overview
	Rogue AP Detection and Suppression
	Cisco Unified Wireless: Locate Rogue AP (High Resolution)
	Cisco Unified Wireless: Rogue Containment
	Cisco Unified Wireless:Rogue AP Detection and Containment
	Rogue Location Discovery Protocol (RLDP)
	Rogue Detector AP Mode
	Wireless IDS  Signatures
	Unified Wired and Wireless IPSEvent and Client “Shunning”
	IPS Event and Client Shunning
	IPS Host Block/Client Shun
	Wireless IPS/IDS Summary
	Mobile Host Intrusion Detection
	Even Security Professionals Struggle to Secure Wireless Networks
	Wireless Threat Scenario: Multi-Tenant Office Building
	Secure Client Connections in Multi-Tenant Office Buildings
	Wireless Client Threat Scenario: Un-Trusted Environments
	CSA Protects the Mobile Deviceand User
	Summary of CSA Wireless Controls
	Guest Access
	Types of Network Users
	Cisco Solutions for Secure Guest Access Baseline and Enhanced Options
	Wireless Guest Access
	Enhanced Wired andWireless Guest Access
	Cisco Guest Access Options Summary
	Summary
	Additional Resources

