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Why Cisco?
We Are Committed to Security

= Product and Technology Innovation
$500M in Security R&D Investment
1500 security-focused engineers

Eight acquisitions added to our solution
portfolio in last two years

64+ NAC partners worked collaboratively
with us to deliver an unprecedented security
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Security Acquisitions
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Security Product Portfolio
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Cisco Self-Defending Network
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Identify, Prevent and Adapt to Threats ¢ i
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SDN Architectural Philosophy

= Technologies must span network from end-to-end including
endpoints

Different elements have a larger or smaller role in specific locations

= Communication among devices is key to increasing contextual
awareness of security entities

Host to network communication is critical step

= Support existing standards where mature (IPsec) and innovate
where required (NAC)

= Defense-in-depth is key, each threat type needs more than one
point of mitigation

Goal Is a network security architecture greater
than the sum of its parts



SDN = Self-Defending Network — “The Ability for the Goal: Stop Bad Stuff.
Network to ldentify, Adapt & Respond to Threats” 3 Requirements:

3 Pillars of SDN: 1. Transparency
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Properties of a Self-[ﬁfending Network
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= Network Availability: remain active when under attack
= Ubiquitous Access: provide secure access from any location
= Admission Control: authenticate all users, devices, and their posture

= Application Intelligence: extend application visibility controls into the
network

= Day-Zero Protection: ensure endpoints are immune to new threats

= |nfection Containment: rapidly identify & contain virulent attacks



Network Availability

= Traditional issue: attacks consume bandwidth,
endpoint, and control plane resources

= SDN solution: use anomaly guards, QoS, dynamic
NIPS and firewall controls and CSA to protect these
resources



Infection Containment
Cisco DDoS Solution
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Ubiquitous Access
= Traditional issue: access is arbitrarily open or restrictive

= SDN Solution: use authentication, privacy, and isolation
facilities to provide secure access for any device from

any location Authentication &
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Network Admission Control

1. End user attempts to access a Web
page or uses an optional client
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Network

3b. Deviceis “clean”

2. Useris
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3a. Device is noncompliant
or login is incorrect

Quarantine
Role



Application Intelligence

= Traditional issue: difficult to obtain and control
application communication flows in a network

= SDN Solution: associates packets to applications,
provides control mechanisms to enforce security
policies
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Day-Zero Protection

= Traditional issue: vulnerable to day-zero attacks, often
resource intensive patching effort

= SDN Solution: assets protected against new and
unknown attacks via behavioral-based technology




Day Zero Protection

= Cisco defines Host-Based Intrusion Prevention as
the abllity to stop day zero malicious code without reconfiguration or
update.

= CSA has the industry’s best record of stopping Zero Day exploits,
worms, and viruses over past 4 years:

2001 — Code Red, Nimda (all 5 exploits), Pentagone (Gonner)
2002 — Sircam, Debploit, SQL Snake, Bugbeatr,
2003 — SQL Slammer, So Big, Blaster/Welchia, Fizzer

2004 — MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-DCOM exploit
(MS03-039), Buffer Overflow in Workstation service (MS03-049)

2005 — Internet Explorer Command Execution Vulnerability

= No reconfiguration of the CSA default configuration, or update to the
CSA binaries were required



Infection Containment

= Traditional issue: isolating and dampening effects of
outbreaks is a difficult, manual, time and resource
Intensive process

= SDN Solution: rapid visibility of infected systems,
system-wide isolation and response controls

Firewall Log IDS Event  Server Log
Switch Log Firewall Cfg. AV Alert
Switch Cfg. NAT Cfg. App Log
Router Cfg. Netflow VA Scanner
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