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Overview and Agenda
ﬂ

* Looking at the concepts of authentication.

Applying them to network access control.

Understanding the protocols & mechanisms behind 802.1x.

Understanding various authentication (EAP) methods.

Understanding PKI Certs in the context of 802.1x authentication.

Understanding authorization & policy enforcement with 802.1x.
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Risk Assessment — Potential cost of External
Threats

™ Ciscocom
In the 2002 CSI/FBI survey:
Over 90% of over 400 participants reported security breaches.

223 reported security incidents totaled losses over $455
million.

- Source: CSI/FBI 2002 Computer Crime & Security Survey

Providing Authentication and access control on
network ports can significantly reduce the potential
attacker community.

“Keep the outsiders out”
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Easy Unauthorized Access
ﬂ

sUser connects to network.
*Requests an IP address. Nice and flexible. Great for mobility.

*Gets one via DHCP.
*Gets access to network resources. - I

=) [

Unfortunately, this works for ANYONE.
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Risk Assessment — Potential Cost of Internal

Threats
PR cCiscocom

In the 2002 CSI/FBI survey:

Highest source of loss was theft of proprietary information — over
$170 million alone.

Of the top causes of loss, insider misuse of resources was in top 5.

Insider attack by disgruntled employees was listed as likely source by
75% of respondents

- Source: CSI/FBI 2002 Computer Crime & Security Survey

Providing policy enforcement, compartmentalization, and usage
monitoring can further reduce the risk.

“Keep the insiders honest”

Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved. 6



Unauthorized Use of the Network
ﬂ

Authorized User/Employee

Authorized User/Employee
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Understanding Authentication
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What is authentication?
ﬂ

* The process of establishing and confirming the identity of a client requesting
services.

* Authentication is only useful if used to establish corresponding authorization.
 Model is very common in everyday scenarios.
« Authentication is only as strong as method of verification.

@ I'd like to withdraw $200.00 please. g

\!

{ Do you have identification? )

v

A

Yes, | do. Hereitis.

v

Thank you. Here's your money.

A
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Some important points on authentication
ﬂ

* The process of authentication is used to
verify a claimed identity.

« An identity Is only useful as a pointer to an
applicable policy and for accounting.

* Without authorization or associated
policies, authentication alone Is pretty
meaningless.

* An authentication system is only as strong
as the method of verification used.
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What's this authorization thing?
ﬂ

* The concept of being able to
differentiate services amongst groups
or individuals.

e If everyone had the same rights, then
we wouldn’t need authorization.
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Why do we care?
ﬂ

» Because differentiation of services
and rights control is critical in network
environments.

* Not everyone has the same privileges.
Not all resources or information have
the same level of confidentiality.
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Port Based Network Authentication
ﬂ

« Have the client (a user or a device) request
a service —In this case access to the
network.

* Verify the client’s claim of identity —
Authentication

* Reference the configured policies for the
requesting client.

« Grant or deny the services as per the policy
— Authorization.
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Applying the Authentication Model to the
Network

I'd like to connect to the network

v

Do you have identification?

; Yes, | do. Hereitis. Q

Thank you. Here you go.

A

v

A
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Applying the Authentication Model to the
Network

I'd like to connect to the network

v

Do you have identification?

v

G

Yes, | do. Hereitis.

Thank you. Here you go.

A
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Wired Access Control Model

.

< o & n

Client and Switch Talk 802.1x  Switch Speaks to Auth Server Using RADIUS

¥

NJ

- o
< >

Actual Authentication Conversation Is between Client and Auth Server Using EAP;
the Switch Is Just a Middleman, but Is Aware of What’s Going on
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IEEE 802.1x7
ﬂ

« Standard set by the IEEE 802.1
working group - Ratified in December of 2001.

* A framework designed to address and provide port
based access control using authentication.

* Describes a standard used for
transporting higher-level authentication protocols
(ie. EAP).

e Actual enforcement is via MAC based filtering and
port state monitoring.
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Some IEEE Terminology

Supplicant Client

Authenticator Network Access Device

Authentication Server AAA/RADIUS Server
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What Does It Do?
ﬂ

« Transport authentication information in the form of Extensible
Authentication Protocol (EAP) payloads

 The authenticator (switch) becomes the middleman for
relaying EAP received in 802.1x packets to an authentication
server by using RADIUS to carry the EAP information
 Three forms of EAP are specified in the standard
EAP-MD5—MD5 Hashed Username/Password
EAP-OTP—One-Time Passwords

EAP-TLS—Strong PKI Authenticated Transport Layer Security
(SSL)

Ethernet Header 802.1x Header EAP Payload
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Wired Access Control Model

N y 7

o n

- S

Client and Switch Talk 802.1x  Switch Speaks to Auth Server Using RADIUS

- o
< >

Actual Authentication Conversation Is between Client and Auth Server Using EAP;
the Switch Is Just a Middleman, but Is Aware of What’s Going on
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A Closer Look...

Send Credentials Forward Credentials to ACS Server
A= = = = - <
Accept Authentication Successful
Policy Instructions
Actual Authentication Conversation Is between Client and Auth Server Using EAP;
the Switch Is Just a Middlernan, but Is Aware of What's Going on
‘ 802.1x ‘ RADIUS ‘
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Wireless Access Control Model

Send Credentials Forward Credentials to ACS Server
T _A?:c_ep_t ST ) Authentication Successful
: Policy Instructions
\grur:l Authentication Conversation Is between Client and Auth Server UJJrJ; EAP;

tn
1 Is Just a Middleman, but Is Aware of What's Going on

=

|A >|

802.1x ‘ RADIUS

ulk al
the Switch

—
A

a

\ 4

—
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What Is EAP?
ﬂ

« EAP—The Extensible Authentication Protocol
* Defined in RFC 2284

* A flexible protocol used to carry arbitrary
authentication information

* Typically rides on top of another protocol
such as 802.1x or RADIUS (could be
TACACSH, etc.)
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Extensible Authentication Protocol SEAPg

0 8 16 31

Code ldentifier Length

Data . ..

e Initially developed for PPP Authentication.
 Code is Request, Response, Success, or
Failure.

o |dentifier is used to match responses with
requests.

 Format of the data field is determined by the
code field.
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EAPOL (EAP over 802.1x) Frame Format

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-lIIIIIIIIIIIIEE!!E::IIIIIII

0 6 12 14 15 16

Destination MAC Source MAC EtherType | Version Type

Length Body ...

18 n

Authenticator to Supplicant

Destination MAC: 01-80-C2-00-00-03 until learned then unicast
Source MAC: Unicast Authenticator MAC

Supplicant to Authenticator
Destination MAC: 01-80-C2-00-00-03
Source MAC: Unicast Supplicant MAC
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Different EAPOL Frame Types
ﬂ

EAPOL-Start

EAPOL-Logoff

EAP-Packet

EAPOL-Key
EAPOL-Encapsulated-ASF-Alert



Current Prevalent Authentication Methods
ﬂ

v EAP-MD5: Uses MD5 based Challenge-Response for authentication

v EAP-TLS: Uses x.509 v3 PKI certificates and the TLS mechanism
for authentication

v EAP-MSCHAPV2: Uses username/password MSCHAPv2 Challenge
Response authentication.

v PEAP: Protected EAP tunnel mode EAP encapsulator. Tunnels
other EAP types in an encrypted tunnel — much like web based SSL

« EAP-TTLS: Other EAP methods over an extended EAP-TLS
encrypted tunnel.

v LEAP: Uses username/password authentication
v EAP-GTC: Generic token & OTP authentication
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EAP Method Comparison
ﬂ

Username/Password Challenge-Response Encrypted/Crypto Single Sign On
Credentials Protected
EAP-MD5 & N % %
EAP-TLS % % N N
EAP- N &
MSCHAPv2 x x
LEAP N N X X
PEAP X X N D
EAP-GTC % é, % X
EAP-TTLS X X N X
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How Is RADIUS in 802.1x?
SR Ciscocom

 RADIUS acts as the transport for EAP, from the
authenticator (switch) to the authentication server
(RADIUS server)

_ RADIUS Header EAP Payload

* RADIUS is also used to carry policy instructions back to
the authenticator in the form of AV pairs.
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EAP-MD5 Challenge Response System
ﬂ

 Password Is never transmitted.
« Client identity is transmitted in clear.

« Random is generated on AAA server and sent as a
challenge.

* Client MD5 hashes the challenge using their
password as the key.

» AAA server receives response from client. Compares
IIYIDS hash result to that using stored password as
ey.

 If they match, client used the right password.
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EAP-MD5
ﬂ

Client Process NAS Process AAA Process
Identity request

Identity reply Identity reply

d B e >
MD5 Challenge MD5 Challenge
MD5 Response MD5 Response

Pl - >
) Auth Success . Access-Accept
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EAP-MD5 Pros & Cons
ﬂ

Pros cons
* Well supported -Mandatory in * In theory, security weaknesses
all EAP implementations. —requires the storage of

plaintext or reversible

* Simple username/password passwords on the AAA server.

scheme.
« Single factor auth only.

* Being phased out by MSFT.

« Lightweight on processing
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LEAP
ﬂ

* Very much like EAP-MD5 except uses another (undisclosed)
hashing algorithm.

* Also makes accomodations for WEP key rotation.
* Used extensively in wireless, not in wired 802.1x.
« Lightweight — hence the name Lightweight EAP.

« Can be programmed into the DSP of the wireless NIC for very
fast, hardware based, authentication.
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What Is a PKI Cert?
ﬂ

|t is a statement of identity sighed by a trusted third party
* Like a passport

« Passport is signed by the passport office, stating your verified
identity

« A PKl cert is signed by a certificate authority stating your
verified identity

* Unlike passports, PKI certs can’t easily be forged

 When implemented properly, PKI certs provide “strong”
authentication

Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved. 38



How Does a PKI Cert Work?
ﬂ

« Uses Public-Key Cryptography to establish
Identities

* Does this by using Public-Key verification of digital
sighatures

* For the rest of this presentation we just need to
understand that a PKI cert can guarantee an
identity
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Using a PKI Certificate

> N
Hello Mr. Customs Agent; | Have -
This to Validate My ldentity

W e —
3. Hello Authentication Server; | S
Have This to Validate My Identity

Walid from AL b 17
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PKI Certs
ﬂ

* A Public-Key Infrastructure Certificate contains:
Information on the Identity of the holder
The holder’s public key
The signing authority
A whole lot of other miscellaneous information.

* The signing authority needs to be a trusted third party. This
Is typically known as the Certificate Authority or CA.
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Certificate Authorities
ﬂ

A CA can be sourced by an Enterprise internal or external trusted
structure.

» It just needs to be trusted by the users.

« The responsibility of the CA is to verify the identity of the certificate
holder PRIOR to handing out a certificate for them.

* Internal structures can be set up using commercial products:
VeriSign
Entrust
Microsoft CA
« External CAs are services:
VeriSign
GTE
Thawte
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Important Fields in x.509 v3 Certs
ﬂ

« The following fields in a PKI cert are CRITICAL for it to work properly:

» Subject Name (also known as CN name) — should match exactly the identity that
will be transmitted as the identity to authenticate. le. Server cert must match
the server name, user cert must match the user name AS IT IS TRANSMITTED

- Valid From/Expiration Date — Cert must be within these two dates as perceived
from the receiver or the side doing the cert checking. Make sure times/dates are
set properly.

« Enhanced Key Usage — The EKU should be formatted_acc_:ordin%ly for the type of
use allowed or that the cert is to be used for. This is indicated by an OID.
Client authentication:
Server Authentication:

When using MS CA this can be simplified by choosing the correct template type from an
enterprise root CA.

Client authentication: User template
Server Authentication: Web Server template
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EAP-TLS Authentication
ﬂ

« Password’'s aren’'t used at all.

* Instead TLS public key cryptography based RSA handshake is
used.

« AAA Server authenticates client, but client can also authenticate
AAA Server — Mutual Authentication.

* AAA server receives cert from client, verifies authenticity of cert
(using CA public key), then verifies bearer identity using TLS

handshake.
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EAP-TLS & PKI Certificates
ﬂ

« EAP-TLS is the EAP implementation of the Transport Layer
Security Protocol (similar to SSL).

 TLS uses public key certificates to authenticate clients.
« Certificates must be x.509 v3 PKI cetificates to be usable.
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The TLS Authentication Model (RSA Based‘

The CA issues and
signs a cert for Fred.

The CA issues and
signs a cert for Mary.

‘a Hello
Hello, Mary’s Cert, Request for Fred’s Cert, Signed MD5 Hash of Mary’s cert i(‘

Fred’s Cert, Signed MD5 Hash of Fred’s cert

A

v

Great, | know you are Fred

Great, | know you are Mary J ,

»
>

A

Fred Trusts the ABC Inc. CA Mary Trusts the ABC Inc. CA
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How Fred Authenticates Mary
ﬂ

 How does Fred Authenticate Mary?

Mary’s cert is signed by the ABC Inc. CA’s private key. Fred should
already have a copy of ABC Inc. CA’s public key. He can use that to
verify the validity of the cert by performing a digital signature check with
the CA’s public key.

 But how does Fred know that the entity that presented the cert is really
Mary, and not someone with a copy of Mary’s cert?

At the end of Mary’s reply, Mary includes an MD5 hash of her cert and
some other information unique to this communication session, that is
signed with her private key. Fred uses the public key contained in the
cert to verify the signature by the private key. If this works, he can now
believe that the presenter of the cert with whom he is speaking to is also
the bearer of the correct private key, meaning, by inference that the
other person is indeed Mary.
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How Mary Authenticates Fred

ﬂ

 How does Mary authenticate Fred?

Exactly the same way Fred authenticated Mary, except the
opposite. Mary also uses the CA’s public key to verify the
authenticity of the cert, but she will use Fred’s public key to

validate his signature.
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Common Questions
ﬂ

* Is key distribution needed?

No, there is no need for a key distribution scheme. All that is needed
is for Fred & Mary to each have a copy of the CA’s public key cert,
and to trust that CA. Fred doesn’t have to have previous knowledge
of Mary’s public key or vice-versa.

* Aside from issuing the certs, is there any other CA interaction
required?

No, the CA only exists to issue the certs to the parties using TLS to
authenticate. It is not actively needed in the authentication process.
In some schemes it may also be used to periodically provide updates
on revoked certs.
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EAP-TLS
ﬂ

Client Process NAS Process AAA Process
Identity request

Identity reply, TLS Hello Identity reply, TLS Hello

L Bt R L e e e P >
TLS Hello, Server Cert, Cert Request TLS Hello, Server Cert, Cert Request
Client Cert Client Cert
Pl - >
) Auth Success . Access-Accept
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EAP-TLS Pros & Cons
ﬂ

Pros Ccons

- One of the strongest forms  * Can be more complex to
of authentication in deploy — needs PKI.
existance.

« Computationally intensive.

« Can be made a two factor
system. Sometimes more.
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PEAP Authentication
ﬂ

« PEAP doesn’t do client authentication on its own.

 PEAP tunnels other EAP methods within an encrypted tunnel —
you still need to choose an EAP method to use within it.

« PEAP uses the same TLS mechanism as EAP-TLS, but adds the
record protocol for encryption.

 The encrypted tunnel only exists for the duration of the
authentication interaction, not all traffic.
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Conceptual Overview of PEAP

= el

A
v
A

TLS Handshake TLS Handshake

TLS Record Protocol based encrypted tunnel
Additional EAP methods within tunnel
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PEAP Setup
ﬂ

Client Process NAS Process AAA Process
Identity request

Identity reply, PEAP Request Identity reply, PEAP Request

4 Rt e e L L L LR e R e >
TLS Hello, Server Cert TLS Hello, Server Cert
Cipher change, session key Cipher change, session key
| R e >
Start embedded EAP Auth Start embedded EAP Auth
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PEAP Pros & Cons
ﬂ

cons
Pros | | |
« Still requires server side
* Highly protected certs.
authentication using * Not as widely supported as
encrypted tunnel. other option.

* Flexible credential options
with multiple EAP sub-types.

* Doesn’t require client certs.
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Windows Boot Cycle Overview
ﬂ

Inherent
assumption of
network
connectivity.

Power Up Load NDIS DHCP Setup Secure || Update GPOs Apply Present GINA
drivers Channel to DC Computer (Ctrl-Alt-Del)
GPOs Login
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Microsoft & Machine Authentication

ﬂ

« What is Machine Authentication?

The ability of a Windows workstation to authenticate under it’'s own
identity, independent of the requirement for an interactive user session.

- What is it used for?

Machine authentication is used at boot time by Windows OSes to
authenticate and communicate with Windows Domain Controllers in

order to pull down machine group policies.

« Why do we care?

Pre-802.1x this worked under the assumption that network connectivity

was a given. Post-802.1x the blocking of network access prior to 802.1x
authentication breaks the machine based group policy model — UNLESS
the machine can authenticate using its own identity in 802.1x .
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Windows Machine Authentication
ﬂ

——

Power Load 802.1x DHCP Setup Secure Update GPOs Apply Present GINA
Up NDIS Authenticate Channel to DC Computer (Ctrl-Alt-Del)
drivers as Computer GPOs Login
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Machine Authentication & 802.1x

ﬂ

Access-Accept Access-Accept

A

&
<«

EAP-TLS Authentication

EAP-TLS Authentication

v

<

»

A
¥

Computer Identity Computer Identity

Identity Req.

(°).

=4

Authenticate to Domain Controller

v

Request Group Policy Updates

v

Group Policy Updates

A
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Machine Authentication EAP Methods
ﬂ

 Follows method chosen for user authentication.

 For EAP-TLS — will use machine certs.

Computer certs can be enrolled either manually (yeah, right), or
automatically via GPOs.

« For EAP-MD5 or EAP-MSCHAPV2 — will use machine account
and password.
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Different Modes of Authentication in Microsoft

Environments
ﬂ

Controlled by Registry Keys

Authentication by machine only.

No need for user authentication if machine authentication is
successful.

Authentication by user only.

No machine authentication taking place at all — be careful, this
breaks group & system policies.

Authentication by user and machine.

Uses authentication of both user & machine. Switches contexts
when going from one to the other.

See PDF on Registry Settings at http://identity.cisco.com
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Microsoft Issues With DHCP
ﬂ

« DHCP is a parallel event, independent of 802.1x authentication.

« With wired interfaces a successful 802.1x authentication DOES
NOT force an DHCP address discovery (no media-connect
signal).

* This produces a problem if not properly planned.
« DHCP starts once interface comes up.

« If 802.1x authentication takes too long, DHCP may time out...
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DHCP Timeout Problem
ﬂ

802.1x Auth — Variable timeout.

DHCP — Timeout at 62 Sec.

—

Power Up Load NDIS DHCP Setup Secure Present GINA
drivers Channel to DC (Ctrl-Alt-Del)
Login
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How to Address DHCP Timeout with 802.1x?
ﬂ

« Use Machine authentication — This allows the initial
machine authentication to obtain an IP address.

* Force an IP address renewal — using a script, using a
service, disconnect/reconnect interface.

* Don’t plug in Ethernet interface until you are ready to
log In.
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Microsoft Supplicant News

ﬂ

Microsoft has issued Cisco a beta patch due in SP2 to fix the
80.21x/DHCP issue.

Initial testing is looking good.

Issue: Windows did not initiate a proper DHCP renewal after a
successful 802.1x authentication — Breaks subnet changes ie. Dynamic
VLAN assignment. They were issuing a unicast DHCP request.

Fix: Immediately following an 802.1x authentication DHCP is triggered.
The DHCP client pings for the current default gateway (<500ms
timeout). If no response is received a broadcast request is made.

Ping shows if you have changed subnets.MSFT does this for WLAN
roaming

SP2 due in December but may be pushed back to a later date
(Jan/Feb?)
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More Microsoft Supplicant News
ﬂ

» 802.1x/DHCP fix will also be made for Win2K in SP4 —no
confirmed ETA for that yet.

* Windows Server 2003 provides a management tool for
configuring and pushing out 802.1x supplicant configuration
using Domain Group Policies.

* Only available in Windows Server 2003
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How do you enable Machine auth?
ﬂ

 Make sure the computer is a member of the domain.

* If using TLS, make sure the computer gets a cert — either
through auto-enrollment or manually.

* If using PEAP or TLS make sure that the CA cert is in the local
machine store. Typically added if CA is up when machine is
added to the domain. If not, you can force via auto-enrollment
too.

« Click the check box for the “ Authenticate as Computer” option.
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Machine Auth Using PEAP
ﬂ

« Uses account information for the computer created at the time
the machine is added to the domain.

« Computer MUST be a member of the domain.

 If doing mutual authentication, the computer MUST trust the
signing CA of the RADIUS server’s cert.
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Machine Auth Using EAP-TLS
ﬂ

* Authenticates the computer using certs.
« The computer MUST have a valid cert.

 If doing mutual authentication, the computer MUST
trust the signing CA of the RADIUS server’s cert.
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Using GPOs To Control Computer Certs
ﬂ

1.? Active Directory Users and Computers ;IEIEI
J@ Console  Window  Help |;Ii|ll|
[aton wow || & =» OmEDE 2| 0B ETRE0 |

Tree I crazyfon.com & objects
Active Direckary Users and Computers [j (Mame/ | Type | Description
E--@ builkinDamain
! Delegate Contral...
[:l Builti z dg Ers Cantainer Default container For upgraded computer accounts
] ind...
D Carn| . I Cantrollers Organizational Unit Default container Far new Windows 2000 domain controllers
: onneck to Domain, ..
@ Dom. - B ] becurityPrincipals Cantainer Defaulk container For security identifiers (SIDs) associated with objects From exl
d onnect to Domain Controller..,
D Fore G —— Found lostAndFound Defaulk container For orphaned objects
: erations Masters. ..
[:l Losty s Conkainer Builtin system settings
D Syst Mew 3 Container Default container For upgraded user accounts
""" 0 User Al Tasks » licture infrastructurelpdate
Wiew 4
Mews Window From Here
Refresh
Export List. ..
Help

« | oY | I

|O|:|ens property sheet For the current selection.
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Using GPOs To Control Computer Certs
ﬂ

crazyfoo.com Properties 7| x|

Generall Ik anaged B_I,Il I:Il:uiectl Securty  Group Policy |

& Current Group Policy Object Links far crazufon

Group Policy Object Links | Mo Qverride | Dizabled |

£ Default Domain Palicy

Group Policy Objects higher in the ligt hawe the highest priority,
Thiz lizt obtained from; ifoo-w2k-zrer] . crazefon. com

M e Add... Eflj\t g
g
Options... Delete... Fropertiez [vatr

[T Block Policy inheritance

0k Cancel Apply
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Using GPOs To Control Computer Certs
ﬂ

¥ Group Policy X
| action  View |J‘°:"||E||@ =10 |

Tree I Issued To  / | Issued By | Ezpir

@ Defaul: Domain Policy [ifoo-wzk-srr 1, crazyfoo.com] Policy
EI@ Camputer Configuration
; -] Scftwate Settings
EI[:l Windows Settings
=] cripts (startupyshutdown)
-5g Security Settings
-2l Account Policies
; Local Policies
Ewvent Log
8 Restricted Groups
@ Syskem Services
@ Reqistry
@ File Svystem
E|[:| Public Kevy Policies
. |:| Encrypted Data Recovery Agents
I:l Aukornatic Certificate Request Settings

I:l Enterprise Trust

g IP Security Policies o Vicw »
-0 Administrative Templates
I'_—'I@ Iser Configuration Refresh
|:| Software Settings Export List...
z [ Windows Settings i
- [0 Administrative Ternplates fGEEEE
Help

< | LI

Add a certificate ko a store |
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Using GPOs To Control Computer Certs

=101 %]

J Action  Wiew |J e o=

Tree I Automatic Certificate Request /

efault Domain Policy [ifoo-w2k-srvr1.crazyfoo.com] Policy Computer
Computer Configuration

[ Software Settings

= D windows Settings

J Scripts (Startup/Shubdown)

Security Settings

Account Policies

Local Policies

Event Log

& Restricked Groups

@ Syskem Services

Reqgistry

File System

E-D Public Key Policies

o D Encryphed Data Recovery Agents

=
- [0 Trusted
f [:I Enterpris W ¥
.g IP Security Pp—————————bry
-] Administrative Templ:  Refresh
[=E ﬂ User Configuration Export List. ..

D Software Settings  —
[ windows Settings Help

-] Administrative Templates

4 i @

Create a new Automatic Certificate Request object and add it to the Security Configuration Editar . |
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Machine Auth with “Dial-in Permission” Checkin(-]

 If using the “Check Dial-In permissions” option in ACS you may
run into a problem with machine auth.

* There is no “Dial-In permission” tab for a computer by default in
Win2K.

* YOou need to add it.
* Requires SP3.

 Type the command.:
Idifde -i -f %systemRoot%\system32\mac8021x.ldf -c DC=DN DC=domain,DC=com

« See Microsoft KnowledgeBase Article #306260 for more details.
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Authorization
ﬂ

« Authorization is the embodiment of the ability to enforce policies
on identities.

« Typically policies are applied using a group methodology —
allows for easier manageablitiy.

 The goal is to take the notion of group management and policies
into the network.

* Basic policy enforcement is the ability to allow or disallow
access to the network.
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Dynamic VLAN Assignment
ﬂ

 Dynamic VLAN assignment based on identity.

« Allows VLAN assignment, by group, or individual, at the time
of authentication.

 VLANSs assigned by name — allows for more flexible VLAN
management.

« Allows VLAN policies to be applied to groups of users (ie.
VLAN QoS, VLAN ACLs, etc.)
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Example Solution “A”—Access Control and
User Policy Enforcement

User Has Access to

Network, with
Applicable VLAN

Presentation_ID

Lookup local HR VLAN

Switch Applies PoliCieS quum= | .Found it - HR = VLAN 5

and Enables Port

7z —
—7 Login Request

Credentials

»

Login Good!
Apply Policies

N

Set port VLANto 5

=

Check with Policy DB

This Is John Doe!
He Goes into HR VLAN

© 2003 Cisco Systems, Inc. All rights reserved.
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Dynamic VLAN Mechanism
ﬂ

 RADIUS AV-Pairs used to send back VLAN configuration
iInformation to authenticator.

« AV-Pair usage for VLANSs is IEEE specified in the 802.1x
standard.

« AV-Pairs used — all are IETF standard.:
[64] Tunnel-Type —“VLAN" (13)
[65] Tunnel-Medium-Type — “802" (6)
[81] Tunnel-Private-Group-ID - <VLAN name>
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ACS Configuration

Group Policy Configuration — VLAN Assignment
ﬂ

CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools Help
wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S
Address I@http:ﬁlZ?.D.D‘l:ZZSSI j e |L|nks B

Cisco Svsrems Gﬂ]ul] Setup (x]

s

e N CEE Ty =
| N —
Graup « Voice-over-TIP (VoIP) Support
e « Default Time-of-Day Access Settings e
B |ghared Profil I « Callback
UL I [035] Login-LAT-Mods o Network Access Restrictions

Network « Max Sessions
Configuration I

« Usage Quotas

=] System ™ [036] Login-LAT-Group « Enable Options
A T3 I » Token Card Settings
Interface « Password Aging Rules

Coniguratian I [037] Framed-AppleTalk Link (065535

Administration
Caontrol

« IP Assignment
+ Downloadable ACLs

TACACS+ Settings
+ TACACS+ Shell Command Authorization

« Command Authorization for Network Device Management Applications

& [ |

_ ™ [038] Framed-AppleTatk -Wetwork (0. 635535)

i | Escternal User
Databases

ietpmjtts and ™ [039] Framed-AppleTalk-Fone o TACACS+ Unknown Services
L « IETF RADIUS Attributes
Online « BADIUS Vendor-Specific Attrihutes

Documentation 7 [062] Port-Lirnit

T

7 [063] Login-LAT-Port Group Settings

To enable administrators to tailor what authonizations are displayed for a

¥ [064] Tuanel- Type configuration and to simplify the mterface, Cisco Secure ACS displays only the

Tagh j Value IVLAN j information for the current configuration. Specific Group Setup configuration
W [065] Tunnel Medium Type options and security protocel attributes are displayed in Group Setup only in
the following circumstances:
Tag[1 =] value [802 E
¥ [081] Tunnel-Private-Group-ID o A AAM chent that wses the specified protocol has been configured in the Networle
Configuration section. For ezample, RADIUS settings appear only if vou have
Tag|1 | Value [Engineering| configured a A4 4 client that uses RADIUS

s The spectfic services. protocols, and attributes have been selected for display for the
appropriate protocol it the Interface Configuration section.
s A& Token Card Server has been configured i the External User Databases section.

Group Setup is used to enable and configure the particular authonzations
[N | =l assigned to an entire group of users. The group a user is assigned to 1s
Subrmnit Submit + Restart | Cancel | configured in the User Setup section. User Setup overrides Group Setup

Back to Top
‘@ ,7’7’7|' Inkernet
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Dynamic VLAN Deployment Recommendations
ﬂ

* Use VLAN names to assignh VLANs. This allows
Independence between separate L2 or VTP
domains.
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Dynamic VLANs — VLAN ID Re-Use
ﬂ

VTP Domain 3
“Engineering” = VLAN 2
oineering" =VLAN 202559

VTP Domain 2
“Erngineering” = VLAN 20

VTP Domain 1
“Engineering” = VLAN 20
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Dynamic VLAN — Unique VLAN IDs
ﬂ

VTP Domain 3

“Engineering” = VLAN 14@

VTP Domain 2
‘Engineering” = VLAN 80

VTP Domain 1
“Engineering” = VLAN 20
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Future Policies via RADIUS
ﬂ

* QoS
* Port Description
* Per-port ACLs

 Multicast Join/Block
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IBNS Roadmap — 6 month window

Q3 2003 Q4 2003 Q1 2004
06/2003 08/2003 09/2003 11/2003 12/2003

Catalyst 6000/6500 J Catalyst 6000/6500 j
*Dynamic VLAN Load balancing eldentity Based MPLS VPN
*DAI & 802.1x DAI *Dynamic QoS ACLs
*RADIUS DNS Resolution *Dynamic Policer
eDynamic ACLs eDynamic Multicast
*RADIUS Accounting 10S
*IBNS for 8xx & 17xx 10S
] =
*Apple Integration *EAP-SIM o
“Verisign Integration *Guest Authentication

Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved. 88



IBNS Roadmap — 12 month window

Q1 2004

Q2 2004

Q3 2004

12/2003 ‘ 02/2004 03/2004 ‘ 05/2003 06/2003 ‘

*IP Phone Supplicants
*AP Supplicants
*Catalyst Supplicants
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Guest Access Scenario 1

* Guest clients do NOT have an 802.1x supplicant.

* This type of guest access is provided by the switch.

 If client does not respond to 802.1x auth requests before timeout, guest

access will be applied.

» Default timeout is 30 seconds with 3 retries. Total timeout period is 90

secs by default.

Switch applies policies and  gu—

enables port.

User has access to DMZ or
“Quarantine” network. 3.

Login Request

A

Login Request

A

Login Request

A

Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved.
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*Set port VLAN to 100 - DMZ

Authentication timeout.
Retries expired.
Client is not 802.1x capable.
Put them in the quarantine zone!
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Current Guest VLAN Issue

* Thereis awindow in which the Does Guest Expected FIX or
client authenticating is active VLAN Work ?  work-around ?
on the guest VLAN until they
are authenticated.

« Microsoft clients run DHCP
iIndependently of 802.1x

* The client gets an address out
of the guest VLAN and does not
get a new address after auth.
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Guest Access Scenario 2
ﬂ

 Guest client PC uses 802.1x but does not have a
valid account in the current domain.

Client responds to authentication request, but fails
authentication.

* This Is not a currently supported scenario.
Targeted for support in ACS 3.3.

Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved. 93



Example Guest Access Architecture

ACLs or FWSM for

added access control

== === Tunnel technology
(GRE, VLAN, MPLS VPN, VRF, etc.)

Diverse Guest User Acces Guest Access Control Point
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Migration Strategies — 15t Method
ﬂ

Presen tation_ID

Requirements: All clients are 802.1x capable.
Fully patch & migrate clients first.

If supporting Dynamic VLANSs, build out VLAN
support structure.

Enable authentication in sections of the network
In modular windows.
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Migration Strategies — 2"d Method
™ Ciscocom
. Challenge: Not all clients are 802.1x capable.
1. Enable guest vlan access to support non-compliant clients.

2. If supporting Dynamic VLANS, build out VLAN support
structure.

3. Fully patch & migrate 802.1x capable clients.

4. Enable authentication in sections of the network in modular
windows.

5. Migrate non-compliant clients to compliant OSes.
6. Disable guest access in restricted areas.
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Initial Client Migration Stage — Majority Guest Access

- == == ACCEeSS Via Guest VLAN
Authenticated Access

ACLs for access control

[ ] ——

Controlled Access Areas Public Access Areas
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Transient Client Migration Stage — Mixed Access

- == == ACCEeSS Via Guest VLAN
Authenticated Access

. ACLs

for access control
_’

[ [ ——

Controlled Access Areas Public Access Areas
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Completed Migration — Fully Authenticated Access

- == == ACCEeSS Via Guest VLAN
Authenticated Access

. ACLs

for access control
_’

[ [ ——

Controlled Access Areas Public Access Areas
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Most Commonly Asked Questions
ﬂ

* Does the Catalyst XXX support EAP-XXX?

The switches are transparent to the EAP method used. The switch
typically does not need to “support” an EAP method.

* Will the Catalyst XXXX XL platform get 802.1x?

No. There will be no upgrades or enhancements to the Catalyst XL
switches to add 802.1x or any identity features. This is primarily

because of a hardware limitation problem. There isn’t enough code
space to include 802.1x features and fix any potential bugs later on.

 How does our 802.1x strategy fit with our VoIP solutions?
This topic gets its own slide...
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802.1x and VolIP
ﬂ

. Two phases of VolP and 802.1x support.

802.1x with VVID — Unauthenticated Voice VLAN (VVID) access,
Authenticated Data VLAN (PVID) access. This leaves voice no
better than it is today, but allows 802.1x and VoIP to co-exist
at the same time.

802.1x supplicants in IP phones — Committed for next gen phones
(7965) work in progress for existing phones (7960) — not yet
committed. Phones will act as passthrough for PVID
authentication.
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IEEE 802.1x with Voice VLAN

Problem — How to connect a PC (dotlx client) through an IP Phone
(non-dotlx client) to a dotlx enabled switch port?

Answer — Switch identifies IP Phone (as a Cisco phone) and bypasses dotlx
authentication — BUT — still forces authentication for downstream device

/—>Dot1x port

Radius
Server

Non Dotlx Client Dotlx Client
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IP Phone Supplicants

The CA issues and
signs a cert for the
AAA server.

The CA issues and
signs a cert for the IP
phone.

Hello

v

Hello, AAA Cert, Request for Phone Cert, Signed MD5 Hash of AAA cert —

A

Phone Cert, Signed MD5 Hash of Phone cert

v

Great, | know you are Phone w/MAC 00-0c-12-34-56-78

A

Great, | know you are my AAA server

v

IP Phone AAA Server
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Operating System 802.1x Support?
ﬂ

* Windows XP — Now, Ships with support (requires SP la for
PEAP)

* Windows 2000 - Currently available with SP3 + Hotfix from KB
Article 313664

- Windows NT/98/Me - Limited Availability or 3" Party
(MeetingHouse)

» Linux - Open Source or 39 Party (MeetingHouse)

» Solaris — Open Source or 3" Party via MeetingHouse
Communications
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http://www.open1x.org/
http://www.mtghouse.com/

Apple Supplicant News
ﬂ

« Apple has an integrated working 802.1x supplicant in Jaguar (OS X 1.3)
—no current ETA on FCS (possibly late Q4CY2003).

 ESE is currently testing and troubleshooting for Apple. (Yes, we have
Macs ©)

* Currently supported EAP methods are pretty much everything!
EAP-TLS
LEAP
EAP-TTLS
PEAP with any sub-type
EAP-GTC
MS-CHAPvV?2
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MeetingHouse Supplicant News
ﬂ

* MeetingHouse supplicant has been extensively tested with IBNS
—a few minor bugs being addressed.

» Current focus is to develop a “machine authentication”
capability.

* Generally a good supplicant supporting:
LEAP
EAP-TLS
EAP-TTLS
PEAP/MS-CHAPV2

« Cisco maintains a strong relationship with MeetingHouse.
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Vendor OSes Supported | EAP-TLS | EAP-TTLS | EAP-MD5 | EAP-
MSCHAPv2
Cisco Windows (all)
Apple OS 9
Apple OS X x x x x
Linux
Microsoft Windows XP \/
Windows 2000 X v v
(SSO)
Apple OS X ‘/ ‘/
v v
(SSO) (SSO)
MeetingHouse Windows (all)
Apple OS X
Linux ‘/ \/ \/ \/
Sun Solaris
Funk Windows (all)
Linux \/ \/ \/ \/
Sun Solaris

Presentation_ID
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Vendor OSes LEAP EAP-GTC | PEAP (Cisco) PEAP (MSFT)
Supported
Windows (all)

e Apple OS 9 v v v «
Apple OS X (SSO) (SSO) (SSO)
Linux

Microsoft andows XP X % % \/
Windows 2000 (SSO)

v v v
Apple oS X v
(SSO) (SSO) (SSO)

Windows (all)

MeetingHouse A-pple 05 % \/ \/ \/ \/
Linux
Sun Solaris
Windows (all)

Funk Linux \/ \/ \/ \/
Sun Solaris

Presentation_ID
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Which Cisco Platforms Support IBNS?
« Catalyst 5500 — Basic 802.1x only
 Catalyst 6000/4000 - IBNS
 Catalyst 2950/3550 — IBNS
* Aironet WLAN APs — Some IBNS
» Cisco 800 series — IBNS Subset

Features will be limited by platform capabilities.
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IBNS Features
" ciscocom

Enhanced Port Based

 Centralized Management with Access Control
AAA server o
_ N _ Greater flexibility and
* Wireless Mobility with 802.1X mobility for a stratified user
and EAP Authentication Types community
« Catalyst Switch Portfolio Enhanced User Productivity
« Basic 802.1X Support Added support for
e 802.1X with VLANS converged VolIP networks

e 802.1X with Port Security
o 802.1X with VVID

e 802.1X Guest VLANS
 802.1X with ACLs
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ldentity Based Networking Services

CAT6500/ CAT6500/ CAT4k/4500/ CAT4k/4500/ CAT2950/ CAT3550 CAT3750
CatOS I0S CatOS I0S 2955
802.1x w/ VLAN 7.5.1 12.1(13)E 7.5.1 12.1(19)EW 12.1(12c)eal 12.1(12c)eal | AugO03
Assignment
802.1x w/ VVID 7.5.1 1HCY04 8.1 Q4CY03 roadmapped 12.1(12c)eal 12.1(12c)eal | AugO03
802.1x w/ Guest 75.1 1HCY04 8.1 Q4CY03 12.1(19)EW 12.1(14 )eal 12.1(14 )eal Aug03
VLAN
802.1x w/ Port 75.1 1HCY04 8.1 Q4CYO03 roadmapped 12.1(12c)eal 12.1(12c)eal na
Security
802.1x w/ DHCP 7.6.1 na na na na na Aug03
802.1x w/ Guest 7.7.1 (Target) na na na na na na
VLAN/Port
802.1x w/ ACL/QoS 7.8/8.1 (Target) 1HCY04 na roadmapped na na Aug03
Accounting na na na roadmapped na na na

eserntation_ID

© 2003 CIsco Systems, Inc. All rights reserved.

114




ldentity Based Networking Service

CatOS
7.5.1
802.1x w/ VLAN Assignment
802.1x w/ VVID
802.1x w/ Guest VLAN
802.1x w/ Port Security
7.6.1
802.1x w/ DHCP
7.7.1 (Target)
802.1x w/ Guest VLAN/port
7.8/8.1 (Target) — Q4CY03
802.1x with ACL/QoS

Cisco.com

I0S

12.1(13)E
802.1x w/ VLAN Assignment
1HCYO04:
802.1x w/VVID
802.1x Guest VLAN
802.1x w/Port Security
802.1x with ACL/QoS

Presentation_ID
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ldentity Based Networking Service

— Cisco.com

« CatOS

7.5.1
802.1x w/ VLAN Assignment . 10S

8.1 - Q4CY03 12.1(19)EW — June ‘03
802.1x w/ VVID 802.1x w/ VLAN Assignment
802.1x w/ Guest VLAN 802.1x Guest VLAN
802.1x w/ Port Security Roadmapped

802.1x w/VVID

802.1x w/Port Security
802.1x with ACL/QoS
802.1x Accounting
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ldentity Based Networking Service

Cisco.com

. 20950/2955 « 3550 (EMI/SMI)
12.1(12c)EAL 12.1(12c)EAL © 3750 - Aug ‘03
. i 802.1x w/ VLAN 802.1x w/ VLAN Assignment
802.1x w/ VLAN Assignment Assignment 802 1x W/VID
802.1x w/VVID '
EZ T D 802.1x Guest VLAN
802 Lxwi Port Sec 802.1x w/ Port Sec 802.1x w/ DHCP
12.1(14)EAL 12 1(14)EA1L :
S Cr VLA 1(14) 802.1x w/ ACL/Q0S
X BUES 802.1x Guest VLAN
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ldentity Based Networking Service

Cisco.com

¢ Commercial RADIUS & TACACS+
* Scalable to 100K users/8K devices)

+ 3.2 Avail Now . 3.3 Avail Q2 ‘04

Appliance 802.1X/IBNS complementary
Microsoft Peap features with Catalyst/Wireless
PEAP Proxy 802.1X Catalyst /IBNS

: enhancements f_ uest VLAN,
MaChIne Auth accoun“ng, CR %
EAP Type Negotiation EAP enhancements (LEAP, PEAP
LDAP Multithreading v2)
EAP Performance User Quarantine

Windows password
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ldentity Based Networking Service

« AP 350 « AP 1100 « AP 1200
802.1x for AP LAN Access Not 802.1x for AP LAN Access 802.1x for AP LAN Access
Committed Q1CY04 Q1CY04

For Wireless Clients Across These Products:

Multiple VLANSs for employees, guests and application specific devices

Expanded 802.1X Authentication Support for: Cisco LEAP, EAP-TLS, EAP-TTLS,
PEAP, EAP-SIM

Expanded Encryption Support for 802.11i TKIP

S —— R
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Products

Basic 802.1x

VVID Support

Dynamic VLAN

Assignment

Guest VLAN and/or
DHCP Assignment

Per-User
QoS/Security Policies

2950 10S 12.1(6)EA2 VeCal5a Release (Nov Dynamic VLAN via Guest VLAN: No Not Supported
'02) 802.1x: VeCal5a Support
release Novoz 802.1x W/DHCP: No
Support
3550 10S 12.1(8)EAL VeCal5a Release (Nov Dynamic VLAN via Guest VLAN: Feb’03 User-based ACLs
'02) 802.1x: VeCal5a ) VeCal5a Release:
Release: Nov'02 802.1x w/DHCP: No Nov.'02
Support
User-based QoS: No
Support
4000/4500 CatO0S 7.2.1+ Clearwater Release Cat0S 7.2.2+ Clearwater Release ??7?
(Q3'02) (Q3'02)
6500 Cat0S 7.2.1+ Clearwater Release Cat0S 7.2.2+ Clearwater Release QoS — Q4CY2003
10S (Achilles) (Q302) (Q302) ACL — Not Supported
Aironet AP (Authenticator) 11.06 N/A Twin Peaks (Q4 '02)

Cisco 83x

CC in late Sept. ‘02

CC in late Sept. ‘02

CiscoSecure ACS

V3.0 — Wireless PKI support
for 802.1x

V3.1 — Catalyst support
V3.1 -802.1x and EAP

V3.0

N/A

IP Phones

Supplicant — Q4CY03
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Example Solution “A”—Access Control and
User Policy Enforcement

User Has Access to '

Network, with
Applicable VLAN

Presentation_ID

Lookup local HR VLAN

Switch Applies PoliCieS quu== | .Found it - HR = VLAN 5

and Enables Port

~ Login Request

«

Credentials

»

Login Good!
Apply Policies

Y

Set port VLANto 5

i

Check with Policy DB

This Is John Doe!
He Goes into HR VLAN

© 2003 Cisco Systems, Inc. All rights reserved.
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Deployment Example Overview
ﬂ
« Windows XP Clients
» CiscoSecure ACS 3.2
« Authenticating to Active Directory
« Controlling Access via Switches

 Dynamically Assigning VLANs based on group
membership in AD.

* Using Username & Password to authenticate via
PEAP/EAP-MSCHAPV2.
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Scenario Dependencies
ﬂ

 WIinXP Clients: Require Service Pack 1 installed

* Windows 2000 Server for ACS 3.2: Requires all current
Service Packs & Patches

 CatOS Switches: CatOS 7.5.1+
* |0OS Switches: 10S 12.1(EA1)13+

« Enterprise PKI (ie. MS CA) or trusted 3'd party (ie. Verisign)
Certificate for ACS
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Basic Steps to Configuring 802.1x

ﬂ

1. Configure the Authentication (RADIUS) Server
* Add the relevant NAD.
» Configure the required EAP Method.
» Configure external DB access.
» Configure policies and group mappings.
« Create accounts.
2. Configure the Authenticator
« Add the Authentication (RADIUS) Server.
« Configure global timers.
 Enable authentication on relevant ports.
3.  Configure the Supplicant
 Choose the EAP method.
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Authentication Server Configuration

CiscoSecure ACS for Windows
CiscoSecure ACS Appliance
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ACS Configuration

Adding The Network Access Device
ﬂ

CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools

Help

s

Ggack - & - @D [0 A Boeach [GFavorites Preda B | By S

Address [&] hitp:y127.0.0.1:1791/

j e |L|nks £

Cisco Svsrems

User
Setup

Network Configuration

K -

B | e ‘oaq

AAA Clients

2l

gy | Shiraderatii
Components

| AAA Client Hostmame | AAA ClientIP Address | Authenticate Using

X

Network Device Groups

Adding a Network Device Group
Renaming a Network Device Group
Deleting a Network Device Group
Searching for Network Devices

\ Cai3550 1010180 | RADIUS CETF) « AAA Clients
EE EOAEN « Adding a AAA Client
AddEny | Search + Editing a AAA Client 0
m 4' —I s Deleting a AAA Client
B i . T
. g a AAA
% Administration ‘%Q AAA Servers ﬂ « Editing a AAA Server
e Deleting a AAA Server
TN —T ‘ AAA Server Name ‘ AAA Server IP Address | AAA Server Type + Proxy Distribution Table

Databases ‘

winak-server

Reportsand

10.1.0.150

| Ciscodecure ACS

Activity

‘ Online
Documentation

Add Entry Search

Adding a Proxy Distribution Table Entry
Sorting Proxy Distribution Table Entries
Editing a Proxy Distribution Table Entry
Deleting a Proxy Distribution Tahle Entry

Proxy Distribution Tahle

2]

Add Entry | Sort Entries |

B Back te Help
4

Note: This page changes depending your mterface configuration. If you are

‘ Character String | AAM Servers ‘ Strip ‘ Account using Metwork Device Groups (MDGs), after you click Wetworle
‘ Defait |wm2k—server ‘ o ‘ Local Configuration in the navigation bar, only the Network Dewice Groups table and

Proxy Distribution Table mformation appear. If you are not using MDGs, the
A8 L Chents table and the A4 A Servers table appear in place of the Network
Device Groups table.

Network Device Groups

Wetwork device groups are collections of A& A clients and AAA servers. Tou
can assign A4 4 clients and AAA servers to the network device groups you
create. A4 4 clients and AA A servers not assigned to a particular DG are,
by default, assigned to the Mot Assigned NDiG.

To view the A4 4 Client and A4 4 Servers tables for a particular DG, click
the name of the NDG.

Back to Top

Adding a Network Device Group

@
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Adding The Network Access Device
ﬂ

/3 CiscoSecure ACS - Microsoft Internet Explorer =151 x|

File Edit Wiew Favorites Tools Help |

daBack + = - (D 7t | Qsearch  [ifFavores  @fMedia 4 ‘ B S
Address [&€] htepfj127.0.0.1: 1791 -] Peo ‘Links »

tuc ssrews — Network Configuration *

User
EIEE + AAA Client TP Address

ge AAA Client Setup For ey
= Cat3550 « Network Device Group
o ‘ SharsdProfil: a « Authenticate Using
s + Single Connect TACACS+ AAA Client
a gii?ﬁéﬁﬁmn o.1.0. 100 = + Log Update/Watchdog Packets from this AAA Client
Ad A Client TP Address + Deleting a AAA Client
=l » Renaming a AAA Client
2 Key lr:isv:m— s Log RADTUS Tunneling Packets from this AAA Client
B
Authenticate Tsing |RADIUS (ETF) =l
Control AAA Client TP Address
j?j ‘ Etarmal User [T Single Connect TACACS+ AAA Clent (Record stop in accounting on failure).
- — [T Log UpdatemWatchdog Packets from this AAA Client Type the [P address information for this AAA client
Reports and ) . )
7 Log RADTUS Tunneling Packets from this AAA Client If you want to designate more than one A4 4 client with a single A4 4 client

Online entry in Cisco Secure ACS, you can specify the IP address for each A4 4
Dooumentatien client to be represented by this A& A client entry. To separate cach IP
address, press Enter

Submit Submit + Restart | Deletel Delete + Restart | Cam:ell

9 Back to Help Tou can use the wildcard asterislc (*) for an octet in the TP address. For

= example, if you want every AL client in your 192.168.13.1 Class C network
te be represented by a single A4 A client entry, enter 192.168.13.% m the
AAA Chent IP Address boz.

Tou can define ranges within an octet of an IP address. For example, if you
want every AAA client with an IP adress between 192.168.13.12 and
152.168.13.221 to be represented by a single AA A client entry, etter
192.162.13.12-221 in the AA A Client TP Address box

Back to Top
Key

Type the shared secret that the TACACS+ or RADIUS AAA client and
Cizco Secure ACS use to encrypt the data. The key must be cotfiguwred i the
AbA client and Cisco Secure ACE identically, including case sensitivity..

Back to Top

e nen n I
[&] pone [ ,_,_‘ﬂ Internet
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ﬂ

a CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

Ggack v 5 v @ 24| Qusearch GijFavortes @iveda (4 | By S
address [&] hitprf127.0.0.1:17911 | oo [unks >

Cisco Srsrems 1 1 X
System Configuration
Y, ==
.
= 3 Service Control Service Control
BE S || Losne | s
Date F ¢ Control Date Format Control
4 Lale Fomnal offtel Local Password Management
L G Local Password Management

CiscoSecure Database Replication
(@ ACS Backy

s

RDBMS Synchronization

e Gy
S G riquration . . estore
— [i/ e shservicellManagement « ACS Service Management
% ACS Corificare Sety . gguu}s ;S;daressnmvegf
L] 001Ss Server —

VoIP Accounting Configuration
ACS Certificate Setup
Global Authentication Configuration

ﬁ Global Authentication Setup
Administration
Control
ﬁ Escternal User ? Back to Help |
B Databases
‘ Reports and
Activity

Y | Dnline Service Control
<51 | pocurnentation

Select to open the page from which you can stop or restart Cisco Secure ACS
services.

Back to Top
Logging

Select to configure various Cisco Secure ACS reports and customize the type
of information that is logged.

EBack to Top
Date Format Control

Select to configure the date format, either month/dayiyear or dayimonthivear,
for C5V files and Serwice Logs and in the GUT

Back to Top

Local Password Management

Select to configure password validation parameters, password change B

& |i ,7’7’7“ Internet
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Server Certificate Setup

ﬂ

a CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools Help

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S
Address I@jhttp:ﬁlZ?.D.Dd:l?Ql;‘ j e |L|nks B

Cisco Svsrems Svsmm Eﬂ“ﬁgumtion (%]

e Jy |

= ACS Certificate Setup Install ACS Certificate

?@ | g:ﬂ‘pp ACS Certification Authority Setup

— @ Install ACS Certificate Edit Certificate Trust List

o e 3B ACS Certification Authority Setup Generate Certificate Signing Request (CSR)

s

[ N— ﬁ Edit Certificate Trust List
i | Contiguration ﬁ Generate Certificate Signing Eequest
| ggs:?m . Install ACS Certificate
C5 | Configurstion
Cancel
Interface Select to mstall a certificate from Windows certificate storage or from a file.

- 8| Configuration

& [

Administration Back to Top
Control R maoktokelp

ﬁ Excternal User ACS Certification Authority Setup
4 Databasss
@ | Reportsand Select to add a third-party CA certificate into the Cisco Secure ACS CA
Activity
certificates list.
.

Edit Certificate Trust List
You can specify which third-party certificate authonities (CAs) Cisco Secure
ACS should trust when authenticating users with cerfificate-based protocol. I

auser's cerificate is from a U4 that you have not specifically configured Cisco
Secure ACS to trust, authentication fails

Back to Top

Generate Certificate Signing Request (CSR)

You can use Cisco Secure ACS to generate a certificate signing request. Once
you have generated a CSE, you can submut it to a certificate autherty to

receive your certficate.

Back to Top

%‘ Sestion Information

‘@ Done ’7 ’7 ,7 |' Inkernet
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Server Certificate Setup — PKCS #7 Certificate Request

coSecure ALCS -

‘osoft Internet Explorer

File Edit View Favorites Tools Help

GaBack v = - 4 | @search [Favorites @Media (4 | 5 S

Address |ejhttp:mz7. 0.1:1791} j e |L|nks B

“'m“ﬁﬁ System Configuration =

-, | |
EE‘ Generate Certificate Signing Request
B | Sty ‘

% Shared Profile ‘

Now your certificate signing request is ready. You can copy/paste it to any
certification autherity enrollment tool.

Generate new request

Companents
? Eimﬁiamn Certificate subject CH=winlk-server | _____ BEGTH CERTIFICATE REQUEST-———
. - MITEViCBwATBADAXMRUwEwYDVQODEwx3alldyayla2XI2 22 Tug 28wD Q¥ IKoZ Thvel
Private key file chprivate ke
¥ o Y ACEEBQADGTOAMIGI A0GEAFNINDXVIrSE] 16xCHOm/ 54/ 823 [it08WLL Yoy KSgl?
=75 | Configuration Private key password o quEr 6ZZiNKTPGTTrsyI02 10XFQG] icC40+Pe Y15 nSql OVN LO1EDWYGOAS0ST£5x
— TvEz P?TQLNO6 e xdBt L zB/ v+t ZEWDWCKAPnS4Jr0Ez/ ST6vgKb+2 1 YAGBDEXR1d
[5m] contiguration Retype private key password s AgMEAAGHAD ENEgkghki GOu0BAQUF AAOBGOCRSSGoxXF2npeSHOOhEL+EX J0e2 laG+
- ERoFORW+ESS8Ithi 1LuZurEfGzoytC+3gROjuZt INvasSreeyXJUuRJRDFa8THL=YVL
% adminstiation Key length 1024 bits 7] wgaX2 2] INuCznNJ RPyk+0ng 2 7oK2 RB4 1 Tak 6CUXXe DANVH+ TWipeddialXsot s
antra -
Digest to sign with SHAT = WCCE1L5Plgg5g0==
eterraieer | Lo == e END CERTIFICATE REQUEST-----
ﬁl Databases

| Reports and Biack to Help
Activity

& | Online
Documentation

|23

Submit I Cancel

’7 ’7 ,7 |' Inkernet
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Server Certificate Request (MS Certificate Services

/2 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit  Miew Fawvorites Tools  Help ﬁ

HBack -~ = - @ 7t | @Search [3e] Favarites @Media 3 | %v =]

Address I@ http: [ fwinzk-serverfcartsref

Microsoit Certificate Se 5 - ESE Root CA 1

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign

your e-mail messages, encrypt your e-mail messages, and more depending upon the type of cerificate you
request.

Select a task:

© Retrieve the CA certificate or certificate revocation list
& Request a cerificate
" Check on a pending certificate

[~
|@ Done ’_ l_ l_ (5 Local inkranet A
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a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help

=101x]

dBack ~ = - () it | Qhsearch [ElFavorites GfMedia 4 | Ey- S

Address I@ http: ffwin2k-serverfcertsryicertrqus, asp

| @eo |Links =

Microsoft Certificate Senices - ESE Root CA 1

Choose Request Type

-

Home

Flease select the type of request you would like to make:

€ User certificate request:

—

& Advanced request

|@ Done

Mext = |

l_ l_ l_ (=B Lacal intranet i
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Server Certificate Request (MS Certificate Services

4} Microsoft Certificate Services - Microsoft Internet Explorer

=10 x|
dBack ~ = - () it | Qhsearch [ElFavorites GfMedia 4 | Ey- S

Address I@ htkp: ffwinZk-server/certsryicertrgad, asp j et | Links *

=]
Microsoft Certificate Senices - ESE Root CA 1

File Edit “iew Favorites Tools Help

Home

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note
that the policy of the cerification authority (CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

= Submit a certificate request using a basetd encoded PKCS #10 file or a renewal request using a baset4d
encoded PHCS #7 file.

¢ Request a certificate for a smart card on behalf of another user using the Smarnt Card Enrollment Station.
You must have an enroliment agent cedificate to submit a request for ancther user.

=
|@ Done l_ l_ l_ (=B Lacal intranet i
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Server Certificate Request (MS Certificate Services

/3 Microsoft Certificate Services - Microsoft Internet Explorer ] 1
File Edit Wiew Fawvaorites Tools  Help ﬁ
‘= Back - = - @ ot | @Search [3e] Favarites @Media @ | %v =
Address I@ hitkpe: fiwinZk-serverfoertsry jcertrqxt, asp j a0 | Links *

Microsoft Cetificate 5 5 -- ESE Root CA 1 Home

Submit A Saved Request

Faste a basetd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external
application (such as aweb server) into the request field to submit the request to the cerification authority (CA).

Saved Reqguest:

AgMEAAGEAD ANEgkoghkiGIwOEAQUF LLOEGOCRS G 4 |

ERoFOkw+ESE8Ithe 1ILuZ urEfGzoyt C+SgROJUIL T
Basebd Encoded |wgaiz vZ2J INwCznl i RPvk+0ngZ i 7oK RE4 L Uak6C T

Certificate Request [WCCE1tSPlggSgo==

(PKCS #10 or &) |-———- END CERTIFICATE REQUEST--————

4| | »

Erowse for a file to insert.

Certificate Template:

Additional Attributes:

=
Attributes: -
4 »

|@ Done I_ I_ l_ (3 Local intranet A
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a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help

_ (o) ]
= Back -~ = - @ 7t | @Search [3e] Favorites @Media 3 | %v =h

Address I@ http: fiwinZk-server fcertsryfcertfnsh, asp

Microsoft Certificate Services - ESE Root CA 1

Home

Certificate Issued

The cerificate you requested was issued to you.

& DER encoded or © Base 84 encoded

Download CA certificate
== Download CA certification path

€

l_ I_ l_ (2 Local intranet

[
/
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Server Certificate Request (MS Certificate Services

File Download x|

Some filez zan harm pour computer. IF the file infarmation below
looks suspicious, or you do not fully trust the zource, do not open or
zave thiz file.

File name: certnew. cer
File type:  Secunty Certificate

Framm; winZk-gerver

& Thiz twpe of file could harm your computer if it contains
malicious code.

Wiould vou like to open the file or zave it to pour computer?

Open | Save I Cancel tare Info

¥ &lways ash before opening this ype of fle
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a CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools Help

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S
Address I@jhttp:ﬁlZ?.D.Dd:l?Ql;‘ j e |L|nks B

“'m“ﬁﬁ System Configuration .
- _Jww B
Install ACS Certificate + Read certificate from file

s

'ﬁ | g:?ypp « Certificate file
— « Use certificate from storage
L% Sﬂﬁ:;;’,m?‘e ‘ Install new certificate ’] » Certificate CIN
- « Private key file
| Netwaork & Read certificate from file « Private key password
| Configuration invate key password
Certificate file |ccernew.cer
4| Syst
=T | Configurstion  Tse certificats from storage
Interface Certificate CTV You can use this page to perform certificate enrollment to support EAP-TLS
8| Configuration and PEAP authentication and HTTP'S for access to the Cisco Secure ACS
% Administration Private key file |ciprivate key HTML interface. Cisco Secure ACS supports the 2509 v3 digital certificate
— Private key passward lW standard. Certificate and C4 files must be either in Base4-encoded 3509
ﬁ Excternal User format or DER-encoded binary 509 format
4 Databasss

@ | ietpmj‘tsand ? Back to Help Note: Whenever you install a new certificate, you must configure the
otivity

Certificate Trust List. Replacing an existing certificate confipuration with a new
Online certificate configuration avtomatically erases the previous configuration of the
Documentation
Certificate Trust List

Read certificate from file
To mstall a certificate from a file, select this option.

Back to Top

Certificate file

If the "Read certificate from file" option is selected, you must type the full path
and file name of the certificate in the "Certificate file" box.

Back to Top
Use certificate from storage

To have Cisco Secure ACS enroll using a certificate from Windows certificate
storage on the local machine, select this option.

Back to Top

Submit | Cancel Certificate CTV =
‘@ Done ’7 ’7 ,7 |' Inkernet
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Server Certificate Installation

ﬂ

CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools Help

s

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S

Address [&] hitp:y127.0.0.1:1791/

j e |L|nks B

Cisco Svsrems

i i

E:

5 | S

System Configuration =
ee ... Jw B

Install ACS Certificate « Read certificate from file
« Certificate file

« Use certificate from storage

£ Eﬂﬁﬁ;’;ﬁ?‘e ‘ Installed Certificate Information ﬂ » Certificate CN
 Private key file
? Eimﬁiamn Issued to: windl-server « Private key password
Issued by: ESERoot CA 1
Valid from: May 14 2003 &t 16:11:00
=, | Interfacs Val?d.tu: May 13 2005 at 16:11:00 You can use this page to perform certificate enrollment to support EAP-TLS
48| Configuration Validity: 0K and FEAP authentication and HTTPS for access to the Clsco Secure ACS

Administration
Caontrol

ﬁ Excternal Liser
Databases
| Reportsand
Activity

45 | Online
| Dhtuenttion

& [

val

ﬁ

HTWL interface. Cisco Secure ACS supports the 2 50% v3 digital certificate
standard. Certificate and C4 files must be either in Base4-encoded 3509
format or DER-encoded binary 509 format

The current configuration has been changed. Restart ACS in
"System Confignration:Service Control” to adopt the new settings

for EAP-TLS or PEAP support only. Note: Whenever you install a new certificate, you must configure the

Certificate Trust List. Replacing an existing certificate confipuration with a new
certificate configuration avtomatically erases the previous configuration of the
Certificate Trust List

Install Mew Certificate | Cancel

Read certificate from file

? Back to Help

To mstall a certificate from a file, select this option.

Back to Top

Certificate file

If the "Read certificate from file" option is selected, you must type the full path
and file name of the certificate in the "Certificate file" box.

Back to Top
Use certificate from storage

To have Cisco Secure ACS enroll using a certificate from Windows certificate
storage on the local machine, select this option.

Back to Top

Certificate CIN |
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=} CiscoSecure ACS - Microsoft Internet Explorer

File Edit View Favorites Tools Help

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S
Address I@http:ﬁlZ?.D.Dd:l?QlI j e |L|nks B

Cisco Svsreus Svstem Configuration -

s

User
Setup

Global Authentication Setup « PEAP
ﬂa [EEE, « EAP-TLS
« LEAP
oy |Sharadirerte || EAP Configuration El « EAP-MD5
« MS-CHAP Configuration
e
Eeila W Allow EAP-MSCHAPY2
S el | ¥ Allow BAP-GTC
2 This page specifies settings for various authentication protocels
e Cisco clent mitial message: I
Configuration —
PEAP session timeout (rintes): 120 [Back to Top]
% égm‘mm Enable Fast Reconnect ~ PR b
= Databases ¥ Allow EAP-TLE Nate: PEAP is a certificate-based authenticatian pratacal, PEAP
m Select one or more of the following eptions: authantication can occur only after you have camplated the required
otivity
. . 7 » 5
— W Certificate SAM comparison steps an the ACE Cerfificats Setup pags.
by nline
B0 Baen W Certificate CI¥ comparison + Allow EAP-MSCHAPv2—To enable EAP-WSCHAPY2 within PEAP
¥ Certificate Binary comparison authentication, select the Allow EAP-MSCHAPv2 check box.
EAP-TLS fof tirneout 1t |1 20
sesston fizmeou: (uintes) « Allow EAP-GTC—To cnable EAP-GTC within PEAP anthentication, select the
L 515 Allow EAP-GTC cheek box
¥ Allow LEAP (For Aironet only)
EAP-MDS s Cisco client initial display message—To specify a message received by users

¥ Allow EAP-MDS who use a Cisco PEAFP client, type the message in the Cisco client initial display
message box

MS-C Configuration ﬂ + PEAP session timeout (minutes)—The PEAP session timeout {minutes) box
W Allew BS-CHAP Version 1 Authentication detines mazimaum PEAP session length, m rinutes.
[ Allow WM5-CHAP Version 2 Authentication

Cisce Secure ACS supports a PEAP session resume feature. The session resume
feature caches the TLE session created i phase one of PEAD authentication, When a
? Back to Help PEAP client reconnects, the cached TLE session is used to restore the session, which
inproves PEAP performance. Cisco Secure ACS deletes cached TLE sessions when
they titne out. To disable the session resume feature, set the timeout value to 0 (zero)

Enable Fast Reconnect—If you want Cisco Secure ACS to resume sessions for
PEAF clients without performing phase two of FEAF authentication, select the

Enable Fast Reconnect check box Clearing the Enable Fast Reconnect check box
Submit Submit + Festart | Cancel | causes Cisco Secure ACS to always perform phase two of PEAP authentication, |

‘@ Done ’7 ’7 ,7 |' Inkernet
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CiscoSecure ALS - Microsoft Internet Explorer

File Edit ‘View Favorites Tools  Help

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S
Address I@jhttp:ﬁlZ?.D.Dd:l?Ql;‘ j e |L|nks B

meemmn  External User Databases .

jsoect | |

s

%i

P? Unknown User Polic + Unknown User Polic;
| B | &np I 5137 Database Group Mappings » Database Group Mappings

« Datahase Configuration
SharedProfile ﬁ Database Confipuration

Components

Network ? ook to
Configuration ‘ack to Help .
2 Unknown User Policy

= Yao| Sust
= | Configuration

i

T

a

Click to configure the authentication procedure for unknown users not

Interface configured in the CiscoSecure user database.

=8| configuration
Administration Back to Top
Control

ﬁ Excternal User Datahase Group Mappings

4 Databasss

@ | Reportsand Click to configure the Cisco Secure ACS group authorization privileges that
Activity

unknown wsers whe authenticate to an external database will inherit.

ﬁ

45 | Online
| Dhtuenttion

Back to Top

Datahase Configuration

Click to configure a parficular external database type for users to authenticate
agamst. Cisco Secure ACS can authenticate users with the Windows user

database as well as with token servers and other supported third-party
databases

Back to Top

@‘ Sestion Infortration

‘@ Done ’7 ’7 ,7 |' Inkernet
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CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites Tools Help

s

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S

Address [&] hitp:y127.0.0.1:1791/

j e |L|nks B

Cisco Svsrems

%’ ;

B
5 | S

gy | Shiraderatii
Components

Network
:ﬂ: Configurstion

System
Configuration

Interface
- 8| Configuration

Administration
Caontrol

External User
Databases

S

-
E
=
@
2
4

Activity

ﬁ

45 | Online
| Dhtuenttion

External User Datahases [x]

soece . Jwp [

Windows Database

Novell NDS

Generic LDAP

External ODBC Database
LEAP Proxy RADIUS Server

Token Card Server Support
« RADIUS Token Server

External User Datahase Configuration ﬂ

Chaooge which external user database type to configure.

Wasco Token Server

BS54 SecurlD Token Server + ActivCard Token Server

RADIUS Token Server » Vasco Token Server

External ODBC Database g s oFlokentserver

Wind Datab « CRYPTOCard Token Server

Lndows Latabase « SafeWord Token Server

Hovell HDS « RSA SecurIDToken Server e
LEAP Prosy BADIUS Server

Generic LDAP

Safeword Token Server

Windows Datahase
CryptoCard Token Server

PassGo Defender Token Server Click to configure Windows SAM and Active Directory databases with which

ActivCard Token Server Cisce Secure ACT can authenticate wsers.
Back to Top
List all datab. i
is atabase confipurations e o

Click to configure the mformation needed to authenticate with Movell NDIS
DS is the Movell Directory Service, Movell's implementation of an LDAT

Cancel directory service

Note: The MNowvell NetWare Eequestor software for NDS must be mstalled on
? Back o Help the Cisco Secure ACS server to use this option. Ifit iz not, Cisco Secure ACS

displays an error message when you click Configure.

Back to Top
Generic LDAP

Click to add or configure a generic LDAP datasource with which

Cisco Secure ACS can authenticate users. An example of a generic LDAP

datasource 1s Wetscape Directory Service. While 4 ctive Directory is based on

LDAP, use a Windows database configuration for authenticating users with |

Tt
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CiscoSecure ALS - Microsoft Internet Explorer

File Edit View Favorites

Tools

Help

s

wgack - =+ - (@D [0 @& Boeach [Favorites reda B | By S

Address [&] hitp:y127.0.0.1:1791/

j e |L|nks B

Cisco Svsrems

User
Setup

Graup

B | SharedProfile
Components

External User Datahases

L4

Windows User Database Configuration

Network
Configurstion

Dialin Permission 2]

_

Windows Database Configuration
Dialin Permission

Configure Domain List
MS-CHAP Settings

Windows EAP Settings

]

= lao| Sustemn
Configuration

Interface
Configurat ion

Administration
Caontrol

&Y R

i | Escternal User
Databases

Reportsand
Activity

the Windows User Manager authenticate, If you did not already do so during mnstallation, enable your Cisco
ouiine Secure ACS to grant dialin pertmission to users by selecting the top check box.
Tour Windews server must alse be configured to allow grant dialin permission
to uzer. See your Microsoft documentation for more mformation,
G [Back to Top] -
‘ Configure Domain List ﬂ

Werify that "Grant dialin permission to user” setting has been enabled from
within the Windows User Manager for users configured for Windows User
Databage authentication.

Administrators who want to further contrel access to Windows users can enable this
setting to restrict authentication to users who alse have the "Grant dialin permission” in

Windows Datahase Configuration

Configure your Windows database. Cisco Secure ACS supports Windows
S AW and Active Directory user databases

Dialin Permission

“When this feature is enabled, users must have dialin permission in order to

Aovailable Domains

Domain List

Up | Do

Configure Domain List

If your Windows users do not specify their domain when dialing up, Cisco
Secure ACS relies on Windows to try to locate the appropriate user account
However, Windows may not be able to authenticate a user properly if the
same usernare exists in more than one trusted domain We recommend that
vou ask users to enter thewr domains when dialing . Ifthis is not practical, you
can define a Domain List. If Cisco Secure ACS fals to authenticate a user
because the account exists in more than one domain and a Domain List exists,
Cisee Secure ACS will then re-try awthentication for each domain in the list.
The List order 15 significant: domains that appear earlier in the lst will be tned
first. There will also be a delay (typically two seconds) for each domain that
fails avthentication, so your A4 4 client timeout should be set accordingly.

Back to Top

MS-CHAFP Settings

‘@ Dane
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CiscoSecure ALS - Microsoft Internet Explorer
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External User Datahases
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MS-CHAP Settings 2|

v Permit password changes using M3-CHATP version 1.
v Permit password changes using MS-CHAP version 2

These settings can be used to enable or disable password changes using the W3-
CHAF wersion 1 or wersion 2 protocols

Windows EAP Settings 2|

=

]

Windows Database Configuration
Dialin Permission

Configure Domain List
MS-CHAP Settings

Windows EAP Settings

Windows Database Configuration

Configure your Windows database. Cisco Secure ACE supports Windows
SAM and Active Directory user databases

Dialin Permission

When this feature is enabled, users must have dialin permission in order to
authenticate. If you <did not already do so during installation, enable your Cisco
Secure ACS to grant dialin permission to users by selecting the top check box
Tour Windows server must alse be configured to allow grant dialin penmission
to user. See your Microsoft documentation for more information.

[Back to Top] -

v Permit password change inside PEAP

v Permit PEAP machine authentication

v Permit EAP-TLS machine authentication.
[~ EAP-TLS Strip Domain MName

EAP-TLS and PEAP machine authenftication name prefiz. Ihusf,f

These sethngs can be used to enable or disable specific Windows EAF functionality

Submitl Cancel
? Back to Help

Ll

Configure Domain List

If your Windows users do not specify their domain when dialing up, Cisco
Secure ACS relies on Windows to try to locate the appropriate user account
However, Windows may not be able to authenticate a user properly if the same
username exists in more than one trusted domain. We recommend that you ask
users to enter thewr domains when dialing in. If this 15 not practical, you can
define a Domain List. If Cisco Secure ACS falls to awthenticate a user because
the account exists in mote than one domain and a Domain List exists, Cisco
Secure ACS will then re-tty authentication for each domait in the list. The st
order i3 significant: domains that appear eatlier in the List will be tried first.
There will also be a delay (typically two seconds) for each domain that fails
authentication, so your A4 4 client timeout should be set accordingly

Back to Top

MS-CHAP Settings
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+ Mapping an External User Datahase to a Cisco Secure ACS Group

Ly | Group
-ii | S5 Unknown User Group Mappings ﬂ
% gﬂiﬁfnm?‘e Choose the External User Database for .Whl[:h you want to configure the group Mapping an External User Database to a Cisco Secure ACS Group
| Network S
¥ | Contiguration You can specify the Cisco Secure ACS group to which an unknown user 12
g% System I e Type assigned when he is authenticated by an external user database. For most
S Lot Windows Database Windows Database external user databage types, mapping can be defined only on a database level,
Interface all unknown users authenticated by the same external user database will be
48| configuration assigned to the same Clisco Secure ACS. For Windows, Novell MDS, and
% Administration Generic LDAP d.atébases, you can create more specific mappings based on
Cancel group membership in the external user database
ﬁ Excternal Liser
Databases To confizure group mapping for users authenticated by a esxternal user
@ | iepnrjtsand database other than Windows, MNovell DS, or Generic LDAP, follow these
ctivity ? Back to Help steps:

45 | Online
| Dhtuenttion

ﬁ
—_

Select the external user database that you want to configure group mapping for,

2. From the Select a default group for External? Database list, click the name of the
Ciseo Secure ACS group to which you want to assign unknown users authenticating
with the selected database.

3. Click Submit.

Back to Top

%‘ Section Information
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Mapping Windows Groups to a Cisco Secure ACS Group
. . @ + No Access Group

| Damain Configurations J Remapping an Existing Mapped Group

Deleting a Windows Group Mapping

Deleting All Group Mappings for a Domain

Windows Group Mappings Order

s

User
Setup

Graup

B | SharedProfile
Components

Ce \DEFAULT
Configuration —_t=s
= Tm| Sustem
Configquration MNew configuration |

& [ |

Interfacs
Configuration

2 Cancel You can configure a default group for Windows users and you can have users
Administration within a Windows domain, even to the Windows group level, map to a specific
Control

Cisco Secure ACS group

i | Escternal User

Databasss -
? Back to Help Back to Top

Reportsand
Adding a New Domain to Map

Activity

‘ Online
Documentation

Teo define a Windows demain te map to the group level, follow these steps

1. Click New configuration.

2. Click the Windows dotmain that you want to create group mappings forto configure.
The Domain field enables you to manually specify a domam that might not have
propagated to the domain listings vet.

3. Click Submit.

Back to Top
Mapping Windows Groups to a Cisco Secure ACS Group
To assign a Windows user to a group, follow these steps

1. Select the domain,

2. Click Add mapping

3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.

4. Click Add to Selected. The group name is added to the Selected list.

5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set

6. Click Submit
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User
Setup

Eroup |
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Define New Domain Configuration

% | Shared Profile

Components . : =
« Deleting a Windows Group Mapping
« Deleting All Group Mappings for a Domain
« Windows Group Mappings Order
=] System Detected Dormains:

Configuration

Interface
Configurat ion

Clear Selection | You can configure a default group for Windows users and you can have users

Administration within a Windows domain, even to the Windows group level, map to a specific

Contral Domain : I Cisco Secure ACS group

i | Escternal User

Databasss Back to Top =
Reportsand -
Aotivit Submit | Cancel : :
ctivity Adding a New Domain to Map
nline
Documentation

& [ |

Teo define a Windows demain te map to the group level, follow these steps

D macktonen 1. Click New configuration.
2. Click the Windows dotmain that you want to create group mappings forto configure.
The Domain field enables you to manually specify a domam that might not have
propagated to the domain listings vet.
3. Click Submit.

Back to Top
Mapping Windows Groups to a Cisco Secure ACS Group
To assign a Windows user to a group, follow these steps

1. Select the domain,

2. Click Add mapping

3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.

4. Click Add to Selected. The group name is added to the Selected list.

5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set

6. Click Submit
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\DEFAULT « Windows Group Mappings Order
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Configuration
MNew configuration |
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Configurat ion

You can configure a default group for Windows users and you can have users
M‘ within a Windows demain, even to the Windows group level, map to a specific
Cisco Secure ACS group

Administration
Caontrol

& [ |

44| External User
BIE]
33 | Databares Back to Top =
m ? SR
ot ity Adding a New Domain to Map

‘ Online
Documentation

Teo define a Windows demain te map to the group level, follow these steps

1. Click New configuration.

2. Click the Windows dotmain that you want to create group mappings forto configure.
The Domain field enables you to manually specify a domam that might not have
propagated to the domain listings vet.

3. Click Submit.

Back to Top
Mapping Windows Groups to a Cisco Secure ACS Group
To assign a Windows user to a group, follow these steps

1. Select the domain,

2. Click Add mapping

3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.

4. Click Add to Selected. The group name is added to the Selected list.

5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set

6. Click Submit
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ﬂa | geup | Group Mappings for Domain : ESELABS ﬂ « Mapping Windows Groups to a Cisco Secure ACS Group
+ No Access Group
E |5“a”ed Pl « Remapping an Existing Mapped Group
Companents ! ! 7
NT groups CiscoSecure group + Deleting a Windows Group Mappin;
R vom - no mappings defined - « Deleting All Group Mappings for a Domain

Windows Group Mappings Order
= lao| Sustemn
Configuration

Interface Add mapping
Configurat ion

You can configure a default group for Windows users and you can have users

Presentation_ID

Administration
Caontrol

i
o

i | Escternal User
Databases

within a Windows domain, even to the Windows group level, map to a specific
Cisco Secure ACS group

Delete Configuration |

=
[0 s | [Back s T s
Reports and
% Aotivity Camzal Adding a New Domain to Map

‘ Online
Documentation

Teo define a Windows demain te map to the group level, follow these steps

9 1. Click New configuration.
&I 2. Click the Windows domain that you want to create group mappings forto configure.

The Domain field enables you to manually specify a domam that might not have
propagated to the domain listings vet.
3. Click Submit.

Back to Top
Mapping Windows Groups to a Cisco Secure ACS Group
To assign a Windows user to a group, follow these steps

1. Select the domain,

2. Click Add mapping

3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.

4. Click Add to Selected. The group name is added to the Selected list.

5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set

6. Click Submit
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+ No Access Group
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2 Schema Admins = Tou can configure a default group for Windows users and you can have users
% Administration within a Windows domain, even to the Windows group level, map to a specific
Contral Add to selected Remave fram selected |

Cisco Secure ACS group

i Esxcternal User Selected

Databasss Back to Top =

Reportsand
Activity

‘ Online
Documentation

Adding a New Domain to Map

Teo define a Windows demain te map to the group level, follow these steps

il M 1. Click New configuration.
2. Click the Windows dotmain that you want to create group mappings forto configure.
The Domain field enables you to manually specify a domam that might not have

CiscoSecure group: -~ ; Iér]f}riat;d Fo the domain listings vet.
ck Submut.

Back to Top
ﬂl Mapping Windows Groups to a Cisco Secure ACS Group

To assign a Windows user to a group, follow these steps

? Back to Help 1. Select the domain
2. Click Add mapping
3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.
4. Click Add to Selected. The group name is added to the Selected list.
5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set
6. Click Submit
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You can configure a default group for Windows users and you can have users

% Administration within a Windows domain, even to the Windows group level, map to a specific
Contral
. Cisco Secure ACS group
Delete Configuration |
ﬁ Excternal Liser
Databases [Back to Top] =
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@ Reportsand
Aotivit . .
ctivity Camzal Adding a New Domain to Map
anline
Documentation

Teo define a Windows demain te map to the group level, follow these steps

1. Click New configuration.
ml 2. Click the Windows domain that you want to create group mappings forto configure.
The Domain field enables you to manually specify a domam that might not have

propagated to the domain listings vet.
3. Click Submit.

Back to Top

Mapping Windows Groups to a Cisco Secure ACS Group
To assign a Windows user to a group, follow these steps

1. Select the domain,

2. Click Add mapping

3. Inthe NT Groups list, click the group to which you want to add to the Windows
group set.

4. Click Add to Selected. The group name is added to the Selected list.

5. Inthe CiscoSecure group list, click the Cisco Secure ACS group that will be the
default group for the Windows users who belong to the defined Windows group set

6. Click Submit
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+ User Data Configuration

o TACACS+ (Cisco IOS
RADIUS (Microsoft,
RADIUS (INortel

RADIUS {Juniper
RADIUS (Ascend)
RADIUS {(IETF

RADIUS {Cisco VPN 5000)
RADIUS {Cisco VPN 3000)
RADIUS {Cisco BESM
RADIUS {Cisco Aironet
RADIUS {Cisco IOSPIX]

+ Advanced Options

You can configure the Cisco Secure ACS HTWL user interface with pages in
the Interface Configuration section

Note: RADITE and TACACS+ security protocals anly appear as apliohs
on this page if you have configured a 444 client to support the security
profocol. For exawple, RADIUE (Ciseo VFN 3000) only appears once
you have configured a AAA client in Network Configuration that
gpecifies RADIUS (Cisco VPN 3000) in the Authenticate Using list.
User Data Configuration

Click to add or edit up to five user defined fields that will display in the User
Setup window

Back to Top

TACACS+ (Cisco I08)

Click to configure TACACSE+ options
Back to Top

RADIUS (Microsoft)

Click to configure Microsoft RADIUS options
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a —— O ¥ [037] Framed- AppleTalk-Link RADIUS (ETF)
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@ Sustem | ¥ [039] Framed- AppleTalk-Zone It is undikcely that you would want to install every attribute available for every
2 r ¥ [062] Pert-Limit prot;col. Disp’II?ym.g each ath'ibu;euwoulc.l maal-]cle setting up a user or g:}j)up VELT
Interface . cumbersome, To simplify setup, this section allows you to customize the
(Sl Conigiratin r 7 [063] Login-LAT-Port attributes that are displayed,
% Administration O ¥ [064] Tunnel-Type
— Cortel ] ¥ [065] Tunnel-Medinm-Type This page displays a list of all of the attributes available for TETF RADIS
m ] I [066] Tunnel-Client-Endpoiat Check the box for User andfor Group f'(?r E.aI:h IETF EADITS service that
you want to appear as a configurable option in the User Setup andf/or Group
W r I [067] Tunnel-Server-Endpoint Setup section, accordingly. Each attribute selected must be supported by the
ARy O I [069] Tunnel-Password AN client.
| Eocntaon . r o7l -Featres The RADIUS IETF attrib adlable F: AAB client configur
RAT & attributes are avalable for any client ce: ation
= oliiee) feices when using BADIUTS. If yvou want to wse [ETF attribute #26, Vendor Specific
=i I™ [078] Configuration-Token Attribute (W24, you must enable the applicable V3As on other pages of the
O v [081] Tunnel-Private-Group-1D Interface Configuration section, Attributes for both RADIUS (IETF) and any
- I [082] Tunnel- Assignment I enabled BADITS V3As appear in User Setup or Group Setup
o I [083] Tunnel-Preference Note: The RADIUS (IETF) aitribuies are shared with all supported
=i I™ [085] Acct-Tnterim-Interval RADITIS vendars. You must configure the first RADITS aiiributes fram
] ™ [090] Tunnel-Client-Auth-ID RADITIS (IRTF) for all RADITIS vendors.
O 7 [091] Tunnel-Server-Auth-ID . . i
“When you have finished selecting attributes, click Submit at the bottom of the
page.
‘ Advanced Configuration Options ﬂ
For more information about each of the attributes, see the Online
‘ Tags to Display Per Attribute I‘\ d Documentation.
Back to Top
Advanced Configuration Options
? Back to Help
:I The Advanced Configuration Options section lets you add more detailed
hd information for even more tailored configurations
Submit | Cancel
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If group mapping has not been configpured, usernames that are not confisured in
% é\oammmmn the CisceSecure Database are assigned to the Default Group by Cisco Secure
ACS the first time they log in. The privileges and restrictions for the default
ﬁ Excternal User group are applied to first-time wsers. If you have upgraded from a previous
= Eolthos version of Cisce Secure ACE and kept your database mformation, users will

map as configured in the previous version.

-
E
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Activity
5 | Online Back to Top
| Documentation
Group

To select a group to configure, use the list to display the configurable groups
Click the group in the list, and then click Users in Group, Edit Settings, or
Rename Group

Back to Top
Users in Group
Click Users in Group to see a list of all users assigned to the selected group

Back to Top

Edit Settings

Click Edit Settings to edit the selected group's authorization privileges and -
parameters

Back to Top

Rename Group El
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T

7 [063] Login-LAT-Port Group Settings

To enable administrators to tailor what authonizations are displayed for a

¥ [064] Tuanel- Type configuration and to simplify the mterface, Cisco Secure ACS displays only the

Tagh j Value IVLAN j information for the current configuration. Specific Group Setup configuration
W [065] Tunnel Medium Type options and security protocel attributes are displayed in Group Setup only in
the following circumstances:
Tag[1 =] value [802 E
¥ [081] Tunnel-Private-Group-ID o A AAM chent that wses the specified protocol has been configured in the Networle
Configuration section. For ezample, RADIUS settings appear only if vou have
Tag|1 | Value [Engineering| configured a A4 4 client that uses RADIUS

s The spectfic services. protocols, and attributes have been selected for display for the
appropriate protocol it the Interface Configuration section.
s A& Token Card Server has been configured i the External User Databases section.

Group Setup is used to enable and configure the particular authonzations
[N | =l assigned to an entire group of users. The group a user is assigned to 1s
Subrmnit Submit + Restart | Cancel | configured in the User Setup section. User Setup overrides Group Setup

Back to Top
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Authenticator (Switch) Configuration

Catalyst 6500/4500/4000
Catalyst 2950/3550

Session Number
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CatOS Configuration — Global commands
ﬂ

# RADIUS configuration

# Global 802.1x configuration

set dotlx quiet-period 10 (default: 30)
set dotlx tx-period 10 (default: 30)

set dotlx supp-timeout 5 (default: 30)
set dotlx server-timeout 5 (default: 30)
set dotlx max-req 4 (default: 2)

set dotlx re-authperiod
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CatOS Configuration — Per-port commands
ﬂ

# Port Level 802.1x configuration

set port dotlx <mod/port> port-control auto

set port dotlx <mod/port> port-control force-authorized
set port dotlx <mod/port> multiple-host enable/disable

set port dotlx <mod/port> re-authentication enable/disable
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Switch Configuration
|OS Configuration — Global commands

ﬂ

# RADIUS configuration

radius-server host <ip_address>
radius-server key <key>

aaa new-model

aaa authentication dotlx default group radius
aaa authorization default group radius

aaa authorization config-commands

# 802.1x Global Commands
dotlx system-auth-control
dotlx max-req

dotlx timeout quiet-period
dotlx timeout tx-period
dotlx timeout re-authperiod
dotlx re-authentication
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Switch Configuration
|OS Configuration — Per-port commands

ﬂ

# 10S Per-port configuration
dotlx port-control auto
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Client Supplicant Configuration

Windows XP SP1

Session Number
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Supplicant Configuration

Network Connection Properties
ﬂ

* Network Connections =13
File Edit ‘iew Fawvarites Tools Advanced Help oy
.;_)} Back '\._.j LE p Search u:‘ Folders v
Address |@Y Network Connections v| a0

i LAN or High-Speed Internet
Metwork Tasks

) Lacal Area Connection
Create a new conneckion fletwork cable unplugged

Q Set up a home or small I—ES.'E Intel(R) PROSIN04 Manageme,
affice network,

Local Area Connection 2
Enabled

See dlso _ E Inkel(R) 82559 Fast Ethernet ...

Hl’,,l Metwork Troubleshooter

Other Places

[}- Contral Panel

‘Q My Mebwork Places
[E;} My Documents

j My Complksr

Details

MNetwork Connections
Syskem Folder
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Supplicant Configuration
Network Interface Authentication Properties

ﬂ

- Local Area Connection 2 Properties E|fg| - Local Area Connection 2 Properties E|fg|

General |.-’-‘«uthenticati0n Advanced General | Authentication |.-’-‘«c|vanced

Connect uzing:

Select thiz ophion to provide authenticated network access for

B8 Intel(R) 82559 Fast Ethernet LAM on Maotherboard Ethernet netvorks,
Enable IEEE 80214 authentication for thiz network
Thiz connection uses the following items:
EAP type: | Pratected EAF [PEAR) v
g Client for Microzoft Metwarks MD5 Challemas
E,l File and Printer Sharing for Microsoft Metwarks otected EAP [FEAF]

g (a5 Packet Scheduler Smart Card or other Certificate
% Internet Protocol [TCRAR)

Authenticate az computer when computer information is available

’ Install .. ] ’ [drirstall ] [ Properties
Description [] Authenticate as guest when user or computer information i
. unavailable
Allows pour computer bo access resources on a Microzoft
netwark,
Show icon in natification area when connected
0K ] [ Cancel 0K ] [ Cancel
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Supplicant Configuration
Authentication Method - PEAP Configuration

Protected EAP Properties Protected EAP Properties EJ

When connecting: When connecting:
Validate server certificate Yalidake server certificate
[ Tconnect ko these servers: ] EAP MSCHAPv2 Properties i
Wwhen connecting:
Trusked Foot Certification Authorities: T
[ Equifax Secure sBusiness Ca-2 ~ ﬂ;‘;zmg%ﬂﬁ;z‘zmﬁi:\;nadnu?s Iagon name and ~
[] Equifax Secure Global eBusiness Ca-1 . B ria—
ESE Root ©4 1 Iz
|:| Elret International Roaot A s I oK l [ Cancel l
[] FESTE, Public Motary Certs
[] FESTE, Verified Certs [T Coi HET Secarehlet Ca Class &
[ First Data Digital Certificates Inc, Certification Authority [ o HET SecureMet CA Class B
[T FrmT Clase 2 Ca v [ Cauw HKT Securehlet CA Root v
< | @ < &
Select Authentication Method: Select Authentication Method:
Secured password (EAP-MSCHAP w2) w Configure. .. |Secured password (EAP-MICHAR vZ) w | [ Configure. .. ]
Secured password (EAP-MSCHAP w2)
Smart Card or other Certificate [JEnable Fast Reconnect
I (a4 l [ Cancel ] [ oK ] [ Cancel ]
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Supplicant Configuration
Interface Status — Disconnected State

".!- Network Connections

File Edit View Favorites Tools  Advanced  Help ﬁ"'

O Back, -\-.) LE p Search H:’ Folders v

Address i;; Metwork, Connections M | d 6o
LANM or High-Speed Internet

Metwork Tasks =
— ) Local Area Conneckion
_reate & new connection Mebwork cable unplugoed
_ E Intel{R) PROJ 100+ Manageme. ..

See Also Lacal Area Conneckion 2
Pletwork cable unplugged

ai,-*’ Metwork Troubleshooker

Other Places

Br Control Panel
!ﬂ Iy Mebwiork Places
[E] My Docurnents
H My Compuker

Details

Metwork Connections
System Folder
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Supplicant Configuration

Interface Status — Connected/Authenticatinﬂ State

‘.'." Metwork Connections

File Edit Wiew Favorites  Tools

Advanced  Help g“'

;\__)Back -.\_j LE )T.]Search H__L' Faolders v

Address d;«, Mebwark Connections

~
Metwork Tasks

Create a new
conneckion

& Disable this netwark
device

% Repair this connection
®i Rename this connection

& View status of this
conneckion

hange settings of this
conneckian

Other Places

B Control Panel

&) My Network Places
[} My Documents

i My Computer

Details

Local Area Connection 2
LAMN or High-Speed Internet
bbocoobioobe cubbockiook

LANM or High-Speed Internet

Local Area Connection
Mebwork cable unplugged
__ E Intel(R) PROJ 100+ Manageme. ..

l ocal Area Connection 2
ing ko authenticate

1) 82559 Fast Ethernet ...
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Supplicant Configuration

Interface Status — Auth Successful/Connected State

".‘E- Metwork Connections

File Edit ‘iew Favorites Tools  Advanced  Help

O Back: -\-.) LE p Search H:L' Folders v

Address d_&«, Mebwark Connections

LANM or High-Speed Internet
Metwork Tasks e

Create a new conneckion

Local Area Connection
Mebwork cable unplugged

__ E Intel(R) PROJ 100+ Manageme. ..

See Also {ocal Area Connection 2
fuithenticakion succeeded

Hl'_,l Metwork Troubleshooker

Other Places

B Control Panel

%) My Network Places

My Documents
i My Computer

Details

Metwork Connections
Syskemn Folder

A Intel(F) 52559 Fast Ethernet ..
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Troubleshooting
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Authentication Server Troubleshootin%

« Set logging in ACS to Full Detail

* Enable logging of passed authentications (disabled
by default).

* Logs available in ACS GUI, but additional detailed
Information is available in logging directories.
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Authentication Server Troubleshooting

Logging Detail Level Configuration
ﬂ

coSecure ACS - Microsoft Internet Explorer

=18 x|

File Edt View Favorites Tools  Help

Ggack - = - 2 7t ‘ Qsearch [Favorites @Media (4 | 5 S

Address [&] hepef127.0.0.1:3778]

x| @ |Links =

Cisco Sysrems

User
Setup

System Configuration

e I -

Group
Setup

a8y | Shared Profile

Components

Network
Configuration

= Ja| Sustem
Configuration

Interface
Configuration

f | B!

Administration
Contral

i

External User
Databases

et
gy

Reportsand
Activity

b | Online
Documentation

B¢

| CiscoSecure ACS on win2k-server

i d

Is Currently Running

3]

« Starting and Stopping the Cisco Secure ACS Services
« Services Log File Configuration

Services Log File Configuration

Level of detail
 None
© Low
& Fuft

Generate IMNew File

@ Every day
" Ewvery week
" Every month

© When size is greater than 2048 KB

¥ Manage Directory

© Eeep only the last |7 files
@ Delete files older than|7 days

? Back to Help

Restart | Stopl Cancel

Starting and Stopping the Cisco Secure ACS Services

Te restart or stop the Cisco Secure ACS services, click as appropriate the
Restart or Stop button, located at the bottom of the page. This achieves the
same result ag starting and stopping all the services (excluding C3Admin) from
within Windows Control Panel C3Admin iz the web server for the interface,
and it iz fiot restarted. Ttis left on to prevent remote administrators from losing
access. If the service needs to be restarted, O3 Admin can be started or
stopped from the Services icon in Windows Control Panel. However, it is best
to allow Cisco Secure ACS to handle the services because there are
dependencies in the order in which the services are started

Back to Top
Services Log File Configuration

The eptions in this section control the parameters for the Service log file and
directory.

Level of detail

Click one of the following options to determine the level of detail that appears
in the log fle:

None. Mo log file is generated
Low. Only start and stop actions are logzed
o Full. All services actions are logzed

Generate New File

Ifyou selected Low or Full for Level of detal, click one of the fellowing
options to configure when the new log file is generated.

Note: To make sure your system is set to your local time, click Start:
Settings: Control Panel Regional Settings

e e e oa .l

‘@ Dane
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Authentication Server Troubleshooting
General Logging Configuration

ﬂ

/) CiscoSecure ACS - Microsoft Internet Explorer —|& x|

Presentation_ID

Fie Edt View Favortes Tools Help |

Ggack - = - 2 7t ‘ Qsearch [Favorites @Media (4 | 5 S

Address [&] hepef127.0.0.1:3778]

x| @ |Links =

Cisco Sysrems

System Configuration i
setoct . Jw =

Logging Configuration + CSV Logs
.ii | g:?yg . . « C8V Fa]..led Attempts
X ‘Use | Local Logging Configuration o CSV Failed Attempts .
B | et | | | v [CSV Faed Amempts ' gg ﬁggss f::ﬂ“:u':;n
Lay¥ 1AbaAbsT Accounting
S| Network ‘ 4 |CSTVr Passed Authentications SV TACACST Administraty
\ v [CEV RADTUS Accounting + CSV VoIP Accounting
%—- " \ v [0SV TACACS+ Accounting » UDBC Logs
| « DDBC Failed Attempts
} v |CSV TACACS+ Admmnstration . ODBC RADIUS Accomtin
x CEV VoIl Accounting « DDBC TACACS+ Accounting
iy | dmesteten] | x |ODEC Faied Aterpts . W -
« ODBC VoIP Accounting
‘ x |ODBC Pagsed Authentications — Leountin
ﬁ | ;":*‘E“a' War e « Remote Logging
—— i ODBC RADITS Accounting
| b x ODBEC TACACSt Accounting
Bt } x Iw €SV Logs
= - x ODBC VoIP Accounting
‘ x |Remote S Cisco Secure ACS records many of its logs in comma-separated value (CSV)

text files. You can import CSV log files nto many popular spreadsheet

applications.
Cancel

Back to Top
? Back to Help CS8V Failed Attempts

Click this eption to enable and configure Cisco Secure ACS to generate a
CEV log of failed login attempts

Back to Top
CSV Failed Attempts

Click this eption to enable and configure Cisco Secure ACS to generate a
CEV log of successful login attempts.

Back to Top

CSV RADIUS Accounting

e e El

(]

° F’:’Fl' Internet
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Authentication Server Troubleshooting
Additional Logging File Directories

& CiscoSecure ACS v3.2 -0l x|
File Edit ‘Wiew Fawarikes Tools  Help ﬁ

= Back + = - | aSearch Ly Falders @ | B 2 X | Exw
Address |1 C:\Program FilesiCiscoSecure ACS v3.2 j 'ff‘)G':'

.....................................

wathenticators:  CSadmin CSAuth CSDBSYnC Z5Liog

.....................................

Select an ikem ko view its description, D D D D D

See also: ZSMon (Z5R.adius Z5Tacacs DCs Logs

My Docurments

My Mebwork Places i o o

iy Conpute @ (23 = =
Suppork LIkils DelsL1.isu F.adConfig FadiusHelp

README TacacsHelp TacConfig

|15 object(s) 700 KE A my Computer v
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CatOS Authenticator Troubleshootin%

 Enable 802.1x tracing on CatOS platforms
‘set trace dotlx <level>’
“level” is a detail level value between 0-15
15 will do a full packet dump!
10 is usually good enough for most troubleshooting

Don’t forget to disable tracing once you are done! ‘set trace all
O’
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|OS Authenticator Troubleshootin%

* Use the debug command like on 10S routers
‘debug dotlx <option>’
“option” can be:
all: All 802.1x events
authsm: The authenticator FSM
backend: AAA Backend Communications
besm: backend FSM events
core: core 802.1x subsystem

reauthsm: re-authentication FSM
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Windows XP/Windows 2000 Troubleshooting

* Enable tracing and logging in the supplicant
‘netsh ras set tr * enable’
Enables supplicant tracing and logging.
Creates logging debug files in ‘%systemRoot%/tracing’

Disable it with the command ‘netsh ras set tr * disable’
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Windows Troubleshooting — Tracin% Directoré

& WINDOWS M=1E3

File Edit Miew Favorites Tools  Help :‘"
eBack - u,__) |ﬁ /}_-\' Search lL Folders v
Address |3 CAWINDOWS viB e
System Tasks _.—j '_..-—J ',J "_J i.,J '.-‘J 1_-)‘
L 7 addins AppPatch assembly Zonfig Connection Cursars Debug
I Hide the contents of \Wizard
this Folder
fLy Addar remove e - = = -
= I~ T~ A R~ N
FSEErEh For files or Downloaded  Driver Cache ehome Faonts Help ime java
O Program Files
File and Folder Tasks # '-__‘J -__J LJ ._J .__J J‘-.'J
Em Reranis bhid folder Media Microsoft MET — msagent msapps i OFF;EE:E'-.-;.-'EI:: PCHEALTH
@ Move this Folder
[T} Copy this folder I#J _‘_J ,J .J |__‘_] -__‘J .J
Publish this Folder to i
the WWeb Prefetch Registered...  Registration repair Resources security ServicePac. .,
5! Share this Falder
() E-mail this Folder's Files o & = i A 8| @ =
| | | j |
¥ Delete this falder J bt J =/ J J
srchassk syskem syskem3z Tasks Temp bwain_32
w w
—
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& tracing

File Edit  ‘Wiew

@ Back - \“/:I

Favarites

Help

Lﬁ /',:\' Search lL- Faolders

Windows Troubleshooting — Tracing Files

(=119

>

Address | ) CAWINDOWS\tracing

File and Folder Tasks

l_“j Make a new Folder

@ Publish this Falder ta the
Wi'eh

& Share this Folder

Other Places

3 WINDOWS

D My Documents
o My Computer
!d My Mebwork Places
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(%] conftsp
£l EapoL

] kMDDSP
£l nDpTSP

Size
OKE
1KE
35 KB
6 kKE
6 kKE
2kE
1KE
O KE
3KE
OkKE
1KE
OkKE
1KE
2kE
OkKE
OkKE
BkE
BkE
15 KB
Z1KE
OkKE

Type
Text Docurent
Text Document
Text Document
Text Document
Text Document
Text Docurnent
Text Docurnent
Texk Docurent
Text Document
Text Document
Text Document
Text Document
Text Docurnent
Text Docurnent
Text Document
Text Document
Text Document
Text Document
Text Docurnent
Text Docurent
Text Docurnent

Date Modified
£/19/2003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
£/19/2003 4:30 PM
511902003 4:30 PM
51192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/1902003 4:30 PM
511902003 4:30 PM
5/19{2003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
/192003 4:30 PM
5/19/2003 4:30 PM
§/19/2003 4:30 PM
511902003 4:30 PM
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Examining the EAPOL log
ﬂ

[1496] 16:30:35: EIMediaEventsHandler entered

[1496] 16:30:35: EIMediaEventsHandler: Calling EIMediaSenseCallback

[1496] 16:30:35: EIMediaSenseCallback: Entered

[1496] 16:30:35: EIMediaSenseCallbackWorker: For interface (Intel(R) 82559 Fast
Ethernet LAN on Motherboard), GUID ({0D7295D2-F5F1-4A62-A494-
AA3D4239CF49}), length of block = 94

[1496] 16:30:35: EIMediaSenseCallbackWorker: Callback for sense connect
[1496] 16:30:36: ElloCompletionRoutine called, 60 bytes xferred

[1496] 16:30:36: EIReadCompletionRoutine entered, 60 bytes recvd

[1496] 16:30:36: ProcessReceivedPacket entered, length = 60

[1496] 16:30:36: ProcessReceivedPacket: EAP_Packet

[1496] 16:30:36: ProcessReceivedPacket: EAPOLSTATE_CONNECTING

[1496] 16:30:36: TIMER: Restart PCB Time: 2097148

[1496] 16:30:36: FSMAcquired entered for port Intel(R) 82559 Fast Ethernet LAN on
Motherboard - Packet Scheduler Miniport

[1496] 16:30:36: TIMER: Restart PCB Time: 30
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Examining the EAPOL log

ﬂ

[1496] 16:30:36:

FSMAcquired entered for port Intel(R) 82559 Fast Ethernet LAN on

Motherboard - Packet Scheduler Miniport

[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:
[1496] 16:30:36:

TIMER: Restart PCB Time: 30

EIEapEnd entered

ElIEapBegin entered

ElIEapBegin done

EIEapWork: EapolPkt created at 00137008
ElIEapMakeMessage entered

ElIParseldentityString: Packet length 5 less than minimum 5
ElGetldentity: Userlogged, Prev !Machine auth
ElGetldentity: Userlogged, <Maxauth, Prev !IMachine auth: IMD5
ElGetUserldentity entered

ElGetEapUserinfo: Get value succeeded

ElGetEapUserinfo: Get value succeeded

ElGetUserldentityOptimized: Got identity =

ESELABS\Administrator

[1496] 16:30:36:

ElGetUserldentity: EIGetUserldentityOptimized got identity without

user module intervention
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Examining the EAPOL log
ﬂ

[1496] 16:30:36: ElGetUserldentity completed with error O

[1496] 16:30:36: ElGetldentity: Userlogged, <Maxauth, Prev !Machine auth: No
Error: User Auth fine

[1496] 16:30:36: Identity sent out = ESELABS\Administrator

[1496] 16:30:36: EIWriteToPort entered: Pkt Length = 32

[1496] 16:30:36: EIWriteToPort: pPCB = 0009FE78, RefCnt = 3

[1496] 16:30:36: EIWriteTolInterface entered

[1496] 16:30:36: EIWriteTolnterface completed, RetCode =0

[1496] 16:30:36: Setting state ACQUIRED for port Intel(R) 82559 Fast Ethernet LAN
on Motherboard - Packet Scheduler Miniport

[1496] 16:30:36: FSMAcquired completed for port Intel(R) 82559 Fast Ethernet LAN
on Motherboard - Packet Scheduler Miniport

[1496] 16:30:36: ProcessReceivedPacket: Reposting buffer on port {0D7295D2-
F5F1-4A62-A494-AA3D4239CF49}

[1496] 16:30:36: EIReadFromPort entered

[1496] 16:30:36: EIReadFromPort: pPCB = 0009FE78, RefCnt = 4
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Examining the EAPOL log
ﬂ

[1496] 16:30:37: ProcessReceivedPacket entered, length = 1030
[1496] 16:30:37: ProcessReceivedPacket: EAP_Packet

[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:

ProcessReceivedPacket: EAPOLSTATE _AUTHENTICATING
TIMER: Restart PCB Time: 2097148
FSMAuthenticating entered for port Intel(R) 82559 Fast Ethernet LAN

on Motherboard - Packet Scheduler Miniport

[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:
[1496] 16:30:37:

Presentation_ID
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TIMER: Restart PCB Time: 30
ElEapWork: EapolPkt created at 00150308
ElEapMakeMessage entered
ElIMakeSupplicantMessage entered
EAPSTATE_ Working

ElEapDIIWork called for EAP Type 25

EAP DIl returned Action=EAPACTION_Send
ElEapDIIWork finished for EAP Type 25 with error 0
EIWriteToPort entered: Pkt Length =12
EIWriteToPort: pPCB = 0009FE78, RefCnt = 3
EIWriteTolnterface entered
ElWriteTolnterface completed, RetCode =0
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Examining the EAPOL log
ﬂ

[1496] 16:30:39: ConnectionStatusChanged completed

[1496] 16:30:39: FSMAuthenticating completed for port Intel(R) 82559 Fast Ethernet
LAN on Motherboard - Packet Scheduler Miniport

[1496] 16:30:39: TIMER: Restart PCB Time: 2097148

[1496] 16:30:39: EIProcessEapSuccess: Got EAPCODE_Success

[1496] 16:30:39: EIEapEnd entered

[1496] 16:30:39: EIEapDIIEnd called for EAP Index 1

[1496] 16:30:39: EIProcessEapSuccess: Authentication successful

[1496] 16:30:39: FSMAuthenticated entered for port Intel(R) 82559 Fast Ethernet LAN
on Motherboard - Packet Scheduler Miniport

[1496] 16:30:39: EIEapEnd entered

[1496] 16:30:39: FSMAuthenticated: Queued ElIPPnPWorker

[1496] 16:30:39: Setting state AUTHENTICATED for port Intel(R) 82559 Fast Ethernet
LAN on Motherboard - Packet Scheduler Miniport

[1496] 16:30:39: FSMAuthenticated completed for port Intel(R) 82559 Fast Ethernet
LAN on Motherboard - Packet Scheduler Miniport
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Examining the EAPOL log
ﬂ

[1496] 16:30:39: ElZeroConfigNotify: Handle=(0), failcount=(0),
lastauthtype=(0)

[1496] 16:30:39: ElZeroConfigNotify: RpcCmdIinterface failed with error 2
[1496] 16:30:39: EIProcessEapSuccess: ElZeroConfigNotify failed with
error 2

[1496] 16:30:39: EIProcessEapSuccess: Called ElZeroConfigNotify with
type=(5)

[1496] 16:30:39: WZCNetmanConnectionStatusChanged: Entered
[1496] 16:30:39: QueueEvent: CoCreatelnstance succeeded

[1496] 16:30:39: ConnectionStatusChanged completed

[1496] 16:30:39: ProcessReceivedPacket: Reposting buffer on port
{0D7295D2-F5F1-4A62-A494-AA3D4239CF49}

[1496] 16:30:39: EIReadFromPort entered

[1496] 16:30:39: EIReadFromPort: pPCB = 0009FE78, RefCnt = 3

[1496] 16:30:39: ProcessReceivedPacket: pPCB= 0009FE78, RefCnt = 3
[1496] 16:30:39: ProcessReceivedPacket exit

[1940] 16:30:39: EIIPPnPWorker: DHCPHandlePnPEvent successful
[1940] 16:30:39: Ip6Renewlnterface: CreateFileW failed with error 2
[1940] 16:30:39: ElIPPnPWorker: Ip6Renewlnterface returned error 2
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Examining the RASTLS log

PeapReadConnectionData
PeapReadUserData
RasEapGetinfo
EapPeapBegin
PeapReadConnectionData
PeapReadUserData

EapTlsBegin(ESELABS\Administrator)
State change to Initial

EapTIisBegin: Detected 8021X authentication
EapTIisBegin: Detected PEAP authentication
MaxTLSMessagelLength is now 16384
EapPeapBegin done

EapPeapMakeMessage
EapPeapCMakeMessage
PEAP:PEAP_STATE_INITIAL
EapTIsCMakeMessage

EapTIsReset
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ﬂ

[1496] 16:30:36:119:
[1496] 16:30:36:119:
[1496] 16:30:36:119:
[1496] 16:30:37:301:
[1496] 16:30:37:311:
[1496] 16:30:37:311.:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311:
[1496] 16:30:37:311.:
[1496] 16:30:37:311.:
[1496] 16:30:37:311.:
[1496] 16:30:37:311:
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Examining the RASTLS log
e R

[1496] 16:30:37:311: No Cert Store. Guest Access requested
[1496] 16:30:37:311: No Cert Name. Guest access requested
[1496] 16:30:37:311: Will validate server cert

[1496] 16:30:37:311: MakeReplyMessage

[1496] 16:30:37:311: SecurityContextFunction

[1496] 16:30:37:311: InitializeSecurityContext returned 0x90312
[1496] 16:30:37:311: State change to SentHello

[1496] 16:30:37:311: BuildPacket

[1496] 16:30:37:311: << Sending Response (Code: 2) packet: Id: 2, Length:
80, Type: 13, TLS blob length: 70. Flags: L

[1496] 16:30:37:311: EapPeapCMakeMessage done

[1496] 16:30:37:311: EapPeapMakeMessage done

[1496] 16:30:37:331:. EapPeapMakeMessage

[1496] 16:30:37:331: EapPeapCMakeMessage
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What’s Ahead? (lan’s todo Iist=

« Additional Policy capabilities
QoS
Rate-Limiting
User name to port description
Failed authentication guest access

* Increased integration into directory services
Improved Active Directory Support
Improved LDAP support

* Increased device support for IBNS
IP Phones (supplicant)
WLAN APs (IBNS Conformance, supplicant)
3rd party devices — Printers (HP)

* Tighter integration into other Cisco solution sets
Catalyst Integrated Security/Tunneling technologies
Antibody
CPS
NIDS
Firewall/[FWSM
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More on my to-do list...
ﬂ

« Switch Integrated Web Based 802.1x proxy

Access switch HTTP/HTTPS based login (no supplicant required)
Leverage 802.1x backend

Leverage 802.1x gains

* IBNS Management

Phase 1 — Test & operate with existing tools

Phase 2 — Integration between Management platforms and IBNS components

* Port Based RADIUS MAC Checking
* Link Layer IBNS Crypto (lan’s Wish List)
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Avoid and Avert the Inevitable

Session Number
Presentation_ID © 2003 Cisco Systems, Inc. All rights reserved. 189



Antibody Phase 2

1. Antibody Agent gathers & sends posture information to AAA server.

2. AAA Server forwards posture information to validation server (Symantec,
Trend, NAI, etc).

3. Validation Server compares information to acceptable values &

sends response back to AAA Server.

4. AAA Server factors in posture information in intelligent decision

process and updates network elements.
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Standard Network Core
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CPS Protected Link

1. Mutual Authentication

Authentication

(e e——
U Authentication ] U

2. Encrypted Channel
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CPS Protected Network Core
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Combined Solution Space

- Trusted/Protected Core (CPS) =

AAA/Policy Server

Authenticated/Controlled
| Network Edge (IBNS)

Identity Server
(Microsoft, Sun, etc.)

=

o N
Verified “Safe” A CIS Pr0t1 ion |
client (Antibody) ! o

Policy Database
(Oracle, Sun, MS)

Antiviral Server
(Trend, NAI, Symantec)
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Benefits?
ﬂ

* Trusted core (CPS)
* Protected Core (CPS)
« Controlled network edge (IBNS & CIS)

« Usage monitoring, accountability, logging, & tracing (IBNS, IBNS
W/NIDS & FW)

* Reduced risk insertion into stable environment (Antibody)
* Protected entry into trusted core (IBNS/Antibody)
* Privacy & Integrity across the network (IBNS, Antibody, CPS)
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