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Re s p o n d in g  to  S e c u r ity  
In c id e n ts



222©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

A g e n d a

• In tr o d u c tio n

• T h e  N a tu r e  o f A tta c k s

• P h a s e s  o f In c id e n t Re s p o n s e

• T o o ls  a n d  T e c h n iq u e s

• P u ttin g  It A ll T o g e th e r  - C a s e  S tu d ie s
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G o a l

• T o  e m p o w e r  y o u  w ith  th e  k n o w le d g e  o f 
p r o c e d u r e s , to o ls , a n d  te c h n iq u e s  y o u  c a n  
u s e  to  r e s p o n d  to  In te r n e t s e c u r ity  is s u e s .
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W h a t In c id e n ts ?

M a y  2 9  - C S I/F B I a n n u a l s u r v e y  is  p u b lis h e d

T h e  th r e a t le v e l is  g o in g  u p , a n d  it 
is  g o in g  u p  a t a  s te e p  a n g le

9 0 %  o f a tta c k s  a r e  c o m in g  
fr o m  e x te r n a l …
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D o  Y o u  C a r e  W h o ’s  B e h in d  th e  In c id e n t?

S c r ip t K id d ie s

D e te r m in e d  A tta c k e r s

N a tio n  S ta te s
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T h e  S Q L  S la m m e r  W o r m :
W h a t H a p p e n e d ? ?

• J a n u a r y  2 5  2 0 0 3
• D o u b le d  in  s iz e  e v e r y  8 .5  

s e c o n d s
• In fe c te d  9 0 %  o f v u ln e r a b le  h o s ts  

w ith in  1 0  m in u te s !!
• S a tu r a tio n  p o in t r e a c h e d  w ith in  

2  h o u r s  o f s ta r t o f in fe c tio n
• 2 5 0 ,0 0 0  – 3 0 0 ,0 0 0  h o s ts  in fe c te d  

o v e r a ll
• In te r n e t C o n n e c tiv ity  a ffe c te d  

w o r ld w id e  in c lu d in g  b a n k  A T M  
n e tw o r k s . 

s o u r c e : h ttp ://w w w .c a id a .o r g /o u tr e a c h /p a p e r s /2 0 0 3 /s a p p h ir e /s a p p h ir e .h tm l
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T h e  S Q L  S la m m e r  W o r m :
H o w  It W o r k s

• E x p lo its  v u ln e r a b ility  in  M ic r o s o ft 
S Q L  Re s o lu tio n  S e r v ic e  v ia  b u ffe r  
o v e r flo w  a tta c k

• A ffe c te d  s y s te m s  in c lu d e  
M ic r o s o ft S Q L  S e r v e r  2 0 0 0  h o s ts  
a s  w e ll a s  h o s ts  w ith  M ic r o s o ft 
D e s k to p  E n g in e  (M S D E ) in s ta lle d

• V u ln e r a b ility  p u b lis h e d  in  J u ly  
2 0 0 2 . P a tc h  w a s  m a d e  a v a ila b le  
fr o m  M ic r o s o ft a t th a t tim e .

• W o r m  e x e c u te s  a r b itr a r y  c o d e  a n d  
in s ta lls  a  c o p y  o f its e lf in to  th e  
in fe c te d  c o m p u te r ’s  m e m o r y  –
w h ic h  in fe c ts  o th e r  h o s ts .
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T h e  E n a b lin g  V u ln e r a b ility

11

In te r n e t

S Q L
M S D E  
(S Q L )

S Q L

S Q L

M S D E  
(S Q L )

U s in g  th e  S Q L  M o n ito r  S e r v ic e  b u ffe r  o v e r flo w  
a tta c k , w o r m  in s ta lls  its e lf o n  S Q L  s e r v e r s . 
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P r o p a g a tio n

A fte r  g a in in g  a c c e s s  
to  s e r v e r s , th e  w o r m  
r e p lic a te s  its e lf a n d  
s e le c ts  n e w  ta r g e ts . 

G O
22

M S D E  
(S Q L )

S Q L

M S D E  
(S Q L )
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P a y lo a d

• W h e n  th e  s e r v e r  is  
in fe c te d  w ith  th e  
w o r m , th e  a tta c k e r  
h a s  a c c e s s  to  th e  h o s t 
a s  th e  S Y S T E M  u s e r

• A tta c k e r  c o u ld  u s e  a  
lo c a l e x p lo it to  e le v a te  
h is  p r iv ile g e  le v e l to  
A d m in is tr a to r

33

• S te a l
• D e fa c e
• B a c k  d o o r
• Ro o tK it



111111©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

N e tw o r k  E ffe c ts  O f T h e  S Q L  S la m m e r  W o r m

• S e v e r a l s e r v ic e  p r o v id e r s  n o te d  s ig n ific a n t 
b a n d w id th  c o n s u m p tio n  a t p e e r in g  p o in ts

• A v e r a g e  p a c k e t lo s s  a t th e  h e ig h t o f in fe c tio n s  
w a s  2 0 %

• C o u n tr y  o f S o u th  K o r e a  lo s t a lm o s t a ll In te r n e t 
s e r v ic e  fo r  p e r io d  o f tim e

• F in a n c ia l A T M s  w e r e  a ffe c te d

• S Q L  S la m m e r  o v e r w h e lm e d  s o m e  a ir lin e  
tic k e tin g  s y s te m s
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F iz z e r  W o r m  D e ta ils

• F ir s t a p p e a r e d  a r o u n d  M a y  8 , 2 0 0 3

• T r a n s m itte d  tw o  w a y s :

a s  e -m a il w ith  v a r io u s  s u b je c t lin e s  a n d  m e s s a g e  
b o d y  te x ts

in fe c tin g  s h a r e d  file s  fo ld e r  u s e d  b y  th e  K a z a a
p e e r  to  p e e r  file  s h a r in g  p r o g r a m  a n d  s p r e a d s  
o v e r  th e  K a z a a n e tw o r k

• If a  u s e r  o p e n s  th e  a tta c h e d  file  o r  o th e r w is e  
a c tiv a te s  th e  w o r m  v ia  P 2 P  file  s h a r in g , th r e e  
file s  a r e  a d d e d  to  th e  W in d o w s  d ir e c to r y : 

in itb a k .d a t, w h ic h  is  a  c o p y  o f th e  w o r m
is e r v c .e x e , w h ic h  is  a  c o p y  o f th e  w o r m
p r o g o p .e x e
is e r v c .d ll, w h ic h  c o n ta in s  th e  k e y s tr o k e  lo g g in g  
T r o ja n  

• M o d ific a tio n s  to  th e  r e g is tr y  a r e  m a d e

• S ig n s  o f in fe c tio n  in c lu d e  u n e x p e c te d  tr a ffic  o n  
p o r ts  6 6 6 7  (IRC ) a n d  5 1 9 0  (A IM )

IRC
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T h e  F iz z e r  W o r m : H o w  It W o r k s

• M a s s -e m a il ty p e  w o r m

• A ffe c ts  s y s te m s  r u n n in g  
W in d o w s

• W o r m  e x e c u te s  a r b itr a r y  
c o d e  a n d  in s ta lls  a  c o p y  o f 
its e lf in to  th e  in fe c te d  
c o m p u te r ’s  m e m o r y  – w h ic h  
in fe c ts  o th e r  h o s ts .
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T h e  E n a b lin g  V u ln e r a b ility

In te r n e t

IRC

IRC

C a r e le s s  o p e n in g  o f e m a il 
a tta c h m e n ts

C a r e le s s  d o w n lo a d in g  fr o m  
s h a r e d  d ir e c to r ie s

e m a il

K a Z a a

11
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P r o p a g a tio n

In te r n e t

IRC

IRC

E m a il s e n t to  e n tr ie s  in  O u tlo o k  a d d r e s s  
b o o k , W in d o w s  A d d r e s s  B o o k , o th e r s

F ile  s h a r in g  s p r e a d s  th e  w o r m  file  to  
o th e r  p e e r s

e m a il

K a Z a a

22
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P a y lo a d

33

K e y s tr o k e  lo g g e r :
T h e  w o r m  c a p tu r e s  ty p e d  k e y s tr o k e s  a n d  s to r e s  
th e m  in  a  e n c r y p te d  file  n a m e d  is e r v c .k lg in  th e  
W in d o w s  d ir e c to r y . 

H T T P  s e r v e r : 
T h e  w o r m  r u n s  a n  H T T P  s e r v e r  o n  p o r t 8 1 . T h e  
w e b  s e r v e r  a c ts  a s  a  c o n s o le  fr o m  w h ic h  
in fo r m a tio n  c a n  b e  g a th e r e d , o r  in s tr u c tio n s  g iv e n

In te r n e t
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F iz z e r  W o r m
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M o r e  Re c e n tly : F iz z e r  W o r m  
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2  - 3  W e e k s  L a te r



2 02 02 0©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

T h e  In te r n e t W o r ld  T o d a y

• C h a n g in g  th r e a t 
U s e r  fr ie n d ly  to o ls  m a k e  it e a s ie r  fo r  th e  a m a te u r  
c y b e r p u n k s  to  d o  m o r e  d a m a g e

e C o m m e r c e  p r o v id e s  a  m o n e ta r y  m o tiv a tio n

D ir e c t a tta c k s  o n  th e  In te r n e t’s  c o r e  in fr a s tr u c tu r e  
m e a n s  th a t th e  N E T  is  n o t s a c r e d  a n y m o r e

C o m m o n  fo r  IS P s  to  h a v e  s e v e r a l c a lls  p e r  d a y  fr o m  
th e ir  c u s to m e r s  to  h e lp  d e fe n d  
a g a in s t a tta c k s

• H a v e  y o u  h a n d le d  a n y  s e c u r ity  in c id e n ts  la te ly ?
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A g e n d a

• In tr o d u c tio n

• T h e  N a tu r e  o f A tta c k s

• P h a s e s  o f In c id e n t Re s p o n s e

• T o o ls  a n d  T e c h n iq u e s  

• P u ttin g  It A ll T o g e th e r  - C a s e  S tu d ie s
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S te p s  In  A  T y p ic a l A tta c k

Re c o n n a is s a n c e

Id e n tify  T a r g e ts

A c c e s s

D e n ia l o f S e r v ic e
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Re c o n n a is s a n c e

• O b ta in in g  in fo r m a tio n
U n a u th o r iz e d  d is c o v e r y  a n d  m a p p in g  o f s y s te m s , 
s e r v ic e s , o r  v u ln e r a b ilitie s

• C o m m o n  C o m m a n d s  a n d  A d m in is tr a tiv e  U tilitie s
n s lo o k u p , p in g , n e tc a t, te ln e t, fin g e r , r p c in fo , file  
e x p lo r e r , d u m p a c l

• P u b lic  T o o ls
S n iffe r s , N M A P , x p r o b e , W h is k e r , S A T A N , S A IN T , 
c u s to m  s c r ip ts
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A c c e s s

• A c c e s s
U n a u th o r iz e d  d a ta  m a n ip u la tio n ,
s y s te m  a c c e s s , o r  p r iv ile g e  e s c a la tio n

• A c c e s s  M e th o d s
E x p lo itin g  p a s s w o r d s : b r u te  fo r c e , c r a c k in g  to o ls

E x p lo it p o o r ly  c o n fig u r e d  o r  m a n a g e d  s e r v ic e s

E x p lo itin g  p r o to c o l w e a k n e s s e s : F r a g m e n ta tio n , T C P  
s e s s io n  h ija c k in g

E x p lo itin g  a p p lic a tio n  h o le s

T r o ja n  h o r s e s : P r o g r a m s  th a t p la n t a  b a c k d o o r  in to  a  
h o s t
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D e n ia l o f S e r v ic e  (D o S )

• D e n ia l o f S e r v ic e

D is a b le  o r  d is r u p t n e tw o r k s ,
s y s te m s  o r  s e r v ic e s

• D e n ia l o f S e r v ic e  M e th o d s

O v e r lo a d in g  r e s o u r c e s

E x p lo itin g  s o ftw a r e  b u g s

• A tta c k s  c a n  b e  d is tr ib u te d  fo r  a m p lific a tio n
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N o w  W h a t? ? ? ?
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S y m p to m s  a n d  A r tifa c ts  o f A tta c k s

• Re c o n n a is s a n c e
L o g  e n tr ie s

S u s p ic io u s  p r o b e s  s u c h  a s  n u m e r o u s  u n s u c c e s s fu l 
lo g in  a tte m p ts

U n u s u a l p a c k e ts  o n  th e  n e tw o r k : u n e x p e c te d  A RP , 
s tr a n g e  IC M P s , T C P  p a c k e ts  w ith  u n u s u a l fla g s

In c r e a s e  in  tr a ffic

In tr u s io n  d e te c tio n  a la r m s  a n d  n o tific a tio n s  

N o n e : p a s s iv e  s n iffe r s  b e in g  u s e d
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S y m p to m s  a n d  A r tifa c ts  o f A tta c k s  (C o n t.)

• A c c e s s
M a c h in e  h a s  o p e n  p o r ts  th a t w e r e  n o t o p e n  b e fo r e

S tr a n g e  tr a ffic : U D P  to  s o m e  n e w  o p e n  p o r t, e n c r y p te d  
p a c k e ts . M a y  b e  in b o u n d  o r  o u tb o u n d .

A d d e d /d e le te d /m o d ifie d  a c c o u n ts  (In a b ility  o f a  u s e r  o r  
a d m in is tr a to r  to  lo g  in  d u e  to  a c c o u n t m o d ific a tio n s  
c o u ld  b e  a  s ig n  o f th is )

H ig h  a c tiv ity  o n  a  p r e v io u s ly  lo w  u s a g e  a c c o u n t

L o g  e n tr ie s

In tr u s io n  d e te c tio n  a la r m s  a n d  n o tific a tio n s  

A c c o u n tin g  d is c r e p a n c ie s  (e .g ., if th e  o p e r a tin g  s y s te m  
a c c o u n tin g  file s  s h r in k  in  s iz e )
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S y m p to m s  a n d  A r tifa c ts  o f A tta c k s  (C o n t.)

• A c c e s s  (c o n t.)
D e v ic e  r e b o o ts

E x c e s s iv e  d e v ic e  r e s o u r c e  u tiliz a tio n : m e m o r y , c p u , 
d is k , …

U n e x p la in e d  in c r e a s e d  d e v ic e  a c tiv ity

A d d e d /d e le te d /m o d ifie d  s o ftw a r e

A d d e d /d e le te d /m o d ifie d  d a ta  file s : in c lu d in g  c h a n g e s  
to  c o n fig u r a tio n  file s , c h a n g e s  in  file  le n g th s  o r  d a te s  

A n o m a lie s : o d d  m e s s a g e s  d is p la y e d , u n u s u a l b e e p s , 
a n y th in g  o u t o f th e  o r d in a r y
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S y m p to m s  a n d  A r tifa c ts  o f A tta c k s  (C o n t.)

• D e n ia l o f S e r v ic e  (D o S )
S lu g g is h  o r  c lo g g e d  n e tw o r k : p o o r  n e tw o r k  
p e r fo r m a n c e

E x c e s s iv e  d e v ic e /n e tw o r k  lin k  r e s o u r c e  u tiliz a tio n : 
m e m o r y , c p u , o r  d is k  e x h a u s tio n

U n e x p la in e d  p o o r  d e v ic e /s y s te m  p e r fo r m a n c e

U n r e s p o n s iv e  d e v ic e

D e v ic e  r e b o o ts

D e v ic e  c r a s h e s

L o g  e n tr ie s

S y s te m  r e s o u r c e /s e r v ic e  u s a g e  s ta ts
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Y o u  M u s t H a v e  A  P la n

• S o  th a t y o u  c a n  q u ic k ly  
r e s p o n d  to  th e  in c id e n t

T o  m in im iz e  th e  d a m a g e  to  
s y s te m s , s e r v ic e s , d a ta , a n d  th e  
n e tw o r k

T o  c o n ta in  th e  s c o p e  o f th e  
in c id e n t

T o  a v o id  p o s s ib ly  c o s tly  m e d ia  
e x p o s u r e  a n d  le g a l lia b ilitie s
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A g e n d a

• In tr o d u c tio n

• T h e  N a tu r e  o f A tta c k s

• P h a s e s  o f In c id e n t Re s p o n s e

• T o o ls  a n d  T e c h n iq u e s

• P u ttin g  It A ll T o g e th e r  - C a s e  S tu d ie s
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P h a s e s  o f S e c u r ity  In c id e n t Re s p o n s e

1 . T r ia g e

5 . P o s t-m o r te m

4 . Re s to r e

2 . A n a ly s isP r e p a r e

3 . Re a c tio n
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B e  P r e p a r e d

• B e  a w a r e  o f c u r r e n t a tta c k  m e th o d s  th a t c a n  a ffe c t th e  
d e v ic e s  a n d  s e r v ic e s  in  y o u r  n e tw o r k

e .g ., m a y  D o S  a tta c k s  u s e  fo r g e d  s o u r c e  a d d r e s s e s

• E s ta b lis h  a  s e c u r e  a r c h iv e  o f o r ig in a l m e d ia , 
c o n fig u r a tio n  file s , a n d  s e c u r ity -r e la te d  p a tc h e s  fo r  a ll 
n e tw o r k  d e v ic e  im a g e s , o p e r a tin g  s y s te m s , a n d  
a p p lic a tio n  s o ftw a r e  v e r s io n s

E s ta b lis h  e ffe c tiv e , r e lia b le  b a c k u p  to o ls  a n d  p r o c e d u r e s  a n d  
te s t th e m

G h o s t is  y o u r  fr ie n d

• D e v e lo p  a n  a c c u r a te  s e t o f c o n ta c t in fo r m a tio n

E x a m p le s : in te r n a l in fo s e c , m a n a g e m e n t, IS P  s e c u r ity  
c o n ta c t, p u b lic  r e la tio n s  a n d  le g a l, in c id e n t r e s p o n s e  te a m s , 
la w  e n fo r c e m e n t
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B e  P r e p a r e d  (C o n t.)

• S e tu p  s e c u r e  c o m m u n ic a tio n s  m e c h a n is m
D o n ’t u s e  th e  c o m p r o m is e d  h o s t w h e n  s e n d in g  e m a il; 
th e  te le p h o n e  is  a c tu a lly  o k !

• A s s e m b le  a  to o lk it (c r a s h  k it)  to  b e  u s e d  w h e n  
r e s p o n d in g  to  in c id e n ts  a n d  m a k e  s u r e  y o u  k n o w  
h o w  to  u s e  th e m  b e fo r e  a n  in c id e n t o c c u r s

• T e s t y o u r  r e s p o n s e  p r o c e d u r e s

• M a in ta in  a n  is o la te d  te s t n e tw o r k

• K e e p  r e s p o n s e  p la n s , p r o c e d u r e s  a n d  to o ls  u p  to  
d a te
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C la s s e s  o f In c id e n ts

• D e s tr u c tio n  o f A s s e ts : d e s tr u c tio n  o r  
u n a u th o r iz e d  m o d ific a tio n  o f c o r p o r a te  
in fo r m a tio n , d a ta , o r  s y s te m s

• U n a u th o r iz e d  D is c lo s u r e  o f s e n s itiv e  
in fo r m a tio n , in c lu d in g  in te lle c tu a l p r o p e r ty

• U n a u th o r iz e d  A c c e s s : e s c a la tio n  o f p r iv ile g e s  o r  
in te n tio n a lly  b y p a s s in g  c o n tr o ls

• D e n ia l o f S e r v ic e

• Re c o n n a is s a n c e

• O th e r s
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C la s s e s  o f In c id e n ts

• N o t a ll in c id e n ts  a r e  c r e a te d  e q u a l

• Y o u  m u s t p r io r itiz e  in  o r d e r  to  o p tim iz e  
th e  u s e  o f r e s o u r c e s

• D e c id e  w h a t’s  im p o r ta n t to  y o u

If y o u  d o n ’t c a r e  a b o u t it, d o n ’t lo o k  fo r  it!
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O n e  W a y  to  P r io r itiz e  Re s o u r c e s

1 . E x p lo ita tio n , ta r g e t v u ln e r a b le , 
c o n fir m e d  c o m p r o m is e

2 . E x p lo ita tio n , ta r g e t v u ln e r a b le , 
u n k n o w n  c o m p r o m is e

3 . E x p lo ita tio n , ta r g e t n o t 
v u ln e r a b le

4 . E x p lo ita tio n

Ris k  =  V u ln e r a b ility  *  V a lu e  *  T h r e a t
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• V e r ify  th a t th e  e v e n t is  a n  a c tu a l in c id e n t

H o w  d o  y o u  k n o w  y o u  a r e  u n d e r  a tta c k ?

D o  y o u  k n o w  w h e n  m a in te n a n c e  a c tiv itie s  
a r e  s c h e d u le d ?

D o  y o u  h a v e  a  w a y  to  id e n tify  a tta c k s  
d ir e c te d  a t y o u r  d e v ic e s  a n d  s e r v ic e s ?

• S to p  th e  b le e d in g

T u r n  o ff d e v ic e

Re m o v e  d e v ic e  fr o m  n e tw o r k

• C o m m u n ic a te

T r ia g e  - In itia l A n a ly s is  a n d  Re s p o n s e
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• C la s s ific a tio n : u n d e r s ta n d in g  th e  ty p e  o f a tta c k  
a n d  w h a t d a m a g e  is  it c a u s in g

Y o u  n e e d  to  k n o w  w h a t y o u  a r e  g e ttin g  h it w ith

H o w  c a n  y o u  d o  th is  w ith o u t c r a s h in g  y o u r  r o u te r  o r  
y o u r  e -c o m m e r c e  s e r v e r s ?

• T r a c e b a c k : fr o m  w h e r e  is  th e  a tta c k  o r ig in a tin g ?
K n o w  y o u r  IS P , th e y  c a n  c o n tin u e  th e  tr a c e  b e y o n d  
y o u r  n e tw o r k

S o m e tim e s  th is  is  N O T  im p o r ta n t

A n a ly s is
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A n a ly s is  (C o n t.)

• S c o p e  th e  in c id e n t: th e  
n u m b e r  o f d e v ic e s , d a ta , a n d  
o th e r  r e s o u r c e s  a ffe c te d  -
L o o k  b e y o n d  th e  in itia lly  
id e n tifie d  ta r g e t

• M e a s u r e  th e  im p a c t: w h a t a r e  
th e  r e s u ltin g  e ffe c ts  o f th e  
in c id e n t o n  th e  o r g a n iz a tio n

L o s s  o f o n lin e  e -c o m m e r c e  
s e r v ic e

E m p lo y e e s  u n a b le  to  a c c e s s  
c o r p o r a te  n e tw o r k  fr o m  
r e m o te  b r a n c h e s , e tc .

• Re s u lts  o f a n a ly s is  g u id e  y o u  
in  y o u r  s e le c tio n  o f r e a c tio n  
to  th e  in c id e n t
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Re a c tio n

• D o in g  s o m e th in g  to  c o u n te r  
th e  a tta c k  – e v e n  if y o u  
c h o o s e  to  d o  n o th in g .

S h o u ld  y o u  m itig a te  th e  a tta c k ?

It is  o fte n  m o r e  th e n  ju s t 
th r o w in g  a n  A C L  o n to  a  r o u te r .

• G e n e r a lly , th e  h ig h e s t p r io r ity  
is  to  r e g a in  fu ll fu n c tio n  o f a ll 
d e v ic e s  a n d  s e r v ic e s

• It is  o fte n  le s s  im p o r ta n t to  
fin d  th e  p e r p e tr a to r  o f th e  
a tta c k
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Re s to r in g  O p e r a tio n a l F u n c tio n a lity

• S e r v e r s : 

Re lo a d  s y s te m  s o ftw a r e  fr o m  s e c u r e  b a c k u p  o r  fr o m  
d is tr ib u tio n  m e d ia ; d o  N O T  tr u s t b a c k u p s

A p p ly  c o r r e c tiv e  a c tio n s : p a tc h e s , n e w  c o n fig u r a tio n , 
…

C h a n g e  s ta tic  p a s s w o r d s  w h e r e  a p p r o p r ia te
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Re s to r in g  O p e r a tio n a l F u n c tio n a lity  (C o n t.)

• N e tw o r k  d e v ic e s  lik e  r o u te r s , 
s w itc h e s :

E n s u r e  c o r r e c t im a g e  is  lo a d e d , if 
p a tc h  e x is ts  e n s u r e  y o u  lo a d  th e  
p a tc h e d  im a g e

U p d a te  c o n fig u r a tio n  to  a d d r e s s  
p r o b le m

C h a n g e  s ta tic  p a s s w o r d s  w h e r e  
a p p r o p r ia te
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B u ffe r  O v e r flo w  in  In s ta n t M e s s e n g e r
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P o s t M o r te m

• F u lly  a n a ly z in g , in  d e p th , w h a t ju s t 
h a p p e n e d . D e te r m in in g  w h a t c a n  b e  
d o n e  to  b u ild  r e s is ta n c e  to  th e  a tta c k  
h a p p e n in g  a g a in

W a s  th e  a tta c k  y o u  ju s t h a n d le d , th e  
r e a l th r e a t?  O r  w a s  it a  s m o k e  s c r e e n  
fo r  s o m e th in g  e ls e  th a t ju s t h a p p e n e d ?

• L e a r n in g  fr o m  e x p e r ie n c e : w h a t c a n  
y o u  d o  to  m a k e  h a n d lin g  th is  ty p e  o f 
in c id e n t fa s te r , e a s ie r , a n d  le s s  p a in fu l 
in  th e  fu tu r e ?

D o  it! T h is  is  th e  s te p  e v e r y o n e  
fo r g e ts  o r  c h o o s e s  to  ig n o r e !



4 74 74 7©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

A n d  S o m e tim e s  It’s  N o t T h is  E a s y

• Y o u  m a y  n e e d  to  r e s to r e  s e r v e r s  a n d  
n e tw o r k  d e v ic e s  to  o p e r a tio n a l s ta te  
b e fo r e  y o u  h a v e  c o m p le te d  a n a ly s is

• If y o u  d o n ’t e lim in a te  a ll k n o w n  
v u ln e r a b ility , it’s  lik e ly  th e  a tta c k e r  w ill 
r e p e a t u s in g  a n  u n p a tc h e d  v u ln e r a b ility

• Y o u  m a y  h a v e  to  r e s to r e  m u ltip le  tim e s !
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A g e n d a

• In tr o d u c tio n

• T h e  N a tu r e  o f A tta c k s

• P h a s e s  o f In c id e n t Re s p o n s e

• T o o ls  a n d  T e c h n iq u e s

• P u ttin g  It A ll T o g e th e r  - C a s e  S tu d ie s
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A n a ly s is  a n d  Id e n tific a tio n  

• W h a t’s  A v a ila b le
In tr u s io n  D e te c tio n  S y s te m s

O p e r a tin g  s y s te m  u tilitie s : n e ts ta t

L o g g in g

A C L s

N e tflo w

S n iffe r s
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In tr u s io n  D e te c tio n  S y s te m s

• ID S  s e n s o r s  p r o v id e s  r e a l-tim e  m o n ito r in g  
a n d  m is u s e  d e te c tio n

• T h e y  c a n  d e te c t a  w id e  r a n g e  o f a tta c k s

• M o s t s e n s o r s  a r e  d e s ig n e d  n o t to  im p a c t 
n e tw o r k  p e r fo r m a n c e  a n d  a r e  c o m p le te ly  
tr a n s p a r e n t to  th e  e n d  u s e r .

• C o m m e r c ia l a n d  p u b lic  to o ls

• N e tw o r k  a n d  h o s t-b a s e d  ID S  a v a ila b le
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n e ts ta t

N E T S T A T (8 )                                    L in u x  P r o g r a m m e r 's M a n u a l                                    N E T S T A T (8 )

N A M E

n e ts ta t  - P r in t n e tw o r k  c o n n e c tio n s , r o u tin g  ta b le s , in te r fa c e  s ta tis tic s , m a s q u e r a d e  c o n n e c tio n s , a n d  
m u lti-c a s t m e m b e r s h ip s

• L o ts  a n d  lo ts  o f o p tio n s :

T o  g e t h e lp  u s e  n e ts ta t -h  

n e ts ta t -a , --a ll S h o w s  b o th  lis te n in g  a n d  n o n -lis te n in g  
s o c k e ts .  W ith  th e  --in te r fa c e s  o p tio n , s h o w   in te r fa c e s   
th a t  a r e   n o t m a r k e d
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n e ts ta t o u tp u t
[te s th o s t]$  n e ts ta t -a

A c tiv e  In te r n e t c o n n e c tio n s  (s e r v e r s  a n d  e s ta b lis h e d )

P r o to  Re c v -Q  S e n d -Q  L o c a l A d d r e s s            F o r e ig n  A d d r e s s          S ta te       

tc p         0       0  * :3 2 7 6 8 * :*                      L IS T E N       

tc p         0       0  lo c a lh o s t:3 2 7 6 9 * :*                      L IS T E N       

tc p         0       0  * :s u n r p c * :*                      L IS T E N       

tc p         0       0  * :h ttp * :*                      L IS T E N       

tc p         0       0  * :1 0 0 0 0 * :*                      L IS T E N       

tc p         0       0  * :ta c a c s * :*                     L IS T E N       

tc p         0       0  * :ftp * :*                      L IS T E N       

tc p         0       0  w w w in -c o n s :d o m a in * :*                      L IS T E N       

tc p         0       0  lo c a lh o s t:d o m a in * :*                      L IS T E N       

tc p         0       0  * :s s h * :*                      L IS T E N       

tc p         0       0  * :s m tp * :*                     L IS T E N       

tc p         0       0  lo c a lh o s t:r n d c * :*                     L IS T E N       

tc p         0       0  te s th o s t:s s h s j-h o s t1 .c is c o :1 6 5 6  E S T A B L IS H E D  

tc p         0       0  te s th o s t:s s h s j-h o s t2 .c is c o :3 2 8 0 5  E S T A B L IS H E D  

tc p         0       0  te s th o s t:s s h s j-h o s t3 .c is c o :4 8 3 5  E S T A B L IS H E D  
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L o g g in g

• S y s lo g : s ta n d a r d  lo g g in g  fa c ility  a v a ila b le  
o n  m o s t o p e r a tin g  s y s te m s  a n d  n e tw o r k  
d e v ic e s

r o u te r s

fir e w a lls

s e r v e r s

w h a te v e r  y o u  h a v e !
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• T o  lo g  m e s s a g e s  to  a  s y s lo g  s e r v e r  h o s t, 
u s e  th e  lo g g in g  g lo b a l c o n fig u r a tio n  
c o m m a n d
logging host

logging trap level

• T o  lo g  to  in te r n a l b u ffe r  u s e :
logging buffered size

C o n fig u r in g  S y s lo g  o n  a  Ro u te r
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T y p ic a l S y s lo g  C o n fig u r a tio n s

logging on

logging standby

logging console warnings

logging trap informational

logging host dmz 10.30.1.2

P ix

logging on

logging 10.30.1.2

logging trap informational

IO S  Ro u te r  
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S y s lo g  O u tp u t E x a m p le s

0 2 -15 -2 0 0 3 11:5 8 :2 0 L o c a l7 .In fo 10 .3 0 .1.1 3 0 : 0 0 :2 4 :17 : % S E C -6 -
IP A C C E S S L O G P : lis t 10 0  p e rm itte d  tc p  19 2 .16 8 .1.14 (0 ) ->  10 .3 0 .1.1(0 ), 1 p a c k e t

0 2 -15 -2 0 0 3 11:5 8 :0 6 L o c a l7 .In fo 10 .3 0 .1.1 2 9 : 0 0 :2 4 :0 3 : % S E C -6 -
IP A C C E S S L O G P : lis t 10 0  p e rm itte d  tc p  19 2 .16 8 .1.14 (0 ) ->  17 2 .16 .1.1(0 ), 16  
p a c k e ts

IO S  Ro u te r  

2 0 0 3 -0 2 -0 8  0 3 :3 0 :0 2      L o c a l4 .W a rn in g   17 2 .16 .1.1   % P IX -4 -10 6 0 2 3 : 
D e n y  tc p  s rc o u ts id e : 12 .3 6 .111.16 1/4 2 2 4 7  d s t in s id e :10 .3 0 .1.2 /8 0  b y  
a c c e s s -g ro u p  "d irty _ lis t"
2 0 0 3 -0 2 -0 8  0 3 :3 0 :0 5      L o c a l4 .W a rn in g  17 2 .16 .1.1 % P IX -4 -10 6 0 2 3 : D e n y  
tc p  s rc o u ts id e : 12 .3 6 .111.16 1 /4 2 2 4 7  d s t in s id e :1-.3 -.1.2 /8 0  b y  a c c e s s -
g ro u p  "d irty _ lis t"

P ix
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U s in g  A c c e s s  C o n tr o l L is ts  - A C L s

• A c c e s s  c o n tr o l lis ts  c a n  b e  h e lp fu l in  b o th  
a n a ly z in g  a n d  r e s p o n d in g

Y o u  c a n  u s e  th e    show access-list xxx c o m m a n d  
to  s e e  h o w  m a n y  p a c k e ts  h a v e  h it it

Y o u  c a n  u s e  th e    log/log-input k e y w o r d  to  s e n d  
in fo r m a tio n  to  s y s lo g

O n c e  y o u  u n d e r s ta n d  th e  tr a ffic  th a t is  g iv in g  y o u  
p r o b le m s , y o u  c a n  c r e a te  a n  A C L  to  b lo c k  it
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• Re q u ir e s  A C L s  to  b e  in  p la c e  (fo r  c la s s ify in g )
E x te n d e d  IP  a c c e s s  lis t 1 6 9

p e r m it ic m p  a n y  a n y  e c h o  (2  m a tc h e s )

p e r m it ic m p  a n y  a n y  e c h o -r e p ly  (2 1 3 7 4  m a tc h e s )

p e r m it u d p  a n y  a n y  e q  e c h o

p e r m it u d p  a n y  e q  e c h o  a n y

p e r m it tc p  a n y  a n y  e s ta b lis h e d  (1 5 0  m a tc h e s )

p e r m it tc p  a n y  a n y  (1 5  m a tc h e s )

p e r m it ip  a n y  a n y  (4 5  m a tc h e s )

->  W a tc h  p e r fo r m a n c e  im p a c t
->  N o r m a lly  o n ly  o n  d e m a n d , n o t p r o -a c tiv e
->  M o r e  u s e d  fo r  c h e c k in g  th a n  fo r  d e te c tio n

C la s s ify in g  D o S  w ith  A C L s

F o u n d :
- a tta c k  ty p e
- in te r fa c e
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T r a c in g  D o S  a n d  O th e r  A tta c k s

• If s o u r c e  p r e fix  is  n o t s p o o fe d :
Ro u tin g  ta b le

In te r n e t Ro u tin g  Re g is tr y  (IRR)

D ir e c t s ite  c o n ta c t

• If s o u r c e  p r e fix  is  s p o o fe d : 
T r a c e  p a c k e t flo w  th r o u g h  th e  n e tw o r k

F in d  u p s tr e a m  IS P

U p s tr e a m  n e e d s  to  c o n tin u e  tr a c in g
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m a d r id %  w h o is -h  w h o is .a r in .n e t 6 4 .1 0 3 .0 .0
C is c o  S y s te m s , In c . (N E T B L K -C IS C O -G E N -6 )

1 7 0  W e s t T a s m a n  D r iv e
S a n  J o s e , C A  9 5 1 3 4
U S
N e tn a m e : C IS C O -G E N -6
N e tb lo c k : 6 4 .1 0 0 .0 .0  - 6 4 .1 0 4 .2 5 5 .2 5 5

C o o r d in a to r :
H u e g e n , C r a ig   (C A H 5 -A RIN )  c h u e g e n @ c is c o .c o m
+ 1 -4 0 8 -5 2 6 -8 1 0 4  (F A X ) + 1  4 0 8  5 2 5  2 5 9 7

D o m a in  S y s te m  in v e r s e  m a p p in g  p r o v id e d  b y :

N S 1 .C IS C O .C O M                 1 9 2 .3 1 .7 .9 2
N S 2 .C IS C O .C O M                 1 9 2 .1 3 5 .2 5 0 .6 9
D N S -S J 6 .C IS C O .C O M             1 9 2 .3 1 .7 .9 3
D N S -RT P 4 .C IS C O .C O M            1 9 2 .1 3 5 .2 5 0 .7 0
Re c o r d  la s t u p d a te d  o n  1 1 -J a n -2 0 0 1 .
D a ta b a s e  la s t u p d a te d  o n  2 -A u g -2 0 0 1  2 3 :1 2 :1 3  E D T .

T h e  In te r n e t Ro u tin g  Re g is tr y  (IRR): 
N e tw o r k  In fo

• E u r o p e :
w h o is .r ip e .n e t

• A s ia -P a c :
w h o is .a p n ic .n e t

• U S A  a n d  r e s t:
w h o is .a r in .n e t
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m a d r id %  w h o is -h  w h o is .a r in .n e t " a s  1 0 9 "
C is c o  S y s te m s , In c . (A S N -C IS C O )

1 7 0  W . T a s m a n  D r iv e
S a n  J o s e , C A  9 5 1 3 4
U S

A u to n o m o u s  S y s te m  N a m e : C IS C O S Y S T E M S
A u to n o m o u s  S y s te m  N u m b e r : 1 0 9

C o o r d in a to r :
K o b la s , M ic h e lle   (M RK 4 -A RIN )  m k o b la s @ C IS C O .C O M
(4 0 8 ) 5 2 6 -5 2 6 9  (F A X ) (4 0 8 ) 5 2 6 -4 5 7 5

Re c o r d  la s t u p d a te d  o n  2 0 -M a y -1 9 9 7 .
D a ta b a s e  la s t u p d a te d  o n  2 -A u g -2 0 0 1  2 3 :1 2 :1 3  E D T .

T h e  In te r n e t Ro u tin g  Re g is tr y  (IRR): 
A S  In fo r m a tio n

A ls o , if D o m a in  K n o w n : a b u s e @ d o m a in
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N e tF lo w

• N e tF lo w s ta tis tic s  e m p o w e r s  u s e r s  w ith  
th e  a b ility  to  c h a r a c te r iz e  th e ir  IP  d a ta  
flo w s

• F o r  in c id e n t r e s p o n s e , it c a n  h e lp  y o u  
tr a c e b a c k th e  a tta c k  p a th

W h e r e  d id  it 
c o m e  fr o m ?

?

?

?
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• S o u r c e  IP  A d d r e s s
• D e s tin a tio n  IP  A d d r e s s
• S o u r c e  IP  A d d r e s s
• D e s tin a tio n  IP  A d d r e s s

• N e x t H o p  A d d r e s s
• S o u r c e  A S  N u m b e r
• D e s t. A S  N u m b e r
• S o u r c e  P r e fix  M a s k
• D e s t. P r e fix  M a s k

• N e x t H o p  A d d r e s s
• S o u r c e  A S  N u m b e r
• D e s t. A S  N u m b e r
• S o u r c e  P r e fix  M a s k
• D e s t. P r e fix  M a s k

• In p u t In te r fa c e  P o r t
• O u tp u t In te r fa c e  P o r t
• In p u t In te r fa c e  P o r t
• O u tp u t In te r fa c e  P o r t

• T y p e  o f S e r v ic e
• T C P  F la g s
• P r o to c o l

• T y p e  o f S e r v ic e
• T C P  F la g s
• P r o to c o l

• P a c k e t C o u n t
• B y te  C o u n t
• P a c k e t C o u n t
• B y te  C o u n t

• S ta r t T im e s ta m p
• E n d  T im e s ta m p
• S ta r t T im e s ta m p
• E n d  T im e s ta m p

• S o u r c e  T C P /U D P  P o r t
• D e s tin a tio n  T C P /U D P  P o r t
• S o u r c e  T C P /U D P  P o r t
• D e s tin a tio n  T C P /U D P  P o r t

U s a g e

Q o S

T im e
o f D a y

A p p lic a tio n

Ro u tin g
a n d
P e e r in g

P o r t
U tiliz a tio n

F r o m /T o

N e tF lo w  D a ta  Re c o r d
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• Ro u te r s  n e e d  N e tflo w -e n a b le d

r o u te r 1 # s h  ip  c a c h e  flo w  | in c lu d e  < d e s tin a tio n >  

S e 1            < s o u r c e >       E t0            < d e s tin a tio n >     1 1  0 0 1 3  0 0 0 7    1 5 9

… . (lo ts  m o r e  flo w s  to  th e  s a m e  d e s tin a tio n )

r o u te r 1 # s h  ip  c e f s e 1  

P r e fix               N e x t H o p              In te r fa c e  

0 .0 .0 .0 /0            1 0 .1 0 .1 0 .2            S e r ia l1  

1 0 .1 0 .1 0 .0 /3 0        a tta c h e d              S e r ia l1  

T h e  flo w s  c o m e  fr o m  s e r ia l 1

T r a c in g  B a c k  w ith  N e tflo w

V ic tim

F in d  th e  u p s tr e a m  
r o u te r  o n  s e r ia l 1

C o n tin u e  o n  th is  r o u te r
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N e tw o r k  S n iffe r s

• A llo w s  y o u  to  v ie w  a c tu a l n e tw o r k  tr a ffic

• C o m m e r c ia l a n d  p u b lic ly  a v a ila b le

tc p d u m p

e th e r e a l

S n iffe r
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T C P D u m p E x a m p le

07:58:36.613296 ada.48837 > 10.51.2.4.telnet: S 
1982589974:1982589974(0) win 8760 <mss 1460> (DF)

T im e s ta m p : 07:58:36.613296 

S o u r c e  IP  a n d  P o r t: ada.48837 

D e s tin a tio n  IP  a n d  P o r t: 10.51.2.4.telnet

F la g s : S (S Y N )

In itia l S y n c h r o n iz a tio n  N u m b e r  a n d  B y te s  o f D a ta  in  P a y lo a d : 
1982589974:1982589974(0) 

W in d o w  S iz e  in  B y te s : win 8760 

M a x im u m  S e g m e n t S iz e  in  B y te s : mss 1460

N o  O p tio n  B y te  P a d s : none

S e le c tiv e  A c k n o w le d g m e n t A llo w e d ? : not specified

D o n ’t F r a g m e n t B it P r e s e n t? : (DF)
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S y n F lo o d

07:58:36.245995 ada.48664 > 10.51.2.4.1376: S 
1970808309:1970808309(0) win 8760 <mss 1460> (DF)

07:58:36.246249 ada.48665 > 10.51.2.4.1652: S 
1970938341:1970938341(0) win 8760 <mss 1460> (DF)

07:58:36.246499 ada.48666 > 10.51.2.4.295: S 
1971031403:1971031403(0) win 8760 <mss 1460> (DF)

07:58:36.246749 ada.48667 > 10.51.2.4.849: S 
1971096604:1971096604(0) win 8760 <mss 1460> (DF)

• N o te s :
S e q u e n tia l s o u r c e  p o r t n u m b e r s
Ra n d o m iz e d  d e s tin a tio n  p o r t n u m b e r s
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E th e r e a l O u tp u t
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Re a c tio n

• W h a t’s  A v a ila b le
ID S  r e s p o n s e  m e c h a n is m s

S in k  h o le  r o u te r

A C L s

C o m m itte d  A c c e s s  Ra te  (C A R)

U n ic a s t Re v e r s e  P a th  F o r w a r d in g  (u RP F )

N e tw o r k  B a s e d  A p p lic a tio n  Re c o g n itio n  (N B A R)

u RP F  a n d  B G P
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ID S  Re s p o n s e  M e c h a n is m s

• IP  s e s s io n  lo g g in g
U s e fu l fo r  a n a ly z in g  e v e n ts

U s u a lly  o n ly  th e  tr ig g e r  p a c k e t a n d  s u b s e q u e n t p a c k e ts  
a r e  lo g g e d

• T C P  r e s e ts
Re s e ts  s e n t fr o m  “ s n iffin g ”  in te r fa c e

T r ig g e r  p a c k e t s till g o e s  th r o u g h

M u s t g u e s s  c o r r e c t T C P  s e q u e n c e  n u m b e r

• S h u n n in g /b lo c k in g
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S h u n n in g  G o a l

• Id e n tifie d  p r o b le m a tic  tr a ffic  c a n  b e  
s h u n n e d

• G o o d  tr a ffic  c a n  p a s s  th r o u g h

In te r n e t In te r n a l N e t



7 27 27 2©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

B u t …  T h e  C h a lle n g e

• P la c e m e n t o f ID S  d e v ic e  m a y  m a k e  it v u ln e r a b le  
to  s h u n n in g  le g itim a te  tr a ffic

• A tta c k s  th a t s p o o f th e  s o u r c e  IP  a d d r e s s  
s h o u ld n ’t b e  s h u n n e d

In te r n e t In te r n a l N e t
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ID S  Re s p o n s e  A c tio n s  C a v e a ts

• S h u n n in g /b lo c k in g
U s e  c a r e fu lly  a n d  fo r  lim ite d  p e r io d s  o f tim e  to  
m in im iz e  p o s s ib ility  o f b lo c k in g  le g itim a te  
tr a ffic

U s e  “ A d d r e s s e s  to  N e v e r  B lo c k /S h u n ”  w h e r e  
p o s s ib le

r o u te r s , D N S  s e r v e r s , D H C P  s e r v e r s , …
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S in k  H o le  Ro u te r

• A  d e s ig n a te d  r o u te r  is  s e t u p  to  a d v e r tis e  a d d r e s s e s  n o t 
y e t a llo c a te d  b y  th e  In te r n e t A s s ig n e d  N u m b e r s  A u th o r ity  
(IA N A ) 

• T h is  “ s in k -h o le ”  r o u te r  a d v e r tis e s  th e s e  n e tw o r k s  lo c a lly   
(o n ly ), a n d  a n y  a tte m p ts  a t r e a c h in g  th e m  a r e  th e n  r o u te d  
to  th e  r o u te r .

• W h e n  a  w o r m  o r  o th e r  m a lic io u s  c o d e  g e ts  in to  y o u r  
n e tw o r k  a n d  b e g in s  to  g e n e r a te  tr a ffic  to  r a n d o m  
a d d r e s s e s , s o m e  w ill b e  a d d r e s s e s  w ith in  th e  u n a llo c a te d  
r a n g e s .

• W h e n  r e c e iv e d , th e y  c a n  b e  lo g g e d  a n d  d is c a r d e d . T h e  
r e s u lts  o f th e  lo g s  w ill p r o v id e  a  lis t o f in fe c te d  h o s ts .
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S in k  H o le  Ro u te r

S in k  H o le  Ro u te r  
w ith  L o g g in g

In te r n e t

E n te r p r is e
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U s in g  A C L s  T o  B lo c k  T r a ffic

• In g r e s s
P r o p e r  A C L s  w ill p r e v e n t h o s tile  tr a ffic  fr o m  r e a c h in g  
y o u r  n e tw o r k  d e v ic e s  a n d  h o s ts

B e  s m a r t

d e n y  a ll tc p  p o r t 5 3  tr a ffic  e x c e p t fr o m  y o u r  
s e c o n d a r y !!

• E g r e s s
E n s u r e  th a t c o m p r o m is e d  h o s ts  a r e n ’t a b le  to  s p e w  
h o s tile  tr a ffic  b a c k  in to  th e  In te r n e t
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Ro u te r s : W h e r e  to  A p p ly  A C L s

• Y o u  c o n fig u r e  in te r fa c e  a n d  
d ir e c tio n  to  a p p ly  A C L

• E x te r n a l in te r fa c e — A p p ly  o n  
in b o u n d  d ir e c tio n

D e n ie s  tr a ffic  b e fo r e  it e n te r s  
th e  r o u te r

• In te r n a l in te r fa c e — A p p ly  o n  
o u tb o u n d  d ir e c tio n

D o e s n ’t p r o te c t th e  r o u te r

E x te r n a l 
In te r fa c e s

In te r n a l 
In te r fa c e s

U n tr u s te d
N e tw o r k

O u tb o u n d  
A C L

In b o u n d  
A C L

P r o te c te d
N e tw o r k
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• C r e a te  A C L :
a c c e s s -lis t 1 0 1  p e r m it ip  a n y  < ta r g e t>  lo g

• A p p ly  to  in te r fa c e  fo r  a  fe w  s e c o n d s :
in te r fa c e  x x x  
ip  a c c e s s -g r o u p  1 0 1  in

(w a it a  fe w  s e c o n d s )
n o  ip  a c c e s s -g r o u p  1 0 1

• L o o k  a t r e s u lts : 
s h o w  a c c e s s -lis t 1 0 1

• If lo ts  o f h its : A tta c k  is  c o m in g  fr o m  th is  i/f

T r a c in g  B a c k  w ith  A C L s
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in te r fa c e  S e r ia l 0  
r a te -lim it o u tp u t a c c e s s -g r o u p  1 0 2  6 4 0 0 0  2 0 0 0  2 0 0 0

c o n fo r m -a c tio n  tr a n s m it e x c e e d -a c tio n  d r o p  
!
a c c e s s -lis t 1 0 2  p e r m it ic m p a n y  a n y  e c h o
a c c e s s -lis t 1 0 2  p e r m it ic m p a n y  a n y  e c h o -r e p ly

• O th e r  A C L s  fo r  o th e r  a tta c k s :
U D P  b a s e d  a tta c k s ,…

• W a tc h  y o u r  C P U !!!

U s in g  C A R to  Ra te  L im it A tta c k  T r a ffic



8 08 08 0©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

D e p lo y m e n t C o n s id e r a tio n s  W ith  C A R

• N e e d  to  u n d e r s ta n d  n o r m a l tr a ffic  
c h a r a c te r is tic s

• M a y  b e  m o r e  e ffe c tiv e  if d e p lo y e d  b y  y o u r  
In te r n e t S e r v ic e  P r o v id e r
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N e tw o r k  B a s e d  A p p lic a tio n  Re c o g n itio n  -
N B A R

• N e tw o r k -B a s e d  A p p lic a tio n  Re c o g n itio n  (N B A R)

C la s s ify  tr a ffic  b y  a p p lic a tio n  p r o to c o ls

A llo w s  fo r  c u s to m  p r o to c o l d e fin itio n

O n c e  c la s s ifie d , u s e  Q o S to  p r io r itiz e  tr a ffic

N B A R c a n  b e  c o n fig u r e d  to  r e c o g n iz e  p a r tic u la r  s tr in g s  
in  th e  d a ta  p o r tio n  o f th e  p a c k e t

O n c e  r e c o g n iz e d , in b o u n d  a n d  o u tb o u n d  p a c k e ts  c a n  
b e  d r o p p e d  b e fo r e  r e a c h in g  th e ir  ta r g e t 

w w w .c is c o .c o m /u n iv e r c d /c c /td /d o c /p r o d u c t/s o ftw a r e /io s 1 2 1 /1 2 1 n e w ft/1 2 1 lim it/1 2 1 e /1 2 1 e 2 /n b a r 2 e .h tm
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• T h e  in itia l in fe c tio n  a tte m p t s e n d s  a  la r g e  H T T P  G E T  r e q u e s t to  
th e  ta r g e t IIS  s e r v e r

2 0 0 1 -0 8 -0 4  1 6 :3 2 :2 3  2 4 .1 0 1 .1 7 .2 1 6  - 1 0 .1 .1 .7 5  8 0  G E T  /d e fa u lt.id a  
N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N
N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N
N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N
N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N N % u 9 0 9
0 % u 6 8 5 8 % u c b d 3 % u 7 8 0 1 % u 9 0 9 0 % u 6 8 5 8 % u c b d 3 % u 7 8 0 1 % u 9 0 9 0 % u 6 8 5 8 % u c b d 3 % u 7 8 0 1
% u 9 0 9 0 % u 9 0 9 0 % u 8 1 9 0 % u 0 0 c 3 % u 0 0 0 3 % u 8 b 0 0 % u 5 3 1 b % u 5 3 ff% u 0 0 7 8 % u 0 0 0 0 % u 0 0 = a  
4 0 3

• C la s s ify  in b o u n d  " C o d e  Re d "  h a c k s  w ith  th e  c la s s -b a s e d  
m a r k in g  fe a tu r e  

Ro u te r (c o n fig )# c la s s -m a p  m a tc h -a n y  h ttp -h a c k s
Ro u te r (c o n fig -c m a p )# m a tc h p r o to c o l h ttp  u r l " * d e fa u lt.id a * “

• O n c e  m a r k e d , y o u  c a n  u s e  A C L s , P o lic y  B a s e d  Ro u tin g  (P B R), 
o r  C la s s  B a s e d  P o lic in g  to  d is c a r d  th e  p a c k e ts

C o d e  Re d  E x a m p le
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U n ic a s t Re v e r s e  P a th  F o r w a r d in g  - u RP F

• U s e  to  m itig a te  p r o b le m s  c a u s e d  b y  
m a lfo r m e d  o r  fo r g e d  (s p o o fe d ) IP  s o u r c e  
a d d r e s s e s  th a t p a s s  th r o u g h  a  r o u te r . 

• M a lfo r m e d  o r  fo r g e d  s o u r c e  a d d r e s s e s  
c a n  in d ic a te  d e n ia l-o f-s e r v ic e  (D o S ) 
a tta c k s  b a s e d  o n  s o u r c e  IP  a d d r e s s  
s p o o fin g . 

h ttp ://w w w .c is c o .c o m /u n iv e rc d /c c /td /d o c /p ro d u c t/s o ftw a re /io s 12 2 /12 2 n e w ft/12 2 tc r/12 2 ts r/fo th e rc r
/s ftrp f.h tm # 10 2 3 6 3 2
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S tr ic t u RP F

I/f 1

I/f 2

I/f 3

F IB

��
��
�

��
��
�

S       I/f 1�

I/f 1

I/f 2

I/f 3

F IB

��
��
�

��
��
�

S       I/f 1�

S D D A T A
S

D
D

A
T

A

2  C L I c o m m a n d s
r o u te r (c o n fig -if)#  ip  v e r ify  u n ic a s t r e v e r s e -p a th
r o u te r (c o n fig -if)#  ip  v e r ify  u n ic a s t s o u r c e  r e a c h a b le -v ia  r x  a llo w -d e fa u lt
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U n ic a s t RP F  C o n fig u r a tio n

ip  c e f s w itc h  
!
in te r fa c e  S e r ia l 5 /0 /0
d e s c r ip tio n  C o n n e c tio n  to  U p s tr e a m  IS P
ip  a d d r e s s  6 4 .1 0 0 .2 .3 2 2 5 5 .2 5 5 .2 5 5 .2 5 2
n o  ip  r e d ir e c ts
n o  ip  d ir e c te d -b r o a d c a s t
n o  ip  p r o x y -a r p
ip  v e r ify  u n ic a s t r e v e r s e -p a th
ip  a c c e s s -g r o u p  1 1 1  in
ip  a c c e s s -g r o u p  1 1 0  o u t
!
a c c e s s -lis t 1 1 0  p e r m it ip  6 4 .1 0 0 .1 .0 0 .0 .0 .1 2 7 a n y
a c c e s s -lis t 1 1 0  d e n y  ip  a n y  a n y  lo g  
a c c e s s -lis t 1 1 1  d e n y  ip  h o s t 0 .0 .0 .0  a n y  lo g
a c c e s s -lis t 1 1 1  d e n y  ip  1 2 7 .0 .0 .0  0 .2 5 5 .2 5 5 .2 5 5  a n y  lo g
a c c e s s -lis t 1 1 1  d e n y  ip  1 0 .0 .0 .0  0 .2 5 5 .2 5 5 .2 5 5  a n y  lo g
a c c e s s -lis t 1 1 1  d e n y  ip  1 7 2 .1 6 .0 .0  0 .1 5 .2 5 5 .2 5 5  a n y  lo g
a c c e s s -lis t 1 1 1  d e n y  ip  1 9 2 .1 6 8 .0 .0  0 .0 .2 5 5 .2 5 5  a n y  lo g
a c c e s s -lis t 1 1 1  d e n y  ip  6 4 .1 0 0 .1 .0 0 .0 .0 .1 2 7 a n y  lo g
a c c e s s -lis t 1 1 1  p e r m it ip  a n y  a n y
!

M u s t H a v e  C E F  E n a b le d

u -RF P  c o n fig  L in e

In g r e s s  a n d  E g r e s s  S o u r c e
A d d r e s s  F ilte r s
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L o o s e  u RP F

I/f 1

I/f 2

I/f 3

F IB

��
��
�

��
��
�

S       I/f 1�

I/f 1

I/f 2

I/f 3

F IB

��
��
�

��
��
�

S D D A T A
S

D
D

A
T

A

r o u te r (c o n fig -if)#  ip  v e r ify  u n ic a s t s o u r c e  r e a c h a b le -v ia  a n y

?
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A g e n d a

• In tr o d u c tio n

• T h e  N a tu r e  o f A tta c k s

• P h a s e s  o f In c id e n t Re s p o n s e

• T o o ls  a n d  T e c h n iq u e s

• P u ttin g  It A ll T o g e th e r  - C a s e  S tu d ie s
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C a s e  S tu d y  - S la m m e r  W o r m

D e te c tin g  S Q L  S la m m e r  In fe c tio n

• C a n ’t te ll o n  in d iv id u a l h o s ts

• In s p e c t n e tw o r k  tr a ffic
T r a ffic  to  U D P  p o r t 1 4 3 4  o n  r a n d o m  IP  a d d r e s s e s  in d ic a te s  in fe c tio n

• U s e  IP  a c c e s s -lis ts  o r  N e tF lo w
A c c e s s  lis t:

a c c e s s -lis t 1 1 0  p e r m it a n y  a n y  u d p  e q  1 4 3 4  lo g

N e tF lo w :

s h ip  c a c h e  flo w  | in c lu d e  0 5 9 A
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D e te c tio n : S la m m e r  W o r m  L o g

J a n  2 5  0 0 :1 8 :1 1  Ro u te r A -in t 7 1 5 2 9 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  1 6 2 .3 3 .1 2 5 .1 3 1 (6 3 9 5 2 ) ->  6 6 .9 2 .1 6 1 .1 4 (1 3 7 ), 1  p a c k e t

J a n  2 5  0 0 :1 8 :2 0  Ro u te r A -in t 7 1 5 3 0 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  1 6 2 .3 3 .1 2 5 .1 3 1 (6 3 9 7 3 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 3 7 ), 1  p a c k e t

J a n  2 5  0 0 :1 9 :2 6  Ro u te r A -in t 7 1 5 3 1 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 1 1 .2 5 2 .5 5 .6 7 (1 9 7 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 9 7 8 ), 1  p a c k e t

J a n  2 5  0 0 :2 0 :0 1  Ro u te r A -in t 7 1 5 3 2 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  6 1 .1 6 3 .2 4 6 .1 5 0 (1 9 7 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 9 7 8 ), 1  p a c k e t

J a n  2 5  0 0 :2 1 :5 7  Ro u te r A -in t 7 1 5 3 3 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 1 7 .1 6 7 .1 4 9 .2 4 6 (1 9 7 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 9 7 8 ), 1  p a c k e t

J a n  2 5  0 0 :2 4 :5 2  Ro u te r A -in t 7 1 5 3 4 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 0 3 .1 9 4 .1 4 8 .1 5 0 (1 9 7 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 9 7 8 ), 1  p a c k e t

J a n  2 5  0 0 :2 5 :1 3  Ro u te r A -in t 7 1 5 3 5 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 0 2 .1 0 5 .1 1 3 .1 9 0 (1 9 7 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 9 7 8 ), 1  p a c k e t

J a n  2 5  0 0 :2 6 :3 9  Ro u te r A -in t 7 1 5 3 6 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  6 2 .8 5 .4 8 .1 1 4 (4 1 5 6 ) ->  6 6 .9 2 .1 6 1 .7 6 (4 1 5 6 ), 1  p a c k e t
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J a n  2 5  0 0 :2 9 :3 6  Ro u te r A -in t 7 1 5 3 7 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  6 6 .9 2 .1 6 0 .1 8 (1 0 2 6 ) ->  6 6 .9 2 .1 6 1 .1 4 (1 3 7 ), 1  p a c k e t

J a n  2 5  0 0 :2 9 :4 6  Ro u te r A -in t 7 1 5 3 8 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  6 6 .9 2 .1 6 0 .1 8 (1 0 2 6 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 3 7 ), 1  p a c k e t

J a n  2 5  0 0 :2 9 :5 6  Ro u te r A -in t 7 1 5 3 9 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  6 6 .9 2 .1 6 0 .1 8 (1 0 2 6 ) ->  6 6 .9 2 .1 6 1 .1 3 9 (1 3 7 ), 1  p a c k e t

J a n  2 5  0 0 :3 0 :5 8  Ro u te r A -in t 7 1 5 4 0 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 0 9 .1 6 1 .7 .1 1 8 (1 0 5 1 ) ->  6 6 .9 2 .1 6 1 .1 4 (1 4 3 4 ), 1  p a c k e t

J a n  2 5  0 0 :3 1 :0 2  Ro u te r A -in t 7 1 5 4 1 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 1 6 .2 0 0 .1 1 9 .9 2 (2 8 4 8 ) ->  6 6 .9 2 .1 6 1 .7 6 (1 4 3 4 ), 1  p a c k e t

J a n  2 5  0 0 :3 1 :2 4  Ro u te r A -in t 7 1 5 4 2 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  2 0 4 .6 8 .1 7 0 .6 2 (3 5 5 8 ) ->  6 6 .9 2 .1 6 1 .1 3 9 (1 4 3 4 ), 1  p a c k e t

---h u n d r e d s  o f th e s e  e n tr ie s ---

J a n  2 5  0 2 :4 5 :5 4  Ro u te r A -in t 7 1 9 2 3 : 4 w 5 d : % S E C -6 -IP A C C E S S L O G P : lis t 1 0 1  d e n ie d  
u d p  1 5 7 .1 8 2 .1 5 1 .2 1 5 (1 4 2 8 ) ->  6 6 .9 2 .1 6 1 .1 4 (1 4 3 4 ), 1  p a c k e t

D e te c tio n : S la m m e r  W o r m  L o g  (C o n t.)
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A C L  1 0 1

access-list 101 deny   ip host 66.92.161.14 any log

access-list 101 deny   ip host 66.92.161.76 any log

access-list 101 deny   ip host 66.92.161.139 any log

access-list 101 deny   ip host 66.92.161.142 any log

access-list 101 deny   ip 10.0.0.0 0.255.255.255 any log

access-list 101 deny   ip 172.16.0.0 0.15.255.255 any log

access-list 101 deny   ip 192.168.0.0 0.0.255.255 any log

access-list 101 deny   ip 192.0.2.0 0.0.0.255 any log

access-list 101 permit tcp any host 66.92.161.14 established

access-list 101 permit tcp any host 66.92.161.76 established

access-list 101 permit tcp any host 66.92.161.139 established

access-list 101 permit tcp any host 66.92.161.142 established

access-list 101 permit icmp any host 66.92.161.14 echo-reply

access-list 101 permit icmp any host 66.92.161.76 echo-reply

access-list 101 permit icmp any host 66.92.161.139 echo-reply

access-list 101 permit icmp any host 66.92.161.142 echo-reply
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A C L  1 0 1  (C o n t.)

access-list 101 permit icmp any host 66.92.161.14 ttl-exceeded

access-list 101 permit icmp any host 66.92.161.76 ttl-exceeded

access-list 101 permit icmp any host 66.92.161.139 ttl-exceeded

access-list 101 permit icmp any host 66.92.161.142 ttl-exceeded

access-list 101 permit udp host 64.102.252.11 eq isakmp host 66.92.161.139

access-list 101 permit udp host 64.102.252.11 eq 10000 host 66.92.161.139

access-list 101 permit udp host 171.70.192.81 eq isakmp host 66.92.161.139

access-list 101 permit udp host 171.70.192.81 eq 10000 host 66.92.161.139

access-list 101 permit tcp any host 66.92.161.139 eq 22

access-list 101 permit tcp any host 66.92.161.139 eq smtp

access-list 101 permit udp any host 66.92.161.14 eq domain

access-list 101 permit udp any eq domain 66.92.161.0 0.0.0.255

access-list 101 permit udp any eq ntp 66.92.161.0 0.0.0.255

access-list 101 deny   ip any any log

T h e  tr a ffic  to  p o r t
1 4 3 4  w a s  d e n ie d  a n d  

lo g g e d  b y  th is  lin e  
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Re a c tio n : A c c e s s  C o n tr o l

- In g r e s s  F ilte r in g
-B lo c k  a c c e s s  to  h o s t/s e r v ic e s  th a t s h o u ld  n o t b e  

p u b lic ly  a v a ila b le

-A llo w  a c c e s s  to  p u b lic  s e r v e r s  – b u t p a tc h th e m !

-P r o p e r  in g r e s s  filte r in g  w ill b lo c k  S Q L  S la m m e r  
a tte m p ts  a t u s e r  s y s te m s

access-list out deny ip any 192.168.254.0 255.255.255.0 
access-list out deny ip any 192.168.253.0 255.255.255.0 
access-list out permit icmp any any echo-reply 
access-list out permit tcp any host 172.16.225.52 eq www 
access-list out permit tcp any host 172.16.225.52 eq ftp 
access-list out permit tcp any host 172.16.225.50 eq smtp 
access-list out permit udp any host 172.16.225.51 eq domains
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Re a c tio n : A c c e s s  C o n tr o l

- E g r e s s  F ilte r in g

- B lo c k  o u tb o u n d  a c c e s s  o f d e v ic e s  d e s ig n e d  fo r  in te r n a l u s e  
o n ly  (e x . N e tw o r k  d e v ic e s  o r  c e r ta in  w e b  s e r v e r s )

-S u c h  d e v ic e s , if c o m p r o m is e d , w ill b e  u n a b le  to  la u n c h  D D O S  
a tta c k s

access-list in deny ip any 192.168.254.0 255.255.255.0 
access-list in deny ip any 192.168.253.0 255.255.255.0 
access-list in permit icmp any any echo 
access-list in permit udp host 10.1.11.50 host 172.16.225.51 eq domain 
access-list in permit tcp 10.0.0.0 255.0.0.0 host 172.16.225.52 eq www 
access-list in permit tcp host 10.1.11.51 host 172.16.225.50 eq smtp 
access-list in permit tcp host 10.1.11.51 host 172.16.225.50 eq 389 
access-list in permit tcp 10.0.0.0 255.0.0.0 host 172.16.225.52 eq ftp 
access-list in deny ip any 172.16.225.0 255.255.255.0 
access-list in permit ip 10.0.0.0 255.0.0.0 any 
access-list in permit esp host 10.1.20.57 host 172.16.224.23 
access-list in permit esp host 10.1.20.57 host 172.16.224.24 
access-list in permit udp host 10.1.20.57 host 172.16.224.23 eq isakmp 
access-list in permit udp host 10.1.20.57 host 172.16.224.24 eq isakmp
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• U s e  n e tw o r k  s e c u r ity  s c a n n e r  to  
id e n tify  s y s te m s  r u n n in g  S Q L  
S e r v e r  o r  th a t h a v e  M S D E  in s ta lle d

• P a tc h  a ll v u ln e r a b le  s y s te m s

• In s ta ll E n d -P o in t In tr u s io n  
P r e v e n tio n  S y s te m  (E P IP S ) 

- A n a ly z e s  S Q L  s e r v e r  to  d e te c t a b n o r m a l 
o p e r a tio n s

- P r o te c ts  O S  a g a in s t b u ffe r  o v e r flo w  a n d  
b in a r y  m o d ific a tio n s

- S e n d s  a la r m  w h e n  e x p lo ita tio n  is  
in te r c e p te d

Re a c tio n : In tr u s io n  D e te c tio n  O n  T h e  H o s t

*  R e b ra n d e d a s  C is c o  S e c u re  A g e n t (C S A )
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Re a c tio n :  T u n e  N e tw o r k  In tr u s io n  D e te c tio n

• N e tw o r k  B a s e d  In tr u s io n  
D e te c tio n  (N ID S )

- A tta c k  d e te c tio n  tr ig g e r s  
N ID S  to  s e n d  a la r m  

- S h u n n in g  n o t r e c o m m e n d e d  
fo r  S Q L  S la m m e r  s in c e  a tta c k  
is  c o n ta in e d  in  s in g le  p a c k e t 
a n d  it w a s  U D P  th a t is  s im p le  
to  s p o o f
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Re a c tio n : T u n e  F ir e w a llin g

• F ilte r in g  to  a llo w  o n ly  in b o u n d  
c o n n e c tio n s  to  S Q L  s e r v e r

- L im it n u m b e r  o f in b o u n d  
c o n n e c tio n s  to  s e r v e r

- D is a llo w  o u tb o u n d  
c o n n e c tio n s  fr o m  S Q L  
s e r v e r

- L im its  s e lf-p r o p a g a tio n  o f th e  
w o r m
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Re a c tio n : N e tw o r k  B a s e d  A p p lic a tio n  
Re c o g n itio n

• N e tw o r k -B a s e d  A p p lic a tio n  Re c o g n itio n  
(N B A R)

N B A R c a n  b e  c o n fig u r e d  to  r e c o g n iz e  th e  S Q L  
S la m m e r  w o r m

O n c e  r e c o g n iz e d , in b o u n d  a n d  o u tb o u n d  
p a c k e ts  c a n  b e  d r o p p e d  b e fo r e  r e a c h in g  th e ir  
ta r g e t 

w w w .c is c o .c o m /u n iv e r c d /c c /td /d o c /p r o d u c t/s o ftw a r e /io s 1 2 1 /1 2 1 n e w ft/1 2 1 lim it/1 2 1 e /1 2 1 e 2 /n b a r 2 e .h tm
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Re a c tio n : S in k -H o le  Ro u te r

- S e t u p  S in k -H o le  Ro u te r  in  a d d itio n  to  N ID S

- U s e  u n a llo c a te d  a d d r e s s e s  w h ic h  S Q L  S la m m e r  w ill 
e x p lo it

- S in k h o le  Ro u te r  lo c a lly  a d v e r tis e s  th e s e  a d d r e s s e s

- S Q L  S la m m e r  in fe c te d  s e r v e r s  w ill s e e k  to  c o n ta c t 
th e m

- L o g  w ill p r o v id e  lis t o f lo c a lly  in fe c te d  h o s ts



10 010 010 0©  2 0 0 3 , C is c o  S y s te m s , In c . A ll rig h ts  re s e rv e d .

In c id e n t E x a m p le

• S u n  P C I c a r d s  r u n n in g  w in d o w s  w e r e  b itin g  th e  d u s t

• In itia l in v e s tig a tio n :

T h e r e  w e r e  e x tr a  p r o c e s s e s  b e in g  s p a w n e d  th a t w e r e  
c h e w in g  u p  th e  C P U  o n  th e  c a r d

L o o k in g  a t tr a ffic  d u m p s , th e  r o g u e  p r o c e s s  (lo o k e d  lik e  a  
w o r m ) w a s  s c a n n in g  th e  n e tw o r k  fo r  o th e r  W in d o w s  b o x e s  
a n d  a tte m p tin g  to  lo g o n

It w a s  u s in g  T C P  p o r t 4 4 5  to  d o  th is , a n d  w a s  s o  a c tiv e  th a t it 
w a s  k illin g  th e  S u n P C p r o c e s s e s  r u n n in g  o n  S o la r is

N o t a ffe c tin g  u s e r  w o r k s ta tio n s  o r  la p to p s
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In c id e n t E x a m p le  (C o n t.)

• Im m e d ia te  r e s p o n s e :
r e m o v e  a ffe c te d  S u n  b o x e s  fr o m  th e  n e tw o r k

• M o r e  a n a ly s is
Ra n  s o m e  to o ls , a n d  id e n tifie d  th e  n e ts p r e e w o r m

D e te r m in e d  w h a t m a d e  th e  S u n s  d iffe r e n t fr o m  th e  
la p to p s : n o  a d m in is tr a tiv e  p a s s w o r d  Y O W !! 

W o r m  w a s  u s in g  d e fa u lt file s h a r e s a n d  tr y in g  n u ll a n d  
s im p le  p a s s w o r d s . P r e tty  d u m b  w o r m .

W o r m  lo g s  in to  IRC  s e r v e r  m a s te r .le e t-g a m e r .n e t o n  
p o r t 6 6 6 7

• W h a t to  d o ?  A V  c o m p a n y  w a s n ’t g o in g  to  h a v e  a  
n e w  D A T  file  fo r  2 4  h o u r s
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In c id e n t E x a m p le  (C o n t.)

• P r o b le m  1 : s to p  c o n ta m in a te d  m a c h in e s  fr o m  b e in g  r e m o te ly  
c o n tr o lle d

C o n ta c te d  IT  a d m in  g r o u p s , e x p la in e d  p r o b le m , a n d  th e y  r e -im a g e d  
h o s ts  a n d  m a d e  s u r e  th e y  h a d  r o b u s t p a s s w o r d s

• P r o b le m  2 : fin d  o th e r  in fe c te d  h o s ts
S e t u p  a n  in te r n a l IRC  s e r v e r

A lte r  th e  D N S  s e r v e r  s o  th a t m a s te r .le e t-g a m e r .n e t p o in te d  to  th e  
in te r n a l s e r v e r

T h e  fa k e  IRC  s e r v e r  n o w  h a s  a  r e c o r d  o f a ll in fe c te d  m a c h in e s

V E RY  N E A T  T RIC K

IRC

IRC

In te rn e t

m a s te r .le e t-g a m e r .n e t
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S u m m a r y : U s in g  T e c h n o lo g y

• D e te c t a tta c k s : ID S , L o g g in g , N e tflo w , A C L , 
n e ts ta t 

• T r a c e  b a c k  r a n d o m  p a c k e t flo o d s : N e tflo w , A C L s

• S h u n  a  s o u r c e : ID S , u RP F , A C L , N B A R

• S h u n  a  d e s tin a tio n : ID S , A C L

• L im it a tta c k in g  tr a ffic : C A R

• U p d a te  a ll r o u te r s  v ia  iB P G - S e r v ic e  P r o v id e r
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A n d  Re m e m b e r : Y o u ’r e  N o t 
F in is h e d  U n til …

• A  r o o t c a u s e  a n a ly s is  is  p e r fo r m e d

• A  lo n g  te r m  fix  is  im p le m e n te d

• C o m p le tio n  o f fix  is  c o n fir m e d
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S u m m a r y  - B e  P r e p a r e d !!

• K n o w  th e  c u r r e n t a tta c k  
m e th o d s

• P r e p a r e  p r o c e d u r e s  a n d  
to o ls  to  h e lp  y o u  w ith  
e a c h  p h a s e  o f r e s p o n s e  
w h e n  th e  a tta c k  a ffe c ts  
y o u r  n e tw o r k

• L e a r n  fr o m  e x p e r ie n c e

1 . T r ia g e

5 . P o s t-m o r te m

4 . Re s to r e

2 . A n a ly s is

3 . Re a c tio n
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T h e  C is c o  P S IRT  C a n  H e lp

• P r o d u c t S e c u r ity  In c id e n t Re s p o n s e  T e a m

• H a n d lin g  o f C is c o p r o d u c t v u ln e r a b ilitie s  a n d  
c u s to m e r  s e c u r ity  in c id e n ts

• C u s to m e r s  r e p o r t s e c u r ity p r o b le m s  w ith  C is c o  
p r o d u c ts  to  P S IRT  

p s ir t@ c is c o .c o m

w w w .c is c o .c o m /g o /p s ir t

• T h e  P S IRT :
…  a s s is ts  in  fin d in g  im m e d ia te  w o r k a r o u n d s
…  w o r k s  w ith  e n g in e e r in g  to  fix  v u ln e r a b ilitie s
…  e s c a la te s  w ith in  C is c o  if n e c e s s a r y
…  h e lp s  c u s to m e r  in  fix in g  th e  p r o b le m
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A d d itio n a l In fo r m a tio n

• C is c o  S A F E  a n d  “ S la m m e r ”  W h ite p a p e r s : 
w w w . c is c o .c o m /g o /s a fe

• C is c o  P r o d u c t S e c u r ity  In c id e n t Re s p o n s e  T e a m  (P S IRT ): 
w w w .c is c o .c o m /g o /p s ir t

• C is c o  S e c u r ity  In fo r m a tio n : w w w .c is c o .c o m /g o /s e c u r ity

• C is c o  N ID S  s ig n a tu r e  d a ta b a s e : 
w w w .c is c o .c o m /g o /c s e c

• C is c o  V L A N  in fo r m a tio n :
h ttp ://w w w .c is c o .c o m /w a r p /p u b lic /4 7 3 /9 0 .s h tm l 

• C is c o  N e tw o r k  B a s e d  A p p lic a tio n  Re c o g n itio n :
h ttp ://w w w .c is c o .c o m /u n iv e r c d /c c /td /d o c /p r o d u c t/s o ftw a r e /io s 1 2 1 /1 2 1 n
e w ft/1 2 1 lim it/1 2 1 e /1 2 1 e 2 /n b a r 2 e .h tm

• M ic r o s o ft S e c u r ity : h ttp ://w w w .m ic r o s o ft.c o m /te c h n e t/s e c u r ity
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A d d itio n a l In fo r m a tio n  (C o n t.)

• H o n e y p o ts : T r a c k in g  H a c k e r s

h ttp ://w w w .tr a c k in g -h a c k e r s .c o m /

• “ T r a c in g  S p o o fe d  IP  A d d r e s s e s ” : Ro b  T h o m a s , F e b  2 0 0 1 ; 
(g o o d  te c h n ic a l d e s c r ip tio n  o f u s in g  n e tflo w to  tr a c e  b a c k  
a  flo w )

h ttp ://w w w .e n te r a c t.c o m /~ r o b t/D o c s /A r tic le s /tr a c k in g -
s p o o fe d .h tm l

• “ H o w  to  0 w n  th e  In te r n e t in  Y o u r  S p a r e  T im e ” , S tu a r t 
S ta n ifo r d  (S ilic o n  D e fe n s e ), V e r n  P a x s o n  (A T & T  C e n te r  fo r  
In te r n e t Re s e a r c h  a t th e  In te r n a tio n a l C o m p u te r  S c ie n c e  
In s titu te ), &  N ic h o la s  W e a v e r  (U C  B e r k e le y )

h ttp ://w w w .n a n o g .o r g /m tg -0 2 1 0 /v e r n .h tm l
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A d d itio n a l In fo r m a tio n  (C o n t.)

• RF C  2 8 2 7  “ N e tw o r k  In g r e s s  F ilte r in g : D e fe a tin g  D e n ia l o f 
S e r v ic e  A tta c k s  w h ic h  E m p lo y  IP  S o u r c e  A d d r e s s  
S p o o fin g ”    ftp ://ftp .is i.e d u /in -n o te s /r fc 2 8 2 7 .tx t

• F o r u m  o f In c id e n t Re s p o n s e  a n d  S e c u r ity  T e a m s  (F IRS T )

F e d e r a tio n  o f o v e r  1 0 0  in te r n a tio n a l s e c u r ity  in c id e n t 
r e s p o n s e  te a m s    h ttp ://w w w .fir s t.o r g

• RF C  2 3 5 0  “ E x p e c ta tio n s  fo r  C o m p u te r  S e c u r ity  In c id e n t 
Re s p o n s e ”  

• H a n d b o o k  fo r  C o m p u te r  S e c u r ity  In c id e n t R e s p o n s e  T e a m s  
(C S IR T s ), S o ftw a r e  E n g in e e r in g  In s titu te , C a r n e g ie  M e llo n  
U n iv e r s ity  
h ttp ://w w w .s e i.c m u .e d u /p u b /d o c u m e n ts /9 8 .r e p o r ts /p d f/9 8 h b 0 0 1 .p d f
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Re c o m m e n d e d  Re a d in g

N e tw o r k  S e c u r ity  P r in c ip le s  
a n d  P r a c tic e s
IS B N :  15 8 7 0 5 0 2 5 0

C C IE  S e c u r ity  E x a m  
C e r tific a tio n  G u id e
IS B N :  15 8 7 2 0 0 6 5 1

C C IE  P r a c tic a l S tu d ie s : 
S e c u r ity
IS B N :  15 8 7 0 5 110 9

A v a ila b le  o n -s ite  a t th e  C is c o  C o m p a n y  S to r e
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Re c o m m e n d e d  Re a d in g

M a n a g in g  C is c o  N e tw o r k  
S e c u r ity
IS B N :  15 7 8 7 0 10 3 1

C is c o  S e c u r e  In te r n e t 
S e c u r ity  S o lu tio n s
IS B N :  15 8 7 0 5 0 16 1

D e s ig n in g  N e tw o r k  
S e c u r ity , S e c o n d  E d .
IS B N :  15 8 7 0 5 117 6  
A v a il in  O c t 2 0 0 3 .

A v a ila b le  o n -s ite  a t th e  C is c o  C o m p a n y  S to r e
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T h a n k  Y o u
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Q u e s tio n s
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P le a s e  C o m p le te  Y o u r  
E v a lu a tio n  F o r m
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