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Cut-through vs. Store and Forward
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- “Unlike a cut-through switch, which starts
to transmit a frame before it has
completely received it, a store-and-forward
switch waits until it has received a whole
packet into its buffer before forwarding it.”

/ | Store-And-Forwards
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What is DAS?
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DAS = Direct Attached Storage

*DAS solutions provide:
Low-cost, slow to medium speed storage for use in
home computers and small businesses
Can provide higher-cost, high-performance storage,
which can be used in solutions needing high-speed
access
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DAS Architecture
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 DAS uses an I/0 Channel architecture, which resides between a
computer (initiator) and the device (target) used to store its

data.
- Storage device is only accessible by attached host computer.

- Block level access to data.

1/0 Channel
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DAS Options
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What is Network Attached Storage?

T TTTTTTTTT T TT T T T TT T Cisco.com
= | 1 = = NAS
. NAS = Network _ — 1_Filer
Attached Storage =
Ethernet i
NAS devices are - %.ﬁ
Qetwqu atta,f:hed Catalyst ol
appliances Switch g‘é e

« NAS is the attachment

of storage devices to Internet
the Local Area Network - o Tape
(LAN) = 1 11
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UNIX Linux
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Example: DAS vs. NAS
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What is Fibre Channel?
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Fibre Channel is a protocol for transporting data
between devices.

Fibre Channel is the transport technology most
commonly used for SANs today.

((O®(e
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SAN Components

e O Cisco.com
Systems Disk
« A SAN consists of: Servers System

Host systems with host -

bus adapters and drivers SAN

An interconnection

network with switches and [
hubs

Disk and tape storage
subsystems ]

Block-level I/O protocols
used to access the
storage devices

Block-Level I/O
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FC Port Types
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Fibre Channel Topologies
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Point-to-Point

Switched
Fabric

Technical Symposium 2003 13

© 2002, Cisco Systems, Inc. All rights reserved.



Cisco Storage Vision
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Fibre Channel Architecture Model
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SCSI-3 ESCON _._._...........“ 802.2 LLC
FC-4
S R R S T FC'SNMP aa

| |

FC-3 (Common Services)

FC-1(8b/10b Encoding, Link Controls)

FC-0 (Physical Interface, Optical and Electrical

Cables, Connectors, etc.)

/
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Storage Architectures
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Comparing Fabric Designs

- Cascade:
Very limited inter-switch

Cisco.com

bandwidth
No resilience to failures

Suitable for 2- or 3- switch fabrics

= o

where performance and
availability are less of a concern
than cost

- Cascade ring:

Better performance and
availability than cascade design

- =

Suitable for 3- to 5-switch fabrics
with limited scalability,
performance, and availability
requirements

© 2002, Cisco Systems, Inc. All rights reserv
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Comparing Fabric Designs

i Cisco.com

* Mesh:
Highly available
Performance varies E
according to full/partial
configuration
Suitable for 4- to 8-switch M

fabrics with limited scalability
requirements

- Core-edge:

Highly scalable solution for
large fabrics

Strong performance

Relatively easy to manage
Technical Symposium 2003 19
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Collapsed Fabric Design
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« Collapsed Architecture:
Lack of ISLs means:

All purchased ports are available for noues
Increased reliability

Simplified management
Scales easily (hot-swap blade architecture)
Fixed latency between ports = highest performance
Single management interface

Cost-effective for large SANs when ISL ports and
management costs are added up

Not all “director-class switches” are the same

Technical Symposium 2003
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Scalability—Current vs. Multilayer

i Cisco.com

512 Port SAN Built w/
64-Port Directors

* 62% efficient port utilization
List/port = $2600 x 832 + 512 = $4225

* Over-subscribed but no congestion control
- Limited port aggregation

* Only one set of fabric services ﬁ
E)Edﬁiyﬁ)i#

* No isolation of traffic

512 Port SAN Built w/
* 100% efficient port utilization 256-Port Directors

List/port = $2600 x 512 = 512 = $2600
- High performance switches, 1.44 Thps
* Forward congestion control for ISLs
- Scalable port aggregation

* Virtual SANs provide isolation and per VSAN

fabric services
© 2002, Cisco Systems, Inc. All rights reserved. TeChnIcaI SymPOSIum 2003 21




What is a Redundant Fabric?
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What is a Redundant Fabric?
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VSAN A ‘ VSAN B

(EE
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Virtual SANs (VSANS)
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on same physical infrastructure Customer ‘A’ Customer ‘B’

Each VSAN contains zones and
separate (replicated) fabric services

VSAN membership determined by
port or WWN

* Eliminates costs associated

VSAN-Enabled

with separate physical fabrics Fabric
- VSANSs for availability VSAN
Isolate virtual fabrics from Trunks
fabric-wide faults/reconfigurations

- Security
Complete hardware isolation

- Scalability
Replicated fabric services

Thousands of VSANs per
storage network Shared Storage

Technical Symposium 2003 24
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Without VSANs
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With VSANs
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Multiple Switches with VSANs

i Cisco.com

Link in VSAN 2

Link in VSAN 7

Trunk Link
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With Virtualization
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Link in VSAN 2
Link in VSAN 7
Link in VSAN 8
Link in VSAN 9

Trunk Link
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Powerful for Service Providers

Service
Provider

y 4
=X il
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High Availability
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Intelligent Network Services—
Multipath Forwarding and PortChannel
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PortChannel

*  Optimize use of fabric

* Bundle up to 16 links for
aggregate of 32Gbps

- Utilize up to 16
equal-cost paths

* Use of unequal-cost paths
via FSPF

* Reduce costs of adding
more bandwidth to fabric

« Hardware-based
intelligent load
distribution

Technical Symposium 2003 31
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Multi-path Load Balancing

Load Balance across 16
logical links

One Logical Link, up to
16 physical links

Technical Symposium 2003
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Advanced Traffic Management

i O Cisco.com
Department/ Department/
Customer ‘A’ Customer ‘B’

(Low Priority) (High Priority)

* Forward Congestion Control
(FCC) mechanism can throttle
back traffic at its origin

- QoS allows traffic to be
intelligently managed

Low-priority traffic throttled at source

/ VSAN-Enabled
Fabric

High-priority traffic not affected VSAN

Minimizes impact of oversubscription  pgtential Trunks

Allows more economical topologies Bottlenecks

 Virtual Output Queuing for
optimal crossbar performance

- MPLS for advanced traffic
engineering capability

Shared Storage
Technical Symposium 2003 33
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B2B Congestion Control
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FCC - FC Congestion Control
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Head Of Line Blocking
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Head Of Line Blocking
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Head Of Line Blocking
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VOQ - Virtual Output Queues
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VOQ - Virtual Output Queues
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VOQ & Head Of Line Blocking

T TTTTTTTTT T TT T T T TT T Cisco.com
X H
=
=

Technical Symposium 2003 41



Lots of Flexible Buffering

i Cisco.com

* Pool of Buffers Shared
Across 4 Ports

« 2400 Buffers total in pool

- Flexible Carving of Buffers >2400

 User settable credit
amounts up to 255 w/
default

 Each buffer is 1 Maximum
frame size

Port 1 Port 3
Port 2 Port 4
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Security
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Storage Features
e Cisco.com

- Zones
Why were they invented?

OS’s accessing blocks that do not
belong to them

Security — First Attempt

How are they assigned — WWN
(software*), PWWN (hardware

Ability to overlap

(OB .
YOOI

o
(e

(OO
(YR
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Zones vs VSANs
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Virtual SANs (VSANS)
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on same physical infrastructure Customer ‘A’ Customer ‘B’

Each VSAN contains zones and
separate (replicated) fabric services

VSAN membership determined by
port or WWN

* Eliminates costs associated

VSAN-Enabled

with separate physical fabrics Fabric
- VSANSs for availability VSAN
Isolate virtual fabrics from Trunks
fabric-wide faults/reconfigurations

- Security
Complete hardware isolation

- Scalability
Replicated fabric services

Thousands of VSANs per
storage network Shared Storage

Technical Symposium 2003 46
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Fabric-Based LUN Zoning
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Zone 1

WWN 1
WWN 3, LUN 1

- Extension of fabric
Zoning capability

 Provides an additional
level of security in the
fabric

- Hardware enforcement
of LUN Zoning in MDS
switch

WWN 3, LUN 2
WWN 4, LUN 1

Technical Symposium 2003 47
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Read-Only Zones
e e e Cisco.com

- Enables a volume to
WWN 1
be shared across

WWN 3, LUN 1

Zone 1

different application
servers

Data Warehousing
servers

Web Servers
MDS 9000 - Backup server

e - Zoning based on SCSI
wa: g, LUN 1, Read Only IIO operatlon type:
Read only
Read and Write

Technical Symposium 2003 48
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Port Security and Fabric Binding
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* Port Security

Security feature that locks
down who (remote entity)
can connect to a switch port

The remote entity can be a
host, target or a switch

Remote entities are
identified via WWN

* Fabric Binding

Only authorized switches
N can connect to a secure

Port X -> WWN 1 fabric
Port Y -> WWN 2
Port Z -> WWN 3

Technical Symposium 2003 49
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Switch-Switch and Host-Switch Authentication
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RADIUS Server

§

Trusted Hosts

 Prevents accidental and/or
malicious devices from
joining a secure SAN

FC-SP

Prevent (DH-CHAP)
accidental

and/or HOStS

malicious . | .
host/switch i J J_L Switches
to connect FC-SP

(DR-CRAP) - Based on FC-SP security

— I . \ protocol
‘ . Initial phase focused on

uy authentication
J DH-CHAP between devices
Centralized RADIUS server

St Sub
orage Subsysfems ical Symposium 2003 5
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Fabric-Wide Security (cont.)
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- AES for SNMP and SSH

Advanced Encryption Standard (AES) enhances the
encryption capabilities of SNMP v3 and SSH

Increased security with larger key sizes (128*, 192 and
256 bits)

- TACACS+

Complements RADIUS server to provide centralized
AAA services

Reliable (TCP/IP), and secure connection between MDS
and TACACS+ server

Technical Symposium 2003 51
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Management
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VSAN Based Roles
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Network Administrator -é  Enables deployment of
Configures and manages all VSANS that fit existing

platform-specific capabilities

operational models

Network-admin configures all
platform-specific capabilities

VSAN - Email VSAN-admin(s) configure and
manage their own VSANs

* The existing “role”
definition is enhanced to
include VSAN(s)

VSAN Administrators
Configure and manages only
their VSANs

Technical Symposium 2003 53
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SMI-S (Bluefin) For Heterogeneous Storage

Management
e Cisco.com

« Storage Management Interface

SRM Applications _Spgcificatic?n [SfI\_III-S], a SNIA

HITACHI | gpg oy initiative, simplifies
Comsmoe 177101 VERTIAS heterogeneous storage
management
T T - A vendor-neutral API for
xmICIM discovering, monitoring and
SANMamt AP | uvel managing devices on a SAN

+ “Embedded CIM Provider”

v based on SMI-S version 1.0

Discovery of storage subsystems,
HBA and switches

o | Topology view

. Switch, port, and interface view

=t Zoning management
oo . Extensions to include VSANSs

“BE&bchnical Symposium 2003 54
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Centralized HBA Management
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- Fabric Device Management
Interface (FDMI) for
centralized asset, inventory

Management Applications management of HBAs from

A fabric

HBA - Eliminates the need of
Mgmt. | orme ane proprietary per-server
info agents
Register g - FDMI Server on MDS
HBA/Port manages the following HBA

Attributes

and Port Attributes:

Manufacturer, Serial Number, Model,
Hardware Version, Driver versions,
ROM version, Firmware version

OS Name and version, Max CT payload
etc.

Technical Symposium 2003 55
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Enterprise Fabric Manager (EFM)
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FM Client
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FM Client

ﬂ/‘

FM Server

M

- Server-Based, Centralized
Management Server

Continuous health & event

monitoring

Background discovery

Multiple, remote client access
- Historic performance

monitoring for hot spot
analysis

Statistics for ISLs, Ports
PortChannels, Route Flows

SCSI statistics
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Remote SPAN (RSPAN)

Cisco.com

e Non-intrusively monitor FC ports at a remotely located switch

using a SD port

e RSPAN traffic is tunneled through network using FC-tunnels

e RSPAN traffic is compatible with off-the-shelf FC analyzers

and MDS 9000 port adapters

RSPAN tunnel
/ Encapsulation

Destination Switch

MDS FC Network

Source Port

Source Switch

Technical Symposium 2003
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Inter-VSAN Routing (IVR):



What is Inter-VSAN Routing (IVR)?

i Cisco.com

* Preserve the benefits of VSANSs yet
selectively allow traffic between VSANSs

 Works for both FC and FCIP links

Backup Server Tape

FC or FCIP




Why Inter-VSAN Routing (IVR)?
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- Reason # 1: Enable customers to leverage
expensive centralized storage services such as
tape libraries and disks

* Reason #2: Address deployment issues related
to geographically disparate fabrics

Operational challenges because each location is managed
autonomously by separate storage administrators. Change in a
remote location should not impact the local administrator

Minimize the impact of change in fabric services (Zoning, Name
Server, Domain ID Assignment etc.) in one location on all other

locations

Minimize the impact of link state changes(FSPF) in one location on
all other locations

Technical Symposium 2003
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Assumptions
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 Domain IDs must be unique for each: {Switch: VSAN}.
This ensures that FC-IDs are unique in the entire fabric.

DomainID =3 DomainID =4

Domain D=1  Domain ID = 2 Domain D=5 Domain ID =6

FC or FCIP

Technical Symposium 2003 61
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Step #1: Configure IVR Zone
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* Create a IVR Zone that spans across VSANSs.
« Zone membership is limited to devices of interest

IVR Zone
WWN 1, VSAN 1
WWN 6, VSAN 3

Technical Symposium 2003 62
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Step #2: Configure Reachability

A T T Cisco.com
« Configure and activate topology on each Gateway Switch

WWN3: @ Directly
VSAN1, VSAN2 Connected
Reachable Directly
via WWN3 Connected

WWN4:
VSAN2, VSAN3

WWN©G

WWN4 WWN5S

WWN2 WWN3

Technical Symposium 2003 63
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Step #3: Plug in Host (Assume no Tape for
Now)

e T T TTTTTT T T T T T TTT T Cisco.com

* First, Host sends FLOGI to the switch and gets a
FCID1 in VSAN1

* Next, Host sends PLOGI to the switch. It does
not find any Target

This is because the Tape is not plugged in. As a result,
it does not appear in Name Server of VSAN1

- Host (WWN and FCID) is propagated to Name
Server in VSAN2 and VSAN3
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Step #4: Now Plug in Tape

e AU Cisco.com
3) Inject into VSAN1: 2) Inject into VSAN2:
- SW-RSCN for Tape - SW-RSCN for Tape
- FSPF Route for - FSPF Route for
Domain 6 Domain 6
4) RSCN for Tape 1) Tape is plugged-in

X FC or FCIP
- ~
- V g
v
o-s M- =o' [
WWN1 WWNG6
(FCID1)
WWN2 WWN3 WWN4 WWN5 (FCID6)
Zoning ACL Zoning ACL
VSAN Rewrite* VSAN Rewrite VSAN Rewrite VSAN Rewrite
(VSAN1->VSAN2)  (ygAN2->VSAN1)  (VSAN2->VSANS3) (VSAN3->VSAN2)

* VSAN Rewrite are installed on ingress ports only.
Technical Symposium 2003 65
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Step #5: Inter-VSAN Frame Switching

T TTTTT T T T TT T Cisco.com

D=5_VSTA\N_= 3_D=-6

D=3 VSAN = 2 D=4

=]

WWN1 WWN6
(FCID1) VN WG WWN4 WWN5 (FCID6)
| 4
SID = FCID1
DID = FCID6
| 4
VSAN = VSAN1
SID = FCID1 >
DID = FCID6 VSAN = VSAN2 >
SID = FCID1 VSAN = VSAN3
DID = FCID6 SID = FCID1
DID = FCID6 R
SID = FCID1
DID = FCID6

Technical Symposium 2003 66

© 2002, Cisco Systems, Inc. All rights reserved.



Fabric Manager for IVR Management
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IVR Zone Mgmt IVR Topology Mgmt
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FCIP & iSCSI
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IP Protocol Encapsulation

i Cisco.com

« IP SANs carry block I/O traffic on top of IP
Leverage Gigabit Ethernet performance for local traffic
Use TCP: A reliable transport for delivery in MAN/WANs

« Two primary protocols:

ISCSI—"IP-SCSI” IP-native transport of SCSI CDBs and data within
TCP/IP connections

IP

SCSI CDBs

FCIP—"Fibre-Channel-over-IP”— Tunneling of Fibre Channel frames
within TCP/IP connections, including FC fabric management frames

IP

FCP SCSI CDBs
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What is FCIP (Fibre Channel over IP)?

e T T TTTTTT T T T T T TTT T Cisco.com

IT creates one logical fabric between remote SANS,
and the switches think they are connected. IP is only
used for tunneling through the WAN.

Fibre Channel FCIP Network FCIP Fibre Channel
Fabric Gateway Gateway Fabric
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What is FCIP (Fibre Channel over IP) cont...

T TTTTT T T T TT T Cisco.com

Remote FC resources are viewed as local
FCIP creates a Virtual FC Inter-Switch Link (ISL)
Fabric service information is extended across the FCIP ISLs

IP
FCIP Network FCIP
Gateway Gateway
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An FCIP Application Topology
e e e Cisco.com

FCIP Gateways perform Fibre Channel encapsulation process into
IP Packets and reverse that process at the other end

FC Switches connect to the FCIP gateways through an E_Port for
SAN fabric extension to remote location

A tunnel connection is set up through the existing IP network
routers and switches across LAN/WAN/MAN

Servers

FC
SAN

Storage
FCIP
i = FC Switch Gateway G:tg,::ay i i
- LAN/WAN/MAN g

Backup, R&D, Shared Storage,

Production Site

© 2002, Cisco Systems, Inc. All rights r

Data Warehousing, etc.
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FCIP Compression

i Cisco.com

FCIP IP Payload Compression

LZS (Lempel-Zif-Stac) compression

MDS with algorithm
IPS Module

Throughput depends on type of app

FCIP PortChannel () and compression ratio

Each IPS port has compression

\/-—
o B capability
& WAN
e Throughput can be shared between 3
— FCIP tunnels
NS
* FCIP PortChannels for:

MDS with .
IPS Module Bandwidth

Resilency

Backup
Site
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FCIP & FC Write Acceleration

Cisco.com

With FCIP & FC Acceleration

IPS or S-32

XFER_RDY

WRITE

DATA

STATUS

|_Reduction in
/0O Latency by

T TTTTTTTTT T T TeCeemmT
Without FCIP & FC Acceleration
IPS or S-32 IPS or S-32
o
WRITE
|
[
XFER_RDY
4
DATA ¢
| 4
STATUS
« }

1RTT

IPS or S-32

e

XFER_RDY
<

g

» Improves response time for the storage app

» Extended distance for DR and BC apps

© 2002, Cisco Systems, Inc. All rights reserved.
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What is iSCSI?

T TTTTTTT T TT T T T TTTT T Cisco.com

- A way to access storage across an IP
network as though it was locally attached.

* Transports SCSI protocol commands and
data across an IP network

- Standards status update
Ratified Standard (IETF)

Major industry support (Cisco, IBM, EMC,
Microsoft, Intel..)
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ISCSI Architectural Model

Cisco.com

SCSI Applications (File Systems, Databases)

SCSi
. SCSI Stream Other SCSI
DIAVLERREY Y SCSI Block Commands Commands Commands
Commands
SCSi
Generic SCS| Commands, Data, and Status
Commands
T SCsi rt Parallel FCP iSCSI
ranspo SCSI Transport SCSl over FC SCSI over TCP/IP
Protocols
Layer 3 TCP
Network
Transport IP
Layer 2 Parallel SCSI -
Network Interfaces Fibre Channel Ethernet
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IP Storage Networks
T TTTT T T TTT T TTTTTTTTTTT T Cisco.com
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Catalyst
Switches

Dedicated
IP
Network

iSCSI
Routers

FC Attached
Hosts with
HBAs

Storage
Pool
Technical Symposium 2003




Initiator and Target Model for iSCSI

e e M w Cisco.com
Initiator - SCSI device which is capable of originating SCSI
commands and task management requests

Target - SCSI device which is capable of executing SCSI
commands and task management requests

SN5428
Storage Router

iISCSI FC
Initiator Target |Initiator

Initiators and Targets in a Multi-Protocol SAN
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Cisco iSCSI Solution Architecture

Host

SN5428 Storage Router

Applications

SCSI/TCP Server

N. TCP/IP Driver

iSCSI Host Driver

Block Device
1 1

GigE NIC SCSI Generic

)

TCPJ/IP Stack

Network \4 vy v

k DDE?ED i

Technical Symposium 2003

Fibre Channel
Storage Array
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Cisco.com

| ms

TCP/IP NIC Driver = Adapter Driver

v

NIC Adapter SCSI Adapter
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iISCSI + TCP Offload Engine (TOE)

e Cisco.com
- Hardware implementation of iSCSI and !
TCP/IP on a NIC | g
- Relieves host CPU from iSCSI and TCP ———
processing, reducing CPU processing | ‘ ‘
+ Two forms of TOEs e orver RGO

Offloads storage traffic only TOE Ahdapter e
Offloads TCP/IP for storage and data traffic M

 Wire-rate iSCSI

performance « Alacritech

- Adaptec
Emulex

* Intel

- Qlogic
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Cisco iSCSI Drivers

i Cisco.com

) Storage Networking Software - Microsoft Internet Explorer E=0]3]
Fil= Edit “iew Favorites Toals  Help Liriks @.ﬁ.eroplan @Canada*}ll @CIBC @jedijosh @jka\,-'a #

eBack - e - @ @ {;j pSearch ‘;'Vn'\_g‘Favu:urites e\Media @ 8‘ h?;g M LJ "3

Address |@ http: f frwn, cisco. comyfpublicf sw-center fsw-stornet shtml w | G

-~
Home | Logln | Register | Contacts & Feedback | Site Help —
Cisco SysTEmS s : :

t a Location § Landuage

Technical Support ~ W0

YA search: [N (0
Storage Networking Software Search All Cisco.com v

Cigco S 5420 Storage Router Saftware Toolkit: Foll over tool =
Cisco Sh 5428 Storage Router Sofhware
Cisco ISCSI Drivers ]

Additional Information

Product Bulletins Product Literature Log In here to gain access to
Product Catalog additional tools and content.

- Wenwe Uzer? Redister nowy.
- Forgat your password FClick

Storage Metwarking Softweare here.

Related Tools
Beta Progratns

Software Registration
Special File Access

[

@ http: /s, cisco,com)'pegi-bing Software/FormManagerFormgenerator, pl # Internst
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Cisco iSCSI Driver: Download
T TTTTTTTTTTT T T oovTTT

3 Software Download - Microsoft Internet Explorer
File  Edit

Cisco.com

Address |@ hikkpe e, cisco, comjogi-binftablebuild, plfsnS4 20-scsi

Favorites  Tools  Help Lirks @.ﬁ.eruPlan @Canada‘ﬂl @CIBC @jedijush @jk.aya
3 A ) .'s . ; T —
@ Back ~ (&g |ﬂ @ < lj /- ! Search 5.¢ Favorites e Media @ [‘;_-:-_\ v S v ﬁ
> E
~
Filename Release Date Size
[Bytes)
winZk-iscsi-2 1.5 70 215 158-0CT- | 194072
Cisco i8CS] Driver Wersion 2.1.5 for Microsoft 2002
Windows 2000
hpuxl 1 0-iscsi-2.1.2 tar 7 212 10-0CT- | A87020
ISCSI Driver wersion 2.1.2 for HP-1X11.0 2002
hpuxl 0.2-iscsi-2.1.2 tar.g 21.2 10-0CT- | 1150073
iSCS] Driver version 2.1.2 for HP-1 10,20 2002
ai-iscsi-2.1 2 tar” 212 10-0CT- | 256333
ISCSI Driver wersion 2.1.2 for Al 2002
solaris-iscsi-2.1. 4 tar.2 214 O7-ALNG- | 333031
Cisco igCEl Driver Version 2.1.4 for Sun 2002
Solaris 2.6, 7 and 8
linux-iscsi-2.1.2 10z 21.2 28-JUN- | 1688594
Cigco 1SCSl Driver Yersion 2.1.2 for Linux 2002 o
aiw-iscsi-1.8.1 tar” 1.81 10-JUM- | 119195
ISCSI Driver for Al 2002
nt-iscsi-2.1.2.7ip 21.2 24-MAY- | 148529
iSCS] Driver for Microsoft Windovws MNT 2002
hpuxl 0. 2-iscsi-1.8.1 tar 7 1.81 19-APR- | 134983
iSRRIl Dirivar for HP-1L1 1070 N7 b

@ Done

‘ Internet
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Configuration Applet

i Cisco.com

Cisco iSCS1 config for Win 2000 il
Criver YWersion: 2.2.0.6 for Win 2000  Aug 23 2002 13:06:46
Target Host Names/IF Addresses
TargetIF: 10,250,107  connect state; ACTIVE  Rth off Ciscovery
10250107 Add TargetIP: 10.2.50.107  connectstate: ACTIVE Rttt off T: 0 boot-compag3
10,260,107 N -
Status |
Relogin |
FeScan |
_ Setnge | iSCSI Connection Status
Boot Type: Early HNormal Boot |
- T:0 means TargetiD 0
2.2.06 [ Save | Bt | g
- Correlate TargetID with
Disk Manager
iISCSI Configuration Applet
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ISCSI Disks

T TTTTTTT T TT T T T TTTT T Cisco.com

it Network Boot Management _ O] x|
| Action  View H<3=-->||I§H |
Tree | yolume [Lay.. |T.. |Filesy.. | Stats [cap... |Frees.. |w%F.
=] Parti.. B.. FAT Heathy (EL.. 35ME 29ME 829
[;'grgofhﬁ‘mt 2o Parfi.. B.. NTFS  Heathy (Sy.. 2.77.. 953MB 339
" C_'S ggas?im;r: SBOOT_COM... Parti.. B.. NTFS  Healthy (Ac.. S.00.. 604GB 759
Bl S]] EWONSBOCT COM... Parfl... B.. NTFS Healthry (A2, 1.95.. Z05MB 109 'SCSI d H
- ° i isks
< | | 1 I
. appear in norma
“ Disk 0 .
Basic () d k I I ' g
16.95GB IEMEF ||2.77 GB NTFS 14.15 GB Is ana er
Online Healttry ||Healthy (System) Unallocated a
¥ pisk 1 p p
Basic BOOT_COMPAGS (E!)
17.09 GB B.00 GB NTFS 9.09 GB u u H
Gnline Healthy (Active) Unallocated o D IS k 0 IS I n te rn a I
2 Disk 2
Basic BOOT_COMPAQ3 (F:! 1
17.09 &8 1.95 GB NTFS 15.14 GB ° DlSkS 1 and 2
Online Healthry (Active) Unallocated
[ ] ]
=/CDRom 0 are ISCSI dISkS
CORaom O
Oniline
4 | | ﬂ B Unallocated B Frimary Partition |
| | |
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The Workgroup SAN Overview

e Cisco.com
. Workgrou_p SAN Environments iSCSl-enabled servers
* Enterprise Department Most Midrange Applications
« Small-Medium Business - : :
[ ] = = =
« 10 -40 Servers with Midrange } f E
Appllcatlons ke
Email — Exchange, Notes \ N\ FC
=
« Database — SQL, Oracle servers
* Financials — Great Plains, _
L 0 | Cisco N
awson, Uracle Catalyst High Performance
« Web Servers - IIS Switches Servers
* File Servers
* Print Servers isco SN 5428

B Storage Routers
« Customer Developed

« Most servers cost under $10,000

Storage Pool
>~ g

 The network/system/storage Disk and Tape)

admin are the same person
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iISCSI Network Boot (iNBP)

S TTTTTTT T T T TT T Cisco.com

Master host

[Fibre Channeq

Host 1
image

MDS 9000

w/ IPS Module . -

Cisco iSCSI Drivers

FC RAID

v Boot diskless Windows/Linux Servers over iSCSI
v Cost-effective storage networking for Blade Servers

v No special hardware required. Leverages existing

infrastructure
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© 2002, Cisco Systems, Inc. All rights reserved.



Internet Storage Name Server (iSNS)

i Cisco.com

iSNS Server

1

e iSNS complements the
existing target discovery
mechanism

iISCSI Servers

i o iSNS is a directory-based
protocol for management of
IPS devices

IP Network

. . . .
FC Storage Device registration

e Device discovery

e Zoning (Discovery Domains)

e State change natification

FC Servers
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Security for IP Storage

T TTTTT T T T TT T Cisco.com

FC Servers iISCSI Servers

- Standards-based IPSec
protocol for securing IP
Storage

Authentication, data integrity
and encryption for iSCSI and
FCIP protocols

- IPSec protocol is
implemented on IPS Module

Each Gigabit Ethernet port
provides security for both iSCSI
and FCIP traffic
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IP Storage Features (cont.)

S T Cisco.com
* IP Access Control List (ACLSs)

Provides an additional level of security by allowing
only trusted iSCSI Initiators and FCIP Gateways to
connect to IPS Gateway

Minimizes the impact of Denial of Service (DOS)
attacks on IPS Gateways

* Proxy-iSCSI Initiator Mode

Complements “Transparent Mode” by presenting all
iISCSI Initiators to a storage subsystem as a single
initiator

Minimizes the configuration tasks required to enable
large scale iSCSI deployment
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Cisco iISCSI Network Boot



Cisco Network Boot

T TTTTTTT T TT T T T TTTT T Cisco.com

 Enables diskless Windows hosts to boot over
iISCSI

- Compelling storage networking solution for
blade and rack hosts

Cost-effective — Leverages existing infrastructure

Operationally simple — Re-deploy and/or replace hosts
quickly
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Network Boot Mechanics

© 2002, Cisco Systems

Remote Boot Process

1)

2)

3)

4)

5)

6)

System BIOS does a DHCP
request

DHCP Server returns:

. System IP Address and
Router Information

. TFTP Server information
and ROM extension
filename

. iSCSI boot information

BIOS downloads through TFTP
Cisco’s iNBP

Cisco’s iNBP is downloaded
into BIOS of the Remote Boot
Client

BIOS connects to iSCSI device
with a mini-iscsi driver (within
iNBP) to load Windows

With “Early Boot” option for the
normal iSCSI driver enabled,
the mini-iSCSI driver (from
iNBP) is released and normal
iSCSI driver is loaded. Normal
Windows operation and iSCSI
Remote Access has completed.

Remote Boot Client

Windows 2000 Server,
Advance Server, Windows

DHCP Server

* IP Address Assignments

*ROM extension parameters

* iSCSI Boot parameters

2003 Server
N iSCSI Drivers BIOS
. ROM
etwork Drivers kExtensi ons

/ NIC with PXE 2.0 or higher \

TFTP Server

iSCSI

MDS 9000

« Cisco iNBP

.4 e

DHCP Process

TFTP Process

Windows Boot
Process

Cisco.com
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Installation & Setup

S TTTTTTT T T T TT T Cisco.com

Master host

[Fibre Channeq

) [
. =
MDS 9000 E =
w/ IPS Module B -
1. Install Windows 2000 on master host C: drive FC RAID
2. Install Cisco iSCSI driver on master host
3. Configure & mount iSCSI target
4. Run Cisco copy utility which does the following:
—  Copy boot image from Master host to storage
—  Configure Windows for the new host
5. Set PXE boot option in host 1
6. Repeat for additional hosts

Technical Symposium 2003
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Cisco Copy Utility

—'IIII|||||IIIIIIIIIII|||||IIIIIIIIIII|||||IIIIIIIIIII|||||IIIIIIIIIII||||| Cisco.com
Runs as MMC Snap-in

« Copies DAS or iSCSI boot

volumes
i'n'. Network Bo Manager_ne r i =] i|| Flle-level copy
[ Storage Volumes - Changes IP address, host
;Dglslsol\?scs?Nmzthl:B o Tkytgtgm name, drive signatu re
A e 5B
an = enE New host can be
s booted without
modifying IP address
Also forces new iSCSI
i initiator name to be
— | created
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Network Boot Operation - Failover

i my Cisco.com

1. System fully operational

2. Failure on host

3. Connect new host

4. Point host 3 at host 1 Boot Image (DHCP host change)
5. Reboot host 3

[Fibre Channeq

host 1

host 1 image
host 2 image

host 3 iInage

host 2

host 3 MDS 9000

host n image

host 4

host n
FC RAID
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Cisco Network Boot Requirements

T TTTTTTT T TT T T T TTTT T Cisco.com

* Host
PXE 2.0 or 2.1 (available on most Intel-based platforms)

Windows 2000 or 2003 host or Advanced host (XP Pro also
supported). Linux support in Oct 03

Cisco iSCSI driver
Cisco inbp.com (mini-iSCSI Driver)
- Storage
Cisco SN5400 or MDS IPS blade
One (master) boot image per unique host and OS
One boot image (LUN) per network boot host

 Network

Windows 2000 or Linux DHCP and TFTP host
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Useful Information
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Cisco Storage Networking

Cisco AVVID Storage Networking Partner Program
Cisco Storage Router Product Information

Cisco Metro Optical Product Information

Storage Network Industry Association (SNIA)
Internet Engineering Task Force — IP Storage

ANSI T11 - Fibre Channel

Technical Symposium 2003
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