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Phone Basics

Phone Handset
Keypad

_CD Display
Rocker Key

Service Buttons

Softkeys

RULLAMABAAARAANANAY
| $\\“ f%
\

=
=

Softkeys “

Cisco.com

LCD Display

Keypad

A7 EE1I1026
=

|}
Services
Button




Processing Capabilities
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Service Architecture
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Web Server

7960 IP

7960 IP
Phone World Wide Web Phone

External Web
Server
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IP Phone Services Configuration

(TR R Cisco.com
Logs into CallManager
Adds IP Phone Services and User Preferences and
Developer Or Makes It Available to The Users Configures Which Services to
CallManager Be Displayed on the Phone

Administrator Copies
the Web Script Files to
a Web (HTTP) Server
that the CallManager
Will Point to for IP
Phone Services

Sample.asp
XML
Tags Presses the
“Services” Button,

Which Sends an HTTP
GET Message Calling
Getservicesmenu.Asp,
Located on the
CallManager Where the
IP Phone Is Configured

Creates the IP Phone
Services Application
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IP Phone Services Example

Getting the Cisco Stock Quote
R Cisco.com

1. Cisco IP Phone HTTP Client Performs an
“HTTP GET” for a Specified URL

2. HTTP Web Server Processes the Request
and Formats the Data Returned

3. HTTP Web Server Returns the HTTP
Response of XML Objects or Plain Text to
the Phone

Firewall

& a
Nk

CallManager Points to
Content “Proxy” Web
Server (Configured in IP
Phone Services Menu)

4. Phone Parses the HTTP Response
Header for ContentType of
“Text/Xml” (Notel)

5. Phone Presents Data and Options to
the Use per the Server Response

Notel: This Is NOT a Full XML Parser;
Only the Supported CiscolPphone XML
Objects Are Successfully Parsed
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Web Server

e I Cisco.com
« Almost any standard Web Server can be
used
« Apache WWW.Apache.Org
e IS WWW.Microsoft.Com
>un-One/iPlanet WWW.Sun.com
ver Side Scripting Support required




Cisco IP Phone SDK

T T Cisco.com
Development Tools Documentation
¢ Cip.8bi—Photoshop plug-in that allows - Cisco IP phone Services Application
.Cip extensions to be viewed and saved. Development Notes (this document)

in Adobe .pdf format

* Cip2Gif.exe—DOS-based program that

converts .cip files to .gif. « Cisco URL Proxy Guide in rich text
format

« Gif2Cip.exe—DOS-based program that

converts .gif files to .cip. « Cisco LDAP Programming Guide in
Microsoft Word format

« ImageViewer.exe—Windows application
that displays .cip graphic files. » Cisco CIP Image Release Notes in
Microsoft Word format

Xy—Proxy server that is
e samJJ e services
Installed).

« Cisco LDAP Search—Service that is
installed




Cisco IP Phone SDK
I T TTT T T T IIT T Cisco.com

 WebServer Software with Scripting Is
required for development and testing

« SDK Cannot be installed on the Call
Manager Server

« SDK provides MS Windows helper MS
Com objects and script samples




Development Resources
e Cisco.com

« WWW.HotDispatch.Com

e http://www.hotdispatch.com/cisco-ip-telephony/officefront-2-
product?ID=15100214

e http://www.hotdispatch.com/cisco-ip-telephony/iptel-resources.html

« Cisco Press “Developing Cisco IP
Phone Services”

» Cisco Press CD-ROM Samples and CM-
SIM software o Availabll

Microsoft}

* Innovation Through Convergence (ITC)
Exposition (featuring the XML Bake-

Off)

ﬂupport@Cisco.Com -

» Cisco Developers Support Central




HTTP Client Request
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 The Cisco IP Phone HTTP client performs an HTTP GET for a
specified URL

« The HTPP server processes request and returns an XML
object or plain text

 The phone processes the supported HTTP headers

 The phone parses the XML object if ContentType is
“text/xml”

 The phone presents data and options to the user based on
the server response




HTTP Headers
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* “ContentType”

Used to notify the phone of the mime type sent

» “Refresh” (Time in Seconds, URL)

If no time is set or it is zero, then the refresh is set to manual

If no URL is set, then the current URL is used

« “Expires” (Date/Time in GMT the page is to expire)

Pages that have expired before being loaded will not be
added to the URL stack in the Phone (The phone does not
cache content)




XML Objects
e e

“Services” Objects
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Mandatory Escape Sequences

S T TTTTTT T TTTTT T Cisco.com

By XML convention, the XML parser also requires that you escape a few
special characters

& Ampersand &amp;
Quote &quot;
Apostrophe &apos;
< Left angle bracket &lt;
> Right angle bracket &gt;

Note: This is also a requirement for Call Manager Services Names
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Text
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<CiscolPPhoneText>

<Title/>
<Prompt/>
I <Text/>
Q’ﬁ\" g </CiscolPPhoneText>
) :
-
-~
Z
” The CiscolPPhoneText XML object
§ displays text on the
-~ :
< phone display.
”
”
f_. \ The <Text> message must not contain any
;:3'- %" control characters, except for carriage
ke \ returns, line feeds, and tabs.
I\

The Cisco IP phone firmware controls all
other pagination and word-wrap issues.
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Image
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<CiscolPPhonelmage>
<Title/>
<Prompt/>
<LocationX/>
<LocationY/>
<Width/>
<Height/>
<Depth/>
<Data/>
</CiscolPPhonelmage>

Cisco IP phones include a

that is
available to access services.

Each pixel includes four greyscale settings.
A value of three (3) displays as black, and a

value of zero (0) displays as white
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Menu
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<CiscolPPhoneMenu>
<Title/>
<Prompt/>
| <Menultem>
<Name/>
<URL/>

</Menultem>

Z
B

</CiscolPPhoneMenu>

Cisco IP phones allow a
e . Each Menultem includes a
6. & & Name and an associated URL

N

\“\i BALAARARARAAAAY lf%

A\

This field accepts two carriage returns to
allow the Menultem name to span three
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Graphic Menu
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<CiscolPPhoneGraphicMenu>
<Title/>
<Prompt/>

<LocationX/>

<LocationY/>

‘ o-IMPUT I <WI d t h />

A\ )

‘§" <Height/>

?: <Depth/>

ﬂ: <Data/>

7

z <Menultem>

-

"E i <Name/>

< sy ¢ s 0 <URL/>

%’f : ""F </Menultem>
I

</CiscolPPhoneGraphicMenu>
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Input
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<CiscolPPhonelnput>

<Title/>
<Prompt/>
19:24 0772000 728111026 .
ﬁ; Stock Quote = - < U R L/>
<Inputltem>

<DisplayName/>

Ticker Sumbolaqpl] Ml -
. iEISTED ' I

<QueryStringParam/>

Z
B

<InputFlags/>
<DefaultValue/>
</Inputltem>
</CiscolPPhonelnput>

The Inputltem tag delimits each item in the list.
The number of Inputltems must not exceed five.

\“\l BALAARARARAAAAY lf%

ks e & @ Each input item has a DisplayName, which is the
. "‘E: prompt written to the display for that particular
%’"“\\\ item.

Each item also has a QueryStringParam, which is
the name of the parameter appended to the URL
when it is sent out after input is complete.
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Input Flags

AtRRRRR R RRRRRRR Cisco.com

A Plain ASCII text. Use the DTMF keypad to enter text consisting of
uppercase and lowercase letters, numbers, and special characters

T Telephone number. Enter only DTMF digits for this field. The
acceptable input includes numbers, #, and *.

N Numeric. Enter only numbers as the only acceptable input

= Equation. The acceptable input includes numbers and special math
symbols

U Uppercase. Enter only uppercase letters as the only acceptable input

L Lowercase. Enter only lowercase letters as the only acceptable input

P Password field. Individual characters display as they are entered
using the standard keypad-repeat entry mode. As soon as each
character is accepted, the system converts it to an asterisk, allowing
for privacy of the entered value
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Directory
I Cisco.com
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<CiscolPPhoneDirectory>
<Title/>
<Prompt/>
<DirectoryEntry>
I <Name/>
<Telephone/>
</DirectoryEntry>

</CiscolPPhoneDirectory>

A single CiscolPPhoneDirectory object can
contain a maximum of 32 DirectoryEntry
objects.

If more than 32 entries must be returned, use
multiple CiscolPPhoneDirectory objects in
subsequent HTTP requests.
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Service Creation
A g Cisco.com

Under the Feature menu select
“Cisco IP Phone Services”

Cisto SysTEMS

« You can insert, update or delete a
service definition

« After the service is inserted you
can insert, update, or delete service
parameter definitions

 The “Update Subscriptions” button
Is used to rebuild all of the user
subscriptions if the service has
been modified after subscriptions
exist

sl T8~ 1s] &M
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Service Parameter Creation

Cisco.com

fa Cisco CallManager Administration 3.0 - IP Phone Service Parameter Confi... [Hi[=] B3

— =L The “Parameter Name” is the exact
Movie Times: Parameter Configuration .
Statust Ready query string parameter to be used
EEEEN T when building the subscription
URL

The “Parameter Display Name” is
presented to the user

The “Default Value” will appear
| when a service is being subscribed
Enter the Zip Code for the desired theater. to for the flrSt tlme

Check the “Parameter is Required”
box if the user must enter data for
this parameter before the
subscription can be saved

25| Local intranet

The “Parameter Description” will
_ be available to the user while they
== : -- are subscribing to the service



User Service Subscription

Cisco.com

» User service subscriptions are

: . configured with the CCMUsers
Cisco IP Phone Configuration ey web site after the user has logged
in and selected a device

Cisco IP Phone Services

« “Configure your Cisco IP Phone
Services” is a new option in the
Encore release

« Select the desired service, review
the description and click
“Continue” to proceed




User Service Subscription

Ciseo SysTEms

Cisco.com

The user can then customize the name
of the service when it is displayed on
their services list

The user can enter any service
parameters available for the selected
service

The user can review the description of
each parameter

After all the required fields are set the
user can click “Subscribe”

A custom URL is built and stored in
the database for this subscription

The service should then appear on the
device’s services list



Troubleshooting
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* Internet Explorer 5 or higher can display the XML
source with it's default style sheet

- Standard IP troubleshooting techniques are
e vor important for HTTP Errors

Make Your Selectior

L Externally verify name resolution (Phone has DNS set)
ttp://171.71.158.141/s fcisco.asp</URL>
' If DNS is suspected use IP addresses in URLS
Browse the URL in question with IE5 or download and verify
with Netscape
Use alogged telnet session to verify that the desired HTTP
headers are returned (Telnet to server on port 80, then enter get
/path/page)

XML Parsing Errors

Verify the object tags (Case Sensitive)

Verify that “&” and the other four special characters are used
per the restrictions in the Developer Notes (ENG-68782) while
inside of the XML objects

.cisco.com/8/yf.asp</URL>
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Error Messages
R Cisco.com

* Error messages appear on the prompt I|ne
of the phones display

/ ' il

 There are\,BnIy three mesf-___ages that shou

appear. )/ “4 N ’
ror[4] = XML Par er error (Invalid Object)

rror[8] = Unkno TTP-Error
TP Error[10] = HTTP Conn?ufm F;:\Ll\d




Examples of IP Phone Services Apps

Cisco.com

http://wwwin.cisco.com/voice/evvbu/news/post bakeoff041002.shtml

Industry AVVID Partner |IP Phone Service Application

Healthcare Calence Myrx: Prescription Lookup; Order Status

K-12 AAC Associates Mobile Teacher Room Tracking; Hall Pass Processing; Homework
Assignments, Alerts, Schedule Reminders, Etc...

Horizontal First Virtual Web Conferencing Solution that Seamlessly Integrates Voice, Video,

Communications | Data, IM, and Streaming Communications

Horizontal Eyretel Execrecord: Extends IP Phone Services Interface to Call Recording
Solution

Hospitality MDR Switchview | Property Mgt System (PMS) Integration to CallManager

Hospitality Netcom Systems | Property Mgt System (PMS) Integration to CallManager

Legal/Horizontal

Dimension Data

Call Authorization and Tracking Tools

Horizontal Berbee Emergency Broadcast Application—Pushes Voice and Text to
Thousands of Phones, by Zones If Preferred

Healthcare Logical Phonenet Healthcare: Integration into Medical Databases for Diagnoses
and Medication Management

Retail Vytek Search, Request, and Track Product Statuses by Voice or Data

Finance CheckMate Dynamic Business Dashboards and Integration with Various CRM, ERP,

and Other Business Solutions
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Cisco IP Phone Summary
e Fienn nn ~

* Lightweight services
platform

« Always on, instant
messaging

« Simple development
environment

O
- Converged Desktop S
device Z
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