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Cisco Application Profiling Service 

Build an In-Depth Understanding of Your Application Environment by Mapping 
Infrastructure Interdependencies and Application Communication Flows  

Service Overview 

Supporting Performance Improvements, Consolidation, Virtualization, and Migration 
The network has become a primary platform for delivering both distributed and centrally deployed 
application services. These networked applications are essential for the smooth functioning of 
enterprise business processes such as customer relationship management, sales force 
automation, and supply chain management. 

Mission-critical networked applications often depend on 
multiple physical and logical infrastructure components 
that are deployed in data centers and across the 
network. The interdependencies between these 
components are dynamic and require complex 
operational processes to orchestrate and to manage 
over time. When application performance or availability 
declines, IT managers in large enterprises frequently 
lack the end-to-end infrastructure dependency and 
communications flow data that are necessary to 
analyze and remediate the problem.   

 
Holistic Analysis Increases 
Application Environment Efficiency  
Maintaining service levels as users 
access applications across the 
enterprise requires an in-depth 
understanding of how applications 
interact with physical and logical 
network resources. This knowledge can 
help IT managers adapt the data center 
infrastructure to improve application 
performance and business productivity.  
The Cisco Application Profiling Service 
provides a holistic approach that 
includes the following: 
● Business process decomposition: 

Helps increase visibility into 
application environment efficiency  

● Discovery: Provides information 
needed to map applications to 
network resources 

● Dependency and application 
transport mapping: Helps increase 
visibility into the factors that affect 
application performance 

● Application dependency 
modeling: Identifies changes to the 
underlying application networking 
and infrastructure configurations to 
help improve business process 
efficiency   

For a large enterprise, the ability to profile a complex 
application’s deployment architecture to reveal its 
interdependencies and networking characteristics could 
be vital to consolidating dispersed data centers, 
resolving a process performance issue, or creating a 
new service-oriented architecture (SOA).   

Services to Understand and Improve Your 
Application Environment  
The Cisco® Application Profiling Service helps you 
effectively implement many data center initiatives by 
providing current information about your applications, 
software, servers, network, and SAN. This holistic view 
can reveal dependencies and issues associated with 
your infrastructure and communication flows, so you 
can make better decisions as you implement complex 
data center and application infrastructure strategies.  

Information from server, network, and SAN domains is 
gathered through a comprehensive, bottom-up 
approach using multiple automated discovery tools and 
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a top-down approach of interviews with domain experts and business process consultants. (See 
Figure 1.) This combination creates an accurate profile of deployed technology infrastructure and 
the business processes it supports that is essential to increasing the return on investment (ROI) in 
many data center initiatives to the extent possible. (See Figure 2.) The engagement concludes with 
recommendations for solving targeted application issues, high level design recommendations for 
migrations, or an analysis roadmap for data center initiatives. 

Figure 1.   Cisco Application Profiling Service Approach 

 

The Cisco Application Profiling Service is a modular offering with six service components that can 
be purchased as needed to meet your depth-of-discovery and dependency mapping requirements: 

● Business process decomposition:  Map your targeted business process through expert 
interviews and document analysis, identify process flow requirements and service level 
objectives, and identify the underlying applications that support these business processes 
for deeper examination in the engagement. 

● Server and software discovery: Use automated tools to discover servers and the software 
components running on these servers.  

● Network discovery and dependency mapping: Use automated tools to discover network 
devices and switches and the servers connected to those devices.  

● SAN discovery and dependency dapping: Use automated tools to discover SAN devices 
and switches and the servers connected to those devices.  

● Application transport  mapping: Use automated tools to discover the data 
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communications between servers, map this data flow to the individual software components 
running on servers, observe performance characteristics, and map application transport 
paths across the network.  

● Application dependency modeling: Create a consolidated data center dependency model 
for business applications using the above discovery and mapping and additional 
consultative interviews. Highlight problems in current deployments or design improvements 
that can be made to better meet business and service level objectives.  

Figure 2.   Application Profiling: A Foundation Service for Data Center Initiatives  

 

Business Process Decomposition  
Understanding the relationships between business processes and applications is the first step in 
creating a more efficient application environment. The business process decomposition module 
provides a high-level overview of the business process under investigation, separates that process 
into subprocesses, and identifies the applications that support each subprocess. The work is done 
through consultative interviews, process description analyses, and analysis of service level 
requirements for business processes. The information collected is used to create application 
dependency models for the business process after automated discovery is conducted.  
(See Table 1.)  
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Table 1. Business Process Decomposition Benefits, Activities, and Deliverables 

Benefits 

Business process decomposition helps you to: 
● Understand business process dependencies on specific software applications. This knowledge is essential to linking 

business process objectives to applications and applications infrastructure 
● Understand the business process-to-application dependency map  
● Make sure that the infrastructure, application, and network communications discovery achieved in subsequent 

modules is relevant to your business process improvement objectives 

Activities Deliverables 

● Map the subprocesses and process linkages for your 
targeted business process   

● Identify application attributes such as the number of 
users, concurrent users, location of users, and 
performance metrics 

● Understand the implications when applications are not 
available to the subprocesses they support 

Business process decomposition report 

Server and Software Discovery  
This module uses an automated tool to identify all the servers in your data center and the software 
components that are running on the discovered servers. The discovery process gathers detailed 
hardware configuration information about all the discovered servers. (See Table 2.) 

Table 2. Server and Software Discovery Benefits, Activities, and Deliverables 

Benefits 

Server and software discovery helps you to: 
● Discover the server and software footprint in the data center 
● Understand the software-to-server dependency map  

Activities Deliverables 

● Using automated discovery tool, identify specific software 
components used within the data center (both common 
off–the-shelf software such as Apache or Oracle, and 
other software components) 

● Discover all servers and software components and the 
interdependencies between them 

Server and software discovery report 

Network Discovery and Dependency Mapping 
This module uses an automated tool to discover all your networking devices and their 
configurations. It also shows how the servers discovered in the server and software discovery 
module are mapped to the network devices to which they are connected. (See Table 3.)  

Table 3. Network Discovery and Dependency Mapping Benefits, Activities, and Deliverables 

Benefits 

Network discovery and dependency mapping help you to: 
● Discover the network infrastructure footprint in the data center 
● Understand the network-to-server dependency map 

Activities Deliverables 

● Review your network topology and understand what 
network discovery tools are already in use  

● Perform automated network device discovery 

Network discovery report 

● Combine results from the server and software and 
network discovery modules to generate a network 
dependency map for servers  

Server to network mapping report 
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SAN Discovery and Dependency Mapping 
This module uses an automated tool to discover all your SAN devices and their configurations. It 
also shows how the servers discovered in the server and software discovery module can be 
mapped to the SAN devices to which they are connected. (See Table 4.)  

Table 4. SAN Discovery and Dependency Mapping Benefits, Activities, and Deliverables 

Benefits 

SAN discovery and dependency mapping help you to: 
● Discover the SAN infrastructure footprint in your data center 
● Understand the SAN-to-server dependency map 

Activities Deliverables 

● Review your SAN topology and understand what SAN 
discovery tools are already in use 

● Perform automated SAN device discovery 

SAN discovery report 

● Combine results from server and SAN discovery to 
generate a SAN dependency map for servers 

Server to SAN mapping report 

Application Transport Mapping  
This module captures and analyzes the data exchange between various servers over the IP 
network and documents their interdependency (sending and receiving devices, protocols, and 
average network use during the observation period). This module also maps data communications 
to the application components running on the servers and observes performance characteristics 
such as transaction latency. (See Table 5.)  

Table 5. Application Transport Mapping Benefits, Activities, and Deliverables 

Benefits 

Application transport mapping helps you to: 
● Discover the application transport flows in the data center  
● Understand the application interhost and network dependency map for application communications 
● Develop the information needed to support application migrations 

Activities Deliverables 

● Discover application communication flows at the host 
level (server to server) using an automated application 
host discovery tool 

● Analyze the traffic patterns, latency, and performance for 
identified application transport flows 

● Map application component communications from host 
servers to application component communications on 
other host servers using the output from the server and 
software discovery tool 

Application transport mapping report 

Application Dependency Modeling  
This module consolidates the knowledge gained in discovery and dependency mapping to create 
an architectural model of the application or process dependencies on logical and physical 
components of the data center. This highlights potential problems in current deployments or 
improvements that can be made to meet service objectives. (See Table 6.)  
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Table 6. Application Dependency Modeling Benefits, Activities, and Deliverables 

Benefits 

Application dependency modeling helps you to: 
● Model end-to-end application dependencies and/or applications communications flows  
● Understand architecture limitations for modeled applications 
● Recommend design changes for modeled applications 

Activities Deliverables 

● Consolidate discovery and conduct additional consultative 
interviews if necessary 

● Model the relationship between discovered applications 
and infrastructure components into application and 
process architectures 

● Deliver final recommendations 

Application dependency modeling report 

Why Cisco Services 

Cisco Services make networks, applications, and the people who use them work better together. 

Today, the network is a strategic platform in a world that demands better integration between 
people, information, and ideas. The network works better when services, together with products, 
create solutions aligned with business needs and opportunities.  

The unique Cisco Lifecycle approach to services defines the requisite activities at each phase of 
the network lifecycle to help ensure service excellence. With a collaborative delivery methodology 
that joins the forces of Cisco, our skilled network of partners, and our customers, we achieve the 
best results. 

 

Cisco Expertise 

Cisco solution architects and Cisco Specialized Partners are among the industry’s elite in providing 
integrated, collaborative, adaptive solutions.  

Cisco solution architects typically hold one or more Cisco and security certifications and have 
deployed, secured, operated, and optimized the performance of many of the larger and efficient 
networks in the world. Through their access to the deep engineering expertise of the business units 
that create Cisco products and solutions, Cisco solution architects can help you deploy a solution 
that is consistent with Cisco product roadmaps. 

Cisco Specialized Partners are recognized for their expertise in designing, installing, and 
supporting comprehensive, integrated network security solutions. 
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Service activities for the implementation phase of the network or solution lifecycle are delivered 
primarily through Cisco Specialized Partners. However, for technologies and applications that are 
relatively new, Cisco can perform service activities in conjunction with these partners. Cisco 
transfers knowledge to broaden and deepen the expertise of our channel partners and your staff. 

Benefits 

The Cisco Application Profiling Service uses a holistic application analysis that helps you to: 

● Meet service level agreements by resolving application performance problems  

● Increase profitability by identifying opportunities for resource consolidation to the extent 
possible  

● Improve application performance by identifying opportunities for virtualization  

● Deliver better service to users by aligning your network infrastructure with the 
interdependencies and networking characteristics of your application environment  

Availability and Ordering 

The Cisco Application Profiling Service is widely available as a statement of work (SOW) based 
service. Check with your local Cisco representative for availability in your area. 

For More Information 

For more information about Cisco data center services, visit www.cisco.com/go/dcservices or 
contact your Cisco service account manager. 
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