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Setting Up Cisco SSC

This chapter provides an overview of the Cisco Secure Services Client and provides instructions for
adding, configuring, and testing the user profiles. This chapter contains these sections:

Introduction

The Cisco Secure Services Client (SSC) is client software that provides 802.1X (Layer 2) and device
authentication for access to both wired and wireless networks. SSC manages user and device identity
and the network access protocols required for secure access. It works intelligently to make it simple for
employees and guests to connect to an enterprise wired or wireless network.

Introduction, page 2-1

Network Administrator and End User Experience, page 2-3

SSC Management Utility, page 2-3

GUI Operation, page 2-5

Creating the Pre-Configured Client Destination Package File, page 2-29
Groups in SSC, page 2-30

VPN Integration, page 2-31

SSC supports these main features:

Wired (802.3) and wireless (802.11) network adapters

Integrated VPN support

Authentication using Windows machine credentials

Single sign-on user authentication using Windows logon credentials
Simplified and easy-to-use 802.1X configuration

EAP methods:

- EAP-FAST, EAP-PEAP, EAP-TTLS, EAP-TLS, and
LEAP (EAP-MDS5, EAP-GTC and EAP-MSCHAPv2 for 802.3 wired only).

Inner EAP methods:
- PEAP—EAP-GTC. EAP-TLS, and EAP-MSCHAPv2
- EAP-FAST—EAP-GTC. EAP-TLS, and EAP-MSCHAPv2

- EAP-TTLS—EAP-MDS5 and EAP-MSCHAPv2
(also legacy protocols—PAP, CHAP, MSCHAP, and MSCHAPv?2)
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e Encryption modes:

— Static WEP (Open or Shared), dynamic WEP (generated with 8§02.1X), TKIP and AES
e Key establishment protocols:

- WPA, WPA2/802.11i and CCKM (selectively, depending on the 802.11 NIC adapter)
¢ Smartcard-provided credentials

e Cisco Trust Agent (CTA) processing when CTA is also installed

Supported Operating Systems

The supported 32-bit operating systems are:
e Windows XP Professional (SP2)
e Windows 2000 (SP4)
¢  Windows 2003 Server Enterprise Edition (SP2)

~

m Other Windows XP versions, such as Media Center, Tablet PC, and Professional x64 are not supported.

Obtaining SSC Software

SSC 5.1.0 software is available from the Cisco Software Center:
e SSCMgmtToolKit_5.1.0.zip—Contains the sscManagementUtility and support files.

¢ Cisco_SSC-XP2K_5.1.0.zip—Contains the SSC files. For license information, see the “SSC
License Information” section on page 2-2.

¢ CiscoClientUtilities_5.1.0.zip—Contains the Log Packager.
The SSC software can be obtained from the Cisco Software Center at this URL
http://www.cisco.com/public/sw-center/index.shtml

Click Wireless Software > Client Adapters and Client Software > Cisco Secure Services Client and
follow the prompts to 5.1.0 under Latest Releases.

~

Note  You must register with Cisco.com or be a registered user to download software.

SSC License Information

The SSC software obtained from the Cisco Software Center on Cisco.com contains two special licenses
and their associated limitations:

e A 90-day trial license for both wired and wireless functions. This license is a full-featured SSC
license, but is limited to an evaluation period of 90 days. After 90 days, to use the full features, you
are expected to purchase a permanent license from Cisco.

e Permanent wired-only license. This license allows a limited subset of the full-featured 90-day trial
SSC license. To obtain full functionality, you are expected to purchase a permanent license from
Cisco.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Network Administrator and End User Experience

To obtain additional information on the features supported in these special licenses, refer to the Cisco
Secure Services Client Version 5.1 Bulletin available on Cisco.com an this URL:

http://www.cisco.com/en/US/products/ps7034/prod_bulletins_list.html

When the trial license period has expired and the user attempts to use a non-supported feature, SSC
displays a pop-up message that instructs the user to contact their system administrator. If the license has
expired, this message can occur each time SSC starts. The message continues until the user obtains a
non-expiring license.

The SSC 5.1 non-expiring license can be ordered from Cisco using this product number:

e AIR-SC5.0-XP2K

Network Administrator and End User Experience

A typical enterprise user does not know about 802.1X or EAP methods. The user’s primary concern is
to get easily connected to wired and wireless connections using simple mouse clicks. SSC is designed
to provide a simple user experience by hiding as much complexity as possible.

As the network administrator, you need the flexibility to configure and customize SSC for the enterprise
deployment requirements. The SSC management utility is designed to support your configuration needs.
The following sections describe how to use the SSC management utility.

SSC Management Utility

The SSC management utility is designed for system administrators as a standalone application enabling
you to create and edit SSC configuration profiles and create pre-configured client packages. The
pre-configured client packages are deployed to end user PCs.

The management utility has two modes of operation: A graphical user interface (GUI) and a
command-line interface (CLI) that allows system administrators to perform certain operations through
the command line.

Command-Line Operation

The syntax of the command-line version of the management utility (sscManagementUtility) is described
below:

sscManagementUtility { validate | sign | help | package } [command specific options]
sscManagementUtility help
sscManagementUtility validate {—i input-file | --in=input-file}
sscManagementUtility sign {—i input-file | --in=input-file} {—o0 output-file | --out=output-file}

sscManagementUtility package {-p srcMsi-file | --package=srcMsi-file}
{-i xml-file | --in=xml-file} {—o0 dstMsi-file | --out=dstMsi-file}
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Table 2-1 lists the sscManagementUtility CLI commands and command-line options.

Table 2-1

sscManagementUtility Commands and Command-Line Options

Command Elements

validate Validate a destination package xml file only.

sign Postprocess (validate, encrypt, and sign) a destination package xml
file.

help Displays utility release and command usage information.

package Creates a client destination package.

—i input-file
--in=input-file

Path and filename of the destination package xml file to be
processed.

—0 output-file
--out=output-file

Path and filename of the processed destination package xml file
ready for deployment.

—p srcMsi-file
--package=srcMsi-file

Path and filename of the original client source package .msi file.

Note For SSC 5.0, the sscPackageGen utility must be used to
generate the destination package file.

—i xml-file
--in=xml-file

Path and filename of the processed and signed configuration .xml
file.

-0 dstMsi-file
--out=dstMsi-file

Path and filename of the destination package .msi file.

Return codes sent to the standard error output (stderr) include:
¢ (0—Successful operation
e 1—Wrong arguments
e 2—Unknown configuration file version
e 3—Schema validation failed
e 4—Business rules validation failed
e 5—Referenced files cannot be found
e —1—Unexpected error (see stderr for details)

~

Note  When extracting files from the SSCMgmtTookkit.zip file, ensure that the original folder structure and
file locations are maintained. The management utility uses support files located in data folders in the
same folder as the utility. Do not move files or folders from their original installed locations.

] Cisco Secure Services Client Administrator Guide, Release 5.1.0
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GUI Operation

The management utility GUI guides the administrator through a series of windows and menu options to
specify and configure the wired and wireless network security profiles.

Points to remember when using the management utility GUI:
e If an entry has a ? next to it, you can click the ? to obtain context-sensitive help.

¢ The window that appears when you click Next is determined by the choices you made on the current
window.

To activate the SSC management utility GUI, double-click sscManagementUtility.exe. The welcome
window appears (see Figure 2-1).

Figure 2-1 Cisco SSC Management Utility Welcome Window

€ Cisco SSC Management Utility §|

ol I Il I I Welcome to Enterprise Deployment Configuration

c I s c o This Enterprise Deployment wizard For Cisco S5C enables network and deskbop administrators ko centralky
configure, deploy, and manage the Secure Services Client in an enterprise environment.

s Gives IT professionals the capability to enforce network security polices on end stations,

s Pravides IT professionals with the Flexibility ko configure various settings ko suppart existing
enterprise standards and reduce suppart calls.

* Offers end users a hassle free networking experience.

[ Create Mew Configuration Prafile = l

[ Madify Existing Configuration Profile = l

[Process Existing Configuration Profile >]

This Client Package Tool will onky work for S5C 5.1 and higher configurations,

Create Pre-Configured Client Package =

SscManagernentUtilicy
2008 Cisco Systems, Inc.

271005

There are four choices on this window:

¢ Create New Configuration Profile—Used to create a new deployment profile. The management
utility guides the system administrator through the process of specifying client policies and security
authentication policies for single or multiple networks. The management utility validates the
configuration file against the configuration schema and the business rules.

¢ Modify Existing Configuration Profile—Used to revise the policy settings of an already created
(unprocessed or processed) configuration file. Processed profiles are valid, signed, encrypted
(shared keys and passwords are encrypted), and contain embedded certificate and Proxy
Auto-Configuration (PAC) files.

[ oL-15540-01
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e Process Existing Configuration Profile—Used to process and validate an existing configuration
profile (processed or unprocessed) against the configuration schema and business rules. The
processing involves these operations:

— Verifying the validity of the created file
- Embedding any referenced certificate or PAC files
— Encrypting any passwords or shared keys

— Signing the final configuration file, so that end users cannot tamper with the
administrator-deployed configuration file.

¢ Create Pre-Configured Client Package—The management utility combines the client source
package file with the processed and signed configuration file to produce the client destination
package file. The client destination package file is used to configure the user’s PC with SSC and the
defined profiles.

>
Note For SSC 5.0, the sscPackageGen utility must be used to generate the destination package
file.

Creating a New Configuration File

To create a new configuration file, click Create New Configuration Profile and the window shown in
Figure 2-2 appears.

Figure 2-2 Select Cisco SCS Version Window

&) Cisco 55C Management Utility

il I Il I h Select Cisco SSC Version
CiIscCo

Flease select the Cisco S5C Wersion For which wou would like to create a new Deployment Configuration.

Cisco S5C 5.1 >
Cisco 55C 5.0 =

[ wiew Configuration ML while editing {advanced users)

o ][ om ]

270501

The SSC management utility enables you to create a configuration file for SSC 5.1 or 5.0.

When you click Cisco SSC 5.1, the Client Policy window appears (Figure 2-3).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring Client Policy

Note

SSC Management Utility

The Client Policy window enables you to configure the client policy options (Figure 2-3).

Figure 2-3 Client Policy Window

& Cisco 55C 5.1 Configuration Profile

vt|ret|re  client Policy
Clsco License

[ Provide License

|####-####-####-####-####-####-####-####-####-####-####-####-####-####-#{

Zonneckion Settings

Allowed Media

[ allow wii (wireless) Media

[ allaw wired (502, 3) Media
[ allaw wer

() Attempt connection before user logon

Mumber of seconds ko wait before allowing user to logon

(&) Attempt connection after user logon

Default Connection Timeout Default Association Timeout

Enable validation of WPAMPAZ handshake

WPN Authentication Mechanism

Password |

270502

SSC releases 5.0 and later do not allow

end users to enter license numbers using the SSC GUI. It is the

responsibility of the network administrator to enter a valid license in the destination package using the

SSC management utility so that all end

users have the appropriate license.

There are three sections on this window:

e License section—allows you to specify a new unlimited SSC license key that you purchased from

Cisco.

~

Note The SSC software downloaded from the Cisco.com download center supports a limited

90-day trial license.

e Connection Settings section—allows you to define whether 802.1X authentication must be
attempted after user logon or before Windows domain authentication (pre-logon). If you choose

pre-logon, you can also specify the

maximum (worst case) number of seconds to wait before

allowing the user to logon (default 30 seconds). If a network connection cannot be established within
this time, the Windows logon process continues with user logon.

¢ Allowed Media section—enables the types of media controlled by the SSC client.

[ oL-15540-01
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SSC releases 5.0 and later are single-homed allowing only one network connection to be
operating at a time. Also, wired connections have higher priority than wireless connections.

If you enable VPN for a wireless connection, you can specify the authentication mechanism VPN will

use:

Soft token authentication—Prompts for username and password for the soft token account. SSC
automatically obtains the soft token from the Secure Computing SofToken-II program and passes
the soft token to the IPSec VPN client.

Password authentication—Prompts for the VPN password. SSC automatically activates the IPSec
VPN client and passes the password.

Certificate authentication—No prompt is required. SSC automatically activates the IPSec VPN
client, and the VPN server obtains the certificate.

When you complete your selections and click Next, the Authentication Policy window appears

(Figure 2-4).

Configuring Authentication Policy

This window allows you to define global association and authentication network policies. Global

policies apply to all networks that you, the administrator, or the user can create.

Figure 2-4

Authentication Policy Window

) Cisco S5C 5.1 Configuration Profile

ol I (N I I+ Authentication Policy

Allowed Association Modes

[ select &l

] ©pen {no encryption)
] ©pen (Static WER)
[ shared (wWEP)

] wra Personal TEIP
[] WP Personal AES
[] wraz Personal TKIP
[] wraz Personal AES

[ select al

] open (Dynamic (802, 1) WER)
[] WP Enterprise TKIP

[] wra Enterprise AES

[] wPaZ Enterprise TKIP

[] wraz Enterprise AES

[] CCKM Enterprise TKIP

[] KM Enterprise AES

Allowed Authentication Modes

[ select &l

[ Lear

[] PEAP

[ eap-GTC

[] EAP-FasT

[ Eap-mMDs

[] EaP-MSCHARY2
[] EaP-TLS

[] Eap-TTLS

[ <ok | [ wews |[ concdl ]
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When you complete your selections and click Next, the Networks window appears (Figure 2-5).

] Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring Networks

The Networks window allows you to configure networks that are pre-defined for your enterprise user.
You can either configure networks that are available to all groups or create groups with specific
networks. For additional information on groups, see the “Groups in SSC” section on page 2-30.

Figure 2-5 Networks Window

& Cisco S5C 5.1 Configuration Profile

.|||.|||. Networks
C I s C o Metwarks
Group [ Network Media Security Level
[Metworks Available to all Groups]
Default
=Y
-
Add Group ] I Add Networkl ModiFy Remove
2
[ < Back. ] ’ Mexk = ] ’ Cancel ] 8
&

When you click Add Group, the User Groups window appears (Figure 2-6).

Figure 2-6 User Groups Window

& User Groups

User Group

Mame: | DEFaU":l |

Scanlisk conkral

(%) Allow the user ko see a scanlist in this group

() Do nat allow the user to see a scanlist in this group

[ oK ] ’ Cancel

270805

The Scanlist control section enables you to control whether users can see the scanlist when this group is
active. It may be necessary to restrict viewing of the scanlist; for example, in order to prevent users from
accidentally connecting to nearby devices.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Note  Thisisa per-group setting. For groups created by the end user using the SSC GUI, the scanlist control
is set to Allow the user to see a scanlist in this group.

Click OK. The Networks window reappears with the new group just created visible (My Group in Figure
2-7).

Figure 2-7 Networks Window with New Group Visible

&) Cisco S5C 5.1 Configuration Profile

.|||.|||. Networks
CISCO Metworks

Group § Metwork Media Security Level

[Metworks Available to all Groups]
Deef ault

Add Group ] ’Add Network] ’ Modify ] ’ Remowve ]

oo | [ o J[ ool |

270508

Network groups contain single or multiple network profile descriptions. A network profile defines the
specific properties and operational behavior of a single network. The profile includes the following
characteristics:

e The user-friendly name of the network.

e Network access media (wired, Wi-Fi) and adapter details used for the network connection.

¢ Definition of the security class (open, shared key, authenticating) of the network.

e Definition of the connection context (machine only, user only, machine and user) for the network.
e Wi-Fi association and encryption method (Wi-Fi network).

e Authentication methods supported and properties (authenticating network).

e Static keys, if applicable (non-authenticating network).

¢ Definition of types and source of credentials (authenticating network).

¢ Definition of trusted servers (authenticating network) and support for deploying Certificate
Authority (CA) certificates and manual provisioning of EAP-FAST Protected Access Credentials
(PACs).

Networks defined as part of the distribution package are locked; therefore, the end user is not able to edit
the configuration settings or delete the profiles.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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On the Networks window (Figure 2-7), you can add a network to a newly created group, such as My
Group, by highlighting it and clicking Add Network. The Network Media window appears (Figure 2-8).

Figure 2-8 Network Media Window

&) Cisco S5C 5.1 Configuration Profile

ol I Il I Iy Network Media
C I s C o Choose Your Mebwork Media

(%) wired (802,3) Metwark

Safact g mired natwiork F the andetafions wilf be connecting fo éhe natwork mith a
fradifional ethernat cable.

) WiFi (wireless) Metworl

Saract 3 WIS network, F 8he andséabions il ba connacting fo éha nafwiork 1wa 8
Mgy radh connection fo an Aocess Fanf.

< Back, [ Mk = H Cancel
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This window enables you to choose a wired or a wireless network.

If you choose Wired (803.3) Network and then click Next, the Wired Network Setting window appears
(Figure 2-9).

If you choose Wifi (wireless) Network and then click Next, the WiFi Network Setting window appears
(Figure 2-11).

When you have finished adding all your groups and networks, click the Next button and Figure 2-24
appears (see the “Validating the Configuration File” section on page 2-28).
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Configuring Wired Network Settings

The Wired Network Settings window enables you to create an open (non-secure) network or an 802.1X
authentication wired network (Figure 2-9).

Figure 2-9 Wired Network Settings Window

€ Cisco S5C 5.1 Configuration Profile ﬁ

ol I Il I I+ Wired Networl Settings
C I 5 C o Tebwork, Settings

Display MName:

Connection Timeout: |40 )

Security Level

(#) Open Metwork
Ooan nefuoeis Aave no securtly, and are apen fo anpbod) mith phyesical accase. This
7 Bhe feast recura frpe of nefwiark,

() Authenticating Metwark
Authanficalion nefworks prowic fhe Aigheast favel of sacurty and are parfact for
antarprirg feval natuworks, Aufhaniication Nafuworks raquire radiur Farvers, and ofier
natwark ffrarfeucture.
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In the Display Name field, you can enter the name that is displayed for this wired network.

The Connection Timeout value is the length of time that SSC waits for a network connection to be
established before it tries another network.

Note  Some smartcard authentication systems require almost 60 seconds to complete an authentication. When
using a smartcard, you might need to increase the Connection Timeout value.

In the Security Level area, choose the desired network type:
¢ Open Network—This setting is recommended for guest access on the wired network.
e Authenticating Network—This setting is recommended for secure enterprise wired networks.

When you choose Open Network and click Next, the 802.1X Connection Setting window appears
(Figure 2-12).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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When you choose Authenticating Network and click Next, the 802.1X Connection Settings window
appears (Figure 2-10). This window enables you to enter your 802.1X timer values. The default values
should work for most wired networks; however, you have the option to configure the settings to suit your
environment.

Figure 2-10 Connection Settings Window for a Wired Network

&) Cisco S5C 5.1 Configuration Profile

il I (N I I+ Connection Settings

C I s C o 802,15 Setkings

authPeriod |3IZI

heldPeriod |5

skartPeriod | 3

maxStark |2

< Back H Mexk = H Cancel ]
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When complete and you can click Next, the Network Connection Type window appears (Figure 2-13).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring WiFi Network Settings

Note

The WiFi Network Settings window enables you to create an open (non-secure) network, a shared key
network, or an 802.1X authentication wireless network (Figure 2-11).

Figure 2-11

WiFi Network Settings Window

&) Cisco S5C 5.1 Confipuration Profile

CiscCo

st nor] iy wifi Network Settings

Metwork Settings

Display Mame: ||

SSI0:

Association Timeout: |3 [}
Connection Timeout: |40 &)

Security Level

(%) Open Metwork
Opan natworks Have no sacusty, and are open fo anybody within rangs. This £ the
faast secure frpe of nefwork.

() Shared Key Network
Shared ey Metworks, wre 8 shared key Fo encripl dafa befween end stafions and
NeFwarE 3CCeRs points. THIE iF 4 Maedium secuty aval sutabia for smal offices, or
Aome offfcar.

(" authenticating Netwark,
Authanbication nefworks provide Ehe highast levef of recumiy and are perfect for
enferpiire fawvel nefworks. Authenfication nefworks reguire radius servers, and ofher
Aefwiank nfartuciure.
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In the Display Name field, you can enter the name that is displayed for this wireless network.

In the SSID field, you should enter the SSID (or network name) for this wireless network.

The Association Timeout value is the length of time that the SSC waits for association to the SSID before
it tries another network.

The Connection Timeout value is the length of time that the SSC waits for a network connection to be
established, before it tries another network.

Some smartcard authentication systems require almost 60 seconds to complete an authentication. When
using a smartcard, you might need to increase the Connection Timeout value.

In the Security Level area, choose the desired network type:

¢ Open Network—This setting is recommended for guest access wireless networks.

e Shared Key Network—This setting is not recommended for enterprise wireless networks.

e Authenticating Network—This setting is recommended for secure enterprise wireless networks.

] Cisco Secure Services Client Administrator Guide, Release 5.1.0
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When you complete your selections and click Next, the CCX Settings window appears.

a~

Note  The CCX settings apply only in a Windows Vista environment.

When using Windows XP or Windows 2000, ignore the CCX settings window and click Next. The
802.1X Connection Settings window appears (Figure 2-12).

This window enables you to enter your 802.1X timer values. The default values should work for most
networks; however, you may set it to suit your environment.

Figure 2-12 802.1X Connection Settings Window for a Wireless Network

& Cisco 55C 5.1 Configuration Profile El

ol I Il I Iy Connection Settings

C I s C o 802, 1% Settings

authPeriod | 30|

skartPeriod |SU

|
heldPeriod | &0 |
|
|

maxSkark | ]

Association Mode

Mode: |WEP v|

< Back ] [ Mexk = l ’ Cancel
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In the Association Mode field, click the drop-down arrow to select the association mode for this network:
e WEP
e  WPA Enterprise (TKIP)
e  WPA Enterprise (AES)
e WPA?2 Enterprise (TKIP)
e WPA?2 Enterprise (AES)
e CCKM (TKIP)
e CCKM (AES)

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Note

The chosen association mode must be enabled from the Authentication Policy window (see the
“Configuring Authentication Policy” section on page 2-8).

When finished, click Next and the Network Connection Type window appears (Figure 2-13).

Configuring the Network Connection Type

Note

Figure 2-13

Network Connection Type Window

) Cisco S5C 5.1 Configuration Profile

cisco
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Thiz fype of connection wilf be mada aufomaticall whan Ehe machine boots. It wil Bhan
be brought down, and back up agam with different credentiale whan fe weer fogs .

= Back ]I Mext = Il Cancel
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This window enables you to choose the type of network connection. SSC defaults to Machine
Connection. The User Connection option defines the connection as a user connection type. User
connections are attempted after the user has logged onto the PC.

A machine and user network contains a machine part and a user part. The SSID is the same for the two
parts, but the credential type for machine connection can be different from the credential type for user

connection.

For an open network, the Machine and User Connection option is not available.

When finished, click Next and the Machine Authentication (EAP) Method window appears
(Figure 2-14).

] Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring EAP Authentication

The Machine Authentication (EAP) Method and the User Authentication (EAP) Method windows enable
you to choose the authentication method for the machine and the user, respectively. Both windows
contain the same authentication method options.

Figure 2-14 lists the EAP methods for a wireless network connection.

Figure 2-14 Machine Authentication (EAP) Method Window for a Wireless Network Connection

& Cisco 55C 5.1 Configuration Profile

| I (Y] I I+ Machine Authentication (EAP) Method
c I s C o EAF Methods

) LEAP

) EAP-TLS Configure
() EAP-TTLS Configure
) PEAP Configure
() EAP-FAST Configure

20ae0
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Figure 2-15 lists the EAP methods for a wired network connection.

Figure 2-15 Machine Authentication Method Window for a Wired Network Connection

& Cisco S5C 5.1 Configuration Profile
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Note  The chosen authentication mode must be enabled from the Authentication Policy window (see the
“Configuring Authentication Policy” section on page 2-8).

If you choose any of the EAP options with a configure button, you must click the corresponding

Configure button to configure the EAP method:

e EAP TLS—See the “Configuring EAP TLS” section on page 2-19.

e EAP TTLS—See the “Configuring EAP TTLS” section on page 2-20.
e PEAP—See the “Configuring PEAP Options” section on page 2-21.

e EAP Fast—See the “Configuring EAP Fast Settings” section on page 2-22.
If you choose the Validate Server Identity option on the EAP TLS, EAP TTLS, PEAP, or EAP Fast

settings window, the window in Figure 2-20 appears after you click Next (see the “Configuring Trusted
Server Validation Rules” section on page 2-24).

If you do not choose the Validate Server Identity option, Figure 2-22 appears when you click Next (see

the “Configuring Trusted Certificate Authority” section on page 2-25).

] Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring EAP TLS

The EAP TLS Settings window contains two options (Figure 2-16):
e Validate Server Certificate—enables server certificate validation.
e Enable Fast Reconnect—enables session resumption.

~

Note  The Disable when using a Smart Card option is not available for machine authentication.

Figure 2-16 EAP-TLS Settings Window

€) EAP TLS Settings X
EAP TLS Settings
Validate Server Certificate
Enable Fast Reconnect

Disable when using & Smart Card

oK H Cancel l

20ag0

When you click OK, the Machine or User Authentication (EAP) Method window reappears (see the
“Configuring EAP Authentication” section on page 2-17).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring EAP TTLS

The EAP TTLS Settings window enables you to configure EAP TTLS settings (Figure 2-17).

Figure 2-17 EAP TTLS Settings Window

€ EAP TILS Settings X
EAP TTLS Settings
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o4 ] I Zancel
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The EAP TTLS Settings window contains two sections:
e EAP TTLS Settings
— Validate Server Identity—enables server certificate validation.
- Enable Fast Reconnect—enables session resumption.

~

Note  The Disable when using a Smart Card option is not available on machine authentication
EAP method setting windows.

¢ Inner Methods—Specifies the EAP methods.

A
Note  Prior to choosing the EAP MD5 or EAP MSCHAPv2, the option needs to be enabled on the

Authentication Policy window (see the “Configuring Authentication Policy” section on
page 2-8).

When you are finished, click OK. The Machine or User Authentication (EAP) Method window reappears
(see the “Configuring EAP Authentication” section on page 2-17).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring PEAP Options

The PEAP Settings window enables you to configure PEAP settings (Figure 2-18).

Figure 2-18 PEAP Setting Window
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There are two sections on this window:
e PEAP settings
— Validate Server Identity—enables server certificate validation.
— Enable Fast Reconnect—enables session resumption.

S,

Note  The Disable when using a Smart Card and the Authenticate using a Token and EAP GTC
options are not available for machine authentication.

¢ Inner methods based on Credentials Source—enables you to choose to authenticate using a
password or a certificate.

A
Note  Prior to choosing EAP MSCHAPv2 or EAP GTC, the option needs to be enabled on the

Authentication Policy window (see the “Configuring Authentication Policy” section on
page 2-8).

When you complete your selections and click OK, the Machine or User Authentication Method window
reappears (see the “Configuring EAP Authentication” section on page 17).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring EAP Fast Settings
The EAP FAST Settings window enables you to configure the EAP Fast settings (Figure 2-19):
Figure 2-19 EAP FAST Settings Window
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This window contains three sections:
e EAP Fast Settings
— Validate Server Identity—enables server certificate validation.

— Enable Fast Reconnect—enables session resumption.

~

Note  The Disable when using a Smart Card and the Authenticate using a Token and EAP GTC
options are not available for machine authentication.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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— Allow Posture—The term posture refers to a collection of attributes that can be use to identify
the status of the endpoint device that is seeking access to the network. Some of these attributes
relate to the endpoint device type and operating system; other attributes support various security
applications that might be present on the endpoint, such as antivirus (AV) scanning software.

Validating or assessing posture applies to a set of rules for the posture data to assess the level
of trust that can be placed in that endpoint. The assessment, or posture token, can be used as
one of the conditions for authorizing network access. Posture validation, together with the
traditional user authentication, provide a complete security assessment of the endpoint device
and the user.

~

Note  Allow Posture is not supported in SSC for Windows XP and Windows 2000 environments.
SSC only supports this option in the Windows Vista environment.

Inner methods based on Credentials Source—Enables you to authenticate using a password,
certificate, token, or EAP GTC.

,
Note  Prior to choosing EAP MSCHAPvV2 or EAP GTC, the option needs to be enabled on the

Authentication Policy window (see the “Configuring Authentication Policy” section on
page 2-8).

Use PACs—Specifies the use of PACs for EAP-FAST authentication.

S

Note Typically, the Use PACs option must be checked because most authentication servers use
PACS for EAP FAST. Before unchecking this option, verify that your authentication server
does not use PACs for EAP FAST; otherwise, the clients authentication attempts will be
unsuccessful.

On this window, you can manually provide one or more specific PAC files or authentication by clicking
Add PAC File.

When you complete your selections and click OK, the Machine or User Authentication (EAP) Method
window reappears (see the “Configuring EAP Authentication” section on page 17).

[ oL-15540-01
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Configuring Trusted Server Validation Rules

When the Validate Server Identity option is configured for the EAP method, the Machine Server
Validation window enables you to configure certificate trusted server rules (Figure 2-20).

Figure 2-20 Certificate Trusted Server Validation Rules Window

& Cisco SSC 5.1 Configuration Profile

| I 1ol I I+ Machine Server Validation
c I s c o Certificate Trusted Server Rules
Certificate Fisld Makch Walue Remave
=
< Back ] [ Mexk = l [ Cancel g
=
[+ 7}

To define server validation rules, follow these steps:
a. Click Add Rule.

b. When the optional settings appear for the Certificate Field and the Match columns, click the
drop-down arrows and highlight the desired settings.

¢. Enter a value in the Value field.

~

Note Click Remove to remove the rule.

When finished, click Next and Figure 2-21 appears.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Configuring Trusted Certificate Authority

The Trusted Certificate Authority window enables you to configure authority options.

Figure 2-21 Trusted Certificate Authority Window
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When you check the Include Root Certificate Authority (CA) Certificate option, you must click Add
Certificate to add a certificate file.

When you are finished, click Next. The Machine Credentials window appears (Figure 2-22).

Cisco Secure Services Client Administrator Guide, Release 5.1.0
[ oL-15540-01 .m



Chapter2  Setting Up Cisco SSC |

Bl SSC Management Utility

Configuring Machine Credentials

The Machine Credentials window enables you to specify the machine credentials (Figure 2-22).

Figure 2-22 Machine Credentials Window
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Note  The Protected Identity Pattern option is not available when the EAP-TLS authentication method is
chosen.

SSC releases 5.0 and later support these placeholder patterns when you specify identities:
e [username]—Specifies the username.
e [domain]—Specifies the domain of the user’s PC.

When the [username] and [domain] placeholders are used, one of these conditions applies:

e Ifaclient certificate is used for authentication, the placeholder's value is obtained from the CN field
of the client certificate.

e If a client certificate is not used for authentication, the credentials are obtained from the operating
system and the [username] placeholder represents the assigned machine name.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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A typical pattern for machine unprotected identity is host/anonymous.[domain].

- If password source is configured for this profile, the pattern would be the actual string to send
as the username with no placeholders.

A typical pattern for machine protected identity is host/[username].[domain].

— If password source is configured for this profile, the pattern would be the actual string to send
as the username.

When finished, click Finish and the Networks window reappears (Figure 2-7).

Configuring User Credentials

When you have configured a user connection, the User Credentials window enables you to configure the
user credentials (Figure 2-23).

Figure 2-23 User Credentials Window
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~

Note  The Protected Identity Pattern option is not available when the EAP-TLS authentication method is
chosen.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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SSC releases 5.0 and later support these placeholder patterns when you specify user identities:
e [username]—Specifies the username.
e [domain]—Specifies the domain of the user’s PC.

When the [username] and [domain] placeholders are used, these conditions apply:

e [Ifaclient certificate is used for authentication, the placeholder's value is obtained from the CN field
of the client certificate.

— If the credential source is the end user, the placeholder’s value is obtained from the information
the user enters.

— If the credentials are obtained from the operating system, the placeholder’s value is obtained
from the logon information.

A typical pattern for user unprotected identity is anonymous@ [domain] for tunneled methods or
[username ] @ [domain] for non-tunneled methods.

If a client certificate is not used, the user identity pattern would be the actual string to send as the
username (no placeholders). A typical pattern for user protected identity is [username] @ [domain].

If the password source is this profile, the pattern would be the actual string to send as the password (no
placeholders).

You can specify the user credentials by choosing to use single signon credentials (SSC obtains the
credentials from the operating system), prompting the user for credentials, or specifying an actual static
password credential to be sent in the deployment file.

When finished, click Finish and the window in Figure 2-7 reappears with the group and network
configurations you have specified. When you click Next, the Validation window appears.

Validating the Configuration File

At this point, the management utility validates the networks you have defined against your policy
settings. Any policy violations are displayed. You must correct any errors before you save the file. For
example, errors might appear in the Validation window (Figure 2-24).

Figure 2-24 Validation Window with Validation Errors
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When there are no validation errors, you can save the deployment file in any location you choose or
accept the default location. The processed file (signed with encrypted credentials, PACs, and CA
certificates) is stored by default in this file location:

C\Documents and Settings\All Users\Application Data\Cisco\Cisco Secure ServicesClient
\newConfigFiles\configuration.xml

The Cisco SSC client looks in this location for any new destination package. If you have the client
installed on your system, you can automatically test and verify the configuration that you just created
before deploying it.

Click Finish to save the configuration file.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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Creating the Pre-Configured Client Destination Package File

If you need to make changes to the deployment package you just created, you can reopen the
management utility, click Modify Existing Configuration on the welcome window (Figure 2-1), and
choose the configuration file that you just saved.

Creating the Pre-Configured Client Destination Package File

The sscManagement Utility can be used to create the client destination packages with network
administrator configured profiles.

~

Note For SSC 5.0, the sscPackageGen utility must be used to generate the destination package file.

Using the Management Utility GUI

To create a pre-configured client package, the administrator clicks the Create Pre-Configured Client
Package button on the management utility GUI window (Figure 2-25).

Figure 2-25 Select Pre-Configured Client Components Window
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The management utility combines the client source package file (Cisco_SSC-SP2K-5.msi) with the
processed and signed configuration file (configuration.xml) to produce the final client destination
package file (yourCisco_SSC-XP2K-5.msi).

Accept the default file locations or click Browse to locate the files. Click Finish.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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You can distribute the pre-configured client destination file (yourCisco_SSC-SP2K-5.msi) to the desired
user PCs using your preferred distribution methods.

Groups in SSC

A group, fundamentally, is a collection of configured connections (networks). Every configured
connection must belong to some group or be defined under the globalNetworks section in the distribution
package.

~

Note  End users can add networks only to groups and not to the globalNetworks section (because they
typically do not have access to the management tool that would allow them to sign the
distribution package).

Classifying connections into groups provides multiple benefits:

e Improved user experience when attempting to make a connection. It is important to understand how
the client establishes a network connection in order to illustrate this point. The client works through
the list of available networks in the order in which they are defined until a successful connection is
made.

For example, an enterprise end user who often travels outside the business campus might configure
connections for public WiFi networks or hotspots. Without groups, a newly configured home
network is added to the end of this list, which could be quite large. The client works through the list
from the beginning, including all the public networks, before establishing a connection to the home
network. This greatly increases the time to get connected to the last added network.

e FEasier management of configured connections. In the previous example, an end user might attempt
to delete some connections to connect more quickly, but the deleted connections might be needed at
a later time. However, if the connection list is divided into groups, each group list would be much
smaller. It is easy to switch between the groups to obtain faster connectivity.

A group may be created by an administrator or an end user. At least one group must be defined in the
configuration. If there are multiple groups, one group must be chosen as the active group. The client
attempts to make a network connection using the connections defined in the active group. End users can
add or delete networks only from the active group. Groups can be added or deleted by clicking on the
Configure Groups button on the main window of the client GUIL

Networks that are defined in the globalNetworks section of the distribution package are available in
every group at the top of the list. Because only enterprise administrators can create globalNetworks,
administrators can control the enterprise networks that an end user can connect to, even in the presence
of user-defined networks. An end user cannot delete administrator-configured networks.

It is important to note that a typical end user of an enterprise network does not need knowledge of groups
in order to use this client. It is the responsibility of the administrator to always specify a default group
in the created distribution package. If there is just one group available, the client selects that as the active
group. The end user can add or delete their own networks without using groups.

~

Note A group selection is not maintained during reboots or SSC repairs. When SSC is repaired or
restarted, SSC always goes back to the first configured group in the configuration.xml file.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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VPN Integration

SSC 5.1 integrates an automatic VPN connection feature but requires the Cisco IPSec VPN client (4.8
or later) to be installed on the user’s PC. SSC minimizes user intervention when establishing a VPN
connection. SSC supports these IPSec VPN authentication options:

e Password—Specifies a simple password authentication.

e Secure Computing SofToken II—Specifies a soft token from Secure Computing SofToken II for
authentication. This option requires that Secure Computing SofToken II be installed on the user’s
PC. SSC uses the Secure Computing SofToken II APIs to get a password that is automatically passed
to the VPN daemon as a credential.

e Certificate—Specifies certificate authentication and uses the connection to specify the certificate to
use. Using this option, SSC does not prompt the end user for anything.

If the VPN concentrator does not require user authentication, such as in group authentication, SSC does
not prompt the user for information.

When authentication is required by the VPN concentrator, SSC prompts the user for VPN logon
information:

¢ Soft token authentication—Prompts for username and pin for the soft token account.
e Password authentication—Prompts for username and password.
e Certificate authentication—No prompt is required.

When the VPN connection is successful, SSC maintains the user-entered information for possible future
VPN connection attempts while the user is logged on to the PC. If the VPN connection fails, SSC
re-prompts the user for VPN logon information.

SSC deletes the user’s VPN information when the user logs off, shuts down the PC, or repairs SSC.

Supported VPN Features

SSC supports these VPN features:

e A single set of credentials for VPN access through all networks and VPN connections, which is
maintained until the user logs off or the service is restarted (repair or reboot).

e Each individual profile has a setting to enable or disable automatic VPN connection and a choice of
the VPN connection entry.

¢ An edit networks option is provided to allow the user to change the automatic VPN connection
setting.

e SSC loads the .dll files for IPSec VPN and Secure Computing SofToken. If the .dll files cannot be
loaded the VPN feature is disabled.

e SSC provides a new icon to indicate the VPN connection status.
- Right clicking the tray icon provides options to Connect VPN or Disconnect VPN.

e Prompt for soft token credentials.

[ oL-15540-01
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Unsupported VPN Features

SSC does not support these VPN features:
e Use of static credentials in the schema as soft token credentials.
¢ Use of single sign-on credentials in the schema as soft token credentials.
e Use of hardware tokens.

e Changing the password for the soft tokens from Secure Computing SofToken II.

Cisco Secure Services Client Administrator Guide, Release 5.1.0
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