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Introduction

Service Providers today, such as AT&T, are offering alternative methods to connect to the PSTN via their IP network. Most of these services
utilize SIP as the primary signaling method and a centralized IP to TDM gateway to provide on-net and off-net services. AT&T IP TollFree is
a SP offering that allows connection to the PSTN and may offer the end customer a viable alternative to traditional PSTN connectivity via either
Analog or T1 lines. A demarcation device between these services and customer owned services is recommended. The Cisco Unified Border

Element providers demarcation, security, interworking and session management services.

This application note describes how to configure a Cisco Unified Communications Manager (CUCM) 6.1.1a with a Cisco Unified
Border Element (CUBE) for connectivity to AT&T’s IP Toll-Free SIP trunk service. The deployment model covered in this application
note is CPE (CUCM6.1.1a/CUBE) to PSTN (AT&T IP toll-free SIP). AT&T’s IP Toll-Free provides inbound call service only
(PSTN to CPE). Outbound calls (CPE to PSTN), including emergency 911 calls, are not supported.

Testing was performed in accordance to AT&T’s IP Toll-Free test plan and all features were verified. Key features verified are: Basic
Call, DNIS translations, Codec Negotiation, Transfer Connect (8Y'Y xfer), Intra-site Transfers, Intra-site Conferencing, Fax using
G711ulaw (pass-through) and Fax using T.38 (G3 and SG3 speeds)

The Cisco Unified Border Element configuration detailed in this document is based on a lab environment with a simple dial-plan used to
ensure proper interoperability between AT&T SIP network and Cisco Unified Communications. The configuration described in this
document details the important commands to have enabled for interoperability to be successful and care must be taken, by the network
administrator deploying CUBE in a production environment, to ensure these commands are set per each dial-peer requiring to
interoperate to AT&T SIP network.
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Network Topology

Figure 1. Basic Call Setup
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System Components
Hardware Components
e  Cisco 10S gateway running CUBE 1.2 (10S image version 12.4(15)XZ or later)
. Cisco Unified Border Element is an integrated Cisco 10S Software application that runs on various 10S platforms, follow the link

for more details: http://www.cisco.com/go/cube

e Cisco MCS 7800 Series server (Cisco Unified Communications Manager)

e  Cisco IP Phones ( The topology diagram shows 7960 and 7961, but any Cisco IP phone model can be used)

e  Cisco I0S Gateway (only needed if Fax, analog phones or TDM systems are to interconnect). This component may be a H323, SIP or

MGCP gateway, the protocol is optional and the choice is left up to the customers network design.

Software Requirements
e  Cisco Unified CM 6.1.1.2000-3 (6.1(1a))
e CUBE version 1.2 (I10S version 12.4(15)XZ or later, 10S version 12.4(20)T or later)
e  Cisco GW IOS Release: 12.4 or later
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Features

Features Supported

Basic Call using G.729 or G.711ulaw

Calling Party Number Presentation and Restriction
AT&T Transfer Connect (8YY)

Intra-site Call Transfer

Intra-site Conference, see caveat section for details.
Fax using G711ulaw and/or T.38

Incoming DNIS Translation and Routing

CUBE: performs Delay-Offer-to-Early-Offer transcoding of an initial SIP INIVTE without SDP

Features Not Supported

CUCM/CUBE Codec negotiation of G.726

AT&T does not support SIP Session Timer (Session-Expires and Min-SE headers)

Caveats

When using G.729 between AT&T IP Toll-Free and Cisco Unified Border Element/Cisco Unified Communications Manager SIP trunk
it is required to configure a Conference Bridge (CFB) resource on CUBE in order for Cisco Unified Communications Manager IP phone
to initiate a three-way conference between G729 media end-points. See configuration section for details.

For DTMF digit passing using RFC2833 you must set a payload-type value of 96 for "nte” (network telephone-events DTMF) on CUBE
dial-peer pointing towards Cisco Unified Communications Manager. See configuration section for details.

AT&T SIP trunk offering does not support the SIP Session Timer. Cisco CUBE version 1.2 (10S 12.4(15)XZ or 12.4(20)T have been
enabled to address this limmitation by default. The 10S CLI administrator can also utilize SIP profile configuration in order to add,
modify or strip SIP headers from SIP messages as the administrator sees fit . . See configuration section for detailed example.

Cisco Unified Communications Manager will only handle one codec type per SIP trunk. Eventhough AT&T SIP INVITE proposes a list
of codecs (e.g. G729, G711, G726) the UCM SIP trunk will only allow the codec value it has been configured for. See configuration
section for details
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Configuration
Configuring Cisco Unified Border Element (CUBE)

Critical commands are marked bold with footnote and description at bottom of the page

c3825_CUBE#sh runn
Building configuration...

Current configuration : 4299 bytes
1

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname c3825_CUBE

!

boot-start-marker
boot-end-marker

!

logging message-counter syslog
logging buffered 10000000
no logging console

no logging monitor

enable password cisco

!

no aaa new-model

!

ip cef

|

|

1

!

no ip domain lookup

multilink bundle-name authenticated

1

!

voice-card O

dspfarm !

dsp services dspfarm®

1

1

!

voice service voip

allow-connections sip to sip?

redirect ip2ip

fax protocol t38 Is-redundancy 0 hs-redundancy 0 fallback cisco®

sip
early-offer forced*
midcall-signaling passthru
sip-profiles 1°

! command enables dsp farming to allow for conference bridge resources using G729 media on CUCM.

2 Command enables CUBE SIP-to-SIP functionality

% Command enables fax-relay using T.38 globally on CUBE, to enable fax G711ulaw simply remove this feature by using the “no” command
* Command enables delay-offer to early-offer translation of initial SIP INVITE w/o SDP.
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1
1

!

voice class codec 1°

codec preference 1 g729br8
codec preference 2 g729r8
codec preference 3 g711lulaw

voice class sip-profiles 1°
request INVITE sip-header Supported remove
request INVITE sip-header Min-SE remove

érchive
log config
hidekeys

interface GigabitEthernet0/0

description “interface connecting to WAN via SP(AT&T SIP)”
ip address 99.136.XX.XX 255.255.255.0

duplex auto

speed auto

media-type rj45

1

interface GigabitEthernet0/1

description “interface connecting to Cisco Unified CM LAN”
ip address 172.20.110.XX 255.255.255.0

duplex auto

speed auto

media-type rj45

|

ip default-gateway 99.136.XX.XX

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 99.136.XX.XX

®> Command enables a SIP profile to strip min-SE and session-timer headers from the SIP INVITE going towards AT&T network. This
command is only necessary if your CUBE is running an 10S version earlier than 12.4(15)XZ.
® Command provides codec filtering of G726 for incoming SIP INVITE from AT&T
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ip route 172.20.110.0 255.255.255.0 GigabitEthernet0/1
!

!

ip http server

!

!

!

!

control-plane

sccp local GigabitEthernet0/1’

sccp ccm 172.20.110.254 identifier 1 version 6.0
sccp

|

sccp ccm group 1

associate ccm 1 priority 1

associate profile 1 register cfb0018185bb7a1®

|

dspfarm profile 1 conference

codec g729r8

codec g729abr8

codec g729ar8

codec g729br8

codec g711ulaw

maximum sessions 6

associate application SCCP

|

1

dial-peer voice 1041 voip

decription “default incoming call dial-peer from AT&T ”
rtp payload-type cisco-codec-fax-ind 98°

rtp payload-type nte 96%°

voice-class codec 1

session protocol sipv2*?

incoming called-number 00000104.%®

dtmf-relay rtp-nte™

fax-relay sg3-to-g3®™

fax protocol t38 nse Is-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw®®

" Command enables SCCP registration of dsp resources for conferencing on Cisco Unified Communications Manager

® This id number will be created using the letters cfb as the leading characters and obtaining the complete mac address from the
ethernet interface connecting to the Cisco Unified Communications Manager LAN. (example: “show interface GigabitEthernet
0/1™)

® Command removes the mentioned codec type from Dynamic Payload-Type value 96 in order to re-assign value 96 for RFC2833 DTMF relay
10 command assigns Payload-Type value 96 to DTMF RFC2833 (nte events) for the particular dial-peer, 'other DTMF PT values (96-127) can
be configured'

! Command applies the codec filtering rule to the particular dial-peer

12 Command enables SIP trunk communication towards Cisco Unified Communications Manager Call Leg (outbound dial-peer)

3 Command sets the dial-peer configuration values to be applied to all incoming calls with a called number matching pattern.
This number shall be set to match the “called” number pattern from AT&T’s incoming INVITE message.

14 Command enables DTMF relay using RFC2833 for that particular dial-peer

15 Command enables interworking between SG3 and G3 faxes

© 2008 Cisco Systems, Inc. All rights reserved.
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1
dial-peer voice 1042 voip

description “outgoing dial-peer towards Cisco Unified CM”
destination-pattern 00000104.

rtp payload-type cisco-codec-fax-ind 98
rtp payload-type nte 96

voice-class codec 1

session protocol sipv2

session target ipv4:172.20.110.XX
dtmf-relay rtp-nte

fax-relay sg3-to-g3*

fax protocol t38 nse Is-redundancy 0 hs-redundancy O fallback pass-through g711ulaw®
1

1

!
sip-ua

no remote-party-id

|

1

gatekeeper

shutdown

1

1

line con 0

password cisco

login

line aux 0

linevty 0 4

exec-timeout 0 0

password cisco

login

1

exception data-corruption buffer truncate
scheduler allocate 20000 1000

end

16 Command enables fax T.38 for the particular dial-peer, you must remove this command (and the global command if set) in order for fax
G711ulaw functionality.

17 Command removes the mentioned codec type from Dynamic Payload-Type value 96 in order to re-assign value 96 for RFC2833 DTMF relay
18 Command assigns Payload-Type value 96 to DTMF RFC2833 (nte events) for the particular dial-peer, 'other DTMF PT values (96-127) can
be configured'

1% Command enables interworking between SG3 and G3 faxes

0 command enables fax T.38 for the particular dial-peer, you must remove this command (and the global command if set) in order for fax

G711ulaw functionality.
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Configuring the Cisco Unified Communications Manager

Cisco Unified Communications Manager version

dlwiln  Cisco Unified CM Administration
CiIsco

For Cisen Unified Communications Solutions

System » Call Routing «  Media Resources = Voice Mall v Device » * Lzer it + Bulk + Help »

Cisco Unified CM Administration

System version: 6.1.1.200C

Copyright © 1999 - 2006 Cisco Systems, Inc.
all rights reserved.

This product contans cryptographic foatures and 15 subpect to United States and local country laws governing snport, expart, transfer and use. Delivery of Csco eryptographic products dops not imply third-party authanty to impert, export, distribaute
ar use encryption. Imparters, exportars, distributors and wsers are responsible for compliance with U.5. and lecal cowntry laws. By uging this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.5. and
local laws, return this product immadiately.

# summary of U.5. laws governing Cisco cryptographic products may be found at: hitp:/fwww . cisco.c wwlfaxport/on I g.himl.

1 you require further assistance please contact us by sending email Lo export@cisco.com,

SIP Trunk configuration (Title page)

Cisco Unified CM Administration [ il Go

vliwli  Cisco Unified CM Administration

cisco o, . 1
For Cisco Unified Communications Solutions *CMAdministrator

System ~ Call Routing ~  Media Resources ~  Voikce Mall ~  Device ~ User -

Find and List Trunks

C:}MHNIN @sumn Ciear AN eﬁmmmu %Rullmn

Btatus
@1 records found ‘
| Trunks (1-1of1) Rows per Page 50 % | |

Find Trunks where | Device Name | begins witn | Find] [ Clear Fiter [ |[=]

Select item or enter search text |8

™ N Deseription Calling Search Space Davice Pool Route Pattem Bartbon Routa Group  Priomty | Trunk Type SIP Trunk Sacurity Profila
r & Sosdes SIP trunk to ATT CupE LIO0OCO00ONK SIP Trunk hon Secure SIP Trunk Profils

[(add mew | [ select all ][ Clear All | [ Delete Selected  |[ Reset Selected |
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SIP Trunk configuration

uluiln  Cisco Unified CM Administration Navigation I

CISCO . Gisca unified communications Solutions

System v  CMROUING =  Media Resources = Voice Mall »  Device = Application +  User Management =  Bulk Adminisiration +

&
status 1l
‘Status: Ready
— Device Information I
Product: SIP Trunk: g
Device Protocol: 1
Device Name™ m CUBE
Description SIP trunk to ATT |
Device Pool® CUBE =l
Common Device Configuration |« jone > !
call Classification™® Use System Default v
Media Resource Group Ust [« hone > v
Locanon® Hub_More v
ALAR. Group < Mone > v‘_
Packet Capture Mode™® More v
Facket Caphure Duration 0
[ media Terminavon Pomt Reguired
[v] Retry wvides cCall as Audio
I Transmit UTF-8 for Calling Party Rarme
[ unatrended part
- = sco Unified CM Administration (%0
alulu  Cisco Unified CM Administration avigaton [EESITEREC A (<

csee Cisco Unified Communications Solutions

CCMAdministrator

System » CallRouting v  Media Resources = Voice Mail +  Divice »  Application »  User Management Bulk Administration = Help +

MLF® Domain [z |

— Call g Tnformati,
— Inb d Calls

Significant Digits™ Al

Connected Line 10 Presentation™ | Default >
Connected Name Fresentation® | Defaulc .
Caling Search Space < Hone > ~
AAR Calling Search Space < none > <
Frefix DN [

[¥] Redirecting Civersion Header Delivery - Inbound

— outh d calls

Calling Party Selection™ Originator i
Calling Line 10 Fresentation” | Default -
Calling Mame Presentation™ | pefauit il
Caller 1D DN .

Caller mNarme

[¥| Redirecting Civersion Header Dellvery - Outbound
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Cisco Unified CM Administration

silisilne

CISC0  or cicco Unifind Communications Solutions
System »  Call Routing «  Media Resources v Vioice Mall v Device +

Caller Marne

[ Redirecting Diversion Header Delivery - Qutbound

Help v

Cisco Unified CM administration %l Go

— BIP
Destination Address™ 172201101
[ pestination Address Is an S&v
Destination Port™ 5060

MTP Preferred Oniginating Codac™
Presence Group™ Standard Presence group
SIP Trunk Security Profile™ Mon Secure SIP Trunk Profile
Rerouting Calling Search Space < hone >
out-of-Dialeg Refer Caling Search Space | < none >
SUBSCRIBE Caling Search Space "% None >
SIP Profile* Standard SIP Profile

CTMF Signialing Method™ RFC 2833

EEEER

- [(Delets | [Reser | [(Addnew |

@ . indicates required item.

FF. Device reset s not required for changes to Packet Caplure Mode and Packet Capture Duration,

Regions (codec settings)

Cisco Unified CM Administration

silisilne

€IS€0  Lor cisco unified Communications Solutions
System »  Call Routing ~  Medla Resources = Voice Mall =  Device

Find and Lis

Administrator

Btatus
[ 2 records found

Find Reglons where Name;b_:g_in_s__!\'lﬁl =

| B
r

r

[Find] [ clear Fiter |2 ][=]

[[ada new |[ select | [ clear an | [ Delete Selected |
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Cisca Unified CM Admanistration (# Go |

CCMAdministrator

alwiln  Cisco Unified CM Administration

EI5C0  pyr cisco Unitied Communications Solutions

@
o soe Y over Fyrem cp asnen

Region Inf i
|_I\Iﬂmt’ m
— Region Rel. P
CuBE G.729 384 Use System D:I{
HNOTE: Regions(s) not displayed Use System Default Use System Default Use System Default

— Modify Rel hip to other Regi

cuee [Keep Current Setting % ® Keep Current Setting [Keep Current Setting (¥
Detault O use system Defauit

Onane

Q| Kops

— [Sove] (oelete] [Reset] [Agdew ]

@ T indicates required itam,

*¥The Audio Codec selection determines bandwidth only, The G.711 and G.722 codecs both result in @ maximum bandwidth of 64 Kbps between regions and can be used nterchangeably.

Cisco Unified CM Administration (5] EE

Administrator

alil  Cisco Unified CM Mminlmtlou

cisco

figuration

YR Back To Find/List =l Go]

Region
|_Nlm¢‘ m

— Region

Default G.711 J04 Use System Default

MOTE: Regions(s) not displayed Uz System Defoult Wse System Defoult Use System Default

— Modify Relationship to other Regi

cuBE [keep current Setting ® Keep Current Setting [Keep Current Setting [

Dhefauilt

e O use System Default
Otone
of kbps

— [Save] [Delete ] [Reset ] [“Add hew ]

@ . indicates required item.

@ *®The Audic Codec selection determines bandwidth only, The G.711 and G.722 codecs both result in @ maximum bandwidth of 64 Kbps between regions and can be used interchangeably.
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Device Pool

alinl  Cisco Unified CM Administration

cisco o .
For Cisco Unified Communications Solutions GeMAdministrator

Call Routing ~ Medla Resources ~  Voice Mall +  Device »  Application ~  User Management »  Bulk Administration ~  Help +

System =

Find and List Dev

W[beors win [
| o Namie Cisco Unified CM Groun Region Date/Time Groun Copy
r CUBE Default CURE SMLocsl L]
r Detault Dafault Retault SMLocal B

[ add mew |[ Selectall |[ Clearan ][ Delete Selected |

aluili Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System = Call Rouling +  Media Resources = Voice Mail v Device = Application = User Management +  Bulk Administration = Help +

Device Pool Conligu

Status il
@ Status: Ready |
Drevice Paol Information
|—D:vlue Pocl:  CUBE (3 members™*) —|
— Device Pool 0
Device Pool Mame m!
Clseo Unified Communicanons Manager Group™ | gefault .
Calling Search Space for Autc-registration < Mone > v
Reverted Call Focus Friority Default &
Date/Time Group™ | eMLocal -
Region® [cuge .
Media Resource Group List :< MNone > v
Location < Mone > -
Network Locale | Mone > v
SRET Reference ™ Disable -
Connection Monitor Guration® ¥ ¥
Singhe Button Barge™ Default v
Join Across Lines™ | Defauir v =

© 2008 Cisco Systems, Inc. All rights reserved.
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Page 13 of 32



e,
CISCO.

alinl  Cisco Unified CM Administration

EIS€8  Lor cisco unified Communications Solutions

System ~ Call Routing ~  Media Resources = Voice Mall

Device

L ol G

Location 'c None :-. &

hetwork Locale < Mone >

SRET Referance™ Disable

Cennection Menitar Duraten™ ™™

Single Button Barge™ [Befault -

Join Across Lines™ | Detaut

Physical Location < None >

Device Mobiity Group < Mone > s
— Device y Related tion™***

Device Mobdity Calling Search Space | < None >

AAR Calling Search Space < None >

AR Group |< None >

*. Indicates required item,

@ *Fhumber of devices that have to be reset when this device pool is updated. To see o detaled list of these devices and other dependencies, dick on Dependency Records,
@ ¥ ¥leave blank to use default.

FEEEThese three parameters will averwnte device level setbngs when dévics is roaming and in the same device mabiity group.

alwiln Cisco Unified CM Administration

CISES  ryr ciseo Unified Communications Solutlons

System »  Ci v  Meda v Vo ~+ Device « w»  User Man v Dulk 5 * Help v

Device Pool Information
|-Ueur|oc Pool:  Default {13 members**)

— Device Pool L]
Cevice Pool Name™ |Defauit
Ciseo Unified Communicanons Manager Group™ | pefault v
Caling Search Space for Auto-registration < Mone > ~
Reverted Call Focus Priority Defautt &
[ i L &+
Date/Time Group™ | cMLocal v
Ragion® Default 2
Media Resource Group List | Mone > v
Location |< Mone > ]
Network Locale |« mone > v
SRST Reference™ | isable “

Connection Manitor Duration™ ¥ |
Singhe Button Barge™® | Detauit )
Joln Across Lines™ Cefault ) B
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alwili.  Cisco Unified CM Administration : e
€IS€0  Lor cisco Unified Communications Solutions CMAdministrator
System v Call Routing ~  Media RESOUTCES = VOICE Mail +  DEVICE ~ ARy v User Manag - dminisration +  Help +
& Pool Configuration Related Links: [EE IR0
ad s7e 3§ oo [ com Ryreset p asanew
Location < Nons > V
Network Locale < Mone > =
SRET Reference™ Cisable =]

Connection Monitor Duration™® ¥

Single Button Barge™ f-[:lefault =
Join Across Lines™ | Default "‘
Fhvsical Location | Mone > v
Device Mobility Group < Mone > >

— Device Mobility Related Information™***
Devioe Mobdity Calling Search Space | < Mone =

ARR Caling Search Space < None >

ALR Group < Morne =

Save |Delete Copy Resetl MdNew]

*. indicates required item.
¥ ¥number of devices that have to be reset when this device pocl Is updated. To see a detalled list of these devices and other dependencles, dick on Dependency Records.

*F*F¥laave blank to use default.

@ FEEPThese three parameters will averwrite device level settings when device is roaming and in the same device mobdity group.

10S conference bridge for G729 conferencing

alinl  Cisco Unified CM Administration

€IS€0  Lor cisco unified Communications Solutions

System =  Call Routing =  Media Resources ~  Vioice Mall »  Device »  Application »  User Management A__umm- Help +

Find and List ference B =

v B o oo B o
(e

Find Conference Bridges where :Nl_me .."{-] begins with & |hnd} Clear Filter El El

| . T DT Deseription Davica pool status 18 Addrase oy
CFE 2 CFB_CM-BARZA Cefault Reqistered with CM-BARZA 172,20.110.254 16
r sfbo0lgigsbbral <fb0018185kbb7aL CUSE Registered with CM-BARZA 172.20.110.1 1)
[Ladd vew || select &l |[ clear Al || Delete Selected || Reset Selected |
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aliln  Cisco Unified CM Administration

CISCO . cicca unifiad communications Solutions

MAdministrator

System + CalRouing ~  Meris Resources »  Voice Mall +  Device = Application +  User Management =  Bulk Adminisiration = Help +

figuration Back To Find/List

Status
’_ Status: Ready

— Confs e Bridge Inf
Conference Bridge : <fb001B185bb7al (cfb001B185bb7al)
Regrstratan Registered with Cisoo Unified Communicabons Manager CH-BARZA
1P Address 172.20.110.1

— 108 Conference Bridge Info

Conference Bridge Type™ Cisco 105 Enhanced Conference Bridge

Conference Bridge Name™ a0 s1asbbzal

Description Ib0018185bb7al

Device Pool™ [cuge =

Common Device Configuration | < pone =
Lacaton™ [ Hub_None
Device Security Mode™ Mon Secure Conference Bridge

— [Zaw)

@ - indicates required item,

Sample DNIS Translation-Pattern

alinl  Cisco Unified CM Administration

EIS€8  Lor cisco unified Communications Solutions

System »  Call Routing ~  Media Resources v Voike Mall v  Device »  Application ~  User Management »  Eulk Administration Help +

Translation Pattern Configuration

— Status
(@) ststus: Ready

— Pattern
Translation Pattem  [g0000.1041

Fartnon [ mone > -
Desanption '|

Numbering Flan

Route Filter 4

MLPP Precedence™ .PE’_"_':'_“‘ -
caling Search Space |« None >

Route Option @ Route this pattern

) Block this pattarn | Mo Error ~
[ Provide Outside Dial Tone
< Urgent Friority

— Calling Party T
[CJuse Caling Party\'s External Phone Number Mask
Calling Farty Transform Mask: |

Frefix Digits (Outgoing Calls)

Calling Line 1D Presentation™ | Default [ |

© 2008 Cisco Systems, Inc. All rights reserved.
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vlinle  Cisco Unified CM Administration b <isco Unified CM Administration (¥ Go

€IS€8  Lor cisco Unified Communications Solutions

System - cilRMv Medla Resources =  Voice Mail »  Device » -+ User _' ~  HulkAg + Help~

Translation Pattern Configuration

(ad 5o P omee [ conr S Asavew

| (¥l Froviae Gutsige Lial |one

< Urgent Fricrity

— Calling Party Transformuti
["]use Caling Party\'s External Fhone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgoing Calls) |

Calling Line 10 Fresentation” |afaudt

Calling Mame Fresentation® | Default

— Gonnected Party Transfor
Connected Line [D Presentation™ | Default -

Connected Name Presentation™ | Dafade ¥

Called Party Transformations
Discard Digits I

Called Party Transform Mask [ 40ec
Frefix Digits (Qurgoing Calls)

@ *. indicates required item.
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IP phone configuration

ailusilus

€15€0  1or cisco Unified Communications Solutions

Cisco Unified CM Administration

System ~  Call Routing ~  Menla Resources ~  Voice Mall ~  Device -

Phone Configuratio

el Cisco Unified CM Administration [l Go

CCMAdministrator

Back To Find/List

FIEF T ey

Status
( Status: Ready
— Association r— Phone Type
Modify Button Items Product Type:  Cisco 7961
UDevice Protocol; SCCP
1 e pme [1]- S08% (no partven)
2 amt Ung [2] - Add g new DN — Device
oo Registration Pegistered wilh Cisco Unified Communications Manager CM-DARZA,
3 @AddanewsSD 1P Address 172.20.110,196
’ - e ¥
4 GmaddsnewsD MAC Address [po17oEEERFSE
S Ugngdnew SD Description Auito 4065
Pool®
&  GgaddsnewsD o etalt
Comman Device Configuratian s Mone =
Unassigned Assodated Items -
. i E Fhone Button Template™ Standard 7961 SCCP
NF.Add & new S0 e
Softkey Template < None >
a A g new SURL
T Commean Fhone Frofile™ Standard Commen Phone Frofile
9 L"p_ﬂsﬂ_i_utﬂ_ﬂ.l.r_ﬁ[l Calling Search Space i< hone >
10 = Add s new BLF Directed Call Park AAR Caling Search Space < Mane =
11 CallBack Media Resouroe Group List
12 Call Park User Hold MOH Audio Source
13 Coll Pickup MNetwork Hold MOH Audio Source
alwili  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System ~  Call Routing ~  Menla Resources ~  Voice Mall ~  Device -

Phone Configuratio

1 B o S 8 S Sl e

Back To Find/List

1% Conference Ust Locauon™ Hub_hone "] -
15 Confersnce LAR Grodp < None > v
16 Do Not isturh User Locale < Mane >
17  EndCall MNetwork Locale = Mane =
18 Ferward Al Buit In Bridge™® Default
19 Gr Call Pickul
e i Frivacy® efault
20  Hold " £
Device Mobiiity Mode' Default 3
21  Hunt Group Logout " T ™
TWner Liser = Mane
2z wme [1] - &dd 5 new ntercom =
Fhaone Personalization™ Default ¥
2 Mali Call lificati
2 alicious. Call Ident Al Fhone Load Name I
24 Meet Me Conference
Single Bulton Barge
36 Mobhty g 9 Delault
26 New call < Is Active
27 Other Fidwp T Across Links Dafsuic
28 Quality Reporting Tool Fretry video Coll &5 Audio
29 Redial [ tgnare Presentation tndicators (Internal calis only)
30 Remove Last Paryopant [ allow Control of Device from CTI
31 Transfer Iv! Logged tnto Hunt Group
32 \ideo Mode [Iremote Device
33 Frivacy
34 MNone Protocol Specific

Packet Capture Mode®

Mone

© 2008 Cisco Systems, Inc. All rights reserved.
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aliali  Cisco Unified CM Administration [APRRPNERE izco Unified CM Administration (|l Go
cisco o . i
For Cisco Unified Communications Solutions ) SOMAdmInlt e
System - cilRm- Medla Resources =  Voice Mail »  Device » -+ User _' ~ Hulk. « Help +

Back To Find/List

= B Sl B i~ Lol s

Packet Capture Duration o

Presence Group® Standard Presence group

Davice Security Profle™ Cisco 7961 - Standard SCCF Non-Securs Frofle (9]
SIBSCRIBE Cafling Search Space % |

[Junattended port
|—iP.=qu||= DTMF Reception
Orrcaass Disabled

Certification Authority Proxy Function (CAPF) Information
Certificate I)perahm‘ Mo Pending Operation -

Authentication Mode™

Authenticabion String

Key Size (Bits)®
Qperation Completes By 1 YT MM DD HH)
Certificate Operation Status: None

Mote: Security Profile Contains Addition CAFF Settings.

rxpansion Madule Infarmation
module 1 < one » v

Madule | Load Name |

Madule 2 (2 hone > ol

alinli  Cisco Unified CM Administration

€IS€8  Lor cisco Unified Communications Solutions

System - cilRMv Medla Resources =  Voice Mail »  Device » -+ User _' ~  HulkAg + Help~

@s:»u xDelHe mw%nm Sl A New

l Module 2 Load hame

r— External Dara Locations Information {Leave hlank to use default)
Information " ]

Directory

Messages I

Services |
Aulhwnilication Server [
Froxy Server

Tddle

Idle Timer {seconds)

Cxtension Infermation
[Enable Extension Moty
Lag Gut Frofile :-- Lge Current Device Setings -- -

Log in Tirme < Mone >
Log out Time < Horne >

— MLPP
MLPP Diarrain < Wone = =
MLPP Indicabon® [ efaulr hd
MLFP Pr * | nafavr = -

© 2008 Cisco Systems, Inc. All rights reserved.
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alwihe Cisco Unified CM Administration PAPRPINON i< Unified CM Administration [ | Go

CISC0 ., Gisco Unified Gommunications. #Holutions

+ \VoiceMal v Device v Application +  User Management

coMAadministrator

System -

g+ Media

Back To Find/List

(o) sve B oot [ cony %m o AddNew

— Do Not Disturb
[eo tot Disturb
DND Option™ Ringer Off
DD Incoming Call Alert < None >

r— Secure shell Inf il
Secure Shell User

Secure Shell Fassword |

r— Product Specilic C Layoul

DO oisable Speskerphone
["] isable Speskerphone and Headset

Forwarding Delay® | Disabled

FCPort ¥ Enahlad

Settings Access™ Enabled

Gratuitous ARPY Disabled =
PC Voice VLAN Access™ | Enabied

ideo Capabilities™® Disabled

Auto Line Select™ | Disabled &

Web Access® |Enabled v

Srnan ke D DertT - gt

Cisco Unified CM admanistration (@ | Go

sl Cisco Unified CM Administration
¢is

For Cisco Unitied Communications Solutions CCMAdministrator

System = CalRouling =  Meoia Resources = VoeMal v Device = Appilication = Liser Management + Bulk ABmnistrabon = Help +

figuration

e 9 s s Ry el

Span to PC Port™ |Disabled -
Logging Display® |Pc controlied [
S ontroded L
Recording Tone™ | Disabled [
Recording Tone Local Volume ™ 100

Recording Tone Remote Volume™ 50

Recording Tone Quration

RTCP® Disabled v

"miore” Soft Key Timer

S

Aute Call Select™® Enabled =l
Log Server

Advertise G.722 Codec® |Use system Default .
‘Wideband Headset UL Control® | Ervabed =
Wideband Handset Ul Contral® Frabled v
‘Wideband Headset® | Enabled v
Wideband Handset™ Use Fhone Default ':
Peer Firmware Sharing ™ :Dlsabled ~
Ciseo Discavery Protocsl (COF): Switch Port® Ernsbled v
Cisco Discovery Protocol (CDF): PC Port™ | Enabled v
Link Layer Discovery Protocol - Media Endpoint Discover (LLDP-MED): Switch Port™ [ Enabled v
Link Layer Discovery Protacol (LLDF): PC port® Frishled v: =

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 20 of 32



e,
CISCO.

alwil  Cisco Unified CM Administration b W -isco Unified CM Administration (| Go

CISC0 ., Gisco Unified Gommunications. solutions

Call Routing «  Medla Resources = Volce Mall v Device = Ap -

System -

i Back To Fnd/List

Qm xum nnpy %m I:‘J}Mul?v

Auto Call Select™ Ensbled - #
Log Server -
Advertse 3,722 Codec™ Use System Default >
Wideband Headset Ul Control® [Enabled -
‘Wideband Handset Ul Control® Enabled -
wideband Headcet™ ‘ew .v',.
‘Wideband Handsat™ [Use Phone Default -
Peer Firmware Sharing™® Disabled -
Cisco (iecovery Protaocod (COF): Switch Port™ hp—.;hm
Cisoo Discovery Protocel (COP): PC Port® Enabled ~
Link Layer Discovery Protocod - Media Endpoint Discover (LLOP-MED): Switch Port™ I:nahh:\d _v
Link Layer Discovery Protocol (LLDF): PC Port™ | Enabled ~
LLOP Asset 1D
LLDP Pawer Priority *® Uriknawr i
[s&] | Delete [ﬂ] Reset l Add New ]
*. indicates reguired item. i
¥ Y- Device reset s not required for changes to Facket Capture Mode and Packet Capture Duration, .
@ **¥Fyote; Secunty Profile Contains Addition CARF Sattings. -
~
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IP Phone DN configuration

alinl  Cisco Unified CM Administration

CISC0  or cicco Unifind Communications Solutions

Status
|_ Status: Ready

— Directory Number Information
Directary Number™ [4nee

Route Fartition < Mone -
Desaiption
Alerting Name UCME1-4065~

ASTIL Alerting NamMe | |jrpe] -4065-

[l aniow Control of Device from CTI
Associated Devices  [SEPODL FOEEEZFSE

[ Edit Device ]
| EdirLine Appearance |

A
Dissocate Devices
~— Directory Mumber L}
Walce Mall Profile < Mone = ™| (Choose <Nanes to Use system default)
Calling Search Space | < Mone > B
Presence Group™ | standard Presencs group
ahwl  Cisco Unified CM Administration
CISCO  ryp Ginon Unifivd Gommunications Solutions
System v CAIROUING +  Medla Resolices v VOKeMal v Device v Apy = UserManagement . Buk Apninistadon =) (HEp

l:lﬁcr Hold MOH Audie Source < none > o =
network Hold MOH Audio Source [« nans > -
Buto Arrswer® [Auto Answer Off v
— AAR
T e 4 T |
AAR Cor < None > -
] retain this destination in the call forwarding histary
— tzall Forward and Call Pickup Setti
| volcemall | | Calling Search Space
Calling Search Space Activation Policy Use system Defalt v:
Forward All e = Mane = v:
secondary Caling Search Space for Forward Al < None > -
Forward Busy Intemal [Ner < hone > bt
Forward Busy External Hor < Nore > -
Forward No Answer Internal Mer 4066 =2 Mone v
Forward No Answer Fxternal [Ner J0EE < hlone > bt
Forward No Coverage Internal Hor < Nore > -
Forward No Coverage External Hor = None > . =
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Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 22 of 32



e,
CISCO.

vlinle  Cisco Unified CM Administration EWRERE <isco Unified CM Administration || Go

€IS€8  Lor cisco Unified Communications Solutions

System - cilRMv Media Resources ~  Voice Mall ~ Device ~ ~ User _' ~ Dulk. « Help +

ctory Mumber C

Forward on CT1 Faiure Cler < hone > =
Forward Unregistered Internal Mo A0EE = None
Forward Unregistersd External Clor lags6 < Nane =
Mo Anawer Ring Duration (seconds)
Call Bickup Group = Mone -
MLPP Alternate Party Settings
Target {Destnabon)
MLPF Calling Search Space < More = -
MLFF No Answer Ring Duration (seconds)
— Line Sellings lor Al Devices
Hold Reversion Ring Duration (seconds) Setting the Hold Reversion Ring Duration to zero will disable the feature
Hold Reversion Notfication Interval (seconds) | | Setting the Hold Reversion Notification Interval to zero will disable the feature
Line 1 on Device SCPO0170CCC2FSC
Dxeplay (Internal Caller I0) LICME1 - 4065 Digplay text for 3 lne appearance is intended for displaying text such ac a name iInstead of a directory number for internal calls. If you
spedly a number, the person receiving a call may not see the proper identity of the caller.
ASCIH Display (Internal Caller 1D UCMS 1 -4065-
Ling Text Label CMS1 4085
ASCI Une Text Label UEME] -a085- -

alinli  Cisco Unified CM Administration

€IS€8  Lor cisco Unified Communications Solutions

System - cilRMv Medla Resources =  Voice Mail »  Device » -+ User _' ~  HulkAg + Help~

ctory Mumber C

External Fhane Number Mask i

Wisual Message Waiting Indicator
Policy ¥

Audible Message Waiting Indicator Default

Policy™ -
Ring Setting (Phone 1dle)® Ring -
Ring Setting (Phone Active) U= rem Default ¥ Applies. to this line when any line on the phone has a call In progress.
Call Fckup Group Audic Alert Use Syztem Defaulr -
Setung(Fhone 1die)
Call Fickup Group Audio Alert [Use System Default -
Setting{Phone Active) ) h
recording Option™ fcal Recording Dizahled -
RBecording Frofile & Mome > v
Monitonng Caling Search Space = Mone > -
— Multiple Call/Call Waiting Settings on Device SEPODL BE

hlote:The range to select the Max Number of calls is: 1-200

maxamum Number of Calls® )

Dusy Trigger™ [2

{Less than or equal to Max. Calls)

— Forwarded Call Information Display on Device SEP001 FOFFEZPFSE

[ caller Name

[ zaller number
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vl Cisco Unified CM Administration EPPEIE <isco Unified CM administration %/l Go
CISCO ./ cisco unified communications Solutions A

System =  Call Routing =  Media Resources = Voice Mail = Device * User Bulk

iguration

Recording Profile “ ng- > i &

Monitoring Calling Search Space < Mone > 2]

— Multiple Call/Call Walting Settings on Device SEPO01JOEEE2FSE
Mote: The range to select the Max Number of calls i5: 1-200
Maimum Number of Calls™ a

§ = = =
Busy Trigger 2 {Less than or equal to Max, Calls)

— Forwarded Call Information Display on Device SEPOD1 JOEEEZ?FSE
[#] Calier Name
O caller number
[ | redirected Mumber
[ Craled mumber

— Users Assoclated with Line

et I Delete | Resat ] Add New |

- Indicates required item.

*¥. Changes to Line or Cirectory Mumber Settings require restart.

MGCP Gateway (for fax interface)

slwln  Cisco Unified €M Administration ' CicoUafed CH Aduiistration RO
cisco

fFor Cisco Unified Communications Solutions

System »  Call Routing ~  Media Resources »  Volce Mall +  Device = Application »  User Management »  Bulk Administration +  Help

Bratus
[ 1 records found I

st

Find Gateways where | Name [ begins with % [Hide #lendpoints [Find] [ clear Fiter ][ ][=]

S_el_ec_i Item or enter search text &

| - Dovice Name * Desecnption Device Pool Calling Search Space Extension Parunon Route Group Prionty  Port Device Type Status 1P Address
r & 601 <2801 Cisco 2801 24¢ Endpoints

[[Addhew |[ Select Al |[ Clear All | [ Delete Selected |[ Reset Selected |
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Cigco Unifisd CM Administration (&

alwiln  Cisco Unified CM Administration

CISCO0  ryr Cisco Unified Communications Bolutions

Bystem »  Call Routing +~  Media Resources = Vilce Maill v Device » x Usar it * Buk + Help v

Status
|_ Status: Ready

- y Detalls
Product Cisco 2801
Gateway 2801
Frotocol MGCP
Comain Name ™ 2801
Dresoniption 2801
Ciseo Unifisd Communications Manager Group™ Defauly ""

— tonfigured Slots, Vits and Fndpoi

Module in Slot 0 [ g-HAWIC-MBR

Suburit O | yiC2-2FxS
Suburit 1 | < None =

Subunit 2 | pone =

Suburit 3 | & Mene >

— Product Spedilic Conliguration Layoul

Global IS0 Switch Type N1z
Switchback Timing™® | Gracens
ci Unified cM Alinl ti i g f ol Cisco Unified CM Administration = Go
stlusilus isco Unifie Administration
cisco

fFor Cisco Unified Communications Solutions MAdministrator

System = Call Routing =  Media Resources ~  Viokce Mall +  Device ~  Application »  User Management Bulk Administration ~  Help -

— Configured slots, VICs and Endpoi
Module in Slot O | gM-$oWIc-MERD -

:"".n,wo'\'!’ /07 1 e

Subunit 1| < None > L

Subunit 2 [ < None »

Subunit 3 | £ None >

— Produdt Spedlic Conliguration Layout

Global ISON Switch Type [z &
Switchback Timing™ [Graceful -

Switchback uptime-delay (min) [15
Switchback schedule (hhimm) [12.00
Fax made® Fex ftt_e_la:y

Modem Passthrough™ Ennbk

B

Type OF DTMF Retay™® [Cisco

o | Delete | [ Reset | [ Add tew |

. indicates required item,
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vlinl  Cisco Unified CM Administration b Cisco Unified CM administration | | Go
€IS€8  Lor cisco Unified Communications Solutions AT

System » g+ Meda 3 v . ~ Device ~ +  Userms + DUl 5 + Help -

Drertrury Fasrher — Davice
o - r Fraduct Clzen MGEP FXS Part
Gateway czB01
Drevice Protocol Anglog Access
Registrabon Registered with Cisco Ursfied Commurications Manager CM-BARZA
1° ddress 172.20.110.110
End-Point Neme ¥ ABLNF0/FU0 202001
Description AALNSE0 S0 O@CIHD
Device Pool™ Default &
Comman Device Confguration < paope = =
Media Resource Group List < Mong > ~
Packet Capture Mode® None -]
Packet Capture Duration o
Caling ®earch Space o Mane =)
AR Caling Search Space < Mong > -
Location™ Hubs_Mome =
ALP. Group < Mong > ~
Metwork Locale < MNore > v
[ rransmir UTE-8 for Callng Party Mame oF

vlinl  Cisco Unified CM Administration b Cisco Unified CM administration | | Go
€IS€8  Lor cisco Unified Communications Solutions AT

—— 1".\ sy VoK e +  Userma - + Help »

nfiguration 3 IGCP Configuration

[l sme 9@ oo Ry mest e s

MR Domain |« none > - i

MLFF Indication Mot available on this device
MLFP Preemption Not available on this device

— wert n

Fort Direction™ |Bothways -

Attendant DN* [1000

[l unartended Fort

— speci Laysut
?
Hookfash Timer (S0-1550ms)* 50
Inter-digit Duration Timer (50-500 ms)™ (100
INpUE Gain (-6..14 db)* o
QuIpuL Attenuation (-6..14 db)® Iz
Echo Cancellation Enable® Enable
Echo Cancellanon Coverage (me)™ I .
Ring Number™ | Default Gl

[ Delete | [ Reset | [ Addew |
‘ ¥- Indicates raquired item. ~
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(Optional) Configuring the Cisco I0S Gateway or MGCP (fax T.38 and fax G.711lulaw)

Critical commands have been bolded

€2801# sh run
Building configuration...

Current configuration : 2945 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname ¢c2801

!

boot-start-marker
boot-end-marker

!

logging buffered 200000000
no logging console

enable password cisco

!

no aaa new-model
network-clock-participate wic 1
network-clock-participate wic 2
network-clock-select 1 T1 0/1/0
ip cef

!

!

!

I

no ip domain lookup

ip host CM-BARZA 172.20.110.254
multilink bundle-name authenticated
|

isdn switch-type primary-ni
|

voice-card 0
dsp services dspfarm
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archive
log config
hidekeys
|
!
controller T1 0/1/0
framing esf
linecode b8zs
pri-group timeslots 1-24 service mgcp
|

controller T1 0/1/1
framing esf

linecode b8zs

pri-group timeslots 1-24

interface FastEthernet0/0

ip address 172.20.110.110 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

interface Serial0/1/0:23

no ip address

encapsulation hdlc

isdn switch-type primary-ni
isdn incoming-voice voice
isdn bind-13 ccm-manager

no cdp enable

|

interface Serial0/1/1:23

no ip address

encapsulation hdlc

isdn switch-type primary-dms100
isdn protocol-emulate network
isdn incoming-voice voice

no cdp enable

|

interface BRI0/2/0
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no ip address

isdn switch-type basic-ni
isdn point-to-point-setup
!

interface BRI0/2/1

no ip address

isdn switch-type basic-ni
isdn point-to-point-setup
I

ip route 0.0.0.0 0.0.0.0 172.20.110.1
|

|

ip http server

no ip http secure-server
|

disable-eadi

!

!

I

control-plane

!

I

!

voice-port 0/0/0
|

iloice-port 0/0/1
;/oice-port 0/1/0:23
iloice-port 0/1/1:23
i/oice—port 0/2/0
é/oice—port 0/2/1

ccm-manager mgcep

ccm-manager music-on-hold

ccm-manager config server CM-BARZA
ccm-manager config

|

mgcp

mgcp call-agent CM-BARZA 2427 service-type mgcp version 0.1
mgcp dtmf-relay voip codec all mode out-of-band
mgcp rtp unreachable timeout 1000 action notify
mgcp modem passthrough voip mode nse

mgcp package-capability rtp-package

mgcp package-capability sst-package

mgcp package-capability pre-package

no mgcp fax t38 inhibit*

no mgcp package-capability res-package

2L This command “must” be entered in order for fax T.38 to be enabled, in order to enable fax G711ulaw the command must be
entered to inhibit T.38
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no mgcp package-capability fxr-package
no mgcp timer receive-rtcp

mgcp sdp simple

mgcp fax rate 14400

mgcp rtp payload-type g726r16 static

|

hgcp profile default
|

|

!

dial-peer voice 999 pots
service mgcpapp
port 0/0/0

|

dial-peer voice 998 pots
service mgcpapp

port 0/0/1

|

!

line con 0

password cisco

login

line aux 0

linevty 04

exec-timeout 0 0
password cisco

login

|

scheduler allocate 20000 1000
end

c2801#
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Acronyms

Acronym Definitions

SIP Session Initiation Protocol
MGCP Media Gateway Control Protocol
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Important Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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