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C H A P T E R 4

Smart Call Home Web Application 

This chapter discusses the following areas: 

• Overview of the Smart Call Home Web Application. 

• Launch Smart Call Home. 

• Smart Call Home Overview page.

• Registration Management Processes.

• Report Generation.

Overview of the Smart Call Home Web 
Application

This section discusses the following areas:

• Accessing the Smart Call Home Web Application.

• Navigational Aids and Sorting Table Information.

The Smart Call Home web application provides access to:

• An Overview page – provides a summary of key Smart Call Home functions.

• Registration Management functions – provides links for registering the 
following items:

– Registered Devices

– Devices Pending Registration
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– Transport Gateways

– Registered Users

• Reports – Reports about Call Home hardware and the messages they send.

Accessing the Smart Call Home Web Application 
To access the Smart Call Home web application go to the following URL: 
https://tools.cisco.com/sch/

Navigational Aids and Sorting Table Information
Some pages on Smart Call Home have tables that contain a variety of information; 
the content depends on what page is being viewed. Sometimes there is so much 
data being represented in the table that it cannot be viewed on one page, so 
navigational aids are provided to do the following tasks:

• Change the page that is being currently viewed.

• Change what table entries are being displayed on the current page, by sorting 
the table columns.

There are several different ways to change what page, and therefore what entries 
in a table, you are viewing by using the navigational aids on the page. To view 
data that is on another page, use one of the following options: 

• The first part of the navigational aid  provides a summary that indicates the 
following information: 

– How many total items were found (i.e. 66).

– Which items are currently being displayed on the current page (i.e. 1 to 
15); as you change pages, the information updates accordingly.

• Click the < First/Prev > option to go either to the first or previous page, 
respectively.

• Click the < Next/Last > option to go either the next or last page, respectively.
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• Click one of the page numbers that are displayed in the navigation list,  to 
go directly to that page.

You can also change what table entries are displayed on the current page, by using 
the table headers  to sort the table columns. To view table entries that are on 
another page, use one of the following options. 

All the table columns can be sorted by a specific column, by clicking the column 
header.  All the table data in the table is sorted by that column, including data 
that may be displayed in the table on other pages. You toggle between ascending 
and descending order each time you click a particular column header. 

Launch Smart Call Home 
Topics covered in this section are:

• Login Prompt 

• Accept the Legal agreement

To launch the Smart Call Home function, perform the following steps:        
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Login Prompt

Step 1 Go to the Smart Call Home application at URL: https://tools.cisco.com/sch/ the 
login prompt window opens. One of two options will occur:

• If this is your first time logging on to Smart Call Home and have not yet 
accepted the Legal Agreement, the Legal Agreement window will open.

• If you have previously accepted the Legal Agreement the Smart Call Home 
web application will open to the overview page.

Step 2 Enter your Cisco.com ID and password in the Registered User area; this 
Registered User is a user with a Cisco.com ID, this reference to a registered user 
is independent from the Smart Call Home user registration.

Accept the Legal agreement
Every customer needs to accept the Legal Agreement before they can use the 
Smart Call Home application. 

Once the customer has accepted the Legal Agreement, the User Registrations that 
have a status of ‘Pending Legal Agreement’ will be changed to ‘Completed’. All 
new User Registrations for the customer will automatically get a ‘Completed’ 
status.

After the customer has accepted the Legal Agreement they will have access to the 
Smart Call Home web application. The Legal Agreement also includes the 
Transport Gateway.

In the case where all the customer’s user registrations have a status of 
‘Unregistered’ (i.e. all the user registrations have been deleted), the customer 
needs to re-accept the Legal Agreement when logging back into Smart Call Home.
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Step 3 Enter your Cisco.com and password. If you have not accepted the Legal 
agreement, the Legal agreement window appears.

At the bottom click Accept;  the Smart Call Home Overview page appears.
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Note The system does not let the customer go to any other page in the Web Application 
until the Legal Agreement has been accepted.

Smart Call Home Overview Page
This page provides links to important information about Smart Call Home and 
access to the different functions provided by the Smart Call Home service, which 
are noted below.

The Overview page provides the following access and information: 

• Has a tabbed bar  that provides access to the following areas of Smart 
Call Home: 

– Overview page – provides access to the current page.

– Registration Management page – provides access to all the registration 
related functions for devices, users, and Transport Gateways.

– Reports page – gives you access to pages that let you generate reports 
about devices and all the Call Home messages received by the Cisco 
Backend. 
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• Gives a summary of the Smart Call Home service with a link to obtain 
additional information.  

• Provides download links to the:

– Transport Gateway  – Go to 
http://www.cisco.com/kobayashi/sw-center/sw-netmgmt.shtml and click 
Cisco Transport Gateway.

– Smart Call Home User Guide. 

• Provides an overview of, and links to, the following functions: 

– Registration Management – Provides access to the same links that are 
provided on the Registration Management tab.

– Reports – Provides quick access to the two different types of reports.

Registration Management Processes
On the Smart Call Home web application all registration related activities are 
consolidated under one tab, the Registration Management tab. This tab provides 
access to registration for devices, users and Transport Gateways. 

This section describes the various registration functions for the following areas:

• Overview of Registration Processes.

• Device Registration.

• User Registration.

• Transport Gateway Registration.

Overview of Registration Processes 
In order for customer Cisco devices to communicate in the Smart Call Home 
environment there are several types of registrations that must occur first; there are 
three basic types of registrations:

• Device Registration – Devices are associated with a Cicso.com user id, valid 
contract or warranty, and Company. This registration is required for Call 
Home messages sent by the device to be processed.
4-7
Smart Call Home User Guide

Version 2

http://www.cisco.com/kobayashi/sw-center/sw-netmgmt.shtml 


Chapter 4      Smart Call Home Web Application
Registration Management Processes
• User Registration – Users get registered to a company and gets 
automatically created when the customer confirms the device registration. 
The user registration is needed so the customer can get access to the reports 
in the web application. A customer can register additional users.

• Transport Gateway Registration – Transport Gateways get associated to a 
company. The Transport Gateway registration is needed only when the 
customer wants to use a Transport Gateway to send Call Home messages to 
the backend.

All of the previous registration options are available on the Smart Call Home web 
application under the Registration Management tab. 

This tab provides access to the following registration functions for:

• Registered Devices – Lets you manage device registrations for registered 
devices.

• Devices Pending Registration – Lets you confirm device registrations in 
order for the device to become registered in Smart Call Home.

• Transport Gateways – Lets you manage Transport Gateway registrations.

• Registered Users – Lets you manage user registrations and add users.

Device Registration 
This section provides an overview of the device registration process and describes 
how the Smart Call Home web application lets you perform the following tasks: 

• Confirm Device Registration for Devices with “Pending Registration” to 
associate the device to a contract and company.

• View, Edit, or Delete Registered Devices.

Device Registration Overview

When a first supported message type is received by the Cisco Backend, Smart Call 
Home initiates a device registration that needs to be confirmed by the customer. 
On the Smart Call Home web application the customer confirms the device 
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registration for a device that has a “Pending Registration” status. Once the 
device’s “Pending Registration” is confirmed, all supported incoming Call Home 
messages from the device can be processed on the Cisco backend.

A “Pending Registration” status is created when the device sends its first 
supported Call Home message to the Cisco Backend. The user confirms the device 
registration using one of the following methods:

• Manually go to the Device Registration page on the Smart Call Home web 
application.

• Click on the link in the email, which takes you directly to the confirmation 
page for the device on the Smart Call Home web application.

When the device is covered by a service contract, the system will register the 
device using this contract. When the device is not covered by a service contract, 
the system will allow the user to register the device for a trial period. A user 
registers a device using a valid service contract in Smart Call Home; a device can 
have a registration status of:

• Pending Registration – Status occurs when a device sends its first Call 
Home message to the backend. 

• Complete – When a customer uses the web application to confirm the device 
registration for a device that has pending registration.

• Unregistered – Is for devices that have had the registrations deleted.

• Expired – Indicates that the contract, warranty or trial period for the 
associated device has expired and is no longer valid.

Once a device has the pending registration confirmed, the supported Call Home 
messages sent by the device will be processed and the results will be made 
available via the Smart Call Home web application. When a Service Request is 
created during the Call Home message processing, the contract or warranty 
associated with the device registration will be used to create the Service Request.

There are two types of processes for device registration:

• Confirm Device Registration process, for those devices that have a “Pending 
Registration” status; once the registration has been confirmed you can 
manage the registration.

• Administer Device Registration process, for those devices that have a 
“Complete” status.
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Confirm Device Registration for Devices with “Pending Registration”

This process involves a customer confirming a device registration via the Smart 
Call Home web application. The system associates the device registration with a 
valid contract or warranty, and an associated company. 

When a customer configures a device for call-home they become the administrator 
for that device registration by default. During the device configuration the 
customer must enter their contact email address; this email address is used to send 
the following information: 

• A notification about the pending device registration.

• A security token for that device registration.

• A link to the Smart Call Home web application; the link takes the customer 
to the device registration confirmation page.

The customer uses the Smart Call Home web application to confirm the device 
registration using the specified security token, or can select other devices in the 
list. Devices in the list are populated there when the device is covered by a valid 
contract or warranty and the user is already registered to the Company that is 
associated with those devices; these devices do not require a security token.

When a customer confirms a device that has a “Pending Registration” the 
confirmation associates the device with a valid contract or warranty, and 
company. For a user to confirm a device registration, the user must have the 
following items:

• A contract in their Cisco.com profile that covers the device, or at least one 
suitable contract for registering the device to Smart Call Home (unless the 
device is covered by a warranty).

• Permissions to query update and create Service Requests, since the user will 
be the default contact person for Service Requests created for the device.

To confirm a device registration use one of the following methods:

• Click on the link in the email, which takes you directly to the confirmation 
page for the device.

• Launch the Smart Call Home web application and go to the Devices Pending 
Registration page (see following steps). 
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Step 1 Launch Smart Call Home; the Smart Call Home Overview page appears. 

To complete the registration for a device that has a “Pending Registration” status, 
perform the following steps:

Step 2 There are two ways to get to the Devices Pending Registration page:

• If you are on the Overview page, click Devices Pending Registration.

• If you are not on the Overview page, do the following:

– Click the Registration Management tab;  the Registration 
Management page appears.

– From the Registration Management page, click Devices Pending 
Registration.  

In both cases the Devices Pending Registration page appears.
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Step 3 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.
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• Click one of the registration functional areas  to go to the page for that 
respective function.

• All the columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

Step 4 Use one of the following options to perform the associated Devices Pending 
Registration functions on this page 

a. Enter a security token:

Note If the device being registered belongs to a company that the user is not 
registered to yet then the user must enter the Security Token.

The security token will have been sent in an email to the person who 
registered the device.

If 10 invalid security tokens have been entered, the system displays a 
message indicating that the maximum number of invalid security tokens 
had been entered. No new security token can be entered until a support 
engineer resets the security token counter.

– Enter a security token in the Enter Security Token field  then click 
Submit;  the system displays an overview of the device registration 
and asks the customer to confirm that the displayed company information 
is correct.

– Confirm that the displayed company information is correct; if the info is 
not correct, the customer should cancel.

b. Select a device from the list:

– If there is a list of devices,  check the check box for each device you 
want to register. 

– Click Complete Device Registration. 
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Note If the device being registered belongs to the same company that the user 
is already registered to and the device is covered by a valid contract or 
warranty then the device is placed in the device list.

Check the check box adjacent to the Host Name column header, 
 to select all the devices listed on the current page.

Step 5 After performing one of the previous options, a confirmation message appears 
that indicates the following information:

• The selected device is being processed for registration.

• The customer is notified via email when the device registration is completed. 

• The customer can continue using other Smart Call Home functions.

• In the message, the customer can click “here” to register another device.

Note In the confirmation message if you click “here” to register another device, you 
could see the device that you just registered still in the Devices Pending 
Registration list. It may take a moment for the processing to be completed before 
a refresh of the Devices Pending Registration web page no longer shows the 
previously unregistered device. 

After Smart Call Home completes the registration process it will move the device 
from the Devices Pending Registration list to the Registered Devices page.

If the device registration confirmation was not completed successfully, go to 
Device Registration Troubleshooting for more information.

Once the device registration is confirmed, all supported incoming Call Home 
messages from the device can be processed by Smart Call Home on the backend.

For information on how to navigate on this page, go to Navigational Aids and 
Sorting Table Information.
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View, Edit, or Delete Registered Devices

A registered device is one that has been previously registered successfully by a 
customer and has a status of “Complete”. A customer can view device 
registrations associated with a Company that matches the Company the customer 
has a completed user registration for. After registering a device a user can perform 
the following tasks:

• View Registered Devices.

• Edit Device Preferences and Contracts.

• Edit Device Contract.

• Delete a Device Registration.

View Registered Devices 

A customer can view device registrations for those devices that have the same 
companies the customer has a completed user registration for.

To the view the device registrations, perform the following steps: 

Step 1 Click either Registered Devices  or the Registration Management tab;  
the Registered Devices page appears.
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Step 2 You can select one of the following navigational options and go to another page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function. 
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Step 3 There are several ways that you can change the view of the registered devices that 
are listed on the page. Use the following steps to perform the associated functions 
that let you change the view on this page:

• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

• The current view can be filtered to reduce the number of entries displayed in 
the table (see following section).

Filter the Display of Registered Devices

The registered device data in the table represents one of the following items:

• If no search parameters are specified then the table displays all the devices 
that have registrations that are associated to a Company, for which the 
customer is registered.

Note Deleted device registrations that have status “unregistered” are not 
displayed.

• If search parameters  are specified in any of the fields then the table 
displays those device registrations that match those specified search 
parameters.
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.

Step 4 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function.

• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

Do the following steps to perform the associated functions on this page:

Step 5 You can change the data that is being displayed on this page by specifying 
different criteria in the Search List parameter fields.  You can specify data in 
any one or more of the search-list data fields:
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• For the Host Name, Contract and Company fields you can enter the whole 
name or use a portion of the name with a wildcard, an * (asterisk), as part of 
the name. 

Note The search parameters are not case sensitive; the following example uses 
qa* for Host Names starting with “QA”. 

• You can use the drop-down list for the Registration Status  and 
Entitlement Status fields;  only one item can be chosen from each 
drop-down list.

Step 6 When you are done entering the search list criteria, click Search;  Smart Call 
Home displays a table  that contains those devices that match the specified 
search parameters   (i.e. those devices that have Host Names that start with QA). 
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Edit Device Preferences and Contracts 

The info icon  lets you edit device preferences and device contracts for a 
registered device by performing the following steps:
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Step 1 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function.

• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

Do the following steps to perform the associated functions on this page: 

Step 2 You can use the Search List fields  change what devices are displayed in the 
table.

Step 3 To edit device preferences, or edit a device contract and change the contract 
associated with the device registration (this contract will be used by the 
application to create Service Requests) move your mouse over the corresponding 
info icon;  a popup window appears (see following figure).

Note There are two edit options on the popup window:

• Edit Device Preferences 

• Edit Device Contract 
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Edit Device Preferences

Edit Device Preferences allows you to set the preferences for Service Request 
creation and email notifications for Call Home messages that have been received 
and processed by Smart Call Home. To edit device preferences perform the 
following tasks: 
4-22
Smart Call Home User Guide

Version 2



Chapter 4      Smart Call Home Web Application
Registration Management Processes
Step 4 On the previous Info popup window click Edit Device Preferences;  the Edit 
Device Preferences page appears.
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Step 5 You can select one of the following navigational options and go to another page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function. 

Do the following steps to perform the associated functions on this page; the edit 
device preferences window lets you perform the following tasks:

Step 6 Specify which device(s) you want this preference assigned to, perform one of the 
following tasks:

a. Specify a preference for All Hosts in the Company  

b. Specify a Specific Host  and choose the corresponding host from the 
drop-down list. 

Step 7 Specify whether to activate the automatic Service Request (SR) creation feature 
for the designated host(s) by clicking the corresponding No or Yes  radio 
button. 

When clicking Yes then also choose the designated SR contact person from the 
drop-down list;  only one entry can be chosen. 

Note Activating the Automatic Service Request Creation automatically generates 
service requests when events of interest occur that are flagged for SR action in the 
profile.

By default, automatic Service Request creation is activated when a device 
registration has been confirmed. The person confirming a device registration will 
be, by default, the Service Request Contact Person for the device.

Step 8 Specify if email notifications will be sent by clicking the corresponding No or Yes 
radio button.  

Note The email addresses in the list box  are the email addresses of people 
registered to the company. The email address(es) need to be selected in order for 
the system to send an email notification to the specified person(s).

Multiple persons can be selected by pressing the Ctrl key and choosing additional 
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entries in the list box with the mouse. To select contiguous entries, select the first 
email address in the list box then press the Shift key and select the last contiguous 
email address, all items from the first to the last selected entry are selected.

Step 9 To add more email addresses for email notification, in addition to those email 
addresses already specified in the “Select from the following email addresses:” 
list box,  enter the additional email address(es) into the “Also send to these 
email addresses:” field.  

Note To add more than one email address, separate the email addresses with a comma 
and a space (i.e. skeeler@cisco.com, ckells@cisco.com). 

When you click Submit, the additional email addresses that are specified are not 
added to the “Select from the following email addresses:” drop-down list;  the 
additional email addresses stay in the “Also send to these email addresses:” field.

Step 10 Click Submit  to have all the selections sent to Smart Call Home for 
processing; clicking Cancel returns you to the previous page with no action 
performed.

If you are having trouble editing device preferences then see Troubleshooting for 
Edit Device Preferences for more information.

Edit Device Contract
Edit Device Contract allows you to associate a different service contract to the 
device registration. When a device is covered by a service contract the application 
will not allow you to change the contract used to register the device. 

To edit a device contract perform the following tasks: 
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Step 1 On the Registered Devices page (see Edit Device Preferences and Contracts) 
move your mouse over the corresponding info icon;  a popup window appears 
(see following figure).

Step 2 On the Info popup window click Edit Device Contract;  Smart Call Home 
displays a message indicating that it may take a few minutes to retrieve the 
contract information.

After the retrieval of the contract is completed, the Edit Device Preferences page 
appears
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.

Step 3 You can select one of the following navigational options and go to another page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function.

Do the following steps to perform the associated functions on this page: 

Step 4 If a contract is available, click the radio button for the new contract  you want 
associated with the selected registered device.

Note If no contracts are available you will see a message stating “No additional contract 
found for this Device”; see Device Registration Overview for more information 
about contracts and registering devices.
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Step 5 After selecting the new contract click Submit,  the Registered Devices page 
appears with a successful edit message; clicking Cancel returns you to the 
previous page with no action performed.

If you are having trouble editing device contracts then see Troubleshooting for 
Edit Device Registration for more information.

Delete a Device Registration   
A customer can delete device completed registrations for those devices they have 
a completed user registration; the customer needs to be registered as an Admin for 
the company.

To delete a device registration that is associated to a device, perform the following 
steps: 
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Step 1 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function. 
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• Use the Search List fields  to change what devices are displayed in the 
table. 

• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

Do the following steps to perform the associated functions on this page

Step 2 Check one or more individual check boxes to the left of each device Serial 
Number,  or select all the devices by checking the check box to the left of the 
Serial Number column header.  

Step 3 After checking the check box(es), click Delete Devices;  Smart Call Home 
displays a message prompt ensuring you really want to delete the registration for 
the selected device(s), if you click OK then a message confirming a successful 
deletion of the registration for the selected device(s). 

Note When the device registration is deleted the Call Home messages sent by the device 
will not be processed anymore. The system sets the device registration status of 
the selected registration(s) to ‘Unregistered’.

User Registration 
User registration is required for the following tasks: 

• Viewing reports.

• Maintaining registered devices.

• Being specified as a contact for service requests.

This section provides an overview of the User registration process and describes 
how the Smart Call Home web application lets you perform the following tasks: 

• View Users.

• Add Users.

• Delete a User Registration.

• Restore an Expired User Registration.
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User Registration Overview 

A user gets registered to Smart Call Home and gets associated to a company. A 
user registration is required for the following tasks:

• Viewing reports.

• Maintaining registered devices.

• Being specified as a contact for the service requests.

Note User registration occurs automatically during device registration confirmation, 
for the user registering the device; the user becomes the administrator for the 
device registration, by default.

This section discusses the following topics:

• Registration Processes for Users. 

• User Registration Requirements. 

• User and Administrator Functions.

• User Registration Task Pre-Reqs.

Registration Processes for Users 

A user gets registered to a company. There are two ways that a customer can get 
registered to a company:

• A user registers them self, by confirming a pending device registration.

• A user registers others:

– A customer, registered as an Administrator, can register additional 
customers using the web application.

– The to-be registered customer must have a contract in their Cisco.com 
profile for that Company in case the person needs Administrator 
privileges. A registration as ‘User’ does not require a contract in the 
Cisco.com profile.
4-31
Smart Call Home User Guide

Version 2



Chapter 4      Smart Call Home Web Application
Registration Management Processes
User Registration Requirements 

A customer needs to be registered for a company in order to have access to the 
device info for that company. There are 2 registration levels; administrator, which 
gives the user administrator privileges for registrations and user.

User and Administrator Functions 

A customer needs to be registered to a company to have access to the device info 
for that company; there are two registration levels: administrator (which gives the 
user admin privileges for registrations) and user.

A person registered as “Administrator” for a Company will be able to perform the 
following tasks:

• Delete any device or user registrations for the Company.

• Edit device contracts/registrations for the Company.

• Edit device preferences for the Company.

• Be a Service Request contact person for any device registrations for the 
Company; the Service Request contact person must have a contract in their 
Cisco.com profile that can be used to register the device.

Note A “User” cannot perform any of these previous functions.

User Registration Task Pre-Reqs

The following requirements must be performed before user registration can occur 
in Smart Call Home. The Cisco.com ID and contract requirements are:

• The new user must have a valid Cisco.com ID.

• To get registered as an “Administrator”, the customer needs to have a contract 
for that company in their Cisco.com profile. 

• To get registered as “User”, customer is not required to have a contract for 
this company in their profile.
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View Users

To perform any of the user registration processes you must first launch the Smart 
Call Home web application.

Step 1 Launch the Smart Call Home web application; the Smart Call Home Overview 
page appears.

A customer can view those user registrations that are associated to the same 
Company as the customer. To view all the registered users, perform the following 
steps:

Step 2 There are two ways to get to the Registered Users page:

• If you are on the Overview page click Registered Users.  

• If you are not on the Overview page, click Registered Users.  
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In both cases the List of Registered Users page appears where you can add and 
delete users. 

Step 3 You can select one of the following navigational options and go to another page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function. 

Do the following steps to perform the associated registered user functions on this 
page:

Step 4 There are several ways that you can change the view of the registered users that 
are listed on the page:
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• You can enter data into any or all of the search parameter fields;  in the 
Cisco.com ID and Company fields you can enter the whole name or use a 
portion of the name with a wildcard, an * (asterisk), as part of the name. 

• All the columns can be sorted by a specific column by clicking the column 
header.  You toggle between ascending and descending order each time 
you click the column header. All the entries in the table are sorted, not just 
the entries displayed on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages.

Add Users 

There are two scenarios in which a user registration can be submitted to Smart 
Call Home:

• The Smart Call Home system can create a Customer Registration for a 
customer who confirmed a device registration that is linked to a Company 
they are not yet registered to.

• A customer can register additional persons to one or more Companies, which 
the logged-in customer is registered to. 

Note If the user needs to be registered as an administrator or is going to confirm a 
device registration then the to-be registered person must have at least one suitable 
contract that allows registration in Smart Call Home. The Company in this 
contract must be a company that the logged-in customer is registered with.
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The first scenario is covered in more detail in the Device Registration section. 
This following section will discuss the second scenario. To add a user, perform 
the following steps: 

There are two different menu options you can use to add a user; use one of the 
following options: 

• From the Overview page click Registered Users. 

• If you are not on the Overview page, click Registered Users. 

Note Both of the previous options display the List of Registered Users page. 
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Step 1 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function.

• You can enter data into any or all of the search parameter fields;  in the 
Cisco.com ID and Company fields you can enter the whole name or use a 
portion of the name with a wildcard, an * (asterisk), as part of the name. 
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• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

Do the following steps to perform the associated functions on this page: 

Step 2 At the bottom of the List of Registered Users page, click Add User;  The Add 
User: Step 1 of 2 page appears.

Step 3 Enter the Cisco.com ID (i.e. ckells) of the user you want to add, into the 
Cisco.com ID: field.   

Step 4 Click Continue;  the Add User: Step 2 of 2 page appears.
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Step 5 Check the check box  that is adjacent to the Company.

Note Checking the check box of the Company  activates the drop-down list 
for the User Type field.  

Step 6 If more than one user type is available in the drop-down list, choose the user type 
you want assigned to the new user.

Note Default is User; the Administrator option is available only when the to-be 
registered person has contracts in their profile for the Company.

Step 7 Click Continue;  the List of Registered Users page appears.
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Note Smart Call Home updated the following info on the previous List of Registered 
Users page.

• The top of the page has a user added confirmation message displayed. 

• The user (i.e. ckells)  has been added to the list of registered users.

The navigational list  has been updated by two items (from 30 items to 31), to 
reflect the new user entry.

The table entry contains the following user information:

• Which company the user is registered. 
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• Name of the service that performed the registration. 

• The associated function the user has with the company (user or 
administrator).

• The status of the user registration (Completed or Pending Legal Agreement).

• Date and time the registration occurred.

If you are not able to add a user, see User Registration Troubleshooting for more 
information.

Delete a User Registration 

A customer administrator can delete only those user registrations that have the 
same Company as the one that the customer has a completed user registration for. 
When you delete a user’s registration to a particular Company; the deletion does 
not affect the registrations for the same service with other companies. 

To delete a user registration to a Company combination, complete the following 
steps:
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Step 1 You can select one of the following navigational options or change the content on 
this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click one of the registration functional areas  to go to the page for that 
respective function.

• You can enter data into any or all of the search parameter fields;  in the 
Cisco.com ID and Company fields you can enter the whole name or use a 
portion of the name with a wildcard, an * (asterisk), as part of the name. 
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• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

Do the following steps to perform the associated functions on this page: 

Step 2 In the previous table of users, check the check box adjacent to each user you want 
to delete (i.e. ckells).  

Step 3 At the bottom of the List of Registered Users page, click Delete User;  a 
prompt appears, telling you the result of the delete action and asking if you are 
sure you want continue with the delete.

Step 4 Click OK to delete the previously selected user(s); the List of Registered Users 
page appears with the following successful delete information
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Note The following information has been updated on the page:

• The top of the page has a user deleted confirmation message displayed. 

• The user (i.e. ckells) has been removed from the list of registered users, for 
this company.

Restore an Expired User Registration 
A User registration expires when one of the following events occur:

• A customer is registered as an Administrator and does not have anymore valid 
contracts for the Company.

Note Contracts in the user’s Cisco.com profile have either expired, or been otherwise 
removed from profile. 
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• The warranty for the device has expired and the user does not have any 
contracts in their Cisco.com profile for that Company. This is a case where 
the user registration was created after confirming a device registration for a 
device that was covered under warranty.

Note Registrations that associate a Customer, registered as ‘User’, with a Company will 
not expire. 

Customer Administrators whose user registration for a Company has expired 
become Not Registered Customers for that Company. The administrators will not 
be able to see any device reports or act as Service Request contact person for 
devices registered for the same Company as the expired user registration. The 
administrator will need to be re-registered using the user registration process in 
the web application or they can register a device.

To restore an expired registration the administrator must do one of the following:

Step 1 Either needs to get/buy a new contract that can be registered to the company,    OR

Step 2 Add an already existing contract for the company to his/her Cisco.com profile.

After performing the restore, the user needs to make sure that the contracts have 
been added to the Cisco.com profile and then the user can be re-registered to 
Smart Call Home.

Transport Gateway Registration 
A customer uses the Smart Call Home web application to maintain existing 
Transport Gateway registrations for which they are an administrator. A customer 
has administrator privileges for a Transport Gateway registration when the 
customer:

• Is registered as the administrator for a company that is associated with the 
Transport Gateway.

• Installed / registered the Transport Gateway.

By default, the person registering the Transport Gateway (the person who 
installed the Transport Gateway) will be assigned the role of administrator for that 
Transport Gateway registration. Each Transport Gateway registration requires at 
least one administrator. 
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When the customer views the Transport Gateways on the Smart Call Home web 
application, they view Transport Gateway Registrations for which they are 
administrators.

This section provides the following information and also describes how the Smart 
Call Home web application lets you perform the following tasks: 

• Transport Gateway Registration Overview.

• View Transport Gateway Registrations (when logged in as an administrator). 

• Search for Transport Gateway Registrations.

• Use the Mouse over function to view additional registration data.

• Delete Transport Gateway Registrations.

Transport Gateway Registration Overview

A Transport Gateway gets registered to Smart Call Home; the registration 
associates the Transport Gateway to a company. The association occurs when the 
Call Home messages start getting sent to the backend via the registered Transport 
Gateway. 

A customer (not registered or registered for Smart Call Home) can register a 
Transport Gateway. The Transport Gateway registration process occurs at the end 
of the Transport Gateway installation. To register the Transport Gateway the 
customer enters the following information: 

• Their Cisco.com id and password.
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• Transport gateway name.

• Optionally, a transport gateway description.

Entering this information generates a password and ID for the Transport Gateway, 
which is stored in the Transport Gateway and will be used to authenticate the 
transport gateway when sending messages to the backend.

Smart Call Home users get administrator privileges for a Transport Gateway 
registration based on their user registrations to a company for which they are 
assigned the Administrator role. Only customers that are registered as an 
administrator for a company will have access to the Transport Gateway 
registrations, for that company. Customers registered as User will not have access 
to the Transport Gateway overview.

Administrator Registration to a Transport Gateway 

In order for a customer to view the Transport Gateway registrations on the Smart 
Call Home web application they need to have the following items:

• A valid Cisco.com ID.

• Be an administrator of the Transport Gateway. 

There are two ways that a customer can become an administrator of a Transport 
Gateway:

• They are registered as an administrator for the Company that the Transport 
Gateway is associated.

• They are the user who installed and registered the Transport Gateway; by 
default they become the administrator.

A customer Administrator can use the Smart Call Home web application to view 
or delete Transport Gateway registrations. 

Viewing Transport Gateway Registrations 

Anyone can register a Transport Gateway, as long as the person has a valid 
Cisco.com ID and password; however, to view the Transport Gateway 
registrations you must be an administrator. To perform any Transport Gateway 
registration processes, you must first launch the Smart Call Home web 
application.
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Step 1 Launch the Smart Call Home web application; the Smart Call Home Overview 
page appears.

To complete the registration for a device that has a “Pending Registration” status, 
perform the following steps:

Step 2 There are two ways to get to the Transport Gateways page:

• If you are on the Overview page click Transport Gateways. 

• If you are not on the Overview page click Transport Gateways.  

In both cases the Transport Gateways page appears.
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Search for Transport Gateway Registrations 

The default view is to display all the Transport Gateway registrations of which 
you are an administrator. To find then see a more selective view of the Transport 
Gateway Registrations use the Search List function and perform the following 
steps: 

Step 3 In the Search List fields specify information in one or more of the following 
fields:

• In the Transport Gateway Id field  enter a portion of the id you want to see 
a view of (i.e.SC73).

Note The text you enter in either of the previous search fields are text sensitive; 
however, wildcards (an asterisk *) do not need to be used with entered text.

• If there is more than one company displayed, press the Company field 
drop-down arrow  and choose the company you want to use.
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Step 4 Click Search;  the Transport Gateway Registrations page is refreshed and 
shows those Transport Gateway Registrations that match  the search criteria 
you specified; the page shows only those ids that start with SC73

Using the Mouse-Over Function

To view additional data about a Transport Gateway registration use the Mouse 
over function on the icon. 

Step 5 Move and hold your mouse over the  icon of the Transport Gateway you 
want more information about; a popup window appears with the following 
information: 

• A description of the Transport Gateway.
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• A list of userids that are administrators of the selected Transport Gateway.

Deleting a Transport Gateway Registration

A customer can delete a Transport Gateway registration for which they are an 
administrator. To delete a Transport Gateway Registration perform the following 
steps: 

Step 1 Check the check box  that is adjacent to the Transport Gateway Registration 
you want to delete.

Step 2 Click Delete Registration;  a pop-up message indicates that the selected 
Transport Gateway registration will be deleted.

Step 3 The selected Transport Gateway(s) are removed from the list.
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Step 4 The system displays a UI message indicating that the selected Transport Gateway 
registration has been deleted successfully and if there were other administrators 
assigned to the registration, they have also been notified.

Step 5 Click OK to continue processing the Transport Gateway registration deletion; the 
Transport Gateway will be removed from the Transport Gateway registration list.

Report Generation
Reports are only available for registered devices and when a customer is 
registered to one or more companies, they can view the reports for the devices 
registered to those same companies. 

This section explains how to perform the following tasks:

• Access the two different types of Reports:

– Device Reports – contains detailed inventory information on the 
customer’s registered device(s), provides information about the device’s 
registration contact and the device’s latest Inventory and Configuration 
details.

– Call Home History Report – provides access to the different Call Home 
messages, and the processed results on those messages, sent within the 
last three months. 

• Specify Report Criteria to generate reports for specific devices.

• Obtain information about View Device Details, contacts, and different types 
of messages. 

Device Reports
The Device Report lets you search for, and get access to, all the inventory and 
configuration data for a device. The data for this report is retrieved from the 
Inventory and Configuration Call Home messages. 
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Note The customer must be registered to at least one Company, and a customer can 
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons, 
then the report is not accessible for this device:

• The device registration was deleted (status 'Unregistered').

• The device has a pending device registration.

• The contract used to register the device has expired and hence the device 
registration has expired. 

When the device is successfully registered then the report will be accessible again.

This section describes how to perform different Device Report processes on the 
Smart Call Home web application and explains how to perform the following 
tasks:

• Generate Device Reports and obtain information about the device.

• Specify Report Criteria and filter the list of devices you want a report on.

• View Device Report Results.

• View Device Details.

To perform any of the report processes you must first launch the Smart Call Home 
web application.
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Step 1 Launch the Smart Call Home web application; the Smart Call Home Overview 
page appears.

There are two ways to get to the Device Report page:

• If you are on the Overview page click Device Report. 

• If you are not on the Overview page, click the Reports tab;  the Device 
Report page appears where you can specify your report criteria.

Generate Device Reports
Call Home messages are sent periodically, these messages include inventory and 
configuration information:

• Inventory messages from a device are used by the Smart Call Home web 
application to display device detail information and for generating device 
reports. 

• Configuration messages are used by the Smart Call Home web application to 
generate configuration data on Device Reports.
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Specify Report Criteria 

This page lets you specify search criteria to generate a Device Report. 

Step 2 You can perform one of the following navigational options on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click Call Home History Report  to go the Call Home History Report – 
Specify Report Criteria page.

Do the following steps to perform the associated functions on this page:

Step 3 Choose a company from the Company drop-down list  for which the customer 
has a completed user registration, or choose All to see device reports for all the 
Companies the customer has registrations.   

Note The All option is available only when the user is registered to more than one 
company.

Step 4 Optionally enter one or more of the following search criteria: 

• Host Name – full or partial host name (case insensitive).

• Serial Number – full or partial serial number (serial number of a chassis) 
(case insensitive).
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• Chassis Model Name – full or partial name can be used to register the device.

• Card Model Name – full or partial name.

• Card Serial Number – full or partial serial number.

Note Use wildcards  to refine your search (i.e. sal*);  the results on the next 
Smart Call Home page display only those devices that have a host name that starts 
with “sal”.

Step 5 Click Run Report,  the Device Report Results page appears.

When the web application indicates that no data could be found, see Device 
Report Troubleshooting for more information.

View Device Report Results
This page displays those entries that match the search criteria specified on the 
Specify Report Criteria page.
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The Selection Criteria area  of this page indicates what selection criteria were 
used to obtain the displayed results (i.e. HostName- sal*). 

Note Notice that the search parameter “sal*” did not need to match the case (upper or 
lower case) to be successful in the search; however, an * (wildcard) needed to be 
used, since the whole parameter name was not spelled out.

Step 1 You can perform one of the following navigational options or change the content 
on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.
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• Click Call Home History Report  to go the Call Home History Report – 
Specify Report Criteria page.

• All the   columns can be sorted by specific column, by clicking the column 
header.  All the entries in the table are sorted, not just the entries displayed 
on the current page.

• If there are more entries than can fit on one page, then use the navigational 
aids  to see entries on other pages. 

Do the following steps to perform the associated functions on this page: 

Step 2 See the device details on a specific device by clicking a device in the Serial 
Number column;  this displays the Device Details page for the selected device.

Step 3 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option at the bottom of the report page.

Step 4 You can specify different report criteria at the bottom of the page,  this area 
contains the current criteria (serial number = SAL*).

Step 5 Click Run Report,  the Device Report Results page appears that match the 
new specified parameters, if entered in the previous step.

View Device Details

To view the details of a specific device in Smart Call Home, perform the following 
steps:

Step 1 On the Device Report Results page, click a device in the serial number column;  
this displays the Device Details page.
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This page has Device Details summary info,  which contains the Device serial 
number and Host Name of the selected device.

Step 2 You can perform one of the following navigational options on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click Call Home History Report  to go to that page.

• Click Back to Report Results,  which returns you to the Device Report 
Results page where you can click a different device to see their details.

Do the following steps to perform the associated functions on this page:
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Step 3 Click Show Detail under one of the device detail options  to obtain more 
information about the detail areas noted below:

• Contact Details

• Hardware Module

• Hardware Submodule

• Power-Supply Details 

• Software Details 

• Configuration Message

Contact Details

The Contact Details page contains information about the contact that performed 
the device registration.

Step 4 Click Show Detail under the Contact section name; this toggles the option to Hide 
Detail  and shows the associated detail information.

The contact detail information  contains the following information about the 
registered device and the Service Representative, who registered the device.

• Contract ID — Contract Number used to register the device.

• Contact Name — SR Contact person first and last name.

• Contact Email Address — Contact Email address of the SR Contact person.
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• Contact Phone Number — Contact Phone number of the SR Contact person.

Do the following steps to perform the associated functions on this page: 

Step 5 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option at the bottom of the report page.

Step 6 Click Hide Detail  to close the details section and toggles the option back to 
Show Detail

Hardware Module

The Hardware Module page contains information about hardware modules of the 
selected device, if present.

Step 7 Click Show Detail under the Hardware Module section name; this toggles the 
option to Hide Detail  and shows the associated detail information.

This page contains the following information:

• Device summary info  contains the Serial Number and the Host Name of 
the selected device.

• Hardware Details (Module/Card) table  contains information about the 
modules plugged in this device:
4-61
Smart Call Home User Guide

Version 2



Chapter 4      Smart Call Home Web Application
Report Generation
– Module – Slot Number of module.

– Ports – Number of ports the module has.

– Card Type – Description of the type card.

– Product ID – Product ID of the device.

– HW – Hardware Version.

– FW – Firmware Version.

– SW – Software Version.

– Serial Number – Serial Number of the module.

– Part Number – Part Number of the module.

– Part Number Revision – Revision Part Number of the module.

– Status – Current operating status of the module.

Note The table columns can be sorted when you click a column header;  the 
selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page: 

Step 8 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option at the bottom of the report page.

Step 9 Click Hide Detail  to close the details section and toggles the option back to 
Show Detail.
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Hardware Submodule

The Hardware Submodule page contains information about hardware submodules 
of the selected device, if present.

Step 10 Click Show Detail under the Hardware Submodule section name; this toggles the 
option to Hide Detail  and shows the associated detail information.

This page contains the following information:

• Device summary info  contains the Serial Number and the Host Name of 
the selected device.
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• Hardware Details (Sub-module) table contains information about the 
sub-modules plugged in this device:

– Module – Slot Number of the module containing the sub-module.

– Sub-Module – Name of the sub-module feature.

– Product ID – Product id of the sub-module.

– Part Number – Part number of the sub-module.

– Part Number Revision – Part Number Revision for the sub-module. 

– Serial Number – Serial number of the device that contains the 
sub-module.

– HW – Hardware version of the sub-module.

– Status – Operational status of the sub-module.

Note The table columns can be sorted when you click a column header;  
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page: 

Step 11 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option at the bottom of the report page.

Step 12 Click Hide Detail  to close the details section and toggles the option back to 
Show Detail.
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Power-Supply Details

The Power-Supply Details page contains information about the power supplies of 
the selected device:

Step 13 Click Show Detail under the Power-Supply section name; this toggles the option 
to Hide Detail  and shows the associated detail information.

This page contains the following information:

• Device summary info  contains the Serial Number and the Host Name of 
the selected device. 

• The table  contains the following information about the power supplies 
plugged in this device:

– Power Supply Number – Slot the Power-Supply is plugged into and the 
power supply description.

– Manufacturer – The manufacturer of the Power-Supply.

– Product ID – Product ID of the Power-Supply.

– Serial Number – Serial Number of the Power-Supply.
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– Part Number – Part Number of the Power-Supply.

– Part Number Revision – Revision Part Number of the Power-Supply.

– HW Revision – Hardware Revision of the Power-Supply.

Note The table columns can be sorted when you click a column header;  
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on this page: 

Step 14 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option at the bottom of the report page.

Step 15 Click Hide Detail,  under the Power-Supply section name, to close the details 
section

Software Details

The Software Details page contains information about the software installed on 
the selected device.
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Step 16 Click Show Detail under the Software section name; this toggles the option to 
Hide Detail  and shows the associated detail information.
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This page contains the following information:

• Device summary info  contains the Serial Number and the Host Name of 
the selected device.

• The table  contains the following information about the software used in 
this device:

– Processor – Type of processor.

– Processor Revision – Revision number of the processor.

– Image Name – Image name of the IOS.

– IOS Version – Version of the IOS being used.

– Feature Set – Name of the Feature Set.

– ROM Version – Version of the ROM being used.

– Amount of memory being used (in Kilobytes) for the following storage 
areas:

• Main Memory

• I0 Memory

• Install Memory

• Non-volatile Configuration Memory

• System Flash

– Last Restarted – When the last restart of the device occurred.

– Last Reset Reason – Reason for the last reset that occurred.

– Uptime – Amount of time the device has been operational.

– Config Register – Config Register number.

– Boot Version – What boot version is being used, if applicable.

Do the following steps to perform the associated functions on this page: 

Step 17 Click Hide Detail  to close the details section and toggles the option back to 
Show Detail.
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Configuration    

The Configuration Details page contains information about the configurations on 
the selected device; the configuration details will only be available when the 
device has already sent at least one configuration message.
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Step 18 Click Show Detail under the Configuration section name; this toggles the option 
to Hide Detail  and shows the associated detail information. 

This page contains the following information:
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• Device summary info  contains the Serial Number and the Host Name of 
the selected device.

• The configuration details contains the following information about the 
configuration used in this device:

– Indicate when the last time the device was configured.

– Image name and feature.

– Provides hyperlink access to view the running config  and startup 
config. 

– Provides information about the technologies and features running on the 
selected device.

Note This list doesn’t include those features that are enabled in the device by default.

– Provides a link to the Feature Navigator tool,  which provides a 
complete list of features for this IOS.

Do the following steps to perform the associated functions on this page: 

Step 19 Click Hide Detail  to close the details section and toggles the option back to 
Show Detail.

Call Home History Report
The Call Home History Report lets you search for and get access to all the Call 
Home messages that were sent from the Call Home device to the Smart Call Home 
backend, within the last 3 months.

Note The customer must be registered to at least one Company, and a customer can 
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons, 
then the report is not accessible for this device:

• The device registration was deleted (status 'Unregistered').

• The device has a pending device registration.
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• The contract used to register the device has expired and hence the device 
registration has expired. 

When the device is successfully registered then the report will be accessible again.

This section describes how to perform Call Home History Report processes on the 
Smart Call Home web application and explains how to perform the following 
tasks:

• Generate a Call Home History Report and view the Call Home messages and 
message processing results.

• Specify Report Criteria and filter the list of devices you want a report on.

• View Device Details and message processing results.

• Export the Call Home Report to an Excel or a PDF format.

Generate a Call Home History Report

To perform any of the report processes you must first launch the Smart Call Home 
web application.
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Step 1 Launch the Smart Call Home web application; the Smart Call Home Overview 
page appears.

There are two ways to get to the Call Home History Report page:

• If you are on the Overview page click Call Home History Report. 

• If you are not on the Overview page, click the Reports tab;  the Device 
Report page appears where you can click Call Home History Report. 
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In both cases the Specify Report Criteria page for the Call Home History Report 
appears. 

The Specify Report Criteria page has several search criteria options available to 
generate a Call Home History Report. There are two main areas where you can 
specify search criteria to generate a Report:

• Selection Criteria  

• Messages Received time frames 

Step 2 In the selection criteria area,  you can perform the following options:

• Keep the default settings of All for the Company and Message Type fields.

• Choose a company name from the drop-down list.

• Enter a Host Name  and / or Serial Number;  wildcards (an *) can be 
used in both fields.

• Choose a message type from the drop-down list. The message type drop-down 
list options are:

– Configuration

– Diagnostic
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– Environmental 

– Inventory 

– Test 

• Can specify a service request number,  the number can be a full or partial 
SR number.

• To see only those messages that raised a service request then check the 
Include only messages that raised SR: check box. 

Step 3 In the Messages Received time frames area  you must specify a time frame that 
is within 3 months of the current date.

The time zone that the time is displayed is US PST. 

See Specify Messages Received Time Frames for more information about how to 
specify required time ranges to refine the search results for a Call Home History 
Report. 

Step 4 Click Run Report;  the Reports Results page displays entries that match the 
search criteria. 

See Call Home History Report Troubleshooting for information about problems 
with this report.

Specify Messages Received Time Frames

The Messages Received area  lets you specify a time frame of when the 
messages were received by the Cisco Backend these time frame fields are a 
mandatory area. The time frame dates must be within 3 months of the current date 
and only those entries that are within the specified time frame will be displayed 
on the results page. The time zone that the time is displayed in is, US PST.

The starting and ending dates and times are changed using a calendar tool that is 
described below. 
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Display the Time Frame Calendar

Step 5 Click the calendar button,  next to either the Start Date/Time field  or the 
End Date/Time field;  this displays a calendar where you can specify a new 
date and time for the associated field. 

The day displayed in the respective starting or ending date field is highlighted on 
the calendar in a blue square; initially this will be the current day, until you change 
the day. 

Changing the Date

You have the following options to change the currently displayed date:

Step 6 Click a different day within the currently displayed month.

Step 7 Change the current month by doing one of the following items:

• Click < to go back one month or > go ahead one month.

• Click and hold the mouse button on < or, > this displays a drop-down list 
where you can choose a previous month or future month, respectively.

Step 8 Change the current month by doing one of the following items:

• Change the current year; click << to go back one year or >> to go ahead one 
year.

• Click and hold the mouse button on << or, >> this displays a drop-down list 
where you can choose a previous year or future year, respectively.
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Note The time frames specified must be within 3 months of the current date. 

Changing the Time

The time, that is US PST time zone, appears in the following format:

• The hours display area  has time frames that are between 00 and 23 hours 
(11 PM).

• The minutes display area  has time frames that are between 00 and 59 
minutes.

Note The time frames specified must be within 3 months of the current date. 

You have the following options to change the currently displayed hours or 
minutes. The following information applies to both the hours and minutes display 
areas, unless otherwise noted:

Step 9 To increment the time use one of the following options; these directions apply to 
both the hours and minutes display areas:

• Click directly in the display area, each click increments the time by 1 until 
the respective maximum time (23 hours or 59 minutes) is reached.

• Click directly in the display area then press and hold down the left mouse 
button. Slide the mouse to the right; this increments the current value until the 
respective maximum time (23 hours or 59 minutes) is reached.

Note When the maximum value is reached, the time starts incrementing again from the 
minimum value of 00 up to the maximum again.

Step 10 To decrement the time use one of the following options:
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• Press and hold down the Shift button and click directly in the display area, 
each click decrements the time by 1 down to the minimum value of 00. From 
the minimum value the time starts decrementing from the respective 
maximum time (23 hours or 59 minutes).

• Click directly in the display area then press and hold down the left mouse 
button. Slide the mouse to the mouse to the left; this decrements the current 
value until reaching the respective maximum time (23 hours or 59 minutes) 
is reached.

Note When the minimum value is reached the time starts decrementing again from the 
respective maximum time (23 hours or 59 minutes).

Call Home History Report Results

This page lists all the Call Home messages that met the specified search criteria 
from the previous Selection Criteria page. 
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The Call Home History Report Results page indicates what selection criteria  
were used to obtain the displayed results (i.e. the company, selected message type 
and time frames).
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Note The table columns can be sorted when you click a column header;  the selected 
column header toggles the data in the table between ascending and descending 
order. All the data in the report is sorted by that column, including data that may 
be displayed on other pages.

Step 1 You can perform one of the following navigational options on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click Device Report  to go to that page.

Do the following steps to perform the associated functions on this page: 

Step 2 Export the Call Home Report to either an Excel or a PDF format,  by clicking 
the appropriate option.

Step 3 See the details of a specific message by clicking a message in the Type/Results 
column;  this displays the Device Message Processing Details page for the 
selected message type. You can view the details of the following types of 
messages:

Step 4 When an SR case is created, or updated, the SR Raised/Updated column displays 
the SR number,  which provides a hyperlink to detailed information about the 
selected service request. A logon prompt for the TAC Service Request Tool is 
displayed when you click the hyperlinked SR number.

Step 5 You can specify different report criteria at the bottom of the page,  this area 
contains previously used criteria that were used to generate the current report 
results (i.e. Start Date/Time 03/09/07 12:00 AM).

Configuration Message 

The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page. 

Table 4-1

Configuration Inventory

Diagnostic Syslog

Environmental Test
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The details of the selected configuration message contain the following 
information:

• The Message area  contains a summary of the following information: 

– Device and time information.
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– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, where the device serial number provides a 
hyperlink to the device details. This page also has the following 
information pre-filled on the page:

• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
TG40_AST-6509-01). 

– Message Name – Indicates the type history report message being 
displayed (i.e Configuration).

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message, lets you view the message content for the 
Configuration information.

– View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.

• The Detail area  contains the following information about the 
configuration used in this device:

– Indicates when the last time the device was configured.

– Image name and feature.

– Provides hyperlink access to view the running config  and startup 
config. 

– Provides information about the technologies and features running on the 
selected device.

– Provides a link to the Feature Navigator tool,  which provides a 
complete list of features for this IOS.

Step 6 Click one of the following options available on this page:

• One of the tabs  to go to that respective section of Smart Call Home.

• Device Report  to go to that page.

• Back to Report Results,  which returns you to the previous web page 
where you can click on a different message to get details on or perform a 
different task.

• Hostname  to access the Device Report, where the device serial number 
provides a hyperlink to the device details. 
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• View Message Header  to view the message content for the Configuration 
information.

• View Device Output  to view the Device Output (attachments) in the CH 
message.

• Running config  or startup config. 

• Feature Navigator tool,  to see a complete list of the IOS features.

Diagnostic Message 

The Results for Gold messages are based on the analysis done by the system on 
Call Home messages received within a certain time period, called the 
“aggregation period”. The default value of this aggregation period is five minutes, 
and the Cisco admin may change this timer period.

The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.

Diagnostic Message – Report Results
This page provides information about the details of the selected diagnostic 
message. 
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The details of the selected diagnostic message contain the following information:

• The Report Results area  contains information about the company, device 
and time information, type of message, and three links to additional 
information, two of which are Call Home message text sent to the Cisco 
Backend:

– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, where the device serial number provides a 
hyperlink to the device details. This page also has the following 
information pre-filled on the page:
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• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
TG40_AST-6509-01).

Note From the linked Specify Report Criteria page you can run the report 
with the existing pre-filled data, or enter additional data in any of the 
remaining fields, then run the device report.

– Message Name - Indicates the type of history report message being 
displayed (i.e. Diagnostic).

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message.

– View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.

• The Overall Results within Analysis Period area  contains an overview of 
the diagnostic failure and contains the following information:

– Service Request – Identifies the Service Request (SR) number  that 
was successfully raised for the specified device. This number contains a 
hyperlink, which provides detailed information about the actual SR.

– Technology – Type of technology that experienced the error (i.e. LAN 
Switching).

– Sub-technology – What sub-technology, in the technology area, 
experienced the error (i.e. Catalyst 6500).

– Problem Code – Provided by diagnostic results.

– Problem Details– Brief statement that indicates what caused the 
diagnostic error.

– Recommendation – Contains possible causes and solutions for the error.

Note The SR parameters  appear in the report only if an SR was successfully raised.

• The Individual Results within Analysis Period Area  contains an overview 
of the following key error information:
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– Test Name – The name of the diagnostic test that found the error and a 
toggle for Show/Hide details,  which includes more detailed 
information about the diagnostic and recommended steps to be executed 
by the customer.

– Description – A description of the diagnostic test.

– Impact – Indicates the impact the failure has on the device; this includes 
the error text, error code and module information.

Note Information that is critical and affects the operational state of the 
device (i.e. line card power down or module shutdown)  is 
displayed in red on the web page.

– Total Failure Count – The total number of failures that were 
encountered when running the diagnostic.

– Status – The ending status of the diagnostic.

Step 7 Click one of the following options available on this page:

• One of the tabs  to go to that respective section of Smart Call Home.

• Device Report  to go to that page.

• Back to Report Results,  which returns you to the previous web page 
where you can click on a different message to get details on or perform a 
different task.

• Hostname  to link back to the Device Report > Specify Report Criteria 
page.

• View Message Header  to see the AML Header part of the CH message.

• View Device Output  to see the Device Output (attachments) in the CH 
message. 

• SR number  to see detailed information about the actual SR.

• Show Details  to see the results data of the message text, sent in the 
diagnostic message.
4-86
Smart Call Home User Guide

Version 2



Chapter 4      Smart Call Home Web Application
Report Generation
Show / Hide Details of Diagnostic Message
On the Diagnostic Message page, the Result Details of a diagnostic message can 
be seen by clicking a toggle that alternates between Show Details  and Hide 
Details.

Step 8 Click the Show Details toggle  to expand the area directly below the toggle to 
display the information in the Recommendation area  (see following figure). 
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Note If there is more than one result you can expand all, or any combination of, Show 
Details recommendation information  without having to collapse any 
previously expanded areas.

Step 9 Click Hide Details  to collapse the area directly below the toggle to remove 
the Recommendation information from view.

Environmental Message 

The Results for the Environmental messages are based on the analysis done by the 
system on Call Home messages received within a certain time period, called the 
“aggregation period”. The default value of this time period is five minutes, and 
the Cisco admin may change this timer period.
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The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.

Environmental Message – Report Results
This page provides information about the details of the selected environmental 
message.

The details of the selected environmental message contain the following 
information:
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• The Report Results area  contains information about the company, device 
and time information, type of message, and three links to additional 
information, two of which are Call Home message text sent to the Cisco 
Backend:

– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, with the following information pre-filled on the 
page:

• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
QA-cat6500-A51). 

Note From the linked Specify Report Criteria page you can run the report 
with the existing pre-filled data, or enter additional data in any of the 
remaining fields, then run the device report.

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message.

– View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.

• The Overall Results within Analysis Period area  contains an overview of 
the environmental alarm and contains the following information:

– Service Request – Identifies the Service Request (SR) number  that 
was successfully raised for the specified device. This number contains a 
hyperlink, which provides a link to detailed information about the actual 
SR.

– Technology – Type of technology that experienced the error (i.e. LAN 
Switching).

– Sub-technology – What sub-technology, in the technology area, 
experienced the error (i.e. Catalyst 6500).

– Problem Code – Provided by diagnostic results.

Note The SR parameters  appear in the report only if an SR was successfully 
raised
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– Problem Details– Brief statement that indicates what caused the 
environmental error.

– Recommendation – Contains possible causes and solutions for the error.

• The Individual Results within Analysis Period Area  contains an overview 
of the following key error information:

– Device Components –   The name of the components that initiated the 
device alarm. Contains a toggle  for hiding or viewing the Details 
information.

– Environmental Alarm – Identifies which environmental alarm was 
turned on by the component.

– Description – A description of the environmental alarm.

– Status – Will indicate if this is a failure or if the failure is recovered.

– Count – This count is the number of times this failure was reported 
within the time frame of the aggregation timer. The default value of this 
aggregation period is five minutes, and the Cisco admin may change this 
timer period.

Step 10 Click one of the following options available on this page:

• One of the tabs  to go to that respective section of Smart Call Home.

• Device Report  to go to that page.

• Back to Report Results,  which returns you to the previous web page 
where you can click on a different message to get details on or perform a 
different task.

• Hostname  to link back to the Device Report > Specify Report Criteria 
page.

• View Message Header  to see the AML Header part of the CH message.

• View Device Output  to see the Device Output (attachments) in the CH 
message. 

• SR number  to see detailed information about the actual SR.

• Show Details  to see the results data of the message text, sent in the 
diagnostic message.
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Show / Hide Details of Environmental Message
On the Environmental Details page, the Result Details of an environmental 
message can be seen by clicking a toggle that alternates between Show Details  
and Hide Details. 

Step 11 Click Show Details  to expand the area directly below the toggle to display 
the Error and Recommendation information.

Note If there is more than one result, you can expand all, or any other combination of, 
Show Details recommendation information without having to collapse any 
previously expanded ones.

Step 12 Click Hide Details  to collapse the area directly below the toggle to remove 
from view the recommendation information.

Inventory Message

The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.
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Inventory Message – Details
This page provides information about the details of the selected inventory 
message.

The details of the selected inventory message contain the following information:

• The Message area  contains information about the company, device and 
time information, type of message, and three links to additional information, 
two of which are Call Home message text sent to the Cisco Backend:

– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, with the following information pre-filled on the 
page:

• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
QA-cat6500-A51). 

Note From the linked Specify Report Criteria page you can run the report 
with the existing pre-filled data, or enter additional data in any of the 
remaining fields, then run the device report.

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message.

– View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.
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• The Detail area  contains an overview of the inventory and contains the 
same information as the top half of the View Device Report Results page, 
except that only one device is displayed in the Detail area;  the device 
associated to the inventory message selected on the previous Report Results 
page.

Step 13 Perform one of the following options available on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click Device Report  to go to that page.

• Click Back to Report Results,  which returns you to the previous web 
page where you can click on a different message to get details on or perform 
a different task.

• Hostname  to link back to the Device Report > Specify Report Criteria 
page.

• View Message Header  to see the AML Header part of the CH message.

• View Device Output  to see the Device Output (attachments) in the CH 
message. 

• Click the Serial Number  (i.e. FOC0950Y0KQ) to view the Device 
Details (see View Device Details for more information)
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.

Note Configuration details are not available here since they are retrieved from 
configuration messages only.

Syslog Message

The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.

Syslog Message - Details
This page provides information about the details of the selected message.
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The details of the selected syslog message contain the following information:

• The Message area  contains information about the company, device and 
time information, type of message, and three links to additional information, 
two of which are Call Home message text sent to the Cisco Backend:

– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, with the following information pre-filled on the 
page:

• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
QA-cat6500-A51). 

Note From the linked Specify Report Criteria page you can run the report 
with the existing pre-filled data, or enter additional data in any of the 
remaining fields, then run the device report.

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message. 

– View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.

Step 14 Perform one of the following options available on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.
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• Click Device Report  to go to that page.

• Click Back to Report Results,  which returns you to the previous web 
page where you can click on a different message to get details on or perform 
a different task.

• Hostname  to link back to the Device Report > Specify Report Criteria 
page.

• View Message Header  to see the AML Header part of the CH message.

• View Device Output  to see the Device Output (attachments) in the CH 
message. 

Test Message

The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.

Test Message – Details
The details of this message are displayed as a result of selecting this message type 
in the Type/Results column of the Call Home History Report Results page.

The details of the selected test message contain the following information:

• The Message area  contains information about the company, device and 
time information, type of message, and three links to additional information, 
two of which are Call Home message text sent to the Cisco Backend:

– Hostname  – Provides a link back to the Device Report > Specify 
Report Criteria page, with the following information pre-filled on the 
page:
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• Company Name – Is the company (i.e. Cisco Systems) that is 
associated with the currently selected device.

• Host Name – Contains the previously selected host name (i.e. 
QA-cat6500-A51). 

Note From the linked Specify Report Criteria page you can run the report 
with the existing pre-filled data, or enter additional data in any of the 
remaining fields, then run the device report.

– View Message Header  – Provides a hyperlink to the AML Header 
part of the CH message.

• View Device Output  – Provides a hyperlink to the Device Output 
(attachments) in the CH message.

Step 15 Perform one of the following options available on this page:

• Click one of the tabs  to go to that respective section of Smart Call Home.

• Click Device Report  to go to that page.

• Click Back to Report Results,  which returns you to the previous web 
page where you can click on a different message to get details on or perform 
a different task.

• Hostname  to link back to the Device Report > Specify Report Criteria 
page.

• View Message Header  to see the AML Header part of the CH message.

• View Device Output  to see the Device Output (attachments) in the CH 
message. 

Export the Call Home Report
Numerous pages on both Device Reports and Call Home History Reports have an 
Export Call Home Report function, which lets you export the report information 
on the current page to either an Excel or a PDF format.

Perform the following steps to export a report to either an Excel or PDF format:
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Step 1 Click the export option you want to use, Excel or PDF; the respective Excel or 
PDF option window appears.

Step 2 Click the option you want to use (Open, Save or Cancel), then click OK. 

One of three actions will occur:

• If you click Open, then the export is opened by the respective application. 

• If you click Save, then the export file is downloaded to the default download 
directory location of your web browser.

• If you click Cancel, then the export action is cancelled.
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