CHAPTER 2

Transport Gateway Installation /
Registration / Configuration

This chapter covers the following areas:
e Transport Gateway requirements.
e Security Considerations When Using a Transport Gateway.
» Installation process overview for the Transport Gateway.
* Download the Transport Gateway package.
« Install the Transport Gateway package for Windows.
e Uninstall the Transport Gateway for Windows.
e Install the Transport Gateway for Solaris.
¢ Uninstall the Transport Gateway for Solaris.
» Register and configure the Transport Gateway.

e Using the Call Home Mailbox.

Transport Gateway Requirements

The Transport Gateway is operational on the following operating systems:
e Solaris

¢ Windows: 2000, 2003, XP platforms
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The Transport Gateway will be installed on the workstation, which has access to
the Call Home mailbox, in the event that the user wants to use the Transport
Gateway to forward Call Home messages securely, using an SSL connection.

System Requirements for Solaris

The following are the system requirements for the Solaris platform:
e Operating System - Solaris 5.8 (5.8 or Higher is Recommended).
¢ CDE or Xterm (Display supported).
* Netscape Navigator 4.76 or later.

» Textedit or dtpad application for viewing log files from the User Interface of
Transport Gateway.

» Sun sparc Processor.
e PC or laptop with 512 MB of RAM (1 GB recommended).
e Hard disk: 60 MB + (15KB for every Call Home message).

* Broadband Internet connectivity for faster response to the Cisco servers
(recommended).

System Requirements for Windows

System Requirements for Windows for the Transport Gateway Smart Call Home
Connector:

e Operating System:
Windows 2000
Windows 2003
Windows XP platforms

— Pentium 4 or later (Pentium M recommended)
e PC or laptop with 512 MB of RAM (1 GB recommended).
¢ Hard disk: 60 MB + (15KB for every Call Home message).

¢ Broadband Internet connectivity for faster response to the Cisco servers
(recommended).
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Security Considerations When Using a Transport
Gateway

When going through a Transport Gateway follow the instructions listed below:

The SMTP protocol is not encrypted and hence the path between the Catalyst
switch and the Transport Gateway through the SMTP server must be located
in a secure zone. The network administrator must ensure that the path
between the Catalyst switch and the Transport Gateway is such that the
packets are not transported across networks where there is a possibility of the
packets being snooped and hence inadvertently provide access to proprietary
information.

Sensitive information in the switch configuration such as passwords and
SNMP Community strings are scrubbed before being sent over the wire as a
means of mitigating the risk of exposure.

We recommend that the Transport Gateway be installed on the secure internal
network, rather than off another segment on the firewall. In a typical
configuration, this setup will provide access to the Proxy server, the Email
server as well as to the Internet. This would be done without requiring
changes to the firewall configuration, as all communication will be initiated
by the Transport Gateway from the Internal network on the highest security
zone to other segments in lower security zones.

Any return communication will also pass through the firewall as the traffic
will be part of an existing session.

As part of Transport Gateway registration, the Transport Gateway sends a
registration request to the Cisco backend. The Cisco backend generates a
unique Transport Gateway ID and a password and sends these back to the
Transport Gateway in the response. This ID and Password are sent in any
request to the Cisco backend after the initial registration.

This communication is through HTTPS and using port 443; see Table 2-1 for
a list of the protocols and ports used between the source and destination
devices in this mode of communication.

For customers who need to proxy any traffic between their network and the
outside world, the Transport Gateway can communicate with a HTTPS proxy
server. The configuration windows in the Transport Gateway enables the
setting of the proxy server name and port number.
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Table 2-1 Protocols and Ports used with the Transport Gateway
Source Destination Protocol Port Purpose
Catalyst Customer Email | SMTP 25 Switch to send mail to the TG
Switch Server
Transport Customer Email | POP3/IMAP | 110/143 TG to pick up the mail from the
Gateway Server respectively Switch
and can be
changed by
the customer
Transport Cisco’sback-end | HTTPS 443 TG to send SCH messages to the
Gateway server back-end server without a proxy
server — Option 1
Transport Customer’s HTTPS Customer TG to send SCH messages to the
Gateway proxy server en Supplied back-end server using a proxy
route to Cisco’s server — Option 2
back-end server

Installation Process Overview for the Transport
Gateway

The Transport Gateway will be automatically registered on the Cisco backend
during installation. The following figure displays an overview of the Transport

Gateway installation and registration process.

(.

Download the Transport Gateway Package

To download the Transport Gateway package perform the following: tasks:

Download

Transport Select Proxy

Sattinne

_ |Register Trz

atan:

Install Transport ‘

" rEatoweaw narkano
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Step 1

Step 2

Note

Install the
Windows

Step 1

~

Note

Install the Transport Gateway Package for Windows ||

Cisco Transport Gateway package can be downloaded from the following URL
http://www.cisco.com/cgi-bin/tablebuild.pl/cisco-transport-gateway. Click the
previous link and the corresponding window opens. The customer needs to log in
to the web application where a link to the download location will be provided.

On the web application click the download link for the Cisco Transport Gateway
package to start downloading the package.

The user is not required to be registered in the Smart Call Home application for
downloading the Transport Gateway package.

Transport Gateway Package for

Install the Transport Gateway package, by continuing the following tasks:

Double-click on the downloaded the Transport Gateway executable; this starts the
Transport Gateway installation wizard.

InstaliShield Wizard

InstallShield® is preparing the InstallShield ‘Wizard, which
v will guide you through the rest of the process.
Please wait...

Preparing Jawva(tm) Wirtual Machine...

184176

A logo briefly appears which contains the Cisco Transport Gateway version and
release information, followed by a brief display of the initializing window, then
the Welcome window for the Installation Wizard appears.
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i
cisco

Cisco Transport Gateway

Yersion: 1.0
Release Date: December 28, 2006

2006 - 2009 Cisco Systems, Inc.

Cizco, Cizco Systems and Cisco Systems logo are registered trademarks
of Cizco Systems, Inc. andior its affilistes inthe LS. and certain other countires

Initializing...

184172

Cisco Transport Gateway - Installation Wizard

184177

computer.

To continue choose Mest.

Installation Wizard

Welcome to Cisco Transport Gateway

The Installation Wizard will install the Cisco Transport Gateway on your

e |

Cancel

184179
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Click Next to continue the install process; the Directory name location window

Cisco Transport Gateway - Installation Wizard

=)

_—_— =

-

Inzel =izl

- install to a different directory.

Click Mewxt to install "Cisco Transport Gatewsay" to this directary, or click Browse to

Directary Mame:

| ChPragram Files\Cisco Systems\Cisco Transport Gateway |

Browse...

[ = Back ] [ [Mext = ] [ Cancel ]

184180

Step 3

Either use the default location to install the Transport Gateway or select a

different location by clicking Browse and navigating to the new directory

location.

Step 4

When the correct directory location is specified in the Directory Name field, click

Next; the Transport Gateway is installed in the default or new specified directory
location and a summary information page appears

[ Version 2.0
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L Cisco Transport Gateway - Installation Wizard

Please read the summary infarmatian helow.

Cizco Transport Gateway will be installed in the following location:
CAProgram FilesiCisco SystemsiCisco Transport Gatewany

for a total size:
58 MB

Inzitll= izl

[ = Back ] L Install J [ Cancel

184131

Step 5  Review the information on the page and validate the following items:
¢ Installation directory location is correct.
e Storage requirement is acceptable.

Step 6  After verifying data, click Install; the installation progress window appears
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Cisco Transport Gateway - Progress

-

izl =i o]

Installing Cisco Transport Gateway. Please wait...

— % )

This might take 4 10 7 minutes approximately. Please wait while the
processis in progress...

~

Note  After the wizard completes the installation, a window appears that indicates the
installation is successfully completed.
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Cisco Transport Gateway - InstallShield Wizarnd

Cisco Transport Gateway
Cisco Transport Gateway package installation is over,

= Please dick Finish and do the following tasks to complete installation:
&43:\\\ {a) Proxy Sethings
Fﬁ ! (b Reqgister Transport Gateway
() Configure Cisco Transport Gateway
- : Mote:

Application Launching may take few minutes, Please wait..,

When the system detects that the Transport Gateway has not yet been registered

on the Cisco backend, the system requests the customer to complete the Transport
Gateway installation.

Step 7

Note  The customer can install an upgrade of the Transport Gateway over the current
version, without having to do any of the following tasks:
e Manually uninstall the current version.
* Re-configure the Transport Gateway.
e Re-register the Transport Gateway on the Cisco backend.
Step 8

Click Finish; a Cisco Transport Gateway window appears, with the Proxy
Settings tab selected.
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Uninstall the Transport Gateway for Windows

This section describes the process for uninstalling the Transport Gateway.
To uninstall the Transport Gateway application, perform the following steps:
@ Configure Cisco Transport Gateway

@ COpen ReadMe
@} Start Cisco Transport Gakeway service

ﬁ} Stop Cisco Transport Gateway service

AllPrograms B | B Cisco Transport Gateway b | € Uninstall Cisco Transpart Ga
74 start

Step1  On the Windows desktop click Start > All Programs > Cisco Transport
Gateway > Uninstall Cisco Transport Gateway; an informational window
containing the version and release data appears briefly, followed by the Cisco
Transport Gateway - Uninstallation Wizard.

184134

NIMIE
ci1sco

Cisco Transport Gateway

VYersion: 1.0
Release Date: December 28, 2006

2006 - 2009 Cizco Systems, Inc.
Cizco, Cizco Systems and Cisco Systems logo are registered trademarks
of Cizco Systems, Inc. andior its affiistes inthe LS. and certain other countires
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Cisco Transport Gateway - Uninstallation Wizard

Welcome to Cisco Transport Gateway

Uninstallation Wizard

The Uninstallation Wizard will uninstall the Cisco Transport Gateway from
your computer,

To continue choose Next,

| mew= || cancel |

Step2  Click Next; a prompt appears asking if you would like to keep the Transport
Gateway Registration in Smart Call Home, the default is Yes.

Cisco Transport Gateway Registration

Would you like to keep the Transport Gateway registration in Smart
Call Home?

184187

Step3  Click the option you want to use; clicking Yes keeps the Transport Gateway
registration before performing the uninstall. Clicking either option Yes or No
displays the summary information window which identifies the folder where the
Cisco Transport Gateway application was installed.
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Cisco Transport Gateway - Uninstallation Wizard

Please read the summary infarmation below.

Cizca Transport Gateway will be uninstalled fram the fallowing location:
CAProgram Files\Cisco Systems\Cisco Transpor Gateway

IrstallEtield

[ <Back || uninstan  |[  cancer |

Step 4  Ensure that the correct location is referenced and click Uninstall; a progress
window appears indicating what percentage of the uninstall process is completed,
and still remains

[ Version 2.0
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&% Cisco Transport Gateway - Progress

Uninstalling Cisco Transport Gateway...

This might take 4 to 7 minutes approximately, Please wait while the
processis in progress...

|riziezi =i nizd]e|

184189

Step 5  When the uninstall process has completed, an informational window opens and
indicates that the Cisco Transport Gateway was successfully uninstalled.
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& Cisco Transport Gateway - Progress

Uninstalling Cisco Transpon Gateway..

This might take 4 to ¥ minutes approximately. Please waitwhile the
Processisin progress...

184189

Step 6  Click Finish.

Install the Transport Gateway for Solaris

To install the Transport Gateway application on the machines running Solaris
operation System, a binary installer of the Transport Gateway for the Solaris
Sparc should be downloaded and executed for installation.

Modes of Installation

There are three modes of installation

1. GUI mode - It will have wizards which will guide user to the installation
process.

2. Console mode- The installation progress will be displayed on the console
(e.g. Xterm display supported).

Smart Call Home User Guide
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3. Silent mode — Installation will be performed in the background and no
wizards and progress information will be displayed during the process.

Installing the Transport Gateway Bundle in GUI mode

To install the Transport Gateway in GUI mode perform the following steps:

Step1  Download the installer to the Solaris machine in a binary mode.
Step2  Navigate to the directory that contains the installer.

Step 3 If necessary, change the installer file's permissions to make the binary executable
by typing from a command prompt:

$ chmod +x your_binary_executable
e.g., $ chmod 755 CSCOSchtg.install

Note  Be sure to replace your_binary_executable with the actual filename of the binary
that you downloaded.

Step4  The installation directory for the Transport Gateway would be ‘/opt/CSCOSchtg’.
Make sure, you have adequate space on your system for the installation.

Step 5 Launch the installer by typing from a command prompt:

$ ./your_binary_executable

Note  Again, be sure to replace your_binary_executable with the actual filename of the
binary that you downloaded.

The starting message is shown in the following figure.

Smart Call Home User Guide
m. Version 2.0 |




| Chapter2 Transport Gateway Installation / Registration / Configuration

Install the Transport Gateway for Solaris ||

-ioix

Initializing InstallShield Wizard........
Verifying JWH,
Launching InstallShield Mizard,.......

WELCOME

The Installation of the Cisco Transport Gateway might take 7 to 10 minutes for
conpletion, Please wait while the installation iz in progress,

reparing the installer,,.

184191

Step 6  The splash window appears for a few seconds and then the wizard shows a dialog
to indicate that it is preparing for the setup as shown in the figure.

i
cisco

Cisco Transport Gateway

version: 1.0
Release Date: December 28, 2006

2006 - 2009 Cizco Systems, Inc.
Cizco, Cizco Svstems and Cisco Systems logo are registered trademarks
of Cizco Systems, Inc. andior ts affilistes inthe U5, and certain ather countires
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Step7  The wizard displays a welcome window that provides the details of the
application that will be installed.
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Cisco Transpork Gateway - Installation Wizard

Welcome to Cisco Transport Gateway

Inztallation Wizard

The Installation Mizard will install the Cisco Transport Gateway an
your computer,

| To continue choose Next,

InstallShield

| | conce

184193

Step 8  Click Next; the installation wizard window appears.

Smart Call Home User Guide
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' Cisco Transport Gateway - Installation Wizard o ] |

Please read the summary information below,

Cizco Transport Gateway will be installed in the following location:

fopt/C5C05chty

for atotal size:
95,1 HE

InstallShield

< Back ‘ | Install | | Cancel

184194

Step 9  Click Install to start installing Cisco Transport Gateway onto your computer.

Step 10  Once the installation process is completed, you will get a confirmation message
informing that the installation was successful.

Step 11  After installation is done, Cisco Transport Gateway client application can be seen
in the location '/opt/CSCOSchtg'.

Smart Call Home User Guide
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‘X Cisco Transport Gateway - InstallShield Wizard

Cizco Tranzport Gateway

installation:

| {ak Proxy Settings

{b} Regizter Tranzport Gateway

{c) Configure Cizco Transport Gateway

Motes

Cizco Transport Gateway package installation iz over,

Please click Finizh and do the following tasks to complete

fpplication launching may take few minutes, Please wait. ..

InstallShield

184195

xterm window shows the start of the application.

® Hterm via TELMET)

11247201
111310-01
108773-13
1085321-16
108652-33
11200303

Admin Right= OK ...
Creating built in user,..
Creating built in group...
Inztalling bin,.,.
Installing resources,..
Installing lib,..
In=talling com, .,
Installing conf...
Launching service,,.
Please do the following tasks to complete installation,
{a} Proxy Settings
{b} Regizter Transport Gateway
{c} Configure Cisco Transport Gateway
Hote: Application launching may take few minutes, Please wait...

ash-2, 054 [

=101 ]

184196

Step 12 Click Finish to complete the installation process and launch the application; the

| Smart Call Home User Guide
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Step 13 After successful installation and launch of the Transport Gateway, the Transport

Gateway Application appears.

% Cisco Transport Gateway

NI

Cisco Transport Gatew
CIsSCo . W

[y Proxy Setlings
a Registration

Set Proxy Settings

Select Proxy Settings

Select the required prosy settings
& No proxy

C Use default proxy

" Enter HTTPS proxy server (IP address or hostname) and port nusber

IF address or hostname: |
Port Mumber: I
Proxy Authentication:
£ Log Status Prowy User Hane: |
T —— | aszword) I
@ stop Service B |

| I Close -

- m

[Cim Transport Gatewsy is not registered, ;l ox _EWE;%

To install the Transport Gateway bundle in Console mode

Step 1
Step 2
Step 3

Note

To install the Transport Gateway in Console mode, perform the following steps:

Download the installer to the Solaris machine in a binary mode.
Navigate to the directory that contains the installer.

If necessary, change the installer file's permissions to make the binary executable
by typing from a command prompt:

$ chmod +x your_binary_executable
e.g. $ chmod 755 CSCOSchtg.install

Be sure to replace your_binary_executable with the actual filename of the binary
that you downloaded.

[ Version 2.0
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Step 4

Step 5

Note

The installation directory for the Transport Gateway would be ‘/opt/CSCOSchtg’.
Make sure, you have adequate space on your system for the installation.

Launch the installer by typing from a command prompt:

$ ./your_binary_executable
e.g. $ ./CSCOSchtg.install -silent

Again, be sure to replace your_binary_executable with the actual filename of the
binary that you downloaded.

No intervention is required from the user, After Successful installation; the
Transport Gateway will automatically start the service and launches the UI.

W xterm via TELNET)

WELCOHME

The Installation of the Cizco Transport Cateway might take 7 to 10 minutes for
completion, Please wait while the installation iz in progress.,

Preparing the installer,..
0K: Checking JRE patches
WARMING: It is strongly recommended that you apply the following patches to your
system

108993-41

111023-02

112438-01

111308-05

109147-24

110924-10

110280-04

108983-02

10B02e-22

108987-13

108940-04

112396-02

111111-03

108714-07

112472-01

111310-01

108773-19

108921-18

108E52-38

112003-03

184195
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To install the Transport Gateway bundle in Silent mode:

Step 1
Step 2
Step 3

Note

Install the Transport Gateway for Solaris

12003-03
RE INSTALL SUMHARY:

izco Transport Gateway will be installed in the following location:

Sopt/CSC0Schtg

or a total sizej

35,1 ME
dmin Rights Ok ...
reating built in uszer,..
reating built in group,.,
nstalling bin,..
nstalling resources,,,
nstalling lib,..
nstalling com, ..
nstalling conf...
05T INSTALL SUMMARY:
he Cisco Transport Gateway package was successfully installed,
aunching service,,.
leaze do the following tasks to complete installation,
{a} Proxy Settings
(b} Regizter Transport Gateway
{z} Configure Cisco Transport Gateway
Mote: Application launching may take few minutes, Pleaze wait,,.

To install the Transport Gateway in Silent mode perform the following steps:

Download the installer to the Solaris machine in a binary mode.

Navigate to the directory that contains the installer.

184199

If necessary, change the installer file's permissions to make the binary executable

by typing from a command prompt:

$ chmod +x your_binary_executable
e.g. $ chmod 755 CSCOSchtg.install

Be sure to replace your_binary_executable with the actual filename of the binary

that you downloaded.

[ Version 2.0
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Step4  The installation directory for the Transport Gateway would be ‘/opt/CSCOSchtg’.
Make sure, you have adequate space on your system for the installation.

Step 5 Launch the installer by typing from a command prompt:

$ ./your_binary_executable -silent
e.g. $ ./CSCOSchtg.install -silent

Note  Again, be sure to replace your_binary_executable with the actual filename of the
binary that you downloaded.

Use CDE / Xterm (Display supported)
No intervention is required from the user, After Successful installation; the
Transport Gateway will automatically start the service and launches the UI.

Uninstall the Transport Gateway for Solaris

There are three modes of installation

1. GUI mode — It will have wizards which will guide user to the uninstallation
process.

2. Console mode —The uninstallation progress will be displayed on the console
(e.g. Xterm display supported).

3. Silent mode — Uninstallation will be performed in the background and no
wizards or progress information will be displayed during the process.

Uninstall the Transport Gateway Bundle in GUI mode

To uninstall the Transport Gateway in GUI mode perform the following steps:

Step1  The user can uninstall Cisco Transport Gateway client application by executing
the file '/opt/CSCOSchtg/_uninstTG/uninstaller.bin' in command line from the
root directory.

~

Note  The mode of Uninstallation will be automatically chosen by the uninstaller as
same as the Installation mode.

Smart Call Home User Guide
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Step 2 Navigate to the root (/) directory of the Solaris system.

Step3  Execute the command “/opt/CSCOSchtg/_uninstTG/uninstaller.bin” from the
command prompt, the following window opens.

® Cisco Transport Gateway - Uninstallation Wizard

Welcome to Cisco Transport Gateway

Uninstallation Wizard

The Uninstallation Wizard will uninztall the Cisco Transport
Gateway from your computer,

To continue chooze Mext.,

InztallShield

Hext > |‘ Cancel

184200

Step4  Click Next in the welcome window to continue. The user will be prompted with
the option to keep the Transport Gateway registration in Smart Call Home.

Smart Call Home User Guide
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Welcome to Cisco Transport Gateway

‘X Cisco Transport Gateway Registration

v | % |

Step 5 Click Yes to save the registration; the Uninstallation wizard shows the location of
installed path.

Smart Call Home User Guide
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Cisco Transport Gateway - Uninstallation Wizard

Cizco Transport Gateway will be uninstalled from the following
locationg

fopt/CSC0Schtg

184202

Step 6  Click Uninstall to uninstall the application; after a few minutes the uninstall
process is completed.

Smart Call Home User Guide
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Step 7
Step 8

"% Cisco Transport Gateway - InstallShield Wizard o ] 4|

Pleaze read the summary information below,

The Cizco Transport Gateway was successfully uninstalled,

InztallShield

Click Finish; this completes the install on the computer.

184203

The xterm window shows that the Transport Gateway was successfully
uninstalled.

=10l x|

Initializing MultiPlatform Application Launcher........
Launching InstallShield Mizard........

Preparing the uninstaller, Please wait..,

The Uninstallation of the Cisco Transport Gateway might take 3 to B minutes for comp
letion, FPlease wait while uninstallation is in progress,

Uninstallation is in progress,..
POST UN-INSTALL SUMMARY:

The Cisco Transport Gatewsy was successfully wninstalled.
bagh-2,06¢ I

154204

| Smart Call Home User Guide

Version 2.0 |



| Chapter2 Transport Gateway Installation / Registration / Configuration
Uninstall the Transport Gateway for Solaris ||

Uninstall the Transport Gateway bundle in Console mode

To uninstall the Transport Gateway in GUI mode perform the following steps:

Step1  The user can uninstall Cisco Transport Gateway client application by executing
the file '/opt/CSCOSchtg/_uninstTG/uninstaller.bin' in command line from the
root directory.

Note  The mode of Uninstallation will be automatically chosen by the uninstaller as
same as the Installation mode.

Step2 A pop up appears. “Would you like to keep the transport gateway registration in
Smart Call Home? Yes/No”, Select your choice; a window then shows the
progress of the uninstallation process.

Step3  The xterm window shows that the Transport Gateway was successfully

uninstalled.
R=IE

Initializing MultiPlatform Application Launcher........
Launching InstallShield Mizard........

PRE UN-IMSTALL SUMMARY:

Cizco Transport Gateway will be uninstalled from the following location:

Fopt/CSC0Schtg
Preparing the uninstaller, Pleaze wait,,..

The Uninstallation of the Cisco Transport Gateway might take 2 to B minutes for
completion, Please wait while uninstallation is in progress,

Uninstallation iz in progress,..
POST UN-INSTALL SUHMARY:

The Cizco Transport Gateway was successfully uninstalled,

+ 1

154205

Uninstall the Transport Gateway bundle in Silent mode

To uninstall the Transport Gateway in GUI mode perform the following steps:

Smart Call Home User Guide
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Step1  The user can uninstall Cisco Transport Gateway client application by executing
the file '/opt/CSCOSchtg/_uninstTG/uninstaller.bin - silent' in command line
from the root directory.

Note  The mode of Uninstallation will be automatically chosen by the uninstaller as
same as the Installation mode. No intervention is required from the user.

Register and Configure the Transport Gateway

To complete the installation of Transport Gateway package you need to:
e Launch the Cisco Transport Gateway Application.
* Select the Proxy Settings.
e Test Connection before Registration.
* Register the Transport Gateway.
e Configure the Transport Gateway Mailbox Settings.

~

Note  The Transport Gateway Registration is done after the Transport Gateway
Installation.

Other items that are covered in this section explain how to do the following:
» Reset the Transport Gateway Password.
¢ Using the Call Home Mailbox.
« Retrieving and Forwarding Call Home Messages from the Mailbox.
e Maintain Call Home Messages in the Mailbox.
e Notify the Customer When the Mail Store Reaches Limit.
e View and Zip the Log Status file.
» Stop the Transport Gateway Service.

e Close the Transport Gateway Application Window.

Smart Call Home User Guide
m. Version 2.0 |




| Chapter2 Transport Gateway Installation / Registration / Configuration
Register and Configure the Transport Gateway ||

Launch the Cisco Transport Gateway Application

The Cisco Transport Gateway application window appears in the following
scenarios:

e The Cisco Transport Gateway application automatically opens when the
Transport Gateway installation successfully completes.

» The Transport Gateway installation has been completed and the following is
done on one of the following environments:

— On the Windows desktop choose Start > All Programs > Cisco
Transport Gateway > Configure Cisco Transport Gateway.

ﬂl Configure Cisco Transport Gateway
@ Open ReadMe

@ Skart Cisco Transport Gakeway service
[Ej Skop Cisco Transport Gateway service

M@ Cisco Transport Gateway  » b Uninstall Cisco Transpart Gateway

All Programs ‘
72 start

— In Solaris there are two options:

154206

e Ifuser uses Xterm — User has to execute the command for Configure
Cisco Transport Gateway: “/opt/CSCOSchtg/tg/bin/configure.bin”.

o If user uses CDE: User can launch the configure Transport gateway
as in the following figures.

Smart Call Home User Guide
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Information

Management

Application M
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Any of the previous scenarios opens the Cisco Transport Gateway Application
window; this window lets you perform the following tasks:

e Specify the Proxy Settings (default area displayed).

e Test Connection before Registration, from the Transport Gateway to the
Cisco Backend.

¢ Register the Transport Gateway.

* Configure the Transport Gateway Mailbox Settings.
» Reset the Transport Gateway Password.

e Using the Call Home Mailbox.

e View and Zip the Log Status file.

e Stop the Transport Gateway Service.

¢ Close the Transport Gateway Application Window.

Specify the Proxy Settings

Set Proxy Settings is the default area displayed when the Cisco Transport
Gateway Application window opens. This area lets you specify if a proxy server
is being used by the Transport Gateway and if so, what the settings should be.

Smart Call Home User Guide
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This option is used when a customer installs a Transport Gateway package or
wants to modify the existing proxy settings. The customer can specify or change
the proxy settings to be used any time after the Transport Gateway has been
installed.

n_Adrmin

To access the different functions on the Cisco Transport Gateway Application
perform the following steps:

Step 1 Click the option that indicates the type proxy server that exists for the Call Home
environment:

e No proxy (default for Solaris).
» Use default proxy (default for Windows OS, not applicable for Solaris).

« Enter HTTPS proxy server (IP address or hostname) and port number.

Note  If the “Enter HTTPS proxy server ....” choice is selected, you must enter the
information for the two corresponding fields.

If the “Use default proxy” or the “Enter HTTPS proxy server ....” choice is
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selected, the proxy user name and password is needed only when proxy
authentication is required at the customer site.

If you are unsure what option needs to be selected, contact your IT dept. for
additional information.

Test Connection before Registration

Before Registering the Transport Gateway you need to ensure that you can
establish the two following connections to the:

* Internet
e Cisco Backend

The Test Connection function notifies you of the status of these two connections;
the following events occur during the Test Connection check:

» The customer triggers the connection test with the Cisco Backend.

» The Transport Gateway verifies if there is still a connection with the Cisco
Backend.

* The Cisco Backend sends a confirmation.

e The Transport Gateway displays a message indicating the successful
connection to the backend or an error message.

To test the connection to the Internet and the Cisco Backend perform the
following steps:

Step 1 On the Transport Gateway Application click Test Connection; a progress
window appears as the Transport Gateway tests the connection to the Internet and
Cisco Backend.

Testing the Connection &|

Connecting to Cisca...

184211
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Step 2 After the connection test a response message appears. Read the response message
to see if the Transport Gateway successfully established a connection to the Cisco
Backend.

Test Connection

@ The connection with the Cisco backend

has been established successfully.

154212

Step3  Click OK.

Step4  On the following figure, check the internet connection icon at the bottom right
corner of the window; you will see one of the following connection conditions:

+ Internet is disconnected icon, ®  will see this when the Transport Gateway

was not successful connecting to the internet.

« Internet is connected icon, ®  will see this when the Transport Gateway is

successfully connecting to the internet regardless of whether the Transport
Gateway was successful connecting to the Cisco Backend.

Note  Moving and holding your mouse over the Internet connection icon will show an
associated message that indicates whether the internet is connected or
disconnected.

Register the Transport Gateway

After the Transport Gateway package has been installed on the workstation, the
proxy settings have been specified, and the connections verified, the user can then
register the Transport Gateway. The application, in the following figure, has three
locations that indicate the registration status of the Transport Gateway; all show
an initial registration status of not registered:

+ Registration Status: field. ©

« The bottom left corner of the window. ©

« Anicon at the bottom right ® shows an unlocked lock. &
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Note  You must have an internet connection, and a successful connection to the Cisco
backend, in order to perform the registration process. Note also that the following
functions = are not enabled until the registration has been successfully
completed:

» Configuration

* Reset password

e Mail Box

184209

Step1  Click Registration; @ the Register Transport Gateway area appears. =
Step 2 Enter the following data in the Register Transport Gateway fields:

*  Your Cisco.com user id and password (required), only when registering the
Transport Gateway; after Transport Gateway registration the Transport
Gateway ID and Transport Gateway password will be used.

e Transport Gateway name (required).

» Transport Gateway description (optional).

[ Version 2.0
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Step3  Click Apply; © a progress window for Registering Transport Gateway appears.

Registering Transport Gateway ['S__<|

154214

Registering with Cisco Backend in progress...

Note  After the registration is completed a Registration window appears to indicate
whether the registration failed or was successful.

Registration

The Transport Gateway registration failed.
0 Please contact Smart Call Home support { i Your Transport Gateway CompanyTW3 with 1D SC492
in case the problem persists. has been registered successfully,
o
g
oo

If the registration is successful, the registration icon changes from an unlocked
icon to a locked icon.

The previously inactive functions = have become enabled.

Configure the Transport Gateway Mailbox Settings

The configuration of the Transport Gateway, for the Call Home Mailbox, is done
after the Transport Gateway has been registered. You can tell if the Transport
Gateway is configured by looking in the status area. If the Transport Gateway is
not configured you will see the following information in the status area:

¢ A message stating “Cisco Transport Gateway is not configured”.

+ The configuration icon will have an X over it. ®

Perform the following steps to configure the Transport Gateway for the Call Home
Mailbox:
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Step 2

Y

Note
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&% Cisco Transport Gateway

aliali Cisco Transport Gateway
cisco
E’ _El Gy B Configure Transport Gateway for Call Home Mailbox
o ] I
B Registration | Transport Gateway Configuration for Call Home Mailbox I
- i Mail Server Type: lPoP3 v/
152 Configuration | il : : I
Mail Server Hostname Or IP Address: || |
1
%} Test Connection Account Name: I
2 : I
@ Reset Password Re==had : : |
= Mail Server Port Number: 110 | I
[y 110 Send Call Home Messages: I
[9 Log Status 1 Mail Store Size (in MB): I
= MNotify Email Address: I
” : ]
30 Stop Service I
Qetrsems |
[* close | I
P ———— — R ——— )
Cisco Transport Gateway is not configured. 0% | [F' B {B_ E

On the Cisco Transport Gateway Application click Configuration; the Configure
Transport Gateway for Call Home Mailbox area ** appears.

The figure previous shows the default settings for the Configuration function.

Specify the settings you want in the designated Transport Gateway configuration
fields, @ (see the following figure for an example setting):

e Mail Server Type — Options are POP3 or IMAP.

e Mail Server Hostname or IP Address — Specify the Hostname or IP address
of the mail server; the mail server needs to be either a POP3 or IMAP format.
The Transport Gateway will pick up the Call Home messages from the
specified mail server.

It is recommended that you have a dedicated email server that receives only Call
Home messages; otherwise the email server may get slowed down processing
non-Smart Call Home Messages.

[ Version 2.0
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* Account Name — The email id used to access the email on the mail server.
« Password — The password for the email id for that account.

¢ Mail Server Port Number — If different from the default value (i.e. 110),
then change it to the proper value.

* Send Call Home Messages — Need to check this check box to allow Call
Home messages to be forwarded to the Cisco backend.

» Mail Store Size (in MB) — Indicates if the customer needs to be notified when
the mail store size reaches the storage size specified in the associated field.

* Notify Email Address — Is the email address that receives the notification
when the mail storage exceeds the limit specified in the previous field.

Configure Transport Gateway for Call Home Mailbox @

— e mm e o Em e e e e e Em o e Em = e = =y

Transport Gatewray Configuration for Call Home Mailbox I
Mail Server Type: |POP3 V| 1
Mail Server Hostname Or IP Address: | email.cisco.com | |
Account Mame: | skeeler | :
Password: e ¥
Mail Server Port Number: | 110 | |
Send Call Home Messages: :
Mail 5tore Size (in MBJ: | 1 | 1
Matify Email Address: | skeelerf@cisca.com | |

Save

Step 3 Click Save; this displays an informational window that indicates the application
is connecting to the mail server.

184217

Transport Gateway Configuration

4218

Checking the Connection with Mail server...
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>
Note  After connecting to the mail server the Transport Gateway Application displays a

message indicating that the settings have been stored and will be effective starting
with the next Call Home message.

Transport Gateway Configuration

@ The Configuration settings for this Transport Gateway have been stored and
will be effective from the next Call Home message onwards,

184219

Reset the Transport Gateway Password

To reset the Transport Gateway password that is used to forward Call Home
messages to the Cisco Backend perform the following step:

Step1  Onthe Transport Gateway Application click Reset Password; the system displays
a message indicating that the password was reset successfully and will be
automatically used by the Transport Gateway to contact the Cisco Backend.

Note  If an error occurs the system logs the date, time and error then displays one of the
following error messages:

* A connection could not be established to the Cisco Backend.

e An error occurred on the Cisco Backend and the password could not be reset.

Using the Call Home Mailbox

This section explains how the Transport Gateway maintains the Call Home
messages, in the Transport Gateway mail store (mailbox), using the following
functions:

» Retrieves and Forward Call Home messages from the mailbox.
¢ Maintain (send or delete) Call Home messages in the mailbox.

* Notify the Customer When the Mail Store Reaches Limit.

Smart Call Home User Guide
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Retrieving and Forwarding Call Home Messages from the Mailbox

Note

The Transport Gateway automatically retrieves Call Home messages from the
mailbox and these messages are forwarded either automatically, or can be sent
manually, to the Cisco Backend.

The following information describes the process the Transport Gateway uses to
retrieve Call Home messages from the mailbox:

Device(s) send generated Call Home messages to a mailbox to which the
Transport Gateway connects to retrieve the Call Home messages.

The Transport Gateway checks at regular intervals to see if any Call Home
messages have arrived in the mailbox.

New messages are retrieved from the mailbox and stored in the Transport
Gateway mail store and deleted from the mailbox.

When the Transport Gateway cannot connect to the mailbox, an error is logged
indicating the date/time, event and reason of the error. The Transport Gateway
will try to connect to the mailbox every minute, until the connection is back up.

In order for the Transport Gateway to forward the Call Home messages to the
Cisco Backend the following pre-requisites need to be accomplished:

Transport Gateway is registered to the Cisco Backend.
Transport Gateway has been successfully configured.

The user checks the Send Call Home Messages check box in the
configuration window.

Transport Gateway has a connection to the Cisco Backend.

Transport Gateway will forward Call Home messages to the backend without user
interaction if the four previous pre-requisites are met. The Transport Gateway will
log the action for each Call Home message in the log.

If for some reason the Transport Gateway is not able to send messages to the
backend, the Transport Gateway will continue trying to send them for a specific
period of time (3 hours). After this time if they still can not be sent to the backend
the Call Home messages will become available in the Transport Gateway mail
store; accessible via the Mailbox button in the Transport Gateway. The user can
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manually send the messages to the backend or can delete them from the mail store,
without sending the messages to the backend. Messages older than 2 days, which
are not sent to the backend, will be deleted automatically.

Maintain Call Home Messages in the Mailbox

The Transport Gateway allows you to view the Call Home messages that are
available to be sent to the Cisco Backend. This list contains Call Home messages
that have been received in the mailbox more than 3 hours ago and less than 2 days
ago, and have not yet been successfully sent to the Cisco Backend.

Each Call Home message contains the following information:
e Subject
¢ Date/time the message was received
The customer can do the following with the Call Home messages:
¢ Manually send one or more Call Home messages to the Cisco Backend.

« Delete one or more of the messages, to prevent them from being sent to the
Cisco backend.

To manually send or delete Call Home messages listed in the mailbox perform the
following steps:
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&% Cisco Transport Gateway

Iéllislll:lol' Cisco Tra_ns-po-rtfa:e\:a: g

@ Proxy Settings Maintain Call Home Mailbox

Maintain Call Home Message Mail Box

a Registration Hote: The automated sending of Call Home messages to the Cisco backend

= iz switched ON,
= Configuration - - T -
u |E| Subject Received |

%} Test Connection

|
I
|
|
|
@ Reset Password L
I
|
|
I
|
|
|

E% Mail Box |
Eé Log Status

@ Stop Service | |
.

- -
Cisco Transport Gateway is configured. 0% |§ |a |5

Step1  On the Transport Gateway Application click the Mailbox button, the Maintain
Call Home Mailbox area appears. ™

184220

Note  If no Call Home messages are available in the mailbox the system displays the
following informational message

Maintain, Call Home Mail Box

e There are no Call Home messages waiting
to be sent to the Cisco backend.

18421
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Step 2

Note

Step 3

Note
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Maintain Call Home Message Mailbox

Mote: The automated sending of Call Home messages to the Cisco backend is switched ON,

(T Isubject Received
| I |Systern Notification from test-5500 - Test: Test - 200606140500 21/06/2006 14.05:10
| I |Systern Notification from test-5500 - Inventory: Full - 200606140304 21/06/2006 14:.03:14

?System Notification from test-6500 - GOLD Diagnostic:Major - 20060621140302 :21!05!2005 14:.03:12
| I [System Notification from test-5500 - GOLD Diagnostic:Major - 20060621140222  [21/06/2006 140232

Delete | Sendl

If messages are listed in the mailbox then select the message(s) you want to either
send to the Cisco Backend or delete from the mailbox.

184222

To select all the files at once, check the check box to the left of the Subject column
header. =’
If you double-click on a specific subject, the system displays the message content.

Perform one of the following tasks:
e Click Send to send the selected messages to the Cisco Backend.

e Click Delete to delete the selected messages from the Transport Gateway
mailbox.

Messages that have been received by the Transport Gateway for more than 2 days
and could not be sent to the Cisco Backend will be automatically deleted by the
Transport Gateway.

» For each Call Home message that is deleted, the Transport Gateway logs the
action that was executed.

Notify the Customer When the Mail Store Reaches Limit

During configuration the customer has the option to specify a mail store size to
indicate at what storage size they wanted to be notified when the Transport
Gateway mail store is becoming full.

[ Version 2.0
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Note  You can see what percentage of the mail store size is being utilized and therefore
also available by looking at the icon at the bottom-right corner of the application
window that contains the percentage value. The value indicates what percentage
of the mail store is currently being used.

The configuration also has a corresponding option to specify a notification email
address that the system uses to send an email notification when the mail store is
reaching its size limit. When the mail store is reaching its size limit an email
notification will be sent to the email address specified in the Notify Email Address
field.

View and Zip the Log Status file

To view or zip the Log Status file perform the following steps:

&b Cisco Transport Gateway

NI
cisco

oo s | Pkl

T
[B ewmwien |
[T — S

StatusOfTG.log. 2007-04

Cisco Transport Gateway

%} Test Connection

@ Reset Password
E% Mail Box
Logstatus (T) |

@ Stop Service
EL“ Close |

Cisco Transport Gateway is configured.

184224
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Step1  On the Transport Gateway Application click Log Status, ©® the Log Status area
appears. -

Step2  Select the status log you want to work with, and then click one of the following
functions.

Step3  Click View @ to view the status log file; the StatusOfTG file opens with the
status information displayed.

B StatusOfTG - Notepad

29 Jan 2007 07:17] - Cisco Transport Gateway service starts! -

29 Jan 2007 07:18] - creating AN CONNECTOr......

29 lan 2007 07:18] - confi?ured Mailserver Type: pop3

29 Jan 2007 07:19] - starting/Restarting Message age ‘rr‘ackin? service

29 Jan 2007 07:19] =~ starting/Restarting Email receiver service

29 Jan 2007 07:19] - starting/Restarting Message Dispatcher service

29 Jan 2007 09:17] - The Cisco Transporf Gateway service is going to stop.

29 Jan 2007 09:17] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 09:17] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 09:17] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 09:18] - Cisco Transport Gateway service starts!

29 Jan 2007 09:19] - creating AN CONNECTOr......

29 Jan 2007 09:19] - Configured Mmailserver Type: pop3

29 Jan 2007 09:19] - starting/Restarting Message age ‘rr‘ackin? service

29 Jan 2007 09:19] - starting/Restarting Email receiver service

29 Jan 2007 09:19] - starting/Restarting Hessage Dispatcher service

29 Jan 2007 09:43 - Unable fo read the body of the mail, the Message content is not of expected type

29 Jan 2007 10:29] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 10:30] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 10:30] - The Cisco Transport Gateway service is going to stop.

29 Jan 2007 10:31] - Cisco Transport Gateway service starts!

29 3an 2007 10:32] - creating AN CONNECTOr......

29 Jan 2007 10:32] - confi?ured Mailserver Type: pop3

29 Jan 2007 10:32] - starting/Restarting Message age Tracking service

29 Jan 2007 10:32] - starting/Restarting Email receiver service

29 Jan 2007 10:32] - startipg/Restarting Message Dispatcher service

29 Jan 2007 13:36] - A problem occured while testing the WTTP connection. -
XisFault

faultcode: {http://uml.apache.org/axis/IHTTP w a
< > w©

Step4  Click Zip; © a Save window appears with a filename for the log status zip file.

Smart Call Home User Guide
[ Version 2.0 .m




Chapter 2 Transport Gateway Installation / Registration / Configuration |
| Register and Configure the Transport Gateway

b Save
Save in! |-- Local Disk (C:) i
‘: 5 _restore =3 logZipFileName_22012007144910
. 1) AutoNotify-UserGuide :-Q logZipFileName_29012007150745
My Recent I) Cisco_Mentor_Files Q logZipFileName_29012007151552

Documents |/ ciscoGuides

— 1) Default
B | Documents and Settings

Desktop |2 Flash Drive files

i I fonts
’-/‘ ) icons
£ InR_UG
My - 1T
Documents 2 IT_Logs

: 1) JUNK
i! |2) Program Files
My Compute ) PSFONTS
SKEELER-WXF ) TEMP
I WINDOWS

.é o File name: [ logZipFileName_29012007151650.zip| ] e
My Netwo > 2 =
focs " ries ooz ries

Note In the filename, the eight digits after the underscore are the current date (i.e.
29012007 has the day 29, the month 01, and the year 2007). The remaining
numbers change as you create successive zip files, so the filename will be unique
each time.

Step 5 You can change the zip filename or location or accept the original filename and
location.

Step 6  When you have the filename and location you want, click Save; a progress
window appears.

Zipping the Log Files f'5__<|

Zipping of selected Log files is in progress....

154227
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Note  When the file is finished being zipped an informational window appears. The
informational window lets you know if the zipping of the log file was successful
along with the name and location of the zip file.

Zipping the Log Files

The Log files have been zipped successtully to
the File

CilogZipFileMame_29012007151650.zip

184228

Step7  Click OK.

Stop the Transport Gateway Service

The Stop Service function closes the Transport Gateway Application window and
then stops the Transport Gateway service. To stop the Transport Gateway service,
perform the following steps:

Step1  Onthe Transport Gateway Application click Stop Service; % Service a Stop
Service prompt window opens.

Stop Service

@ You selected to stop the service. Do you wish to continue?

Ves

184230

Step2  If you want to continue stopping the Transport Gateway service click Yes,
otherwise click No to have the Transport Gateway service staying operational.
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Close the Transport Gateway Application Window

The Close function closes the Transport Gateway Application window but does
not stop the Transport Gateway service. To close the Transport Gateway
Application window, perform the following steps:

Step1  On the Transport Gateway Application click Close; the Transport Gateway
Application window closes but the Transport Gateway service is still operational.

Note  For information on how to start the Transport Gateway Application again, see
Launch the Cisco Transport Gateway Application.
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