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Authentication in Fabric Manager

Fabric Manager contains interdependent software components that communicate with the switches in 
your fabric. These components use varying methods to authenticate to other components and switches. 
This chapter describes these authentication steps and the best practices for setting up your fabric and 
components for authentication.

This chapter contains the following sections:

• Fabric Manager Authentication Overview, page 4-1

• Best Practices for Discovering a Fabric, page 4-3

• Performance Manager Authentication, page 4-4

• Fabric Manager Web Server Authentication, page 4-5

Fabric Manager Authentication Overview
Fabric Manager contains multiple components that interact to manage a fabric. 

These components include:

• Fabric Manager Client

• Fabric Manager Server

• Performance Manager

• Interconnected fabric of Cisco MDS 9000 switches and storage devices

• AAA server (optional)

Figure 4-1 shows an example configuration for these components.
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Figure 4-1 Fabric Manager Authentication Example

Administrators launch Fabric Manager Client and select the seed switch that is used to discover the 
fabric. The user name and password used are passed to Fabric Manager Server and used to authenticate 
to the seed switch. If this user name and password are not a recognized SNMP user name and password, 
either Fabric Manager Client or Fabric Manager Server opens a CLI session to the switch (SSH or Telnet) 
and retries the user name/password pair. If the user name and password are recognized by the switch in 
either the local switch authentication database or through a remote AAA server, then the switch creates 
a temporary SNMP user name that is used by Fabric Manager Client and server.

Note You may encounter a delay in authentication if you use a remote AAA server to authenticate Fabric 
Manager or Device Manager.

Note You must allow CLI sessions to pass through any firewall that exists between Fabric Manager Client and 
Fabric Manager Server. See the “Running Fabric Manager Behind a Firewall” section on page 2-38.

Note We recommend that you use the same password for the SNMPv3 user name authentication and privacy 
passwords as well as the matching CLI user name and password.
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Best Practices for Discovering a Fabric
Fabric Manager Server monitors multiple physical fabrics under the same user interface. This facilitates 
managing redundant fabrics. A licensed Fabric Manager Server maintains up-to-date discovery 
information on all configured fabrics so device status and interconnections are immediately available 
when you launch Fabric Manager Client.

Caution If the Fabric Manager Server’s CPU usage exceeds 50 percent, it is recommended that you switch to a 
higher CPU-class system. For more information on recommended hardware, see the “Before You Install” 
section on page 2-18.

We recommend you use these best practices for discovering your network and setting up Performance 
Manager. This ensures that Fabric Manager Server has a complete view of the fabric. Subsequent Fabric 
Manager Client sessions can filter this complete view based on the privileges of the client logging in. 
For example, if you have multiple VSANs in your fabric and you create users that are limited to a subset 
of these VSANs, you want to initiate a fabric discovery through Fabric Manager Server using a network 
administrator or network operator role so that Fabric Manager Server has a view of all the VSANs in the 
fabric. When a VSAN-limited user launches Fabric Manager Client, that user sees only the VSANs they 
are allowed to manage.

Note Fabric Manager Server should always monitor fabrics using a local switch account, do not use a AAA 
(RADIUS or TACACS+) server. You can use a AAA user account to log into the clients to provision 
fabric services. For more information on Fabric Manager Server fabric monitoring, see the “Managing 
a Fabric Manager Server Fabric” section on page 3-3.

Setting Up Discovery for a Fabric 
To ensure that Fabric Manager Server discovers your complete fabric, follow these steps:

Step 1 Create a special Fabric Manager administrative user name in each switch on your fabric with network 
administrator or network operator roles. Or, create a special Fabric Manager administrative user name 
in your AAA server and set every switch in your fabric to use this AAA server for authentication.

Step 2 Verify that the roles used by this Fabric Manager administrative user name are the same on all switches 
in the fabric and that this role has access to all VSANs.

Step 3 Launch Fabric Manager Client using the Fabric Manager administrative user. This ensures that your 
fabric discovery includes all VSANs.

Step 4 Set Fabric Manager Server to continuously monitor the fabric. 

See the “Managing a Fabric Manager Server Fabric” section on page 3-3.

Step 5 Repeat Step 4 for each fabric that you want to manage through Fabric Manager Server.

.
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Performance Manager Authentication
Performance Manager uses the user name and password information stored in the Fabric Manager Server 
database. If this information changes on the switches in your fabric while Performance Manager is 
running, you need to update the Fabric Manager Server database and restart Performance Manager. 
Updating the Fabric Manager Server database requires removing the fabric from Fabric Manager Server 
and rediscovering the fabric.

To update the user name and password information used by Performance Manager, follow these steps:

Step 1 Click Server > Admin in Fabric Manager.

You see the Control Panel dialog box with the Fabrics tab open (see Figure 4-2).

Figure 4-2 Fabrics Tab in Control Panel Dialog Box

Step 2 Click the fabrics that have updated user name and password information.

Step 3 Click Remove to remove these fabrics from Fabric Manager Server.

Step 4 Choose File > Open Fabric. 

You see the Control Panel dialog box shown in Figure 4-3.

Figure 4-3 Control Panel Dialog Box

Step 5 Enter the appropriate user name and password to rediscover the fabric and check the check box(es) next 
to the fabric(s) you want to open in the Select column.

Step 6 Click Open to rediscover the fabric. Fabric Manager Server updates its user name and password 
information.

Step 7 Repeat Step 4 through Step 6 for any fabric that you need to rediscover.
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Step 8 Choose Performance > Collector > Restart to restart Performance Manager and use the new user name 
and password.

Fabric Manager Web Server Authentication
Fabric Manager Web Server does not communicate directly with any switches in the fabric. Fabric 
Manager Web Server uses its own user name and password combination that is either stored locally or 
stored remotely on an AAA server.

We recommend that you use a RADIUS or TACACS+ server to authenticate users in Fabric Manager 
Web Server.

To configure Fabric Manager Web Server to use RADIUS authentication, follow these steps:

Step 1 Launch Fabric Manager Web Server. 

See the “Launching Fabric Manager Web Server” section on page 7-7.

Step 2 Click the Admin tab > Web Users to update the authentication used by Fabric Manager Web Server.

Step 3 Click AAA. 

Step 4 Set the authenticationmode attribute to radius.

Step 5 Set the RADIUS server name, shared secret, authentication method, and ports used for up to three 
RADIUS servers.

Step 6 Click Modify to save this information.

To configure Fabric Manager Web Server to use TACACS+ authentication, follow these steps:

Step 1 Launch Fabric Manager Web Server. 

See the “Launching Fabric Manager Web Server” section on page 7-7.

Step 2 Click Admin > Web Users to update the authentication used by Fabric Manager Web Server.

Step 3 Click AAA. 

Step 4 Set the authenticationmode attribute to tacacs.

Step 5 Set the TACACS+ server name, shared secret, authentication method, and port used for up to three 
TACACS+ servers.

Step 6 Click Modify to save this information.
4-5
Cisco MDS 9000 Family Fabric Manager Configuration Guide

OL-8007-10, Cisco MDS SAN-OS Release 3.x



Send  documenta t ion  comments  to  mdsfeedback -doc@c i sco .com

Chapter 4      Authentication in Fabric Manager
Fabric Manager Web Server Authentication
4-6
Cisco MDS 9000 Family Fabric Manager Configuration Guide

OL-8007-10, Cisco MDS SAN-OS Release 3.x


	Authentication in Fabric Manager
	Fabric Manager Authentication Overview
	Best Practices for Discovering a Fabric
	Setting Up Discovery for a Fabric

	Performance Manager Authentication
	Fabric Manager Web Server Authentication



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


