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Configuring Certificate Authorities and Digital
Certificates

Public Key Infrastructure (PKI) support provides the means for the Cisco MDS 9000 Family switches to
obtain and use digital certificates for secure communication in the network. PKI support provides
manageability and scalability for IPsec/IKE and SSH.

This chapter includes the following sections:

About CAs and Digital Certificates, page 34-1
Configuring CAs and Digital Certificates, page 34-6
Example Configurations, page 34-17

Maximum Limits, page 34-36

Default Settings, page 34-37

About CAs and Digital Certificates

This section provides information about certificate authorities (CAs) and digital certificates, and
includes the following topics:

Purpose of CAs and Digital Certificates, page 34-2

Trust Model, Trust Points, and Identity CAs, page 34-2

RSA Key-Pairs and Identity Certificates, page 34-2

Multiple Trusted CA Support, page 34-3

PKI Enrollment Support, page 34-4

Manual Enrollment Using Cut-and-Paste Method, page 34-4
Multiple RSA Key-Pair and Identity CA Support, page 34-4
Peer Certificate Verification, page 34-5

CRL Downloading, Caching, and Checking Support, page 34-5
OCSP Support, page 34-5

Import and Export Support for Certificates and Associated Key Pairs, page 34-5
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Purpose of CAs and Digital Certificates

CAs manage certificate requests and issue certificates to participating entities such as hosts, network
devices, or users. The CAs provide centralized key management for the participating entities.

Digital signatures, based on public key cryptography, digitally authenticate devices and individual users.
In public key cryptography, such as the RSA encryption system, each device or user has a key-pair
containing both a private key and a public key. The private key is kept secret and is known only to the
owning device or user only. However, the public key is known to everybody. The keys act as
complements. Anything encrypted with one of the keys can be decrypted with the other. A signature is
formed when data is encrypted with a sender’s private key. The receiver verifies the signature by
decrypting the message with the sender’s public key. This process relies on the receiver having a copy
of the sender’s public key and knowing with a high degree of certainty that it really does belong to the
sender and not to someone pretending to be the sender.

Digital certificates link the digital signature to the sender. A digital certificate contains information to
identify a user or device, such as the name, serial number, company, department, or IP address. It also
contains a copy of the entity’s public key. The certificate is itself signed by a CA, a third party that is
explicitly trusted by the receiver to validate identities and to create digital certificates.

To validate the signature of the CA, the receiver must first know the CA’s public key. Normally this
process is handled out-of-band or through an operation done at installation. For instance, most web
browsers are configured with the public keys of several CAs by default. The Internet Key Exchange
(IKE), an essential component of IPsec, can use digital signatures to scalably authenticate peer devices
before setting up security associations.

Trust Model, Trust Points, and Identity CAs

The trust model used in PKI support is hierarchical with multiple configurable trusted CAs. Each
participating entity is configured with a list of CAs to be trusted so that the peer’s certificate obtained
during the security protocol exchanges can be verified, provided it has been issued by one of the locally
trusted CAs. To accomplish this, CA’s self signed root certificate (or certificate chain for a subordinate
CA) is locally stored. The process of securely obtaining a trusted CA’s root certificate (or the entire chain
in the case of a subordinate CA) and storing it locally is called CA authentication and is a mandatory
step in trusting a CA.

The information about a trusted CA that is locally configured is called the trust point and the CA itself
is called a trust point CA. This information consists of CA certificate (or certificate chain in case of a
subordinate CA) and the certificate revocation checking information.

The MDS switch can also enroll with a trust point to obtain an identity certificate (for example, for
IPsec/IKE). This trust point is called an identity CA.

RSA Key-Pairs and Identity Certificates

You can generate one or more RSA key-pairs and associate each RSA key-pair with a trust point CA
where the MDS switch intends to enroll to obtain an identity certificate. The MDS switch needs only one
identity per CA, which consists of one key-pair and one identity certificate per CA.

Cisco MDS SAN-OS allows you to generate RSA key-pairs with a configurable key size (or modulus).
The default key size is 512. You can also configure an RSA key-pair label. The default key label is the
switch fully qualified domain name (FQDN).
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The following list summarizes the relationship between trust points, RSA key-pairs, and identity
certificates:

A trust point corresponds to a specific CA that the MDS switch trusts for peer certificate verification
for any application (such as IKE or SSH).

An MDS switch can have many trust points and all applications on the switch can trust a peer
certificate issued by any of the trust point CAs.

A trust point is not restricted to a specific application.

An MDS switch enrolls with the CA corresponding to the trust point to obtain an identity certificate.
You can enroll your switch with multiple trust points thereby obtaining a separate identity certificate
from each trust point. The identity certificates are used by applications depending upon the purposes
specified in the certificate by the issuing CA. The purpose of a certificate is stored in the certificate
as certificate extensions.

When enrolling with a trust point, you must specify an RSA key-pair to be certified. This key-pair
must be generated and associated to the trust point before generating the enrollment request. The
association between the trust point, key-pair, and identity certificate is valid until it is explicitly
removed by deleting the certificate, key-pair, or trust point.

The subject name in the identity certificate is the fully qualified domain name for the MDS switch.

You can generate one or more RSA key-pairs on a switch and each can be associated to one or more
trust points. But no more than one key-pair can be associated to a trust point, which means only one
identity certificate is allowed from a CA.

If multiple identity certificates (each from a distinct CA) have been obtained, the certificate that an
application selects to use in a security protocol exchange with a peer is application specific (see the
“IPsec Digital Certificate Support” section on page 35-7 and the “SSH Authentication Using Digital
Certificates” section on page 39-18).

You do not need to designate one or more trust points for an application. Any application can use
any certificate issued by any trust point as long as the certificate purpose satisfies the application
requirements.

You do not need more than one identity certificate from a trust point or more than one key-pair to
be associated to a trust point. A CA certifies a given identity (name) only once and does not issue
multiple certificates with the same subject name. If you need more than one identity certificate for
a CA, then define another trust point for the same CA, associate another key-pair to it, and have it
certified, provided CA allows multiple certificates with the same subject name.

Multiple Trusted CA Support

An MDS switch can be configured to trust multiple CAs by configuring multiple trust points and
associating each with a distinct CA. With multiple trusted CAs, you do not have to enroll a switch with
the specific CA that issued a certificate to a peer. Instead, you configure the switch with multiple trusted
CAs that the peer trusts. A switch can then use a configured trusted CA to verify certificates offered by
a peer that were not issued by the same CA defined in the identity of the switch.

Configuring multiple trusted CAs allows two or more switches enrolled under different domains
(different CAs) to verify the identity of each other when using IKE to set up IPsec tunnels.
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PKI Enroliment Support

Enrollment is the process of obtaining an identity certificate for the switch that is used for applications
like IPsec/IKE or SSH. It occurs between the switch requesting the certificate and the certificate
authority.

The PKI enrollment process for a switch involves the following steps:
1. Generate an RSA private and public key-pair on the switch.
2. Generate a certificate request in standard format and forward it to the CA.

3. Manual intervention at the CA server by the CA administrator may be required to approve the
enrollment request, when it is received by the CA.

4. Receive the issued certificate back from the CA, signed with the CA’s private key.

5. Write the certificate into a nonvolatile storage area on the switch (bootflash).

Manual Enroliment Using Cut-and-Paste Method

Cisco MDS SAN-OS supports certificate retrieval and enrollment using a manual cut-and-paste method.
Cut-and-paste enrollment literally means you must cut and paste the certificate requests and resulting
certificates between the switch and the CA, as follows:

1. Create an enrollment certificate request, which is displayed in base64-encoded text form.

2. Cut and paste the encoded certificate request text in an e-mail message or in a web form and send it
to the CA.

3. Receive the issued certificate (in base64-encoded text form) from the CA in an e-mail message or
in a web browser download.

4. Cut and paste the issued certificate to the switch using the certificate import facility.

~

Note  Fabric Manager does not support cut and paste. Instead, it allows the enrollment request (certificate
signing request) to be saved in a file to be sent manually to the CA.

Multiple RSA Key-Pair and Identity CA Support

Multiple identity CA support enables the switch to enroll with more than one trust point. This results in
multiple identity certificates; each from a distinct CA. This allows the switch to participate in IPsec and
other applications with many peers using certificates issued by appropriate CAs that are acceptable to
those peers.

The multiple RSA key-pair support feature allows the switch to maintain a distinct key pair for each CA
with which it is enrolled. Thus, it can match policy requirements for each CA without conflicting the
requirements specified by the other CAs, such as key length. The switch can generate multiple RSA
key-pairs and associate each key-pair with a distinct trust point. Thereafter, when enrolling with a trust
point, the associated key-pair is used to construct the certificate request.
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Peer Certificate Verification

The PKI support on an MDS switch provides the means to verify peer certificates. The switch verifies
certificates presented by peers during security exchanges pertaining to applications, such as IPsec/IKE
and SSH. The applications verify the validity of the peer certificates presented to them. The peer
certificate verification process involves the following steps:

e Verifies that the peer certificate is issued by one of the locally trusted CAs.
e Verifies that the peer certificate is valid (not expired) with respect to current time.
e Verifies that the peer certificate is not yet revoked by the issuing CA.

For revocation checking, two methods are supported: certificate revocation list (CRL) and Online
Certificate Status Protocol (OCSP). A trust point uses one or both of these methods to verify that the
peer certificate has not been revoked.

CRL Downloading, Caching, and Checking Support

Certificate revocation lists (CRLs) are maintained by CAs to give information of prematurely revoked
certificates, and the CRLs are published in a repository. The download URL is made public and also
specified in all issued certificates. A client verifying a peer’s certificate should obtain the latest CRL
from the issuing CA and use it to determine if the certificate has been revoked. A client can cache the
CRLs of some or all of its trusted CAs locally and use them later if necessary until the CRLs expire.

Cisco MDS SAN-OS allows the manual configuration of pre-downloaded of CRLs for the trust points,
and then caches them in the switch bootflash (cert-store). During the verification of a peer certificate by
IPsec or SSH, the issuing CA’s CRL is consulted only if the CRL has already been cached locally and
the revocation checking is configured to use CRL. Otherwise, CRL checking is not performed and the
certificate is considered to be not revoked if no other revocation checking methods are configured. This
mode of CRL checking is called CRL optional.

OCSP Support

Online Certificate Status Protocol (OCSP) facilitates online certificate revocation checking. You can
specify an OCSP URL for each trust point. Applications choose the revocation checking mechanisms in
a specified order. The choices are CRL, OCSP, none, or a combination of these methods.

Import and Export Support for Certificates and Associated Key Pairs

As part of the CA authentication and enrollment process, the subordinate CA certificate (or certificate
chain) and identity certificates can be imported in standard PEM (base64) format.

The complete identity information in a trust point can be exported to a file in the password-protected
PKCS#12 standard format. It can be later imported to the same switch (for example, after a system crash)
or to a replacement switch. The information in a PKCS#12 file consists of the RSA key-pair, the identity
certificate, and the CA certificate (or chain).

Cisco MDS 9000 Family CLI Configuration Guide
[ 0L-16184-01, Cisco MDS SAN-OS Release 3.x .m



Chapter 34 Configuring Certificate Authorities and Digital Certificates |

W Configuring CAs and Digital Certificates

Send documentation comments to mdsfeedback-doc@cisco.com

Configuring CAs and Digital Certificates

This section describes the tasks you must perform to allow CAs and digital certificates your Cisco MDS
switch device to interoperate. This section includes the following sections:

e Configuring the Host Name and IP Domain Name, page 34-6

e Generating an RSA Key-Pair, page 34-6

e Creating a Trust Point CA Association, page 34-8

¢ Copying Files to Bootflash, page 34-9

e Authenticating the CA, page 34-10

e Configuring Certificate Revocation Checking Methods, page 34-12

e Generating Certificate Requests, page 34-12

¢ Installing Identity Certificates, page 34-13

e Saving Your Configuration, page 34-13

¢ Ensuring Trust Point Configurations Persist Across Reboots, page 34-14

¢ Monitoring and Maintaining CA and Certificates Configuration, page 34-14

Configuring the Host Name and IP Domain Name

A

You must configure the host name and IP domain name of the switch if they are not already configured.
This is required because switch FQDN is used as the subject in the identity certificate. Also, the switch
FQDN is used as a default key label when none is specified during key-pair generation. For example, a
certificate named SwitchA .example.com is based on a switch host name of SwitchA and a switch IP
domain name of example.com.

Caution

Changing the host name or IP domain name after generating the certificate can invalidate the certificate.

To configure the host name and IP domain name, refer to the Cisco MDS 9000 SAN-OS CLI
Configuration Guide.

Generating an RSA Key-Pair

Step 1
Step 2

RSA key-pairs are used to sign and/or encrypt and decrypt the security payload during security protocol
exchanges for applications such as IKE/IPsec and SSH, and they are required before you can obtain a
certificate for your switch.

To generate an RSA key-pair using Fabric Manager, follow these steps:

Expand Switches > Security and then select PKI in the Information pane.
Click the RSA Key-Pair tab.

You see the information shown in Figure 34-1.
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Figure 34-1 PKI RSA Key-Pair Information
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You see the Create RSA Key-Pair dialog box shown in Figure 34-2.

Figure 34-2
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Step4  Select the switches for which you want to create the RSA key-pair.

Step5  Assign a name to the RSA key-pair.

Step6  Select the Size or modulus values. Valid modulus values are 512, 768, 1024, 1536, and 2048.

~

Note The security policy (or requirement) at the local site (MDS switch) and at the CA (where
enrollment is planned) are considered in deciding the appropriate key modulus.

~

Note  The maximum number of key-pairs you can configure on a switch is 16.

Step7  Check the Exportable check box if you want the key to be exportable.

A

Caution  The exportability of a key-pair cannot be changed after key-pair generation.

~

Note  Only exportable key-pairs can be exported in PKCS#12 format.
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Step 8

Click Create to create the RSA Key-Pair.

Creating a Trust Point CA Association

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

To create a trust point CA association using Fabric Manager, follow these steps:

Expand Switches > Security then select PKI in the Physical Attributes pane.
Click the Trust Point tab in the Information Pane.

You see the information shown in Figure 34-3.

Figure 34-3 Trust Point Tab
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Click Create Row.

You see the Create Trust Point dialog box shown in Figure 34-4.

Figure 34-4 Create Trust Point Dialog Box
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Select the switch for which you are creating the trust point CA from the Switch drop-down menu.
Assign a name to the trust point CA.

Select a key-pair name to be associated with this trust point for enrollment. It was generated earlier in
the “Generating an RSA Key-Pair” section on page 34-6. Only one RSA key-pair can be specified per
CA.

From the RevokeCheckMethod drop-down menu, select the certificate revocation method that you would
like to use (see Figure 34-4). You can use CRL, OCSP, CRL OCSP, or OCSP CRL to check for certificate
revocation. The CRL OCSP option checks for revoked certificates first in the locally stored CRL. If not
found, the switch uses OCSP to check the revoked certificates on the URL specified in Step 7.

Enter the OCSP URL if you selected an OCSP certificate revocation method.
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~

Note  The OSCP URL must be configured before configuring the revocation checking method.

Step9  Click Create to successfully create the trust point CA.

Copying Files to Bootflash

To copy files to bootflash using Device Manager, follow these steps:

Step 1 Choose Admin > Flash Files.
Step2  Select bootflash in the Device field.

You see a list of flash files in the dialog box shown in Figure 34-5.

Figure 34-5 Flash Files
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Step3  Click Copy.
You see the Copy Files dialog box shown in Figure 34-6.
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Figure 34-6 Copy Files Dialog Box
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Stepd  Select tftp as the Protocol field.
Step5  Click the Browse button to locate the appropriate file to copy to bootflash.
Step6  Click Apply to apply these changes.

Authenticating the CA

The configuration process of trusting a CA is complete only when the CA is authenticated to the MDS
switch. The switch must authenticate the CA. It does this by obtaining the self-signed certificate of the
CA in PEM format, which contains the public key of the CA. Because the certificate of the CA is
self-signed (the CA signs its own certificate) the public key of the CA should be manually authenticated
by contacting the CA administrator to compare the fingerprint of the CA certificate.

Note If the CA being authenticated is not a self-signed CA (that is, it is a subordinate CA to another CA, which
itself may be a subordinate to yet another CA, and so on, finally ending in a self-signed CA), then the
full list of the CA certificates of all the CAs in the certification chain needs to be input during the CA
authentication step. This is called the CA certificate chain of the CA being authenticated. The maximum
number of certificates in a CA certificate chain is 10.

To authenticate a CA using Fabric Manager, follow these steps:

Step1  Expand Switches > Security then select PKI in the Physical Attributes pane.
Step2  Click the Trust Point Actions tab in the Information pane.

You see the information shown in Figure 34-7.

Figure 34-7 Trust Point Actions Tab
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Step 3

Step 4

Step 5

Note

Click the Command field drop-down menu and select the appropriate option. Available options are
caauth, cadelete, certreq, certimport, certdelete, pkcs12import, and pkes12export. The caauth
option is provided to authenticate a CA and install its CA certificate or certificate chain in a trust point.

Click the Browse button in the URL field and select the appropriate import certificate file from the
Bootflash Files dialog box. It is the file name containing the CA certificate or chain in the
bootflash:filename format.

Note  You can authenticate a maximum of 10 trust points to a specific CA.

Note If you do not see the required file in the Import Certificate dialog box, make sure that you copy
the file to bootflash. See “Copying Files to Bootflash™ section on page 9.

Click Apply Changes to save the changes.

Authentication is then confirmed or not confirmed depending on whether or not the certificate can be
accepted after manual verification of its fingerprint.

For subordinate CA authentication, the full chain of CA certificates ending in a self-signed CA is
required because the CA chain is needed for certificate verification as well as for PKCS#12 format
export.

Confirming CA Authentication

Step 1
Step 2
Step 3

Step 4

As mentioned in step 5 of “Authenticating the CA” section on page 34-10, CA authentication is required
to be followed by CA confirmation in order to accept the CA certificate based on its fingerprint
verification.

To confirm CA authentication using Fabric Manager, follow these steps:

Expand Switches > Security and then select PKI in the Physical Attributes pane.
Click the Trust Point Actions tab in the Information Pane.

Make a note of the CA certificate fingerprint displayed in the IssuerCert FingerPrint column for the trust
point row in question. Compare the CA certificate fingerprint with the fingerprint already communicated
by the CA (obtained from the CA web site).

If the fingerprints match exactly, accept the CA with the certconfirm command in the Command
drop-down menu. Otherwise, reject the CA with the certnoconfirm command.

If you selected certconfirm in step 3, click Command and select the certconfirm action from the
drop-down menu. Click Apply Changes.

If you selected certnoconfirm in step 3, click Command and select the certnoconfirm action drop-down
menu. Click Apply Changes.
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Configuring Certificate Revocation Checking Methods

Note

During security exchanges with a client (for example, an IKE peer or SSH user), the MDS switch
performs the certificate verification of the peer certificate sent by the client and the verification process
may involve certificate revocation status checking.

You can use different methods for checking for revoked sender certificates. You can configure the switch
to check the CRL downloaded from the CA (see the “Configuring a CRL” section on page 34-15), you
can use OSCP if it is supported in your network, or both. Downloading the CRL and checking locally

does not generate traffic in your network. However, certificates can be revoked between downloads and
your switch would not be aware of the revocation. OCSP provides the means to check the current CRL
on the CA. However, OCSP can generate network traffic that can impact network efficiency. Using both
local CRL checking and OCSP provides the most secure method for checking for revoked certificates.

You must authenticate the CA before configuring certificate revocation checking.

Fabric Manager allows you to configure certificate revocation checking methods when you are creating
a trust point CA. See “Creating a Trust Point CA Association” section on page 34-8.

Generating Certificate Requests

Step 1
Step 2

Step 3

Step 4

Step 5

You must generate a request to obtain identity certificates from the associated trust point CA for each of
your switch’s RSA key-pairs. You must then cut and paste the displayed request into an e-mail message
or in a website form for the CA.

To generate a request for signed certificates from the CA using Fabric Manager, follow these steps:

Expand Switches > Security and then select PKI in the Physical Attributes pane.
Click the Trust Point Actions tab in the Information pane (see Figure 34-8).

Figure 34-8 Trust Point Actions Tab
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Select the certreq option from the Command drop-down menu. This generates a pkcs#10 certificate
signing request (CSR) needed for an identity certificate from the CA corresponding to this trust point
entry. This entry requires an associated key-pair. The CA certificate or certificate chain should already
be configured through the caauth action. See “Authenticating the CA” section on page 34-10.

Enter the output file name for storing the generated certificate request. It will be used to store the CSR
generated in PEM format. Use the format bootflash:filename. This CSR should be submitted to the CA
to get the identity certificate. Once the identity certificate is obtained, it should be installed in this trust
point. See “Installing Identity Certificates” section on page 34-13.

Enter the challenge password to be included in the CSR.
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Step 6

~

Note  The challenge password is not saved with the configuration. This password is required in the
event that your certificate needs to be revoked, so you must remember this password.

Click Apply Changes to save the changes.

Installing Identity Certificates

Step 1
Step 2
Step 3

Step 4

Step 5

You receive the identity certificate from the CA by e-mail or through a web browser in base64 encoded
text form. You must install the identity certificate from the CA by cutting and pasting the encoded text .

To install an identity certificate received from the CA using Fabric Manager, follow these steps:

Expand Switches > Security and then select PKI in the Physical Attributes pane.
Click the Trust Point Actions tab, in the Information pane.

Select the certimport option from the Command drop-down menu to import an identity certificate in
this trust point. The identity certificate is obtained from the corresponding CA for a CSR generated
previously (see “Generating Certificate Requests” section on page 34-12).

~

Note  The identity certificate should be available in PEM format in a file in bootflash.

Enter the name of the certificate file that should have been copied to bootflash in the URL field in the
bootflash:filename format.

Click Apply Changes to save your changes.

If successful, the values of the identity certificate and its related objects, like the certificate file name,
are automatically updated with the appropriate values as per the corresponding attributes in the identity
certificate.

Saving Your Configuration

Step 1
Step 2
Step 3

Save your work when you make configuration changes or the information is lost when you exit.

To save your configuration using Fabric Manager, follow these steps:

Expand Switches and then select Copy Configuration in the Physical Attributes pane.
Select the switch configuration including the RSA key-pairs and certificates.

Click Apply Changes to save the changes.
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Ensuring Trust Point Configurations Persist Across Reboots

~

Note

The trust point configuration is a normal Cisco SAN-OS configuration that persists across system
reboots only if you copy it explicitly to the startup configuration. The certificates, key-pairs, and CRL
associated with a trust point are automatically persistent if you have already copied the trust point
configuration in the startup configuration. Conversely, if the trust point configuration is not copied to the
startup configuration, the certificates, key-pairs, and CRL associated with it are not persistent since they
require the corresponding trust point configuration after a reboot. Always copy the running configuration
to the startup configuration to ensure the that the configured certificates, key-pairs, and CRLs are
persistent. Also, save the running configuration after deleting a certificate or key-pair to ensure the
deletions permanent.

The certificates and CRL associated with a trust point automatically become persistent when imported
(that is, without an explicitly copying to the startup configuration) if the specific trust point is already
saved in startup configuration.

We also recommend that you create a password protected backup of the identity certificates nd save it to
an external server (see the “Exporting and Importing Identity Information in PKCS#12 Format” section
on page 34-14).

Copying the configuration to an external server does include the certificates and key-pairs.

Monitoring and Maintaining CA and Certificates Configuration

The tasks in the section are optional. This section includes the following topics:
e Exporting and Importing Identity Information in PKCS#12 Format, page 34-14
e Configuring a CRL, page 34-15
e Deleting Certificates from the CA Configuration, page 34-16
e Deleting RSA Key-Pairs from Your Switch, page 34-16

Exporting and Importing Identity Information in PKCS#12 Format

Note

Step 1
Step 2
Step 3

You can export the identity certificate along with the RSA key-pair and CA certificate of a trust point
to a PKCS#12 file for backup purposes. You can later import the certificate and RSA key-pair to recover
from a system crash on your switch or when you replace the supervisor modules.

Only bootflash:filename format is supported when specifying the export and import URL.

To export a certificate and key pair to a PKCS#12-formatted file using Fabric Manager, follow these
steps:

Expand Switches > Security and then select PKI in the Physical Attributes pane.
Click the Trust Point Actions tab in the Information Pane (see Figure 34-9).

Select the pkes12export option in the Command drop-down menu to export the key-pair, identity
certificate, and the CA certificate or certificate chain in PKCS#12 format from the selected trust point.
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Step 4
Step 5

Step 6

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Figure 34-9 Pkcs12export Option Exports a Key-Pair
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Enter the output file name as bootflash:filename to store the exported PKCS#12 identity.

Enter the required password. The password is set for encoding the PKCS#12 data. On successful
completion, the exported data is available in bootflash in the specified file.

Click Apply Changes to save the changes.

To import a certificate and key pair formatted as a PKCS#12 formatted file, follow these steps:

Expand Switches > Security and then select PKI in the Physical Attributes pane.
Click the Trust Point Actions tab in the Information pane (see Figure 34-9).

Select the pkes12import option from the Command drop-down menu to import the key-pair, identity
certificate, and the CA certificate or certificate chain in the PKCS#12 format to the selected trust point.

Enter the input in the bootflash:filename format, containing the PKCS#12 identity.

Enter the required password. The password is set for decoding the PKCS#12 data. On completion, the
imported data is available in bootflash in the specified file.

Click Apply Changes to save the changes.

On completion the trust point is created in the RSA key-pair table corresponding to the imported
key-pair. The certificate information is updated in the trust point.

Note  The trust point must be empty (with no RSA key-pair associated with it and no CA is associated with it
using CA authentication) for the PKCS#12 file import to succeed.
Configuring a CRL
To configure the CRL from a file to a trust point using Fabric Manager, follow these steps:
Step1  Click Switches > Security > PKI in the Physical Attributes pane.
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Step2  Click the Trust Point Actions tab in the Information pane.

Step3  Select the crlimport option from the Command drop-down menu to import the CRL to the selected trust
point.

Step4  Enter the input file name with the CRL in the bootflash:filename format, in the URL field.

Step5  Click Apply Changes to save the changes.

Deleting Certificates from the CA Configuration

You can delete the identity certificates and CA certificates that are configured in a trust point. You must
first delete the identity certificate, followed by the CA certificates. Then after deleting the identity
certificate, you can disassociate the RSA key-pair from a trust point. The certificate deletion is necessary
to remove expired or revoked certificates, certificates whose key-pairs are compromised (or suspected
to be compromised) or CAs that are no longer trusted.

To delete the CA certificate (or the entire chain in the case of a subordinate CA) from a trust point using
Fabric Manager, follow these steps:

Step1  Click Switches > Security > PKI in the Physical Attributes pane.
Step2  Click the Trust Point Actions tab in the Information pane.

Step3  Select the cadelete option from the Command drop-down menu to delete the identity certificate from a
trust point.

~

Note  If the identity certificate being deleted is the last-most or only identity certificate in the device,
you must use the forcecertdelete action to delete it. This ensures that the administrator does not
mistakenly delete the last-most or only identity certificate and leave the applications (such as
IKE and SSH) without a certificate to use.

Step4  Click Apply Changes to save the changes.

To delete the identity certificate, click the Trust Point Actions tab and select the certdelete or
forcecertdelete in the Command drop-down menu.

Deleting RSA Key-Pairs from Your Switch

Under certain circumstances you may want to delete your switch’s RSA key-pairs. For example, if you
believe the RSA key-pairs were compromised in some way and should no longer be used, you should
delete the key-pairs.

To delete RSA key-pairs from your switch, follow these steps:

Step 1 Expand Switches > Security and then select PKI in the Physical Attributes pane.
Step2  Click the RSA Key-Pair tab in the Information pane.
Step3  Click Delete Row.
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Step 4

Click Yes or No in the Confirmation dialog box.

~

Note  After you delete RSA key-pairs from a switch, ask the CA administrator to revoke your switch’s
certificates at the CA. You must supply the challenge password you created when you originally
requested the certificates. See “Generating Certificate Requests” section on page 34-12.

Example Configurations

This section shows an example of the tasks you can use to configure certificates and CRLs on the Cisco
MDS 9000 Family switches using the Microsoft Windows Certificate server.

This section includes the following topics:
e Configuring Certificates on the MDS Switch, page 34-17
e Downloading a CA Certificate, page 34-19
e Requesting an Identity Certificate, page 34-24
e Revoking a Certificate, page 34-30
e Generating and Publishing the CRL, page 34-33
e Downloading the CRL, page 34-34
e Importingthe CRL, page 34-36

Configuring Certificates on the MDS Switch

Step 1
Step 2

Step 3

Step 4

Step 5

To configure certificates on an MDS switch using Fabric Manager, follow these steps:

Choose Switches and set the LogicalName field to configure the switch host name.

Choose Switches > Interfaces > Management > DNS and set the DefaultDomainName field to
configure.

To create an RSA key-pair for the switch, follow these steps:

a. Choose Switches > Security > PKI and select the RSA Key-Pair tab.

b. Click Create Row and set the name and size field.

c. Check the Exportable check box and click Create.

To create a trust point and associate the RSA key-pairs with it, follow these steps:
a. Choose Switches > Security > PKI and select the Trustpoints tab.

b. Click Create Row and set the TrustPointName field.

c. Select the RSA key-pairs from the KeyPairName drop-down menu.

d. Select the certificates revocation method from the CARevoke drop-down menu.
e. Click Create.

Choose Switches > Copy Configuration and click Apply Changes to copy the running to startup
configuration and save the trustpoint and key pair.
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Step6  Download the CA certificate from the CA that you want to add as the trustpoint CA.

Step7  To authenticate the CA that you want to enroll to the trust point, follow these steps:.

e o

Using Device Manager, choose Admin > Flash Files and select Copy and tftp copy the CA
certificate to bootflash.

Using Fabric Manager, choose Switches > Security > PKI and select the TrustPoint Actions tab.
Select cauth from the Command drop-down menu.

Click ... in the URL field and select the CA certificate from bootflash.

Click Apply Changes to authenticate the CA that you want to enroll to the trust point.

Click the Trust Point Actions tab in the Information Pane.

Make a note of the CA certificate fingerprint displayed in the IssuerCert FingerPrint column for the
trust point row in question. Compare the CA certificate fingerprint with the fingerprint already
communicated by the CA (obtained from the CA web site). If the fingerprints match exactly, accept
the CA by performing the certconfirm trust point action. Otherwise, reject the CA by performing
the certnoconfirm trust point action.

If you select certconfirm in step g, select the Trust Point Actions tab, select certconfirm from the
command drop-down menu and then click Apply Changes.

If you select certnoconfirm in step g, If you select certconfirm in step g, select the Trust Point
Actions tab, select the certnoconfirm from the command drop-down menu and then click Apply
Changes.

Step8  To generate a certificate request for enrolling with that trust point, follow these steps:

b.

e.

Select the Trust Point Actions tab in the Information pane.

Select certreq from the Command drop-down menu. This generates a pkcs#10 certificate signing
request (CSR) needed for an identity certificate from the CA corresponding to this trust point entry.

Enter the output file name for storing the generated certificate request. It should be specified in the
bootflash:filename format and will be used to store the CSR generated in PEM format.

Enter the challenge password to be included in the CSR. The challenge password is not saved with
the configuration. This password is required in the event that your certificate needs to be revoked,
so you must remember this password.

Click Apply Changes to save the changes.

Step9  Request an identity certificate from the CA.

~

Note

The CA may require manual verification before issuing the identity certificate.

Step10 To import the identity certificate, follow these steps:

Using Device Manager, choose Admin > Flash Files and select Copy and tftp copy the CA
certificate to bootflash.

Using Fabric Manager, choose Switches > Security > PKI and select the TrustPoint Actions tab.

Select the certimport option from the Command drop-down menu to import an identity certificate
in this trust point.

~

Note  The identity certificate should be available in PEM format in a file in bootflash.
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d. Enter the name of the certificate file which was copied to bootflash, in the URL field in the
bootflash:filename format.

e. Click Apply Changes to save your changes.

If successful, the values of the identity certificate and its related objects, like the certificate file
name, are automatically updated with the appropriate values as per the corresponding attributes in
the identity certificate.

Downloading a CA Certificate

To download a CA certificate from the Microsoft Certificate Services web interface, follow these steps:

Step 1 Select the Retrieve the CA certificate or certificate revocation task radio button in the Microsoft
Certificate Services web interface and click the Next button.

Microsoft Ceifi

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
& Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext =

144757

|

Step2  Select the CA certificate file to download from the displayed list. Click the Base 64 encoded radio
button, and click the Download CA certificate link.
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Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to downloa
CA Certificate: [

€ DER encoded or @ Base 64 encoded
Download CA ceriificate

Download CA certification path

Download |atest certificate revocation list

144758

Step3  Click the Open button in the File Download dialog box.

Microsoft Certifi

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA x| i this certification authority, because the
CA certification path will be installed for you
Some files can ham your computer. If the file information below

. Inoks suspicious, of you da not fully trust the source, do not apsn or
Choose file to download: s this fle.

CA Certificate. [Ciliuae

File name: cettnew.cer
File ype:  Secuity Certicate
From. 10.76.45.108

© DER encoded or @ Bas

Download CA certificate

Dovnload CA certification pe Would you like to open the file or save | to your computer?
Download latest cerfificate re

3\, This type of fle could ham your computer if t contains
malicious cade

Open | gave Cancel More Inio

1| Always aslc before opening this bipe of file

144759

=

Step4  Click the Copy to File button in the Certificate dialog box and click OK.
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Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow canersl Details | certication path | ion authority
Itis not necessary to manually install th - show: [<a= - from this certification authority, because the
CA certification path will be installed fc
[ Field [ walue -
Choose file to downloa [Eversion w3
CA Certificate; [REEE (=] serial number 0560 D269 ACE4 1994 4748 1.,
[ sigrature algarithn shalRSA
Issuer Aparna CA, netstorage, Cisco...
E\Jahd From 04 Mei 2005 4:16:37
E\Jahd to 04 Mei 2007 4:25:17
© DER encoded or ¢ [Fsubject Aparna CA, netstorage, Cisto..,
Dovnload CA certifica | Elrusic ey RSA (512 Bits) ]

Download CA certifica
Dovnload latest certific

gmtpmpemas...| Copy to Fle... |

ok

A

144760

Step 5 Select the Base-64 encoded X.509 (CER) on the Certificate Export Wizard dialog box and click Next.

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow | geral  Detais |(Eyt‘ﬁ(angn path | 1on authority.
Itis not necessary to manually install th show: [<al> - from this certification authority, because the

CA certification path will be installed fo

Cartificate Export Wizard x|

Extport File Format
Certificates can be exported in a varisty of Fil Formats.

Choose file to downloa
CA Certificate; [Siaoai

[Fversion
[ serial rumbe
[Fsignature ake

yald b Select the Format you want to use:
€ DER encoded or ¢ =

Download CA certifica
Download CA certifica
Dovnload latest certific

(=] subject " DER encoded binary ¥.509 {.CER)
+ Bage-64 encoded ¥.509 (.CER)
£ Cryptographic Message Syntax Standard - PKCS #7 Certificates ( F78)

I Irycltide &l certificates in the certification path i possile

£ Personzl Information Exchenge - PRES #12.(PRY
I cltide afllcertificatis inbhe cerification pathih possile
I™ | Enable strong pratection (requires I 5,0, 1474.0 574 or above);

I | Delete the private key if the export is successful

< Back Mext > Cancel

144761

|

Step6  Enter the destination file name in the File name: text box on the Certificate Export Wizard dialog box
and click Next.
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Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow  coperal Details | certification path |

It is not necessary to manually install th
CA certification path will be installed fo

Choose file to download:
CA Certificate:

€ DER encoded or ¢
Download CA certifica
Download CA certifica
Download latest certific

E P —
Certificate Export Wizard

File to Export

[Eversion
[ serial numbe
[ signature alc

Specify the name of the File you want ta expart

2 xf
ion authority

from this certification authority, because the

x|

Fltssuer

[Elvaid from

Elvaiid to File name:

[Elsubject Dilhesteerts|aparmaCh, cer s
Elpublic key

< Back Mext = Cancel

144762

Step7  Click the Finish button on the Certificate Export Wizard dialog box.
Microsoit C
Retrieve The CA Certificate Or Certificate Revocation List )
21
Install this CA cerification path to allov  conera  Detals | contification ath | ion authority.
[tis not necessary to manually install th - show: [<ar= - from this certification authority, because the
CA certification path will be installed fc
=
Choose file to download: . "
CA Certificate [RIEmm Completing the Certificate Export
S Wizard
Vou have successfully completed the Certficate Export
wiizard,
© DER encoded or ¢
You have specified the following settings:
Download CA certifica File Hame Di\test
E tKe Ll
M I:cplﬁl;e :ilycsert\ﬁtates in the: certification path Ng
Download latest certific File Format Basefd
| |
<gack | Fmsh | cancel |
o)
w0
S
=3
Step 8

command.
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Requesting an Identity Certificate

To request an identify certificate from a Microsoft Certificate server using a PKCS#10 certificate signing
request (CRS), follow these steps:

Step 1 Select the Request an identity certificate radio button on the Microsoft Certificate Services web interface
and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate

Mext >
wn
]
~
=
BT
Step2  Select the Advanced Request radio button and click Next.
Choose Request Type
Pleasze select the type of request you would like to make:
© User certificate request
E-Mail Protection Certificate
@ fdvanced request
©
o
3
=
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Step 3

Step 4

Select the Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request

using a base64 encoded PKCS#7 file radio button and click Next.

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Nots that the palicy of the
certification authority (CA) will determine the certificates that vou can obtain

© Submit a certificate request to this CA using a form
® Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a basef4 encoded PKCS #7 file

« Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an enroliment agent centificate to submit & request for another user

144767

K

Paste the base64 PKCS#10 certificate request in the Saved Request text box and click Next. The
certificate request is copied from the MDS switch console (see the “Generating Certificate Requests”
section on page 34-12 and “Configuring Certificates on the MDS Switch” section on page 34-17)

Microsoft Certific

Submit A Saved Request

Paste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application {such as a web
senver) into the request field to submit the request to the certification authority (CA).

Saved Request:

[VoyHOVEY AgMB ALGG Tz AVBarkahkiGIwBCOeXCENG & |
DIEpMCewIOYDVRORAQH, BESWGVIRVHWVRYENC NS5
Basefd Encoded |[KoZIhveNAQEEEQADGYEAKTE0KEREQ0En10sDXIVE
Centificate Request PELrNeWUE/ pw6HavEQl2 TiecgNue 12d15133VEF2
(PKCS #10 or #). |8a2 3bNDpNoNarklwA6hilkr VLENUZEF Jxcth ) EngPH
77777 END CERTIFICATE REQUEST-———-— -
7 v

Browse for a file to insert

Additional Attributes:

=
Attributes -
1=l >

144768
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Step5  Wait one or two days until the certificate is issued by the CA administrator.

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested
Please return to this web site in a day or twio to retrieve your certificate

Note: You must return with this web browser within 10 days to retrieve your certificate

144769

KT

Step6  The CA administrator approves the certificate request.

| {& Certification Authority

_|o x|
[ tcon wow || & = | ©m| [ 6|2 |

Tree I

Request subrmission Date Requester Name:
@ Certification Authority (Local) T — i SSE-O8Y IS
B @ Aparna CA

([ Revoked Certificates
[ Issued Certificates
-3 Pending Requests
[:I Failed Requests

Refresh

Help

4| | |

Contains operations that can be performed on the object,

144770
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Step7  Select the Check on a pending certificate radio button on the Microsoft Certificate Services web
interface and click Next.

Microsoft Cerific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificats, you
will be able to securely identify yourself to ather people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
© Request a certificate
@ Check on a pending certificate

et =

144771

KT}

Step8  Select the certificate request you want to check and click Next.

Microsoft C

Check On A Pending Certificate Request

Mext >

144772

=
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Step 9

Step 10

Select Base 64 encoded and click the Download CA certificate link.

Microsoft C

Certificate Issued

The certificate you requested was issued to you

Download CA certificate
== Download CA certification path

€ DER encoded or & Base 64 encoded

Click Open on the File Download dialog box.

144773

KT

Microsoft C

Certificate Issued

The certificate you requested was issusd to you.

Download CA ceriificate
== Download CA certification path

€ DER encoded or & Base 6 M T

Some fies can harm your computer. |f the file information below
ok suspicious, or vou do nat fully st the source, da not open or
save this fl

File name: certnew.cer

File type:  Securiy Certificate

Fom 107645108

/B This type of file could ham your computer if it contains
malicious code.

ol you liks to open the il or savs it ta your computer?

Open | sae Cancel More Info

I | Allzys esk before opening this tae o fi

144774

=
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Step11  Click the Details tab on the Certificate dialog and click the Copy to File button. Select the Base-64

encoded X.509 (.CER) radio button on the Certificate Export Wizard dialog box and click Next.

Cisco Systems, Inc.

Al =10l x|
i 2% |
. General Detals | Certification Path | EY e
= »
i Showr: | <l - J Peo ‘um
[ ar B —
[Fversion 3
[ serial number 0A33 BEAL 0000 0000 0074
[F signature algarithm shalRsa
Issuer Aparna CA, netstorage, Cisca,..
[Fwalid from 12 Nopember 2008 8:32:40
[Fvalid to 12 Nopember 2008 8:42:40
[Fsubject Vegas-1.cisco.com
[Fpublic key RSA (1024 Bits) x|
Certificate Export Wizard x|
Extport File Format
Certificates can be exported in a varisty of File Formats.
Select the Format you want to use:
" DER encoded binary X.509 (.CER)
Edit Bropartiss... By 9 % Base-64 ercoded ¥,508 {,CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P78)
oK
I Iriclide &l certificates i the certification path if possible:
£ Bersone] Information EXeange - PKCS #12.( PRz
I Tnclude all certificates i the icertification math if aassible
I Enable strong pratection (requires IE.5,0) KT 4.0 54 or above)
™| DElete the private keyif e exportis succasskil
< Back Mext = Cancel
uw
M~
~
<
i

Step12 Enter the destination file name in the File name
then click Next.

: text box on the Certificate Export Wizard dialog box,

=1oix]
. Genera Detais | Certification Path | -G - 2
= »
A show: [<a - =] P [uns
Field [ value B
[Eversion v3
=] serial number 0433 BEAL 0000 D000 0074
[ signature algarithm shalRSA
Tssuer Apatna Ch, netstorage, Cisco...
[=lvald from 12 Hopember 2005 5:32:40
[Evalidto 12 Hopember 2006 5:42:40
= subject Vegas-1.cisco,com
[SlPublic key RSA (1024 Bits) =
A
File to Export
Specify the name of the file you want ko export
File name:
Edit Properties . Copyta F Diltestcerts|myID.cer Browse. ..
< Back Next > Cancel
©
~
3
o=

Step13  Click Finish.
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ET -10] x|
i |
. General Detais | Cartification Path | =Y E
= »
A show: [<a - =] &oe [us
[Eversion V3
=] serial rumber 0433 BEAL 0000 0000 0074
= sigrature algarithm shalRSA
[F1ssuer Aparma CA, netstarage, Cisco...
[Evalid from 12 Nopember 2005 8:32:40
[Evalidto 12 Nopember 2006 84240
= subject Vegas-1,cisco,com
[ElPublic key RSA (1024 Bits) =l
x|
Completing the Certificate Export
Wizard
Yau have successhuly completed the Certificate Expart
wizard
CopytoF ou have specified the Following settings:
File Name Diigest
Export Keys o
[ Include al certificates in the certification path No
File Format Basetd
o | |

<gack | Fnsh | concel |

144777

|

Step14  Display the identity certificate in base64-encoded format using the Microsoft Windows type command.

& =10l

D:stestcertsitype mylD._cer
BEGIN CERTIFICATE
MIIEADCCAGgyAwI BAgI KCj000QAAAAAAdDANBykghkiG?wABAQUFADCBKDEgMBAG
CSgGS I h3DQEJARYRY W1 hbmRrZUB jakNjbhy5 jh2BxCzAJByNUBAY TAK1OMRIwEAY D
UGQT EwlLY ¥ Ju¥XRha2 EXE jAQBgNUBAcT CUJhhndhhG? yZT EOMAWGA1UEChMFQ2 1=
Y28xEzARBgNUBAsTCmS 1dHNBh3 JhZ2UXE jAQByNUBAMT CUFWY XJuY S BDQT e Fullu
MTExMT I uM=A yNDBaFuluN jExMT I wMz EyNDBaMBuxGjAY BgNUBAHT EUZ1Z2F=LT Eu
¥21=z¥28u¥Y29tMIGFHABGCE gGS1h3DQEBAQUAAR4GNADCBigQKBgQC . GNUAC jOu4iC
dQ1WkjKj5 I CdpLf KSe JSmMCQu jGpzcuKsZPFR jF2Uo0iyeCYEBylncHywS ERErJ47
g 1xr42 /s I IRIh/8udlU/c j? JSEf KKS6koa?>xWYAuS »Df =8 jMCn IM4W1 aY /g2 g4Gh
' 7Rif dUBbuFgFZEgs17/Elash?LxLwIDAQABo4] CEzCCAg8wJQY DURBRAQH BBsw
GYIRUmUnYXMtMS5 jakNjbys jh22HBKuwWHG6 IwHGY DURAOBBY EFKCL1 +2s s pWEFf grR
hhiinlUyo? jngMI HHEgNUHE MEgc Qugc GAFCeo8kaDGewjTEUN,js kY UBo LFnxxo ¥ GUY
pIGTHI GQHEAvHgY JKo Z1 hucNAQKBFhFhhWFuZGt 1QGNpc2NuLmNubhT ELMALGALUE
BhHCSU4xEjAQBgNUBAgT CUthcmShdGFrY TESMBAGA1UEBxMJQnFuZ2 Fs h3J1MQ4w
DAY DUQQKEwUDaRN jhz ETMBEGA1UECxMKbnUBc 3RucmPnZT ESMBAGA1UEAXMJOQRBh
cmShl ENBghAFYNKJrLQZ1E?JEi WMrR16MGs GA1UAHwRKMGI wLgfl s 0 CgGKGhBAHAG
Ly?zc2UtMDgvQ2Uypd EVucm?sbhC?Bec GFybmE1MiBDASS jemuwMKAwo CyGEnZphGU6
Ly?cBHNzZ8 BwQFxDZE JARWS yh2 xs FEFwY B JuYSUyMENBLmNybhDCBig¥ I KwYBBQUH
AQEEf jBEMDsGCCsGAQUFBzAChi?odHRwQi8ve3N1LTA4LBN1cnRFbn JubGuuc 3N
LTA4ESOFuY ¥ JuYSUyMENELmMydDA? BggrBgEFBQcwioY xZmlsZTovLlixccIN1LTA4
HENlcnRFbnJubGxcc3IN1LTA4¥BFuY ¥ Ju¥ SUyHENBLnN ydDANBgkghk iG?wBBAQUF
AANBADhGBGshe ?GNLAh? xe OTWBNbnZ2 4U6 2 Z5ulDeOc UZUUT grpnTgUpPye jts uf 1u
E3bc ] Zudls ExREqxhT k8 ycx?USo=
END CERTIFICATE

D:stestcerts?

144778

Revoking a Certificate

To revoke a certificate using the Microsoft CA administrator program, follow these steps:
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Step1  Click the Issued Certificates folder on the Certification Authority tree. From the list, right-click the

certificate you want to revoke.

Step 2

Select All Tasks > Revoke Certificate.

J Action  Wiew “ == |

-0/ x]

Tree I

@ Certification Authority {Local)
Iél @ Aparna C&
[ Revoked Certificates
-] Tssued Certificates
(27 Pending Requests
--[_7] Failed Requests

Requester Mame

Open

Contains operations that can be performed on the object.

Elea SSE-0B\USR_35. ..
Elan SSE-DBATLISR _35. .
Ea SSE-0BMUSR _S5...
Elo: SSE-0BMUSR _S5. .,
Eles SSE-DBMUSR_S5..,
Bl SSE-0BVUSR_35. ..
Elos SSE-0B\USR_35. ..
Elos SSE-DBATLISR _55. ..
Elos SSE-0BMUSR _S5...
100 SSE-0BMUSR_S5..,
101 SSE-0B\USR 5.,
102 SSE-0BVUSR_35. ..
103 SSE-DBATLISR _35. .
104 SSE-DBVTLISR _S5. ..
105 SSE-0BMUSR 5.,
106 SSE-DBMUSR_S5..,
107 SSE-0B\USR 5.,
108 SSE-0B\USR_35. ..
109 SSE-DBATLISR _55. ..
110 SSE-0BMUSR _S5...
111 SSE-0BMUSR_S5..,
112 SSE-DBMUSR_S5..,
113 SSE-0BVUSR_35. ..
SSE-DBATLISR _35. .
SSE-DBATLISR _S5. ..

Binary Certificate

| Serial Mumber

| Certificate EFfective Da;l

--BEGIN CERTL...
--BEGIN CERTL. ..
--BEGIM CERTL. ..
--BEGIN CERTL..
-—---BEGIM CERTL..,
--BEGIN CERTL...
--BEGIN CERTL...
--BEGIN CERTL...
--BEGIM CERTL. ..
-—--BEGIM CERTL,.,
--BEGIN CERTL. ..
--BEGIN CERTL...
--BEGIN CERTL. ..
--BEGIN CERTL...
--BEGIM CERTL...
EGIM CERTL. .,
--BEGIN CERTL. ..
--BEGIN CERTL...
--BEGIN CERTL...
--BEGIM CERTL. ..
--BEGIN CERTL..
-—---BEGIM CERTL..,
--BEGIN CERTL...
--BEGIN CERTL. ..

Rewvoke Certificate

TH6263d0000000000059
756264 3d00000000005a
756264d3000000000050h
Fc32781800000000005C
7C32782700000000005d
7C32¥33700000000005
FC32784700000000005F
7ca48c22000000000062
021a9d15000000000063
1c1013cf 000000000084

1c10d191000000000065
2b4eb367000000000066
455b5b43000000000067
4£h5b327000000000068
4f&0084 1000000000063
4fdf956400000000008a

5F3e8Co6000000000060
5F413d2000000000006c
17b22deB00000000006d
17b3067600000000006:
11£a3380600000000006F
170beadb000000000070
4aafff2e000000000071

7BrcAetciii000000072
76e34161000000000073

9202005 4:27 AM
9202005 4:27 AM
9(20/2005 +:27 AM
9/20/2005 10:14 PM
9/20/2005 10:14 PM
9202005 10:14 PM
9202005 10:14 PM
9212005 12:18 &M
9(22/2005 1:45 AM
9272005 2:44 AM
9272005 2145 AM
9f30/2005 1:46 AM
1052005 4:03 &AM
1062005 10:46 PM
10/7j2005 1:52 AW
10/7/2005 4111 AM
10f10/2005 3:49 AM
10/10/2005 3:52 &M
10f16/2005 12:20 AM
10/18/2005 12:21 AM
10/19/2005 11:58 PM
10/20/2005 11:53 PM
10f31/2005 12:32 AM
11/8(2005 11:26 PM
11/6/2005 11:51 PM
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Step3  Select a reason for the revocation from the Reason code drop-down list, and click Yes.
| acton  ew |J & = mEE 2 ‘
Tree I Request I0 Requester MNarme Einary Certificate | Serial Number | Certificate Effective Da;l
[ Certfication Autharity (Local) oo S5E-08|ILISR_S5... 766:263d0000000000059 3/20{2005 4:27 &M
1R Aparna <A [E= ) SSE-08IIUSR_S5. .. 7862643d00000000005a 5/20{2005 4:27 AN
T[] Revoked Certificates [E= 3] SSE-DRTLSR_SS. . FAEZEAINN0NNNN0N0Sh 9/20/2005 4:27 AM
-4 Issued Certificates [E= S5E-08\IUSR_S5... Fr32761800000000005: 9j20§2005 10:14 PM
(2 Pending Requests Elas SSE-DRTLSR_SS. . FeA27EZ7ONO0N000ANS 9/20{2005 10:14 PM
*- ([ Failed Requests [E= ) S5E-08\IUSR_S5... Fr32763700000000005 9j20§2005 10:14 PM
Elos S5E-08\IUSR_S5... Fr32784700000000005F 9j20§2005 10:14 PM
[E= ] ST SetetmanNn0062 9j21j2005 12:158 AM
oo ﬂl‘ 0000065 9j22}2005 1:45 AM
Elioo Are you sure you want to revoke the selected certificatels)? 000064 8/27/2005 2:44 AM
1o 00000655 9j27}2005 2:45 AM
=iz You may specify a reason for this revocation 0000066 5/30{2005 1:46 AM
103 Flessenait 0000067 10{5/2005 +:03 &M
=104 IUnSpECiFiEd j 0000065 10f6f2005 10:46 PM
=105 0000065 10{7(2005 1:52 AM
106 Yes No | 00006 10{7/2005 +:11 &M
=107 0000060 10/10/2005 3:49 AM
=10s 35, 00006 10{10/2005 3:52 AM
109 S5E-08\IUSR_S5... 17b22de00000000006d 10f18/2005 12:20 AM
110 S5E-08\IUSR_S5... 17h3067600000000006 10/18/2005 12:21 AM
=111 S5E-08\IUSR_S5... 11£4380600000000006F 10/19/2005 11:53 PM
112 S5E-08\IUSR_S5... 170beath000000000070 10/20/2005 11:53 PM
113 S5E-08\IUSR_S5... 4aafff2e000000000071 10f31/2005 12:32 AM
=114 S5E-08\IUSR_S5... Farctete000000000072 11/8(2005 11:26 PM
=115 S5E-08\IUSR_S5... FEe341610000000000735 11/8(2005 11:51 PM
[E= RT3 S5E-08YILSR_S5... 0a3362a1000000000074 11f12/2005 8:32 AM
o
« | » E
I -
| | | b
Step4  Click the Revoked Certificates folder to list and verify the certificate revocation.
=101
Tree I Requester Name Binary Certificate | Serial Mumber | Cettificate Effective Date :I
&3 Certficetion Authority (Local) S5E-0RY ISR _55. . BEGIN CERTI..  SdseS3cd00000000000F 6{30/2005 3:27 &K
E.@ Aparna CA SSE-08IUSR_55... BEGIN CERTIL... 5db140d3000000000010 6302005 3:30 AM
4295 B tific SSE-081IUSR_S5, BEGIM CERT. Sezd7c1b000000000011 6302005 5146 AM
(20 Issued Certificates SSE-0E\IUSR_S5... -] BEGIN CERTIL.. 16db4fBFO00000000012 TIBf2005 3:21 AM
-[(1 Pending Requests SSE-0E\IUSR_S5... BEGIM CERTI... 261c3924000000000013 71142005 5:00 AM
<[] Failed Requests SSE-08\IUSR _S5. BEGIM CERT. 262b5202000000000014 71142005 5:16 AM
SSE-08\IUSR_S5...  ---- BEGIN CERTL... 2634c7F2000000000015 7142005 5:27 AM
SSE-08MIUSR_5S.., BEGIN CERTI... 2635h000000000000016 TI14)2005 5:28 AM
SSE-081IUSR_S5, BEGIM CERT. 26435040000000000017 T114)2005 5:48 AM
SSE-0E\IUSR_S5... -] BEGIM CERTI... 2a276357000000000018 TI14)2005 11:51 PM
SSE-08\IUSR_SS... BEGIM CERTI... 3faGchfr00000000001% 71192005 3:29 AM
SSE-08\IUSR _S5. BEGIM CERT. 6e4bSFSFI0000000001 5 7I26(2005 3:58 AM
SSE-08VIUSR_55..,  -----| BEGIN CERTI... 725b&3da000000000010 712812005 10:54 PM
SSE-081IUSR_55.., BEGIM CERTL... 735a887800000000001c TI29)2005 3133 AM
SSE-081IUSR_S5, BEGIM CERT. 148511c700000000001d 8/3/2005 11:30 PM
SSE-0E\IUSR_S5... -] BEGIM CERTI... 14a7170100000000001e Sf4/2005 12:07 AM
SSE-08\IUSR_S55... BEGIM CERTI... 14fc45bS00000000001F 8f4/2005 1:40 AM
SSE-084IUSR_S5... BEGIM CERTI...  486ceG0b000000O000020 8/17/2005 3:58 AM
SSE-08MIUSR_S5... - BEGIM CERTL.. <cata3aal0000000002l 81172005 11:37 PM
SSE-081IUSR_55.., BEGIMN CERTIL... 1a355c8e00000000002F 911/2005 11:36 PM
SSE-0E\IUSR_55... BEGIN CERTI... 3f0545dd00000000003F 2005 1:11 AM
SSE-0E\IUSR_S5... -] BEGIM CERTI... 3f619b7e000000000042 Y2005 2:45 AM
SSE-08\IUSR_S55... BEGIM CERTI... 6315c463000000000052 f16/2005 1:09 AM
SSE-08IUSR_55... BEGIM CERTL.. 7c306le3000000000060 Q202005 10:20 PM
SSE-08MIUSR_S5... -] BEGIM CERTL... 7c6ee351000000000061 9f20/2005 11:20 PM
SSE-08IUSR_S5.., -] BEGIM CERTL... Da3382al000000000074 11/12/2005 8:32 AM =
-
| lE
jrd
1 | :
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Generating and Publishing the CRL

Step 1

Step 2

To generate and publish the CRL using the Microsoft CA administrator program, follow these steps:

Select Action > All Tasks > Publish on the Certification Authority screen.

=101x|

Requester Name

Binary Certificate

| Serial Mumber

| Certificate Effective Date :I

Sdae53cd00000000000f

[ Refresh v (Local SSE-DE\IUSR_S5.., 6/30/2005 3:27 AM
£ ExportList... SSE-DE\IUSR_S5.., 5db14043000000000010 6/30/2005 3:30 AM
E— SSE-D8YILSR_SS. . Se2d7c1b00000000001 1 6/30/2005 5:46 AM
Properties icates SSE-DE\IUSR_S5.., 16db4FEFO00N00O00N1 2 7182005 3:21 AM
Help uests SSE-D8YILSR_SS. . 26163924000000000013 7/14/2005 5:00 AM
bats SSE-D8YILSR_SS. . 26205202000000000014 7/14/2005 5:16 AM
SSE-D8YILSR_SS. . 2634¢7F2000000000015 7/14/2005 5:27 AM
SSE-D8YILSR_SS. . 2635H000000000000016 7/14/2005 5:28 AM
SSE-D8YILSR_SS. . 26485040000000000017 7/14/2005 5:48 AM
SSE-D8YILSR_SS. . 24276357000000000018 7/14/2005 11:51 PM
SSE-DS|ILSR_SS. . 3FaBChFPONON000001% 7/19/2005 3:23 AM
SSE-DS|ILSR_SS. . fedbSFEFOO00000000 7128/2005 3158 AM
SSE-DS|ILSR_SS. . 725h9da00000000001 0 7128/2005 10:54 PM
SSE-DS|ILSR_SS. . 735a867800000000001C 712912005 3:33 A
SSE-DS|ILSR_SS. . 148511c700000000001d 8/32005 11:30 P
SSE-DS|ILSR_SS. . 1427170100000000001 842005 12:07 AM
SSE-DS|ILSR_SS. . 14fc45H500000000001F 842005 1:40 AM
SSE-DS|ILSR_SS. . 486ceB0b000O0000020 8/17/2005 3:58 AM
SSE-DS|ILSR_SS. . 4cada3aa000000000021 8/17/2005 11:37 PM
SSE-DS|ILSR_SS. . 1425 5cAL00000000002F 9712005 11:36 PM
SSE-DS|ILSR_SS. . 3f0B45ddI000000000ZF 9/3(2005 1:11 AM
SSE-DS|ILSR_SS. . 3f619b7e000000000042 9/3(2005 2145 AM
SSE-DS|ILSR_SS. . £313463000000000052 9/16/2005 1:09 AM
SSE-DS|ILSR_SS. . 73861 3000000000060 9/20/2005 10:20 PM
SSE-DS|ILSR_SS. . 7e6ee35 10000000006 L 912002005 11:20 PM
SSE-DS|ILSR_SS. . (12336841 000000000074 nzssazan ol
| ol |E
Contains operations that can be perfarmed on the object. N | b

Action  Yiew “ (=] ->|

10| x]

Tree I

@ Certification Autharity (Local)
E @ Aparna T
i3] Revoked Certificates
[ Issued Certificates
|2 Pending Requests
|21 Failed Requests

Requester Name:
SSE-08IIUSR_S5...
SSE-08IIUSR_S5...
SSE-08IIUSR_S5...
SSE-08IIUSR_S5...
SSE-08IIUSR_S5...
SSE-O8IIUSR_G5...
SSE-O8IIUSR_G5...
SSE-O8IIUSR_G5...
SSE-08IIUSR_G5..

fes

Binary Certificate

| Serial Mumber

| Certificate Effective Date ;l

----- BEGIN CERTL...
----- BEGIN CERTL...
-BEGIN CERTL...
-BEGIN CERTL...
----- BEGIN CERTL...
-BEGIN CERTL...
-BEGIN CERTL...
----- BEGIN CERTL...
EGIN CERTIL..

Sdae53cdi0000000000F
Sdb140d3000000000010
Sezd7c1b00000000001 1
16db4fEf000000000012
261c3924000000000013
262b520200000000001 4
2634c7F2000000000015
2635b000000000000016
2648504000000000001 7

& The last published CRL is still valid and can be used by clients. Are you sure you want ko publish a new CRL? 2005 3:58 AM

Mo

6302005 5:27 AM
6302005 5:30 AM
6/30/2005 5:46 AM
7[8(2005 3:21 AM
7/14/2005 5:00 AM
7/14/2005 5:16 AM
7/14/2005 5:27 AM
7/14/2005 5:26 AM
7[14/2005 5:46 AM
] |2005 11:51 FM
2005 3:29 AM

2005 10:54 PM
2005 3:33 AM
005 11:30 PM
005 12:07 AM

31 SSE-OE\IUSR_S5..,  -----| BEGIN CERTIL... 14fc45h5S00000000001F /412005 1:40 AM

32 SSE-081IUSR_55. .. -BEGIM CERTIL...  486ceG0b000000000020 8/17j2005 3:58 AM

33 SSE-081IUSR_55. .. -BEGIN CERTI... 4ra4a3aa000000000021 8/17]2005 11:37 PM

47 SSE-08IUSR_55...  -----] BEGIM CERTI... 1aa55c6e00000000002F 9/1/2005 11:36 PM

63 SSE-081IUSR_55. .. -BEGIM CERTIL...  3F0S845d4d00000000003F 9/9/2005 1:11 AM

66 SSE-081IUSR_55. .. -BEGIM CERTL...  3F619b7e000000000042 9/3/2005 2:48 AM

82 SSE-08IUSR_55...  -----] BEGIM CERTIL... 6313c463000000000052 9/16j2005 1:09 AM

96 SSE-081IUSR_55. .. -BEGIN CERTI... 7c3861e3000000000060 9/20§2005 10:20 PM

97 SSE-081IUSR_55. .. -BEGIN CERTI... FcAee351000000000061 9/20§2005 11:20 PM

116 SSE-08IUSR_55...  -----] BEGIM CERTIL... 0a3382a1000000000074 11/12/2005 5:32 AM 7

< | ol

==

N | 3
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Downloading the CRL

To download the CRL from the Microsoft CA website, follow these steps:.

Step1  Select Request the CA certificate or certificate revocation list radio button on the Microsoft
Certificate Services web interface and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext =

144784

Step2  Click the Download latest certificate revocation list link.

Microsoft Ce

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate: [ffitnd

© DER encoded or & Base 64 encoded
Download CA cerfificate

Download CA certification path

Download |atest certificate revocation list

144785

Step3  Click Save in the File Download dialog box.

Cisco MDS 9000 Family CLI Configuration Guide
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Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this certification authority

It is nat necessary to manually install the CA Xk this certification authority, because the

CA certification path will be installed for yov
Some files can haim pour computer. f the file information below
loaks suspiciaus. or pou do not full trust the saurce, do not apen or
Choose file to download: save this fle,
CA Certficate: File name: cetcici
File type:  Certficate Revocation List

From: 1076 45108

CDER encoded or & Ba
Download CA certificate

Dovwnload CA cerification ¢
Download latest cerlificate © Open Save Cancel Hore Info

[ Always ask before apening this tpe of file

Wwiould you fiks to open the fils or save it to your computer?

144786

Step4  Enter the destination file name in the Save As dialog box and click Save.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA F'I nload T i xjjom this certification authority, because the
CA certification path will be installed for you £ 'E — —I—I—II e

Choose file to download: Savein: | 3 testeents s e ®mcfE
CA Certificate: [Qiiail EiCIe

© DER encoded or & Base
Dovwnload CA certificate

Download CA cerification pa
Download latest cerificate re:

File name: [apamaCa.ci = Save
=l Cancel

2|

Saveastype  [Cenificate Revocation List

144787

(K

Step5  Display the CRL using the Microsoft Windows type command.

Cisco MDS 9000 Family CLI Configuration Guide
[ 0L-16184-01, Cisco MDS SAN-OS Release 3.x .m



Chapter 34 Configuring Certificate Authorities and Digital Certificates |

M  Maximum Limits

Send documentation comments to mdsfeedback-doc@cisco.com

) =101

¥ [ 0 AQ ¥ ) B ’:JI-
¥ QY DU i) bm
Dl i D0 flo aY DU QG
DUQQD g QBEXDTA g NFoXD
0 : B=CCmELCaERARARAR DTH 0 ollo
...... ) DUWOT AnAAAAR A "
....... . q
) GCr ) ] 0
D A4 AU 3 AbAgowz EAARRARAA A .
N ....' I DTH ) 0 0T ¥laoCHAOAOAOAAA )
ANz . HODCGECHCKCC INJ»UY ARARGAA DG 0% T} D
owD DA 0 ApAgpTuRcBARABAAR 5 D ODA UMD
DU RA RCE=aAAAAAN D DO
....... GuNTAZH URBITAAL
) D EBMDA=M=zU2WAbAgpdr1PNARAAAANE A
0 AAA ) ) ouk0I ¥¥ 118 CuAAAAaR D
f D QgD B CChhhT48AAAAAAB ) D
T s DU WOD amEi I CARAARAR
OuMD Ay I AAAAAAT D 0 D AMU o
........ D AMD " T BAANAAAAN T 0
B on¥1cAARARAE 0 D : an
DU wOT NhAcouS19EARAAAAR B "
....... D 0 . =AAAAAADN DL )
" sUhRHHARAARAAA A . 0 T
D ) 0 QAAAAAR DUwOD \ AhA
oo LAARARARALD B oD D B o6 olAAaRAN DT
BRI e I o D AT haan
5 ) DI g i y Dl OD DA @ G
...... D) 0) 0) AnAAGOAR A q
------ [ [ D 000
[ g [ D [ 0 D MRLU 3
Ol D QEFBQADOGH D
0
D A9
o
@
[) I~
-|3
=z

Importingthe CRL

To import the CRL to the trust point corresponding to the CA, follow these steps:

Step1  Click Switches > Security > PKI in the Physical Attributes pane.

Step2  Click the Trust Point Actions tab in the Information pane.

Step3  Select the crlimport option from the Command drop-down menu to import the CRL to the selected trust
point.

Step4  Enter the input file name with the CRL in the bootflash:filename format, in the URL field.

Step5  Click Apply Changes to save the changes.

a~

Note  The identity certificate for the switch that was revoked (serial number
0A338EA1000000000074) is listed at the end.

Maximum Limits

Table 34-1 lists the maximum limits for CAs and digital certificate parameters.
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Table 34-1 Maximum Limits for CA and Digital Certificate
Feature Maximum Limit
Trust points declared on a switch 16
RSA key-pairs generated on a switch 16
Identity certificates configured on a switch 16
Certificates in a CA certificate chain 10
Trust points authenticated to a specific CA 10

Default Settings

Table 34-2 lists the default settings for CAs and digital certificate parameters.

Table 34-2 Default CA and Digital Certificate Parameters
Parameters Default

Trust point None

RSA key-pair None

RSA key-pair label Switch FQDN
RSA key-pair modulus 512

RSA key-pair exportable Yes
Revocation check method of trust point CRL.
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