Configuring Port Security

CHAPTER 1

All switches in the Cisco MDS 9000 Family provide port security features that reject intrusion attempts
and report these intrusions to the administrator.

This chapter includes the following sections:

~

Port Security Features, page 18-2

About Auto-Learn, page 18-2

Manually Configuring Port Security, page 18-5
Copying the Port Security Database, page 18-8
Database Scenarios, page 18-8

Clearing the Port Security Database, page 18-10
Deleting the Port Security Database, page 18-10
Displaying Port Security Commands, page 18-10
Default Settings, page 18-12

Note  Port security is only supported for Fibre Channel ports.
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I Port Security Features

Port Security Features

Typically, any Fibre Channel device in a SAN can attach to any SAN switch port and access SAN
services based on zone membership. Port security features prevent unauthorized access to a switch port
in the Cisco MDS 9000 Family:

e Login requests from unauthorized Fibre Channel devices (Nx ports) and switches (XE ports) are
rejected.

e All intrusion attempts are reported to the SAN administrator through syslog messages.

Enforcing Port Security

To enforce port security, configure the devices and switch port interfaces through which each device or
switch is connected.

e Use the port world wide name (pWWN) or the node world wide name (nWWN) to specify the Nx
port connection for each device.

e Use the switch world wide name (SWWN) to specify the XE port connection for each switch.
Each Nx and xE port can be configured to restrict a single port or a range of ports.
Enforcement of port security policies are done on every activation and when the port tries to come up.

The port security feature requires all devices connecting to a switch to be part of the port security active
database. The software uses this active database to enforce authorization.

About Auto-Learn

You can instruct the switch to automatically learn (auto-learn) the port security configurations over a
specified period. This feature allows any switch in the Cisco MDS 9000 Family to automatically learn
about devices and switches that connect to it. Use this feature to activate the port security feature for the
first time as it saves tedious manual configuration for each port. Auto-learn is configured on a per-VSAN
basis. If enabled, devices and switches that are allowed to connect to the switch are automatically
learned, even if you have not configured any port access.

By default, the port security feature is not activated in any switch in the Cisco MDS 9000 Family.

Activating Port Security

When you activate the port security feature, the auto-learn option is also automatically enabled. You
can choose to activate the port-security feature and disable auto-learn using the port-security activate
vsan number no-auto-learn command. In this case, you need to manually populate the port security
database by individually securing each port.

Cisco MDS 9000 Family Configuration Guide
m. 78-16087-01, Cisco MDS SAN-0S Release 1.3 |



| Chapter18 Configuring Port Security

About Auto-Learn

Learned entries on a port are cleaned up after you issue a shutdown command on that port.

To enable the port security feature, follow these steps:

Command Purpose
Step1  switch# config t Enters configuration mode.
switch(config)#
Step2  switch(config)# port-security activate vsan 1 Activates the port security database for the
specified VSAN, and automatically enables
auto-learn.

switch(config)# no port-security activate vsan 1 |Deactivates the port security database for the
specified VSAN, and automatically disables

auto-learn.
To enable the port security feature, follow these steps:
Command Purpose
Step1  switch# config t Enters configuration mode.
switch(config)#
Step2  switch(config)# port-security activate vsan 1 Disables the auto-learn feature for the port
no-auto-learn security database in VSAN 1.

Configuring Auto-Learn

The state of the auto-learning configuration depends on the state of the port security feature:
e If the port security feature is not activated, the auto-learn option is disabled by default.

e If the port security feature is activated, the auto-learn option is enabled by default (unless it is
turned off using the port-security activate vsan number no-auto-learn command).

To enable the auto-learn option, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# port-security auto-learn vsan 1 Enables auto-learn so the switch can learn
about any device that is allowed to access
VSAN 1. These devices are logged in the
port security active database.

switch(config)# no port-security auto-learn vsan 1 |Disables auto-learn and stops the switch
from learning about new devices accessing
the switch. Enforces the database contents
based on the devices learned up to this
point.

pe

Tip If the auto-learn option is enabled on a VSAN, you cannot activate the database for that VSAN without
the force option.

Cisco MDS 9000 Family Configuration Guide
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Ml About Auto-Learn

Table 18-1 summarizes the authorized connection for device requests.

Table 18-1 Auto-Learn Device Authorization

Device (pPWWN, nWWN, sWWN) Requests Connection to  |Authorization Condition
Configured with one or more switch A switch on configured |Permitted 1
ports ports
A switch on other ports |Denied 2
Not configured A port that is not Permitted if 3
configured auto-learn enabled
Denied if 4
auto-learn disabled
Configured or not configured A switch port that allows |Permitted 5
any device
Configured to log in to any switch port |Any port on the switch  |Permitted 6
Not configured A port configured with  |Denied 7
some other device

Authorization Scenario

Assume that the port security feature is activated and the following conditions are specified in the active

database:

e A pWWN (P1) is allowed access through interface fcl/1 (F1).
e A pWWN (P2) is allowed access through interface fc1/1 (F1).
¢ A nWWN (N1) is allowed access through interface fc1/2 (F2).
e Any WWN is allowed access through interface fc1/3 (F3).

e A nWWN (N3) is allowed access through any interface.

e A pWWN (P3) is allowed access through interface fc1/4 (F4).
e A sWWN (S1) is allowed access through interface fc1/10-13 (F10 to F13).
e A pWWN (P10) is allowed access through interface fc1/11 (F11) .

Table 18-2 summarizes the port security authorization results for this active database.

Table 18-2 Authorization Results for Scenario

Scenario |Device Connection Request |Authorization |Condition |Reason

1 P1, N2, F1 Permitted 1 No conflict.

2 P2, N2, F1 Permitted 1 No conflict.

3 P3, N2, F1 Denied 2 F1 is bound to P1/P2.

4 P1, N3, F1 Permitted 6 Wildcard match for N3.

5 P1, N1, F3 Permitted 5 Wildcard match for F3.

6 P1, N4, F5 Denied 2 P1 is bound to F1.

7 P5, N1, F5 Denied 2 N1 is only allowed on F2.

l_ Cisco MDS 9000 Family Configuration Guide
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Table 18-2 Authorization Results for Scenario (continued)

Manually Configuring Port Security

Scenario Device Connection Request |Authorization |Condition |Reason

8 P3, N3, F4 Permitted 1 No conflict.

9 S1, F10 Permitted 1 No conflict.

10 S2, F11 Denied 7 P10 is bound to F11.

11 P4, N4, F5 (auto-learn on) |Permitted 3 No conflict.

12 P4, N4, F5(auto-learn off) Denied 4 No match.

13 S3, F5 (auto-learn on) Permitted 3 No conflict.

14 S3, F5 (auto-learn off) Denied 4 No match.

15 P1, N1, F6 (auto-learn on) |Denied 2 P1 is bound to F1.

16 P5, N5, F1 (auto-learn on) |Denied 7 P3 is bound to F1.

17 S3, F4 (auto-learn on) Denied 7 P3 paired with F4.

18 S1, F3 (auto-learn on) Permitted 5 No conflict.

19 P5, N3, F3 Permitted 6 Wildcard match for F3 and N3.
20 P7, N3, F9 Permitted 6 Wildcard match for N3.

Manually Configuring Port Security

To configure port security on any switch in the Cisco MDS 9000 Family, follow these steps:

Step 1
Step 2
Step 3
Step 4

Identify the WWN of the ports that need to be secured.
Secure the fWWN to an authorized nWWN or pWWN.

Activate the port security database.

Verify your configuration.

Identifying WWNs to Configure Port Security

If you decide to manually configure port security, be sure to adhere to the following guidelines:

Identify switch ports by the interface or by the fWWN.
Identify devices by the pWWN or by the nWWN.

If an Nx port:

- isallowed to login to SAN switch port Fx, then that Nx port can only log in through the specified

Fx port.

— nWWN is bound to a Fx port WWN, then all pWWNss in the Nx port are implicitly paired with

the Fx port.

TE port checking is done on each VSAN in the allowed VSAN list of the trunk port.

All PortChannel XE ports must be configured with the same set of WWNs in the same PortChannel.

| 78-16087-01, Cisco MDS SAN-0S Release 1.3
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Il Manually Configuring Port Security

e E port security is implemented in the port VSAN of the E port. In this case the sWWN is used to
secure authorization checks.

¢ Once activated, the config database can be modified without any effect on the active database.

e By saving the running configuration, you save the configuration database and activated entries in the
active database. Learned entries in the active database are not saved.

Securing Authorized Ports

After identifying the WWN pairs that need to be bound, add those pairs to the port security database.

To configure port security, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# port-security database vsan 1 Enters the port security database mode for
switch(config-port-security) # the specified VSAN.
switch(config)# no port-security database vsan 1 Deletes the portsecurﬁy conﬁguraﬁon
switch(config)# database from the specified VSAN.

Step3  switch(config-port-security)# swwn Configures the specified sSWWN to only

20:01:33:11:00:2a:4a:66 interface port-channel 5 log in through PortChannel 5.

switch(config-port-security)# any-wwn interface Conﬁguresany\VVVDJtologinthrough
fcl/1 - fc1/8 the specified interfaces.
switch(config-port-security)# pwwn Configures the specified pWWN to only
20:11:00:33:11:00:2a:4a fwwn log in through the Speciﬁed fWWN.
20:81:00:44:22:00:4a:9e

switch(config-port-security)# no pwwn Deletes the specified pWWN configured
20:11:00:33:11:00:2a:4a fwwn in the previousstep.
20:81:00:44:22:00:4a:9e

switch(config-port-security)# nwwn Configures the specified nWWN to log in
26:33:22:00:55:05:3d:4c fwwn through the specified fWWN.
20:81:00:44:22:00:4a:9e

switch(config-port-security)# pwwn Configures the specified pWWN to log in
20:11:33:11:00:2a:4a:66 through any port on the local switch.
switch(config-port-security)# any-wwn interface Configures any WWN to log in through
fe3/1 the specified interface.

switch(config-port-security)# no any-wwn interface [)eknesthe\vﬂdcanjconﬁguredinthe
fc2/1 previous step.

Port Security Database Activation

When you activate the port security database, all entries in the configured database are copied to the
active database. After the database is activated, subsequent device login is subject to the activated port
bound WWN pairs. Additionally, all devices that have already logged into the VSAN at the time of
activation are also learned and added to the active database. If the auto-learn feature is already enabled
in a VSAN, you will not be allowed to activate the database.

See the “About Auto-Learn” section on page 18-2.

Cisco MDS 9000 Family Configuration Guide
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Manually Configuring Port Security

Activating the Port Security Database

To activate the port database, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# port-security activate vsan 1 Activates the port security database for
switch(config-port-security)# the specified VSAN, and automatically

turns on the auto-learn feature.

switch(config)# no port-security activate vsan 1 Deactivates port security, deletes the
active database, and disables auto-learn.

Database Activation Rejection

Database activation is rejected in the following cases:
e Missing or conflicting entries exist in the configuration database but not in the active database.
e If the auto-learn feature was enabled before the activation. To reactivate a database in this state.
e The exact security is not configured for each PortChannel member.
e The configured database is empty but the active database is not.

If the database activation is rejected due to one or more conflicts listed in the previous section, you may
decide to proceed by forcing the port security activation.

Forcing Port Security Activation

You can view missing or conflicting entries using the port-security database diff active vsan
command.

If the auto-learn option was enabled before the activation, reactivate the database (see the “Forcing Port
Security Activation” section on page 18-7).

If the database activation is rejected due to one or more conflicts listed in the previous section, you may
decide to proceed with the activation by using the force option.

Note  An activation using the force option logs out existing devices if they violate the active database.

To forcefully activate the port security database, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step 2 switch(config)# port-security activate vsan 1 force Forces the VSAN 1 port security
database to activate despite conflicts.

switch(config)# no port-security activate vsan 1 force |Reverts to the previously Configured
state or to the factory default (if no
state is configured).

Cisco MDS 9000 Family Configuration Guide
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| Copying the Port Security Database

Reactivating the Database

e

Tip

Step 1
Step 2

Step 3

If the auto-learn option is enabled and you activate the database, you will not be allowed to proceed.

To reactivate the database, follow these steps:

Disable the auto-learn option using the no port-security auto-learn vsan number command.

Copy the active database to the configured database using the port-security database copy vsan
command). This command overwrites the configuration database with the active database.

Activate the database using the port-security activate vsan number command.

Copying the Port Security Database

Use the port-security database copy vsan command to copy from the active to the configured database.
If the active database is empty, this command is not accepted.

switch# port-security database copy vsan 1

switch#

Use the port-security database diff active vsan command to view the differences between the active
database and the configuration database. This command can be used when resolving conflicts.

switch# port-security database diff active vsan 1
Use the port-security database diff config vsan command to obtain information on the differences
between the configuration database and the active database.

switch# port-security database diff config vsan 1

Database Scenarios

18-8

Table 18-3 lists the differences and interactiona between the active and configuration databases.

Table 18-3 Active and Configuration Port Security Databases

Configuration Database Active Database

Read-write. Read-only.

Saving the configuration saves all the entries in  |Saving the configuration only saves the activated
the configuration database. entries. Learned entries are not saved.

Once activated, the configuration database can be |Once activated, all devices that have already
modified without any effect on the active logged into the VSAN are also learned and added
database. to the active database.

You can overwrite the configuration database with |You can overwrite the active database with the
the active database. configured database by activating the port
security database. Forcing an activation may
violate the entries already configured in the active
database.

Cisco MDS 9000 Family Configuration Guide
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Database Scenarios

Note

between the active database and the configuration database.

You can overwrite the configuration database with the active database using the port-security database
copy vsan command. The port-security database diff active vsan command lists the differences

Figure 18-1 depicts various scenarios to depict the active database and the configuration database status

based on port security configurations.

Figure 18-1 Port Security Database Scenarios
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W Clearing the Port Security Database

Clearing the Port Security Database

Use the clear port-security statistics command to clear all existing statistics from the port security
database for a specified VSAN.

switch# clear port-security statistics vsan 1

Use the clear port-security database auto-learn interface command to clear any learned entries in the
active database for a specified interface within a VSAN. The active database is read-only and this
command can be used when resolving conflicts.

switch# clear port-security database auto-learn interface fcl/1l vsan 1
Use the clear port-security database auto-learn command to clear any learned entries in the active

database up to for the entire VSAN. The active database is read-only and this command can be used when
resolving conflicts.

switch# clear port-security database auto-learn vsan 1

Deleting the Port Security Database

Displaying

Use the no port-security command in configuration mode to delete the configured database for a
specified VSAN

switch(config)# no port-security database vsan 1
switch(config)#

Port Security Commands

The show port-security database commands display the configured port security information (see
Examples 18-1 to 18-9).
Example 18-1 Displays the Contents of the Port Security Database

switch# show port-security database

VSAN Logging-in Entity Logging-in Point ( Interface)

1 21:00:00:e0:8b:06:d9:1d (pwwn) 20:04:00:05:30:00:95:de(fcl1/13)

1 50:06:04:82:bc:01:c3:84 (pwwn) 20:0c:00:05:30:00:95:de(fcl/12)

2 20:00:00:05:30:00:95:df (swwn) 20:0c:00:05:30:00:95:de(port-channel 128)
3 20:00:00:05:30:00:95:de(swwn) 20:01:00:05:30:00:95:de(fcl/1)

[

Total 4 entries]

You can optionally specify a fWWN and a VSAN, or an interface and a VSAN in the show port-security
command to view the output of the activated port security (see Example 18-2).

Example 18-2 Displays the Port Security Database in VSAN 1

switch# show port-security database vsan 1

1 * 20:85:00:44:22:00:4a:9e (fc3/5)

Cisco MDS 9000 Family Configuration Guide
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Displaying Port Security Commands ||

1 20:11:00:33:11:00:2a:4a(pwwn) 20:81:00:44:22:00:4a:9e (£fc3/1)
[Total 2 entries]

Example 18-3 Displays the Activated Database

switch# show port-security database active

VSAN Logging-in Entity Logging-in Point ( Interface) Learnt
1 21:00:00:e0:8b:06:d9:1d(pwwn) 20:04:00:05:30:00:95:de(fcl1/13) Yes
1 50:06:04:82:bc:01:c3:84 (pwwn) 20:0c:00:05:30:00:95:de(fcl/12) Yes
2 20:00:00:05:30:00:95:df (swwn) 20:0c:00:05:30:00:95:de (port-channel 128) Yes
3 20:00:00:05:30:00:95:de(swwn) 20:01:00:05:30:00:95:de(fcl/1)

[

Total 4 entries]

The access information for each port can be individually displayed. If you specify the fwwn or interface
options, all devices that are paired in the active database (at that point) with the given fWWN or the
interface are displayed (see Examples 18-4 to 18-6).

Example 18-4 Displays the Wildcard fWWN Port Security in VSAN 1

switch# show port-security database fwwn 20:85:00:44:22:00:4a:9e vsan 1
Any port can login thru' this fwwn

Example 18-5 Displays the Configured fWWN Port Security in VSAN 1

switch# show port-security database fwwn 20:01:00:05:30:00:95:de vsan 1
20:00:00:0c:88:00:4a:e2 (swwn)

Example 18-6 Displays the Interface Port Information in VSAN 2

switch# show port-security database interface fc 1/1 vsan 2
20:00:00:0c:88:00:4a:e2 (swwn)

The port security statistics are constantly updated and available at any time (see Example 18-7).

Example 18-7 Displays the Port Security Statistics

switch# show port-security statistics
Statistics For VSAN: 1

Number of PWWN permit: 2

Number of nWWN permit: 2

Number of sWWN permit: 2

Number of pWWN deny 0

Number of nWWN deny 0

Number of sWWN deny 0

Total Logins permitted : 4
Total Logins denied : 0
Statistics For VSAN: 2
Number of pPWWN permit:
Number of nWWN permit:
Number of sSWWN permit:
Number of pWWN deny
Number of nWWN deny
Number of sWWN deny

Cisco MDS 9000 Family Configuration Guide
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W Default Settings

To verify the status of the active database and the auto-learn configuration, use the show port-security
status command (see Example 18-8).

Example 18-8 Displays the Port Security Status

switch# show port-security status
VSAN 1 :Activated database, auto-learning is enabled
VSAN 2 :No Active database, auto-learning is disabled

The show port-security command displays the previous 100 violations by default (see Example 18-9).

Example 18-9 Displays the Violations in the Port Security Database

switch# show port-security violations

VSAN Interface Logging-in Entity Last-Time [Repeat count]

1 fcl/13 21:00:00:e0:8b:06:d9:1d(pwwn) Jul 9 08:32:20 2003 [20]
20:00:00:e0:8b:06:d9:1d (nwwn)

1 fcl/12 50:06:04:82:bc:01:c3:84 (pwwn) Jul 9 08:32:20 2003 [1]
50:06:04:82:bc:01:c3:84 (nwwn)

2 port-channel 1 20:00:00:05:30:00:95:de(swwn) Jul 9 08:32:40 2003 [1]

[Total 2 entries]

The show port-security command issued with the last number option displays only the specified
number of entries that appear first.

Default Settings

Table 18-4 lists the default settings for all security features in any switch.

Table 18-4 Default Security Settings

Parameters Default
Auto-learn Enabled if port security is enabled.
Port security Disabled.

Cisco MDS 9000 Family Configuration Guide
m. 78-16087-01, Cisco MDS SAN-0S Release 1.3 |



	Configuring Port Security
	Port Security Features
	Enforcing Port Security

	About Auto-Learn
	Activating Port Security
	Configuring Auto-Learn
	Authorization Scenario

	Manually Configuring Port Security
	Identifying WWNs to Configure Port Security
	Securing Authorized Ports
	Port Security Database Activation
	Activating the Port Security Database
	Database Activation Rejection
	Forcing Port Security Activation
	Reactivating the Database


	Copying the Port Security Database
	Database Scenarios
	Clearing the Port Security Database
	Deleting the Port Security Database
	Displaying Port Security Commands
	Default Settings



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


