Examples of SNMP Traps

Figure D-1 AP Disassociated, AP Interface Down, and Link Down Traps

= 4 bsnAFDisassociated
Message reception date: 3/10/2006
Message reception time: 5:39:10.935 PM
@ Time stamp: 0 days 05h:40m:455.29th
A Message type: Notification (Trap)
Protocol version: SNMPv2c
Transport: IP/UDF
-2 Agent
@8 Manager
&, Community: Trap_Ringer
=1 Bindings (3)
@ Binding #1: sysUpTime.0 ** (timeticks) 0 days 05h:40m:45s.29th
@ Binding #2: snmpTrapOID.0 “* (oid) bsnAPDisassociated
@ Binding #3: benAPMacaddrTrapvariable.0 *= (octets) 00:08:85:06:F7:70 [00.0B.85.06.F7.70 (hex)]

= 4 bsnAFDown
Message reception date: 3/10/2006
Message reception time; 5:39:10.935 PM
@ Time stamp: 0 days 05h:40m:45s 29th
# Message type: Notification (Trap)
Protocol version: SNMPV2e
Transport: IP/UDP
« B} Agent
+- 8 Manager
&, Community: Trap_Ringer
=1 Bindings (6)
@ Binding #1: sysUpTime.0 ** (timeticks) 0 days 05h:40m:45s.25th
@ Binding #2: snmpTrap0ID.0 *= {oid) bsnAFDown
@ Binding #3: bsnAPDot3MacAddress.0** (octets) 00:08:85:06:F7:70 [00.08.85.06.F7.70 (hex))
@ Binding #4: bsnAPIfSlotld, 0 ** (int32) 0
@ Binding #5: bsnAFPortNumber.D ** (int32) 0
@ Binding #6: bsnAPHUpDownCause 0 ** (int32) echoTimeout(4)

= 4 linkDown
Message reception date: 3/12/2006
Message reception ime: 8:17:35.151 PM
© Time stamp: 0 days 00h:27m:47s.68th
4 Message type: Notification (Trap)
Protocol version: SNMPv2c
Transport IP/UDP
3B} Agent
3 B} Manager
&, Community: Trap_Ringer
= Bindings (3)
@ Binding #1: sysUpTime.0 == (timeticks) 0 days 00h:27m:47s.66th
@ Binding #2: snmpTrap0ID.0** (oid) linkDown
@ Binding #3: ifindex 2 == (int32) 2 [2]
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Figure D-2 Client Authentication Failure, Client De-Authenticated, and WLC Configuration Saved
Traps

= # bsnDolll StationAuthenticateFail
Message reception date: 3/10/2006
Message reception fime: 6:25:45864 PM
@ Time stamp: 0 deays 06h:27m 205 53th
4 Message type: Notification (Trap)
Protocol version: SHMPv2c
Transport IFfUDP
@ 5 Agent
&8 Monager
&, Community: Trap_Ringer
=) Bindings (6)
@ Binding #1: sysUpTime 0 *= (imeticks) 0 days 06h:27m:20s 53th
@ Binding #2: snmpTrapOID 0 *=* (oid) bsnDotl 1StationAuthenticateFail
@ Binding #3: bsnStationAPMacAddr 0 ™= (octets) 00-08:85:24:A8:C0 [00.0B.85.24 A8.C0 (hex)]
@ Binding #4: bsnStationAPHSIotd 0 == (in132) 1
@ Binding #5: benStationReasonCode. 0 == (int32) unspecified(1)
@ Binding #6: benStationMacAddress 0~ (octets) 00.0E:98:1F.C0.06 [00.0E 98.1F C0.06 (hex)]

= # bsnDotl 1StationDeauthenticate
Message reception date: 3/10/2006
Message reception ime: 6:25:56.409 FM
© Time stamp: 0 days 08h:27m 315.0%h
& Message type: Nothcaton (Trap)
Protocol version: SNMPwZc
Transport IPUDP
= & Agent
= &) Monager
&, Community: Trap_Ringer
22 Bindings (6)
@ Binding #1: sysUpTime.0 *= (imeticks) 0 deys 06h:27m:315.0%th
@ Binding #2: snmpTrap0ID.0 * (oid) benDotl 1 StationDesuthenticate
@ Binding #3: bsnStationAPMacAddr 0 == (octets) 00-08:85:24.A8:C0 [00.08.85.24.A8.C0 (hex)]
@ Binding #4: bsnStationAPHSIotd 0= (nt32) 1
@ Binding #5: bsnStationReasonCode.0 = (int32) unspecified(1)
@ Binding #6: bsnStationMacAddress 0 = (octets) 00:0E-98:1F-C0:06 [00.0E 98.1F C0.06 (hex)]

= 4 bsnConfigSaved
Message reception date: 3/12/2006
Message reception time: 8:08:34.064 FM
G Time stamp: 0 days 00h:18m:465.61th
& Message type: Notfication (Trap)
Protocol version: SNMPv2e
Transport IPFUDP
W B Agent
&8 Manager
&, Community: Trap_Ringer
=2 Bindings (2)
@ Binding #1: syslUpTime 0 *=* (timeticks) 0 days 00h:18m:46s.61th
& Binding #2: snmpTrapOID.0 ** (oid) bsnConfigSaved
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Figure D-3 Rogue AP Detected, Rogue AP Removed, and Interference Profile Failed Traps

= # bsnRoguedPDetected
Message reception date: 3/10/2006
Message reception time: 5:38:03.252 P
© Time stamp: 0 deys 05h:39m 375 62th
& Message type: Motification (Trap)
Protocal viersion: SNMPv2c
Transport IPfUDP
B Agent
@ % Manager
&, Community: Trap_Ringer
=12 Bindings (13)
@ Binding #1: sysUpTime.0 ~= (imeticks) 0 days 05h 39m 37562t
& Binding #2; snmp TrapOI0 0** (oid) bsnRogueAFDetecled
@ Binding #3: bsnRogueAPDot1 1 MacAddress. 0 = (octets) 00:0C:41.C0.B1.0B [00.0C.41.C0.B1.0B (hex))
@ Binding #4: bsnRogueAPAirespaceAPMacAddress 0 == (octets) 00.08:85:24:A8.C0 [00.08 85 24.A8.CO (hex)]
@ Binding #5: bsnRogueAPAImspacaAPSiotd ) == (int32) 1
@ Binding #6: bsnRogueAPSeid 0~ (octets) manting30 [60.61.72.74.69.6E 36.33.30 (hax)]
@ Binding #7: bsnRogueAFChannelMumber.0 == (int32) &
@ Binding #3: bsnRogueAPAirespaceAPRSSID == (int32) -84
@ Binding #9: bsnRogueAPAirespacaaPSNRD = (int32) 14
@ Binding #10: benRogueAPOnWiredNetwork 0 = (in132) no(0)
@ Binding #11; berRogueAdhochiode. 0 ** (int32) no(0)
@ Binding #12: bsnRoguesPRadioType 0= (int32) do 1b(1)
@ Binding #13 benRogueAPAirespaceAPName 0 == (octets) AP1000#3 [41.50.31.30.30.30.23 33 (hex))

= # bsnRoguesFRemoved
Message reception date: 3/10/2008
Message reception time: 6:41:28 536 P
@ Time stamp: 0 days 06h:43m 035 34t
4 Message type: Notfication (Trap)
Frotocol version: SNMPw2e
Transport IP/UDP
-5 Agent
# B3 Manager
&, Community: Trap_Ringer
=2 Bindings (7)
@ Binding #1: sysUpTime 0™ (imeticks) 0 days 06h:43m03s 34t
@ Binding #2: snmpTrap0ID.0 *= (0id) bsnRogueAPRemoved
@ Binding #3: bsnRogueAFDotl 1MacAddress 0 *= (octets) 00.06:25.DB EAFS [00.06.25 DB EAFS (hex)
@ Binding #4: bsnFogueAFAirespaceAFiacAddress 0= (ociets) 00.08 85 24.A8:C0 [00 08 85 2448 CO (hex)]
@ Binding #5 bsnRogueAPAirespaceAFSiold 0 == (im32) 1
& Binding #6: bsnRogueAPRadioType.0 “= (int32) dot! 16(1)
@ Binding #7: bsnRogueAPAirespaceAPName 0 == (octets) AP1000#3 [41.50.31 30 30,30.23 33 (hex))

= & bsnAFinterderenceFrofileFailed
Message reception date: 3/10/2006
Message reception time: 6:23.08.694 P
D Time stamp: 0 dnys DBh-24m: 435 36th
A& WMessage type: Motification (Trap)
Frotocol version: SMMPvEc
Transport IF/UDP
=5 Agent
® B Manager
&, Community: Trap_Ringer
=1 Bindings (4)
@ Binding #1: sysUpTime 0™ (imeticks) 0 days 06h-24m 435 36th
@ Binding #2: snrmpTrapOID.0** (oid) banaFinederancaProfilaFailed
@ Binding #3: bsnAFDot3MacAddress 0.11.133.36.168.192 "= (octets) 00:08:85:24:A8:C0 [00.0B.85.24.A8.C0 (hex)]
& Binding #4: bsnAF1SIotd.0.11.133.36.168.192.1 *= (in32) 1
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Figure D-4 AP Current Channel Changed, AP Current Tx Power Changed, AP Load Profile Failed

Traps

= & bsnAPCurrentChannelChanged
Message reception date: 3/12/2006
Message reception time: 10:41:44.756 AM
@ Time stamp: 0 days 00h:32m 465 84th
4 Message type: Nofification (Trap)
Protocol version: SNMPv2c
Transport: IP/UDP
w5 Agent
® 5} Manager
&, Community: Trap_Ringer
= Bindings (7)
@ Binding #1: sysUpTime.0 == (timeticks) 0 days 00h:32m:46s 84th
@ Binding #2: snmpTrapOID.0*~* (0id) bsnAPCurrentChannelChanged
@ Binding #3: bsnAPMacAddrTrapVariable 0 *= (octets) 00:08:85:06:F7:70 [00.08.85.06.F7.70 (hex)]
@ Binding #4: bsnAPSIotlid TrapVariable 0 == (int32) 1
@ Binding #5: bsnAPChannelNumberTrapWariable.0 == (int32) 1
@ Binding #6: bsninterferenceEnergyBeforeChannellUpdate 0= (int32) -128
@ Binding #7: bsninterferenceEnergyafierChannelUpdate.0 ** (int32) -128

= 4 bsnAPCurrentTxPowerChanged
Message reception date: 3/12/2008
Message reception time: 10:49:35 892 AM
© Time stamp: 0 days 00h:40m:385.01th
4 Message type: Notification (Trap)
Protocol version: SNMPv2c
Transport IP/UDP
-5 Agent
= B3 Manager
Q Community: Trap_Ringer
=20 Bindings (5)
@ Binding #1: sysUpTime.0 *= (imeticks) 0 days 00h:40m:38s.01th
@ Binding #2: snmpTrap0ID.0 *** (oid) bsnAPCurentTxPowerChanged
@ Binding #3: benAPDotIMacAddress 0.20.27 8964.144 = (octets) 00:14:18:59:40:90 (00.14.18.59.40.90 (hex))
@ Binding #4: benAPISIotd 0,20, 27,89 64.144.1 *= (int32) 1
. Binding #5: bsnAPIPhy TxPowerLevel 0.20.27 8964144 ™ (int32) 7

= & bsnAPLoadProfileFailed
Message reception date: 3/12/2006
Message reception ime: 7:55:41.363 PM
© Time stamp: 0 deys 00h:05m:53s 92th
# Message type: Notification (Trap)
Protocol version: SNMPvZc
Transport IPJUDP
w5} Agent
-8} Manager
e, Community: Trap_Ringer
= Bindings (4)
@ Binding #1: sysUpTime.0 ™= (imeticks) 0 days 00h:05m:535.92th
@ Binding #2: enmpTrap0ID.0 “* (oid) bsnAFLoadFrofileFailed
@ Binding #3: bsnAPDot3MacAddress.0.20.27 89.64,144 = (octets) 00:14:18:53:40:90 [00.14.18.59.40.90 (hex)]
@ Binding #4: bsnAPISIoNd.0.20.27.89.64.144.0*= (int32) 0
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