CHAPTER

Cisco OER Master Controller Engine GUI

This chapter provides information about how to use the Cisco OER Master Controller Engine Web-based
graphical user interface (GUI).

Access Modes

There are two access modes to the Cisco OER Master Controller Engine:
e Normal
e Secure
Normal mode uses HTTP basic authentication that sends the password in clear text to the server.

Secure mode uses the Secure Sockets Layer (SSL) for login from a Web browser. Once logged in, the
Cisco OER Master Controller Engine GUI shows a series of tabs for various system maintenance,
configurations, and reporting functions.

Step 1 To access this user interface, launch your Web browser.
Step2  Go to:
http://<hostname>:8080/.or http://<ipaddress>:8080/
The login page appears (see Figure 2-1).
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Figure 2-1 Login Page

DOWE

Cisco SYSTEMS

f-zserieg

Optimized Edge Routing{(OER) 1.0

Copyright (c) 2004 Cisco 3ystems, Inc ;I
g
1  Secure (https) login option. 3  Password dialog block.
2 User ID dialog block. 4  Appliance hostname.

If you want to use HTTPS, select Secure and continue to login.
Step3  Enter the default Username:

admin
Step4  Enter the default password:

cisco

The Optimized Edge Routing (OER) Master Controller (MC) Home page appears (see Figure 2-2).

For security reasons, you should change this password. To do this, skip forward to the “Settings - Change
Web Password” section on page 2-5.
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Figure 2-2 Home Page
@
Cileo Srstem Logout | Help | About
Owytimized Edge Rout|ng({OER) Master Controller(MC)
i Mo . | . User ID: admin
T onl
“fou Are Here: « Home | OER = System
System
MC status: Running
Sys?am * System information
Settings Currentdine  ban Mer 2218:22 11| LUTC 2004
Starttime  Thu hlar 15 20:13:1 5| UTC 2004
MC status  Enabled
MC configuration status  Ready
“Wersion 1.0
Build  b113
Package time  2004-03-16T16:07:54Z
2
w
©
1 Context line that shows path to the current 3 Tabs for accessing main functions: tabs are

function. Click any link in this area to go back

to the associated window.

displayed in every window in user interface
(except in detail pop-up windows).

Contents of functions related to the current 4

context.

Content area where graphs, tables, dialog
boxes, charts, and instruction boxes are
displayed.

Main Functions

The Cisco OER Master Controller Engine user interface provides four main functions:

Figure 2-3 Main Function Tabs

"Confiaurations || Troubleshooting
all ™ S .

Home
Configurations
Reports

Troubleshooting
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Subfunctions

Each main function is further subdivided into subfunctions, which are shown as a tree structure (see
Figure 2-4) of the Contents for the Current Context (see callout 1 in Figure 2-2).

Figure 2-4 Contents of Current Context (Subfunctions)

E1_] System o
51 Metwork settings
= ﬂ Key chain
~[E] keBR1
w[F] keBR2
D tryit
Ei;Elorder router
B hordertz 002
E1[E prefix list
=[] Policy

= .

E
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Home
The Home function provides access to system-level information:
e System Status
e Settings
System Status

System status shows the following information:

Figure 2-5 System Status

You Are Here: + Home* OER * System
System

MC status: Running

D Syatem System information
[ settings Currentiime Tue Apr 13 17:53:55 UTC 2004
Starttime  Tue Apr 13 00:22:03 UTC 2004
M status  Enabled
MC configurstion status  Ready
MC CC port status Successful

“ersion 1.0
Build  b118
Package time  2004-04-12701:03:342
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Current time UTC.
Start time Time (UTC) when Cisco OER Master Controller Engine was started.
MC status Whether the Cisco OER Master Controller Engine is enabled or disabled.
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MC configuration Whether the Cisco OER Master Controller Engine is ready to operate, or not. The
status minimum configuration requirements for operation (Ready) are:

e Each valid border router should have at least one internal interface and one
external interface configured and in the UP state.

e Total of at least two external interfaces and one internal interface configured
and in the UP state on any valid border router.

To view the status of border routers go to Configurations > Border Router (see
Figure 2-14).

MC CC port Communication Controller port number currently configured.
status

Version Cisco OER Master Controller Engine software version.
Build Package build type (Release).

Package time Time (UTC) when build completed.

Settings - Change Web Password

The Settings functions allows you to change the Web password to the user interface:

Figure 2-6 Home > Edit Settings > Change Web Password

“fou Are Here: + Home OER¥ Settings
Edit settings

MC status: Running

D System Settings
D Settings

Wigh passwword
At least & characters

Retype weh password I
Save Cancel

116677

Step 1 Enter your new Web password.
Step2  Enter your new Web password again.
Step3  To cancel this operation, click Cancel.

Step4  To apply your new Web password, click Save.
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Configurations

System

Step 1

The Configurations main function is divided into two levels:
e Basic
e Advanced

At the Basic configuration level, the Cisco OER Master Controller Engine does performance and load
balancing functions.

The Advanced configuration level allows you to use the Cisco OER Master Controller Engine to
configure custom policies for optimization; including cost optimization for tier links.

The subfunctions (contents list) of the Configurations main function are shown in Figure 2-7.

Figure 2-7 Configurations Contents List

B[] System

B[] Metwark settings
ﬂ Key chain

[ @ Border router
BI[E prefix list

B [ Palicy

B[] Active probe
(] Cost minimization
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The System Configurations subfunction allows you to change the system-level settings shown in
Figure 2-8.

Figure 2-8 Configurations > System > Edit Settings
You Are Hete: + Configurations® CER > System

Edit system
MC status: Running

B[] system System parameters
B[ Metwork settings
! Operstion state (% Engple © Disable
a Key chain
iﬂElorder Fouter 2 port (1-63533) I????
EIE preix st Titne zone (not supported yet) I UTC j

= [F] Policy
=11 Active probe Save || Cancel

EI(_) Cost minimization
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Accept Enable as the default Operation state, or click Disable.

In Enable state, the Cisco OER Master Controller Engine functions per policy and other configuration
parameters.

In Disable state, the Cisco OER Master Controller Engine stops functioning and allows the configuration
to be modified, but does not monitor or control prefixes. The connection between the Cisco OER Master
Controller Engine and border routers is disabled.
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Step 2

Step 3
Step 4

Configurations

Accept the current value in the CC port field, or enter a new value.

CC is the Cisco OER Master Controller Engine Communication Controller that provides messaging with
border routers. The CC port number must be configured on the Cisco OER Master Controller Engine
and all border routers (that are participating in Optimized Edge Routing).

The range of port numbers is 1 to 65535.

This port cannot be in use by any other application executing on the Cisco OER Master Controller
Engine host.

The order of configuration on the Cisco OER Master Controller Engine and border routers in not critical,
but all must use the same port number.

Editing the Time zone field is not supported.
To cancel this operation, click Cancel.

To save settings, click Save.

Network Settings

Step 1

Step 2

Step 3
Step 4

The Network Settings parameters in this subfunction apply globally, not to any individual prefix or exit.

Figure 2-9 Configurations > Network Settings > Edit Network

You Are Here: + Configurstions # CER * Metwork
Edit network

MC status: Running

B System Hetwork settings
[ SAMetwork settings 000

ﬂ Key chain BGP local preference (1-63535)

5 (3 Biorcer router Static tag (1-65535) IEDDD

Frefix list

[Tl Palicy Save Cancel

(] &ctive probe
(] Cost minimization
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Enter a value for BGP local preference.

The Cisco OER Master Controller Engine controls a BGP route by setting high local preference. This
setting allows you change the local preference used by the Cisco OER Master Controller Engine.

System default value is 5000.

Enter a value for Static tag.

This is similar to BGP local preference, but it is used with static routes.
System default value is 5000.

To cancel this operation, click Cancel.

To save settings, click Save.

[ oL-5689-01
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Key Chain

Authentication between the Cisco OER Master Controller Engine and associated border routers is
mandatory. Key chains are used for this purpose.

More than one key can be configure per key chain. Key chains configured in this subfunction (see
Figure 2-10) are used in border router configurations. The same key chain must also be configured on
the associated border router. The border router can be configured through a console port, or in-band port,
over the internet. You cannot use the Cisco OER Master Controller Engine to configure the border router.

Figure 2-10 Configurations > Key Chain

You Are Here: + Configurations > OER> Hey chain
Key chain
MC status: Running

=1 System =

=1 Metwork: settings

= a Key chain | Lz
D kchorderl Showing 1-2 of 2 records
k D kchorder2 KeyChain

[;Elorder router 1. kchorder] i Eddit Delete

Prefis list 2. kchorder2 Wi Edit Delete

[ Policy

E[_] &ctive probe Rowes per page:| 10 vl 1] { cota page:l 1 of 1 Pages [z [20

[E[_) Cost minimization ﬂ

Key chain

116681

KeyChain Name of a key chain. A key chain must have at least one key.

Keys Identification number of a key in the key chain.

New Key Chain

In the Key Chain window, click New.

Figure 2-11 Configurations > Key Chain > Add Key Chain

You Are Here: + Configurations » OER Key chain
Add key chain

MC status: Running

B[] System -

=1 Metwork: settings

= ﬂ Key chain ey enain
D kchorder Save Cancel
D kchorder2

] i Biorcler router

Pretiz list

[ Policy

E(] Active probe
(] Cost minimization j

KeyChain parameters

116682

Step1  Enter name of new Key chain.
Step2  To cancel this operation, click Cancel.

Step3  To save settings, click Save.
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Add Key to Key Chain

Step 1
Step 2

Step 3
Step 4

Note

You Are Here: + Configurations » OER> Key chain

Add key
WS status: Running

Configurations

Select a key chain, then in that key chain window click, Add new (see Figure 2-12).

Figure 2-12 Configurations > Key Chain > Add Key

B system o

Send-litetime end I

Add Key

[EEctwork settings Key chain  kchordert
= ﬂ Key chain

Key (0-2147483647) I

H D kehorderd

D kchorder2 Ky String I
EidkyBorder router sccept-lifetims start
Prefic st Cyyyy-mem-det HHIMMESS ) o o 5003 0101 16:20:00-0800
[Tl Palicy o

Accept-litetime end I

1] Active probe
[E1(_ ) Cost minimization ﬂ Send-lifetime start I

116683

Enter a Key identification number.

Enter the Key String.

Authentication string for the Key that must be sent and received in the packets to and from border router.

Same string must be configured on the border router.

~

Accept-lifetime start/end and Send-lifetime start/end are not supported in this release.

To cancel this operation, click Cancel.

To save settings, click Save.

[ oL-5689-01
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Edit Key Chain

Select a key chain, then in that key chain window click, View/Edit.

Figure 2-13 Configurations > Key Chain > Edit Key

You Are Here: + Configurations > OER > Key chain
Edit key

MC status: Running

B =
21 Metweork settings

a Hey chain (¥ SHTE)

iBnrder rauter Accept-litetime start

= prefix st Uyyyy-mm-dd BHmms22) ¢ ) 20030101 16:20:00-0800

=1 [ Policy poceptifetmeend [

21 Active probe
Send-lifetime start
[E [ Cost minimization End-ietime st
Send-lifetime end

1166584

Step1  Enter a new Key String.

This is the authentication string for the Key that must be sent and received in the packets to and from
the border router.

Same string must be configured on the border router.

~

Note  Accept-lifetime start/end and Send-lifetime start/end are not supported in this release.

Step2  To cancel this operation, click Cancel.

Step3  To save settings, click Save.

Border Router

The Border Router subfunction allows you to configure parameters pertaining to border routers.

Figure 2-14 Configurations > Border Router

You Are Here: + Configurations = OER & Bordet router

Border router

MC status: Running

o doyeten |
51 Metwork settings
a Key chain Hew Debug all | Undebug all | Clear all |
GBUrder router Showing 1-4 of 4 records
] Policy 1.BR121.02 Disconnected i Edit Delete
DAC‘HVE probe 2. BR22103 Connected i Edit Delete
H (] Cost minimization 3 BRIZ10E Connected i Bt Celete
4 fakef 234 Dizconnected iee Bt Delete
o
Rows per page: I = 1] eotopage| 1 of 1 Pages [0 §
—
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New Border Router

Step 1

Step 2

Step 3

Step 4
Step 5

New border router configurations includes configuring the IP address of the border router, key chain
used for authentication, and reference name of the border router.

From the Border router page, click New.

Figure 2-15 Configurations > Border Router > Add Border Router

You Are Here: + Configurations > OER > Barder router
Add border router

MC status: Running

BD System Border router parameters
21 Metwork settings li

ﬂ ey chain IP Acldress (IPv4)

@Elorder rauter ey chisin vl

E‘ Frefis st Reference name

=1 [T Policy

EH:IAdive probe Save Cancel

(] Cost minimizstion

116686

Enter a valid IP address for the border router.

IP address of the border router should be the IP address configured on the local interface on the border
router. This IP address is used by the border router as a source address to communicate with the Cisco
OER Master Controller Engine.

Select a Key chain from previously configured key chains in the pull-down menu.
Key chain selection is mandatory.
Enter a Reference name.

The Reference Name is a string used to identify a specific border router. This string is only used to
identify a border router in the Report main function, and does not have any other meaning.

Unless this also the DNS name, the Reference Name is not pingable.
To cancel this operation, click Cancel.

To save settings, click Save.

[ oL-5689-01
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New Interface

To add a new interface, from a selected border router page, click New interface.

Figure 2-16 Configurations > Border Router > Add Interface

You Are Here: + Configurations > OER > Border router
Add interface

MC status: Running

B0 system = Add interface
B Metwork settings
& wey chain Interface Mame I Ethernet j I
= i@ Borcer rauter Interface Type I External =
g
EH{ Dborderrouter2 200 | o im transmi utiization (1-100% or 1-1000000000 Kbps) 75 [Percentage () =]
E1ER Seriat 002110
B EHFastEthernst2/0 IEF e I
18R Serial1 1(21/1) Cost Minimization lm
S Prefix st &
=1 [T Deticas ﬂ Save Cancel 3
4 | > =

Step 1 Enter an Interface Name.
Interface Name consists of two parts: name string and slot number.
A pull-down menu for name string is provided along with a field for slot number next to it.

L

Tip Do not enter interface name and slot identifier for the slot number. For example, Ethernet is a
valid Interface Name, and 1/1 is a valid slot number, but s1/1 is not a valid slot number.

S
Note  The slot number is not checked for validity at entry time. However, when the border router

connects to the Cisco OER Master Controller Engine, it verifies the configuration interface. If
the configured interface is not valid, the status of the interface is set to Verified invalid.

Step2  Select Interface Type.
There are two types of Interfaces selected from the pull-down menu:
a. External Interface (faces an ISP) > continue to Step 3.
b. Internal Interface (faces the enterprise) > jump to Step 6.

Step3  Enter a value for the Maximum transmit utilization.

This is a threshold for an Exit policy. If the utilization of Exit is more than the configured threshold, then
Exit is considered Out of policy and the Cisco OER Master Controller Engine takes an action to reduce it.

The threshold can be specified in terms of absolute bandwidth (kbps) or in terms of percentage of total
capacity.

System default value is 75%.
This is only valid for External Interfaces.
Step4  Enter an ISP name.
A string used to identify an ISP, which is only valid for External Interfaces.
This name can be the name of the ISP connected to that interface.

This name is used in the Report main function.
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Step5  Select Cost Minimization type.
The drop-down menu allows you to select a user-configured Cost Minimization.

Cost Minimization types are the billing criteria that are established with each ISP. For more information
about Cost Minimization, see “Cost Minimization” section on page 2-27.

Step 6 To cancel this operation, click Cancel.

Step 7 To save settings, click Save.

View Border Router Interface

From the selected border router page, select the interface, then click View/Edit.

Figure 2-17 Configurations > Border Router > Interface > View Interface

You Are Here: + Configurations * OER > Barcler router

View interface

MC status: Running

FICSystem = Interface
=1 ) Metwork settings - -

ﬂ Key chain | i

E[;Elorder router Interface name  Serial2/0

EEBRQQ 103 Interface type  External

ﬁBR3Q 108 hdsedimum transmit utilization 100 %
ISP name  five

Cost minimization  law

EifPer121 .02
Eftaken 234

Prefix list E 2
[H] Policy ﬂ g
When finished, click Done.
Edit Border Router Interface
To edit the selected border router interface parameters, click Edit Settings.
Figure 2-18 Configurations > Border Router > Interface > Edit Interface
You Are Here: + Configurations* OER * Border router
Edit interface
MC status: Running
B system = Edit interface - Serial2i0
E‘E Network seftings Interface type External
Key chain . Lo FARES
Ei;Border rouer Ilzzximum transmit ulilization (1-100% or 1-1000000000 Kbps) I‘I oo I Fercentage (%) J
fier2iz103 ISP naime Ifi\;e
DER321.08 Cost minimization | low =
fher1z102
BN taken 2.3.4 Save || Cancel
Prefix list 3
[Tl Palicy ﬂ g

Step 1 Enter a new value for the Maximum transmit utilization.

This is a threshold for an Exit policy. If the utilization of Exit is more than the configured threshold, then
Exit is considered Out of policy and the Cisco OER Master Controller Engine takes an action to reduce it.
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Step 2

Step 3

Step 4
Step 5

The threshold can be specified in terms of absolute bandwidth (kbps) or in terms of percentage of total
capacity.

System default value is 75%.

This is only valid for External Interfaces.

Enter an ISP name.

A string used to identify an ISP, which is only valid for External Interfaces.

This name can be the name of the ISP connected to that interface.

This name is used in the Report main function.

Select a Cost minimization type.

The drop-down menu allows you to select a user-configured Cost Minimization type.

Cost Minimization types are the billing criteria that are established with each ISP. For more information
about Cost Minimization, see “Cost Minimization” section on page 2-27.

To cancel this operation, click Cancel.

To save settings, click Save.

Delete Border Router Interface

From the selected border router page, to delete the selected interface, click Delete.

Figure 2-19 Configurations > Border Router > Interface > Delete Interface

You Are Here: + Configurstions * OER * Border router

Delete interface

MC status: Running

EID System = Confirm interface delete

(] Metwvork seftings

ﬂ Key chain Are you sure you vwant to delete Serial2/0 ¥
EIi_;Elorder rauter

mfier22.103 ’E ’E

B[ fEra21.08
fPer12102
B[ itaken 234

= i (=]
H Pre.flx list ﬂ %
[ Policy e
. =
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Prefix List

There are two types of prefix lists:
e Learned prefix.
e User-defined prefix.

Prefixes are learned based on the configured settings for learned prefixes and are added or deleted
dynamically to the learned prefix lists.

Prefixes in user-defined prefix lists are added or deleted manually.

Figure 2-20 Configurations > Prefix List

You Are Here: + Configurstions = OER » Prefix list

Prefix list
MC status: Running
[ System

5] Metwvork settings
a Key chain

G Border router
S Prefix st

View Edit settings Debug Undebug

Learned type State Prefixes learned
Top throughput Enabled a3 Wiewy prefixes Clear prefixes
Top delay Enabled a Wiewy prefixes Clear prefixes

B LB-Range-List y—liy—
o st Hew Debug all | Undebug all | Clear all |
observe

B @deny-lis{ j Showing 1-2 of 5 records
o

1. Delay-list Wi Edit Delete
2. LB-Range-List i Edit Delete
3. Loss-List “igwiEddit Delete
4. deny-list i Edit Celete
5. observe-list g Erdit Delete

—

bl

Rows per page: I 10 vl 1] J cota page:l 1 of 1 Pages i Y §

—

Learned Prefix List
There are two types of learned prefix lists:
e Top throughput
e Top delay
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View Top Throughput Prefixes

From the Prefix List page, for Top throughput, click View prefixes.

Figure 2-21 Configurations > Prefix List > View Prefixes for Top Throughput

ou Are Here: + Configurations » OER > Prefix list
iew learned top throughput

T status: Running

S - S —
g Metwork settings Showing 1-10 of 10 records
- __Pefk _ ten
ﬁBDrdar router -
1. 20177 32 2004-04-15 19:56:11 453 a736
Prefix list
- 2 20147 32 2004-04-15 19:56:11 453 0432
[ paiicy 3 20117 32 2004-04-15 19:55:11 453 4808
O ctive prone 4. 2018732 2004-04-15 19:55:11 483 3356
(2 Cost minimization 5. 20157 32 2004-04-15 19:56:11 483 G946
5. 2019732 2004-04-15 19:55.11 453 TIET
7 1107 32 DON4-04-15 195611 455 T4
& MAET 52 2004-04-15 135611 455 aTE4
a 20137 32 2004-04-15 19:55:11 453 agz1
10. 20127 32 2004-04-15 19:56:11 453 2672
Rows per page;l 10 - 1< Gotapage:] 1 of 1 Pages @) [ 20 N
(o))
Done 8
J 5
hni
View Top Delay Prefixes
From the Prefix List page, for Top delay, click View prefixes.
Figure 2-22 Configurations > Prefix List > View Prefixes for Top Delay
You Are Here: + Configurations> OER > Prefix list
— View learned top dealy
C status: Running
o =
Metavark seti
gK W: _S ings Showing 0-0 of 0 records
il __Prew  ten  CollctonTmedts)  Leteneygme)
iElorder rauter I
— Mo records.
Prefifst I
m Palicy
] ctive probe Rows per page:| 10 vl 14 q Gota page:l 1 of 1 Pages (Ba) Bl
D Cost minimization T
o
(2]
LX)
[sl
g
=

View Learned Prefix List Settings

From the Learned Prefix List page, click View/Edit settings.
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Figure 2-23 Configurations > Prefix List > View Learned Prefix List

You Are Here: + Configurations > OER * Prefix list
View learned prefix list

MC status: Running

= system = Learned prefix parameters
B Metwork settings

ﬂ Key chain ‘ Edit settings

i;Elorder router Periodic irterval (1-10080 minutes) 10

E| Prefix list Monitar period (1-1440 minutes) 4

Aggregation Type  Prefix Length
Prefix length (1-32) 24
Mumber of prefixes (1-25001 100
Enable Top Throughput  Yes
ﬂ Enable Top Delay  Yes

Drebary-list

Edit Learned Prefix List Settings

Port filter
‘ Hew
Showing 0-0 of 0 records
Protocol Compare type Port1 Port 2 Select type
Mo records.
e 10 vl I]<] Gotopage:] 1 of 1 Pages [ [0
3
Done 8
—
-
From the Learned prefix parameters page, click Edit settings.
Figure 2-24 Configurations > Prefix List > Edit Learned Prefix List
You Are Here: + Configurations> OER > Prefix list
Edit learned prefix list
MC status: Running
B system = Learned prefix parameters
IE1 [ Metwork settings o
a ey chain Periocic interval (1-10080 minutes) |1 0
I s Brarcer router Monitor period (1-1440 minutes) |4
BB pre ist Aggregstion Type IPreflx Length 'I
-[B) Delay-list
[ Loss-List Prefix length (1-32) |24
By LB-Range-List Mumber of prefizes (1-2500) |1 Juli]
E ohzerve-list Enabie Tap Th rot [
- nable Top Throu
(B denytist [~ P el
- Enakle Top Delay [ "
il
Save Cancel E
—

Enter a value for Periodic interval.
The time interval in minutes between two successive learning sessions.
Enter a value for Monitor period.

The time period in minutes traffic is monitored to determine top-throughput prefixes and top-delay
prefixes.

Select an Aggregation Type from the pull-down menu.

Prefix Length — Prefixes defined by prefix length or prefixes in the RIB with length higher than the
prefix length.

Static Routes — Prefixes defined by static routes configured on the border.

BGP - Prefixes defined by prefixes found in BGP routing table on the border.

[ oL-5689-01
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Step4  Enter a value for Prefix length.

Used only if the Aggregations Type is Prefix Length.
Step5  Enter a value for Number of prefixes.

The maximum number of top-throughput and top-delay prefixes to be learnt.
Step6  Click Enable Top Throughput check box.

Check box to Enable or Disable learning prefixes based on Top Throughput.
Step7  Click Enable Top Delay check box.

Check box to Enable or Disable learning prefixes based on Top Delay.
Step8  To cancel this operation, click Cancel.

Step 9 To save settings, click Save.

User-defined Prefix List

You can create one or more user-defined prefix lists. The use of prefix lists is to assign user policy to a
group of user prefixes.

Prefixes are added or deleted by editing prefix list.

Add User-defined Prefix List

From the Prefix List page, in the User-defined Prefix List pane, click New.

Figure 2-25 Configurations > Prefix List > User-defined > Add Prefix List

“You Are Here: + Configurations & DERE® Prefix list
Add prefix list

MG status: Running

B system

B[ Metwork settings

a ey chain Prefix list

i;Elorder router Save Cancel
Prefis list

[ Policy

E[_]) Active probe
=) Cost minimization

Prefix izt parameters

116698

Step1  Enter the name (type) of the Prefix list.
For example, observe-list.
Step 2 To cancel this operation, click Cancel.

Step 3 To save settings, click Save
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User-defined Prefix List

Select a user-defined prefix list.

Figure 2-26 Configurations > Prefix List > User-defined

You Are Here: + Configurations> OER > Prefix list
View prefix list

MC status: Running

B s ystem = Prefi list - obserue.list
B Metwork settings
ﬂ Hey chain ‘ (B e
@Border router Showing 1-10 of 20 records
=13 Pretix fist Prefix & Matching
Delary-list 1.60.1.100.0/24 Permit iewy Delete
|E Loss-List 2.60.1.81.0/24 Permit Wiewy Delete
B LB-Range-List 3.601.82.0/24 Permit Wiewy Delete
|E EEEETET 4.60.1.53.0/24 Permit Wiewy Delete
H : ﬂ 5. 601 84024 Permit “Wig Delete
g derny-list -
—— 6.60.1.85.0/24 Permit WET Delete
7.601.86.024 Permit “iew Delete
§.60.1.87.0/24 Permit Wigw Delete
9.601.85.0/24 Permit Wiew Delete
10. 60.1.80.0/24 Permit Wiew Delete
Fowes per page I - I cotopage| 1 of 2Pages [ [0 -
o1}
Done 8
=
—
Add New Prefix to a User-defined Prefix List
From the selected User-defined Prefix List page, New prefix.
Figure 2-27 Configurations > Prefix List > User-defined Prefix List > Add Prefix
You Are Here: + Configurstions » OER * Prefix list
Add prefix
MC status: Running
EID System Add prefix for prefix list observe
2] Metwvork settings )
ﬂ gy chain Prefix (IPv4) i
¥ (g Biorcer rovter Masktype & Eguivalent © Include mare than prefix length
2B, prefixtist Maichingtype & permit © Deny
observe ’—
Save
[ Policy
[ (] Active probe Cancel
(] Cost minimization g
)
e
-
—

Step 1 Enter a value for the new Prefix.
A prefix is comprised of a network address and a mask length.
Only Ipv4 prefix is supported.
Step2  Select Mask type.
There are two types of mask:
— Equivalent.

— Include more than prefix length (also referred as non-equivalent).
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If the mask type is non-equivalent, then all more specific prefixes that match the prefix are
controlled as one prefix. For example: 10.1.0.0/16+ is configured, where + means non-equivalent.
If there is a prefix 10.1.1.0/24 then it is controlled in the same way as 10.1.0.0/16 is controlled.

10.1.1.0/24 is called a shadow prefix of 10.1.0.0/16+.

The Cisco OER Master Controller Engine does not support configuring shadow prefixes. In other
words, if 10.1.0.0/16+ is configured, then 10.1.1.0/24 cannot be configured because it is already part
of 10.1.0.0/16+.

If 10.1.1.0/24 is configured first, then 10.1.0.0/16+ is not allowed. If a learned prefix creates the
shadow for a user-configured non-equivalent prefix, then the learned prefix is deleted.

Step3  Select Matching type.
There are two matching types:
— Permit
— Deny

If Deny is set, then this prefix is not controlled or monitored by the Cisco OER Master Controller
Engine. It also prevents automatic learning of the prefix.

~

Note A prefix is not denied, controlled, or monitored unless the prefix-list in which the prefix is added
is assigned a policy.

Step 4 To cancel this operation, click Cancel.

Step 5 To save settings, click Save

Policy
From the Content list under Configurations, select Policy.

Figure 2-28 Configurations > Policy

You Are Here: + Configurations = QER * Policy

Policy
MC status: Running
ED System Global settings
=1 Metwork: settings = =
a Key chain | Edit settings
[;Elorder rauter Max range utilization (1-100%) 100
Prefix list Policy
H oley | H | Edit default poli
ew ault poli
[ Active probe J &
DCos‘t minimization Showving 1-1 of 1 records
Policy
1. observe(40000) Wiew Edit Delete
&
Rows per page'l 10 = 1< ] soto page:| 1 of 1 Pages [ [0 3
-
—
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Global Settings

From the Policy page, in the Global settings pane, click Edit settings.

Figure 2-29 Configurations > Policy > Edit Settings

You Are Here: » Configurations = OER = Policy
Edit globhal settings

MC status: Running

E1_] System
1] Metwork settings
ﬂ Key chain

[;Eorder rauter Save Cancel
Prefix list
[ Palicy

] Active probe
B (] Cost minimization

Global settings

Maximum range utilization (1-100%) 1100

115700

Step 1 Enter a value for Maximum range utilization.

This defines the global policy of link utilization. If the difference between any two links is greater than
value, then the Cisco OER Master Controller Engine takes an action to reduce the difference.

System default value is 20%.
Step2  To cancel this operation, click Cancel.

Step3  To save settings, click Save

Default Policy Settings
There is a default policy that applies to all learned prefixes. You can configure a custom policy for finer
control.

From the Content under Policy, select the default policy.

Figure 2-30 Configurations > Policy > Default

You Are Here: + Configurstions = COER * Palicy
View policy
MC status: Running

1 System Policy - observe(40000)
[ Metwork seftings

ﬂ Key chain | Edit policy settings | Clear

i;Elorder router Route mode  Observe

Prefix list Monitor mode  Passive and Active

= D] Policy Prefix list in use
Folohserve(40000) | e ——

E (] active probe

121 cost minimization Prefix list  Top throughput

116701

From the Default Policy page, click Edit policy settings.
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Figure 2-31 Configurations > Policy > Default > Edit

You Are Here: + Configurations » OER » Palicy
Edit default policy
MC status: Running

=] System

[ Metwork seftings

ﬂ Key chain

Default Policy parameters

Use all defaults

5 (g Bior cer router Raute made I Observe 'I Use defaut
B[ Prefi list Monitor mode I Passive and Active 'l Use clefault
(= i Policy Biackoff minimum (180-7200 secands’ [300
] Active probe
(03 Cost minimization Backoff maximum (180-7200 seconds) (3000 Lise defaut
Backoff step (180-7200 seconds) |3DD
HaldDowen (300-E5535 seconds) |3DD Lize defaut
Periodic (150-7200 seconds) |1 a0 ¥ Enabled Use default
Mode select-exit hd Use default
Delay (1-1000% or 1-10000ms) [1000 [Relative 25 =] Use defaut
Packet Loss (1-1000% or 1-1000000) [1000 [Reative (25) =] Use defaut
Unreachabie (1-1000% or 1-1000000) [1000 [ Refative (25 =] Use defaut
Use Priority (1-10)  “arisnce (1-99)
I~ Cost |4

Delay |1

ml
sl ¥ Utilization |2

ml

r

Use default

“%]

Packet loss |3
Range |4—

118702

The window shown in Figure 2-31 allows you to edit the default policy as well as add, delete, or edit a
custom user-defined policy.

A user-defined policy can be applied to any one Prefix list including learned prefix list
(top-throughput-list or top-delay-list). It cannot be applied to more than one prefix list.

A default policy cannot be manually applied to any prefix list. If two different policies are applied to the
same prefix list, then the policy with the lower sequence number takes the precedence.

A default policy is applied to top delay and top throughput list automatically. This cannot be changed.
However, you can apply a user-defined policy to the top delay and top throughput lists. Since the
sequence number of a user-defined policy is always less than the default policy (seq Ox7fffffff), a
user-defined policy overrides the default policy.

A user-defined policy can inherit one or more policy parameters from the Default policy. If a parameter
is inherited from the Default policy, then any changes to the values of the parameters for the Default
policy are reflected in the user-defined policy. Inheritance is useful for parameters that apply globally.

For example, Holddown time is most likely to apply to all the prefixes subsequently inherited from the
Default policy.

To inherit a parameter from the Default policy, check the box to the right of each parameter.

All the fields for the Default policy have system default values when the Cisco OER Master Controller
Engine is run for the first time.
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A Policy contains following fields:

Route mode

Two options:

e Control — prefix is moved to new Exit and traffic for the prefix flows through
the new Exit.

e Observe — prefixes to which this policy applies are only monitored. The Cisco
OER Master Controller Engine finds a better Exit for out-of-policy prefixes
but it does not modify the route for the prefix, rather it logs the new Exit as a
suggested route. Suggested routes can be viewed in Report section under
Route Change category.

System default value is Observe.

Monitor mode

Three options:

e Passive — netflow data is analyzed and the data of interest is gleaned to
calculate such measurements as passive latency.

e Active — SAA probes are created with learned prefixes as destination address
to measure latency. It is not restricted only to learned prefixes. It applies to
user-defined prefixes as well.

e Passive and Active — both passive and active measurements are conducted.
This selection is required for Observe mode.

System default value is Passive and Active.

Backoff

Backoff consists of three parameters:
e Backoff minimum
¢ Backoff maximum
e Backoff step

These values are used for the backoff timer. The Backoff timer is started when no
In-policy exit is found for a prefix.

All the values are in seconds.

Backoff minimum should be at least equal to the Holddown value.

System default values are: minimum (300), maximum (3000), and step (300).
The backoff_timer is used to schedule transitions from the OOP state.

The backoff_count is a counter for the number of times the OOP has been entered
without a policy decision being made.

The delay is calculated as:

backoff_timer = backoff min + backoff_count * backoff_step

Holddown

When a prefix is moved to a new Exit, it is kept on that Exit for at least the
Holddown time.

Holddown is specified in seconds.

System default value is 300.

[ oL-5689-01
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Periodic

This is a timer value. This timer defines how often the Cisco OER Master
Controller Engine should look for a better Exit than the current Exit when the
prefix is In-policy. If disabled, the Cisco OER Master Controller Engine does not
look for a better Exit for In-policy prefixes.

System default is Disabled.

Mode select-exit

Choice of Best or Good Mode select-exit.

In passive monitor mode, prefixes are moved to passively probe the exit. If the
mode select-exit is Good, passive probing is stopped as soon as an exit is found
which is in-policy.

If the mode select-exit is Best, all exits are passively probed before deciding the
best-exit. The mode select-exit is also used for another purpose.

If mode select-exit is Good and if all the exits are Out of policy, the prefix in
uncontrolled.

If mode select-exit is Best and if all the exits are Out of policy, then best exit
among all the exits is selected and prefix is controlled by the Cisco OER Master
Controller Engine.

System default is Best.

Delay

Delay parameter is specified in two ways:
e Threshold (delay in millisecond).
e Percentage (1-1000%).

In case of threshold, if the measured delay of the prefix is higher than the
configured delay threshold then the prefix is Out of policy because of delay.

In case of percentage, if the short term delay of the prefix is more than long term
delay by the percentage value configured then the prefix is Out of policy because
of the delay.

Short-term average delay is the average delay over the last five minutes, or since
the most recent exit change, whichever comes first.

Long-term average delay is the average delay over the last 60 minutes, or since
the most recent exit change, whichever comes first.

System default is 50%.

Packet Loss

Packet Loss configuration is the same as Delay except for the units. The loss
threshold is specified in terms of packets per million.

System default is 10%.
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Unreachable Unreachable configuration is also similar to Delay except for the units. The
Policy unreachable threshold is specified in terms of flows per million.

System default is 50%.
Resolver Resolver configuration for setting priorities for policy parameters.

To use a specific parameter for a policy decision, check the Use check box
corresponding to that parameter.

Parameters are:

~

Note

~

Note

Cost.

If Cost is enabled under resolver priority then make sure that Cost is
configured and applied to the Exit (External Interface). Exits which do not
have cost configure will not be a candidate when the resolver is making a
decision based on cost.

Delay.
Utilization.
Packet Loss.
Range (Max Range Utilization).
Priority (determines order in which each prefix state is tested).
— Possible range of values for priority is 1-10.
— The lowest value is the highest priority.
— If aresolver is checked then its priority must be unique in value.
Variance.
The variance is configured in terms of percentage.

For example, if the delay variance is 20%, and if the delay for a prefix in Exit
A is 100 ms, and Exit B is 115, then the both Exits are considered equal in
terms of delay because the difference in delay (15 ms) is less than 20% of the
lowest delay (100 ms).

Variance is not used for Cost and Range.

[ oL-5689-01
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Active Probe

For active measurements, targets are required for user-defined prefixes. This section describes how to
configure active probe targets. SAA probes are used to perform active probing from each border router.
That is, the border router IP address is the source address and the prefix is the destination address.

Figure 2-32 Configurations > Active Probe

You Are Here: + Configurations > OER > Active probe
Active probe

MC status: Running

K =

21 Metweork settings

a Kery chain Hew Debug Undebug

iElorder router Showing 1-2 of 2 records

m Palicy 1. lempEcho 017 a Delete

[ ] Active proke 2. TopConnect 20427 S0000 Drelete

(] Cost minimizstion

Rowsperpaga:lm vl N]Q]Gotopage:l 1 of 1 Pages (B3) B0 o

=
o
=1
—

Each target is defined using following parameters:

e Type
e Target IP Address
e Port

Add Active Probe

From the Active Probe window, click New.

Figure 2-33 Configurations > Active Probe > New

You Are Here: + Configurations* OER? Active probe
Add active probe

MC status: Running

Esysen T aepepuometes
=1 Metwork: settings

n ey chain Type IICmpEchD vI

il Border router IP Acidress (IPv4) |

Prefix list P — l—

[ Policy

DA:ﬁve [roke Save Cancel

[E[_]) Cost minimization
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Step 1 Select Type.
There are three types of probes:
— IcmpEcho
— TepConnect
— UdpEcho
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Step 2

Step 3

Step 4
Step 5

Configurations

TcpConnect and UdpEcho probes require an SAA responder configured on the target node. SAA
is the service assurance agent running on a Cisco device.

Enter network IP address.

Only Ipv4 is supported.

Enter a value for the Port.

Port number to use for TepConnect and UdpEcho probes.
To cancel this operation, click Cancel.

To save settings, click Save

Cost Minimization

ISPs bill the customer for the use of their services using different methods. The cost minimization
configuration supports fixed cost Cost Minimization and tier based with bursting Cost Minimization.

Cost Minimization types are the billing criteria that are established with each ISP.

The Cost minimization page provides a way for you to model the service level agreement with an ISP.
If the Resolver Cost minimization is enabled, prefixes are moved based on the cost criteria for each ISP.
That is, less costlier ISP will be preferred over a higher cost ISP.

More than one Cost Minimization type can be configured. The Cost Minimization type is then applied
to an Exit by editing Configurations > Border router > Interface > Edit settings (see “Edit Border
Router Interface” section on page 2-13).

Figure 2-34 Configurations > Cost Minimization

You Are Here: + Configurations # CER * Cost minimization

Cost minimization

MC status: Running

=] System
[ Metwork seftings

ﬂ Wey chain | L5

Cost minimization

i;Elorder router Showing 1-4 of 4 records
Prefis list Cost minimization
1 Policy 1. combined igne Bt Delete
EID Active probe 2. separate iew Edit Delete
CI Cost minimization 3. fixed e Edit Delete
4. zeparste-tiers e Edit Delete
u
Rowes per paga:l 10 vl 1] { coto page:|1— of 1 Pages [ 21 g
-
—
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New Cost Minimization Contract

From the Cost Minimization page, click New.

Figure 2-35 Configurations > Cost Minimization > Add Cost Minimization

You Are Here: + Configurstions # CER * Cost minimization

Add cost minimization

MC status: Running

0 system Hew cost minimization
(] Metwvork settings
Il I
ﬂ Hey chain ame
i;Elorder rauter End day (1-31] |1
)
. Frefix list Timezane {+0000
[ Policy
B03 sctive probe Fee method & Fized " Tier-based
D Cost minimization Fee for 100% (1-65535) |1
Tier-bazed method I Separate ¥
e — Discard value (1-44540) [i |Percentage -]
(1-83533) Discard daily I ves
Sampling period (1-1440 minutes) |5

Sampling rollup (1-1440 minutes) IE [~ Ensbled
Save Cancel

116706

Step 1 Enter a Name.
Step2  Enter an End day.

The last day of the billing cycle.
Step3  Enter a Timezone.

By default a billing cycle ends at 23:59:59 UTC on the End day. This value allows a billing cycle to
expire before or after 23:59:59 UTC.

The format is [+|-]HHmm.

For example, if billing cycle expires four hours early, then Timezone should be set to +0400.
Stepd  Select Fee method.

Fixed

a. Enter a value for Fixed fee.

Monthly cost of Fixed cost link. This value is not used for any cost minimization. It is merely used
for reporting.

Tier-based
a. Enter Fee for 100%

Fee for the top tier (100%).
b. Select Tier-based method.

There are three methods within the tier-based-with-bursting structure. These methods define the
manner in which bursty usage is discarded.
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Separate: Egress and Ingress utilization samples are separately stacked to discard the bursty usage
from each stack. Each stack is sorted in descending order, highest usage sample being on the top.

Top n samples are discarded, where n is the discard value in terms of absolute or percentage. The

remaining highest utilization on each stack is called sustained utilization. For Separate, the larger
of the two sustained utilization is the monthly sustained utilization billed by the ISP.

Combined: Egress and Ingress utilization samples are put on one stack.
Summed: Egress and Ingress utilization values are added before putting them onto a single stack.
Enter Discard value.

The number of samples discarded from the stack of link utilization samples to remove the bursty
link usage. It is specified in absolute terms or a percentage. The value applies to each stack. If
Sampling rollup is enabled, the discard value applies to the stack of rollup utilization.

Choose to Enable Discard daily, or not.

If daily discard is enabled, then process of discarding is done daily and sustained utilization is
calculated on each day. At the end of the billing cycle monthly sustained utilization is calculated by
averaging daily sustained utilization.

Enter a value for Sampling period.

Rate at which link utilization is sampled.
Default is every 5 minutes.

Enter a value for Sampling rollup.

To reduce the number of samples, samples are aggregated (rolled up) by hours or minutes. If
Sampling rollup is enabled, all the samples collected during the rollup period are averaged to
calculate the rollup utilization.

Rollup utilization is used for all the calculations.

To cancel this operation, click Cancel.

To save settings, click Save
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View Cost Minimization

From the Content list under Cost Minimization, click on the desired Cost Minimization type.

Figure 2-36 Configurations > Cost Minimization > View Cost Minimization

You Are Here: + Configurations = OER > Cost minimization

iew cost minimization

C status: Running

Prefix list
] Palicy Edit settings
I:I Active probe Encl day 19
ZACost minimization Timezone  +0000
i) Fee method  Tier-hased

n Fes for 100% B85535
separate =
fixed Calculate method  Combined

e

- Dizcard walug 5
separate-tiers Discard type  Absolute
Discard daily false
Sampling petiod 5
Sampling rollup 10
Sampling rollup enshled  true

Hew tier
Shovwing 1-2 of 2 records
1. 10

1000 Delete
2. a0 10000 Delete
|
Rows per page:| 10 'l [4] ] mota page I 1 of 1 Pages [G3) Bl -
Done g
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Edit Cost Minimization

From the View Cost Minimization page, click Edit Settings.

Figure 2-37 Configurations > Cost Minimization > Edit Cost Minimization

You Are Here: + Configurations = OER > Cost minimization

Edit cost minimization

MC status: Running

= System = Cost minimization - separate
BD Metwork setiings ** Modifying settings will invalidate previous collected statistics far this cost minimization **
ﬂ Kery chain
End day (1-31) |28
[ @ Border router
Prefix list Timezone |+0000
[Tl Palicy Fee method { Fixed & Tier-based
B0 ctive prove Fee for 100% (1-65535 65535
e for g

ESCoﬁ minimization ¢ )

&[] combined - Tier-based method Separate Vl

-
Q SR el Discard value (1-44640) [5 [Absoute =]
(1-65535)

Discard daily W ves

Sampling period (1-1440 minutes) 4
Sampling rolup (1-1440 minutes) 10 ¥ Enabled

116708

A

Warning Modifying settings will invalidate previous collected statistics for this cost minimization

Step 1 Enter a value for End day.
The end day of the billing cycle.
Step2  Enter a Timezone.

By default a billing cycle ends at 23:59:59 UTC on the End day. This value allows a billing cycle to
expire before or after 23:59:59 UTC.

The format is [+|-]HHmm.

For example, if billing cycle expires four hours early, then Timezone should be set to +0400.
Step3  Select Fee method.

Fixed

a. Enter a value for Fixed fee.

Monthly cost of Fixed cost link. This value is not used for any cost minimization. It is merely used
for reporting.

Tier-based
a. Enter Fee for 100%

Fee for the top tier (100%).
b. Select Tier-based method.

There are three methods within the tier-based-with-bursting structure. These methods define the
manner in which bursty usage is discarded.
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Separate: Egress and Ingress utilization samples are separately stacked to discard the bursty usage
from each stack. Each stack is sorted in descending order, highest usage sample being on the top.

Top n samples are discarded, where n is the discard value in terms of absolute or percentage. The

remaining highest utilization on each stack is called sustained utilization. For Separate, the larger
of the two sustained utilization is the monthly sustained utilization billed by the ISP.

Combined: Egress and Ingress utilization samples are put on one stack.
Summed: Egress and Ingress utilization values are added before putting them onto a single stack.
Enter Discard value.

The number of samples discarded from the stack of link utilization samples to remove the bursty
link usage. It is specified in absolute terms or a percentage. The value applies to each stack. If
Sampling rollup is enabled, the discard value applies to the stack of rollup utilization.

Choose to Enable Discard daily, or not.

If daily discard is enabled, then process of discarding is done daily and sustained utilization is
calculated on each day. At the end of the billing cycle monthly sustained utilization is calculated by
averaging daily sustained utilization.

Enter a value for Sampling period.

Rate at which link utilization is sampled.
Default is every 5 minutes.

Enter a value for Sampling rollup.

To reduce the number of samples, samples are aggregated—rolled up—by hours or minutes. If
Sampling rollup is enabled, all the samples collected during the rollup period are averaged to
calculate the rollup utilization.

Rollup utilization is used for all the calculations.

Step4  To cancel this operation, click Cancel.

Step5  To save settings, click Save

New Tier

From the View Cost Minimization page, click New tier.

Figure 2-38 Configurations > Cost Minimization > Add Cost Minimization Tier

You Are Here: + Configurations = OER > Cost minimization

Add cost minimization tier

MC status: Running

¥ (@ Border router ﬂ

Hew tier for combined

Prefix st

Percent (1-99% |
[ Palicy e )
1] &ctive probe Fee (1-65535) |

B2 Cost minimization

D ] Save Cancel

D separate

D fixed

D separate-tiers §
=

Cisco OER Master Controller Engine, 1.0 User Guide
m. 0L-5689-01 |



| Chapter2 Cisco OER Master Controller Engine GUI

Reports M

Step 1 Enter a value for Percentage.
Step2  Enter a value for Fee.
Step3  To cancel this operation, click Cancel.

Step4  To save settings, click Save

Reports

Using the Reports main function, you can see the last » minutes/hours/days worth of data either in
summarized form or as is. The Contents list shows the various subfunctions available under Reports.

e Router status

e Latency

e Packet loss

e Throughput

e Unreachable

e Link utilization

e Cost minimization

Figure 2-39 Reports Contents List

H (] Route status
(] Latency

(] Packet lnss

B (] Throughput
(] Unreachabls
(] Link utilization
(] Cost minimization

116710

Router Status

Under Router Status, you can find the following type reports:
e Summary
e Current status
e Details
e Distribution

e Suggested

Cisco OER Master Controller Engine, 1.0 User Guide
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Summary

Summary router status shows overall summary with respect to Route Change.

From the Contents list, open the menu under Router status, then click Summary.

Figure 2-40 Reports > Router Status > Summary

You Are Here: + Reports » OER » Route> Summary
Route change summary

MC status: Running

EEaRWtE statuz Route change summary
D Summary Time selection UTC time: 2004-03-07 1816 UTC (+0000),
D current status Device local time: 2004-05-07 18:16 UTC (+0000);
D Dretails Base range
-[2] pistribution o past[1 Days =]
D Suggested Date Time: Timezone
1 Latency ~ Start[05:07-2004  [15:00 | T
1 Packet loss End [05.07-2004.  [20:00
(] Throughput Spply
(] Unreachable
1 Link utilizstion Actual total: 1009 Suggested total: 184
DCos‘t minimization 1] 100 200 300 400 500 [t} 50 100 150
Cost 0
Delay 137
= Packet loss 0
° Range 0
a
o Unreachable 1]
Utilization a7
Others 0

From 2004-05-06 18:16 to 2004-05-07 18:16

Others = hionitor, Dizeower, *Unable To Probe’, *Found In Policy’, Mon-0ER
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Instead of selecting the last » minutes/hours/days, a time range can be selected by specifying start time
and end time.

The format is: yyyy-mm-dd.

The Timezone is specified only with start time and the same is used for end time. For reference, the

current UTC time and device local time are displayed on upper right corner of the page. If Timezone is
not specified, the local time zone is used.
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Current Status

From the Content List, select Current status. This reports contains the current status of each prefix.

Figure 2-41 Reports > Router Status > Current Status

You Are Here: + Reports> OER > Route > Current status
Status of current route

MC status: Running

E1EYRouts status
Current route for prefix
Bt [ <Al =]
Showing 1-10 of 50 records
Prefix & Len Hewexit Old exit Last reason Policy Start time State State time
1.20110 24 three five Cost 2147483647 2004-04-19 221515816 I policy 2004-04-19 22 32:54 193
D Latency 2.201.20 24 four Discover 2147453647 2004-04-19 22:33:26.2 Defaut 2004-04-19 2232:33.793
D Packet los=s 3.201.30 24 three four Cost 2147483647  2004-04-19 22:29:58.33 Hold clovwn 2004-04-19 2229:58 33
D Throughput 4.2014.0 24 =ix three Unreachable 2147483647  2004-04-19 22:26:48.543 Ir policy 2004-04-19 223212883
DUnreachab\e 520150 24 three % Cost 2147453647  2004-04-19 22:32:49.736 Hold diovwen 2004-04-19 22:32:49.736
DLink tilization E.201 6.0 24 three fiour Cost 2147453647  2004-04-19 22:08:13.79 Iy pralicy 2004-04-19 22:30:55 363
o 7201570 24 5% thres Unreachable 2147453647 2004-04-19 22:24:42.22 In policy 2004-04-19 22:30:06 403
[ Cost minimization 8.20480 24 thres four Cost 2147483647 2004-04-1922:29:4981  Hold down  2004-04-19 22:29:49 606
9.20180 24 three Fix Cost 2147453647  2004-04-19 21:43:18.763 In policy 2004-04-19 22:21:03 236
10.201100 24 three four Cost 2147453647 2004-04-19 21:33:00.273 In palicy 2004-04-19 22:31:51 463
od
Fows per page:| 10 vl 14 <] Gota pages| 1 of 5 Pages [ [0 o
i)
=
Prefix Prefix.
Length Prefix length.
New exit Current Exit of the Prefix.
Old exit Previous Exit.
Last reason Last reason for changing to New Exit for the prefix.
Policy Sequence number/Name of the current policy that applies to the prefix.
Start time Time at which the New Exit was selected for the prefix.
State Current state of the prefix. There are five states for a prefix: HOLDDOWN,

INPOLICY, OOPOLICY, CHOSE_EXIT, DEFAULT.

State time Time at which the prefix was assigned the State.

Cisco OER Master Controller Engine, 1.0 User Guide
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Details

From the Content List, select Details. This reports contains the Router Status Details of each prefix.

Figure 2-42 Reports > Router Status > Details > Route Change by Prefix

‘You Are Here: + Reports » OER » Route? Detsils
Route change by prefix

MC status: Running

B Route status i ecti UITC time: 2004-03-22 18:40 UTC (+0000)
2] summary me selection Device local time: 2004-03-22 10:40 PST (-0800)
i Base range
o Past|1 I Days =
D Distribution Date Time Timezone
D Suggested i S‘tar‘tl I
E [ Lstency End I I
E (] Packet log=z [ ooy |
E [ Throvughput
D Unteachahle Route change for prefix
[ CLink utilization Exit: | <Al> =]
DCDS{ minimization Showing 1-10 of 99 recards
Prefix & Len Cost Delay Packet loss Range Unreachable UHilization Other
1. 8011024 0 a7 0 0 0 0 0 Details
2 0110024 120 0 0 0 0 ] 0 Details
3. 0111024 120 0 0 0 0 0 0 Details
4. 80112024 118 0 0 0 0 ] 0 Details
5. 80113024 113 0 0 0 0 0 0 Details
. 60114024 122 0 0 0 0 ] 0 Details
7 B01.150 24 121 o a a a a a Details
8 601160 24 118 o a a a a a Details
Q. 60117024 120 o 0 0 0 ) 0 Details
10. B0.1.180 24 M7 o 0 0 0 o 0 Details
()
Rowes parpage:lm - Il cotopage:] 1 of 10 Pages (Ba) [» 2] 5
ha
Prefix Prefix
Length Prefix Length
Cost Route change because cost on old link is higher than on the new Exit.
Delay Route is changed because delay is lower on new Exit than on the old Exit.
Packet loss Route is changed because packet loss is lower on new Exit than on the old Exit.
Range Route is changed because difference between link utilization on old Exit and at

least one other Exit was higher than the maximum range unitization configured.

Unreachable Route is changed because prefix was unreachable on old Exit.

Utilization Route is changed because old Exit had link utilization higher the maximum
threshold configured.

Other Route is changed for other reasons.

Cisco OER Master Controller Engine, 1.0 User Guide
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Route Change Details
From the Route change by prefix page, Select the prefix of interest, then click View details.
Figure 2-43 Reports > Router Status > Details > Route Change Details
You Are Here: + Reports # OER * Route s Details
Route change details
MC status: Running
Time selection UTC titne: 2004-04-20 15:00 UTC (+0000);
Device local time: 2004-04-20 15:00 UTC (+0000)
Base range
7 o Past|1 I Daps =
D Digtribution Date Tirme Timezone
D Suggested ‘9l Startl I I
(] Latency Endl I—l—
(L0 Packet loss T
(] Throughput
E (] Unreachable Route change history
(2 Link utiization et | <Al> =]
[E1(0 Cast minimization Showing 1-10 of 42 records
Time (UTC) = Prefix Len HewExit OldExit Lastreason OOPreason HewDh. OldDh. Hew Pkls. 0Old PKLs.
1.2004-04-19 194722726 201.10.0 24 three Discover Mone néa nfa nfa n's
2.2004-04-1919:48:53.04 201.10.0 24 five three Unreachakle Packet loss 108 a5 u} a
3.2004-04-19 20:04:19.225 201100 24 three five Cost Range 220 &0 o a
4.2004-04-18 20:11:09.77 201100 24 six three Unreachable Packet los= 100 108 a o
5.2004-04-189 20:21:01 956 201100 24 three six Cost Packet Ioss 42 12 a o
6.2004-04-19 21:24:42 66  201.10.0 24 faur three Unreachatle Packet loss 312 253 o i}
7.2004-04-19 21:33:00.273 201.10.0 24 three faur Cost Range 144 134 o o
5.2004-04-19 22:43:19.036  20.1.10.0 24 faur three Unreachatle Range 268 132 o o
9.2004-04-19 22:53:03 566 20.1.10.0 24 three fiour Cost Range 46 20 o a
10, 2004-04-20 01:05:12.15 201100 24 six three Unreachable Range 190 32 u} a
Rowvs per page:| 10 'l 14 < Gota page:l 1 of5Pages Bl
= Delay (ms A
EILVET =DPIacX<£1 Io)ss 4 B
00F = Out-of-palicy =
Time (UTC) Time of report.
Prefix Prefix.
Length Prefix length.
New exit Current Exit of the Prefix.
Old exit Previous Exit.
Last reason Last reason for changing to New Exit for the prefix.
OOP reason OOP (Out-of-policy) reason is a trigger to find a new Exit. It can trigger due to
delay, packet loss, unreachable, utilization, range, cost, or Timer Expired. Timer
Expired reason is selected when a new Exit is selected because one of the timer
(periodic, backoff) expired.
It is not necessary that last reason is same as OOP Reason. For example, delay
OOP may trigger the Cisco OER Master Controller Engine to find a new Exit. But
it may decide, based on resolver priority, to move a prefix from the current Exit
for reason other than delay.
New delay Delay using the new Exit.
Cisco OER Master Controller Engine, 1.0 User Guide
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Old delay Delay using the old Exit.
New packet loss  Packet loss using the new Exit.
Old packet loss Packet loss using the old Exit.
Distribution

From the Content List, select Distribution. The Distribution pie chart shows the number of prefixes
being forwarded on all the Exits at two different time. You can select any two different times.

Figure 2-44 Reports > Router Status > Route Change Distribution

‘You Are Here: + Reports » OER > Route2 Distribution
Route change distribution

MC status: Running

B Route status ) i UTCime: 2004-04.08 15:25 UTC (+0000)

D Summary Time selection Device local time: 2004-04-08 1925 UTC (+0000)

Base time Compare with
el Pas‘th_lm = Pas‘tlﬂ_m hefare base time
Date Time: Timezone Date Time:

[F] suggested Time] [ [ b
[ Lstency & Mow
E (] Packet log=z
A2 Throughput Bpply
D Unreackable Prefix distribution by exit

1 ] Link utilization

1) Cost minimization four UT%G%J three (18%)
‘ five (313 ’

six (13%) four (385

three (363

2004-04-08 19:25 2004-04-07 19:25

Wthree ©four Wsix MEfive

Exit Base Compare
= three 86 7
O faur 1 15
] =it 3 5
[ ] five i} 12

116715
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Suggested

From the Content List, select Suggested.

Figure 2-45 Reports > Router Status > Suggested Route Change by Prefix

You Are Here: + Reports » OER * Router Suggested
Suggested route change by prefix
MC status: Running
[ SRoute status . . UTC time: 2004-05-22 18:41 UTC (+0000)
H Time selection . |
D Summary Device local time: 2004-03-22 10:41 PST (-0500)
[ current status Base range
D Details = F‘Eil|1 Days =
D Distribution Datz Time Timezone
D Suggested (o Stan| I I
[H [ Latency End
D Packet lozs ,W

E (L Throughput
D Unreachable Suggested route change for prefix
512 Link utilization Bt | <All> 7

(] Cost minimization

Showing 1-10 of 19 records

Prefix & Len Cost Delay Packet loss Range Unreachable Utilization Other

1. 60181024 ] 5] o oo o 0 Detailz
2. 60182024 B E7 o oo o 0 Detailz
3. 60183024 8 9 o oo o 0 Details:
4. 60134024 T B1 a ao a 0 Cietails
5. 60135024 20 1 o ao o 0 Dietails
E. 60136024 11 B0 a ao a 0 Dietails
7. 60167024 13 56 o ao o 0 Details
. 60168024 &) a6 a ao a 0 Details
9. 60169024 13 48 o ao o 0 Cetailz
10 B0.1 8900 24 15 49 a oo a 0 Details

5

Rows per page:| 10 vl 1] <] Gotapage:] 1 of 2 Pages [ [0 B

-

—

This page shows the same information as the Detail page (Figure 2-42), but the route changes are not
actual. All the data pertains to suggested route changes.

If a prefix is in observe mode (see “Default Policy Settings” section on page 2-21) then Route is not
changed for the prefix, but it is just logged for reporting.

Latency

Under Latency, you can find the following type reports:
e Summary
e Details (active probe)
e Details (passive monitoring)

e Top Delay

Cisco OER Master Controller Engine, 1.0 User Guide
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Summary
From the Contents list, open the menu under Latency, then click Summary.

Figure 2-46 Reports > Latency > Summary

“You Are Here: + Reports» OER » Latency > Summary
Latency summary

MC status: Running

D Route status Impr i by route due to latency
E‘Eamm* rime selection LITC time: 2004-03-22 18:42 UTC (+0000)
Summary Device local time: 2004-03-22 10:42 PST (-0800)
Dretailsmotive probe) Base range
Details(passive monitc | |+ Pas‘t|1 Days = I
[2] TopDetay Date Time Timezone
# (] Packet los= - Startl I
(] Throughput End
Unreachable
o spply
(] Link utilizstion
E () Cost minimization Latency recluction (%) Mumber of route changes
0 10 20 30 40 50 G0 70 &0 90 O 50 Lo 150 200 250 300
15P4 G459 240
4 » -
T — T T
i}
Sprint G61.59 236

From 2004-03-21 18:42 to 2004-03-22 1 5:42

118717

The Latency Summary report displays the graph of average delay reduction per exit for selected duration.
Delay reduction is calculated as (delay on old Exit — delay on new Exit) / (delay on old Exit). There is

another graph (bar chart) displaying number of prefixes that were moved to the Exit due to delay reason
for each Exit.

[l Cisco OER Master Controller Engine, 1.0 User Guide
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Details - Active Probe

From the Contents list, open the menu under Latency, then click Details (active probe). Figure 2-47
displays average active delay per Prefix per Exit for selected duration.

Figure 2-47 Reports > Latency > Details for Active Probe
You Are Here: + Reports # OER # Latency * Details (active probing)

Latency details for active probing

MC status: Running

E [ Route stetus . _ UTC time: 2004-03-22 18:43 UTC (+0000)
Time selection

=L atency Device local time: 2004-03-22 10043 PST (-0800)
Summary Base range

Detailz{active prake] & Past|1 I Daps =

Details{pazsive monitc Date Time Timezone
TopDelay » Start| |

[ [ Packet loss Encl I
(2] Throughput (|

(] Unreachable

[ 2L ization L o Cewioommee |

(L] Cost minimization Exit: I <Al vl
Showing 1-10 of 194 records

L | meme [ ot | ocEn | o |
204

1.60110 24 Sprint Details
2.60110 24 15P4 178 Details
3.680.1.20 24 Sprint 201 Details
Ei—] .
4.60.1.20 24 1=P4 183 Details
5.60.1.30 24 Sprint 193 Details
B.60.1.30 24 1=P4 188 Dretails
7.60.1.40 24 Sprirt 199 Dretails
8.60.1.40 24 1SP4 183 Dretails
9.601.50 24 I15P4 173 Dretails
10.60.1.50 24 Sprirt 197 Dretails
=
e 10 vl [ 6otapage| 1 of 20 Pages (B3 [ [>] =
9
a
Prefix Prefix.
Length Prefix length.
Exit Current Exit of the Prefix.
Latency Latency time in milliseconds.

Cisco OER Master Controller Engine, 1.0 User Guide
| oL-5689-01 .m



Chapter2  Cisco OER Master Controller Engine GUI |

M Reports

Active Probe Details for Selected Prefix

From the Latency details for active probing page, select the probe of interest, then click Details.

Figure 2-48 Reports > Latency > Details (Active Probe) > Probe Details

You Are Here: + Reports+ OER * Latency * Details (active proking)
Latency details for active probing

MC status: Running

(] Route status - ecti UTC time: 2004-05-07 1855 UTC (+0000)
BEgLsteney ime selection Device lacaltime: 2004-05-07 1555 UTC (+0000)
D Summary Base range
; D Detailzactive proke) i« Pazt|1 I Daps = l
! D Details{passive montc Date Time Timezone
[E] TopDelay = Start{2004-05-07  [15:00 Jutc
# (] Packet loss Encl IWW
D Throughput ’T
(] Unteachable
=L Link utilization By
(] Cost minimizstion £ 200
& 150~
o
§ 100-
50- 3 »
Kl | 1805 1810 1§15 1820 1825 1830 1835 1540 1645 1850 1855
Time (UTC)
From 2004-05-07 L&00 to 2004-05-07 19:00
Latency for prefix - 60.1.2.0/24
Bt |I5P2 ]
Showing 1-10 of 11 records
Time (UTC} Exit Latency (ms) Short average (ms) Long average (ms} Target
1.2004-05-07 183:01:55.523 I=p2 42 42 42 60121
2.2004-05-07 18:10:13.253 I=p2 32 32 32 B0.121
3.2004-05-07 18:13:15.32 I1=P2 224 143 143 B0.121
4. 2004-05-07 18:16:19.446 15p2 230 242 172 B0.1.2.4
5. 2004-05-07 18:18:02.106 15p2 234 232 187 B0.1.2.4
E. 2004-05-07 18:26:23.813 15p2 26 26 26 B0.1.2.4
7. 2004-05-07 18:34:30 876 I15P2 28 26 28 60121
5. 2004-05-07 18:37:34 483 I15P2 160 94 94 60121
9. 2004-03-07 18:40:35 603 I15P2 292 226 160 60121 ’%
10. 2004-05-07 18:4216.013 I5P2 234 263 178 60121 £
a
Time (UTC) Time of report.
Exit Exit for which the data is displayed. Or, you can select <All>.
Latency Latency time in milliseconds.
Short average Short term average delay for Prefix.
Long average Long term average delay for Prefix.
Target IP address of the host that is actively being probed.
Multiple lines (one for each Exit) can be displayed. This is because active probing is performed
simultaneously on all Exits.
Cisco OER Master Controller Engine, 1.0 User Guide
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Details - Passive Monitoring

From the Contents list, open the menu under Latency, then click Details (passive monitoring).

Figure 2-49 Reports > Latency > Details (Passive Monitor)

You Are Here: + Reports®> OER > Latency * Details (passive manitaring)

Latency details for passive monitoring

MC status: Running

D Route status Time selection UTC time: 2004-03-22 1545 UTC (+0000)
EaLaiarn:y Device local time: 2004-03-22 10:45 PST (-0800)

Summary Base range

Details(active prohe) 1o Past|1 I Daps = I

Detailz(passive montc Date Time Timezone

Topbelay e Start] |

F (] Packet los=z End I—I—

(0 Throughput T

(] Unreachable

Sk tzstion - 00000 sewmompswemows 00000
(] cost minimization Exit: I <All> vl

Showing 1-10 of 99 records

1.601.1.0 24 148 Dretails:
ﬂ ﬂ 2.601.20 24 148 Deiafls
3.601.30 24 162 Dretailz
4. 60140 24 164 Details
5.60.1.50 24 163 Details
6.60.1.6.0 24 197 Details
7.601.7.0 24 176 Details
8.60.1.80 24 176 Details
9.601.8.0 24 180 Dretailz
10.60.1.10.0 24 189 Dretailz

&

Rows parpage:lw = |ﬂ€]00tnpage| 1 of 10 Pages (G3) b3l [B

=1

=

Cisco OER Master Controller Engine, 1.0 User Guide
| oL-5689-01 .m



Chapter2  Cisco OER Master Controller Engine GUI |

M Reports

Passive Monitoring Details for Selected Prefix

From the Latency details for passive monitoring page, select the probe of interest, then click Details.

The time series chart displays the running short term average delay for a Prefix. If the Prefix was moved
to a different Exit in selected duration then the color of the line is changed to indicate the change in Exit.

Apart from time series chart for delay, there are vertical bars that corresponds to route change. Each bar
has a text associated with it which describes the reason why a Prefix was moved to a different Exit.

Figure 2-50 Reports > Latency > Details (Passive Monitoring) > Details

You Are Here: + Reports & OER = Latency * Details (passive monitaring)
Latency details for passive probhing

MC status: Running

(1] Route status Time selection UTC time: 2004-05-07 18:56 UTC (+0000)
El_a\_atency Device local time: 2004-05-07 15:596 UTC (+0000)
D Summary Base range
D Details{active probe) o Past|] I Daps =
D Detailz{pazsive montc Date Time: Timezone
[ TopDelay o Start[2004-0507  [18:00 Jutc
M0 Packet loss End [20040507 [1300
(] Throughput [ ey |
E (1] Unreachable 300 -
(5153 Link wiizafion elay Delay Delay Delay
— 250+
[H ] Cost minimization ‘é: 200 -
2150
3
= 100
5
50 - .y i —
4] o 1805 1810 1815 1820 825 1830 1835 1840 1845 1850  165S
Time (UTC)
Fram 2004-05-07 18:00 to 2004-05-07 19:00
Latency for prefix - 60.1.2.0
Bt | <4lb> x|
Showving 1-10 of 152 records
Time (UTC) Exit Direction Latency (ms) Short average (ms) Long average {(ms})
1. 2004-05-07 18:00:13 946 15 Ingress 28 33 30
2. 2004-05-07 18:00:2547 151 Ingress 24 2 38
3,2004-05-07 18:00:46 553 151 Ingress 44 33 38
4. 2004-05-07 15:01:00.513 151 Ingress 28 33 38
5. 2004-05-07 18:01:23 .26 I=P1 Ingress 20 32 38
6. 2004-05-07 18:01:46 606 I=P1 Ingress 25 30 37
7.2004-03-07 18:02:01 .55 I=P1 Ingress 245 45 43
5. 2004-05-07 18:02:33.443 I=P2 Ingress 278 276 276 -
9. 2004-05-07 18:02:44 583 1=P2 Ingress 40 198 198 m
10, 2004-05-07 18:02:57 813 122 Ingress 43 121 121 o
A
Time (UTC) Time of report.
Exit Exit for which the data is displayed. Or, you can select <All>.
Direction Direction of traffic.
Latency Latency time in milliseconds.
Short average Short term average delay for Prefix.
Long average Long term average delay for Prefix.
Cisco OER Master Controller Engine, 1.0 User Guide
0L-5689-01 |



| Chapter2

Cisco OER Master Controller Engine GUI

Top Delay

Packet Loss

From the Contents list, open the menu under Latency, then click TopDelay.

Figure 2-51 Reports > Latency > Top Delay

You Are Here: + Reports = OER = Latency = Top delay
Top delay

MC status: Running

Reports

Details{active probe) Base range

Detailz(passive monitc (ol Pas1|1 I Days = I

TopDelsy Date Time Timezone

D Routs status Prefixes of top 20 latency
B iLatency reme seteetion UTCtime: 2004-03-22 1846 LITC (+0000)
SuUmmaty Device local time: 2004-03-22 10:46 PST (-0800)

From 2004-03-21 18:46 to 2004-03-22 18:46

1 [_] Packet Inz= ‘sl S‘tartl |
(] Throughput End I I
(] Unreachable ’T
(E1 (] Link Utilization
[H (] Cost minimization Latency average (ms)
0 50 100 150 200 250 300
60.1.62.0/24 221
60.1.68.0/24 220
60.1.51.0/24 219
60.1.26.0/24 219
Kl | »l 60.1.43.0/24 219
60.1.33.0/24 218
60.1.48.0/24 217
60.1.42.0/24 217
@ B0.1.78.0/24 216
= B0.1.550/24 216
W 60.1.76.0/24 215
I o601.320/24 215
601.36.0/24 214
601.73.0/24 213
60.1.25.0/24 213
60.146.0/24 213
60.1.79.0/24 213
601.27.0)24 213
601.53.0/24 213
60.1.50.0/24 213

Under Packet Loss, you can find the following type reports:
e Summary
e Details (active probe)

e Details (passive monitoring)

[ oL-5689-01
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Summary
From the Contents list, open the menu under Packet loss, then click Summary.

Figure 2-52 Reports > Packet Loss > Summary

You Are Hete: + Reparts » OER = Packet loss = Summary

Packet loss summary

MC status: Running

DRoute status Impr i by route ges due to packet loss
B0 Latency e selection UITC time: 2004-05-07 23:04 LITC (+0000)
EaPacka logs Device local time: 2004-05-07 23:04 UTC (+0000)
i Summaty Base range
Detailsactive probe) (ol Past|1 I Daps =
- [£] betaits(passive manite Dite Titne Timezane
E_7 Throughput ‘s S‘tar‘ll |
E[ ] Unreachshble End I I
Link utilization
o Seply
=) Cost minimization
Loss recuction (%) Mumber of route changes
0 10 20 30 40 50 60 70 0 2 4 6 8§ 10 12 14 16 18 20 22 24
I5P1 54.90 18
Ll 3 .
K B |
[in]
I5P2 40.74 1&

From 2004-05-06 23:04 to 2004-05-07 23:04

Exit Packet loss reduction (%)
I15P1 549
I=P2 40.74

Route change due to packet loss
18
18

116723

Details - Active Probe

~

Note  This particular feature is not supported in this release.

[l Cisco OER Master Controller Engine, 1.0 User Guide
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Details - Passive Monitoring

From the Contents list, open the menu under Packet loss, then click Details (passive monitoring).

Figure 2-53 Reports > Packet Loss > Details From Passive Monitoring

You Are Here: + Reports = OER = Packet lozs > Details
PacketLoss details from passive monitoring

MC status: Running

B Routs status Time selection UTC time: 2004-03-22 1859 UTC (+0000)
[ Latency Drevice local time: 2004-03-22 10:59 PST (-0800),
B Packet loss Base range

Summary o Past|1 IDays -

Detailz{active probe) Date Time Timezone
Details(passive monitc || Startl I I
(] Throughput Endl I—l—
(] Unreachable [ ey |

[H (] Link utilization

o Costmmzaton | L Packetoss from passive monitaring
=t I <All> vl
Showing 1-10 of 99 recaords

I I [ A7 R A

1.601.1.0 24 0.00000 Detailz
ﬂ I ﬂ 2.601.20 24 0.00000 Details:
3.601.3.0 24 0.00200 Details:
4.601.4.0 24 0.00000 Details
5.601.50 24 0.00000 Details:
B.6016.0 24 0.00000 Detailz:
7.601.7.0 24 0.00000 Detailz:
8.601.8.0 24 0.00000 Detailz:
9.601.8.0 24 0.00000 Detsilz:
10.601.10.0 24 0.00000 Detailz
|
Rowes per page:| 10 vl K] €] Goto page:l 1 of 10 Pages D &l [5
=
-
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Passive Monitoring Details for Selected Prefix

Throughput

From the PacketLoss details from passive monitoring page, select the probe of interest, then click

Details.

Figure 2-54 Reports > Packet Loss > Details From Passive Monitoring > Prefix Details

You Are Here: + Reports = OER * Packet lozs® Details
PacketlLoss details from passive monitoring

MC status: Running

Time (UTC)

mIEP2 1 I5P1

From 2004-05-07 18:00 to 2004-05-07 19:00

[E ] Route status Time selection UTE time: 2004-05-07 16:52 UTE (+0000))
[H (] Latency Device local time: 2004-05-07 18:52 UTC (+0000)
5 Packet lozs Base range
; DSummary 8 Pazt|] IDays -
B DDetalls(actlve probe) Date: Time Timezone
[Z] Details(passive mente || &= Start|2004-05-07  [12:00 Jutc
6 Throughput End [2004-0507 1300
[H (] Unreachable eply
(E1 (] Link utilization
Moniter Moniter MuonitoPacket loss
[E1 (] Cost minimization g 0.25 -
n 0.20-
A
S 01s-, i
5 My I )
2 0.00- \
[yl
o 0.05- oo
0.00- ' -t ' ' ' ' ' . ' '
Kl = 1B:05  18:10 1815  18:20  18:25  18:30 1835 1840 1845 1850 1855

Packetlos= for prefix - 60.1.3.0

Bt | <A1 =

Showing 1-10 of 82 records

Time (UTC) & Exit Direction Packet loss (%) Short term (%} Long term (%}
1.2004-05-07 15:00:14 946 I5P2 Ingress a 012 01
2.2004-05-07 18:00:2215 ISP2 Egress 029 014 o1z
3.2004-05-07 18:01:34 513 ISP2 Ingress o 012 o1
4. 2004-05-07 18:01:36 606 I=P2 Egress 0.33 014 o1z
5.2004-05-07 18:02:44 533 I=P2 Ingress o 012 o1
6. 2004-05-07 18:02:49.53 I=P2 Egress 027 014 012
7.2004-05-07 18:04:06.073 15P2 Ingress a 042 011
8. 2004-05-07 18:04:06.363 15p2 Egress 029 014 012 -
9. 2004-05-07 18:05:16.586 I5p2 Egress a 012 012 R'
10. 2004-05-07 18:05:20 636 I5P2 Incress a 04 011 g
a
Under Throughput, you can find the following type reports:
e Summary
e Details
Cisco OER Master Controller Engine, 1.0 User Guide
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Reports

Summary

From the Contents list, open the menu under Throughput, then click Summary.

Figure 2-55 Reports > Throughput > Summary

You Are Here: + Reports = OER = Throughput = Summary

ThroughputSummary
MC status: Running
DRD[‘“E status Prefixes of top 20 throughput
#(Lstency e selection UTC fime: 2004-03-22 18:01 UTC (+0000)
F(_) Packet los=s Device Iocal time: 2004-03-22 11:01 PST (-0800)
EaThroughpm Base range
Summary o Paml1—m
Detzils Date Time Timezone
[ [ Unreachable r Start| |
= ) Link utilization ) ] E—
Cost minimizstion
o [ emey ]
Throughput {(iKbps)
000 025 050 075 1.00 1.25 1.50 175 200 235 250 275
G0.1.1.0/24 2.26
G0.1.4.0/24 2.25
G0.1.7.0/24 2.21
60.1.5.0/24 2.16
G0.1.67.0/24 217
G0.1.69.0/24 217
GO0 00 2 —— 215
a G0.1.64.0/24 2.14
= R0.1.15.0/24 | 21
W 60.1.8.0/24 2.13
& 60.1.83.0/24 212
60.1.9.0/24 212
60.1.97.0/24 212
G0.1.50.0/24 211
G0.1.45.0/24 2.11
G 00, COE 02— 2 L O
G0.1.16.0/24 2.10
60.1.91.0/24 2.10
60.1.39.0/24 2.10
From 2004-03-21 19:01 to 2004-03-22 19:01
m
l
[
heasurement of egress traffic 0
—

This report provides the top 20 prefixes by average throughput observed during the selected duration.

Cisco OER Master Controller Engine, 1.0 User Guide g
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Details

From the Contents list, open the menu under Throughput, then click Details.

Figure 2-56 Reports > Throughput > Details

You Are Here: + Reports = OER & Throughput & Details

Throughput details from passive monitoring

MC status: Running

L0 Route status - ecti LT fime: 2004-03-22 19:57 UTC (-+0000)
(] Latency ime selection Device local time: 2004-03-22 11:57 PST (-0300)
[E [ Packet loss Base range
=155 Throughput o F‘Eil|1 Day: =
D Summary Date Time Timezone
D Detailz ‘o Stan| I I
[E [ Unreachahle End
D Link wtilization ,T
(1] Cost minimization
Throughput from pagsive monitoring
et [ <Al =]
Showing 1-10 of 99 records
Prefix & Len Throughput (Kbps} Octets (total) Packets (total)
1.6011.0 24 225 4777694 7136 Detailz
260120 24 1.25 4538076 8039 Detailz
3.60130 24 1.78 9E75339 15397 Detailz
4.60.1.4.0 24 228 14824808 22958 Detailz
5.60150 24 22 14270383 22449 Detsils
E.60.160 24 216 14017310 21938 Detailz
T.6017.0 24 223 14865171 22942 Detailz
§.60.1.8.0 24 214 14505486 22617 Details
9.60.1.9.0 24 213 13953402 21633 Details
10.60.1.10.0 24 208 13453946 21036 Details
e 10 vl I<] <] cotopage[ 1 of 10 Pages (Ga) 2 (2] &
-
hikasurement of egress traffic =
—
Prefix Prefix.
Length Prefix length.
Throughput Throughput shown as rate of traffic.
Octets Total egress octets.
Packets Total number of packets.
Cisco OER Master Controller Engine, 1.0 User Guide
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Reports M

Details for Selected Prefix

From the Throughput details from passive monitoring page, select the probe of interest, then click
Details.

Figure 2-57 Reports > Throughput > Details From Passive Monitoring> Prefix Details

You Are Here: + Reports+ OER * Throughput = Details
Throughput details from passive monitoring
MC status: Running

E [ Route status

Time selection UTC time: 2004-05-07 18:58 UTC (+0000)
DL&tBnCy Device local time: 2004-05-07 18 58 UTC (+0000)
[ Packet loss Base range
5159 Throughput & Past|1 IDa_us vl
D Summary Date Time Timezone
] Detaits o Start{2004-05-07  [15:00 Jutc
[E [ Unreachable End |2004-05-07 (1300
= () Link wtilization oy |
(] Cost minimization
- elay Delay| __Delay Delay
2 100- -
)
= 75°
=1
a
5 50
=
2 25
=
=

1805 1810 1815 1820 1825 1830 1835 1840 1645 1850 1855
Time (UTQ)

m5PL 15P2

From 2004-05-07 18:00 to 2004-05-07 19:00

Throughput for prefix - 60.1.2.0

Bt | <Al |

Showing 1-10 of 44 records

Time (UTC) & Exit Throughput (Kbps) Octets Packets
1. 2004-05-07 18:00:59.813 I1=P1 143 13849 a6
2.2004-05-07 18:03:25.59 I1=P2 363 34320 114
3.2004-05-07 18:04:52.123 1SP2 1.35 13140 ag
4. 2004-05-07 18:06:07 456 I1SP2 222 21533 103
5. 2004-05-07 18:07:19.693 I1SP2 4.2 40564 119
6. 2004-05-07 15:08:31 046 ISP2 31 29926 108
7.2004-05-07 15:09:435.23 ISP2 223 21333 103
§. 2004-05-07 18:10:59.576 I1=P2 309 29966 108 o
9.2004-05-07 18121475 I15P2 385 38239 111 m
10, 2004-05-07 18:13:35.11 I1=P2 1.43 13858 54 2
—

Unreachable

Under Unreachable, you can find the following type reports:
e Summary
e Details (active probe)

e Details (passive monitoring)

Cisco OER Master Controller Engine, 1.0 User Guide
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Summary

From the Contents list, open the menu under Unreachable, then click Summary.

Figure 2-58 Reports > Unreachable > Summary

You Are Here: + Reports » OER » Unreachable > Summary
Unreachable summary

MC status: Running

D Route status Impr i by route due to unreachable
[0 Latency e setction UTC time: 2004-04-21 17,51 UITC (+0000)
D Packet loss Device local time: 2004-04-21 17:51 UTC (+0000)
CI Thiraughput Base range
5 HUnreschahls g Pas1|1 | Days = I

Summary Date Time: Timezone

Detsilz(active probe) - Shartl | |

Detailz{pazsive monitc End I I

Link utilization
o SpEly
(] Cost minimization
Unreachable reduction (%) Number of route changes
[t} 25 50 75 Lo 125 0 100 200 300 400 500 GO0 700 &00

i — D

Exit

Loo.on 43
Loo.oo L7

3 100.00 626
10000 639

From 2004-04-20 17:51 to 2004-04-21 17:51

116731

Detail - Active Probe

From the Contents list, open the menu under Unreachable, then click Details (active probe).

Figure 2-59 Reports > Unreachable > Details From Active Probe

¥ou Are Here:  Reports * OER * Unreacheble = Details
Unreachable details from active prohing

MC status: Running

B0 Route status Time selection UTC time: 2004-03-22 19:59 UTC (+00000
[:| Latency Device local time: 2004-03-22 11:59 PST (-0300)
(] Packet Inss Base range
1] Throughput (o PEST|1 Days =
E‘_al_lnraachable Date Time Timezone
] Summary r~ Stﬁﬂl I I
Details(active proke) End l—l—
Detailz(passive monitc ,T

[ (L] Lirk wtiization
(20 cost mimizaton | ceseabiefeom scive prosing
Ext: |<AII> vl

Showing 1-10 of 194 records

1.601.10 24 Sprint 0.00000 Details

ﬂ I ﬂ 2.601.10 24 1=P4 0.00000 Details
3.601.20 24 Sprirt 0.00000 Detailz
4.601.20 24 ISP4 0.00000 Detailz
5.601.30 24 Sprirt 0.00000 Detailz
6.601.30 24 ISP4 0.00000 Details:
7.601.40 24 Sprirt 0.00000 Details:
8.601.40 24 ISP4 0.00000 Details:
9.601.50 24 IZP4 0.00000 Details
10.601.50 24 Sprint 0.00000 Details

|
Rows per page:| 10 'l 1] Gotopage:] 1 of 20 Pages [0

116732
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Active Probe Details for Selected Prefix

Reports

Prefix Prefix.

Length Prefix length.

Exit Exit for which the data is displayed. Or, you can select <All>.
Unreachable Percentage unreachable.

From the Unreachable details from active probing page, select the probe of interest, then click Details.

Figure 2-60 Reports > Unreachable > Details From Active Probe > Prefix Details

You Are Here: + Reports * OER * Unreachahle® Detsils

Unreachable details from active prohing

MC status: Running

h D Detailz{active probe)

D Details(passive monitc

Enict |2EIEI4-EIE-EIT |23 30

B0 Route status Time selection LUTC time: 2004-05-07 2314 UTC (+0000)
E (] Latency Device local time: 2004-05-07 23:14 UTC (+0000)
B (L] Packet loss Base range
[ Throughput 8 Past|] IDays -
E_ﬁunraachabla Date Time Timezone

2] Summary = Start[2004-05-07  [2230 Jutc

Apply
[H (] Link utilization 100
(] Cost minimization %
o 75
g
= &0~
S
o
a
= 25
=1
0- ' . . . ' ' I ——] ' . '
ﬂ I ﬂ 22:35 2240 2245 2x:50 22:55 2300  23:05 2310 2315 2320 2325
Time (UTC)
mispz
From 2004-05-07 22:30 to 2004-05-07 23:30
Unreachable for prefix - 60.1.6.0
et |15F2 ~|
Showeing 1-7 of 7 records
Time (UTC) & Exit Short term (%) Long term (%) Target
1. 2004-05-07 22:35:14.586 ISP2 100 100 60161
2. 2004-05-07 22:40:47 483 ISP2 100 100 60161
3. 2004-03-07 22:43:14.996 ISP2 100 100 60161
4. 2004-05-07 22:45 48 526 I5P2 100 100 B016A
5.2004-05-07 224816 416 I5P2 100 100 60161
6. 2004-05-07 230707 73 I5P2 o o 60161
7.2004-05-07 23:09:38.08 I=p2 o o B0.16.1
m
Rows per page:| 10 vl 1] { coto page:l 1 of 1 Pages [2 21 I“u;
o
Time (UTC) Time of report.
Exit

Exit for which the data is displayed. Or, you can select <All>.

Short term

Short term percentage Unreachable for Prefix.

[ oL-5689-01
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Long term Long term percentage Unreachable for Prefix.

Target Target Prefix

Details - Passive Monitoring

From the Contents list, open the menu under Unreachable, then click Details (passive monitoring).

Figure 2-61 Reports > Unreachable > Details From Passive Monitoring

You Are Here: + Reports = OER = Unreachahle = Details
Unreachable details from passive monitoring

MC status: Running

E 10 Route status Time selection UTC time: 2004-03-22 20:00 UTC (+0000)
[H [ Latency Drevice local time: 2004-03-22 12:00 PST (-0800),
(] Packet lozs Base range
] Throughpt o Past|1 IDays -
E_ﬁunraachabla Date Tirme Timezone
| Summary r~ Startl I I
| Details(active probe) Endt [
Details(passive monitc Spply
[H (] Link utilization
CI Cast minimization Unreachable from passive monitoring
Bt | <Alb ¥
Showing 1-10 of 99 recaords
Prefix & Len Unreachable (%)
1.601.40 24 0.000000 Detailz
ﬂ I ﬂ 2.601.20 24 0.000031 Details:
3.601.30 24 0.000024 Details:
4.601.40 24 0.000022 Details
5.601.50 24 0.000022 Details:
B.601 6.0 24 0.000022 Detailz:
7.601.70 24 0.000020 Detailz:
8.601.80 24 0.000021 Detailz:
8.601.80 24 0.000021 Detsilz:
10.601.10.0 24 0.000022 Detailz
I o
. . (ol [
Rowe per page:| 10 vl 1] <] Gota page.l 1 of 10 Pages (B3) Bl 5
—
Prefix Prefix.
Length Prefix length.
. . . . .
Exit Exit for which the data is displayed. Or, you can select <All>.
Unreachable Percentage Unreachable.

Cisco OER Master Controller Engine, 1.0 User Guide
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Passive Monitoring Details for Selected Prefix

Reports

From the Unreachable details from passive monitoring page, select the probe of interest, then click

Details.

Figure 2-62 Reports > Unreachable > Details From Passive Monitoring > Prefix Detail

You Are Here: + Reports OER* Unreschable * Details

Unreachable details from passive monitoring

MC status: Running

[CIRoute status

@ (] Lstency

[E [ Packet loss

(] Throughput
E1yUnreachable

D Summary

D Dretailzlactive proke)
D Detailsipassive montc
(] Link utilizstion

6 Cost minimization

J1 [

Time selection

UTC time: 2004-05-07 2313 UTC (+0000)
Device local time: 2004-05-07 2313 UTC (+0000)

Base range
i Past|] I Daps = I
Date Time Timezane
o Stert[2004-05-07  [22:30 JuTc
End |2DD4-DS-D? |23:30
[ ey ]
Delay ™
15
@
%
= o5
=
bt
£ a5 !
=
0- . . . ' . . 1 . ' ' .
2235 2240 2245 2250 2255 2300 2305 2340 2315 EE20 0 2325
Time (UTC)
From 2004-05-07 22:30 to 2004-05-07 23:30
Unreachable for prefix - 60.1.2.0
et |15P2 =]
Showing 1-10 of 47 records
Time (UTC) & Exit Direction Unreachable (%) Short term (%) Long term (%)
1. 2004-05-07 23:03:13 536 I5P2 Ingress 0 9286 92 86
2. 2004-05-07 23:03:24 756 I5P2 Ingress u] 9333 9333
3.2004-05-07 23:03:47 2 I=p2 Ingress ] 91 67 91 E7
4. 2004-05-07 23:03:59 39 I=p2 Ingress u] 9184 9184
5.2004-05-07 23:04:20 766 1=p2 Egress 0 26.15 2615
B. 2004-05-07 23:04:20.803 I1SP2 Ingress 0 31.08 31.06
7.2004-05-07 23:04:34 .0 I15P2 Ingress 0 35.32 3532
5. 2004-05-07 23:04:55.32 ISP2 Ingress 0 36.66 3666
9. 2004-05-07 23:05:07 506 ISP2 Ingress 0 41 .61 41 .61
10. 2004-03-07 23:05:20.726 ISP2 Ingress 0 44 41 44 41

116735

Time (UTC)

Time of report.

Exit

Exit for which the data is displayed. Or, you can select <All>.

Direction

Direction of traffic.

Unreachable

Percentage Unreachable.

Short term

Short term percentage Unreachable for Prefix.

Long term

Long term percentage Unreachable for Prefix.

[ oL-5689-01
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Link Unitization

Under Link Utilization, you can find the following type reports:

e Summary
¢ Details

¢ Distribution

Summary

From the Contents list, open the menu under Link utilization, then click Summary.

Figure 2-63 Reports > Link Utilization > Summary

You Are Here: + Reports # CER = LinkUtilization = Summary

LinkUtilizationSummary

MC status: Running

(] Route status
(] Latency

([ Packet los=s
(] Throughput

[H ] Unreachable

2 Link Utilization
D Summary

i D Detailz

[ Distribution
(] Cost minimization

This graph shows throughput, 95" percentile throughput and utilization for ingress and egress direction

Exit usage summary

Time selection

UTC time: 2004-04-21 18:40 UTC (+00007)
Device local time: 2004-04-21 1840 UTC (+0000)

Base range
o Pas1|1 Days 'I
Date Time: Timezone
e S| I
End I
Bpply
Throughput {IKbps) Throughput 95th% (Kbps) Linle utilization (%)
o 250 500 ] 250 500 750 o 1o 20 30 40
. o 0 o
five
61 123 3
] o
four
83 158 4
g
w
miL i o
5k
67 134 3
177 177 10
three
576 696 36
From 2004-04-20 18:40 10 2004-04-21 15:40

of all the links for the selected time range.

Throughput and utilization are average values over the selected time range.

[l Cisco OER Master Controller Engine, 1.0 User Guide
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Details
From the Contents list, open the menu under Link utilization, then click Details.
Figure 2-64 Reports > Link Utilization > Details
You Are Here: + Reports = OER = LinkLtilization = Details
Link utilization details
MC status: Running
B Route status - ot LITC time: 2004-04-21 15:47 UTC (+0000)
[ Latency ime selection Device local time: 2004-04-21 1847 UTC (+0000)
D Packet loss Base range
[E 23 Throughput o past]1 [Das =]
[E () Unreachabiz Date Time Timezone
E {3 Link utiization - Stert] |
Summary End l—l—
Detsils T
Distribution L
(] Cost minimization Link utilization
Showing 1-4 of 4 recaords
Ezit Ing. Eg. Ing95th. Eg95th. IngUitl. Eqglil.
1. five 0 B1 a 118 a 3 Details
2.three 177 576 179 B9E 10 36 Details
3. six ] E7 o 134 o 3 Detailz:
4. four 0 B 0 168 0 4 Details
|
Rowvs per page:| 10 'l 1] <] Gota page:l 1 of 1 Pages Bl
Ing. = Ingress throughput (Kbps)
Eg. = Egress throughput (Kbps)
Ing9fith. = Ingress 9fith percentile throughput (Kbps)
EgUSth. = Egrass 95th parcentile throughput (Kbps) o
IngUtl. = Ingress utilization (%) [
Eglhl. = Egres= utilization (%) ]
Exit Exit where prefix is being forwarded.
Ingress Ingress throughput.
Egress Egress throughput.
Ingress 95th Ingress 95th percentile throughput in Kbps.
Egress 95th Egress 95th percentile throughput in Kbps.
Ingress utilization Ingress utilization.
Egress utilization Egress utilization.
Cisco OER Master Controller Engine, 1.0 User Guide
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Link Utilization Details by Exit

From the Link utilization details page, select an Exit, then click Details.

Figure 2-65 Reports > Link Utilization > Details > Exit Details

You Are Here: + Reports = CER # LinkLtilization = Details
Link utilization of exit

MC status: Running

D Route status tirme selection UTC time: 2004-04-21 1856 UTC (+0000)
CI Latency Device local time: 2004-04-21 1856 UTC (+0000)
E [ Packet loss Base range
(] Throughput (ol Pas1|1 Days = I
] Unreachable Date Time Timezone
E_ﬁunk utilization ~ S‘Iart| |
D Summary End I
-[] Details tppl
ply
-[Z] Distribution

Cost mirimizati
(X0 cost minimization Link utilization of exit: BR2/2.1.0.3,Serial20ithree)

110
100

ation (%)
-
=

=
=
=
3

Addesd
Remaved

Suggested adding
Suggested removing

Frefix change of exit

Suggested ¢
20:00 22:00 00:00 02:00 04:00 06:00 0800 1000 12:00 14:00 1600 1800
Time (UTC)
W Ingress Eqress mEgress threshold Cost Range Utilization

116738

From 2004 -04-20 18:56 to 2004-04-21 18:56

The graph shows egress utilization, ingress utilization, and max-egress-utilization (configured) in a time
series chart. It also shows the prefix added and removed, to and from the link at the bottom of the chart.

One dot is displayed for each prefix added and removed. Further more, if Prefix is in Observe mode, the

dot is displayed on suggested adding or suggested removing. The dots are color coded based the reason
it was added and removed, to and from the link.

Cisco OER Master Controller Engine, 1.0 User Guide
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Distribution

From the Contents list, open the menu under Link utilization, then click Distribution.

Figure 2-66 Reports > Link Utilization > Distribution

Link utilization distribution by exit

- five (7% - five (7%)
four (L0%) AT four (L0%) S 7%

three (7635 three (76%)
txload from 2004-04-20 19:14 to 2004-04-21 19:14 txload from 2004-04-1919:14 to 2004-04-2019:14

three (100%) three (1005
reload from 2004-04-20 19:14 to 2004-04-21 19:14 reload from 2004-04-19 19:14 to 2004-04-2019:14

|. five Wsix Mthree lfour|

Exit Base rxload (avg %) Base tyload (avg %) Compare rxload (avg %) Compare txload (avg %)
Cfive 0 3 0 3
Ws=ix 0 3 ] 3
Mthree 10 36 10 37
Mfour 0 4 i 4

Reports

This graph allows the you to compare distribution of traffic over two different periods.

The first period is called base range and the second period is called compare range.
The base range can be specified in two ways:

e Last x minutes/hour/days.

e Range of time: select start time and end time.

The compare range can also be specified in two ways:

116739

e Minutes/hour/days before the start-time of the base range. If the base range is Last one hour and

current time is11:00 pm, then the start-time is 10:00 pm.

e Select start time. In this case the time range is the same duration as the base range; if base range is
one hour and the start-time (compare) is 3:00 pm, then the time range is from 3:00 pm to 4:00 pm.

[ oL-5689-01
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Cost Minimization

Under Cost Minimization, you can find the following types of reports:
e Overall
e Cost by exit

¢ Rollup utilization

Overall

From the Contents list, open the menu under Cost minimization, then click Overall.

Figure 2-67 Reports > Cost Minimization > Overall

You Are Here: # Reports » OER & Cost minimization  Overall cost

Overall cost

MC status: Running

D Route status Overall cost
& Latency rame ramoe sctotion LITC time: 2004-05-07 18:32 UITC (+0000)
D Packet loss g Device local time: 2004-05-07 18:32 UTC (+0000)
(] Throughput 3 T
(] Unreachable Teply
(E1 (] Link Utilization
EI_ECUS{ minimization 8,000
; Dwerall cost 7,000
Cost by exit
= 6,000
] Rollup utilization 4,500
5,000
e
S 4000 4,500
3,000
2,000
1,000
0l
2004-3 2004-4
Month
mIsPL I5p2
From 2004-03-01 00:00 to 2004-05-07 18:32
Month & C Litilizati Discards(sum) Total roll Collected roll
1.2004-3 8000 26 8 5B 5B g
2.2004-4 BS00 26 8 B0 B0 B
-
—

This page shows the overall cost for the number of billing periods selected.

For each billing period there is one stacked bar. The stack consists of the cost of each exit during that
billing cycle.

Cisco OER Master Controller Engine, 1.0 User Guide
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Cost by Exit

Reports

From the Contents list, open the menu under Cost minimization, then click Cost by exit.

Figure 2-68 Reports > Cost Minimization > Cost by Exit

You Are Here: + Reports = OER + Cost minimization & Cost by exit

Cost by exit
MC status: Running
[ Route status Cost by exit
6 (0 Latency Eilling month selection UTC time: 2004-05-03 22:47 UTC (+0000)
(L] Packet loss 9 Device local time: 2004-05-03 22:47 UTC (+0000)
(] Throughput Chart 1 Chart 2
(] Unreachable |3 months ago 2 morths ago
[H (] Link utilization spply
Elﬁost minimization 110 110
Overall cost 100 100
: st by z.a.xrt . ap 0q
Hollup utilization &0 T5- 12000 80 TS5 12000
T4: 10000 T4: 10000
70 70
2 go £ 50
T g T4: 6000 T o5 T4: 6000
= I =
40 T3: 6000 - 40 T3: 6000
30 T3:4500 30
T2: 3500 T2: 3500
20 20 "
10 10
]

ISPL 15P2
Total cost: BO0OO
From 2004-02-01 00:00 to 2004-03-01 00:00

Exit & Date

I5PL
Total cost: 6500

m Utilization

From 2004-03-01 00:00 to 2004-04-01 00:00

IsP2

T.R. = Total rollups
C.R. = Collected rollups

Cost WL Dis. TR CR Exit = Date Cost Utl. Dis. TR CR
1.15P1 2004-02-28 3500 22 4 28 28 1.15P1 2004-03-30 2000 18 4 30 30
2.15P2 2004-02-28 4500 30 4 28 28 2.15P2 2004-03-30 4500 34 4 30 =0
T = Tier-n cost
F = Fixed cost
Litl. = Ltilization
Diz. = Discards

116741

The graph displays the cost of each Exit for two different billing periods. Zero months ago is the latest
billing period. One month ago is the billing period before the latest one.

The graph shows stacked tiers on top of the sustained utilization. This gives an indication in which tier

the sustained utilization falls.

The table at the bottom of the page shows more details about Cost Minimization configuration and data
used for the billing period. Brief description of each item is shown below.

Cost Cost per Exit.

Utilization Sustained utilization (as calculated by the method configured) for the given period
(months). This value is actually used to bill the customer.

Discards Number of rollups that are discarded from the collected rollups at the end of the

billing period. The discard rollup is configured in terms of percentage of total
Rollups or in absolute terms.

[ oL-5689-01
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Total rollups Total rollups is the number of rollups in a billing period. For example, if the billing
period has 31 days and rollup period is 15 minutes, then there will be 2976 rollups
in the billing period.

Collected rollups Number of rollup period for which the Cisco OER Master Controller Engine was
able to collect the data. If it was started in the middle of the billing period or
cost-minimization was configured half-way through the billing period, then the
number of collected rollups would be less than the total rollups. If this value is not
same as the total rollups then the billing estimate is calculated on partial data.

Rollup Utilization
From the Contents list, open the menu under Cost minimization, then click Rollup utilization.

Figure 2-69 Reports > Cost Utilization > Rollup Utilization Summary

You Are Here: » Reports* OER * Cost minimization * Rollup utilization summary
Rollup utilization summary

MC status: Running

EIQroute status - o selecti UITC time: 2004-05.07 18:37 UTC (+0000)
B ] Latency iling period selection Device Iocal time: 2004-05-07 18:37 LTC (+0000)
[F (CPacket loss ol Current period
E (] Throughput
~ T
(] Unreachable = —
1 1 Link utilizstion “pply
EIEBCUsl minimization Rollup utilization summary
D Cveral cos.t Showing 1-2 of 2 records
D Cost by ext Exit Ingress (%) Egre== (%)
[Z] Rollup utilization - -
1.15P1 489 2064 Rollup details Traffic breakdown
2.15P2 a 10.96 Follup details Traffic breakdown
Rows per page, I 10 = I <] Gotopage] 1 of1Pages [ [0
Cost minimization with “Fived” fee method does not hawe rollup details or traffic breakdown )
=
]
=
Exit Exit where prefix is being forwarded.
Ingress (%) Link utilization due to incoming traffic. It is shown in Separate, Combined, and
Summed methods.
Egress (%) Link utilization due to outgoing traffic. It is shown in Separate and Combined, and

Summed methods.
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m. 0L-5689-01 |



| Chapter2

Cisco OER Master Controller Engine GUI

Rollup Details

Reports M

From the Rollup utilization summary page, select an Exit, then click Rollup details.

Figure 2-70 Reports > Cost Utilization > Rollup Ultilization > Rollup Details

You Are Here:  Reportz> OER > Cost minimization > Rallup utilization detsils
Rollup utilization details

MC status: Running

&3]
FIQRouts status Biling voriod selection UTC time: 2004-05-07 18:38 LITE (+0000
[ Latency op Device lncal time: 2004-05-07 1838 UTC (+0000)
D Packet loss Period Data range
61 Throughput ol Currert period i Complete period
B[] Unreachable ~
Pas‘tl[l petiod o Day of monthl?
] (] Lk utilization T
]
E1=3Cast minimization deply
Rollup utilization details of exit: ISP1
D Crveral cost 100-
D Cost by exit a0
-[Z] Rallup utiization
80 -
LA
c
2 60
5
= s0-
5
o 40-
3
3 30
€ T e TR
20-
-
© oZoo  04'00 DG00 0B0D 10000 1200 1400 1600 1800 20000 22'00
Time (UTC)
W Rollup 95th percentile g
From 2004-05-07 00:00 to 2004-05-08 00:00 s
5
=

[ oL-5689-01
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Traffic Breakdown

From the Rollup utilization summary page, select an Exit, then click Traffic breakdown.

Figure 2-71 Reports > Cost Utilization > Rollup Utilization > Traffic Breakdown (Top Half)

You Are Here: + Reports> OER > Cost minimization > Traffic breakdown

Traffic breakdown

MC status: Running

(CJRoute status

# (] Latency

(] Packet lozz

(E ) Throughput

(] Unreachable

1 (L Link utilization

2159 Cost minimizstion
! Creeral cost

] cost by exit

Rallup utilization

Billing period selection

Period
(Ol Currert period

(o Pas‘tID period

UTEC time: 2004-03-07 16:39 UTC (+00007)
Device local time: 2004-05-07 15:39 UTC (+0000)

Data range
i Complete period

(o) Day of monthl?

Apply

Traffic breakdown of exit: ISP1
Lio-

Loo-

zation (%)
@
2

S0%-recluction to S0% tier

25th percentile at S0% tier

wo=
s 9

Follup wtili
-
s

0Z00 0400

BO%-reduction to 50% tier

06:00

0800 10:00 12:00 14:00  LG00 1800 20:00  22°00

Time (UTC)
Mon-monitored m Controlled Dhserved Ingress S50%-reduction M B0%-reduction mTarget

From 2004-05-07 00:00 to 2004-05-08 00:00
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This page shows the target utilization and actual utilization. The Cisco OER Master Controller Engine
tries to keep actual utilization below the target utilization.

This page also shows egress utilization (summed utilization in case of Summed method) broken down
into controlled, observed and non-monitored utilization.

In addition the graph also shows what would be the actual utilization if the Cisco OER Master Controller
Engine was able to move 50%/80% of the observed traffic off of the link.

[l Cisco OER Master Controller Engine, 1.0 User Guide
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Figure 2-72 Reports > Cost Utilization > Rollup Utilization > Traffic Breakdown (Bottom Half)

Calculation method: Separate
Showing 1-10 of 75 records
Time Egress (%) Ingress (%) Ctrl. Obs. Hon. 50%-rd. B0%-rd. Tgt.
1.2004-05-07 00:00:00.0 13 5 12 0 1 13 13 10
2. 2004-05-07 00:15:00.0 14 5 14 0 ] 14 14 10
3. 2004-05-07 00:29:59.0 14 5] 13 a 1 14 14 10
4. 2004-05-07 00:45:00.0 12 5 11 a 1 12 12 10
5. 2004-05-07 00:5%:59.0 14 5 12 ] 2 14 14 10
£. 2004-05-07 01:15:00.0 12 5 10 0 2 12 12 10
7.2004-05-07 01:29:59.0 13 5 11 0 2 13 13 10
5. 2004-05-07 01:44:53.0 13 3 11 a 2 13 13 10
9. 2004-05-07 02:00:00.0 15 5 13 a 2 15 15 10
10. 2004-05-07 02:15:00.0 17 5 15 0 1 17 17 10
s ey pageil 10 vl 1 { zota page:l 1 of 8 Pages [» [20
Ctrl. = Controlled wtilization (%)
Obs. = Obzerwed utilization (%)
Mon. = Mon-monitored utilization (%)
A0 %-rd. = Rollup utilization after remowving 50% of observed wtilization (%) ITe}
80 %-rd, = Rollup utilization after remowving 20°% of obzerved utilization (%) IE:
Tgt. = Target utilization (%) T=)
—
—
Summed In case of Summed method egress and ingress utilization is added and showed as
utilization summed utilization.
Controlled Controlled Utilization. The part of the egress utilization which is contributed by
utilization the prefixes that are controlled by the Cisco OER Master Controller Engine. The
value is approximate based on Netflow data.
Observed The part of the egress utilization which is contributed by the prefixes that are in

Utilization observe mode. The value is approximate based on Netflow data.

Non-monitored The part of the egress utilization (or summed utilization in case of Summed

Utilization method) remaining after deducting controlled utilization and observed utilization.
This is mainly attributed by the prefixes that are not configured in the Cisco OER
Master Controller Engine. The Cisco OER Master Controller Engine is neither
controlling these prefixes nor observing these prefixes. It also includes the ingress
utilization for summed method.

50% -reduction This value represents the total link utilization if the Cisco OER Master Controller

utilization Engine was able to remove 50% of the observed utilization had those prefixes
been changed to control mode. This value is used to determine if these prefixes
were changed to control mode would the rollup utilization be below the target
utilization.

80% -reduction Same as 50%-reduction except that it uses 80% instead of 50%.
utilization

Target utilization This the target utilization set at the beginning of the rollup period. The Cisco OER
Master Controller Engine tries to achieve the average utilization of the link for the
entire rollup period to be less than the target utilization. The target is calculated
based on cost configured and the historical rollup utilization for the current billing
cycle.

Cisco OER Master Controller Engine, 1.0 User Guide
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Troubleshooting

Troubleshooting main function displays the error and debug messages logged. There are two categories
of logs:

e System log

e Master controller log

System Log

System log contains the messages pertaining to overall system. This yields logging of the Cisco OER
Master Controller Engine startup, start, and stop activity.

Figure 2-73 Troubleshooting > System > View Log

You Are Here: + Troubleshooting = OER*® System = “iew:
View system log

MC status: Running

EaSystem [2004-03-18 12:135:15 PST] INFO com .cisco.das core DAS - Application intializing
D - [2004-03-18 12:13:15 PST] INFO com cisco.das.core DAS - Package version 1.0
Wiew log [2004-03-18 12:13:15 PST] INFO com cisco.das core DAS - Package build b113
EaMaster controller [2004-03-18 12:13:15 PST] INFO com .cisco.das .core DAS - Package date 2004-03-16T16:07:547
D Wiew log [2004-03-18 12:13:15 PST] INFO com.cisco.dazs.core DAS - Internal IPC port 12345
H . X [2004-03-18 12:13:17 PST] INFO com cizco.dazs.core DBManager - Created 30 DB connections
D Logging options [2004-03-18 12:1317 PST] INFO com.cisco.das core ThresholdHistory - History saving interval: 3500000

[2004-03-18 12:13:17 PST] INFO com cisco.das core ThresholdHistory - Mo Threshold history properties file to load intially .
[2004-03-18 12:13:19 PST] INFO com .cisco.das core TaskHandler - Task queue size: 2048

[2004-03-18 12:13:19 PST] INFO com .cisco.das .core TaskHandler - Threads crested: 30

[2004-03-18 12:13:19 PST] INFO com.cisco.das core Configuration - Mew configuration: jopt/CSCOoer/configicontic.xml
[2004-03-18 12:13:19 PST] INFO com cisco.das core ContralHandler - created

[2004-03-18 12:13:20 PST] INFO com cisco.das.core. TaskHandler - Running

[2004-03-18 12:13:21 PST] INFO com.cisco.das .core DAS - Serviet application started

[2004-03-18 12:135:22 PST] INFO com .cisco.das core DAS - Application started

116748

N

Note  An error message usually indicates that the Cisco OER Master Controller Engine has failed to start or
stopped working.

Cisco OER Master Controller Engine, 1.0 User Guide
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Master Controller Log

The Master Controller log contains the error and debugging messages for Cisco OER Master Controller
Engine operations.

This yields logging of events after the Cisco OER Master Controller Engine is up and running.

Figure 2-74 Troubleshooting > Master Controller > View Log

You Are Here: + Troubleshooting = OER ® Master controller ® Wiew
Yiew OER MC log
MC status Running

[0S System
Mon Mar 22 19:19:39 2004; OER_MC-E-DEBIUG SLA: Cost OOP check for horder 201 1.3, current util: 62 target util: 88 kbps
Eviewlog Mon s 22 191940 2004: OER_MC-6-DEBUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under fts momentary target, for prefix 60.1.29.0
ElaMaster controller Mon Mar 22 19:19:43 2004: OER_MC-5-DEBIUG SLA&: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.63.0
D Wiew log Maon Mar 22 19:19:43 2004: OER_MC-B-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under s mamentary target, for prefix 60.1.64.0

H ) . Mon Mar 22 19:19:43 2004: OER_MC-5-DEBIUG SLA: Found exit 201 1.2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.65.0

D Logging options Maon Mar 22 19:19:45 2004: OER_MC-6-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under s mamentary target, for prefix 60.1.6.0
on bar 22 19:19:45 2004: OER_MC-4-MNOTICE Passive ABS Unreachable OOP 60.1.29.0/24, unreachable 75347, BR 20.1.1 3, ilf EN1/0
Mon Mar 22 19:19:48 2004: OER_MC-4-MOTICE Passive &BS Unreachable OOP 60.1.32.0/24, unreachaklz 85714, BR 20.1.1 3, i EH1/0
Mon Mar 22 19:19:45 2004: OER_MC-5-DEBUG SLA: Found exit 201 .1 2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 601 .76.0
Mon Mar 22 19:19:49 2004: OER_MC-6-DEBUG SLA: Found exit 20.1.1 .2 SLA ISP1-5LA-Seperst under its momentary target, for prefix 60.1.73.0
Mon Mar 22 19:19:51 2004: OER_MC-5-DEBUG SLA: Momentaty target utilization for exit 2011 .2 i/f Ethernet! /0 SLA ISP1-SLA-Seperat is 84 kbps, time_left 2413
secs, cumulative 84979 kbps, rollup period 3800 secs, rollup target 80 kbps, byw_capacity 400 kbps
Mon Mar 22 19:19:51 2004: OER_MC-6-DEBIUG SLA: Cost OOP check for border 2001 1.2, current util: 70 target util: 54 kbps
Mon Mar 22 19:19:53 2004; OER_MC-5-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.23.0
Maon Mar 22 19:19:54 2004: OER_MC-4-MOTICE Passive ABS Unreachable OOP 60.1.83.0/24, unreachable 73170, BR 20.1.1 2, if Et10
Mon Mar 22 19:19:57 2004; OER_MC-5-DEBIUG SLA: Found exit 201 1.2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.42.0
Mon Mar 22 19:19:57 2004: OER_MC-5-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under s mamentary target, for prefix 60.1.34.0
on bar 22 19:19:57 2004: OER_MC-4-MNOTICE Passive ABS Unreachable OOP 60.1.53 0424, unreachable TE323, BR 20.1.1.3, ilf EN/0
Mon Mar 22 19:19:57 2004: OER_MC-4-MOTICE Passive ABS Unreschable OOP 60.1.6.0/24, unreachshle BEEEE, BR 20.1.1.3, if EX1/10
Mon Mar 22 19:19:59 2004: OER_MC-5-DEBUG SLA: Found exit 201 .1 2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.59.0
Mon Mar 22 19:19:59 2004 OER_MC-4-MOTICE Discovered Exit for prefix 601 8.0/24, BR 201 1.2, i B0
Mon har 22 19:19:59 2004: OER_MC-4-MOTICE Pazsive ABS Unreachable OOP 601 .42 0524, unreachable 65181, BR 20.1.1 3, iff EH1/0
Mon Mar 22 19:19:59 2004; OER_MC-E-DEBIUG SLA&: Found exit 20.1.1.2 SLA ISP1-5LA-Seperat under its momentary target, for prefix 60.1.49.0
Maon Mar 22 19:20:00 2004: OER_MC-6-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under it mamentary target, for prefix 60.1.51.0
Mon Mar 22 19:20:00 2004; OER_MC-5-DEBIUG SLA: Momentary target ulilization for exit 20.1.1.3 i/f Ethernet! 10 SLA ISP2-SLA-Seperat is 83 kbps, time_left 2403
=secs, cumulative 75561 khps, rollup period 3600 secs, rollup target 80 kbps, bw_capacity 400 kbps
Mon Mar 22 19:20:00 2004; OER_MC-5-DEBIUG SLA: Cost OOP check for horder 2011 1.3, current util: 61 target util: 88 kbps
Maon Mar 22 19:20:02 2004: OER_MC-4-MOTICE Passive ABS Unreachable QOP 60.1.958 024, unreachable 75000, BR 20.1.1 2, iff Et10
Mon Mar 22 19:20:03 2004; OER_MC-5-DEBIUG SLA: Found exit 20.1.1.2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.15.0
Mon Mar 22 19:20:05 2004: OER_MC-6-DEBUG SLA: Found exit 20.1.1 .2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 60.1.26.0
Mon Mar 22 19:20:06 2004: OER_MC-5-DEBIUG SLA: Found exit 201 .1 2 SLA ISP1-SLA-Seperat under its momentary target, for prefix 601 .45.0
Mon Mar 22 19:20:08 2004: OER MC-6-DEBUG CC: return_status received from BR 2001 1.2 seqg 73425, stetus 0, opt data len 0
Mon Mar 22 19:20:05 2004: OER_MC-4-MOTICE Route changed 60.1.5.0/24, BR 20.1.1.2 i#f Bt1/0, Reazon Delay, OOP Reason 'Timer Expired"
Mon Mar 22 19:20:08 2004: OER MC-E-DEBUG CC: return_status received from BR 201 1.3 seq 73426, status 0, opt data len 0
Mon har 22 19:20:08 2004 OER_MC-4-MOTICE Pazsive ABS Unreachable OOP 60.1.59.0/24, unreachable 105263, BR 20.1.1 3, iff EH1/0
Mon Mar 22 19:20:08 2004: OER_MC-4-MOTICE Passive ABS Unreachable OOP 60.1 .62 0424, unreachable 71428, BR 20.1.1.3, iff EH1/0
Maon Mar 22 19:20:03 2004: OER_MC-4-MOTICE Passive ABS Unreachable OOP 60.1.63.0/24, unreachable 58323, BR 20.1.1 3, if Et10
Mon Mar 22 19:20:08 2004: OER_MC-4-MNOTICE Passive ABS Unreachable OOP 60.1 .64 0424, unreachable 55555, BR 20.1.1.3, iff EH1/0

118747

Usually, communication between the Cisco OER Master Controller Engine and border routers are
logged. Each message is prefixed with local timestamp. Messages also contains the severity.

All the message with DEBUG severity also contains a component name. For example, following
DEBUG message is from Communication Control (CC):

Mon Aug 11 11:20:27 2003: OER MC-6-DEBUG CC: BR TT status received: 10

Cisco OER Master Controller Engine, 1.0 User Guide
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Logging Options

From the Contents list, under Troubleshooting select Master controller, then Logging options.

Figure 2-75 Troubleshooting > Master Controller > Logging Options

You Are Here:  Troubleshoaoting = OER > Master controller = Wiew options

Options

MC status: Running

EI_ESystam
[2] view log

D “iew log

Logging options

(=] ﬁ Master cortroller

D Logging options:

| Edit settings

Debug Level  Debug
Debug active probe Disabled

Debug communication to border routers  Enabled

Debug ext  Disabled
Debug learned prefiz lists  Disabled
Debug netflowe  Disabled
Debug process  Disabled

Debug cost minimization  Enabled Details
Debug border routers  Dizabled
Debug prefixes  Dizabled

116748

Debug Level

There are seven levels of debug information.

Debug (most informative)

Info

Notice

Warning

Alert

Error

Emergency (least informative)

If the level selected is Error, Emergency, Alert, and Error messages are logged.

If level selected is Debug, all messages are logged.

Active probe

Logs debug message related to active probes; which includes creating, deleting,
retrieving stats, and so forth.

Communication
to border routers

Logs debug messages about communication between border routers and the Cisco
OER Master Controller Engine.

Exit

Logs the debug message related Exit OOP, Exit statistics, and so forth.

Learned
prefix-list

Logs the debug message pertaining to the process of learning prefix. It does not
turn on debug on the prefixes that are learned.

Netflow

Logs the debug message related to netflow updates from the border router.

Process

Logs the debug message related to decision making process.

[l Cisco OER Master Controller Engine, 1.0 User Guide
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Edit Settings

Troubleshooting

Cost Logs the debug message pertaining to cost OOP, cost algorithm.
minimization

Border routers:  Logs messages pertaining to Border specific events.

Prefixes: Logs the message to specific prefix, or list of prefixes, or all prefixes. Once debug
prefix is enabled, it provides an option to edit the debug prefix list.

From the Options page, click Edit Settings.

Figure 2-76 Troubleshooting > Master Controller > Logging Options > Edit Settings

You Are Here: + Troubleshooting® OER 2 Master controller = Options

Options
MC status: Running
Eiaé\mem Logging options:
EaMa\gee\rNclgfﬁroller Pe B I Debug j
D gy log Debug active proke [~ Detaitz [
D Logging optiors Dehug communication to border routers. [ Detaits [
Debug exit [~ Detailz [
Debug learned prefiz lists [~
Debug netflowe B
Debug process [ Details [
Debug cost minimization [~ Detaits [
Debug border rovter [~ &=
Debug prefixes [~ Details [ anl
Save Cancel

How to Set up Logging Messages Specific to a Prefix

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

From Troubleshooting go to Logging options.

Click Edit settings.

Click Debug prefixes, then Click Details.

Click Save.

The Logging options page appears showing Debug prefixes as Enabled.
Click View/Edit for Debug prefixes

Enter prefix of interest for Prefix(IPv4) and prefix length.

Click Add.

Repeat Steps 6 and 7 for more prefixes as required.

When done, click Done.

[ oL-5689-01
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