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         Any Internet Protocol (IP) addresses used in this document are not
            		intended to be actual addresses. Any examples, command display output, and
            		figures included in the document are shown for illustrative purposes only. Any
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      Preface

      
         

         
         
            This preface describes the audience, organization, and conventions of the Cisco NX-OS Security Configuration Guide, Release
               . It also provides information on how to obtain related documentation.
            

            
         

         
      

      
      
      
         
         	Audience

         
         	Document Organization

         
         	Document Conventions

         
         	Related Documentation

         
         	Obtaining Documentation and Submitting a Service Request
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      Document Organization

      
         This document is organized into the following chapters:
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      Document Conventions

      
         

         
         
            
            
         

         
         Command descriptions use the following conventions:

         
         
            
            
            
               
                  
                     
                        	Convention
                        
                        	Description
                        
                     

                     
                  
                  
                  
                     
                        	
                           bold
                           
                        
                        
                        	
                           
                           Bold text indicates the commands and keywords that you enter literally as shown.

                           
                           
                        
                        
                     

                     
                     
                        	
                           Italic 
                           
                        
                        
                        	
                           
                           Italic text indicates arguments for which the user supplies the values.

                           
                           
                        
                        
                     

                     
                     
                        	[x]
                        
                        	
                           
                           Square brackets enclose an optional element(keyword or argument).

                           
                           
                        
                        
                     

                     
                     
                        	[x | y]
                        
                        	
                           
                           Square brackets enclosing keywords or arguments separated by a vertical bar indicate an optional choice.

                           
                           
                        
                        
                     

                     
                     
                        	{x | y}
                        
                        	
                           
                           Braces enclosing keywords or arguments separated by a vertical bar indicate a required choice.

                           
                           
                        
                        
                     

                     
                     
                        	[x {y | z}]
                        
                        	
                           
                           Nested set of square brackets or braces indicate optional or required choices within optional or required elements. Braces
                              and a vertical bar within square brackets indicate a required choice within an optional element.
                           

                           
                           
                        
                        
                     

                     
                     
                        	
                           variable
                           
                        
                        
                        	
                           
                           Indicates a variable for which you supply values, in context where italics cannot be used.

                           
                           
                        
                        
                     

                     
                     
                        	string
                        
                        	A nonquoted set of characters. Do not use quotation marks around the string or the string will include the quotation marks.
                        
                     

                     
                  
                  
               

               
            

            
            
         

         
         Screen examples use the following conventions:

         
         
            
            
            
               
                  
                     
                        	Convention
                        
                        	Description
                        
                     

                     
                  
                  
                  
                     
                        	
                           screen font
                           
                        
                        
                        	
                           
                           Terminal sessions and information the switch displays are in screen font.

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                              boldface screen font
                              
                           
                        
                        
                        	
                           
                           Information you must enter is in boldface screen font.

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                              italic screen font
                              
                           
                        
                        
                        	
                           
                           Arguments for which you supply values are in italic screen font.

                           
                           
                        
                        
                     

                     
                     
                        	< >
                        
                        	
                           
                           Nonprinting characters, such as passwords, are in angle brackets.

                           
                           
                        
                        
                     

                     
                     
                        	[ ]
                        
                        	
                           
                           Default responses to system prompts are in square brackets.

                           
                           
                        
                        
                     

                     
                     
                        	!, #
                        
                        	
                           
                           An exclamation point (!) or a pound sign (#) at the beginning of a line of code indicates a comment line.
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                     Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.
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                     Means reader be careful. In this situation, you might do something that could result in equipment damage or loss of data.
                     

                     
                     
                     

                  
               

            

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Related Documentation

      
         
            Cisco NX-OS documentation is available at the following URL:
               
            

            
             http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html

            
         

         
         The documentation set for Cisco NX-OS includes the following documents:

         
         
            Release Notes

            
            
            

            
            
         

         
         
            NX-OS Configuration Guides

            
            
               	
                  
               

               
               	
                  
               

               
            

            
            
            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       Obtaining Documentation and Submitting a Service Request

      
         
            
            For information on obtaining documentation, submitting a service
               request, and gathering additional information, see the monthly What's New in Cisco Product Documentation,
               which also lists all new and revised Cisco technical documentation,
               at:
            

            
            
            
               
                  http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
               
            

            
            
            Subscribe to the What's New in Cisco
               Product Documentation as a Really Simple Syndication (RSS)
               feed and set content to be delivered directly to your desktop using
               a reader application. The RSS feeds are a free service and Cisco
               currently supports RSS version 2.0.
            

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 1. Configuring IP ACLs
      

      
         

         
         This chapter describes how to configure IP access control
            lists (ACLs) on NX-OS devices.
            Unless otherwise specified, the term IP ACL refers to IPv4 and IPv6
            ACLs.
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Although we fully support IPv6 ACLs, we recommend that you
                     perform thorough validation testing of
                     your IPv6 ACL implementation prior to deploying it in a production
                     environment
                     
                     

                  
               

            

            
         

         
      

      
      
      
         
         	Information About ACLs

         
         	Policy-Based ACLs

         
         	Example Configuration for IP ACLs

         
      

      
      
      
   
      
      
      Information About ACLs

      
         

         
         An ACL is an ordered set of rules that you can use to filter traffic.
            		Each rule specifies a set of conditions that a packet must satisfy to match the
            		rule. When the device determines that an ACL applies to a packet, it tests the
            		packet against the conditions of all rules. The first matching rule determines
            		whether the packet is permitted or denied. If there is no match, the device
            		applies the applicable default rule. The device continues processing packets
            		that are permitted and drops packets that are denied. For more information, see
            		the 
            		Order of ACL Application with Figures
            	 
         

         
         This Section includes the following Topics
            	 
         

         
         
            	About Rules and indexes and conref tests republish 1
               		
            

            
            	Order of ACL Application with Figures
               		
            

            
         

         
      

      
      
      
         
         	Order of ACL Application with Figures

         
      

      
      
      
         
      

      
      
      
   
      
      
      Order of ACL Application with Figures

      
         When the device processes a packet, it determines the
            forwarding path of the packet. The path determines which ACLs that
            the device applies to the traffic. The device applies the ACLs in
            the following order:
         

         
         
            	Port ACL
               
            

            
            	Ingress VACL
               
            

            
            	Ingress router ACL
               
            

            
            	SGACL
               
            

            
            	Egress router ACL
               
            

            
            	Egress VACL
               
            

            
         

         
         If the packet is bridged within the ingress VLAN, the device
            does not apply router ACLs.
         

         
         The Following fgure shows the order in which the device applies ACLS.

         
         Order of ACL Application



         
         The following figure  
            shows
            where the device applies ACLs, depending upon the type of ACL. The red
            path indicates a packet sent to a destination on a different interface
            than its source. The blue path indicates a packet that is bridged
            within its VLAN.
         

         
         ACLs and Packet Flow



         
      

      
      
      
         
      

      
      
      
   
      
      
      About Rules and indexes and conref tests republish 1

      
         

         
         Rules are what you create, modify, and remove when you configure how an
            		ACL filters network traffic. Rules appear in the running configuration. When
            		you apply an ACL to an interface or change a rule within an ACL that is already
            		applied to an interface, the supervisor module creates ACL entries from the
            		rules in the running configuration and sends those ACL entries to the
            		applicable I/O module. Depending upon how you configure the ACL, there may be
            		more ACL entries than rules, especially if you use object groups when you
            		configure rules. For more information, see the 
            	 
         

         
         Imagetest edition 

         
         imagetest conref Cisco Unified IP Phone Table 1

         
         Imagetest edit in XMEE bridge

         
         You can create rules in ACLs and tYou can create rules in access-list
            		configuration mode by using the 
            		permit or 
            		deny command. The device allows traffic that matches
            		the criteria in a permit rule and blocks trafic that matches the criteria in a
            		deny rule. You have many options for configuring the criteria that traffic must
            		meet in order to match the rule 
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                  QA Test CSCsw88625 This description  should appear before the table title in BOTH html and PDF renditions. Previously this
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Table title
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                        	AAA requires no license.Cisco Unified MeetingPlaceCisco Unified MeetingPlace web meeting room Any feature not included in a license package is bundled with the Cisco NX-OS system images and is Cisco Unified MeetingPlaceCisco Unified MeetingPlace web meeting roomprovided at no extra charge to you. For a complete explanation of the NX-OS licensing scheme, see the Cisco NX-OS Licensing
                           Guide, Release 4.0.Cisco Unified IP Phone
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
          QA: FSCR01-20-25 The index link should be gerenated on the fifth level
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         This section describes some of the options that you can use when you
            		configure a rule. For information about every option, see the applicable 
            		permit and 
            		deny commands in the 
            		Cisco NX-OS Security Command Reference image here [image: ../images/188237.jpg] 
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         	Additional Filtering Options

         
      

      
      
      
         
      

      
      
      
   
      
      
      Additional Filtering Options

      
         You can identify traffic by using additional options.
            These options differ by ACL type. The following list includes most
            but not all additional filtering options hel    lo:
         

         
         
            	IPv4 ACLs support the following additional filtering
               options:
               
               
                  	Layer 4 protocol
                     
                  

                  
                  	TCP and UDP ports
                     
                  

                  
                  	ICMP types and codes
                     
                  

                  
                  	IGMP types
                     
                  

                  
                  	Precedence level
                     
                  

                  
                  	Differentiated Services Code Point (DSCP) value
                     
                  

                  
                  	TCP packets with the ACK, FIN, PSH, RST, SYN, or URG bit
                     set
                     
                  

                  
                  	Established TCP connections
                     
                  

                  
               

               
            

            
            	IPv6 ACLs support the following additional filtering options:
               
               
                  	Layer 4 protocol
                     
                  

                  
                  	Authentication Header Protocol
                     
                  

                  
                  	Encapsulating Security Payload
                     
                  

                  
                  	Payload Compression Protocol
                     
                  

                  
                  	Stream Control Transmission Protocol (SCTP)
                     
                  

                  
                  	SCTP, TCP, and UDP ports
                     
                  

                  
                  	ICMP types and codes
                     
                  

                  
                  	IGMP types
                     
                  

                  
                  	Flow label
                     
                  

                  
                  	DSCP value
                     
                  

                  
                  	TCP packets with the ACK, FIN, PSH, RST, SYN, or URG bit
                     set
                     
                  

                  
                  	Established TCP connections
                     
                  

                  
               

               
            

            
            	MAC ACLs support the following additional filtering options:
               
               
                  	Layer 3 protocol
                     
                  

                  
                  	VLAN ID
                     
                  

                  
                  	Class of Service (CoS)
                     
                  

                  
               

               
            

            
         

         
         For information about all filtering options available in rules,
            see the applicablepermitanddenycommands in the Cisco NX-OS Security Command References

         
      

      
      
      
         
      

      
      
      
   
      
      
      Policy-Based ACLs

      
         The device supports policy-based ACLs (PBACLs), which
            allow you to apply access control policies across object groups.
            An object group is a group of IP addresses or a group of TCP or
            UDP ports. When you create a rule, you specify the object groups
            rather than specifying IP addresses or ports.
         

         
         QA: Added by QA for check <uicontrol> fontUsing object groups when you configure IPv4 or IPv6 ACLs can
            help of updating to add
            or remove addresses or ports from the source or destination of rules.
            For example, if three rules reference the same IP address group
            object,rules

         
         QA: Testing font for <ph> elementPBACLs do not reduce the resources required by an ACL when you
            apply it to an interface. When you apply a PBACL or update a PBACL
            that is already applied, QA: Added by QA for check <i> fontthe device expands each rule that refers
            to object groups into one ACL entry per object within the group.
            If a rule specifies the source and destination both with object
            groups, the number of ACL entries created on the I/O module when
            you apply the PBACL is equal to the number of objects in the source
            group multiplied by the number of objects in the destination groupQA: Added by QA for Test <b> element

         
         
            	QA: Testing font for <ph> elementIPv4 address object groups—Can be used with IPv4 ACLs rules to specify source or destination addresses. When you used the
               permit or deny command to configure a rule, the addrgroupkeyword allows you to specify an object group for the source or destination
               QA: Added by QA for check <i> font

            
            	IPv6 address object groups—Can be used with IPv6 ACL rules
               to specify source or destination addresses. When you use the    permit    or    deny    command
               to configure a rule, the         addregroupkeyword allows you to
               specify an object group for the source or destinationQA: Added by QA for check <uicontrol> font.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring  IP
         ACLs
      

      
         IPv4 ACL Content Pane. This Figure shows the IPv4 ACL content
               



         
         CSCsx68329: Second level bullets should look different from first level bullets

         
         
            	a first level bullet
               
            

            
            	another first level bullet
               
               
                  	second level bullet
                     
                  

                  
               

               
            

            
         

         
         This section includes the following topics:

         
      

      
      
      
         
         	Task with no summary steps

         
         	Creating an IP ACL

         
         	Task with No table

         
         	Applying an ACL as a VACL

         
      

      
      
      
         
      

      
      
      
   
      
      
      Task with no summary steps

      
         
            
            You can apply an IPv4 or IPv6 ACL to a Layer 2 interface,
               which can be a physical port or a port channel. ACLs applied to
               these interface types are considered port ACLs.
            

            
            
            
            QA  Test: CSCsw89155 The following procedure should render without any summary steps when rendering a topic. When rendering
               the whole book, it may show. There is a different cdets case open to track that 
            

            
         

         
         Before You Begin
            
            Ensure that the ACL you
               want to apply exists and that it is configured to filter traffic
               in the manner that you need for this application. For more information,
               see the      or the   
            

            
            
            
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	config t
 

Example:
                     switch# config t 
switch(config)#

                     
                     
                     Enters global configuration mode.

                     
                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	interface ethernet slot/port

                     
                     
                        
                        
                           
                              	Option
                              
                              	Description
                           

                        
                        
                        
                           
                              	QA:CSCsu72601: This choicetable should not be dropped
                              
                              	choice table description
                              
                           

                           
                        
                     

                     

Example:switch(config)# interface ethernet 2/3
switch(config-if)#


                     Enters interface configuration mode for a Layer 2 or Layer 3 physical interface
               

               
               
                  	Step 3  
                     
                  
                  	ip port access-group|ipv6 port traffic-filter access-list in
 

Example:switch(config-if)# ip port access-group acl-12-marketing-group in

                     Applies an IPv4 or IPv6 ACL to
                     the interface or port channel. Only inbound filtering is supported
                     with port ACLs. You can apply one port ACL to an interface.
               

               
               
                  	Step 4  
                     
                  
                  	(Optional)show running-config aclmgr
 

Example:switch(config-if)# show running-config aclmgr

                     QA: Optional Step Test. Make sure that the word (Optional) apprears Here
               

               
               
                  	Step 5  
                     
                  
                  	(Optional)copy running-config startup-config
 

Example:switch(config-if)# copy running-config startup-config

                     Copies the running configuration
                     to the startup configuration.  CSCsy00824: This is a step result.  It should render.

                     
                  
               

               
            

         

         

         
         
            QA: Added for test Example title in task

            To receive security and technical information about your products, you can subscribe to various services, such as the Product
               Alert Tool (accessed from Field Notices), the Cisco Technical Services Newsletter, and Really Simple Syndication (RSS) Feeds.
            

            
         

         
      

      
      
      
         
         	Forth Level Topic

         
      

      
      
      
         
      

      
      
      
   
      
      
      Forth Level Topic

      
         

         
         Using object groups when you configure IPv4 or IPv6 ACLs can
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            The following example shows how to create an IPv4 ACL
               named acl-01 and apply it as a port ACL to Ethernet interface 2/1,
               which is a Layer 2 interface:
            

            
            
            
            
ipv6 access-list acl-120
  permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
  permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
  permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
  permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64 
interface ethernet 2/3
  ipv6 traffic-filter acl-120 in
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ipv6 access-list acl-120
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  permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
  permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64 
interface ethernet 2/3
  ipv6 traffic-filter acl-120 in
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  permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
  permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64 
interface ethernet 2/3
  ipv6 traffic-filter acl-120 in
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