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SR TEWLCHY B B /e [ 2 4128 S ESEAP

R EWLCELEIB /A ZBRADIUS A BR 25 # 1TRADIUSER 3%
BLEWLANS| &

#Cisco Secure ACSELE A/ ERADIUSRIARESIF & 5 {0 Be 58 & F i 2 I 6 i & B BLE
il & & 5 i

B

SR HE AR

SREEHEARIR R

1R /EEAPSTREES

IEE#ACS RADIUS iR 851 ENEE S 018 R LA BEBR IR S
tHERE A

s

ANAE RS ER AR WA 6E A SMERRADIUS Al BR 25 5% E EARLANIZ HI 25 (WLC) LUE T Al iR S B B RA I E
(EAP)ERTE . WIARESBIER RN R FEURH RARER(ACS)ERINEFRADIUSRIARER , LABRE M

HoE o

A E R

&R
ERMARCE , BFRENSUTER

- RERFEEAP)MERWLCHARKE AR,
. BRBAPIHE(LWAPP) LR A1,
- B A E ESAEBRADIUSIBRES ( ICisco Secure ACS )

RA T
AN AHHEARRIBA T B ANE LR



. Cisco Aironet 1232AGR 5IEREAP
. HITEIEE5.189Cisco 4400FR BIWLC
. #1T4.1MHY Cisco Secure ACS
. Cisco Aironet 802.11 a/b/gff Fi & imBit £ 25
- IE{TE)#84.28 Cisco AironetRFEE FFE = (ADU)
AXHHEFARRBREEREREANEEBMEIL, IFFEFEE'JE’JFWE%%%E??“E/EF% ( AR

) AARERRE ., MREHEREEER , FRACCHEBIMNET TRERNEE,
1]

MEXHESNFRENR , FSEEREMIRETED,

RLE

AEREARBRER XS FFTRIEEN E A
5 : A Command Lookup Tool(EREFMEF) AL EHEREAXERFEHANTSHEFMER.
ERATSER , GERELETEAPS D

1. BREWLCLLUEREARIEE | W E SIS MEEAP,

2. BREWLCLLEIB /A EFRADIUS A AR 85 {TRADIUSER 55 .

3. EEEWLANS| &,

4. #&Cisco Secure ACSELE B/ ZRADIUSEIRES W EVANRREE FinlFRAEERE,

pifed

TEHEEER |, Cisco 4400 WLCHIEEAPEIBKIRITER, JIFRADIUSHIAREF(Cisco Secure
ACS)H&JE%;? |E—AEiREE. FIEREHERD —EFREP. APRYGMEZEFEE. BXESK
WLCHIAPEE A AR TER 5 RFWHE(LEAP) B 1EE. ERIAPHEFEHEMLEAPS
P ERFEEAPRR, Cisco Secure ACSHR#ITRADIUS B 8.

Dl G5

1232AG Light Weight AP 4400 Serigs WLC  Cisco Secure ACS Sarver

Wireless Chent

BRTEWL CHY HL 2<% {30 [] 428 ) 88 B i #8 AP

FAGSHNECL) ELNRBEEEBE  BREWLCHEREREE, HE , BHA#FEAGUIEREWLC,
AERAGFBCLI LB A EEERAWLC EHERE,

WLCEXRE# A6 EREARBRESE, FARESEREEARNRE, BULUECLIHGUILETT
ZEE, haHEERTCLIEREERESEN R

Wel come to the Cisco Wzard Configuration Tool
Use the '-' character to backup
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System Nane [Ci sco_33:84:a0]: wnc-1

Enter Administrative User Nane (24 characters max): admin
Enter Admi nistrative Password (24 characters max): *****
Managenent Interface | P Address: 10.77.244.204

Managenent | nterface Netmask: 255.255.255.224

Managenent |nterface Default Router: 10.77.244.220
Managenment Interface VLAN ldentifier (0 = untagged):
Management Interface Port Num[1 to 4]: 1

Managenent | nterface DHCP Server | P Address: 10.77.244.220
AP Manager Interface | P Address: 10.77.244.205

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (10.77.244.220):

Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Name: Test

Net wor kK Name (SSID): cisco1l23

Allow Static | P Addresses [YES][no]: yes

Configure a RADI US Server now? [YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802.11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration..

BELSIBEREWLCHEARRIE, EIHEREHFIH | WLCHEF10.77.244.204E A EE T HIPAL UL
, 10.77.244 205/ BAPEE E N EIP{I 1,

FEWLC LR EF M EHMIhEE BT , MEBAPAERBWLCEM., A EXRRFREEAPEZFMEIWLC,
SHEEAP(LAP) G MAZIELZLANIZEEIZF(WLC) , UEREZEHEBREAPNAGFMEIWLCHEFR.

B EWLCLLE B/ EBRADIUS R BRES ¥ TRADIUS B 58

FEREWLC , el EAERREEFNIRADIUSHRER. SMEBRADIUSR AR 27 HE B g £
ERR A RHBBRERE RN FIETIHE,

s

TRATHER , SRENTBRADIUS A BRERRIWLC:

1. fEEHIBSGUIH E ## Security FIRADIUS Authentication , LLBER "TRADIUS Authentication
Servers) HH, A% E— TNewllEZRADIUSHIRES.
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Says Configurstion  Bng  Logout Refrash

CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDE  MELR
Securiby RADILS Authertication Servers = Edit o Bsilk apply |
v AAK Berver Index 1
Sarviar Addrss 10T 24 19
Bharad Sacret Format |H-".IL I
Sharind Sacrat Ii'li
Canfirm Sharogd
Smcrot =
¥ Local FAP Ky Wrap IC |Cresigrend for FEFS customers and regenes & ey wrae complant RADIULE ssrver)
¥
PHory Chites Pirt M e 1813
¥ Arcess Condrel Lists
 Wireless Protection Sorver Status [Exsblea =
|-|'\-r.||| i
¥ Wak Aith Suppart for BFC 3576 Ir'\-lhhd -
* Advanced
Surver Tirmeoat |= pTib= itk
Natwrork Bser F Enable
Slara g ey 1 F Enable
IFE®C I Enabde
= —
] Dane S @ e

. #£RADIUS Authentication Servers > NewE F EZRADIUSAARES 518, EL 5| & BIE
RADIUSfRI R IP#ut, HASM®,. EHAMFMRI[ARE. Network UserFManagementZzEL 5
HREEENRRADIUSH BN EAR RERERARAWLCEENBEMERE., tRHIERCisco Secure
ACS{EEIPH#3E 510.77.244 196 FIRADIUS A1 BR 25 -

. WLCIRZ AT LA ARADIUS R AR BR HEE1TBR ¥ . I RERE Security > Radius >
Authentication , AT A3 % H B Radiusfrl fR 2R

Security RADIUS Authentication Servers Apply

v ARA Call Station ID Type [P Address =

Use AES Key Wrap [ (Designed for FIPS customers and requires a key wrap comphart RADIUS server)

o Network SErver
b IALALH User Management Index Server Address Port IPSec Admin Status
] F 1 10,77.244.19% 1812 Disabled Enakled

Cisco CNS Access Registrar(CAR)RADIUSA iR 88 X BERFC 3576 , {HCisco Secure ACS
Server 4. O R BEEMATZE, ELETUAFEA AR #RADIUSH ARESIIEERBEEAE &2
A RADIUSRIARER 5| A T4.1.171.0M . FITERMWLCEEA#RADIUSIIRE, it
EAPR—EAFTEAENEREFHEAMETEAREBNIORE S L, CEAREEER
wmRRPE AT S P RBARSFEAMAFRFEHEREFHERNERRAET, REAPRAR
WERAEERNESLDAPRIGERNEFRRFEAERBURIBEAE. FAMHMEAPZEMSHA
PACHILEAP, EFHPACHIEAP-FAST, EAREMWEAP-FAST , AR ERHISSNEBERT Pk
ZBEMEAP-TLSHE 5T, RNHMEAPKFTREASORIRR. WRERFISFLEE TEM



RADIUSfE iR2S , ¥ #2532 L ERFARADIUSHARERFEEFHERK, EERKD
RADIUSTARSEEE R A HEAP , R A8 2RADIUS{A AR 8518 B =% R At ERADIUS A iR 28
BRI B EARLANIE HI28 F R EAPHIEEIEE R | FES B FHEAP-FAST#HILDAP{A AR
BREVEEARL AN |25 F YA EAP B 17 B BB B B RO,

B WLANS| B

BTR , REEAERAREREREBNHWLAN, ERAWLCEEEASSI B , B AWLANEE
TSSID, &AL IESSIDAMRWLANTEZ L FHSSID, HEARRBIF | &i§E I —EFTRISSID,

AR BRSO LAEESIEE FEE 1+ /SEWLAN, Cisco WLAN#R A RF L o LARE+ A EKE
APHIWLAN, AILLAESEWLAND B —HNZ £ EKrE, BEAPEEMAEEEAICisco WLANEE R T
ZWLAN SSID , @& ERESZEWLANE ZR KL,

SERA T SR GREREIWLANK EA8RIEI R

1. feRHIBRRIGUIFRR —T "WLANs, |, LUEER "WLANs, B, ttEEIHEH2E EFEN

WLAN,

2. EENewA B —EFHIWLAN, B AWLANHKIProfile nameFWLAN SSID , fA#% B2

ADpDI o ZFT_\QU{E%CISCOWESSIDO

NIHE
CIsCO
WLANSs
v WLANS
b h Advanced

MONITOR WLANS CONTROLLER W]RELESS SECURITY MANAGEMENT

WLANS > New

Type [wian 5
Profile Name [Cisco
WLAN SSID [Cisco

3. BV HHWLANE , RIESERHFTWLANAWLAN > EditEH. EHERT , SOl ESEE
RIEWLANW EZES| 8 , Hh IREERFERE., 22K, QOSKEMEMSHKSIE.

WLANSs = Edit

< Back |

General | Security | QoS | Advanced |

Frofile Name
Type

=310

Shatus

Security Policies

Radio Policy
Interface
Brosdcast SSID

Cisco
wWLAN
Cisco

W Enabled

[wrazl[auth{anz.1x)]
(Modifications done under security tab will appear after applying the changes.)

f Al =1
| M anagement ;l
W £nabled
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RTHBEDEZFEENTEH. HESIHAUBRIBWLANERE N ERETER. QEGeneral
Policies/&X T B Status 5 32 AR FAWLAN,

4. & — T Security B & , A& & Layer 2 Security, #Layer 2 Security 113 2 Fi%1£802.1X,
£802.1x5| & , BIFEWEPZB K/, ARHIFEH128(/WEPEH& , BN104WEPE 80 £
241 MRk E &,

| General | Security | QoS | Advanced
Layer2 | Layer3 | AAA Servers
Laver 2 Security |EDE.1K ;I

[T MAC Filtering

802.1X Parameters

802.11 Data Encryption Type EKey Size
=  WEP | 104 bits =]

5. B EAAA ServersHE,, fitAuthentication Servers(RADIUS) FHIIREF | BIBEEMN
RADIUSfRIARZR. LthAIREEANERIREEFinETH ORI

WLANS > Edit
 General | Security | QoS | Advanced

Layer 2 = Layer3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers

Authentication Servers Accounting Servers Server 1 | None =

IF Enabled Server 2 None =

Server 3 Ir-.lu;.m: -I
L5 [1P:10.77.244 196, Port:1812 =] [None =]

Server

- | None =] |None =]
EE“H |H:nr:& ;I |Mnne ;I

Local EAP Authentication

Local EAP Authentication [ Enabled
6. 32— T Apply LA fE =4 R,

#Cisco Secure ACSHEHER A SRADIUSRI RS A SR RBEFRBVERAEER
E

SERU TS B |, #£Cisco Secure ACSEENFAEERELRHEAPE D RE :

1. #ACS GUIHE#EUser Setup , I AEAERT , RRIKZ—TAdd/Edit. EARHIF , EHE



AABC,
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Ergen Breipms usm" SE“I'
N
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Unar
|5 - = # Uzer Semp and Extermal User Diatabases
Maer |,J.;-,.,| o Fimdisig a Specific ser i the ClscoSeours Tier Dacsbaas
- i ¢ Audding a User ta the CiscaSecue User Database
M ) o Listhng Usermamis that Fegin with o Particular Character
—— e » Liwting All Urernames in the CizroSecurs Uper Datahase
et ¢ Changing o U'sernmame in the CiscoSeoere User Dotabase

-
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i
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e
1
=1
L
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i
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Pk

Lisf uaers b geapg weth lemerijnssbes

et .H""'q- eruk e g you to ¢ oefimie vl s
edormabon, add urers, mnd delete apers m the databace

User Senap and Exvteraal User Datahaies

Bators Ukt Sedurs ALY Che ulhenhi ke uiler with an
externial weer dutabase

* You matt have the database up and nnnng on the
emernal server For example, f you are anng tolcen
wd puhssnr gbon, vouwr foken semeer pae be
nawng ad properly configued
o Vou miert have configared the appheabile

pararneterd in B Extereal T Datsbaged tschos
MNote: Tier Setp coligurabon ovemdes Group Setug
conlfigurasan

B you redy on e Unlosown Uner Podiey s the Faftermal
rer Diatabares pecon to create ecfrner m the
CscoSerure wher datsbage for users deBred m s
rxierrial ey database aserrames cannot be locabed of
hsted bere untal B aser has e cosshaly authenbcatsd

Ot

B TERAERE BN, ERFEREAENFESIE. EARATRAF , HREESE EJH:EI%(
HITEAPEHRE  FHUARETHEAEER. BBENHERERAEENA. J’Zi T Submitit E#48
ﬂE’JLE DEREREMEESFERE, EERT , MEEREMIAEERAT |, X

PEHREAZEERNERERR, NREEBEFRESTETRMNE , F2BEARWindows
Server 3.28Cisco Secure ACSTEA F MV FEA EREE IS , LIEEGFHENA.
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=2 - DA AII S &
Bisen Brevims u:ser &mp

—

g | Ui
&5 User: ABC (New User) e Account Disshled
| l-.: s Dolenng s 1isiname
I Accoumt Deabled » Supplementary U'ser Infe
oo oot Dhsabled —,
s Paswwnrd Auhepticarion
o Group to which the aser s ascigned
- 5 emientary User Infa e Callbark
— - ? & Cliowt [F Addre s A v nt
F’M Eozal Harre F"E': » Advenced Semings
i b i ﬁ s Netwerk Aceess Hesmicniana
— o Unage Chistas
» Arcoumi Disahle
& [Dhwnlsaddable 405
User Seinp ¥ » Advaneed TACACS+ Semings
) s TACACSS Emable Conersl
Passwied futhentc ation s TACACS+ Enable Pasoword
[CrcoSacws Dmtatace =] s TACACS+ Uatheumd Fasrword
CetoSecure PAF (Alio uied for CHAPMS s DAUAUSS Shell Commasd Authoriatian
"HAFIARAF o the Separate Beld o not checked ) = Comemand Authormation far Nemwork Devies Managemest
- R Applr wtinn:
Pasword | « TACACS+ Unknown Services
ol [_ L] ITTF m}n'\: _l'!c.l'l'“hhlrl
Fazrword o HADILY Yendor-Specific Adinbwies
I Sepatabe [L-HAF - HAPIAEAF)
Fasrword |
= penifireyy Arroumi Disshled Siatus
Pasreard [
When & tokoen server 1 weed for autheentic shon, lectthe Account Dhaabiled check boy 1o deatie thi
replymg & sepaite CHAF pagswerd for 4 token accound, clear the check box fo enable the accomt
poerd uper sllows CHAF suibsertienhss Ther e . o
especialy usebdl when soken cackng = snabled - [Eack 2 Tog]
i L ]
| Sutend | Cancel | I .

3. BEFIBRERAACSHREE LMNAAAE Fii, £ACS GUI L1z — T Network Configuration. #
R THBERAERE HEME , EBEWLCH B, Pk, HAFEMETE S5 %E(RADIUS Cisco
Airespace), EZBREFRMHNE K BEHTCIEACSELREMERS., X : £k
WLCHIACSfafRss LELEMNHASM M ALE, HASBRED K NE,



Add AAA Client

10.77.244.204 |
aah Clant IP Address

Shared Secret ||:i5|:|:1

RADIUS Key Wrap

Key Encryption Key ]

Message sAuthenticator Code {

Key
Key Input Format O ASCIL @ Hexadecimal
Authenticate Using |R;’-\DIUS (Cisco Alrespace) ;!

™ Single Connect TACACS+ AaA Client (Record stop in accounting on failure)
[ Log Update/Watchdog Packets from this A&A Client

[T Log RADIUS Tunneling Packets from this A&4& Client

[T Replace RADIUS Port info with Username from this AAh Client

r Match Framed-IP-aAddress with user IP address for accounting packets from
this a4 4 Client

Submit Submit + Apply | Cancel !

4. ¥ — T System Configuration#IGlobal Authentication Setup S\ {R & 13 54 & R IR B Bl B A EL1T
FIENEAPEMERE S £, HEAPERERET , BEBEENEAPEE, W RHIEALEAPS
e . TR IR— T Submit,



13

r DA DNEETI DS

Rrnes Brengmy s

ystem Configuration

=

-

FEAFP
" Alew EAP-MSCHAPY?
I Allew EAR-OTC

?::_r*'rlu Cisco chient mihal message
j I ¥ nT ¥
PEAF seinon troeod (sexies [l..
r—— . -
ﬂl{.ﬂq - Ermabde Fagi Kecoepeci i
B
- LT ™ Aew EAP.TLS
Select one on more of the fall R O paEl
¥ Coraficate SAN companson
P ———"
[t sy taterm W Cerelic e CH comparscn

¥ Certficate Bnary compansce

EAP.TLE sesmon mecut (mamses): |12
LEAP - -
[P Alow LEAT (For Awoset only)
EAP-MIFS :

[ Alewr EAP-ITYS

ME CHAF Cenfiguration

EAPQ 'r.lnr‘— FLITT

Clahal Anthentication Setup

[

T Allowe ME-CHAP Vergon | Authestic stion

I Abew WS CHAP Vernen 2 Autheshe shes

T

Sulfrat « FRogian

| Carce

EBEF i

o

FEAF

EAF-TLS

LEAP

EAF. MITS

RIS CHAF Configmation

Thes gy e rifie s Setings §of Tandoss mufhend C xion
& I Sl

FEAP

Nader; FEAF wra coryficate. bassd awfeeitoatuos
protoved. PEAF aulhealicaan

VoIl M conganled LA Fegraitred Sepd o fhae S

L DO oWy qUter

™

peti frante Sriup parge.

Adlewy EAP-RSCHAPY!—T
Wit PEAF scdhepncanos, elect the Allow EAP-
MECHAPYT check b

HAFw2

riable EAF-M

o T
Lo Enabs EA

Adlewy EAP.GTC TTC wnthes FEAT
mienhrason, select the Allew EAP-GTC check box

Creco chens inal display message—To specdy o metrage
4 by upern wib FEAF chent, type e
message @ the Uneo chent mehial display message box

i S e L ]

PFEAF seision mmesst (miswies— s PEAP iessian
timas gt (mimmtea) box defiss s maommen FEAT seinon engd

I R e

BEARFEHNBEEENEAPER], BEFEGEEAPHEBRED BFRSIEHEAPREB], R ERSS
TIEZEAPRT , A CHERZEAPREF], MREAPHEBIFASXE  EXEEHEDR , YEEFIR
BIRETREMNEAPH ZHE. WEERE—EFE  ERHEXENEAPE B AL, REIFER

LEAP#EREAPEL B,

TEATER , LEEAAoNatRREARRNERFin LA ELEAP,

1. 7 T Aironet Utility B 7= 45 £ BIRK.,
2. #— T Profile ManagementB %,
3. & — T B E & Rt i# EModify.

4. 7 "Generaly BEET , 1812 Profile Name. # AWLANRKISSID,



Hrofile Management

Geretal | Securly  Advanced

Profile Seltngs

Chert Name: |WIRELES5123
M atvenrk, Mames

S50 |Cisch

5 i

ssinx ||

[ ox || coce |

p: 3

: SSDEZF KIS , WHFEEZHEWLC EEENSSIDTE 2 ILE,
5.7 "Security; EE T , #E 7802.1x1 . BEEEAPE FI{EALEAP , A% % — T Configure,
Profile Management

Geresal | Secunly  pdvanced

ol Sty Ll

L wWPAAWPALTINM WRAAWPALCCEM EAP Type
l....l.m;l“ma“ L e b R R A e T e Sl S e dle B
= e im0 i

) Pre-Shased Key (5106 WEF]

i Hons

7 Al s socastion o Maosd Colls
e 1‘

[ ik Tiewsi bt Firiengy Dhsianies it T e

G Pobey Deley. |60 =

L_ox [ Conce |

6. i#1ZUse Temporary Username and Password , 2 ESE S X EREF BB FIZ R"E@A
FHERE, RERERHN=ERE:—, LTROIEAEBHRIBACHERBNER , &
EREEZ A B Windows 2 Bl il A LEAPEE R & BRI K Windows A & & B Z W, MRE
FLELEAPERAHRERAMEL—EEFE , MAFTEETTFRN E B = MBS A%
iR REEHAARE , HEPHREEIAAWways Resume the Secure SessionZEUS 81, &




- ERHTEENEAENR , S M Cisco Aironet 802.11a/b/qfEELANE Fig N EF
CB21AGHIPI21AG ) ZHERFEEBXENREE Fin/tHEH9 .
Confipure LEAP

| [] tibsaps Figsunne the Secure Session

Uzes Mame and Fassword Settings

IE} Llse Tempotang Llser Bame and F'as:.wm-:i

'I:il s wWindows User Mams and Passwond
(%) Automabcaly Prompl for User Mame snd Patsword
) Marually Promgt for Uger Mame and Paswod

0 Ui 5 vt Ulinr Mo ] Pt wncsind

[+] Mo Metweotk Correction Urdess User Iz Logged In
Autheniicaion Timecut Vakue fin seconds) |90 %

| o | | ceca |

AdvancedBEE T , ATUABERTENS. AironetiE B MEM802.11:81E ( MER, HERE ),
—TF TOK, (HE ). BEFmBAETEMEEBN I BEH,

7.1
8. &
FRASAR , BRENEERREEEKE,

EXNFEALEAPE BB EREFREREAPEE  URBRERSKERIE,
AE  AXEBEEREFHREEERCEEALEAPEMER®. BN ALEAPE HRFEAE802.11

alb/giEREFIRNMEFNFMESN , F2HREHREAPEBRRE.
BRAEREFRNEEERR  SEXRCEAERHEARLEAPEORENEAERB/FZR, UTR

g4 -
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Enter Wireless Network Password : x|
Fleaze enter your LEAF usermame and pazsword to log on to the wireless
tiebwark,
Uzer Mame : ABC
Pazsword : ]
Logon ko
Card Mame : Cizco Arronet B02.11a/b/g Wirelezs Adapter
Profile Marne EAP-Authentication
Q. I Cancel

BEAPHMWLCHEE A & R EE 2 /A ZBRADIUS Al BR 85 (Cisco Secure ACS)LAER IR -
RADIUSTA RSB S BEREFEAEERE Y EFAEREENRREMTNERFERAERNWETT
B LERIBEAERE. ACSREE LM Passed Authentication¥ & R & F ik £ 818
RADIUS & 78878, AT 2&4 :

e FEEYFEEES !
f_“ sucews — Reports and Activity =
I

il

H::_ar ) Befesh [ Diowmdoad
Reports .
Passed Authentications active.csv
8, TACACS* Admairahe Message  Uper-  Growe NAE NARIR
Date 4  Time Caller- 1D
D RADIUS Accowtes Irpe  THame [ame Pt Address
B VelF 8 coomimg 4006 150133 [Awben O ABC Dol 004056 —_—
S FaisdAneaey 041042006 130037 [Anthen OF ABC  eindt  00-40-5¢ 17216
e e . . e | : ; . ACLE u
B Logeedoin ..
ﬂlumﬂnr\- B Dicabled A
Cordral R O SR
4

i‘. |l.'|-l...ll.l-

g

CEWES

= | Brjit 1 il

k.
*
i




RADIUSERRE R IR , BT Fin S HEEEAPEB.,

LEAP Authentication Status g 2] =10 x|

Card Name:  Cisco Aironet 802.11a/b/g Wireless Adapter
Frofile Mame: EAP-Authertication

Steps Status
1. Starting LEAP Authentication Success
2 Checking Link Status Success
3 Renewing IP addess Success
4. Detecting |P¥ Frame Type Success
5. Finding Domain Controller Success
[T Show minimized next bme Cancel

B A EWLC GUIEIMonitorZ 5| ZE T mELLER, i#ZEMonitor > Clients , AEREZ F KM
MAC 3k
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. BRMAYCisco Secure ACSHETHIEHMRFEERALAEANENR , FSREIEAR
WindowsH#JCisco Secure ACSHYRAS FIAAAZEE E o

B A LA LA T debugin 5 R BEBRAAA & 17 B ¥ M FE : debug aaa all enable — Bt EFTH
AAAE BRI, debug dot1x packet enable — B FFEdotIxE R T FAF . LLT Rdebug
802.1x aaa enableds < B & H R~ Hl

(Cisco Controller) >debug dotlx aaa enable

*Sep 23 15:15:43.792: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_USER NAME(1) i ndex=0

*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLI NG_STATI ON_I D( 31)

i ndex=1

*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLED STATI ON_| D( 30)

i ndex=2

*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3

*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4

*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | DENTI FI ER( 32)

ndex=5

*Sep 23 15:15:43.793: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_VAP_I D(1) index=6

*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_SERVI CE_TYPE(6) i ndex=7

*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8

*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT_TYPE(61) index=9

*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_EAP_MESSAGE( 79) i ndex=10

*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_MESS AUTH(80) i ndex=11

*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!

*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2, |ength=8,
i d=2) for nobile 00:40:96: ac: dd: 05

*Sep 23 15:15:43.794: 00000000: 02 02 00 08 01 41 42 43
..... ABC

*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 [ BE-req] Sending auth request to
'RADIUS' (proto 0x140001)

*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] AAA response 'Interim
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Response’
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 AAA Message 'Interi m Response' received
for nobile 00:40:96: ac: dd: 05
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=1,
| engt h=19, i d=3, dot1lxch->id = 2) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.799: 00000000: 01 03 00 13 11 01 00 08 42 3a 8e dl 18 24 e8 9f
........ B:...
*Sep 23 15:15:43.799: 00000010: 41 42 43
ABC
*Sep 23 15:15:43.799: 00:40: 96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile
00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) index=0
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLED_STATI ON_I D( 30)
i ndex=2
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_NAS_| DENTI FI ER( 32)
ndex=5
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_RAD STATE(24) index=11
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=12
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!!
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2,
| engt h=35, id=3) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.902: 00000000: 02 03 00 23 11 01 00 18 83 f1 5b 32 cf 65 04 ed
RS - S [2.e..
*Sep 23 15:15:43.902: 00000010: da c8 4f 95 b4 2e 35 ac cO0 6b bd fa 57 50 f3 13
..O0..5. . k.. W..
*Sep 23 15:15:43.904: 00000020: 41 42 43
ABC
*Sep 23 15:15:43.904: 00:40:96:ac:dd: 05 [BE-req] Sending auth request to
" RADI US' (proto 0x140001)
*Sep 23 15:15:43.907: 00:40:96:ac: dd: 05 [ BE-resp] AAA response 'Interim
Response’
*Sep 23 15:15:43.907: 00:40:96:ac:dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 AAA Message 'Interim Response' received
for mobile 00:40:96:ac:dd:05
*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=3,
| engt h=4,id=3, dot1xcb->id = 3) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.907: 00000000: 03 03 00 04

*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile
00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.912: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) i ndex=0
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLED STATI ON_| D( 30)
i ndex=2
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA _ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | DENTI FI ER( 32)
i ndex=5
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9



*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_RAD STATE(24) index=11

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=12

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Sending EAP Attribute (code=1,
I engt h=19, id=3) for nobile 00:40: 96: ac: dd: 05

*Sep 23 15:15:43.915: 00000000: 01 03 00 13 11 01 00 08 29 23 be 84 el 6¢c d6 ae
........ )#. ..

*Sep 23 15:15: 43. 915 00000010: 41 42 43
ABC

*Sep 23 15:15:43.915: 00:40:96: ac: dd: 05 [BE-req] Sending auth request to
' RADI US' (proto 0x140001)

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 [ BE-resp] AAA response 'Success'

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 [ BE-resp] Returning AAA response

*Sep 23 15:15:43.918: 00: 40: 96: ac: dd: 05 AAA Message 'Success' received for
mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[0]: attribute 8,
vendorld O, val ueLen 4

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[1l]: attribute 79,
vendorld 0, val ueLen 35

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 Received EAP Attribute (code=2
| engt h=35,id=3) for nobile 00:40:96: ac: dd: 05

*Sep 23 15:15:43.918: 00000000: 02 03 00 23 11 01 00 18 03 66 2c 6a b3 a6 c3 4c
R foj...L

*Sep 23 15:15:43.918: 00000010: 98 ac 69 fO 1b e8 8f a2 29 eb 56 d6 92 ce 60 a6
R ). VoL

*Sep 23 15:15:43.918: 00000020: 41 42 43
ABC

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 processing avps[2]: attribute 1,
vendorld 9, val ueLen 16

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[3]: attribute 25,
vendorld 0, val ueLen 21

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[4]: attribute 80,
vendorld 0, val ueLen 16
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