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. Configure Elephant Flow
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Configure Elephant Flow

You can configure elephant flow to take actions on elephant flows, which helps resolve issues, such as system
duress, high CPU utilization, packet drops, and so on.

)

Attention  Elephant flow detection is not applicable for prefiltered, trusted, or fast-forwarded flows, which do not
process through Snort. As elephant flows are detected by Snort, elephant flow detection is not applicable
for encrypted traffic.

Procedure

# I 1 In the access control policy editor, click Advanced, then click 4§48 (#) next to Elephant Flow Settings.

IR RE (), WIRPIBES K AMLCHNS, s EBAT BB B R W R E O
Bl TG T B A SR B AR A LS I G4

B csren



| kg

Configure Elephant Flow .

Figure 1: Configure Elephant Flow Detection

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds | 10 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds | 40 % in fixed time windows of | 30 seconds and packet drop exceeds | 5 %
Then Bypass the flow «Q

All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows «Q

#7122 The Elephant Flow Detection toggle button is enabled by default. You an configure the values for flow bytes
and flow duration. When they exceed your configured values, elephant flow events are generated.

1% 3 To remediate elephant flows, enable the Elephant flow Remediation toggle button.

HIE 4 To set the criteria for remediation of the elephant flow, configure the values for CPU utilization %, duration
of fixed time windows, and packet drop %.

125 You can perform the following actions for elephant flow remediation when it meets the configured criteria:

a. Bypasstheflow—Enable this button to bypass Snort inspection for selected applications or filters. Choose
from:

* All applicationsincluding unidentified applications—Select this option to bypass all the application
traffic. If you configure this option, you cannot configure the throttle action (rate-limit) for any flow.

* Select Applications/Filter s—Select this option to select the applications or filters whose traffic you
want to bypass; see LB N 4 F AL E 2.

b. Throttlethe flow—Enable this button to apply rate-limit to the flow and continue to inspect flows. Note
that you can select the applications or filters to bypass Snort inspection and throttle the remaining flows.
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. Configure Elephant Flow

Note
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Automatic removal of throttle from a throttled elephant flow occurs when the system is out of duress,
that is, the percentage of Snort packet drops is lesser than your configured threshold. Consequently,
rate limiting is also removed.

You can also manually remove throttling from a throttled elephant flow, using the following threat
defense commands:

* clear efd-throttle<5-tuple/all> bypass—This command removes throttling from the throttled
elephant flow and bypasses Snort inspection.

* clear efd-throttle<5-tuple/all>—This command removes throttling from the throttled elephant
flow and Snort inspection continues. Elephant flow remediation is skipped after using this
command.

For more information about these commands, see the Cisco Secure Firewall Threat Defense
Command Reference.

Attention Taking action on elephant flows (bypass and throttle the flow) is not supported on Cisco Firepower

2100 series devices.

%6 Click OK to save the elephant flow settings.

&7 Click Saveto save the policy.

What to do next
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-command-reference-list.html
http://www.cisco.com/go/firepower-config

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



