BRAESEER: BRI EIRI1E A 5=

DUR N8 T 10T ReAy AT & L as, alnh s i 58 B ) — L8 WAT 55 o I e fff FH 22 461)
e e ABCE 7S, JFRE TG E . B S TR E, N RES i T iX SR
7t i AL 7 v

s UHITAE A HIgs LG E W » B 10

* WHARN T RIS 45, 28 6 1T

o T BH ey, 2B 13 UL

o WSS AR, 17

o U] Sl AT RS2 AT g (URL i3 , 3 20 7T

o Wi A, 28 25 T

s WA R, 5 28 it

o WAL TR 4 BT E , 5 33 T

s WEZIREI, 238 1T

N EREEEES LR E RS
SERCBEE S, I A NS IE 5 LAEFE N E T N BB A S «
o AR VR B 11 . FL AR B A i
* (Firepower 4100/9300) A il FiC & AT A £ 2 11 .

* (ISA 3000) ML ELF 2 A A B IR 2 DMAMIIL o g s, /5 T2 B BVILIP it
Hks

« (BT Firepower 4100/9300) P4 &BFIAMI#E /) 224X .

* (F% T Firepower 4100/9300) 15 E T4 P &5 S f (V7 AU . XFF ISA 3000, f77E fuifF
N PR B A8 4] B A e A S DA AR 3] P S8 ) B At PR U B RO

* (BRT Firepower 4100/9300 F1 ISA 3000) #21 NAT MU, F-T-K A P & B 2 ot i 4 e 3
AR I TP Mk b o — i 11

(BT Firepower 4100/9300 1 ISA 3000) £ A #5451 13247 K) DHCP ik %5 8%
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B rosreensrmEns

LUR D SRR T A RE g SR B I AR DI RE o 1 el DU L (03 B2 AL (), SR REEA 2D BRI T2

15 B
B2

T EERE, A AT TN EREE.

X T EAEE B AT IE VR (IPS  SEEBAEP#. URL) , il /BH (Enable). WIHAE e #
HRE M, BT A TR I RA VPN VFAE . WA 2 75 i A AN T e, W2 T

FIUEF SR .
R AR, ATRLAZ I AT %384 . R E Mg &, IR BHIIAT 8 AE . T AE VRS R/F AT
UERIRTEATEE N -

TR 2 WRLERIM 1, TEEFRR &, AR RO IR, R A R AR SR,

* XIT Firepower 4100/9300, AN D AT A8 1P Hhlk sl X Rl E, Bk, &5
B AN B A A

* T ISA 3000 FSGHC & T A5 A fa s 42 L A2, DRI E fG e B IX 26z . (HAE, WIiF
FHEE BVIIP Hiht. 40 BRI MIMAL, v A SLREAT g, MR 2 oAb PR 1. AR
Jiis AT LUK IR e 1 E Ay AR AR B 4

P T ECAMIR S, T L g A b 11 AR R R P2, R I SR B R 4
* XIT Firepower 1010, [ Ethernetl/1 (4N LAAMWITA #3450 B4 VLANT (R (117 1)
B AT B (1o 7T LUK L 15 S 5 K08 1 RN VLAN 4211, 374 A as
WL 15 B AR AT L

Al D g by (@), 52 TP MR A

LAUR - flRe—MEOECE ) “FaEiX” (DMZ), ATLCRE R A TT07 Rl %5 (1 Web IR55 28 ) e
Zakrh . SERUR S dHRTE (Save).
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Edit Physical Interface

Interface Name Mode Status
dmz Routed v Q

: . Learn Mor ; i

Description

IPv4 Address IPvE Address Advanced Options

Type

Static v

IP Address and Subnet Mask

192.168.6.1 / 24

$1B3 MR COEE G, EERFERTR (Objects), A5 M H Pk #% £ X183 (Security Zones).

R i 2 G0 4 B BT DIk o RS VAR 2 TN DX, DR s AR R 2 4 Dt AN e 1ok
WO o OB B VN AN RER FOBE X I, DR 2 Gl B B SO B & 2 5,
AT R DA R

LA 7- B s il 4 DMZ $2 LR B DMZ [X k.

Add Security Zone

MName

dmz-zone

Description

Mode

@ Routed O Passive

Interfaces

+

@ dmz

4 WA E N S8 ] DHCP W45 3R ELIP Huhik, A FOg &, ARG ARSI E >DHCP
BR%2e. k4 DHCP BR&Z Bkl k.
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W H ElCE 7 DHCP 4548, (H ] DLW AR ki sl 50 208 MRS . SRl & 7 Hofb e
MR L4z 1 1 E DHCP IR 45 #s & A5 AL Mk fiili +, RS 45 I C & IR 45 Al ik
o

AN, r] DIAEBC B IR Ho6 2 i A (1) WINS Fl DNS #1750

DL 7 S W] 78 inside2 3211 (Hidikith A 192.168.4.50-192.168.4.240) 14 '% DHCP JIR5s 5% .

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

PSR E, NaahERATNESREE, JFRCERARK L.

BRI R H5 AL T AN 11 22 A 7k ISP % FH 8% . ERINA TPv4 % HHIE F T any-ipv4
(0.0.0.0/0), TMERIAMI IPV6 i HH3E ] T any-ipv6 (::0/0). A BT AT IGEEAS TP RRAS G % ey o i SR ]
DHCP FRHUAMHEL b, 0] B 2406 BT 7 IR BRI e

SRt e R i OGEH TR O, AR B O ARGRE > EEEO L RE
ZEN

LU F R % IPv4 (BRI RS . ZEERBIE, isp-gateway J2:FHl T-hRisl ISP I 56 TP MU f 1946 %S 4
CRLZUN ISP ki) o vy LB s B 3 (Gateway) T 5 SR ) 61 2 # M 4% (Create New
Network), RAlEZ 4

Add Static Route

Protocol

@® Pva O pve

Gateway

isp-gateway

Interface

outside

Metric

1

Metworks

r[_.:! any-ipvd
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FIR6 LFERRE (Policies), J 2y 4% c E 2 4 TG .

B 22 ) BB SV I AN XS TR AE SR LSl IR T 4 1 3t g 0 B4 1 OO
A T RS e (NAT). RUAERCE 18 11, dn SRR FLAs I 2 P A D on ey, g Tl 42 il R )
B BB XL

H2, WA 2 AW, WG B 40 U5 ) P2 IR FEVE A D2 TR A s i At
A, R EEIOK S VIR LU X IR 8] (R o I S i EHEAT (1 R AT PR S 1 B

BEAN, YA A S LIS AR5, IFXd NAT A I ST RS 40 e, LS B 0T 3
FOGE L. S65TT DA R LA 0

* SSL f# % (SSL Decryption) - 4 FE A A N EH: (FIWTHTTPS) R AENR . BRIKI4E,
V| WAZ il B4 o AT SSL % S Aff o 75 TR e . RARK GG, S E R

R

* 4 (Identity) - 1R EORE R 2053 55 2T AN SISO TP ST ™ 28 i 57 53 473 b 19 4%
Vi), S S 2 B g s U TP M hESRIR (K

* REEHE - (] AR BE SRS P 5 57 0E HH % 5 TP Mk ol URL (10344, LIk LRSS R s
AE V7 1) P T SR v A0 T 5 PR 2t o SRR ST S B ) A ik ATURL Y, vl i 2
R RERLIE ARSI AN A B AR REUR, T i e ot e SRS SRS o ) i L 1 =271 v (1 33
H o

o NAT (WIZHbhE#E) - fHH NAT SEREAE P9 58 TP Hhhb #6485 ok S nT 4%t Hhk

* 7ia3EH] (Access Control) - i F Ui Inl 42 ) S mS A o2 I 2% SR VP IER: . B8] DA e 4 X 8. TP
bk PR3 BT N URL. FH P i 4Lkl oo 580 vl LA D7 1l 42 SR 000 >k 12
MNAZ MG RIS CRRARE) Hg . A8 SR ms St URL 98

* N2 (Intrusion) - A& FH AR S A DU U mUMr o RIS HI Uy T 428 S0 00 I NAR S, A7)
UG 4 A S, DAUE R Y AR R S A AR R o

DL 78] S 7 ] 577 v 42 1 S s of AR VP 9 IX 3855 DMZ X382 ) (i oo Aol , AT It
M3 IR AR EARTEIN, B ERIEHE (Logging) Bi4h, Horh#EEELE RET (At End of Connection)
IR e

Add Access Rule

2 pae Inside_DMZ

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones + Networks +  Pons *  Zones

g inside_zone B dmz-zone

TERT SN
a) R A ERE R Kb,

ﬁ
i
+
&

| cui: BTG ES I |
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B vor TrREnRsRE

b) ridiIZBENERE H44H
BT AR B e i, AT ARG R, A Ja PR B AR 55 81 3R B g S i

GRPRRN T i 1§E’Jﬂéﬁ it &

FESEIRAIM VA VOB 5, RS 3RAT — IO Il PSR, SRS SR VR A A B 5 [ EL IR ) B At
Nati R u&*WAME%ﬁﬁﬂm%%ﬁMﬁWQE@ﬁEWWM§%ﬂMZ%,@ﬂ%ﬁ
BURN T AW 2 b sz bp i A (R T AR AT 2 o

TR U e i PR AR DU RER AT AU e O B 075 AT D s Bl 5 LA )
© ARSI g A7
o WIRLEFH A P ) ) 28 U0 A % 7
o IR 2375 I R L83k R ?
* AT L B AT A e ?
o WLy ) M (ol ) A i %
WAV i) B AT S 4 — 265 B DDA TR, WSS, A2 HEHBUTEE,

BRFERCE USRI RAE A C () ISR, SR &% B FH R A A4 R, AR 2
AT LA 4

AR B P A48 T ] U0 B G (e 46 DA 3 2, IR 7 70 B R A 45 SR I 1) i 2 S v R
Ay

AR ERNOD R VR T AR BT UG ek S R 2R RS B, Rl AE URL S A AR o & A A
FEE B R A S 7280 1 URL i3855 1 URL VFaliE, A RE3RHCE M AE 2800 . A
m%mﬁ%h_,Tu%méﬁﬁwwﬁﬂﬂw,uﬁﬁwMT%xm BB, IR
VA Ui 1) 5 SRS R 55— NN o A 5% Sl URL 1 B A PEANA L, 3 5 Il T ] 52 it m 2252 4k P 5% %
(URL 38> , 5520 1i.

g2

SRR LT AT N, T TR S SR LU DR T DL S E R ORI T

LA 5y sk, ] DACERAT R 28 TP LU AR AT A P B R o A0 A 2 1 A ]
ARBOXLE(SE R Thoh, R n] DISRHCEHAF A 4% s IR I A5 S
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FEATRBIA, BATTRE S 330 S 3 Bk LRI 7 S o AR Esh B Ik, BEaefe s M
AP AZRVERS . R AR SCRE HTTP BRI 5N ST g i, A 20 A AT T3EAT B R Ik
IR AR BRI E, AT T Web 38R IXAMDUEIRSE, BASIRBOERLII N S 0015
Sho WERTE,  RTLAGIEE TV G, DA 3 B 0 B SR T R

a)

2)

FEES R R R, ARE sl B .

GRS A TEEHPIR S . A 3 SO0 IR, B 0 SRMSAE F #5 1) Active Directory IR 45 2%
X P T S AR BGAIE,  FERHARATT S FAE I AR TP Mk ok Bk, BEJG, RAESKZ IP it
MR AV R Dl b
ni BB KRS
BB BRI M F A B + F L, QU DLESR AT 80 & 4 56E .
LEARTGI R, AR B R B RRAS P R AT 5 4 3830E
FENE A BFR, T LUE IR A2, %41 Require_Authentication.
ERIBRRIETR L, REEGARE, i E N AR 44t
] DUAR YE 75 B0 2 SR ms BR ) o 3 AR . HE, Esh SRk GEH T HTITP R &,
R AEHTTP i & 536/ B bR &AL I A B, H o G0 R BN EgE s, 1§53 R E S
£ F )
XTHRIE, HEFEMNFHIEIIE.
TR WARRCE S RSB s, BT ke NWE, REKGHTIT “ S0 R E” X
T AE o
WC & 5 50 5 40 B0 A BT i 1) 5 R P 2% 1) R SSIL fif 2
QSR B R SR P AT RS G0y uE, W2 R e 1) B R 44 ) 1, AR
RGN AT SR IRAE . SRR 2] 7 LAY SSL R N, R G0K B 8 A X e i
W), (B2 B2 F T SSL iR 28 JE ) Ak 15
o BRSSESIUED - EFAE T B S IR IH IS AL P I N ERAIE 15 . S mT LR PE e X H 2%
% DefaultInternalCertificate, 7] LA i o 812 Fi B R ERIE B IF _LALLE 193 W 245 CASAT I E
1.
WR A PA ARG O LG IET, W52 %k 15 .
s EEMAENG - EFE NIFE AR EVZ WSS, ZE% 0N HETF 505
WEESR ISR 1T o QR B AAEAE, A BT
FQDN A0 f#MT A4 LAz — 0 1P bk 3831 FQDN, #&7] LLA % 7 b - )
(1320 S B0 AR/ B UE S, ATk 5 FH 7 AE Ak 5 ) 21 1P ik Il BN 32 A5 AT U
HES AT LLZEUE 15 A48 3 2535 4 FR (SAN) 2 FQDN. 3l it 4F FQDN 2 £ 4~ FQDN.,
R G BB Sk P AT 3 S I0AE, (HIE AT E F € 7 FQDN,  JUIH] 7oKt 5 e
[n) BIAAT T3 B2 8 10 B A e o) R 8% 1) 7 i 11 o
oGm0 - IS P . BRIAS 2 885 (TCP). G RALE T HoAbuy 1, JiZ it H 220
7 1025-65535 HITE HI AN .
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| BEEEINE L

s FREERZIEP - EFEHNE CA R, DU T H A A Uk S A . ] LA
HTE X NGFW-Default-Internal CA #E15 (BRAAUETS) L A] DAE A Gt el A& e .
W CUE T, WA B AER CA BTN . (UM IR I ] SSL R S I, &40
Vs NS S e A TR ST AT DI

BT R A% P 0 B e MRS, i s R et () SIS . A ST 2 1
IR, TS AN TSR . 53S0 fif 55 24N R 40 CA ET

i
“ B SRS IC L R AERLAE N 2R B

Identity Policy Configuration

Identity Policy

ACTIVE AUTHENTICATION
Server Certificate

DefaultinternalCertificate o

Redirect to Host Name

CaptivePortal W

Port

885

SSL Decryption

Decrypt Re-Sign Certificate

NGFW-Default-InternalCA i

@ Download the selacted certificate. @ Install it on all client machines for all
browsers. Read detailed instructions (4

If you do not install the certificate, users will see wamings for untrusted HTTPS
connections.

hy  AEREURAE LS S M R UEB E .
“EB G HIRUE” IR RRAE “ERAET WE T,
i)  AEENFBIIELTR L, & HTTP .

S IGUAR VR S A R H SRR 55 242U P 78 e 22 4 ) AR IR UE ML, SERENTLM, 4852 HTTP
AL .
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| stEsn. BpBENERE

mmEATmenmsrE |

iR WAL E E @B EH4 FQDN, HTTP Basic. HTTP i 5 [fi A1 NTLM £ 43

O UE J7 ¥ 2 A5 FH 2 10 ) TP ks FH P 052 ) B 5m ) X 44 117 o {ED6 T HTTP Wi
FH P A48 ¢4 B 52 DNS 44 FK firewall-hostname. AD-domain-name #4758 & 1] . 11
RAISHAEATREE E BRI EHL 2 FQDN [MEBL F A HTTP Ppd, 38220 58 DNS
625 2% AR I A% Bk e St 21048 55 B EAT 2 2 B 0 BOAIE R BT AT PN S 11 TP Mk A5
W, W IEHHATE R N, PRV B AR, USRI EE R EHL
2 FQDN PAFERAT h—50, IR A G 4 B0AIE ik an SR JCysA B B
DNS 545, WL PEILADIER B 43 B0 7515

i) XT AD BiR, 1TSS 4 .
RIS C BIR WUR 25 e 5, Hdq b e IR B e B 25 4% (2D 3R
G LB, A RGRAE (OK).

© BER - H AU AR
o KA . HEMRE AR, Active Directory AEME—SCRFIISAY, BT DLJCTE E Bt 7 B
s BRAPA. BREW - M) BbRARRER, M JA Vs ) SRR H 5 B

WAL . % Active Directory, I/ AN S8 (AR o S8l AZEI b i @ AT A )
FH P 44 5008 58 4 PR ;. #4n,  Administrator@example.com  (fj ANMYAY /& Administrator) o

ER R YT A5 B2 1dap-login-dn i 1dap-login-password. 11,
Administrator@example.com #% % # 4 cn=adminisntrator. cn=users. dc=example.
de=com. VTR, cn=users JAZSEILFH) oy, PR ZAE A HI 4
“users” ICAFICTNICE AN E I

* EO DN - HI T R e g F P A4S S0 H i, B P AL A JL AT, 481 4n
de=example,dc=com. {7 XAFKENE DN FIFE S, IESHfC H MR IR
* AD FEi - W&V N Active Directory 564 FR &1k 44 . #1U1 example.com.

o EHLZ/NP M - H RS 200 N4 50 1P Hukl . G 5 CUnes 77 SIS B IR SS 2%, W44
W NSEAR ek, ek TP k.
o im0 - 5 R4S S AR (K0 15 . BRINE N 389, 41 1EF LDAPS 1 A s ik, il
FH i H 636,
o INEE - EAT A SR FAH P A G R, TEIEPET T )7k STARTTLS 8 LDAPS. %
G A TE, g U DA SOE R PR R
* STARTTLS¥ 2t s Jiik, IHEH H SRS 88 SZ R e ik . A FH g 11 389,
Qi SR Ak T AR DT ) VPN, AN S 7 I3 I
* LDAPS 5% 5T SSL () LDAP. {4 1 636,
o ZIEEAY CAES - G REFINE L, 1 LAE MR YR (CA) IEH MELE RGN H
RSB 2 105 2 A AT Rz . W R TR B T S 500, WRE P i IR 25 48 44 7R

WA R S5 2% E AL /P Bk VCHC . i, a0 A 10.10.10.250 /E A P Huhl, (HIEf5+
bk ad.example.com, NEFE RN

xR EppEnEREs 1


fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_73

BEXK: EpEnERREG |

| BEEEINE L

il
B, H KRR Tk ad.example.com JIk 55 #5 B AR %EE . T804 example.com, H
K 4 4 Administrator@ad.example.com. BT 2 FI4LE B THrH 4 (DN)

ou=user,dc=example,dc=com ] N /7 .

MName Type
AD
Directory Usemame Directory Password

Administrator@ad.example.com

Base DN AD Primary Domain

ou=user,dc=example,dc=com example.com

DIRECTORY SERVER CONFIGURATION

B ad.example.com:389

Hostname / IP Address Port
ad.example.com 389
Encryption Trusted CA certificate

NONE v

k) X7 AD B4R, T EENIRIQIE KR A .
TR ZRAL T BL T A2

Order Title AD |dentity Source Action
1 v Require_Authentication AD ~ a Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate v For HTTP connections only, pre

specified identity source to obt
connections, even non-HTTP, f

Fall Back as Guest prompted to authentic?te agair
access. You must configure the
Tuna — SQalanct tha aithanticatic
— N
D A RE A IR .

WA DA LS, v DR BIERE EAR DA AT — DR, R AR BB IR S . A2
JUFHATHEAT S SOA AN AL AR AR B0 % ERCE KSR 28 k. Rk, mT DAPRAT — 4
MR, ARG FHE TN, XA S I B ECE T A O 8 B XA
VRRE (5 125 AT

00 ©-

I8 2 Ff Inside_Outside Rule j jr] 45 il ) ¥y # R 50 4O 235 o
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Inside_Outside_Rule Vs [n] L GG A F AR o AR T A SZAE AR, P DAERE VTS

TR AR TP Mkl R 2 AN T s A 4 R, RETEE T2 EAT IR (B ks

FRIE . AN ACRAZ N B O RVFIEZEER R, RES Sl .

R (ISA 3000, ) IEZEH#E¥ Outside Inside Rule. Inside Inside Rule Al
Outside_Outside_Rule )\ “fF1F” BCh “ 1T -

a) RidisEBE (Policies) T i/ al3= ] (Access Control).

b) ¥ bR BT AL Inside_Outside_Rule 1745 Ul FHRAVE S0 4 Won g4 AR bR, SRJ5 miatidn
el b (@) LT TR

o) TEIRME MIEFERF.

Order Title Action

1 v Inside_0Outside_Rule

d) sl E LLORAT
SR 3 I T R BRI A 5 H Rk

PR AR 5 5 58 FH IR H A5 s 1 U o) 42 A0 D0 DE B R 242 145 S o Inside_Outside_Rule # I/
FH &S, HENEERNEEH H K IE %, Kk, 6 R 7R Inside_Outside Rule {55, 1
AN S 55 A A A ) 2 A DG PR

a) ki U I 4 A SR OB SR A (AT AT

Default Action ACCESS CONTROL: (@) BLOCK v

b) LA B EIRIE > EREFFRE R,
¢) MilifE (OK).

SR A BCEREAF (VDB) 3.

MRb W AcAT VDB BB, A A Al U R o TN (K A D45 o 485 25 J 5T VDB
T AT3 R ECEST, Wrl AscE e W) DU DR T v E vl B OLT,
VDB HUFT AL TAEHPIRAS, B DU 5 2RI ok 3R VDB ST

a) Mg
b) iy “HEH” AT EEEE.

Updates

View Configuration >

¢) Hiii VDB 41K E .
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| BEEEINE L

VDB 965 0

N

Configure
Set recurring VDB updates

UPDATE NOW

d) & SCEFTHRIL

PSS I TR .S58k, TR RS N EEH A2 HEh AT a3 . Bas Bk
DT EATULERAE . PIl, e fl B ST FORAE, (E R 2 A T T B B

B, CLUR VRIS ER AR H EA 12:00 (R 24 /NI RTE) S H—IK VDB.

Set recurring VDB Update

Frequency

Weekly

Days of Week Time

ol o oo - Mook~

e) HilifRTE.
LIS BN E .
a) MM LA ERE B K AR .

&

b) sl BPERE F44
BT ASER B e, el ARG R, R Ja PR A 55 81 3R BT 5 g S i %

T—F 4

XIS, P RO S B 6 s FH P AN T AR OGAE R e S mT DLV X S5 B R AAEAN T
LR, FEHE B )RR BRI AN T e 32 1) P ik

WERETTURBIR N A E A A SAS B, R SR — A2 A5 1) R R AR AN ST SR
TIAN, IR TN XL D RE A HIVF AT HLE .

WA 8 URL 285 FOAH A5 B, T2 si)ifi URL i €.
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| StEss. ssbmwEsiERE
st [

fn4aT BE 1E BB

IR AR SRS A I 2 U7 1) R, TS R AR B AR GE (IPS) i 9. AAR SR W] 23 #r
W2, AR A LU R N . IR E R S R AR MR U VLIS, RGO R TR s
%, B R

KB PTAT HAbIR R, A Mg TR P R AR AR o TEIRE AR SR 55 5 ) 22 R AT SCIBK
BRALTVRRG: AEHARDLAT S U5 PN AP I B, R SE AR AL R SR A i i

T HREXT SEVRUR R AR B AR s o 6 T i BN R R SRR R it (RN, RGNS HRA T .
75h, WERBRIARAEAE SV, T DR AR SR e B0 BROARAR K — 0

XN HENE T DR Talos F5 4R/ (Talos) BEt, Mg T AR ANTHAL S KL (R A= 2 i
o WAREAEH] Snort 3 ARG EE, TR LIRS Talos SN BIAE B CLA H R SCHM

BR TR A SRV TR AE AR A, T ] LA H 22 4 8 R SRS SR 915G FHL LB BT A3 22
KECEIA R TP i, siffX 2 A R URL M.

UK

S WERMAR B, %A HIPS WAL,

WA TIPS VFRIAIE, A GEA T AR SRS R 2e A fig . W R A AR VPR VFRTIIE, K J8 T VF
FUERIPPASRRCAS . WER R e, ILA 20 SK Pl VPRl IIE, RSN BEAE Cisco.com 114
RESPHAE BRI )

a) mMiliig&.
b) siili “HREVFAIE” AP ERERE.

Smart License

View Conflguration >

c) MIPS 4B (Enable).
R Z VAT RIS K, B AR N VPSP TR N R R e A, Hi%
HS SO B~ “25H7 .
W2 EXF— AN AN V5 AR AR SR

T 72 IR L R ) 045 N AZ A H T AL R . AEARB, FRATTS K AR IS N 21 Inside_OutsideRule
T

a) fETC A R SRR
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B wmmitsm

$IE3

b)

d)
€)

R 2 55 R 1 S

4 BUbT B2 7E Inside_Outside Rule 1747 D FIRAE S TCAS 104 on i AR B4R, SRS i abi ittt
ks (@) LT TFZ .

B R A OB PR, T HEAT I P

Order Title Action
1 v Inside_Outside_Rule Bl Alow ~
M N RERER LI .

R NMRIRBEITOC IR FZIE T, SR e LB PR SRS o

P RZHMESS, IR AT TR SRS CRA R AREIE, A
ok, A es EFE R EANRE. GREMEEEFMERE, TUIRFERRAE TR
£ LIS DL o

IR T ERI R 2, AR AT RS . SRR SRS SN FA0 M 5 S Al Bt
(Kr2cah, A7 n] REXS A I8 S K R

Edit Access Rule

Order Title Action
1 o Inside_Outside_Rule Allow v
Source/Destination Applications URLs Users Intrusion Policy Fili

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY
Balanced Security and Connectivity v

BALANCED SECURITY AND CONNECTIMTY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

) sl E LR .

(Mik. ) FeRIsREE > AR, siiihifeBbe, SR 0 AR SR E R 48 H S 5545 o

AR ZAEAE I 25 I 42 AU G 222 0 R 50 ) RS R 55 4% o

SR A BCE N IIER % ) SEOET -l
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i

JERh S s WA AT N AR I A 125 S, AR SRS AT N AR R USSP A S 15 B R 0 .
SEW OB B e o S mT AT 3 R ERT, e DAIBEESE SRRl UR D BRRE A4 T el
BEEIR BOAEOUS, Bl SR A TAEHPIRES I DU 5 SR U R SREBCE B (K ) o

a) Mg,
b) sl “HH” APHEEERE.

Updates

View Conflguration >

o mili “HN” AFEE.

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d) ESCERiT&l.
A S I R . 535k, TR RS N A2 QAT . Bad i

=

i BPAT IR D, B MBS O TR ORAT,  (E I R PB4 i P B
Bldn, LR RIS AE R A R B 12:00 (REH] 24 /NIHRIERRTE) S8 — O B 7R

Set recurring Rule Update

Freguency

Weekly

Days of Week Time

el o0 = - | oo =

e) REHRTEF.
FIRG WU LA BRI TG 2% 70 B LRI, s SRS RIS

xR EppEnEREs 1



BEXK: EpEnERREG |
B wmmitsm

Ml 22 4 e RHLLE A T S g K s f, O RS A AT IR S B SR, LR

BEANIER P BB BT RN TR 22 4 RE PR SR AN B, O AR S8R B 2 IR IS TR SR AL 2R

TEILIE R

a)  miliRE&, REATERATNEERE.

b) i RN AL T SR E R .

©) A, EHEEAIRVCEE M. BOASOL T, SRS AR Z S, HufT g, Ll
BRARAA

d) Ul REE, A TR 2 R

e) MilIBRAREERE (WERMARIZHEE) .

f)  AERIETR L, Sl BRI +, PR R EIRE IR BT AU T DR U
SEILI T L, DR B
AR B M AAEAETIR R, WERTEEI. N BRI WER I TR AT
15, VDR B] TP L HEAN B0 R 2 () A7 AR R A2

g) A RE RN E 1
WERIEFNTEAAEIADA R TP Huhit, W DMK Ul +> MR R, S & X Le ik x5, 18
A UL 812 e T 1) €1 2 37 090 28 3 SR A RIS I L83 52

h) gl URL B3R, AR UCR L/ Z 79I i + > URL R, JEFET URL I, siddiff
E LR L s s
LB, T oK H QK URL ARSI BZ 5038+, DAL E A A AR et i
KR +> URL X% 0T LUl s SRR R I BIZ# URL X RASIIFTR 5 .

) s ERR, PR EEESEEIER, USRS 0 LRI E A e B e . R
iE, RO
URSEAN R I H RS0, BEOREBAT B R VP Al SN TR R D2 Ak U TUY] . AR SCT A
ARG SRS as, BUERIAT I FE RS a5, DMEORE S ) I A0k 2 ik 55 4 1.

2

C

Logging Settings

CONNECTION EVENTS LOGGING D

J) AR, BT DR E TR AR BLE SR S I 4% B URL W%, G2 EHIESZR A4t

AREIEFIRAGEEIER “SRVE” FI3. EALEBISNIZR. Rl sha2 ik ok URL 4
DUERLIES IR, RS feVFiZ bl o URL (R4 A% 386 2 U7 1) 42 SR o S ki ks 5, )
DABHLEIS, ARG SR 0 A P 8 1) ik et A L, ) DAASE R 9 A 90 38R s B, AN

B s AppHnERREG



BERE: BHBHNERES
I
smarEans [

it LM BRI R, XA Uy R RR O (WRERCED TR, P,
RARATER LT B, XA A N R A A 1R U A B

S Rl F TR AUIN) (530U R U T I o e e R 7 o = A Y < P 1T B3 =y T
PR E7, DL A AR AE SR A s ik 5 URL
FER6 MR
a) s AR I ARE A AR

b) i IENERE H4H
BT ASERG B e, WnT ARG, A Jn PR B AR 55 81 3R B g i %

T—5Htta

DR CVUINET AR, X IN HEP 2 B R SN TR Bn Bl & H AR A DGR R .
PAVPAL IR L5 BORAA AL, R A W28 2 75 0 2 00 22 e A T At B 75 i AR A T PR AR SR 42

5l o
X, AT “ U5 R AT ST il i b A5 SR A I T Ol o Sl DAE S AR 4%
hER AR LAR BB P SWAE N R BUME B, RO REAE AR I B AR L

anqAT PELAE TR B AR

FH P AN 115 3 228 H EC I IR sy pi B G AUSE A v (A G ) i s el R IR KB o RSS2 A5 4T
O R AT it B8 )k S R R e AT DI S ab L B S =€ /¢ LRI w46 rl C W e aNoe S E R N
KIFHIR G o XEEXT A e & B rTAT SO JavaScript. |75 5558 o S2IEGL IR I 30 25
ANAMBBEPAEE RN SR . HIEW 22t EWE, BNEREEMNS, AR ZYIHIEK.

A5 FH ST A SR WA WU A S S AR B A RS R R . ok, A8 mT IS FH SO SkEmg AT SR 0l, - BA
FOVFPE TR & BB AT SCPE, AN BRSO e 5 5 % s A

AT P4 A% F Cisco Secure Malware Analytics 2 oA 9 26 it 1 HHRS ) 21 (P05 B ARG R AL . 5 8
B O] iEFE B ECM, PAME5 ) Cisco Secure Malware Analytics 7~ JF 2GR M. ik &l
BIFF A SAEI SRR, EOBAE % SCPE () SHA-256 HI5{E K 2 i) Cisco Secure Malware Analytics 2
PR AR ZC AL E . TRERALE T LR IER . BERERE GAWAE) « WAIoik
JE#% Cisco Secure Malware Analytics 2, 4L Jy AR,

T I ST SR L U T P RUAR IR, R AE S VR R G A HAL BT U7 [ 428 R0 ) 2% A1 P o o
T, S S AR IR (AT AT SO

T HURENS 2 VR UL PO RO PR B SO SRS o 0 T BN R AR B BRLE SR R, RGN AT R

xR EppEnEREs 1
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BEXK: EpEnERREG |

UK

WERMAR ], 3 R AR A EAPS VFRTIE

B NAR S BT 75 TIPS W mI UE 2 A, I8 WA 25 A S0 R A B AEAF T UE A Re A FH SRSkl . BRI 24
B PR VAR AT e, B8 FZF f IR PP R A . a0 2R EyE M e es,  TULDA 20 S B 75 B4 AT IE
FEE BT INRIELE Cisco.com [ RE B A B A K 1 o

a) &
b) At “FREFHIE” P EEEE.

Smart License

View Conflguration >

) WERMARN, WEABERGREA T AR (Enable), WKL, WAEIPSAF Hifi.
ARG SA G VE nUEE MBI, SOTEAT N PSR R ARV R, FLA%
%H)I%‘E&%Jﬁzr\‘ “%i\j ”

SR ANEZ AN U ] R U3 SCAF St o

iff 2 MR L6 R U G 955 B A A B A R B . AEA R, FRATT SR SO A Jn 2]
Inside Outside Rule ',

a) fEESEH TR .
TR 2R 45 {0 7~ i 1e) 32 1) S
b) K bR LE Inside Outside Rule £747 M (3R AE SR ICHS B o gm RO BR bR, AR5 m i g

ks (@) LT TFZH.
o) W MRS SRR B AT, AT UL

Order Title Action

1 v Inside_0Outside_Rule

d) AU RREIEIR .

e) Ay BAYHH M S A Sk
T F LB NI R B BB R SR EITEEI, 172K 2 s oA B A AT SO,
Ji 5% 25 ) Cisco Secure Malware Analytics zv Ui SCAEAL S, (HABUTRHIE. R IEREAEE
SRR 720, T = AR WO SO AL 7 SUREIN R, RS AT AT S B S

B s AppHnERREG



| StExs: mmBEEREs

mmmrEsns ]

A5 FH At SR ms At m] DARH L S R AE o X LGSR FE R SRS ), AT BH AL A% Microsoft Office (B%
Office) FIPDF kY. Wit iii, BT PSR, IR e n] BHL b FH 7 ) LAt 9 2 360X
SRS W HRCAITF AR TER, 0] DLEFRIX LE RN

XFARY], HIEFEERAEERYE.

- Editing Rule Inside_Outside_Rule (2]

Name | Inside_Outside_Rule n | B Logging: ON B Time Range: | None | Rule Enabled: ()
‘ Select Variable Set v B File Policy ‘ Block Malware Al ‘
4 ¥

All Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Edit Access Rule
Order Title Action
1 W Inside_Outside_Rule
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY [y CONTR(
Use file pol
Malware Pr
Block Malware All i policies 1o |
regardiess

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.

) il BRRRRGEIR, Il e ik “SOrhd” N B A .

BOATEOL R, JoR IR sing, SO HE sy e B BRI H il 463k
P R TR P PR SRR AR R

FILE EVENTS

Log Files

g) mdifRE LLORAT
ez RN T
a) s P A AR E e AR

&

| xR EppEnEREs 1



BEXK: EpEnERREG |
B wasienzsEmRzs ORLEE

b) s BIERE 14 HL .
BT USER B e, W ARG R, A Jn PR B A 55 81 3R B g s i %

T—3 it a

DR ORI AEAT SO B R, X I P TR S BT 4R W SO SO A e
IR AR e T ADPAGIXSEA5 L, DUR 78 f5 1) I 28 A SO A B T 75 5 5 22 22 A Py 4 e o

g S re Al i (E SR A% (URL 33D

TR 28 ] BEBEAT R4 S AP SR o RT3 S A P RO vl [X 0 3 5 S T AE AL A I I 235 B A AN
WS IXSEHS IR CUE TR SO0, SRR TARRCR, @ RiktsE (pl, 4en
AREO TAEA D LR BARTE S Web 9450 i

T LU T URL L 80K E SCU7 1) SN (K W] 1252 1 SRes o S8 mT A -8R0 (Blnig i) da,
RRFERUIC 3 U N FHLLE A REAS AR Rt o X F-IOMVEIE, R m DL S B AR VR B BLLLE PRyl e (1A
AHEE o AR 20 S A BN 2 4145 9 URL, 2 i fLE .

A FH 2R R 25 B 8 > TR A SRS QR RN B . e vk n] (RAIE R G0 F U I M 4 i it ) s
e R B B e 2 AN W BT S8 URL DA AT URL (R 2R 50 R0HT UG 145 B, DRI ] LA
TR A GAE FH B BRI JE PTG K1) URL. ARl sl iorr . Siglisfy o A8 9 28 1 1
28RN AR (RS U IRV SR 1) 52 R i LU T SR RS 28 SRS PRk JE S

PAURREFP A4 T AnAer A FH URL I 8 St ] 452 A P S o AEAS, FRAT DR BHL 1 S 8 28 0 PR A Ao 4
B R ATAE RS (R4S WY 3 A 43 25355 1 badsite.example.com.

UK

TR WEREARPAT IR, 158 M URL VFRTIE.

HAERBH URL HAHE, A #EEH URL 0 FE2E S, & EE IR FH i S R
AT R VAV AR, A A E I PR A . R CyE A A, DDA 2 S BT R 4 T
WF, IR INRELE Cisco.com [ GRS RS IK 77 .

a) Mg &.
b) sidi “HEEEVFAHE” A EEEE.

Smart License

View Configuration >

¢) riifi URL 4191 /BH (Enable).

B s AppHnERREG



| stEsn. BpBENERE

smmsiemEEmgn Lz |

RGNV S O, ST AR A VR . ANV e T, L%
Ifﬂj%a&y\jﬁﬁ—\‘ “%ﬂ\j ”

IR 2 G URL 315 ) 2 00

fesiy

REAR LS A ] U e (Rt s A0, PSRRI o 0 TP G 0, RmT LB — T,

XFRHEEZ IS (B4 ) $AT “RVF” #0E. BT U I I A7 N 26 BRI & URL 2 15 )& T

N

gl BT AR AR 55 0k 5, A8 2 eI SR 2 15 1L

B, ATAEAAAE R SN R URL 200 . BH LB SRS 23 sl R A TR, BT AT 22 345 Al FHLLE 201
HEREMFONE L, A2 LIS

a)

b)

d)

FE LS R SR
TR ZR ¢ Sk 7 i (B4 6l SRS
s + RS IR o
(LT V05 SN 71

o WG - ERYCKSFORIN R0 205 ) 42 SR (AR R o (R, b 2R R A AR 5 AT R/
HR B AR A AT RN 2 /i (B0 S MRZ R JCVESRAG UL (AN VLS
AN, RINZNEERAE R LRSS — AN o X, BATRAE ] S s
B C E Y1 H) €U 1) Inside_Outside Rule AHIRI AU/ H . T et L2 G 7 I AbREI o
N T B K PR BEHBAR Uy ) P2 R0, de R )R BB E RN, DL PR ARIE R SEVFIL
TR IER . T RG], R LA .

* FRRE - A IZFEE T R4 FK, 191401 Block_Web_Sites .

© #R4E - LEFEMRLE.

Order Title Action

1 v Block_Web_Sites @ Block v

7EiR/ B #9 (Source/Destination) L+ [, s + LLTFFiR (Source) > X13 (Zones), 4R JiLH
inside_zone, F7E XX UFHE F A #RE (OK).

AR TR 5 S BEAR ] o ety + 4TI ANNREHE, W s S BRI H .« T Bl
HEATH, sl Gk H R PO GEPA RS ITIET ) o FEH G, il
RS A RER eI RIS b, FURIE I H JFANBERE I H 0 25 o

xR EppEnEREs 1



BEXK: EpEnERREG |

B vaserEsERgs RS

2

h)

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks ¥

¥ Filter

=N

a outside_zone

-

Create New Security Zone CANCEL “

TR 77, 4 B R > X8k outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pons +  Zones +

8 inside_zone B ouside_zone

sy URL 5+

RATTZER I +, AR5 PR EE5E 42 B 3 B 2 o

FEARGIR, WEREPRAE T M2, M Rl ORI AZ M 2% . T eI Ay B RH LB A
e IR B ENIE EEH AR 2h A EARE IO, TEERRE URL FBUMA URL, ARG il
B, RO 2 W E il S R ki o

URLs Users o Intrusion Polic:y0 File policye Logging

CATEGORIES *
Botnets Reputation: Risk Any ~
Malicious Sites Reputation: Risk Any ~
Malware Sites Reputation: Risk Any L
Social Metworking Reputation: Risk Any ~

TR AR L7 AR AU E SR AL, 3 IO EE . RS, HBOH LR
T, RIS BIR B miali B B A7 B O 1A

B s AppHnERREG



| StExs: mmBEEREs

smsmemazemgn oLz [l

Social Networking Reputation: Untrusted-Questionable ~

Questiona... Untrusted

ANY o

0 If you change the rule action, the reputation
range you have selected might flip to the
opposite range.

Include Sites with Unknown Reputation

R 2T O 22 MR 7R 2 ARVl i, A D2 SR Rl e AERXFME LT, RSBHIEEEE T
CHIBE” RN CARAFAL” TOHAR A I PRIk, BT R A% RS U ) KURS AL R T AR AL
P35 o

B REERMBISE S IEDL WA ARG 21 URL AR5 2 ILHC I o ot i 3
ARVEGL, I Hah fl 72 AT e 2 oht T At s BRI T R S sl e VA 1 5

AR, n] ARG PR B LB SOV AR RS 2R A R E 2 1
i) AFONFIR M URL FIRSSIA +.

j)  ETRHOUERER RS, AU EIE T URL R,
k) X T&FA URL, &k badsiteexample.com, #XJ5 s ihiffi € LLAN XS % o

AT DO IZA B 46 € 5 URL MR RR, AT LU R E AR AR 4T URL, 2085
URL FIPRSCER 7Y, HASInR 55 2% 4 5K o

New URL Object

Name

badsite example.com

Description

URL

badsite example.com

D EFZEONE, REEEEE (OK).
E G 4 SR IS Do 5, BIR] D7 EHER 200 SR B SR e Bt R Bahig .

| xR EppEnEREs 1



B wasienzsEmRzs ORLEE

BEXK: EpEnERREG |

Order Title Action

1 v Block_Web_Sites

: - e v 1 . . O : i :
Source/Destination URLs Users Intrusion Policy File policy Logging
URLS CATEGORIES

gf‘-? badsite example_ com E Botnets Reputation: Risk Any

E Malicious Sites
E Malware Sites

Social Networking

Reputation: Risk Any

Reputation: Risk Any

Reputation: Questionable

m) g BRRIRREIR, R IRIEPHERE B RIRE > SR AMERAT.
A A I H R0 %A R G 2545 RAd N Web 42 TR AIE R ST
n) s E URAEIZH
(A3E. ) W& URL T JERI LD,

FEJ53 1 URL VFRTHIERS, R Geex A8 i T Web BB A 0. REUEE 30 Pl fr— T,
AN Bl 3 AR BB ke SRS - BER J AANAR B, W] RASC LIS R

a) Miliig&.
b) KXALRGEIRE > RHEIRE > URL FIRERW.
¢) ft£ URL EifjiR I, WL Kt #HEEF Cisco &.

U 22 e 1K URL Bdls PR A BEAT 0l )90, Cisco o AT e AT 038 miR IR Z, ST
JE) AR B I T ATE A Y 52 URL 33K o X6 DA P9 A PR AT 22 20/ URL Bl 2 (19 i AR e M
o PRI

B, 1T LK 7 4 B AR HHR i B Cisco 2
d) EPEEFLN URL E72EFE, il 24 N
e) HilifRTE.
SIS B
a) SR AR I b

b) sl BNERE H44
T ASER B e, e DA R, A Jn PR B A 55 81 3R AT 2 g s i

B s AppHnERREG



BETE: AMHENERE
I
mmzsiAnER

T—%#ita

BRI, PR TARCRT S W T 46 Sl 7 URL SR AN 2 Bl B e AR A5 o JmT APPAG LA
SVUABA 52 S5 1) URL 198 28 B SIS ANRE G 25 PR3t i, 30 Rt R R S SR P A A 2 I

T RS SEI RN, TR T Wk 0 23 AN B BEL LB s F) 75 )

an{rI 4= Rz A B9 (3 A

Web C S0 AR N T CIp i T3 ST a3 (N~ 6, IR A Web Bt A H il 2%
s AN D A T

B9 0 o A R S A T RO T o A BT RT 5 NS N R0 el PR, i AN B B0y
SEIK) TCP/UDP ¥ 1o DRI, RIMEAE AR TR (3 11, o m AREF6AE U PH L E o fe v 5T Web RN
HAR T A P VR a B LR R 2 N ], (HAR AT DO T 2R 200, il MR BRI S5 AHSGHE S A
. i, smr a2 D7 Il IR, TSR0 O BELLE A b 45 AR S B AT P et UG Y
WR A 2l A AR LN T P AR — A, RGT b2 i

MRb2 T AR GO IR Kot 4 (VDB) BB 9% S i i FAG B ARG & o AT, BEL I e RS
(ORI AT 18 B0 205387 R i G e 4 T 3l SR R

FEBCAE I S0 rh, AT L I - BB 2 32 PR MR ER 23 (AT AT B H

FHia Z |l

LA P S B s L e A T S A RN T RS I 28 3, 2 6 e ARSI 40 T ey
W AL G S BT BAAE N A2 TR h 0 A I S5 e e 1 ARSI B A £ 1 P 24 B s ik
TN B RN .S58k, AZAE T EBIEAN T W] 2 HE VDB B0RT, BRI A ER . 155
WEEWISER VDB, DS A IEG U N .

UK

S QI TN B U5 .
a)  FEESR ST REE
AR R 5 S 7 i (el 1) SR o

b) A+ A

c)  BEEMF. b fElE,
o NG - BR UK B80S 20 07 b 42 I SRS (A R o B, SR 0h Z00Ks b MR U JECHE 7545 A TR 35/
H I e HA A AT 2 57 C B, A NRZHURKS TV 3R A UC R (— AN E RN UTRC
AR, BINZ R A R P UCRC I AR — D) o XEFZ R, FRATTREAE R S ) an
2% e B W 18] )2 /) Inside Outside Rule AR AV H B AT feth 265 7 HAt
g T BB M S v I SRR, Bl R B E R ), DURF PRI e SOV
LA ER: .. M IoRG], EEE L VE AT .

© BRRR - A IZRAE S — R A4 FK, 140 Block_Anonymizers .

I xR EppEnEREs 1



BEXK: EpEnERREG |

B vasnmmmEs

d)

e)

g)

© $RAE - EFERRLE.
Order Title Action

il v Block_Anonymizers @ Block

7EiR/ B B (Source/Destination) i£ i+ I, i + LLFTFFIR (Source) > X33 (Zones), RJEiEFE
inside_zone, FHE X IO HHE F1 i B RE (OK)o

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

ﬂ outside_zone

Create New Secunty Zone CANCEL “

Y MEARR G 77k, o B RY > Xk +£# outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks + | Poris +  Zones +

8 inside_zone B outside_zone

i R R .

BEXTRL R Ay +, R Rt O LA R A S R I AR A

=PI S Re kA VAAEBU RS A S0 I | o 0 NI IVA EB US| B S vk ok (NP ER TR Y S E
BAEVT PR A5 e AR e, IR IZARUE S A7 L DE et 5o BRAR N 54 5 AL
W, A e D A Ol HE R N MU S 4 A b A ST

FEIEFERRAEINT, RHEHEIRARIK) “ N7 SIS HER on AT S R rE R N T o G 55 PR R UKE
FIEIZ LR ]

FREFLIIR. B, ETaEaAERE SRR PTA N (B, REAES 20,
TEPT VA4 KU AR im0 o 1K 22 B GUANREBEL LB N ] o T A S IR T A et i A A
DA A RLE NI AT S S e P . TR, IXEEA13R ] REREAT 3/ VDB B2k .

FEAGIH, N “5)” FIRPIERE AR

B s AppHnERREG



| SeExn. BmHEEREs)

h)

)

smzsimmeER [

Filter Applications @  RESET FILTER

Risks Cateqories 1 selected » Tags Any selected

Any > Y Search Categories T Search Tags
Business Relevance Q Anomymizer proxy = displays ads =t
Any 4 mabile application mot work related
VolP high bandwidth
Types ; = .
web services provider file sharing/ransfer
Any W E-COMMante share media
- -
Filter the list of applications 33 Applications
T
Application Description
& Al applications that match the fikers (33) =
n ASProwy ASProxy open-source web prowxy
After School Anonymous messaging app.
B avocen Registered with LANA on port 1078 wepfudp.
LY Avoidr Web based proxy compatible with many popular social networking sites.

Rt ERs” SHEHE T T R (Add).
“RT REIR RS Do s 1z IR

Source/Destination Applications URLs Users Intrusion Policy

APPLICATIONS SAVEASFILTER +

¥ Categories: anonymizer/proxy

ot BRRIEFRIETR, R R IKIEFEE B BIRME > SRR L RAT
R 2B Y H RS SR AE IR A BE RIS SRR BEL b A T R DR B4R 1
R RE LLORAFIZ N o

T2 BB
a) s MU AR AR E A AR

&

b) AL ENERE 44l

pilil
¥
ey

cui: BTG ES I |



BEXK: EpEnERREG |
B wmsmem

BT USER B e, e ARG, A Jn PR B AR 55 81 3R i 2 g s i %

PR3 I AR

e, ST RESA/EM DR TR A 2 “ N7 Mt ZFENER. PR A/ER®/ERIF T
FLIE I AT A S 2 57 (R ]

BN, 3dRT LAAE Web S22 i T AR b i P FH IR AH OGAR U2 o RE AR A THI AR S s 5 B BSURH R PR 45 R
BOERR T T B0 S T ZOR SR IR, A7 NS A AL I, DA BEN K B 45 21
R AR

AT 7 A0 Y

MR & A L, W] DOR e R A Wbl (A th 2% ) b HoAth S AE IR 55
IR ERRIRZ . XTI 6], AT A LUT #1733 %
s TN IMLS, LT M 192.168.2.0/24.,

* %ML DAL ER S 192.168.2.1. fEAHH, MIEATAI 2B O, 5y Bl e il
ML MO, IF AR M >80,

o R &WAE H DHCP 4 P& o 1 T A s 42 fhdbl, i Akt h 192.168.2.2 - 192.168.2.254.
o SOV PILE T in) oAt P S R SR RN AR TR 48 o A 2 AN P 2% vt ol ] NAT $RI s SE bt

)

AR MORGIRE AR O RIBR AL — 803 o IR 2 O R B, T 20 S 4 L AR A7
b miER, )5 HRAT IS B R

FHia Z |l
s W 2% L B BEAE BB R PR VRIS AL o

RS

B EEEA,
a) AIRE, AGREORME R, AR5 TR DA R ENSIE,
b) HE BB RS AR A (B VT AT KR S ek 107, ARG s ahine b (@),
o) BUEILARENE.

« B - FEOWARR. fEAHIT ) insde_2.
« R - LR

B s AppHnERREG |
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d)

KT - ASHPIRS TSR % .
* |Pv4 HIEE TR - £ 0P SEBIE BB, ARJE M 192.168.2.1/24.

Edit Physical Interface {

Interface Name Mode Status
inside_2 Routed . O
Learn M
Description

IPvd Address IPv6 Address Advanced Options

Type

Static <7

IP Address and Subnet Mask

192.168.2.1 / 24
HHRTF.
$ 119 0 S 7 S ) 4 IR AR IE &L 1) TP Mk
GigabitEthernet1/5 inside_2 Q Routed 192.168.2.1

P2 %I O RCE DHCP JIR%5 4% -

a)
b)
©)

d)

Aidiig&.
HikR%iIEE > DHCP IRE .
fiidi DHCP BR&S 2831 < .

e YE I |

TRANE T P WA DHCP 425 . WA BAACE, #RP A& N E 01— DHCP i)k

554 o

MRS BT+
P B Ak 55 A R 1

* JBF DHCP AR %588 - wichi tbIT A %R 554 -
* O - EPEEHEU DHCP RS AT e BB . fEABI Y, JEFE inside_2.

o Hhdibith - RS Ae ] DL 2 rh e A AR AL (K Mk . SN 192.168.2.2-192.168.2.254 . Tfiff RAELE
W 2g il ((0). B2 THBHE (1) B0 3B HIHE (255)0 S3Ah, L SR IR £ e (R A AT A A% T i FH
Aduhl, M HERR X S bl AU — RS RE, BT DATE MAZE G T Sk R R

PEEp AL

xR EppEnEREs 1




BEXK: EpEnERREG |

B vasmrm

Add Server

Enabled DHCP Server O

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

192.168.45.254

f) i %n (Add).

#  INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

TR 3 K%L IR N 24X

LAER O LS5, 12k AR T2 X . e 2 X S i . L, AEX P i
PRSI} 5 e W A E b L S VA S e Y Mo

a) fEFRRP RN,
b) MHZHXTEFRER.

o) K EUbREIE inside zone WRATAT NIIRVE ok L7, ARG Mgt s (@),
d) ATHEOTNK +, %EF inside 2 #2110, AR5 ABELARTHE.

Interfaces
+

inside

inside_2

e) iR TE.

Security Zones

3 objects
L NAME MODE INTERFACES
1 inside_zone Routed inside, inside_2
2 outside_zone Routed outside
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JE, VT RN ER AR E P . AEARBIT, FRAVBOE R T8 L ) SR E A FLE
BRI DI, R4, CLAVFNEE D Z R s . WR S f @ IX AR ),
e SuRliAi
a) fERIEHH i REE .

R R G 7N a4 ) SR o
b) Al + IR .
c) BCEME. briAERlE.

o WURF - ERVCAREFTA IS I 280 Uy 1) 42 U SRS O A R o (ELIE ,  ASb 200K L R I TBCAE AT 5 A )/ H
O S A SAF AR RN 2 /5 CETTD SR NHZHNERE TR UL (— AN LR — 5%
RN, BZ R E AR AP VLR — 2D o X T, BATTREAE I 50/ H
(7 2 A, BT AR LURRZ RS In 2SR R -

* FRER - A IZHUTRE — N RSO A FR, 14 Allow_Inside Insides
< #RAE - IEFRIF

Order Title Action

4 v Allow_Inside_Inside

d) 7EiR/B#8Y (Source/Destination) £ I, s + IATFFIR (Source) > X1 (Zones), 2R JaikHF
inside_zone, i £E X O TEAEH 1 T E (OK),

Source/Destination Applications URLs Ust

SOURCE

Zones +  Networks +
Yt

ﬁ outside_zone

Create New Security Zone CANCEL n

e) IMUMHFEIMTIE, A B > XigikF inside_zone,
AN, DUE G H bR X k.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Newworks +  Ponts +  Zones +
8 inside_zone g inside_zone
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(Fike ) Mo ENRACEE PR .

BARWIEE DAL T AR, (BRI W 2ok B ICA R ERE R R 2. RIL, P T REAN S
SORE A A 45 5 Wi-Fi S0 s R BBt N B2 AL DRI, R RT A B PAY 0 ) % T Y O
BN AR

T EHAT LU R AE
o M NREREELET R, ARG, IR BOESE T A RER” .
o R SCHESRBRLETR, SRJRIERE “ B PrA R AR S

st BRRIERIETR, R RIEFHER B SIRMIE > SR IR FILEE R AT .

SARMHELSR, AR S TR AR AR B HAIC %2 [ il mas s n
gt R, P Bondtam s b I,

TR RE LLORAZ IZ A o

FIRE AT OB 1 I E SOITH IR S

TR 1Z 4% 195 %) inside_zone Z¢4x[X., inside zone [T B SRS B & N FH 215 W . HIE,
T A LG TR A A I IR R, A DR A Jut Y AT A LA SR s

IR e AT RC E,  RIAT A ] LR S .

* I 183 %] - Inside Outside Rule 3 1481 F P SNA R 48 2 TR P BT It B . 0 SR 448 42 B i i A i
HEBIHAT THAE, ZRIE I ST NRROE R KA o D20 — 25 LI SR8 I 4% FH 4R 8
W 286 2 1) () ey B, A0 DU FH Pk DGV ) IR o) sl A A5 o 9%

* NAT - InsideOutsideNATrule iF FH F-1& 2 /M H: AT #2100, RSN T80 PAT. R
TUEFIN, ) AH R 2854 28 AN 465 () e 2 R TP Uk B 38 S AR 1 TP bk b (g — s 11
WA A 23 A2 LI N 1 B 5 42 11 88 inside_zone 32 11 (RR0 N, AT g 75 2 37 BV @) et —
F-SINIR

o B - WATEOAG S SRNE o (S, A SR BT A R BT T ERE, AT RE O T
BT X 488 EAT 5 3 BRAIE PR B 00 SR o G SR IE I B0 Sk, (EA S AR TN 4 B H P A5 R,
T B AR TR

ez L RVNAIE T
a) R BRI ERE E R Kb,

b) sidiSLBNERE FLH .

BTLLAEAF AR e i, WA UL RE, A Ja PR B 55 9 R B B8 I sl %
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WA T W ep ) T ARG 275186 DHCP $KE IP kil DLR A2 75 AT fa) oA Py 35 4 28 1 41 355
S o AT W4 T T B RN A A T 2 VT A P 2548 FH AR O

A H BN RIS W 48 E R =

JEHM S5 AV 2% T BB BN KBS R IPS (NP R SE) 2Bt . WA OThREE Rt 1:3)
Wz Rdr, B Fe AN T EE IR B -

B2, BEn LI T B R, Ases Lot 2 s fedlom 0 Ergii e . s 2]
?ﬁﬁﬁ%ﬁﬁ%,u@@ﬁufh&%ﬁ%ﬁim%kizﬁﬁﬁﬁ%oﬁ%ﬁ&%%,@ﬂu
PRz B Mg B P IS URL 2850), 454%.

SR TR e H ), (R A DU AR = A P AT R, T & T S i R i IS5
filtn IDS (NREIRSE, MBI o 0T LAFERCAE F B shde VO 307 kb eh e 1, DA
{ éﬁﬁAﬁﬁﬁﬁEﬁﬁ%tUﬂﬁélﬂﬁ‘*

LA LR S 28 W] 4 5078 8 AR G ok o0 A AT AT () A e L 11 A% 33 PR U 6
\}

ER AORGNE T B % . IR LK threat defense virtual £ g ah AR, (H 415 B2 A
[, ARVEE S, 1S4 Threat Defense Virtual #7804 F1ACE VLAN. 150, R HIEH
threat defense virtual.

FHia Z |l

%Lﬁﬁi”EL%WWﬁﬁmﬁﬂ FFSE AR B R BEE ) 3 BEER SIS, Bt i 204
PRI T 3R g8 2 ST %%%%$%ﬁﬁﬁﬁmuﬂﬂu%£@%(7 REFI A S
ol B R AR S .

R RS A SR RG (Policies) > A& (Intrusion) UL A2 SREE Jo FH R 48

UK

SRR R AL L BCE SPAN . (Ag#iedin L7 M) B 1, I A 1 e B A 25 10

LLR 781k Cisco Nexus 5000 551 A8 bl (PP /N5 1S SPAN g IR #4516 . W SRAEAd
ANRIZR ML, B a2 RS AN

switch (config) # interface Ethernetl/48

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 1

switch (config-monitor) # source interface ethernet 1/7
switch (config-monitor)# source interface ethernet 1/8
switch (config-monitor)# destination interface ethernet 1/48
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i
+
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switch (config-monitor)# no shut

Coan

switch# show monitor session 1 brief
session 1

type : local

state : up

source intf :
rx : Ethl/7 Ethl/8
tx : Ethl/7 Ethl/8
both : Ethl/7 Ethl/8

source VSANs H
destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled
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UL HE BT B 2 AORAE T K o AR R B A LRC L, K A BEIE R RIAZ B LK M

1/48, XN HERE A,

YR 3 R P A L e

a) Rilig&, WA RO s, MR # 0O Ether Channel .

b) B4R () U BE% 11 5% EtherChannel (%548 b (29).

PR ARAE AR 1 o S SRR A8 v (e VR A sl 1, S8 MR 22 A X I B

T, IR A% O A
o ¥tk onmrE (@),
dy AT FRCE:
OB - HOAT, B2 48 MR,
- HER - R

Interface Name

monitor

e) MHERE (OK),
FIB 4 PGS 274X .

a) EFMER, RaNAXTEFRERX.
b) ridi + %4

o) HIAXNZMBEMAUH 5FH AL . #iln, passive zone.

d) TR, IR
e) st +, WEIEFHEEL.
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Mode

Passive

FREFFF AR /NG . 130, monitor .

Status
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Name

passive_zone

Description

Mode
() Routed @ Passive

Interfaces

E] monitor

f) Hi#E (OK).
PES PEh X EE A s AT T R

B g (R0 N A Y e TS AR R (RS R ln, W RS RS RSN E A IDS (R &
48, THEE DA NG A VEON . W R AR S SR URL 2K s, e S0 —A R
H URL ZE 50K 30 Al

FET UG L R, DURA € AR GEAS HT BHLLE 8 th i 1 B R WIR et S SIS bR IR BEAT 4
BHAE, DDA DR 1, (ARORTR SR B R G W R B P 4 E Mo

LA A 2210 2107 e 22 RN F) S B 3 o X S Ut ] T e sl 1 o I R PR ) 22 42 XA
A TGS KAL) R X A

o el BE b, 55 13 5T

o WA BEESS AR AT, B8 17 T

o WAL St P S2 A Semg (URL 38>, 58 20 0T
o WS OAE R 58 25 T

DR R G0 7 4% S0 VR U)K B TN AR S I B URL 0 $dis

a)  IKUKIEPESRBE > iy iaisE .

b) AU+ IRINARVEITA TR RN S R

©) IEFELAENMMINGT . R LEER AR TE B, RIFA S 2 HS . WA AT B e SO,
T R IX BRI E PTG A B, DA% 8 0 4 0 11 (3L 5 AN DG X S8R0

d) AN FR, U Passive |IDS.

e) XEREEFERIF.

0 fER/BfREDR B, PR > R FREEX . ABRCE R AT AL

FEVAASREASATIN,  SER B R -
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g)

h)

)

k)

D

n)

Action

Order Title

Bl Allow v

Passive_IDS

Source/Destination Applications URLs @ Users © Intrusion Policy L
SOURCE
Zones + Networks + Ports +

ﬂ passive_zone

R ANRRBGIEIR, RGBS s BHTH, IFIES TR S FMER AR RN CRUCR LSRN N
M RZHME) .

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity v

ri HRRIRRIETR, JFE PR R G Ry H &L sig i

SELECT LOG ACTION

O At Beginning and End of Connection
@ At End of Connection

O Ne Connection Logging

MiiHE (OK).

s + USSR R GE AT IR BE AN LA € AT HTTP 153K (¥ URL FSE50 (1 R o

WL SR, T DL AR T A URL 2RAIME R . b 1A LB g mtE e, R4
TEZ /DA —NMRE URL 504 AF U7 i) 42 U B 2 URL 28031

HERE LAE R UG o SXFE ALK B AT — AU (Passive_IDS) by W S5k S CE /e
R GEH T HrARED JEIH, SR Kz A 23 VU I O e ) o

B NKN 45K, 91 Determine_URL _Category

YRR SE SR

B, RTDOEPEBRLE o RIRAT—HR AR HE T LS I U () E 1

FERIBHRIENR b, ERER > XU sl IX . AR E LRI L AR HAd a1
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Action

Crder Title

Determine_URL_Category

1 ~

Source/Destination Applications URLs @ Users © Intrusion Policy 0

SOURCE
Zones + Networks + : =

ﬂ passive_zone

st URL SRR, i BRI +, R IEFAEI . B, ERSIZEMITA. o

0)
H, WTLOEFEESON, sRBEBRNE AT .
CATEGORIES
Search Engines and Portals Reputation: Risk Any -
p)  AENERERBGENR, FEPUESRITH, JREFEEA S AR 7] A AR S0
qQ Al BRRIEFRIEIR, kRS R Ay S0 sk I
B2, WREIERBEIEHRAE, G IR P FFIAFILE RS . T A & AT 2L,
HBETEEHTT AR I IR H B A5 B

1) M E (OK).
(A%, ) ToE HAth 2 4 5 o
JETT DARC & DL 22 2510, TR e AT DN R 1 52
s B - WEEH PE R AT LAE S SRS TP RCE RN, LB AR S Y8 TP s eGP e
12 Bl 11 S it Sy SRS 1R 3k R A 5 PR B2 1 St 4 SRS TR REAR I o TR G FR G SR N T i 1
I8, 55 6 TUFTIR Il FH =B84
s REEEE - LA R IP HuhbA URL. A XPEAE R, WES Wi BHb sy » 25 13 1.
[RlE SSL i K e 2%, AN H

IR

Wesh sz 1 L BT 38 i X R o0k TR s 20,
TR,

pE

TR HNERE
a) i AR ERE E R KA.

el

b) riliIZENERE H44H
BTLLAEAF B e AT ARG RE, AR PR A 55 9 R B I s il %
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B T AL F R B2 A, SRR R IR 55 BT e AR B B . S RT REXS T IR 7S
B

7Bl
WA H TrustSec %4> 2 A ic 72 il 9 4% 1 ]

W 48 bt 35 3% (NAT)
| Pv4 it NAT
o SN AT Web IR 554510 V5 AU (A 3 NAT)
* FTP. HTTP Al SMTP [Nkl CRAT S D3 K804 1 3 NAT)
 FeH R HbRI R (3 T3) PAT)
o A DN H bR bR 5 (3hATF3h PAT)
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« i3 0] VPN L HE % NAT
| Pv6 it B NAT
* NAT64/46 7l B TPv6 W45 55 40 TPv4 HEK M
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* NAT66 7l : 4 &5 ] [ 28 e 450
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* WA St RADIUS #2805 5
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