Y

= &

L :

— e\

T EEN IR

R EEABALIE R IR B YL — H B IR ) 52 8 VLA B SO B sg . eStreamer R X =+
HLEHE (138 SR 248 0T RIS X e i b, A o0k Pl SRIE T W B A0 LRSS ERE B, 15
Z ) E LB A2 ENLERE T B, 2R 2-28 T,
eStreamer fii F &% 1 BE b4 147 QX s 52 B F YU B O B . R R 5 1 BE L — %
iy, BB RS 1 BRIk, 5 4-60 T, SR RN E SO EE P A 2 B R e,
TR IUAE RIS, 5 4-1 TUR g SOX Se R s B ) 75 iR G IR S B B S B .
B IR Y FIAIH R E B EHLACE BRI HEME R, ESHUL IS

o EEEEHINCE SO EEE S 5.3+, & 5-1 A YT B NI B SO B e A .

« SRR HINCE SO B 5.0 - 5.0.2, % B-363 HAEH T A 5.0 - 5.0.2 KGR

MLFC B S50 B g 44 o

SR ENEE R R 5.3+

~

T HA 5.3+ 52 8 LA E A SR — BB BRI . B T b s, Jf

FERRPHAT U R, BRIIREGRIZ AL, ZER R BRI B 7 B IR
BRAE T R DLAE BB 454, 5 4-1 TP iGEAT B o 58 38 LG B ST Sl SR iy B S A
N 149, EEMRT ZARA, ZHTRCARRIBESER Y 140,

EE FETHRAREILNE S () 25T A2 I A SR H s
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5 THREHHESH |

W Ry E iRtk 5.3+

TR T 5.3+ 10588 B LR E A HE kg oK

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11|12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

SEHE T AHLAC B SRR (149) (Full Host Profile Data Block (149))

¥l P K ¥ (Data Block Length)

EHLID
FHLID (Host ID) (48
FH1 ID (Host ID) (£2)

FHLID (Host ID) (48

IP ikt (IP BRI (11) (List Block Type (11))
Address)

HFR G (List Block Length)

IP bt BdE S (143) (IP Address Data Blocks (143))*

B2 (Hops) I8 FH 1) 257 (31) (Generic List Block Type (31))

bl Pl E o e Tt i 5 R B E (Generic List Block Length)
(Generic List Block
Type) (48

JEE Ts?;jj’ﬁf%é}i B B R A RS ¥e 803257 (130) (Operating System Fingerprint Block

(Generic List Block Type (130))*
84 (OS Length) (£2)
] Derived
Fingerprints) ¢ 2 g ok WIE RYE IR K B (Operating System Fingerprint Block
7 (130) (OS Length)
Fingerprint Block
Type(130))* (£2)
PE R fa gk TH B #1E R AR SEHE. .. (Operating System Derived
¥ (OS Fingerprint Fingerprint Data...)
Block Length)
(42)

i FIFR L5 (81) (Generic List Block Type (31))

B %1% B K (Generic List Block Length)

i & BefE R GiR4re2 A (130) (Operating System Fingerprint Block Type (130))*
R (Server
Fingerprints) BEME RS TR 40 K & (Operating System Fingerprint Block Length)

BeE R GRS 25 388Uk .. (Operating System Server Fingerprint Data...)

i FH 41 2 2570 (31) (Generic List Block Type (31))
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TRRENSIRSE

SR ENRE SRR 53+ W

o 0 1 2 3
,fj 2|3|4|5/6|7|8|9|10{11|12|13|14|15|16|17|18(19|20|21|22|23|24|25|26(27|28|29|30|31
I8 FH 51 R H K (Generic List Block Length)
%fé;ﬁ A AR G188 257 (130) (Operating System Fingerprint Block Type (130))*
" BAE RS ¥ S K ¥ (Operating System Fingerprint Block Length)
PR RS % P e SU8HE. . (Operating System Client Fingerprint Data...)
i FH 5 %2R (31) (Generic List Block Type (31))
38 1 51| R K (Generic List Block Length)
Q/I?B AR A AR G158 257 (130) (Operating System Fingerprint Block Type (130))*
A

Fingerprints 1)

Bk R 4R 4L K (Operating System Fingerprint Block Length)

1E 2 4; VDB 184U54E... (Operating System VDB Fingerprint Data...)

i 5 FH2ER (31) (Generic List Block Type (31))

I8 1 51| R K (Generic List Block Length)

VDB AHL A R YR EU35RY (130) (Operating System Fingerprint Block Type (130))*
/4 2 (VDB
Native o, 223 H 4y 2 o . .
Fingerprints 2) BAE RGeS0 K F (Operating System Fingerprint Block Length)
#1E &4t VDB 5 40%4i... (Operating System VDB Fingerprint Data...)
i FIFR L5 (31) (Generic List Block Type (31))
B %1% B K (Generic List Block Length)
A B AE R Y484 35RY (130) (Operating System Fingerprint Block Type (130))*
a4 (User
Agent

Fingerprints)

BAE RGeS0 K F (Operating System Fingerprint Block Length)

BeE R G H P s aridE... (Operating System User Fingerprint Data...)

i FH 41 2 2570 (31) (Generic List Block Type (31))

B %1% B K (Generic List Block Length)

£l
a4 (User
Agent
Fingerprints)

BefE R GiR4re2 A (130) (Operating System Fingerprint Block Type (130))*

BEME RS TR 40 K & (Operating System Fingerprint Block Length)

BE R G AR 208dE... (Operating System Scan Fingerprint Data...)

i FH 41 2 2570 (31) (Generic List Block Type (31))

B 5% BK B (Generic List Block Length)
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5 THREHHESH |

W Ry E iRtk 5.3+

s 0 1 2 3
»fj 2(/3|4|5|6|7(8|9|10/11|12{13|14(15|16|17|18|19|20(21|22|23|24|25|26(27 (2829|3031
[ H] BefE R Gie 4ie2i A (130) (Operating System Fingerprint Block Type (130))*
a4 (User
Agent

Fingerprints)

BEME RS TR 4U K & (Operating System Fingerprint Block Length)

BefE R 400 FH 1R 2. (Operating System Application Fingerprint Data...)

i FH 41 2 257 (31) (Generic List Block Type (31))

B 5% BK FF (Generic List Block Length)

e
R4 (User
Agent
Fingerprints)

ik R 4iHe 42 (130) (Operating System Fingerprint Block Type (130))*

PR R SR QUK E (Operating System Fingerprint Block Length)

Bk RGP 9 4R L3, (Operating System Conflict Fingerprint Data...)

i FH 712 5257 (31) (Generic List Block Type (31))

B 5% BK B (Generic List Block Length)

3l (Mobile) BAE R4 Ha 8267 (130) (Operating System Fingerprint Block Type (130))*
R4 (Mobile
Fin%ee\;l;():r(?nt) A RS He 80 K ¥ (Operating System Fingerprint Block Length)
BE RGBT 8. . (Operating System Mobile Fingerprint Data...)
i FH 7 2 5257 (31) (Generic List Block Type (31))
B 5 F LK (Generic List Block Length)
IPv6 fil %5 %% A AR G158 257 (130) (Operating System Fingerprint Block Type (130))*
fe4l (User
Agent BAE RS #8800 K ¥ (Operating System Fingerprint Block Length)

Fingerprints)

BE R Gt IPV6 IS #e TR it (O%erati;\g System IPv6 Server Fingerprint
ata...

i FH 41 2 257 (31) (Generic List Block Type (31))

B 5% BK B (Generic List Block Length)

Ipv6 % J i BefE R GiR4resi A (130) (Operating System Fingerprint Block Type (130))*
a4 (User
Agent BEME RS TR 4UHLK & (Operating System Fingerprint Block Length)

Fingerprints)

BEE RS Ipv6 &% 7 i d 8 S .. (Ogerati)ng System Ipv6 Client Fingerprint
ata...

i85 FH2ER (31) (Generic List Block Type (31))

38 1 41| R K (Generic List Block Length)
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| E%5 THRENBESEH

SR ENRE SRR 53+ W

o 0 1 2 3
,fj 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
lpv6 DHCP BefE R GiR 4re2i A (130) (Operating System Fingerprint Block Type (130))*
a4 (User
Finge%g:itnts) PR R SR QUK E (Operating System Fingerprint Block Length)
4 245 IPv6 DHCP 5 405d#... (Operating System IPv6 DHCP Fingerprint Data...)

i FH 41 2 2570 (31) (Generic List Block Type (31))

B 5% B K B (Generic List Block Length)

*Eﬁé);(ﬁfi BAE R4 Ha 8267 (130) (Operating System Fingerprint Block Type (130))*
HZ ser
Fin@greg:int) BEME RS TR 4UK & (Operating System Fingerprint Block Length)

Bk R4 PR ERSE 808, (Operating System User Agent Fingerprint Data...)

(TCP) 5e# #5257 (11)... (List Block Type (11))...
IR 55 75 Bl

B FPKFE ... (List Block Length)...

(TCP) 5252 /IR 55 %344 £k (104) ((TCP) Full Server Data Blocks (104))*

(UDP) 5¢ % B F PR (11) (List Block Type (11))
N 55 45 4

Y| F P K (List Block Length)

(UDP) 52 %k 45 %% # i 3 (104) ((UDP) Full Server Data Blocks (104))*

" @(?ﬂ)@ 51|22 2R (11) (List Block Type (11))
i

F|F B (List Block Length)

(M%) WhisEE S (4) (Network) Protocol Data Blocks (4))*

wﬁgﬁ % F B2 (11) (List Block Type (11))
H|FPKFE (List Block Length)
() WMEHESR (4) (Transport) Protocol Data Blocks (4))*
MAC FI| B35 (11) (List Block Type (11))
Hhhk FhE

H|F YK FE (List Block Length)

EHL MAC Ml ¥ Ek (95) (Host MAC Address Data Blocks (95))*

L IREFEI A (Last Seen)

FEHLZA (Host Type)

k551l # A (Business Criticality) VLAN ID
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5 THREHHESH |

W Ry E iRtk 5.3+

Z3 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
VLAN 257! VLANAE /5% (VLAN il B R HE R (31)
(VLAN Type) Priority) (Generic List Block Type (31))
WU P ST R P ST P
ol (Generic List Block Type) (4£) (Generic List Block Length)
I8 FH 71 5K (Generic List Block SEREE AL v S Ed B (112)
Length) (&2 (Full Host Client Application
Data Blocks (112))*
NetBIOS 4k FI5ERERISHY (0) (String Block Type (0))
(NetBIOS
Name) SR JK T (String Block Length)
2% (Name) NetBIOS 4 Fx 71 ... (NetBIOS Name String...)
. B FI5ERERISHY (0) (String Block Type (0))
(Description)
A€/ FAFERHLKE (String Block Length)

R H.. (Notes String....)

(VDB) FA#L ER 557 (31) (Generic List Block Type (31))
il ((VDB)
Host Vulns) i F 4125 H K EF (Generic List Block Length)

(VDB) EAHLIRFH%HES: (85) ((VDB) Host Vulnerability Data Blocks (85))*

/(v ;ﬁg}ﬁ I8 FH 21 2 257 (31) (Generic List Block Type (31))
Pfj%/c%;nﬁlg%gt 38 1 41| R K (Generic List Block Length)
vul
uins) (#=77/VDB) FHLIFIH¥HEE: (85) (Third Party/VDB) Host Vulnerability Data
Blocks (85))*
B=J7HH i FH 21 257 (31) (Generic List Block Type (31))
F AL (3rd
Pty %ﬁ?,:g'“t S 5| 5K BE (Generic List Block Length)
CGE=J78#) BARIGIRIN 1D B EHLIERZEE S (85) ((Third Party Scan) Host
Vulnerability Data Blocks with Original Vuln IDs (85))*
B B FH 25 (11) (List Block Type (11))
ERAET

B FPKFE (List Block Length)

JEMEE F g S (Attribute Value Data Blocks) *

#3l (Mobile) Jailbroken i B HE R (31)
(Generic List Block Type (31))
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| %5 THRENKESH
TR FHRE X HiR 5.3+ W
2 0 1 2 3
i 0/1]2]s 5/6|7|8|9[10[11]12|13]14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30 |31
I0C R#& 18 71 R P A i AR K (Generic
(I0C State) (Generic List Block Type) (4£) List Block Length)
T F R P I0C R (150)

(Generic List Block Length) (%)

(I0C State Data Blocks (150))*

TR T 5.3+ LK e BN E ST R4

# 5-1 TEEVIE X FIdR 5.3+ FH

FE HIEHKA i (Description)

FHLID uint8[16] | EHLAME— ID 54, X214 UUID.

Hl R YRR uint32 JB B AL TCP AR S50 1 1P Hiu kit H 9 B 41 5l 1 1) 26 Bl Be .
(List Block HIREN 11,

Type)

P RPAK uint32 AR FATH I T TECE FE ) R PR RN B B AN
(List Block W, A B 1P bR B K

Length)

IP Mtk (IP By FEHLI P ik DL K BB BIREAS 1P Hhk S (R . A 5% B B
Address) P, SN IP bk s dE e, 5 4-95 T,

B2 (Hops) uint8 AT WL B 2% 1R R 245 ik 2

MR PIERPE uint32 J& B AL L IR B LA $8 80N 48 SUURE 3 1F RS 48 8U8HR
#! (Generic MR P R B HIRZ N 31.

List Block

AR uint32 A RIS TR, AIE SR CK DL SRR E R S
% (Generic featdi e,

List Block

Length)

FRARERE |XE BEIEE EVLR A TR0 EAL ERERE RS CE B RERIE RS
)8 SO i B RO . A RMEIRI U, 152 ERAE R GRS B
(Operating 5.1+, % 4-161 7.

System

Derived

Fingerprint

Data Blocks) *

WHTEHRZ  uint32 J& B AL FH IR 55 5 18 SUR 0 B F8 SU8U0E I R AE RS fe aris e i
! (Generic R E S R B P . (IR 31,

List Block

AR uint32 A RIS R, AIE SR CK DL SRR E R G
% (Generic featdi e,

List Block

Length)
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5 THREHHESH |

1 Cisco Secure Firewall eStreamer £ /155

SER TN E SRR 5.3+

7 5-1 STTEEHHEXFIIR 5.3+ FB ()

FB KA |9 (Description)

BAERGIRLGL AR A8 F IR 55 2R 80RO B E ML ERIHERAE RGAH KRS BINERE RA R
(MR25 #4850 SURHRL . A RMBER UL, 1S RAE R G SO
EAETRoN 5.1+, 5 4-161 7.

(Operating

System

Fingerprint

(Server

Fingerprint)

Data Blocks) *

W AR uint32 J& Bl AR 3% FH 28 77 B 48 SUR 3 B 46 OB 1O A R g dis SU8uE A
% (Generic R E PR P (HIRA A 31,

List Block

WH AR uint32 i R e R, AR SRR CL AT B R R SR
¥ (Generic RO R .

List Block

Length)

BIERGIRAL (AR B8 % P 4R SCR 0 B E AL B R AE R G RS B ERAE RGU4R
C& RS0 U, A RIE BRI, S R R G S0 B
Hdh P 5.1+, % 4-161 7L,

(Operating

System

Fingerprint

(Client

Fingerprint)

Data Blocks) *

WA (uint32 J& Bl A% 3% FH B R VDB FR SR I 45 SO 1O 524 2 S dis SU8uE B
A (Generic R P R B HIRZ N 31,

List Block

WH AR uint32 i R e R, ARSI R R AT B R E R SR
¥ (Generic RO R .

List Block

Length)

BIERGIRAL (AR A5 R RHR TR EoE 22 (VDB) A ik SR 1 EAL_E 44 R S
(VDB) A4 KAG B EAE R Ta SR . A RUL BRI UL, 18 2 Ak
ar 1) Bl RGBT 5.1+, % 4-161 1.

(Operating

System

Fingerprint

(VDB) Native

Fingerprint 1)

Data Blocks) *

WA K uint32 J& Bl H A% 36 ERE VDB 4R S0 i ) i SUEUE 1 #R4F 2 Ge i SUE I B
1 (Generic A RHIE P R B . IR N 31.

List Block




| %5 THRENKESH
SERENRE SRR 53+ W
# 5-1 TEEPIIE L FIDR 5.3+ FA (4
FE KA | #i9 (Description)
WHAPIERK uint32 A RIS A, BEESIRMCL DA HR R RS
% (Generic fRaridin
List Block
Length)
BIERGTRaL (A& 5 R RHR IR 2 P2 (VDB) H (1 di sl 1) EAL L #E R Si A
(VDB) A&HL4E KAE BHAE RGBSR . A RIEIR U, 15 S HEAE
4 2) Al RSB 5.1+, % 4-161 7.
(Operating
System
Fingerprint
(vDB) Native
Fingerprint 2)
Data Blocks) *
WA FH2 (uint32 J&A B B A2 FH P IS N 48 SCEUHE (135 3R Gu 48 S8R YA R i)
#! (Generic FIRH . (HIRZN 31,
List Block
WA RIK  |uint32 ARS8, AIEIRICK DL B E R 4
¥ (Generic fRatdE g,
List Block
Length)
BIERGTROL (A& B8 H PR ENL B REAE RGOS B EAE RE T8 8
(H P 4580 B GoRUEEIRI UL, ESHEE RIS IR 5.1+,
A/ % 4-161 71,
(Operating
System
Fingerprint
(User
Fingerprint)
Data Blocks) *
GRS uint32 | S R IR ORI I R SCROE A R G SN SR
Al (Generic (138 F R H R . [HIR2%08 31,
List Block
WA RIK  |uint32 ARS8, AAEIRICK DU B E R 4
[ (Generic R ET R
List Block
Length)
BIERGTROL (A& B E IR I EN LR ERAE RS G BRERE RS 4
(HA#T8L0 o, BHRILEIERAEH, &S HEERSGIRYEIE 5.1+,
RAETRoN % 4-161 71,
(Operating
System
Fingerprint
(Scan
Fingerprint)
Data Blocks) *

Cisco Secure Firewall eStreamer £1i5% 1



5 THREHHESH |

SER TN E SRR 5.3+

# 5-1 STEFVEE XA IER 5.3+ B (42

FB KA |9 (Description)

WIS |[uint32 J2 By F A% 3 N VS 0 R 48 SO R4 AE 2R G s SU8U B4R R e H
i (Generic BIRE . (HIEAN 31,

List Block

AR uint32 A RIS TR, AIE SR CK DL SRR E R G
% (Generic PRGN

List Block

Length)

BIERGTROL (X E 05 RS I B EAL_E BHRAE RGOS B AE R B8 80U
QYL RS Beo AREIRRIE, TES REE RS TR S8HE DL 5.1+,
EVE/TEN % 4-161 7.

(Operating

System

Fingerprint

(Application

Fingerprint)

Data Blocks) *

WA EHRZE  uint32 JE By EH AR G I 4R S0 SRR Uik £ 1) i SUBUHE I R AR R SRR AU
H (Generic PR B8 P ) R e . (HIRZN 31

List Block

WA AR uint32 A RIS R, ARSI R L DL H R E R 4
¥ (Generic PG IE TR

List Block

Length)

BIERGTROL | ZE A, 3 i SUh R AR POk B EAL B R RS OE B RIHRAE R
(RIS GBI . A RBHR B, S RERE RS TR S P
EVE/TEN 5.1+, # 4-161 1.

(Operating

System

Fingerprint

(Conflict

Fingerprint)

Data Blocks) *

AR YE [uint32 J2 B B LS B V& i SUEE I R AR 2R G dis SO S di i a8 FH 71
%! (Generic KA. (HIH%N 31,

List Block

AR uint32 A RS R, ARSI RCK DL H R E R 4
% (Generic o

List Block

Length)

BIERGIRLL (AR B S 3N EHL R RAE RS OE B RERAE RS He S0uk e .
(3 Hds ARMEAR U, FSRERRIBLEIEHREA+, 5§ 4-161
Bt (Operating o

System

Fingerprint

(Mobile) Data

Blocks) *
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| #%5 THEENEESH
TR FHRE X HiR 5.3+ W
7 5-1 STEFVEE XA IR 5.3+ B (£
FB KA |9 (Description)
WHIAIF Y uint32 Ja B AR IPV6 k55 38 F8 S0R M 488U 141 E R Sida 03
Al (Generic P B 2H Rl )30 FH A R AR . [HAR A 31,
List Block
WA AR uint32 A RIS R, AIE SR ACK DL SRR E R G
% (Generic GG TR
List Block
Length)
BIERGIRAL (AR .5 H IPV6 k55 #8545 SUR M B EAL_EBHAE RGOS B IHEAE
(IPv6 Ik % #% RGIROUEIE . A RIEIR R UL ], 5 S R RS RS0
faa0) Be5.1+, % 4-161 I,
(Operating
System
Fingerprint
(IPv6 Server
Fingerprint)
Data Blocks) *
WA EHRZE  uint32 A S HAEIEH IPV6 2 P i fis S0R 0 R FR SCEUHE IR E R Gt TR 808
T (Generic PE P R B H S R B P (IR0 31,
List Block
WA AR uint32 A RIS R, ARSI R L DL H R E R S
¥ (Generic fRardn g,
List Block
Length)
BIERGIRAL (AR .5 H IPv6 2 P i SOR A B EAL B HAE RGOS B BHEAE
(IPv6 7% J bify RGPROUEIE . A RIEIR R UL ], 5 S R RS RS
R ONEEITEN P51+, ¥ 4-161 1.
(Operating
System
Fingerprint
(IPv6 Client
Fingerprint)
Data Blocks) *
WA EHRZE  uint32 JE 3t A% 1% H IPv6 DHCP 45 S0IR 7l 1) 48 SUEUE IR E JR Ge 1 208U
7 (Generic P R I8 P ) Rl . [HIRZN 31
List Block
WA AR uint32 A RIS R, AIE SR CK DL H R RE R 4
¥ (Generic fRaBE L.
List Block
Length)
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5 THREHHESH |

SER TN E SRR 5.3+

7 5-1 STEFVEE XA IER 5.3+ B (42

FE HHERA #8 (Description)

BAE RGO AR £ H IPv6 DHCP #5 S0 1) AL B R AE R GEAH A BRI AE &
(IPv6 DHCP) Gg oI Y . A RMBERR U, WS IRE R G SO
EAEITEN 5.1+, % 4-161 i,

(Operating

System

Fingerprint

(IPv6 DHCP)

Data Blocks) *

WA uint32 J& Bl AR 3% F AR BR B SUR 0 1 i SO IO R A 2R G4 S0 B
A (Generic R P R B HIRZ N 31,

List Block

WA ARSK uint32 i R e R, AR SRR CL AT B R R SR
¥ (Generic FREIE B

List Block

Length)

BIERGIRAL (AR A8 P AR SORAN I ENL ERERAE RGOS B RRE RS
CHHPAGED TR . ARWEBHRIM U, TS WA RS SR DL
LIS 5.1+, % 4-161 Ui,

(Operating

System

Fingerprint

(User Agent)

Data Blocks) *

%) 3 Hu 2k A uint32 J& Bl A% 34 TCP I 55 4l 1) 50 58 i 55 s 2 4 B 4 R0 971 3 B
(List Block RN 11,

Type)

PRI uint32 IR T8 RIS B R PR RN T - B N\ A
(List Block i, A 3 5 R 5 S MO e K

Length)

(TCP) ¥/l A& 4 EAL LB TCPA KU B Ui B, 15 2 b 58 8 LIRSS 4 L
55 i Bdln P EEE 4.10.0+, % 4-141 71,

((TCP) Full

Server Data

Blocks) *

1| 3¢ B Ay uint32 J2 By H A% 1% UDP I 55 #5405 1Y) 70 48 i 55 2 25 40 B 41 R0 971 2 B

(List Block HIRAN 11,

Type)

PRI uint32 IR T8 RIS B R PR R AN T - B N\

(List Block T, 0T A e R S5 AR B B

Length)

(UDP) E#jik A& &4 AL B UDP 1 IRk 55 a5 AH R 80 1 e B BN B ) 3.

5w B n B RILHHE I BE, 16 58 % EHURSS = 25 B 4.10.0+,

((UDP) Full % 4-141 70,

Server Data

Blocks) *
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| %5 THRENKESH
TR FHRE X HiR 5.3+ W

# 5-1 STEFVEE XA IR 5.3+ B (£
FB KA | #i9 (Description)
1| 55 B2 0 uint32 J2 By A% 32 9 2 W LSCHSCHE 1) B KRR B A R 21 R B e . (IR 2%
(List Block N 11
Type)
P RPAK uint32 AR FATH . TR FE ) R PR RN K B B AT
(List Block A, 0BT R SR e
Length)
(M%) Hil |5 AL B 90 45 B3 ORS00 1 D BN BBl . 4 S M b
i e IR, SIS, 4 4-72 T,
((Network)
Protocol Data
Blocks) *
FIF PR uint32 JE B EH AL AT A i BOEE 1) P DB B A i B R s e (H R 2%
(List Block N 11,
Type)
HI RIS uint32 AR E) T TR HE ) R PR RN B B AT
(List Block A, I0E A P OSaR Be  FE
Length)
) il | & A3 ML b 1) A S B WORH DS B s B 91 3 . A DG I AH B
B b T, E SR, 5 4-72 T,
((Transport)
Protocol Data
Blocks) *
1| 6 2K 70 uint32 JA LS L MAC Mk B S P R B He . 64 11
(List Block
Type)
PIRPACRE  (uint32 B, ARSI RSk LT B2 AL MAC Skt HcE
(List Block B,
Length)
FHLMAC Hudik |25 & FEHLMACHL I E s e 51|52 . A AR 38, 152 R EHLMAC
HfE B (Host itk 4.9+, % 4-113 U,
MAC Address
Data Blocks) *
FREFME(Uint32 R RS UORIIE ZHLE B UNIX I T
(Last Seen)
Esyile syt uint32 RANFENEM, (HAFE:
(Host Type) . 0- M

1 - B

- 2 - MHF

» 3 - NAT (P2 bk el #)

« 4-LB (LMD
V&A= uint16 FoR EMLENE S P11 F A
(Business
Criticality)
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5 THREHHESH |

SER TN E SRR 5.3+

# 5-1 STEFVEE XA IER 5.3+ B (42

FB KA | #i9] (Description)

VLAN ID uint16 FoRENUFJE VLAN 1) VLAN FRiR 5

VLAN 257! uint8 VLAN H328 Hh 5 22 i B e 2 8

(VLAN Type)

VLAN 52 uint8 VLAN #5286 3 (I S 44

(VLAN

Priority)

AR YE [uint32 JE B FAE K 2 7 B P 508 %) 32 WL VR 8k B 4H R vy 3 1) 3R s
il (Generic Yoo fHIR% A 31,

List Block

AR uint32 A RS A, AIE SR AL L R i
% (Generic AR,

List Block

Length)

TEERIHES AR % PN AR AL . AR U, E S R
Uiy [N FH 4 e Jo it I #fs B 5.0+, 25 4-155 L,

(Full Host

Client

Application

Data Blocks) *

TR uint32 JA 3 EHL NetBIOS Z PRI T eh Hdla . (HIRZN o,

(String Block

Type)

FREFHKE  uint32 TR AR PR A, AR A SR R BRI R T B )\ A7
(String Block W, M E NetBIOS 4 Fr 44 i v i) 74 4.

Length)

NetBIOS #Fx | FFF FHL NetBIOS 4 Fr 74 H

(NetBIOS

Name)

LR (uint32 JA B ENLERE R AT B ER Y. (2N o,

(String Block

Type)

TREHFHRKE  |uint32 WA BB T, AR TR R AK B\
(String Block ANFEAT, N R A A

Length)

Ut B FIF R A5 EHL ENUB TR A 2

(Description)

WA ELRZE  uint32 J&2 B A% VDB e e 504 1) 32 L TR Eahs B 40 R i) 3 F 1) 32 s
A (Generic B, IR 31,

List Block

AR uint32 A SRS ) 8, BRI CK DL S E .
/% (Generic

List Block

Length)

1 Cisco Secure Firewall eStreamer £ /155



| #%5 THEENEESH
TR FHRE X HiR 5.3+ W
7 5-1 STEFVEE XA IR 5.3+ B (£
FB KA | #i9 (Description)
(VDB) THls | L& e AR P2 (VDB) il i I 1 E WL IR Bl Sl . A
] i e KLU, 5 S W ENRIR A5 504.9.0+, 2 4-111700.
((vDB) Host
Vulnerability
Data Blocks) *
WA R (uint32 J& By F AR 1% B =07 F U T B0 1 WL I S B 4 R ) e A1) 3R
A (Generic Habe, HIG4HN 31,
List Block
WHAIRSK uint32 i 2 R A e T E, AR SRR K LA S R e
/% (Generic
List Block
Length)

(= AR U5 28 =07 A B e o B RNR IR £ s 22 (VDB) H i AL
/VDB) FHLI TV BRI AE 515 B EALR I Bl P e A R kB e B, 16210
IR AC/ERER FEHURTE I 4.9.0+, 5 4-111 T,

((Third

Party/VDB)

Host

Vulnerability

Data Blocks) *

WA FHK uint32 J& By Fh AR 12 B = J7 F U T B0 1Y) WL I S B 4 R ) e A1) 3R
#! (Generic AR HIBZN 31,

List Block

WA ARSK uint32 i B R e R, AR SR AR K LA S R e
/% (Generic

List Block

Length)

GE=JrH) A& U5 B =07 A EAUR ISR . R, XS R L
F LI T E s Il 1D S8 =J7 A 1D, AN ARSI 2/ ID. A R E
e ((Third Ui, EZ0 EVURT SRS 4.9.0+, 25 4-111 7L,

Party Scan)

Host

Vulnerability

Data Blocks) *

HI R uint32 JE Bl H A% 36 J 1tk B 1) e AR s B A ) A R s . (B AR
(List Block 11,

Type)

PRI uint32 PRI 758, AR K DL T A B s e
(List Block

Length)

R EE R (R JE A EAE A2 . A RIS R R AR, S R
(Attribute HiEde, % 4-79 7.

Value Data

Blocks) *

3 (Mobile) |uint8 R (il RGL A ER )& LIBITI P IURRS,
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5 THREHHESH |

W Ry E iRtk 5.3+

# 5-1 TEEPIIE L FIdR 5.3+ FA (4
FB KA | #i9] (Description)

Jailbroken uint8 TRIR AL B A R AT R G0 15 BOBOR ) — A FUBAR 35
WA FEHE |uint32 Fon 1 10C IR Hds L2 v 38 A 5 R Bt sk . (H4R 2808 310

# (Generic

List Block

WA R uint32 i 2 A e i R, IR SR AR K LT £ 42 10C R
¥ (Generic e

List Block

Length)

IOC REHHE | Z&E A8 ENUAELE B BUE I AH OG5 B IOC RS HR e . A R 3 B
H (I0C State PR, 2R AT 5.3+ 19 10C IRAEEREY, % 4-33 1.

Data Blocks) *
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