SR HERR

AW LR )
o XA A TERAS A TR, 1
o SF SURHST 180 P 1 45 BE AT W BB, on page 5
* WRIEHIRE, on page 13
* SecureX WFFEHEFR , on page 24

X R 2w E AR I TR HERR

A X e 5 U6 37y 2 A A I Fe A (SDIC) HEAT Ui HERR
W RIX B S AT A SR, T SRR SR O R AT SRR .

SDC k%@

2R SDC RAEELEMINK H CDO IPALBER, Wi% SDC Ab+ “Hoikiial 7 ARZE . WM
SDC Jeikviinl, AL R ovE 518 C BATHAE IR s i 15

CDO F£RTiEE L LR J7 i i\) SDC:

 IBMEFPNH B R AR ERAS (SDC) vk ). B0 ok 5 H5iX 4 SDC S 25 3E1T
Wf5. ” £ CDO =W .

“C LS (Secure Connectors) U 1) SDC ARAN “ ¥k ” (Unreachable).

G, 22K SDC FFT LB LU vt i) 7 -

1. ki#x SDC RN IEAEIZAT, I H AT LAUs & PT/EHIX ) CDO 1P Hiht. 152 s RS
b g SRR B B

2. 2B T R OBk B RTER: CDO F1 SDC. A SDC Wi ML OBkiE K, BrkfiR |l “3is)”
W& BFEhigROEk, WEHITCUT EAE:

1. M CDO ZHHiEf B8 > REEES,
2. mii kiR SDC.

B RS .-
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BT |
B 525, sockasEcoo ERTHENRS

3. TE “HAE” (Actions) EWigH, MHIFEKRMENIES (Request Heartbeat).

4. Mt EFERE (Reconnect).

3. WIRAE T3R80 SDC BFHEERI N G, SDC AR A3 3 HRA, 54 M 1 30 0 71T 15
YE. ¥E )G, SDCARALE CDO FARZE NGRS, #2 0l

#ER, SDCARZSTE CDO LARTAFEIKTES

WIS CDO EEBE G 29 10 205t N R TE/R ) SDC AL TR EPIRAS, -8 H #4342 SDC I A Y cdo
P A2, Wik SSH ##:3] SDC VM.

L1 AE /opt/cdo/configure.log. Eai/niE N SDCHIANMEE K E, LAK&IXLL ORI N o R E R
TR AT i, s A AASIERf, 35 FHKIZAT sde-onboard ¥ & :
a) fE [cdo@localhost cdol$ PE/RFI/H, M sudo sdc-onboard setupe
b) A cao HITHIERD,
o) HRMEHIREAE. WEMAKIE P BRI S RAT A I E PR, JEN SRR S AN I E IS

T2 WIRAEEE HEHIZIT sudo sde-onboard setup i, CDO 54457/~ SDC 4 FiEEIRE, 1R CDO .

B {589 SDC IP #tifit >Rk [z BR 7£ CDO A

RS TE R T SDC A9 IP Hbhk, WIAEME MR IEA bR e (8] B4 3:00 287, ‘EAASRIAE CDO H.,

HiBRix & 5 SDC BYEHRe A&

A8 T R T AN CDO 3l i 2242 B A 1E B s (SDC) BB I e & I F: . RIS I B AR RN
B AR RN TR SE CDO 2 15 ] LLYG R R A BE#%, ] e wy 2t 4% .

HIE1 M CDO K Hh kTR (Admin) > &£ EHE8R (Secure Connectors).
$IE2 &K SDC.
IR 3 A4 MIIBEERERR (Troubleshooting) %%, riii& &% (Device Connectivity).

HIE 4 i NS AT SRR s R 4 X Y 1A 2% TP M hikBE FQDN Al 115, AR5 Aidi FFE4 (Go). CDO #HATLA
NG

a) DNSH#ZHT (DNSResolution) - 4 L #&42 FQDN 1A 1P Hidik, X458 Uk SDC w AR BT 18044 JF 3k B 1P bk
b) EFEMX (Connection Test) - YU B A5 & 75 IV ) o
¢) TLS3#F (TLSSupport) - £l £ H1 SDC SCFFI#) TLS fRASNIZE 1

* RN #HHIERS (Unsupported Cipher) - WA 345 F1 SDC #SZHF11 TLS fiA, N CDO 4 Wk 1 &
(A2 SDC) SZHFH) TLS WA T i

| G


manage-aws-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_250

| s

d) “SSLiiF4” (SSL Certificate) - il p #EALIE P15 A .
WIRS IR BN SRR A& 7 AT o), VB IR 3R A0 P 1 2% S o

5 SDC el R 14 el o i
ACH i RO K DUE T 52 e BE3 (SDO).
SEIR: 15 SDC BT E:E ST 3

SWr W RBAL LT 20 (80% LA ED , wIRES HIRUL ] .

AT LA 25 B DUAG 77 i 488 25 R T A 2«

1
2.
3.

FI I Secure Device Connector (SDC) VM [ &
{EHH P 4 cdo &%
BT N UG5 3 B 28 PR 0

5 soc @aEs s |

TG, WILEEN df -h fASA AT B S ), DR AT R A )
& 0] LU G5 25 (8] 4% Docker v o 1FH RS A# FH = VAR T 2 GB.

LA Docker ST g A4 HITE L,
AT sudo du -h /var/lib/docker | sort -h.
TR LA 3 Docker ST k45 % 1) 48 HI 1 Ot o

BRIES R

402 Docker SR (R4 2 1) A F HR DR 296 1, 135 7 Docker BT & 3CAFH 52 LELR Y

© KRN AR TS Bl /N JE ST H e e
o BRSO AEIE B B R BRI MR 22 A e e H S0

AT LR R

1

2.

4T sudo vi /etc/docker/daemon.json.
LU MTHA ST
{

"log-driver": "json-file",

"log-opts": {"max-size": "100m", "max-file":

}
i ESC, SRJGHEN twq! B NTE SO G AT

"5" }

B RS .-
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BT |
B s ozenssmsnaBRARRR: cisco-sa-20190215-runc

\}

R 4] LLAT sudo cat /etc/docker/daemon.json JHUE XS A AT AR B

4. 47 sudo systemctl restart docker LA HEH7 3 5 docker SC14.

BT LA A Be AR A S AT LAERAT sudo du -h /var/lib/docker | sort -h LA docker SCAFIE 1K)
ST RS R O

5. AT df -h LS UE AT IR A /N 75 4 .

6. 7E SDCRAM “TikiZEi” (Unreachable) 25/, “I5H5N” (Active) Z 1, #AZIM CDO #3] “ 2
IR (Secure Connectors) JUIHT, SR/GM “#4E” (Actions) S5 piidiiE K EH# % (Request
Reconnect).

2L IR EIEFESFN S FZINRALRIE: cisco-sa-20190215-runc

JORLP b2 A AR B [ BA (PSIRT) KA T %44 1 cisco-sa-20190215-runc, H:AHiiA T Docker
(i — A MR . B PSIRT HIRAA TS, 1 IR T ) 58 2550 0

RS 5m AT CDO &)™ :
* ffiH CDO =3 & 2 W &8 4% (SDC) N P L AT E4E, K24 CDO 1275 H b\ B4

ITHEOL
o AEHIAHIES 1) SDC 1% 7 T 5 TH 0L SDC LA BEA I BB i) Docker fAs . AT Tn] LAZ I
LR BE AT SR A «

¥ CDO Frif SDC FHL, %4 0
s HEHHE X SDC EHL, 57
o BRPEERES , B S

B3 CDO #x/fE SDC £
UG 5] CDO BURHE T SDC, WAL T BT, (1] CDO ) VM WS HIE % 4 B i e

FIRN A SSH s LI PR PP 6531845 81 SDC EHL.
PR 2 BT LU T i A Docker 55 iR AS :

docker version

PR3 WEREISAT L BB KB (VM), N IZ 2 B0 R i -

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a

| G
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| smssn
sxazxsoc 4 [

Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amdé64
Experimental: false

T RE I LR B H A
P4 1217 LU a4 LLEET Docker JFHUHT A 1RSS5

> sudo yum update docker-ce
> sudo service docker restart

iR 4 Docker IR 55 FLHTA BN, CDO M HIBE 2 [] 2% I (R IE 12 1 i

LIRS FFIRISAT docker version iy 4. NV I% A B LRt :

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false

SIE6 KIhE . BIAESHYE Docker FEHTARA IR 223 T 4T,

EHBETEX SDC E£41

WU C AN A O SDC 0L, W42 BB TR YIS Docker 2237 ANEAT S8 R A T 1)
JE CentOS. yum 1 Docker-ce (#EDXD ,  JUIRTTHIFE P4 S AE H

WURAE C 224 Docker-ee (ARMVRRD A LA 722228 Docker, W) Docker FRI [ & i AS A] BEAN ] o

f&T LA Docker U IRT LAR E B 2B A IEBARCA . Docker 2 4 BRI AR 4% 22 4 die S B

https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
R B ERER

SORPRA AR EEPP A LI, PR AEIRIS E 2R BN B A T . A PARIC A IRA ), B UZS%

GEPSIPSY Y S HENE (AR [ EUSE

CSCvo033929-CVE-2019-5736: runc container breakout

X BB 8 25 2 AT MUREHERR
B AR R

BREM, EABEEHREREEIRA CDO X

T AR AR 8 S I 2 35 241K CDO [X 3. %253 https://sign-on.security.cisco.com Ji, 4 nJ DA% n) )
Xk, it CDO HZiVin] Defenseorchestrator.com Z¥ fit CDO (EU) jn] Defenseorchestrator.eu.

| ey


https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo33929
https://security.cisco.com/

BERC |
| B ey G

T /5 B8 R R MU R HERR
HTRPEASEBALER, CDO BERKEMK
R 3E RSG5k CDO,  JF HANEEAT K2 BRI FH P A4 b, HG SR, i s
ORI OV A AR, T B L2 E AR A LB Cisco Security Cloud Sign On ik /
HIR I AT B %, A 75 B3 A BT 1 Cisco Security Cloud Sign On Ik F IFHLE Duo £ K% &
A3 56 HP PR 15 B AU B (1) Cisco Security Cloud Sign On 1K F o
% %% Cisco Security Cloud Sign On = HIE#R AT, BIETEEEN CDO
@Rk TR 5 CDO LA ANFE B P 41 T Cisco Security Cloud Sign On JiK /o H IR M
B AR R0 (TAC), LIFIYE CDO Fl Cisco Secure Sign-On 2 [A] [ F 45 & o
FRRGFHREEREN
R Ty 3% T8 AT REIEAE Sl N S 28 ORAF I TH P85 56 . 1528 T BEFR W https://cdo.onelogin.com.
https://cdo.onelogin.com/
fRRFT3% 63K https://sign-on.security.cisco.com.
* fRRTTE WEREN AR QI Cisco Secure Sign-On MK/, 51— MK . GIEHT Cisco Security
Cloud Sign On JIk /7 JFAC & Duo % 2 S 4 ik
* fRRTTE AR COIEDETIK P, 1 RGBS BRI s GEED o BRI
ar (BRED Bl SR A QIRHLX ) XF R CDO

* fRR TR WA TEHT A FR M) https://sign-on.security.cisco.com. https:/sign-on.security.cisco.com/

77 (8] FHE 5 B P& HERR
AR B B0 B 15 SRS

TR AEPHEH, G REFRS
PB2 pllng &L,
PR3 ndE AR R AL
PR 4 EFAL TR B PR SRS B %
FIRE s R 2 F R SUE S T I A TR L
PR MRS EEH L ZIREUN
a s FEIRSUF TR .
b. WXL R, WA G WERAE, W RO

ks

PR T MRYCHIARSUN G, WA MIEBSIRS RS BoR “IEd” , MICEARS eSS BoR RIS B “ Rl 2w
587 o Rl EAR R E 1 9¢ (Resolve Configuration Conflicts) LA & FlfE H CDO L5 1545 2 0] AT B 25 5+
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| susin
T EES IV ISPSRE ET AN TS |

EMZ £ HEIL R B HERR M 2% 6]
LA R P S 7 2 0 2 LR AR

UL s BB R 1 W 20878 T A RIS, 3 H 7 ek U7 1n) I 2% L PR Bt AR R A A 7 B
AL, RSz B AT AT DL A ZH 1 PRI A 7 K S e s B s A vl o

)

Note ity 532 2 FDM 4578 4 R4 TR IS0 BLIRDI B 5450 BT FL i 2 S 46 6
et H A

HB P iE kT, %8 94 (Analytics) > B4 A E12 % (Event Logging).

$IE2 LidiA S (Historical) #E34,

$IE3 %A ESERE (Time Range) it yEdift. BRUEGL T,  “Pisl” (Historical) 350 B 7Rl — /N k. i
X IE A I TS, RN 2S00 H R R A S5 RN TR] o W A N (RS AN IE A, R NS TS 1n) )
[) PR -3 1 5 RIS [

LIFE 4 (L% E25 1D (Sensor ID) FE i NI BEFE T A 7 U 1Rl (R B K8 10 TP Mk i ZR ] R A 2 NPy Kk, A A 4
R attribute value ML JE . BIAMAN S H IR LS ORTEM LG /E . HIl: sensor1p:192.168.10.2

OR SensorID:192.168.20.2
HIB5 EFhd pE R R P VR 1P (Source | P) 7B A P ) TP ik
FIE6 WIHH P IV IR, 1 224E BFR |P (Destination | P) B i N 1% P8R 1) TP Hiuhik.
PR RITERT I EEHIEME L. DR SR AR NG B
* AC_RuleAction - filt & B I RILKHAE CRovFy (545, BHIED
* FirewallPolicy - fiilt & 44 (1 I Ffr 75 (1) S s o

* FirewallRule - fil & S A1 OGO B2 FK . WERMED “BROAERAE” (Default Action), T fid A A )52 s (1)
BRINSRAT, TS SRS PR IR AN A

* UserName - 5 k&7 TP HillSRERAHE P o R 7 TP Mkt S5 TP HuhbAH[H] .

L8 R INERAERH 1EV5 W, W57 F FirewallRule Fl FirewallPolicy 7B, LA SEmg - BH 137 i) iR o

SSL f# % (o) @ MU FE HERR

AL IBRRE B A E R TN SR MIAER A RY Web ufi 5 (SSLBUIEH M AHMHIE)

FRET-HLA LAt 152 45 1 SR N A SSL (ERUE-P A& WL ) BiE HiR . SSL Bl E HiANE J5Ldh I 55
PHE P ESME IR A BN A S N, Bk, 2N H YRSk B Firepower Threat Defense 13 £ 1) FE 48
UEASINE,  HOA B AR 2 RO A i+

| ey



BERC |
| B ey G

TR, A sl f S G2 e 3 W wily, LR DA P90 28 ) W 2 a2 e, B I ] DG 1
W LARMA — & v LA S as T LLERE. filtn, 11 ABEAE ] Facebook i0S B¢ Android W],
{HAT LUl I https:/www.facebook.com #% 42 Safari 8¢ Chrome, AT IIEH:

H1T SSL e L 1 Tt S ) N Bty DRI e G VR AR B o DA 200 AN LA S I P gk % T
EZIEMER

ISRt AR SRS AT, (BN — B MR A, JLP AT LR SE I e — A SSL Bl Sk
Blo HIE, WERBEAE TR ASBIZ I, B TS SRR A, 3T LA AT RR A E SSL BUE .«

IV IS L BN D W S S I AN L E

o S5 1N, 4671 Facebook, MIRZ-25U#] SH. CERT. SHD W55 LB &% SSL 245 &L .
BTSN /N SSLAHE M) “Unknown CA (48)7 4, 'S5 iyl R I% TCP EH .
EFEVEAE Bob, BN ER LTS

* SSL ¥ikrE S ALERT SEEN.
* SSL yibradi AN APP DATA C2s i APP DATA S2C.

* SSL #i4EUMH f&: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE.

* 95 2 400, 140 Dropbox, ANSKIEAEMTE L. WM, S5ER|5EMHE TR AkIE TCP EE. {EH
fErp, NERUNELS
* SSL Yk A ALERT SEEN. APP _DATA C2S #{ APP DATA S2C.

* SSL WiVl ¥ &: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO_DONE. CLIENT_ KEY EXCHANGE. CLIENT CHANGE CIPHER_SPEC. CLIENT_ FINISHED.
SERVER_CHANGE_CIPHER SPEC. SERVER_FINISHED.

IR RIS F R M AR HERR

HTH A RZSZFEARIER, CDOBREKK

R T E ARG 5%k CDO,  JF HANEEAT H I BRI FH P A4 hs, H& SR, i s
W ORIAERS” oA A D, AT R O 2R A AR B BT Cisco Security Cloud Sign On K /™
FE 0 N EAT B o, TS 75 B4 B 5B ) Cisco Security Cloud Sign On K J' JEiL & Duo £ [N % &
356 UE A T E I T 1) Cisco Security Cloud Sign On 1K /7 o

% 3| Cisco Security Cloud Sign On 2 #IE# AL, BIET5RE% CDO

@Rk TR 5 CDO LA ANFERIH P 4l T Cisco Security Cloud Sign On JiK /o I FR M
BHEARSCFE L (TAC), PABEYE CDO F1 Cisco Secure Sign-On 2 [H] # H F 45 B .

FRRGFHREZRENK
R Ty 3% 1] REIEAE 2 D S A8 ARAF I TH P88 56 . 1528 I BEFR W https://cdo.onelogin.com.

https://cdo.onelogin.com/

fRRT53% ¥ 3K https:/sign-on.security.cisco.com.
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 FRRTTE WS A B Cisco Secure Sign-On iK™, A1 —AMK )™ . AT Cisco Security
Cloud Sign On Ji& /" JF L & Duo % K 25 & 4y 56 ik

* fRRTEE AR CAIERIKT, U RGO L AR s GEED RS
ar (BRHD s RHE AR & (ARHEDC) X5 ) CDO 4

 fRRTTE BT B T8 1A) https://sign-on.security.cisco.com. https://sign-on.security.cisco.com/

Xt R BEHERR

R E B 3 R 6] R
G B ORRE e ERA AR RSB RPN ERE ARG, XL S A
(K1, AT TR H 0, JFRAR SRS A o AR R X R WG, CDO 2 Al £ B R0 5 40 B
REEP AT M 1R 551
BRI G, TERAT LU R A

L1 MNP CDO Ffifsr, midiXt s (Objects)JfikH— AL,

IR 2 ARG I R G LA A R A R0 B i)

PR3 EFEH PSR A RVEE Bk, EEE S “ER” (DUPLICATE) “7 Bt LA M 52 56 i 1) 5 52 14 .
[ DUPLICATE @ Resalve | Ignore

$B4 SRR, CDO £ BRI EE A% .
LEBS RN E LIS .
HIR6 WHLESA LU R LTI

o WURELG I — DX R O T — DX, U R R O BIE R (Pick), siilifR (Resolve) LLEE R
52 B\ S R BE A M 2 S, SO0 BE SO, W A IA (Confirm). CDO 2R B B IE PR %, [

IS IR B A2 0
« WMRVIER DA LEZNGHIN G, 1 A2 (Ignore). AR IE B IEAN S, Tt CDO W I E A0 %41
BB .

o WIRBRBXN S, (HUARAYE CDO M REL XN RINKENZAN S, 1§ S 25828 (Ignore All).

PR B ERS G, WA IS ST B, B SR I A AN

PR R (5 A R X &R 6]
RAAIMA S TR B ALE P AR RPN R V7 51228 NAT S5 X 4.
HXES.
S P TIES
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wEg |
B mrrerusgag

o B AL R EPTERE] CDO
R AK(ERA BT R B R

TR AN CDO SAUFE ., Mdixt&R (Objects)JFik £ Mg
PR 2 IR L Y8R G DL HRAE ] A6 B )

PRI EFE DB DRA IS

SRR A EUAEAT LR LT

© AR RS, IR (Remove) @ LA CDO H bR A A FH (14 %2
s FEREE R, 2R (Ignore). WUERIE BN XIS, CDORHS IEAEARMEHI T BRI SR P Rz & .
SRS WCREMER 7 RAE IR G PSSR B A e 26 (V0 B S 5 S IUAE T S o, B S T — IR 2 AN
Mo
Note LA R ARAT R G 8L, 152 P A Do S 17 i

#HEMPRRERITR

P AN CDO SHUFEH, mdixt &R (Objects)JFk££ ML,
PER2 IR Y xt G LA PR AL R 52 1)l
TR I L MR AL B
o R ZISAT PR AEHE,  DUELE £ DU _ LR PT A X4
 FEXSGR AP IESEPA R X R

LA 7L “FRAE” (Actions) B kg, silifiiBR (Remove) & LIMIERTE CDO H I & (1 BT AT AR AEH X G — IR T LAIBR 99
I

PERS R HEE (OK) LA ZAMBR A AL I A 52
TR 6 AT PIRE RO F X L
© BRI EE BRI AR S T, B SR B 2 A

o FTTFBE™ U I F A 4R 2 W HOE I I e o IEREZ T BCEWIRI T A B, SRR EE BLA M i 2 i . 2
B RS M R It
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| s

mrr—zmmgag ]

AR —EBY X R (6] R

Z:_nyﬂ-% B INCONSISTENT @3 Resolve | Ignore %Tﬁﬁﬁﬁz[ﬁ\&% [—;]\_ﬁ*ﬁ[ﬁjgfﬁ
BRI S . A, P S AEAN R P E b ) g B AT AR ) 2 AR RN P 25 % 5, EL B A 1 [ P4
B, XN IES I, AfTIE A3

AR EEAR A SO SR, TEZ R HER AR DO G

RET AREAS— SRR G AT LT $84F «
* ZRg&: CDO BN G2 A —BOMRBHIAE. XA TIIEA—ZERA T
* &3 CDO RPr AL ERN G I IHAEIFE IR A+
* EfA: CDO AV E ar & Hh— A B SO HHRE B i

c BHEEMEMRERABE: CDO VKA -JRItEN SR (A ER) IR
ARG A B0 G b 5 W ER DA B E BT T KR 52 B BRI

N

Note 4y fRfy ZAEHBRIAE, WREEEH P — MR BRME . HARBROIMERE 5
{HBEE N B 1

c BEZMKAFRBAEME: - CDO AVFRUA— EURIEE AL 5 I BAT AR AL
WAL SEIIREMIAITE, BRI A SO S ALAA 0 A AT A FAT A [RME 38 0 52
55 R DCIE (R B AT BRIAAEL AR A BRNEL, FEAR GORE A Dl HE R 1) I 22 2L 1) JEAELRE AT
i

B, TEHENA BN ILE R A BB AL “shared_network_group” H “object_1”
(192.0.2.x) Fl “object 2”7 (192.0.2.y) . EILEFHIIE “object 3”7 (192.0.2.a). 5
AN “shared network group” H “object 17 (192.0.2.x) FIFHIIME “object 4”7 (192.0.2.b) 41

Fio Ko I W 26 20 e At Sy SLABAEL IS, BB R4 “ shared_network_group” 4 75 BRIAE
“object 17 (192.0.2.x) Al “object 3” (192.0.2.y)” » 2.a) Al 'object 4' (192.0.2.b) {F 4 B fiL.

N

Note Qi biifI &t 5N, CDO 4 [ K A AE 4 7 /) e 4 ALAT A )
DRI I Z ARG IXMAE ] TR H B B CDO [ B

02435 A2 LA 46 PRI A 2 HEAT 3 40
1 AT LR AT B
2. B R L REAEAE A B A FR IR 6 4

3. HEXNZRLMCOA G .

FRRA—BURSGLR,  TEAT U R A

B RS .-_



BT |
B mrr—amxging

P R CDO FifEt, RidixT &R (Objects) k£ —AN LI,
PR 2 RGN S A A BRI 5 )
PIB3 EHA BN G TR RIEE R, B E RIS 2R SR A B B
L
PB4 SRR, CDO BoR AU % AL
HIES WIAEAT LA LI
© 2EZER:

a WEERINS, REHEHP— % A28 (Ignore). 53, RS XS, 1 mili £ P72/
(Ignore All).

b. fiidiE (OK) LI THAIA .

BT EH T RRR:
a MdnBIEAEFH X WRERR (Resolve by Merging X Objects).
b. sl Confirm.

BN
a LLESRSA

b, PRAT NS SZ 5 0 (1) 0 268 S RN 2% BT 8 0k, 4R s8I (Confirm).
EMAEE (WTA—HBMEENSR) . HILENES5ERATIER, RN S R —BaE
(Inconsistent Values) 7Bt H1 [ ERAE .
a filiEEiRAEE (Convert to Overrides). FTA A8 K% G A0CK 6 # hy FLAT 78 76 i PN Lt 42
b. i Confirm. %A DLkt 4miE =X & (Edit Shared Object) LA E Hr A 6 4 (PR 4145 A . 77T L
A5 FH 1) LR ) R Sk A BRI B RN 7 B 2 TR R B .

c BEMAEME (TR —HAIMBEE) -

a My E b {E (Convert to Additional Values). BTG A—2 13 G &0 6 3h B HAbE ) AN =
PO
b.  PRAFXT 52 5200 R 0 285 SR s A2 46 BT o8 8, AR5 A i 8 IA (Confirm).

PRR6 fRRA BB S, A T PTG, B SR I LR 2 A
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| susin
sEmrrgnm ]

HE SRR IS & 5]

PR AT PR AR A FRD0) S 0 R g L A0 5 1) J B g R AN — BRI 2 1), o page 11 [ RIS
RINTTEL A EAT. BT LRI F B 20 %, B SR 2 AN )8t itk . 4,
WA G A BOORAER], WU RE RN — P )i S

|

Important 4 St G 5 55 oA i RS A G, AR ER AT 1) M SR A AN M 5 2 I R B 1 R 9, 2R
BRI ER, BUVERERR, I HIZ GG RYARC A8 WERE IR0 X G I A
R CRAT A EURT R A0

TR RS R, TERAT LR

FE AL CDO ST, fidix &R (Objects) k£ LLI.
PER2 EA/MYREH, BT L PER S
PRI NG, LMK PAGEHIN S R B R B X R AT 4.

Issues

th Duplicate
| Inconsistent
Unused
PIRA nii 2R (Ignore) AT LR N ), A6 0 FLS 72 B ko ) R

PRRS sHHE (OK) LU\ 2 B IX LR 52 o

ML 1} =1 A

W EIEEIRTS
Al LI E CDO FL P 3R AN & RIS . AL 8 IR TS FiEEeIRES . &I
b, EIEN BN IERIRE
MEAIETIRES ) “HELL” I, RSB EITERLTICDO. H¥ess T2 Fh 5 IR 3 o) JR

HWH ML TR PINAR AR . NRIAE T B SR WA 7% W e 24 IR 8 T EUE
PR 2R EOIE LI . CDO SRR BUEAF T A IR LS8, R FHRAT BB 4

BEEERS AHEMER MR %

1EE Be# Ll HUFEH S CDO. ANiE

A WHROKMERE RN ER. | ARG RELTHERE.

VFANIEA 2 BB L VAT IIE . VFAIIEAS 2 #B5HE R, on page 14

TEUETE K CDO A FIEHRR A4 | SRR T HBEHERR, on
B R A AN IE page 14
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BT |
B Rz

WEERRS Al HERY SR R T

Rl EIpE TN e W BUEB s W& | Bk ) @R HERR, on page 15
i A4 UET, WIATRe& T
B S PNRS =S S

BN IR 1E BATHOS A, CDO " fg | X AT WO B R AT WS HE R,
TR & SR I on page 23

YFATE TR 2 SR HE R

R IERRE B “VFAlIEAL” (Insufficient License), HHAT L T #E1E:
o SBRrBUN ), HBRARGVERE. R, VRN AR A LI ) A Bk BV Rl
UENY T ¥4
© MR ARARE L, 5 CDO HRIFFHA4, LIIET CDO 17, LAV AT i R 45 2 Al
T [ (R4 O % 200155 e«

© WERTT DB A S S #RE AT LR At

B MBI BRI AT PEAR AL T i) A M IEAT S R mT UM A R B VF vl WA T M R R

W2 £ CDO FHFE T, sl &FABRS (Devices & Services) B .

PEI S EIET R,

PB4 SN S RAEDT R, R)FIEPPRE N IFRNER B IR % .

SIS g EFIFMIZEE (Device Details) g, AdFAIEAZ (Insufficient Licenses) ' H L &I ATIE (M anage
Licenses). UL H H I EIRIF ATIE (M anage Licenses) % [ .

PIR6 EHUE (Activate) 7BUH, MBI, 5 sl iE MR & (Register Device).
R RIS T3 8, HHERRA R 22 N #E 4 (Online).

Xt TR T UE T R HERR

AT EU N ERAE LU pe b T SRR To M 3 B0 i T E R A i) L

HE1 WLLAEFE (Inventory) T SRR I

P2 1R & (Devices) LTk

PRI SN RREDR, AR5 EFE A THEIE (Invalid Credentials) IR 4%

PB4 (FIREIEMIE R (Device Details) fitgH, s BRUEIE (Invalid Credentials) 4 i (1) E#Hi%E$% (Reconnect). CDO
SR IR & BT

SEBS BRI, BRI 4.
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SIB6 SdiakE.

TR WHRAELH SR G, SdikEF (Close).

SR8 WHEEEA CDO 23R AN R A AR IE R R 4%, RIL A & LM T CDO H T &2 W44 1 P &
WHAE . BIET RSB BT “7E4” (Online) IRA, (HAECEDRGSA “Hd2)r5¢” (Conflict Detected). fif
FHfROLIC & /P 5€ (Resolve Configuration Conflicts) LA & E Al vk CDO 55 4 2 [0 L B 25 54

FE S (o] R AL B HERR

CDO *FiEH B{F A
CDO {134 £ 3 ¥ 4% TS AT UE B A etk . A, CDO 2K
1. WAl TLS WA 1.0 B8 ShiA .
2. WARMMUET A, JFHHMR HWRE LM EN (0, B8 B/8 RIHRIELEERD .
3. UET AL SHA-256 UF 15, AN%Z SHA-1 iIE 5.
4. LLR&AMZ—mor:
« WA AU, I S5 EAH P SR BHiE AR .
© WA HZAFARUE-BAUR AL (CA) B4 ITESS,  JEHR ALK BT AL I B HIE B REH B OC CA
RIIE T
LR S CDO A 590 25 AN 8] (e E 5 11 7 2

s MR ASLUH, W CDOSE AR A, MASHE R &N T HdE Y A A iE B A &
L8 BUH P S A IAE P 52 4 UL

* CDO MAZHRFNTS CA. H AT JCIEAS 2 B N CA 224 IIETS .

A DL 225 F ASA AT PR E . 24 CDO LiA54T ASA [T, #8 AT DLk 44 B % %
HHUE AT A A EL SR AA F W A& R A 2, (A JCVR AR, T RE R A W A% 4R
SE [ TP Huik Flo U IER B VUi ) kA RAEHE PR A, Wk B 2 2Rl B
FAARUE AL A . CIEAE AR ASA A AL oA £ o

A AE T A5 PR - AS A I, CDO K8 TLS SRR &, (AL IGIE T 2 3 B iF
o KRS R NBE A LS E R, E s a) A n] DU A A TERGE
T CDO K FEHIER: .

s EE P 5] 8

CDO AJ e LB B R AR Z Rl 24 UL B B “CDO oA FF fH OIE 10 e 211 4%
I, FRRUEBAAAE R 2 UL SRS B, o)A n] i e el (B eih i) sl
PR RAT K
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L E CDO gy EUE BRI, R LAAE SDC AL AT 5 il A1 50 e # ( HAt =L EAEH] openssl

AT T E o A BUR fiy & B R B 3R AL e A3 11 3T A T«

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

W A8 R B A Bl iE, RIS 75 e J LRt A Crl-c B H .
TSIUAE N AZAT — /ML a0 i 1R SCA

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc,

verify return:1 CONNECTED (00000003)

Certificate chain

0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com

i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbalO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZzAJBgNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbalO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALIVT

.lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com

issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2
No client certificate CA names sent

Peer signing digest: SHA512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256

Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CEF5AB

Session-ID-ctx:
Master-Key:

*.google.com

9A9CCBAA4F5A25BI5C37EFT7C6870F8C5DD3755A9A7B4CCE4535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLBG

Key-Arg : None

| S
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PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

TEH T B R R — R S AT, BT LIAEIL T G 236 HIEIR B4 ED (Verify return code).
WUERAEAEUE S I, IR [ HERAE, H HSE R R U .

B IIEREIRNRIBIIR, EEE LERREEAZE

0 X509 _V_OK #AER ).

2X509 V_ERR UNABLE TO GET ISSUER _CERT J&ik#k 2R SZ A5 ATAE o A& 5 3E 15
3 X509 V_ERR_UNABLE TO GET CRL JGiL$EFE4511) CRL.

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE VLR 25E B4 . IX kA oI
JE PR BAAE, A S TIHEATLAC . X0 RSA ZEHA & o

5X509 V_ERR_UNABLE TO DECRYPT CRL_SIGNATURE JGikfi#4 CRL %544 . XM JCIEH
SE SRR AAAE, A S TUHEAIL . RAEH.

6X509 V_ERR _UNABLE TO DECODE ISSUER PUBLIC KEY i S2HUiF 15 SubjectPublicKeyInfo
A

7X509 V_ERR_CERT SIGNATURE FAILURE iiF 15454 A
8 X509 V_ERR CRL_SIGNATURE_FAILURE iE-P25 4 4.

9X509_V_ERR_CERT NOT_YET_VALID i 15 Jo4%: notBefore H AL T HT I 0], A OCTELI(E .,
WS T RAERERES: 9 GERMAERD .

10 X509 V_ERR_CERT HAS EXPIRED The certificate has expired; 45t /& i, notAfter [ I 5L 24 i
W), A CTEE R, TS P IMEIER RS 10 GER D .

11 X509 V_ERR_CRL NOT _YET VALID CRL MjAHRAR .

12 X509 V_ERR_CRL_HAS EXPIRED CRL tid .

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD iF -5 notBefore 7Bt U5 JE A il o
14 X509 V_ERR_ERROR _IN CERT NOT AFTER_FIELD ilF- notAfter 7Bt & TG 1] o

15X509 V_ERR_ERROR _IN CRL LAST UPDATE FIELD CRL lastUpdate Bt 25 JC & i 7] o
16 X509 V_ERR_ERROR _IN CRL NEXT UPDATE FIELD CRL nextUpdate “7-Bt i & T2 1]
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17 X509 _V_ERR_OUT_OF_MEM S /3 Fie W A7 I A A R o IXZEAN A% R

18 X509 V_ERR_DEPTH ZERO SELF SIGNED CERT ifiidfjiE45Je B4 EP, e G FiEH5)
FERAS BIAH [F] I UE A5 o

19X509 V_ERR SELF SIGNED CERT IN CHAIN nJ LU FH AN SZ A5 AT (UE B riiE 104, HICIRAE
A BHAIE S

20 X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY TGy 4k S 25 4% f30E 15 i il 2 &
UEH . Rl ERE R AT P AR A .

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE LiEEiEZ54, izt s—4
WET, HFHEARABAIET. GXEAER, ESH K KRR RS 21 CLERIES—
AMEFD) 7 o BAFIRERED: 21 CRIEEAE FEFE - MEE) UL T#egiE e .

22 X509 V_ERR_CERT CHAIN TOO LONG i P4 K B R Tt s R . R .

23 X509 V_ERR CERT REVOKED iF15 C 4 .

24 X509 V_ERR INVALID CA CA IFB . ‘EAZE CA sy 4 SR A2
25 X509 V_ERR_PATH LENGTH_EXCEEDED BasicConstraints 4% K[ 2 ¥ C gL .

26 X509 V_ERR INVALID PURPOSE 24t [iE AN GEH 45 5 1 H 1

27 X509_V_ERR_CERT UNTRUSTED # CA Abric A H T4 e H& M52 54T

28 X509 V_ERR CERT REJECTED #i CA #ibric M Zide e ik .

29 X509 V_ERR _SUBJECT ISSUER MISMATCH i iEMA # ik Thaidhds, R HAd FH # 48K

5 METUE B MR L RANILAC . {NAEWE T -issuer_checks I IR .

30 X509_V_ERR_AKID_SKID MISMATCH 4 §iffocize ik # Uk 1o 45 48, PRy A FH 25 25 AR R AT
FAE H 5 215 (U B 3 AR AN LT . ANAE R T -issuer_checks BTN 275 o

31 X509 V_ERR AKID ISSUER SERIAL MISMATCH 4 {i i ik & ik P dhds, Kok &
RERFINGAEAE, FF H 5 MRTiE B R A A 28 PIFR IRAFANUL G . ANAT & T -issuer_checks I
[N

32 X509 V_ERR_KEYUSAGE_NO_CERTSIGN i {i i Mk & ik Bgdids, KA keyUsage 7 g
AAVFIEB%4 .

50 X509 V_ERR_APPLICATION VERIFICATION M {5 g4 . KR8

B FE S

WARALBA BELUEP&S, JFHEFAYIREG AR T HET, W CDO RS “ Rl 205
WE1” (New Certificate Detected) 1 B /E N BCEIKZ (Configuration Status) F1i%E#% (Connectivity) Jk
Ao BWLIMT-BHV IR RIL IR, SR)5 A GE4REE I CDO X BT B, UEH A0 H & b 1 1IE %
REJE, B EHRE.

\)

Note

S L E R

AR R 2 AN WA U FTE RS CDO I, CDO 2> H 3 i i I e 2 Bk ERROBHE1S, JF4k
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A3 AR R AT B e S «

1. SHiFH&EFPRS (Device & Services) T .

2. i g g RSB #TE R (New Certificate Detected) ¥4 B i BRI ¥ %, AR JF LB T 75
A o

3. ?ETWJ%*%EP, M EHIEP (Review Certificate). CDO VR N L1 DAL § 4% -2 32 ik

4. AP E LY, MditES (Accept), mfEEFNEE IR R L, ridi4k4E (Continue).

CDO 2 B B 5T A A UE b . 0T RERE 2 T2l BB & F1AR $5 (Devices& Services)
WO, A REAE WA R R AR B

IEP IR
IGFIR[EKAS: O (IEE) , 1B CDO RENEHEIR
CDO RFHIE S5, ‘ezt 0t “https:/” 34T GET i H K& 21 4 1) URL. <device_ip> :
<port>". WIHRXAEMEH, CDO ¥ W nib i, WEREEIMUEHA 2 (openssl #2[H] 0 ok) ,
I 8T ) e A At e 45 1 E AR W A S i e 1 o L BR A iy 4

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
W IS 5 ASA IS, JFR A HTTPS RS #3 2 1 ASA I IEAfm 1 _FigtT:

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019b98 LISTEN 192.168.1.5:443 0.0.0.0:%*
SSL 00029e18 LISTEN 192.168.2.5:443

0.0.0.0:*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:*

WIEIRERES: 9 GEREREHD

PRA R R I B E P RO UA H AR, PRI P i AN oK A A R AT g il THIE 154
AR FHEN, sFEASAUESIIREOUT, AT RER M1 T B 4 il 5 IR I R 3%

BN LSRR P E B —AT, G notBefore H #:

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

IR, 18 LU A2 E 15T 22
i

EF5 ) notBefore H it £ /el 219 H . #5ml LU AT S 5L notBefore HIPIEBMUAIESS . 7% )
i BOAUR B2t RN TR BB AN IE RIS, e Bk R

ER E4KES: 10 GEBEIHED

B RS .-_
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IR IR R e i 2 —ME B e . BNZSERRPER 1T, BB UE 1 notBefore H
LR

error 10 at O depth lookup:certificate has expired
SIS T U IE .
%S

WAL TR, WME— I ANROE IR ) — MIEF . WERIES PR 2139], {5 openssl FFRE
Cal i), VR v AL BRI R E ) s R SEAME R BCE A2 2020 4E 2], HAR R T AL
ERSEIIE 2021 4, WS HITH LR R B Bt .

WIERERES: 21 (TEBRIEE—MER)

PEAHR RN UE B BEAAAE R 8L, I H. openssl TGVES IE W A SR BEHUE T & TN ZFE. JATREF Lif
BRI EE, T REAS B T AR B

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

UEBEERE MRS AR AL IR 513, IRSS a8 A CRIER TR, AR5 B IS5 48 FUE B S5 IE B AT
HURI R TG P HERE 1) S v 200 (0 R TRIEAS o AR MIE-B#R S A I LT (B “s:” TSk AAT S
K#FD (LA “17 FFRIAT) S

AR P bR IR SR ERARAHLARR, AT I A D FEATUACUE A5 ) S A4 (138 ] 44 7
MUK MBS SR B s AT B, AIE s AN A 5K

DR 25 4 AT th A2 AR AT AR P AU UG BRI UEAS - TUJE i £ H AR P e B A A HeAdE 15
ER R AR s IR

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
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....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

YT IAETS, openssl BRI AIE * .example.com ] ExampleCo UE 52 75 H1 5215 AT (A A WA UIE S IEAf 2%
%y ZUETAFAET openssl W EAGATAAEX o KUF)S, openssl F il ER R % .

HE, R HNSS SEA IR EE CABARIE . M, 58—l —8, IRgasriEf
Hi— A PIRIBER A, T e 200 (10 TR B0 % HAT 2 A5 A CA 254 IIEAS . BRIAE UL T
OpenSSL AME X L[] CA, I HARAATEIG LIZEAE CA 45 RINSEBEUE A B A REXS H AT 5
k.

T F TR AR 2538 A5 () 5 55 4% A AP 0K HLABERE B 32 5 A CA IPTAT RS, WP Pl W
RENIAGEHEEEANGE, W openss] R HRF TR Flrs -

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C

ey
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Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

A R IR 5 A AR A —NIES, I BAOERIEAS 2t LR A2 2 A5 AEIRAE A 1 . i
& BN R AE SRR 1R o

K

I ) RS P BE A BRI UE P B AR S R 1 o e b I 0 P I — 7 Y2 K L A P B i 2k 38 % 4%
I, DU CDO AT Ar] oA FE e v] DL e A MR R %, DB S EFE % P i Ak 52 3 i E 1%

TR R CA IS INBNEAT A, WU DL N — CHARHUR T IE IO - JE 5 7E ASA BT

CSR) :

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

B FE

WRTHREA BBZAUE &%, I BTG R G A T 8HETS, W CDO Al fg s A= i “ Al 157
WEFS” (New Certificate Detected) 7§ S AF A BL EAK7S (Configuration Status) FliE$% (Connectivity) 1k
Ao BWRIT SN IR, AR5 A R4k S\ CDO X H AT E B, IR R H &AL T1E %
WG, A EER %

\}

AR UG R EEE R % 42 CDO (Bulk Reconnect Devices to CDO) [R] EF 2 ANE A 4% 23] CDO
i, CDO 2 B3 itz It ez & ERBniE, Jraes: 5 ILEds.

A BN R PR B I

TR AEFHIRT, A REFRS .

PB2 SHREETR,

PRI AGHE MRS R AT .

F A A5 g WM B #1E (New Certificate Detected) MBI BRI, ARG IEBEITFHIIH % .
HES fEAMER T, S EHIER (Review Certificate). CDO SVFA T HGIE P LU 4% 3T 9232 BriE 5.
L6 AARAFDE O, SdiiES (Accept), mRAEEPHERRIW A E D, AdigkEE (Continue).

CDO 2 A8l W S5oBT i B AEAUE B P . BnT RERE TSI IH i & AR 55 (Devices& Services) it
I, A REAEBC R A R .
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X BT RUE S IR A TR HERR
LA 1 R R A 1
ALURIA FBAE

L1 /5B R (Inventory) UL, riidiig & (Devices) LI+,
P2 SN GERANETR, RFEFRIBR LA R & ERRLEIT, BaEA A SR . $UT U
R B A AR

o
FIR3 M CDO R B S, AR5 2 E P A B

R RGBT RS
CDO AVFISAEREANSE I ¥ 44 b s P sl 2R ph sl . 3 phseiill &g, FF BAEARMEH CDO 1Y
TE IR 60 O B BT T, B4 A BE EIR ZS K o A 21 i 28 (Conflict Detected).
TR R B E5E” (Conflict Detected) RS, AT LA FFLFP:

P N, Sl RERRS.
$1R2 5 & (Devices) HEII+ LA B % o
PR3 &R IR .
WA ERRE SRR, ARG A MIENE R E R TP I EF MR (Review Conflict).
PIRS (iR & [EP (Device Sync) Hiifih, Jl LA 5 H o (K 22 Sk LB AT L L
s bRidh “HEJa IR &BCE " (Last Known Device Configuration) ) HIH & /7% £E CDO b & I &

s FRidh “1Ew 4 B3 37 (Found on Device) AR /& A7 i 7RI 1T ASA it & IOC & .

HIR6 WMLl IER LU NIEILZ — R ff e ph o
« EFIREFFE X (Accept Device changes): X H B A& I lL & 78 5 CDO E1FERIELE FUT A £ b 2 1) 5
o,

Note T CDO AN FFAE i 24T FL 1 2 A8 28 4 Cisco 10S BEA T B, AR MR sk b SR IN, 4854 Cisco
10S B M — LRI FHEZ M AE R (Accept Without Review).

* {6481 & 4 (Reject Device Changes): IX¥HAT A7 fifi/E CDO L[ BCE 78 o5 e % L ARG L

Note PATRCE S o R8sz A0 A 5 e H AR
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B = %5 #s

R “REIZ” KT

FEFH LU R o B BRSO “ORAE T e

TR AP, Adng&FRRSS (Devices & Services).

PR2 Nl & IR DA, s AR B R A AR S R
P AUl RRRAEIR.

W4 RPN R R

PIS AR R, EBEL NI

* FSEHERE... - WK ELR IO E N CDO AR e, 1S TN I AR B TS ILAE P B0, B 25 AR5 0 Ik
BT AR B AT Ve (1 L S X

© JBOFEE L - W RS ANAE G B O CDO HEE BB, s AR “HH 7 ST UR/E CDO R T Il &
o BEREIAE ] et EA-k I AT IC B o CDO A7 il (1S 7.

SecureX & [EHEFE

884 CDO 5 SecureX &5A I, I RESS BN G, B AR . KT SecureX UI H I 1]
B, AT H] SecureX R A KTEME R, 1S M SecureX S HF.

HAEA S CDO ' SecureX BIEEX IIRERI A, 8L 2% SecureX ThREX HIFRL - ol Vi, 1S4
CDO R} TAC DL T EdfE B . RG] e BRI MLRL M 1D,

SecureX Ul #f&HERS

ITE SecureX EHIHEIN P EEEEH CDO #Ei

T LLZE SecureX T AL A N A, B, I BT A CDO AL, MInT L A4
HP OIS CDO K. T4 FURE B 0RAS K B A CDO AL FO A MU APT A BRIl 4%
TR 2 G B TR AL AL .

USRS 7E SecureX H FEIRCE T4 CDO £k, MRJA1E CDO IEMIRE VU k£ 1 E %
SecureX, XA[fEL FE—MLTLE SecureX HHEAT 2B,

VR — Btk Trid, BATTEB SecureX HIHER J5i 4 CDO Kibk, Jf4kE:f HI E R BB i CDO 1k
REo UEACHRALH] 58 K APL - RAE R, %2 M 224, Y SecureX DIREM A

CDO Ul #F&EHERR
FAE SecureX HHHRAT A K CDO B SZ FE 2001, 1554 SecureX 4k Fafh. SCHPAISIFEE T ikt
PRI

OAuth $£i8
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securex &t ]

(ST e B E) oAuth HHR, JFERLUTFWE: P VT AR ELA AT A7 090 Lk ST W BB
o LA B B, % FE DA T

o BRI SR BE R IE . 152 W https://visibility.test.iroh.site/ 45 FH % AT IS AR H k75 145 1) K
U OGS . W RIK SRS, 10 CDO LS AT BEANS: S SecureX £ SR AAZIIRE R JE R
TAC KfRGIL I . A RTEANE S, TS IR R TAC,

T (F B IRAYLE LR Z & T SecureX

I R E R E MR E (General Settings) T “F )7 % 'E ” (Tenant Settings) ¥ )£ 3%
SecureX (Connect SecureX) LI CDO Fiff ik 2 SecureX, RAH AT 1R L UE S 5% SecureX, &
Al AESSTE SecureX F i HIHR TP & 22k F B R (A4

iR 72, AFE CDO HIE MR E (General Settings) FUifiiHh i i B FF SecureX . KF& 11 F 1)
SecureX HZR LA NE B A3 APT ), M2k SecureX 35 il THI A

SRIG, TAZTER B M Connect Tenant to SecureX, FF7E RS H R &5k SecureX IHE H IE AR 2H 20
B RAEUE

HRIFEAE IR ERIGEX

BEES, BT AR R S BOE SKIDREIX, WITCTRERS DRG0 20 SR 241 45 2 8 v ) e
ZH, A ReT-BhEE DRe X Bk

T3k B BN SecureX ThEEX

TE AT BeJOBCTT I 3E M Y s S8 a0 2R R TAC SRARVLIL R . A3 OGPRAEME B, WS DR Uk}
TAC.

K SecureX Hifig X anff iz AT A E B, 15Z 5 SecureX DIAEX SCHY .
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