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SEARHENL SA. IR TiZAT N
. 1: ki—ﬁl}lt

- SA_INIT — >
Peer 1
—_— (Retrans SA_INIT 5 times) —> 2000

e EEE—— - _— | — SA INIT request —>
<— (_ SA_INIT response

Host 1 Initiator Peer 2 Host 2
(19216820 ) (1111 ) AUTH request > 3.3.33 192.168.3.0
<«— ( AUTH response _

\)

AR O IKE SA THFFAE R, MR ORISR SR S B R — XA, IF B8 di Sl vy i) 1
XPEFAEENT SA. FEGUE WK 0L T H 2 Fahfilk, LMER S T — N SEAT IKE SA.

IKEv2 Moz /51T H

I FAE I W b o TKE SA (M N 7 W& BLE T 2 N5, AR Z4R IKE SA B, #5244 n
2 WS PR Y T B 6 AR [ M b SR BOAIE & AR T IKE SA [l .

B, G S WS A A RS S AR CRAEM R 7)) JE 53— NG, W2 A Peerl TP Hihik
HLIKESA. [FIFE, s sk A (F M A yiG sl 5548 CRHAEM R 77D 50 —ANKFEEAK, )42 I\ Peer2
IP Huhik & i IKE SA.

\}

AR IKEV2 20 A5 AR M A N7 DI AS SRR S5 4438 1T o

hnE ARG 5B el A B A F R E S

XTI W T AT AT S R oo R R S AR RS B %, JF HLBRIE IR R AU PR 35— A0 244
TFife R TR A PN X SR G e fi

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



| 1Psec #n ISAKMP

R 1: SA ZHIHI & W EH TR Tk

Ikev2 5 sz tkesenl ]

SA ZHTHY &M MHEERSIEBH;
eIEIEE

XA TGV VT ) et

551 BB AL &

5 2 B B BURIC L &

A DPD ik T

SO IR UERY B R PR g AN LT &

BB RUE R 2
T SR TGV G ) 85 B BT R HE

R 2: SA Z SIS W EAR R 5145

SA RIS MHERRTI BB
EIBIEE

H TSR BUANDLIG, 2B BB R HE

FHT AR R DY AR R R A AN UL I L

TN W A8 24 o

HA V¥t i

BRI % IKEv2 SA i

Tk ipsec sa i

IKEv2 SA i BE

IKEv2 % 33 R B AE )

IKEv1 £A IKEv2 143

AR RIN T WS T I G T TKE RO 2 AR A4, WIFERS BN — SRR /T, KAEPT A IRAT)

BSOS AT SA 2l

W, a0 SN IO T AR (i PRI P2) , WIS{d ] IKEv2 9 P1 R RIS, {FH]
IKEv1 [i] P1 A&iek%iE, {1H] IKEv2 [ P2 Aidhsia, LLHSEHE,
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. IPsec VPN B9i%F 7]

IPsec %1 ISAKMP |

= AT

HATZ A RIS W 22 R s AT HA F igWa N7 i (FEE . 2428 — S W LIk RN, &
MR B WIN T B

AL TT A RS B WA N 7 B % AOREIE o U R P BE s A A b, 4 B % S 250l Peerl TP Sk it
SLBEIE, ANV R B EIF Peer2 TP MR N A5 BRS U147
AR

FLAT 22 AN SRR IR S vl LS Sl A £ p AR R 2 mh K W T e % BRI . WIS B e
TikviE, ERFABE T BN T B

RHD TV RS B W Y e 24 (I REIE . WA TG0 In) Peerl, FSAZERE RN i S 8h 2 T —
/™ Peer2.

DN ER

WREE T IKEV2 2 XTI # s, WA SRR A AR .

ZIEFRN
FEZ A ST, 20T AR s TR

Wik

I R BETE N R, T R X i A DU 1) A B — 2 A
* debug crypto ikev2 platform 255
* debug crypto ikev2 protocol 255
* debug crypto ike-common 255

PAUR 7= B2 € 1 IKEV2 26 AR &, B T SR e

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto map.

IPsec VPN B915F 7]

)

AR SLDhREAE M T E N A .

i ] TKEV2 (1] IPsec ZEF2 i 1] VPN 5% AnyConnect Plus B¢ Apex VA iE, A B, i IKEv]
(¥ IPsec ZLFEVj ] VPN FI§ A IKEv1 58 IKEv2 1) IPsec %fi s (8] VPN A4 FH &l VR ik B B 1 Atk
VPN VR, A RS A MEH, WS SR ASA RAIThHEVF AT
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| 1Psec #n ISAKMP

ipsec veN 7 ]

IPsec VPN &N

TE =N

TG S S, ER R ST, WREVT M VPN 5% AnyConnect Apex VA E. R
ASA KA AnyConnect Apex VFHJIE, {H'E S Apex VIR UERIHREAE, I ansksd 1 & BN AT
) AnyConnect =28}t~ Secure Client 2k & H T JEFF VPN B 1 Secure Client Fl =1 4% 2 i VY
i o

B M AEIR e SR N

A FE S F B KB o ANSZREIE BB KR

BB EEFEIEN
AAE T2 /46 P i b e B TE v 327 TPsec VPN X

HA o

ENCE IKE I, 2%i2 A4 % RADIUS UDP ¥fii 1 1645 Fil 1646, Z%:H & 713903 Hic % T 1
B, Him a5 Bk 27910 F1 28166, %10 B8 AT A (i I AN2x 4% H T PAT %54,

fic & ISAKMP

B & IKEv1 0 IKEv2 3R E&

IKEv1 Fl IKEv2 £: 2 43 7 3 HF 20 /N IKE 356, RENERA AR ESE . A0 1R S0 2 3 45
fie—/NE— A e S . DL B, P 2e Sl i

£ TKE Wi JTARIN At i (000 S5 0oRs 2L DT S A08 SR FEX 54K, SRR e REXS S5 A0Ks 2 l4k
B ANUCECI . TR SR L AL B SOy (Lseddmmiise) o Rz BRI 5 5 A
B3 C B B2 SRS AT U, B AN IL RS

ok F SRR AN S AL S AR I 0 238 . #0854 B E A Diffie-Hellman Z 40BN, RWIAF
FEVCECIR . T IKEv1, JEREXT SR SR Ik A 20 R o — Ay B, LN T 8055 T R 5 Kk
FRy SFems b ) A o R T R A iy PR AR R, ASA S A AR a3 . 6T IKEV2, & 0454k
Z AN Ay L, TR A AT A, AN AT AR RS SR T e AR Ay R
RALAE T HSZ U, IKE 464, JF HAS AT SA.

ZIEE, RN SEOEF RN, & B 2 NEREZ RIREAT B . BRIAEAR B 2 42500 2
LU SR Z AL 20K RS DECR NS HUE IO AT AR, WA REF IS H
{Ho

AL IRAEREAS ISAKMP fir & FPAL & L SE . MO AEME—Fr il T S I HLgE 5 S A IKE B s
LS
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B == ke fn ke %

UK

IPsec %1 ISAKMP |

P IKE RS, 15 E s Rl 2 S0 A R iC E AU eryptoikevl | ikev2 policy T4 s

PRI R IKE SRS E R,
Pl

hostname (config) # crypto ikevl policy 1

R B ASA it B A BN IKEv] 5 IKEv2 h% .

fE & A . BRAME N AES-128.
encryption [aes| aes-192 | aes-256]

T

hostname (config-ikevl-policy) #
encryption aes

eI, BOMEN SHA-1.
hash[shal]

T

hostname (config-ikevl-policy) #
hash sha

fE S RE Tk . BOABCE N P =% .
authentication[pre-shared]rsa-sig]

i

hostname (config-ikevl-policy)# authentication rsa-sig

f 7€ Diffie-Hellman AR RAT. BRINEZ4L 14,
group [14]

Tl

hostname (config-ikevl-policy) #
group 14

Fa SA Adn . BRIAMEN 86400 F2 (24 /NI
lifetime seconds

w15l

BER PR LAy IR B O 4 /N (14400 F5) -

hostname (config-ikevl-policy)# lifetime 14400
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| 1Psec #n ISAKMP

e gagxcerinE [

PIT A IKE S OCHFRIE , 55 9 TS ALK IKEv] 1 IKEv2 SEM OCHE 7 S HAR AR i A ¥
U R BAT TS R SRS SRR E A, WPRE NI BR AL

IKE SEB% < F0{E
XiEF aX 1% BA
authentication rsa-sig WA A H RSA 25 42 9k E | ¥5 5 ASA H T8 84> TPSec X 454K G 43 1) 5 43 5iE 7
R BB AE %,
preshare (Bt |FidL s P BN REAE IR R 28 R AR U MO BEA T 8, (EJEAE
) AN R 2% R R 7R S
encryption aes CERIMED) |81 128 f7 359010 AES | $55E RIS TPSec X A5 44 2 1) A% i ) B 1 o B N 26 4
%,
ERINE K 128 f1 255,
hash sha (ERIA) SHA-1 (HMAC 4844) | $5 1 TR 5 se 5 vk sy 50k . e nl DU R B 2o
KA FE R LT, IF AR R T R e
group = ‘ 15 %€ Diffie-Hellman AR IRET, PN IPsec 5 &5 A2 E A AH
14 GROMED | 41 14 (2048 fi) TAESSFR R IO BT, S bR IR A S e
GER
Diffie-Hellman #4588/, HHATHrEK 1) CPU I [A] 5t
Wi/l Diffie-Hellman Bfdm 5, W22 4P s .
RN S DH 4 14
lifetime BHE 120 %5 2147483647 5 T2 SA A EI . BRIME K 86400 FPik 24 /NI . W,
(86400="hik A R WSS, ISAKMP Wi (SRR | e
) Ao HE, A I, ASA WS 4E IPSec SA 1
Xz aX 5% AR
integrity sha (ERIN) SHA-1 (HMAC &) | $552 F T DR B se 38 B vk . e ml DB AR B0 2
KA FE VIR R T, IF AT R A R e 2
sha256 SHA 2, 256 fifEL Yae BB 256 M E A e H SHA 2.
sha384 SHA 2, 384 fifise ¥ HAT 384 AL B 22 ALY 5% SHA 2.
sha512 SHA 2, 512 frfEL B EA 512 LB 22 a5k SHA 2,
null $55E AES-GCM Ny a5 S0k, 9B 5 m] LAk 4% null 764

IKEv2 523 MR
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B = szncsm ke

IPsec %1 ISAKMP |

KT aX 15 BA
encryption aes (ZRINMH) |AES TR AR P TPSec X &5 A 2 14 4 ) B (10 % Bk n 4 5
.
ERIAME K 128 £7 AES.
aesoes 192065256 N RS R R 128, 1924 256 .
aspresprEp | 1|1 IKEv2 1% (1) A FRUE SRR R 128, 192, 256 {7 HIEH.
AES-GCM .71k 1
policy index Vi i) IKEv2 Sl 74
prf sha CERIL) SHA-1 (HMAC 484k) | $82hBlEHLER AL (PRF), B T-A42 s 1 25 1 S
sha256 SHA 2, 256 fif3e Fe o FLAT 256 AL R 2 Ay 5% SHA 2.
sha384 SHA 2, 384 fifiss ¥ HAT 384 AL H B 22 ALY 5% SHA 2.
sha512 SHA 2, 512 fiiss FoE BAT 512 AL R e Ay 5% SHA 2.
priority PR ik S H A TPsec V3 ZhfEIEAE AES-GCM
1 ECDH % & A Suite B 345 1—364) -
group 18 %€ Diffie-Hellman BEFRIRSF, PAAS [Psec X &5 {A 2 fF ANAH
1419202124\ 41 14 (2048 i) HABEZRR TS LR, A8 bR W R IR AR S s
(E
Diffie-Hellman 458/, HPATHTEEKR K CPU B [H] 3k
/>, Diffie-Hellman BEgm 580K, W24 PEtmE .
BRIME N (DH) 41 14
lifetime BHE 120 & 2147483647 F55E SA E AT H I . ERIAME R 86400 FPEY 24 /NN, A,

(86400 =ERIA
i)

A Ay A, ISAKMP i (FEREMRRE ) iz
4, (BJE, AR AT, ASA WE S 4E IPSec SA 11

fESNERIEO E /B A IKE

B IAEZ 11 VPN BRI (42 1 FJA T IKE. X185 2N e A4 1. B M IKEv] 84 IKEv2, i
e S 2 SN A R e B A A8 erypto [ikevl | ikev2] enable interface-name iy 4

foil4n -

hostname (config) # crypto ikevl enable outside
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| 1Psec #n ISAKMP
maszm ke it [l

& FHEZE H IKEv FRERAR S

B BL 1 IKEv1 b T LU ] SRR AR o X AR PR TR A IR 55 R AR A 7
XA Z TR BEAT UG BAC R, AZHE T =400 R AN BEREAT =V B A He, A s vk /N 4k
Ko BUMBLAGH P, (HEA A R R R Y DRIk, X ARARTE £ AL 224 SA Z T AL
Bebr U5 B BRI DL B R I BIAAR .

)

ER BT I ER VPN 2 i PO S ] Gy B E 3 ) ASA MBI . (HE, BT
A LS 3 TAE P I S BAE (i ASA B RSA) @ %Il

TN 1 BT BCIKEY Bhis o AR, 35 7 B Sl 2 A U M A AR i %

hostname (config) # crypto map <map-name> seq-num set ikevl phasel-mode aggressive <group-name>

LRI, T AR S 1 SR M A LU N A %
hostname (config) # crypto ikevl am-disable
WAREER TR, SRS AR, A e A& (0 no B .

hostname (config)# no crypto ikevl am-disable

BC & IKEv1 #0 IKEv2 ISAKMP X3 ={KHY ID 757

7E IKEv1 5 IKEv2 ISAKMP BB T HrrgH, 0SSR BAR R B & Sy e LU BL Rk it
=2 TN IAGIRrN

Address 1 FHAZ e ISAKMP AR5 B ML 1P btk

Automatic PRI 8 ISAKMP P -
€ "S79) * LA TP Hudik
 UET S AL FRIE 15 AT 2 R 44 K o

Hostname ff HAZ ¥ ISAKMP FriRfE B ENL SR el GBRA) « WARRES ENLA
F8 4

Key ID i IR SR H] T A e L = B I 775 o
key id_string

ASA A EE A AR R IE I BE 11D TS VPN 37 5e 882 i, 23BN LAN [8] IKEv] &85
Ab, e P S AT S A BAIE

SOE SO SR U, AR Sl i R BT M A L R a2
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IPsec %1 ISAKMP |
B nvaup_seLecToRs @40

cryptoisakmp identity {address | hostname | key-id id-string | auto}
B, AN A R SR VR R E AT B LA

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS ;& %1

WA IPsec REAERA SA BN, (HZEE AL T BHS 1% SA FIERFFA—2, W)
IPsec RGN E T 2B 6. SEEFAFI R H &4 HAFE 407 H /A . SPIL IPsec WM. Hidi
(RIS AN E bR 2 B AR S v F ) SR, DASCOKR FAR DG SA 4 H WIS . RASAELIKE
%1 INVALID SELECTORS Jf &% %K% T (IPsec AFA5EAR) , & WIMC S 1 B 40 R oK gl ik ik 4%
R RN IERT

ASA CU7E CTM HHAf W~ Fros IR R4 H G b7 H &l %

$ASA-4-751027: IKEv2 Received INVALID_SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,
source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

E R B IR AT LS B AR SA _F I3 5% SA R B BT AN T AT N 3 B A0 IR [ o 254 g 3%
IKEv2 il %1, Wik G H, IKEv2 517 B M H A RS SA & 5 Pk — 4l ANE B . TKEv2 1l
HITE TKEV2 5 B AS He b R 1% B 54K

Bt &+ 7535 IKEv2 i =24A
T L7 A HRIE R TR =2 4] i A PR G hex, TN HEII) TKEv2 T3t 254,

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

& FEV R &% IKE i@ A0

B DA LLS ] B2 I 7E IKEv2 IPsec VPN 4% I3 51252 B2 (1 I B 3 R A5 AN DT TE 1) N o 5 s
e i) X A5 AR K328 TKE G40 . BRI W0 R A28l dn . A LL N CLI iy 4 3 H 52% H 76 % ASDM
TES R J A2 $2 RN 4 3% TKE INVALID SELECTORS 38 %1

[no] crypto ikev2 notify invalid-selector s

PATUEF B IR, EBrH CN w2 4, JF HAS XA IR 55 2 AT R W RE 2R
“service-type” JETE, WHZHISCHTRREAT A HL

BoE IKEv2 53 | ik

7E ASA b, ATRLUS AR IKEV2 40 F, AT LR XS IKEv2 Bl 0050 i MTU (e KAR i
£, IEFTULE S B AR AT e A e B ko BT

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]
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| 1Psec #n ISAKMP
i & IKEv2 53 F 1T .

BRONEIT, BT IKEV2 43 F 5k,  IPv4 1) MTU 4 576, IPv6 ) MTU Jy 1280, ik 7ikh
IETF #5#E RFC-7383.

BT EREFIWEL T, /& [mtu <mtu-size>]:
o {FH i MTU {83 1035 IP (IPv4/IPv6) 13k + UDP 3k K/
o WAL GRS E, W IPv4 (IERIA MTU Jy 576, 1Pv6 IERIN MTU Jy 1280,
« —HigwE, MIXF IPv4 Al IPv6 Al FHAHIFIY MTU.

s HRGEEA T 68 & 1500 ).

)

AR EME MTU I, G022 18 ESP JF44. T ina HmasinE MTU (¥ ESP JF48Y, St K/he
TEINES JE s m. G e ®) “HE ok k” (packet too big) B4, IFHIA T MTU KN IEIC E ALY
MTU.

AL LU R SE R0 Rz lidE Ol TKEv2 [preferred-method [ietf | cisco]] 1 16730 Fr 772
* 3L IETF RFC-7383 FifEff) IKEV2 43 o
o YPASKAEAAASTR E TP R II A SCRERT IR IIUN, RGO
s ARHBLVER, RGUELES G HATINE, RS IKEV2 43 T SR i 4R 9

« BRHEAD Ao

 WRBLTHERN A (B0 Secure Client) $EUEIKIME—J59k, BE XSRS E T P
WA SRR AT E T, IR GOk A 5 12

 EFHICTER, RGURAEINE AT Fr o MR S AEWC R BT 70 2T, ToiEXH
SNEAT R B R IE

© BTN RE S AR R S ARSI AR
4> show running-config crypto ikev2 4 27~ M HTELE, show cryptoikev2 sadetail 2 7~44 73 v H
T SA IS MTU.
FrIEZ Al
o ASCHFEAE MTU K, T2 T30S MTU L& 2K

© BURCE R A RECE, KN IR S TSI S S SA. BN SA AN B . AR 4
Frivg, R,

s 2 ] U 100 N e
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IPsec 1 ISAKMP |
B A sphmirngi

Gt
© BAEHIIKEV2 70 F, EHRAT LU R ER AT

no crypto ikev2 fragmentation
TSI BRNIRAE, TS HRAT BL T 4
crypto ikev2 fragmentation

EE

crypto ikev2 fragmentation mtu 576
preferred-method ietf

T MTU {5508 600, 15T LT 44

crypto ikev2 fragmentation mtu 600

TR RN MTU i, 3T BL T 54E:

no crypto ikev2 fragmentation mtu 576

SR I RSO BB, WEHAT BT A

crypto ikev2 fragmentation preferred-method cisco

LRy T “IETE” , AT L R #AE:
no crypto ikev2 fragmentation preferred-method cisco

o

crypto ikev2 fragmentation preferred-method ietf

.

AAA B 156 IEFIIZ Y

aaa authentication http console LOCAL
aaa authorization http console radius

R S N B A, X AR 55 253047 AAA B ieit. (R — R 44, X radius k55
BPATIABSZAL . WA R service-type J@PE, R SCHTIR AT AL B

J& A2 B NAT-T 89 IPsec

NAT-T S0V IPsec X258 I NAT A& @ i%R: . HoO7 v 248 Hm 1 4500 %% IPsec ¥ & 5 2 4E UDP
AR, M NAT %4 H AL 15 B . NAT-T 2 H Zi# T NAT %45, (H R A ENER A
135 IPSec i & .

\)

R T Secure Client/M R, #4208 I NAT-T, A fEil Secure Clientffi ] IKEv2 p D riE4z, R
{5 P i ANTE NAT-T W% Ja i, thEsRiE .
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| 1Psec #n ISAKMP

Rz NATLT 8 1psec [}

ASA H][a] I S FibRYE IPsec IPsec over TCP. NAT-T fll IPsecover UDP, HAAHL g5 HAT K 45 1)
B ity o

PUR 4053 2k o i T 25 e I i+ .

IR B RITIRE ERimE {FE BT RE

I 1 R 25 ] NAT-T JF B T NAT Je1f, | i NAT-T
iy

I H AR %A NAT, W) i 1A 1 TPsec (ESP)
I 2 TR T B ] IPsec over UDP | 3 H. % P imifi T NAT JG1fi, | {3 IPsec over UDP

i
I+ B R %&H NAT, W) i | IPsec over UDP
T 3 TR NAT-T Al & P T NAT JGTh, |48 NAT-T

I
IPsec over UDP #R /8 H w

B R E&H NAT, W) i | TPsec over UDP

\}

IR IPsec over TCP Jii I, el Bt s T B HAthiE 2 51

M A NAT-T B, ASA BAEFTA JA ] IPsec I 0 H 33T JFum 11 45005

ASA SZHFFAE LAN [R5 i) 9 £ 5l 78 FE 7 ] B9 26 12 4T ((HASBETR] I 7E X PR FR 9 28 2 AT) 11—
NAT/PAT ¥ 4% J5 1 525 24N IPsec X245 4K . ZEIR GRS, e REV i) BEE 4 W i e, lﬁﬁﬁﬁsﬁ
SRR BAHIE ) A TPtk B NAT B (bbb, bAh, TR 1) b IE 71 7R & PR 2R 0K
(1) Ji PRI A5 B A1 00 5 FH R LAN (RIS 38 AL AH R 1 A2 B (S NAT B4 10 TP Hutik) o X Fp—2K
PE 2 FEAE NAT 345 5 TH ) LAN [RURTZERE Ui 9] VA P 25 22 A 6 252 1] By 2R IUC

WEAE ) NAT-T, 157E 50 5 2 1 B I AT CAR il i 0] 2P 5%

UK

1 WAL, 7 ASA 4 J5)8 H IPsec over NAT-T:

crypto isakmp nat-traver sal natkeepalive
Jr natkeepalive Z AU HUE G HE 10 42 3600 F5. BRIME A 20 75,

IR
BN LT iR 5 ] NAT-T 4 2 A= iy JA BB — /N

hostname (config) # crypto isakmp nat-traversal 3600

=2 WA LU T Ar4 o IPsec 43 F S I8 B8 0 25 i 6 It -
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IPsec %1 ISAKMP |
. J& H IPsec with IKEv1 over TCP

hostname (config) # crypto ipsec fragmentation before-encryption

LB T SRV R TR AN SCRF TP 73 7 (R NAT o IXAFEMISCRR 1P 70 11 1) NAT B4 IS8T .

2 F IPsec with IKEv1 over TCP

IPsec over TCP#f IKEv1 Fil IPSec R [R] I £ 25428 TCP £l N, JE3CHFIRIIN 28 NAT 55 PAT #%
SR KBS e A EIE . BRIAE LR 225 b shRE. X T-hrdE ESP 8L IKEv] fEHh Tk TAE, o
IXAEAE SO A b7 KIS RO 50 T A R TAEI3AEE, IPsec/IKEvI over TCP 43 AR} VPN % F i ]
PAZE EIRES R AT .

\)

AR JLDIREANRE S TACBL IR JRE A AT

IPsec over TCP W] S fE 15 n) & P o &4 FH o 48 0T CAR I #E ASA K B F i b i H TPsec
over TCP. 'BE7E ASA t4&RBH, HTEFH IKEvI WD, EAEH T LAN [WiEE:.

ASA T[] I 32 FEFRvE TPsecs IPsec over TCP. NAT i Jf5 F IPsec over UDP, FAKHL T 5 HAT # %k
YRR . IPsec over TCP Jg F AL 56 T B HABIZE B 7 vk .

TR LA s 58 1852 10 N3 E1 S FH IPsec over TCP. 1 464 N —/N 01385 11, 497 i3t 1 80 (HTTP)
By 11 443 (HTTPS), R BoR—4K%E, FRRS % DO U AT T AL 0, 4
TR, SO A T S e e S R VA PR ASA . BRI, K HTTP/HTTPS 5 3 557 ic
B BN [ 1 g 11

BRI 124 10000,

TR AR i L A ASA EICE TCP S 1o 287 S e B A 20 55 2 20— MBS ASA BB o
BAE ASA |2 IKEv1 42 J= 5 H] IPsec over TCP, i 78 fuff ol 2 1 S R HAT UL R dv 4

crypto ikevl ipsec-over-tcp [port port 1...port0]

AORIAE 11 45 1) ] IPsec over TCP:

hostname (config) # crypto ikevl ipsec-over-tcp port 45

7 IKEv1 o & WE S 4H ITEC

B&TE 45 SO P AR S AF AR o RS2 LIS Se e A AT P E TS R4 2% DN sl i % DN L
L B&IE 34T LA .

)

ER U P4IUCEIE T IKEv] A1 IKEv2 LAN [A3%4; . IKEv2 IEF2 15 03 B S REAERRE 4111 webvpn J&
PR BLAE certificate-group-map 1) webvpn BC B AR ECE (1) b 4LiE £ .
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| 1Psec #n ISAKMP

Hwen BEirsars [

TR X L8 7 B I P S BRTEALILAC, A 205G B s SCULRE A IR, SR KB U

Jvi (RIBETE 41 UL AL -

BELOEE T W, 148 H] usethecryptocacertificatemap ir4. B X B%IEA, 148 H] tunnel-group

A
nu/v\

ROL W ZNTRC FEAE B ALVL RO NS, g€ MR BRM AL ZA A7 (OU) F BLUL Mo, mlidis s B A e+ i
BRI, W] DU L PR R BT T ik

UK

W ENCE I TR T 1) ISAKMP 23 U [n] b i 2H BRSNS Jr 38478 110 S s ARRI U] g 0 5 i 4% B 15 BT 20 G
e, W s 2 E 5B N tunnel-group-map 4 .

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

policy

i T IEAS SRI BB TE A 44 R IS0 o Policy A LU AR 2 — Tt

ike-id - F5 75 40 SR TGV AR FE ) Ay $4f0  bi i 2 5ROk B OU I RRIE 4.,
MFEFE 511 ISAKMP 2 5 ARPE I Bt 1 ISAKMP ID (1] P 25 it 5 2] B 1
2.

OU - F571 4 FE TGV AR B U] Ay $erf s g 21, )i FH = ] 43 $8 44 B ((DN)
1 OU A1t

peer-ip - F7 U A TG AR B 0 A e i e B i 2H 5K K OU F B 1 41 5%
ike-id J5ik, WAL IG5k 1P Huhik:

rules - ¥R M b Ay 2 BTG B (PE T i oG, 58 TE 111 ISAKMP £
TS 2 B TE 41

rule index

("i%) ¥5 cryptocacertificatemap iy 28 2 IS . AN 1565535,

THERT AU

s AL ORI a4, AR RO AR ME— 1, IR EAZ RGBSR 5],
o FRMASRE L 255 NFAT S

 BATLLR 2 A BCAT A4l D, B E RN e A al . R)E, AR ALE X
P SO AR R 20K 2 AU M BCE [R]— 2, R I R 5 — 2 U 2R Jl DL C It

(S EbuR iz

o T UK T Py RO 4 28 BRI 41 2 AT UL R T A 45 AF o SR IBRE AT 4%

15F£|_J?152$H$DL% o, AR ] 2 Mgk g P 2 2 i SR KL HE— AN 46, 1

jj /J\/T/Tﬁj $

P2 f7E LR E AR EREIE

FRUN o R R DLH— AN S A5 ) T2 AR slis 51

IS S R ER A BRI 41
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. BCE IPsec

HiE: 4 tunnel-group-map [rule-index] default-group tunnel-group-name , H:# rule-index 42 A1 1)
o2, It H. tunnel-group name 450 T-ILAT (K B IE 4 .

NG
LR 745 AR HE Y B 1 ISAKMP ID (1 P8 29085 36 F-1IE 15 1 ISAKMP 2 1 B 5 21 % 1

hostname (config) # tunnel-group-map enable ike-id

LAR 790 J PR X S5 A TP 3 Bt 3 FHIE 5 1) ISAKMP £ 15 R A5 1) % 1

hostname (config) # tunnel-group-map enable peer-ip

PAR 791 J PRI A3 25 7T 20 944 B (DN) R IIZLEZUAL (OU) AN 56 TE 5 ) ISAKMP 2%
1

hostname (config) # tunnel-group-map enable ou
LA 78]t AR B B0 2 T DU S5 2 TR 5 1) ISAKMIP 231«

hostname (config) # tunnel-group-map enable rules

Mt & IPsec

AT EAEH] IPsec S0t VPN B ICE ASA a7 IR T .

RE XTI 2 Bl &
I Wit g SCLE TPsec SA T H R Y IPSec Selg . FLALFRLLR A%
* fifis€ IPSec EHE SLVFAIRIF I EHE FL 1) ACL.
o SRR
* IPSec Ji A I bNE . (AT CTRANME L, 15 2 DK s s B FH e 11, 35 26 L. )
* % 11 A IKEvl ARl IKEv2 #2130, H T2 5 45 2 B8 AT IR .

AN EE W AR LG — AN B AN AT A R A PR 0 s o AEGIEESE — NI B WU I, sl
SR IR B DA 3 i 1) 555 A A 5t B2 i SR B S I s I -

crypto map map-name seg-num match addr ess access-list-name

18 ] access-list-name 35 ACL ID, BIKEHRZ N 241 N PRI F5T B el ds %5y,
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exmzng |

Je

R A AT K S K R AT USRS £ S5 B P AR I ACL 1D

AT LSRR AN ULy &, ) D02 WS SRS I A Wl . AE LR ORI, mymap 2 585 0T e ARERAN o
5 LS PR TN 2% SR 4 FR 44 R

crypto map mymap 10 match address 101

I EE T R 1S (seq-num) K B A AR [ 44 FR (10000 25 WU AR ELIX 4 FF o S e N2 St 1) -5 38
PTG 1] A 0 Bl S B a2 I SR AR e T A 35 RS TR e . e Sl R SE S
TERERE N2 WU SR RS4RI 25, ASA K42 HR UG LS A v 1) 0 28 W SR Uik 20 0o 28 ) o TP
M NS =B NI IR AT TP S

[no] crypto map map_namemap_index set pfs[group14|groupl5|groupl6 | groupl9|group20 | group2l
]

T2 T a8 Wi 52 4 15 A% 2% (PES) ) ECDH 2H. B 1548 s i s i B 40 14 R4 24 2050 (fiF
FH IKEv1 SEMEE) .

[no] crypto map map_name seq-num set rever se-route [dynamic]

R s n 8 e S 4% H AR AT 82 3 FH S A0 3% ElVE N (RRID). I SRR HG E Bl As, W) RRI AL & I 58
BRI A, 70 S O B 2 BT DR AS . bah, NN RRI B LS T CAF RS
AR H bR, DU A st S0 B 5 203 RRIBS 1. ASA W] H Bl i 2 4t in 21 % h 2=
o, FE LA H OSPF ¥ % FH 19 4% B0 J % pH A8 15 1K S8 8 i . i S AT Y8/ H A% (0.0.0.0/0.0.0.0)
FeE N2 LS, 5205 RRI, 75 4 5248 FH R A B 1 i v &

WRARE N BhAS, WEE BRI E T IPsec 224 J<IE (SA) I 64 RRI RS TPsec SA o I 54 4% i .

ANBEAE P 5 A I W AR R PR A R BC B Sh A I A, e Z 8K, RIMEE A AN IR 512 s
FIFRBAE

\ )

IR ZA& RRIVGER TET IKEV2 [FRAS N2 Wt

[no] crypto map name priority set validate-icmp-errors
o
[no]crypto dynamic-map nhame priority set validate-icmp-errors
T AT A N BN A0 B RS B0 AIE A% K] ICMP A 5% 7H S
[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
o
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
N sl AN WU R E I AN v (DF) S C22aRBg0) .
* clear-df—Ignores the DF bit.

* copy-df — {&%F DF £,
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o set-df — WE A DF 7.

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes | auto>
[timeout <seconds | auto>

i,

[no] crypto dynamic-map <name> <priority> set tfc-packets[bur st <length | auto] [payload-size <bytes
| auto> [timeout <seconds | auto>

B 53 AT LA AT R B B RITR] B 0] TPsec 22 42 It T RE AU AL WL M (TFC) idls A . R 25 i3 1)
TFC Z { % & IKEv2 IPsec $21%.

\}

AR PR R R TPy 1k VPN SR

SIFCLE I WL ¥ ACL A5 HATHI ] ACL 44 AR T H ACE, WL Ry & EVEFT/R:

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask
FERNEESE —A~ ACE I L0 ACL. BN Ay 2 1ok A gt sl 78 I ACL:

access-list access-list-name {deny | per mit} ip source source-netmask destination destinati on-netmask

ZELL R, ASA XA 10.0.0.0 M3 1) 10.1.1.0 7P (1T it 5 FH 45 I 25 25 i %) TPSec {4

EiAk
access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

DEPCHHe L o s S A E D1 SA P (2 4 B WIARAHS ASA Ol i, ek T & n
R SRS 98 5 (10 SHEME )l A% B 8 X SRR P2 I R SRR PR, ASA 23 251l g A
IR VLS, QR DURC R, SR DL BC N W £ AT Bl A I W, T g 320k
TR SRR

LEPI R AR IE ST SA, BTN AT — DB RV W o ZEHER, AW 4T 5 B
R AAT

o IS WRE A5 B AN ACL (BT, Bif% ACL) o L 0 S (R 6 25 A4 FH 59 28 o e
&5, W) ASA IE WA HFRHIINEE ACL A4 B IPsec.

o BRI WS IR 50— AT AEAR CBRARXS I R0 S5 A4 T sha s s

o INE W DA NI R B R R L
—AMEDUREN ] — N INE W AR . W RAFAE LU MERNE 0L, WAE ASA E R E £ 1 B 2 AN N &
WS

o RRAEAE R 52 0 SR AL BEANTR] (R i AL o

o BARZDR AR TPSec 2243 N H] T AR A (i
il QNI B I e — MR IRPEAS T Z AR ACL, AR5 73R — N IKEv] # it ol

IKEv2 $21%. BIE ) — MEAIAE ACL AR IR 73 AN AN 1 2 [ (s e, IR A& AN A
VPN ) e e sl 13 o
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Lan iamzegt R ]

SR FEAE B A I WL, 1 A RN 4% H iR — AN e UAE I 25 U AR AR Se 4
J¥*5 (seq-num).

A~ ACE 5% — permit 5 deny 5. NRARENH T I3 B 1) ACL 1 permit £ deny ACE ]
RS X

INEE ARG T 45 R RRFTR
VLPC ACE "% permit 15 | 5 1E4% MU S WU S b A 4% (1) ACE X i (kAT k20 70 #r, i d4
SIS o3 BCZE AN WU ) TKE v 1 8% 4 48 B IKEvV2 S0 (1 A0s 0 B0 A

B 2R . KX AR S A AR ol g B 1 B AT VLS
ZJii, ASA RS SRICH) IPsec BEE . MHOO T UG, XEWHE
XPEHE AT . SO S UE AR H o

VLHC ACE A5 deny TEF1 (4 | PP BT SR LEAE Al (0 T i bRl 43 (1) ACE 8t (kAT 1k — 257>

%At M, mWidef~— My CRAR RS e —NF o) F
(] ACE ZkZ1 AT VAl

TCIEVCHL I Wb S A B A 32 | B e s B0, AN LR T I

MK permit ACE

1% deny TEH)f) ACE R yEfUANTT 2 IPSec PR IS AL (I, Hhthidiie) o Rk, 15
AW deny AT IEA N 1%4% N5 ACL ) permit 15 A 7E4T DA ) HY s i &

KT AN 2 HR A, 2Bl U HE N ESP SPI i 8 R 281, LW A MEHIRAE, &
F A (K B A 1) 9 B RSk S5 A B 0 SA BRI ACL A1 () permit ACE #E47 EL#E . R Rk TG
ESREIUE, ZaRABETZEIE . WL SARBEICES, 22 A % W2 % FHZ A
FE LB AR N3 N S B0 L IR N S I, 22 A i 28 2 B FR 20 ), DR e AT TS BRIERY BE 2 SA
T

)

AR RIS AR N W S, 5 ZE permit ACE Z Hidi A\ deny ACE. ASA {E4)>E%iE Ui )

FZR P HEL ) ACE AfReEid 28 4.

LAN (8] /i %% B & 7= 151

LAUNLAN [8] B4 2875 B o e B 2 4 et A B AT C A H R e VRl I BEIE ALk A A — A R HL
PACA TN 55— BNV AR BT it . EE, DN TN A3 itk 5 B
(IRBUREIH BT LUK S e BEROR Y s I 8 0 LU AR R B SRS SR B s . DA, ST 204
KB TN A3 RS R
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B v amzmstRe

Internet

14as14

P e s R AT AT B A 4 e Pk s AR L o 33 B TS P PR A AT S TP ik
o

TG RN B LB A, RGPS, TR A BN A3 %R, 5
TRAMZ A AL EHURE, WP R~ s

Crypto Map Seq No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

QI ACL 25, SEEOGREN IS WS 70 il — NSl R RE A VL IC ) Bt E i ] P 255K 1K) TPsec

W ACL 3 K dfi N\ deny ACE PALERE #5 EHAS ACL HEATHIVEAL , 12 6 n a8 i ) 4 7 1) 5 82 ACL
RERIEAT VPN ot T AT DL AREAS I 25 WU S5 AN [ ) TPsec T B ORHK,  DAILAE VT LAAEH] deny ACE ¥
R S YL MR B 2 S o (g — D VA o HERR,  OF OB R R S 5 — N IS e () permit 1
FVCHC AP AL BB RS AEAN R 22 AR Y 20 FLEE N ACL R3S o L AE N 2% WLSis 4 P VP A 17741
WA E

T EEIR AASTR G P IS TE ACE G ZRIR ACL. M5 1935 SCE IR -

T | W AR P I A W
TS| (HELEREED SEE RS ACE VLRCIE H 0 e o
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wan g mzsst e ]

Fitr—/> ACE fliid sa . %P R AR S S 1 A
ACE VLRSI R B A o FOST I DOp AR A Al 1 Y AN
HARIZE S

#// T ) 26 0 S A 1 T — A I

L8510 5 ACE VURC sl Joy% DC I i 28 i 54 P 1 T AT permit
ACE W}, i ma iy .

2: INERRGT & T B4R B ACL

Crypto Map 1

Permit '
A \
Permit
AC l\

Apply IPSec assigned to Crypto Map 1

Permit
A3B P

Permit
A3C e

Apply IPSec Route as clear text
assigned to

Crypto Map 2

Crypto Map 2

143313
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B v amzmstol

LR AV A AL A3 R, B2 53HEA permit ACE ULAL, AR5 %4320 Tt 55 s i ¢
IKI1) IPSec %4, (HNLEHE AL HEA deny ACE VUAL, ASA K 20 in 25 WS vh I 42 (1) ACE, #RJ5 1%
PR — AN CEARH 2 BCA T S ) GREEEH TR . I EA R, n B2 e
AWCERR A EHLA3 A, &R S 5 — AN B o ) deny ACE LT, #RJ54&IE R —
AN IS WS R PP A B L . 2 e e A N L R T permit ACE VURRRY, &2 W F R EETH)
IPSec %4 Cif JIn s A b T 07 AL 8 8D o

h T SER 2% T K ASA BUE, AT EGINE B 7 B3] ASAB AT C. HZ&, B ASA 7E1F
il I (1 N L I 43 220 deny ACE,  JITLARATT AT A2 deny A.3 B F deny A.3 C ACE (W55 28%
%, I HLIA T 208 I el 2 S ausits . Rk, Wi EEE ASA B Il C AL E I ACL.,

FTRERDEE NTTE = ASA (A, BRI C) BLEMIINZZ W) ACL:

RE2REA Z2R&EB Z2R%EC
TNz BR & ACE 125X RSt ACE 125X TNz BR & ACE 125X
FF FF FF
= = =
1 deny A.3 B 1 permit B A 1 permit C A
deny A3 C
permit A B
permit A C permit B C permit C B
2 permit A.3 B
permit A.3 C

T PELRE S S 2SR e P B e 4 T TP Sk
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LAN 8] /in 25 Bk = 451 .

A B cA
192.168.3.1 182.168.12.1 192.168.201 1
;? Az B.2 e c2
SR, 192.168.3.2 192.168.12.2 s 192.168.201 2
A ol —
182.168.3.3 : (e =y

Human Resources

192.168.201 .3

i

I

c
192.168.201.0/27

143514

RIS IS ACE W ORI I 28 A 2 PR T TPsec Hdl B ARSRAT IE WY IPsec BE

RERE AnERAR S ACE #3X BT ACE
FF
=l
A 1 deny A3B |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
deny A.3C deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
permit A B permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
permit A C permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.22
2 permit A.3 B |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
permit A.3 C |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.22
B N permit B A permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
permit BC |permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.2
C Negg permit C A permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19
permit C B permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2
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B 2= 0806 e =49

REaT LA 2] W 26 mP s (R HERE, S (T 0B ACL H5 AN 2 i B L4 %2 ASA TR AN
EHLET R

\}

ER O OBRATEOLT, ASA ANSCREH I g N M3 AR R IPsec Jid . X NS AU I 5 1) 44 PR . 4%
U-turn. hub-and-spoke Fil hairpinning. {H/&, &0 AN VR BT IR P21 ACE, MK IPsec At
E N CFF U-turn Wil B0, ZEAELAW & B 30K U-turn i, WS “permit BB” ACE
WNINE ACLI . SZFs ACE W R FizR: permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

i B N SAEALIZTE (PKI) %57

TNV B AR (PKY), B HE 514 0] DAZE AR Bl U 3% B I $E Suite B ECDSA i

FHia Z |l
AR SRR N WS E B0 8T RSA 80 ECDSA S {E i AT BRI, S8 sE 2 E s P4k . AR A s
A LIS A RO FERE A R E P 5 E .

UK

HB1 A IR E$E Suite B ECDSA £72::

cryptokey generate[rsa[general-keys|label <name> | modules[512 | 768 | 1024 | 2048 | 4096] | noconfirm
| usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

HIB 2 7EIHEHXT I EFE Suite B ECDSA i

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

5 N & AR 5% R A 42

TEAL 20 N TPSec Uit 203 RN I 23 PO B 4 . ASA FEPT A5 1 B #SCFF IPsec. 145 1 7L
INEE W SRR iy & ASA 2 HEAZ N 38 W SR DAl DT AT U e AR o SA b s 01 180 18 I R A SHEms

R e W 73 Mo 2 42 FOR KA AR B AT N Bt S5 4, 0 SA ScHle PR 2 A e Kt e« g 1B ot
(R WSS TR 3 B 4 1% 4 1 2 R 8 AT I i 4K L o s S O TR (/)20 o b4k, SR A
NI FR R A5 AR EE 7 C 0 85 S A 2 P IR BT S 2

£ A4z 0 ACL

ZRINEDL T, ASA FoifF IPSec Hdi 0480l 2 11 ACL. W 0% 11 ACL N H T IPsec i, 15 #
no £z #J sysopt connection per mit-vpn 44> .
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aznac ]

5L R GR5E (N 28wy ACL 4 AL VF 46 4 1PSec Fid 4 ilit VPN B%i& . IPsec %f M IPSec [%iE
FIA B BT G IR, IR IR S B SR ACL #2532 VA

ACL & X EARY 1P i, Bldn, &rlLleld ACL MR A F M & BN I BT A 1P it
. (X% ACL 2K T-H T access-group 741 ACL. {Hi&, H T access-group fiz %, ACL #ff
SELEHE A e s BH R RLe i & . )

FESY LSS N3 WL 2 1T, ACL ANVFEE T IPseco FF/NMINEEWL#5H ACL, WS HE 4 s 0 5 o —
A ACL H 1) permit PEJEC, U)o B S i ff s I FH 1 e 5 A 1) TPSec itk

Sy L4 IPsec N BRI 1 ACL A1 DA EZ e
o B [Psec F IR H T (R =9 .
 NAEBATHESL SA B BL T REAT 1B AL 3% fil & ISAKMP B3 o
o ALBEN R, DU DE BT B SE AN Z IPsec LR R

o TEARPE K B0 SEAR T IKE Wi, e /& #3286 T IPSec SA 1l k. (W RAGEH T
ipsec-isakmp crypto map 45 H . ) XEERU 200 VTS ipsec-isakmp crypto map fiv 4 4% H JCHK )
B, A Beri ORAE Vi WA e 2

\)

AR WURMER ACL FPIME—TTER, ASA HUREINER I IN 3 WA

W RAE AR AN I WU 2 w5 P9 ACL, 1518 ] cryptomap inter face fiv 4 BT 01 i 1L 1247 )
SA Fdli e . AXTVEANE R, TS crypto map T 4.

XTI AEAS R A4 b SO 0 26 WL I RN 8 78 I35 ACL,  FRA T SIS AR I R 4544 FoE X
—A CBHR” N ACLo N MR N S R [ R e 4 4 J0Ah RGO X A TR A DR PR A
AR M AL BE TPsec.

)

ER NS N WU A Z0E LAY ACL Fl—A> IPSec A5, WIRAT [ —AMak 2R, 025 S #5476 2
I H ASA K 500 R 5 15 10 58 480 25 WS DT C AT AT & o 1) show conf iy iff DA i %5 1k
IHHGE SE RN . BRI ASEREMIE T, TIMERIZIN WA, ASnE A 4 B AR TR
e
InE ACL ASCFFER s EE 4 H

PATE VAT H] any S5 F-7E N3 ACL g e Y sl H bl ROh S pe—26 il i, FoAr 15 Z
BOAZAEH] permit any any fis 2 0], R4S ST LN #RAE:

o DRAITA R, A AR B RN B WA T X S A BT A S AR R
 SORRY P A .
FERXFMEOLT, ASA K B3 ZFr8/D IPSec GRI7 A PITA A uli i .o
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B =sz0ac

i O SCELLRA I LE B . W SRR any SCHE T permit W6y, WEAEILHETIHIIN L &1 deny i
PRI I A ARELLR Y B R, IR E N permit T54).

N

8 ME T nosysopt connection permit-vpn i, RAEESNEE D A V4 GRA deny ip any any
access-list) , RIS RIFK B EF by R % HIER .
WA AT no sysopt permit iy 4 45 G /M 1 117 il 4515138 (ACL) S ds il it sk o5 i)
EZEFE VT M) VPN XS 52 ORI 48 BEAT (07 ), DU Eik e h AT #3361
XGBB8 YT A O, AN A ACL, F 58K ] UAE A SSHIZE #8124 1 4% o
TR PR 4% ) ML I R ACL IEAf i LA, (LR TG vk BEL LR VAT 17 P 052 1 Pt P I o
ssh Fil http fiv 4 AT HE ACL a0 e 2. Bef)ifiiid, ZIEZ5M VPN 215 17 B4 1) SSH. Telnet
o ICMP #iis, NAEH] ssh. telnet Flicmp @4, IXLeay 040 40 N2 s I A H TP b

AE PR RASGIEE Hu i, ASA #ORHZ LSS 12 1 ACL YRR 4R BUR AP BRAS TPsec
SEEME I L

UK

FIE1 )@ T Ipsec [ ACL.

IR 2 NG5 MR B — AN B AN ] — AN 02 WL 44 BRI 85 S

IR 3 K IKEv] AL al IKEV2 SR 21025 wedir, AT 1) 24 i . H IPsec.

IR A DR s s L IR 0 2 W A4 R oy BB 11, DU Wi A 1A T N P A o a5 e

T

EARTRI R, BBl ASA A FIANEED, Wm B 10.2.2.2 I, IPsec f4K N T+
HL 10.0.0.1 F1FEH] 10.2.2.2 2 [A] 17 4
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g psecsA = wAH [l

y ) Host
p—— b 10222
- |
Apgpliance —
Firswall A Firawall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

ASA A VA EHNL 10.0.0.1 B EHL 10.2.2.2 B s, WHFiR:
* Y = FH1 10.0.0.1

el

* Hbr=F#H1102.22

ASA A BIPAEMENL 10.2.2.2 B|EH] 10.0.0.1 IR =, W1 FHR:
o = FEH10.2.2.2

* Hir =FE#HL110.0.0.1

552 PPN A s B0 UL BC 1 25— 4% permit W5 T Psec SA L.

F 4 IPsec SA 4 v HA

PIRE BT IPsec SA I, S RT LUSE i ASA i FH A4 ey A= iy FA SR . 8mT LUK R 58 D a8 L) 7 7 IX e 4
ey A JE A

IPSec SA fif FHIRAE AL 3] . S 4H JE SA B 7 S 8H — i I st BR T4H . &34 SA
HWA AT R T AR A R A R A E . SAAE SNSRI JE R, AR JE AT
YA B SA. BRIAAE A 2 28,800 F (JU/NEF) AT 4,608,000 T (—AN/NIf AR B 10
JEFA) .

G A A e A, ASA K EFEREIE . COBAERE S ST SA PR S T .

1 SR Ty S A A T A o R T H ASA VESRAE T SA, ESHINE SA Tl 4 R A Ay
JESPME I N B R 36 22 0 SRR SR P o 2 SRR B i SR I, e 2 Al G S5 AR 8L A i A 3T
B AAS H I & 1 A= iy B IR 3 R s MR A SA I 2B i 5 3

XA AR B SA A=y FAIIHBIE 2 WU B RS — /N80 SA, BILRAEINA SA 1L I & 28 k4% 48
SA. YA SA P4 dr HIH R KL 5% & 15% I8, ARG R — BT SA.
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IPsec %1 ISAKMP |
B =xven s

\)

ER AT BUETE A TKEV2 BRI 1A 0 B AN R 0 22 42 QIR I 2, DA S B0 AR il s B %

S VPN 3% H

BROATEOLT 1 ARG R A A XA ESP i AT Aaxbiliid IPsec B&IE A% B Hd
AT A

FERLE R 24 b, i el ST S T A AR A AR, (EASHE IPsec BEIE ) IR W Ag 4T I, L BEIE
A T RETCVA IE R, GV RA T H 3.

TR RIS DL, TR TPsec A BRI /5 42 55000 (L it T A 4k Dh g
FiaZ |l

N T G L A AR AT PR RE RN, ERIAS 00 R A UL fe . BEIhRECAE 7 2 i

UK

TN TPsec P EACHR G /5 % K L % th A FR D g

[no] [crypto] ipsec inner-routing-lookup

IR b A 7E N B O0E H T3 VTI FgiE

Gt

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup

Bl 32 5% 750 %5 B 5

T S N B WS A A A IPSec JiR ', IEPAT UL N AR

UK

S T ACL Dl LERY IR E, EMALLFme:

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask
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Nil

B8

sgmsmzng |

H:Ar accesslist-name $5& ACL ID, Bl—/MgKoh 241 MNARFIF5F 5 84, destination-netmask
F1 source-netmask 15 5 TPv4 M Z& bR EIS . fEAGIH, permit SCHE TR VS AT R 2 2 1E 1K) T
B2 N AR

Tl
hostname (config) # access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
P E S U ERY R Y KBV Bk, ALl R4
crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
Encryption 5 52 A JH BN 0 5 120/ 97 TPsec Hdiif :
* esp-aes — fiff 7 128 AL %5011 AES.
* esp-aes-192 — i 147 192 {7 %5 1) AES.
* esp-aes-256 — i {417 256 A7 %511 AES. \

* esp-null — A% .

Authentication $i 52 {ff FIWEAN &5 T VE RS IPsec Z4fE i -
* esp-sha-hmac — 1l Ffj SHA/HMAC-160 1 K #7557
* esp-none — AT HMAC &4 Kk

il
TEAREIH, mysetl Al myset2 LA aes_set A& 8 # 4R (1 4 FK

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac
hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

WERC AN e SCUn T ORI R Y IKEV2 3230, 1EMA LA R 4

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag /& IKEv2 IPsec #2 LM%, Hl—A> 1 & 64 MFRFIFATH

QIR SRJEHEN ipsec PRI BRI, 7ERUBEE N w] DU SR & 2NN 85 M e S 28 AL
il

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

FEARBIH, secure AEFEILIAAFR . F AP ISCRI I 274 .

hostname (config-ipsec-proposal) # protocol esp encryption aes
il
i 4 H % P2 A AES-GCM 594 /& AES-GMAC 534

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]
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U SR EF SHA-2 8l null, T DA Z00E A8 F AN V54 4 IPsec 5238 47k . in ¥ AES-GCM/GMAC
fic & ANk, WA AUEFE null e3Pk,

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]
R WA K AES-GCM/GMAC i B oA N 5%, W20 £ null e 450wl LK

SHA-256 H T 523 A1 PRF DL#E ST IKEv2 fgi, {H 2 0] LUK A T ESP 52 3 AR 3.

PWA (k) B EA LUS HIER AR AR i T (PMTU) 20 BCE K PMTU {H 58k R A6 1 I 1)
HIER

[no] crypto ipsec security-association pmtu-aging reset-interval

SRS LLQIR AN W, 5 R S I S AT LA i i ) 3R

a)

b)

¥ ACL 43 e 1) 0 25 Wi -

crypto map map-name seg-num match addr ess access-list-name

IR S RIS WU 4 H R4 BRI K745 (segrnum), (RS AR RO Lt 44
Pr. 1] access-list-name $i5& ACLID, HIHCEESR 204 241 AP AFHY AT H o8, AERL T 74l
H, mymap S I WA AR BRI 00 10, BERS T HES NI E R S A 2 A
ZHIRE S Pl LegouBE.

A5
ARG, 274 101 1) ACL #40 Bi4s In 25 WL mymap.

crypto map mymap 10 match address 101

i€ v LA 5% 5 52 TPSec DRI R AL B IR0 S5 44 <
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]

w45

crypto map mymap 10 set peer 192.168.1.100

ASA WE SA, H AR ACHT IP Hbsk A 192.168.1.100.

iR M 9.14(1) FF4f, ASA SCHF IKEV2 I3 WLl ik 2 A0 454k . 805 22 m] DA 91 36 rh s
10 ANXFE.
e o BN 2 WS S VE R A TK BV e AR mk IKBv2 $810.  F4 IR Se G 41 Hi 22 e B AR 2 1
RS Fmmtise) o B LMER LU AN 2 —, fEINS W hig 2 faE 11 Mt alifd
W
crypto map map-name seg-num set ikevl transfor m-set transform-set-namel [ transform-set-name2,
-+-transform-set-namel1]

o

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, -+
proposal-namell]
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d)

e)

sgmsmzng |

Proposal-namel 1 proposal-namell 57 Jil T IKEv2 [N Z AN IPsec $EX A FR . BEAS N
4% B SRR 2 11 MR

il

75 IKEv] AR, iS5 ACL 101 ULACH, SA W] LAMEH] mysetl (BB—fL5E40) 5L myset2
CE ARG, HARIR T IR 4 e B 55 0 S5 AR 1) S 4 SR UL G

crypto map mymap 10 set ikevl transform-set mysetl myset2

(Al3E) X T IKEvV2, 48 K ESP I A& 43 56 UE Y H TP IE fmode. It 7 Buifl se IR i 1P %1
AL AN 2 2 ESP.

crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]
« BREARI - CERIA) BB D BRI R, BRIERT AR ESP a5 M1 5 47 56 Uk I H 48 AN Jit

AP it (TP RS AE) AT B 28 AU A R ik e 48 S 46y TP Bt 22
b, CAEr 1P A L i 7k

IS A0V 6 1 8 55 W 45 B 4% I TPsec AREE. gt i, B th 8RR FHBATINE . Pk
5 0 B B R IS TPsec BRI #% e H AR H e A 2 S 46 TP BRI L A 21 H A
RS

BEITE ARSI 3 BRI AT BB i R SR AT ERAT IPsec (AEFA . BEIEREGL R LIRS 1B
T MHRRER, Hodi HAemh e B IE £ 0, 10 JCidk A e 3 PR 1008 i Mo (o (0
WA H bR, RIS RRE 2 PR E IR E -

o ARIAR - BB ACR AR, FLUR PR SR AN SR I (AR BIBEE R AR

AT, DU TP 73 Jatdn 1P L IR FF AL

SRR DL AR R Htie 0 T B LA 745 9 FLACVR A SR 2% B (180 36 275 30h B 1 e 2%
PRI bR AR, W] DU TP Sk b B4 A P I R 2% L e PR IR AR B (4512
QoS) o I, 2 4 JZISKF IR, ARG T3 Bl A .

© AR E - BRECR O SRR, A SR VFIRDR BB E R

Forpr, tunnel SR S BRI transpor thf e iU AR s, W R SR A SRR, wT L]
RFBEER; transport-requir el FER A A S i fits =

it AEEBCR ARSI T R 5 17 VPN,

o, BRI R R PR .

o ARy PR AR AT i Ny CAREE A M Y, ke A (PR 2 R AR

o U AR RS Ty BRI P AR T i [0 7 DA A i [, iy 27 AN 2 [ 2 BRI A

o USRS Ty BRI B A I I8 7y A s AR, Ui N TR A0k AT IEFE BRI o
o [ARE, BRI At as BT R N 5 D BRI R, AN R ROE A IR

CRIE) WRARE s R b L], TR s MR E SA ZEdr A 1.
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crypto map map-name seg-numset security-association lifetime { secondsnumber | kilobytes {number
| unlimited}}

Map-name & 72 I WU AE I 2 K . Seg-num Fi 8 18 70 BL 45 I 2 WL 4% B 75 o 38T LTI
(i) A i PR B v P A2 R o AEU BT S 5 () A= i JE S 13 50 0F) VPN, NI
T2 5 M VPN,

A5

BRI 5 WS mymap 10 [T A= B 46 R4S 2700 5 (45 43481 o FE T A4 i 3
RE

crypto map mymap 10 set security-association lifetime seconds 2700

CRIHE D HREAE A MU WUk 5 SR BT 1Y) SA I IPsec B3R 564 M DR S, B MO S A48 11 17
SR rp 25K PFS:

crypto map map_name seg-numset pfs[groupl4 | groupl5 | groupl6|groupl9 |group20 | group21]
il

UE o8 L SR AE S i % Wl mymap 10 P80 SA B4 PFS. ASA 7EHT SA H{#FH 2048 17
Diffie-Hellman 2% 2B E0HE

crypto map mymap 10 set pfs groupl4

CR3E ) AR D 5 st 2% F O AT IR )8 B2 1 B FHVE N (RRT)

Crypto map map_name seg-num set rever se-route [dynamic]

WER AR E A ENAS, W) RRI AEACE I 5E OB A S, 7ERCE T el gl Ml 5 2 i PR FE AR
ASA 1] H B FRA K A IR 2R, FF 1 A OSPF )% F 19 26 Bl 5L i Hh A 15 1% 46
B a0 ST/ H AR (0.0.0.0/0.0.0.0) $7 52 52 0RH M4, 5205 F RRI, 15 258 mafili
BRI O

Wi sh#s, WIFERINEE T IPsec % 4= 5K (SA) I 61 RRT 78 1 B3 IPsec SA Ji i 4 2% i
IR A RRIAGE T35 T IKEv2 HIFH &SN et

oRtIE

crypto map mymap 10 set reverse-route dynamic

YR 6 R I TSR N T PEAL IPSec Ui AFE
crypto map map-name inter face interface-name

Map-name 15 & I IR HHERI 25 . Interface-name $i & Zi7E L A H 825 H] ISAKMP IKEv1 P
NN

AR

TEATREI T, ASA 4% FUINZE WU mymap VEAGIE It AMEEE D, A e L2 5 T LR
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eigasmzns [

crypto map mymap interface outside

Bl 22 Z 75 0 AR 5%

AN WS R R C AT AT SR A WA o AN R — SRR, IR I S HCR AR L)
JERAR TPsec BT IO SE RANASTRI,  DAVCHCRSFAEER o U R i ARAE R A I WS v ff e 3o S5 A1)
1P Huhik, ASA K51 A0 W LMEX SR A BEIE . IR 00 A 4 1 U SR R S5 e

« B ZNAITECII A TP Huhk R0 45 i

LAN [ FIZE A2 15 ] % S5 A4 HS il LAgEH DHCP SRECA H 1P hidik. ASA JUd R bbb J5 2 b 1E
« BB H] 1P bl iR 4544

T SRZE R ] 55 T8 110 F S A 5 AT Fh Skt 2 BC K 4 I TP ik S8, LAN [R] Bss AT 10 1)
LHIMZAE, T BCE AW, BE T 57 IPsec SA.

A A T B A N s LS ) B Y, AT BEAN AT B AR 2 B ) TP Mkl Gl DHCP s AR 575D, 1
HAEATREAEDE HAb i L TP sl CER'E T i) o VPN 2/ il & %A i TP Hh
By KGR Py 75 T AN A I R K S HE IPsec Wi o 11, Sk IKE Wi #10] ) AR} VPN 2 7
Uiy o3 T 1P bk, AR5 & i fd i 1P Mk Pp i IPSec SA.

\)

AR ZhAINE WU T transform-set 2.

BA I W AT AT AL TPSec MU, FRATHE AR AR A2 BENS TGl e 0 55 4% (14 4 2% h A F Bl 28
. XA VPN B (GInEZSh D RERIEDAS 7 B TP ik (s e, I 3h &
TEE WS

Je

RN AESASINE WG TR any BT HI T permit 26 H I, /G AR permit 45 H AL E R T RE
BE AR fRAUR, TPROE ] T AR AEYE R deny 45 HABA ACL "o XA MZ8 A1) 4k
W LA TPsec ANWAR FAEMT HAB R RS deny 4 H .

SIS I WS U TR AR IE B I R S A RS SA . ASA ANAEAT FH 2l 25 i i S ) s R ) 46
R IERE . B A I e i, o S b9 VS E ACL A1) permit 4% H 3 HL AN AEAEXS M 1)
SA, N ASA ¥ FEF L.

o it S B T DAL H5 ) A5 8 WS o 500 2 T B SR I s T4 B SR A 0 % e A1 PR B CRY)
AN AZE A R mTIS) , UMEASASCVHS b s el . JUEESA GERas) Wl 4 H ANDLHEL
1 PR I O e PR | ool 1S N

L5 s w420l B A IS Wb SR AL 5 FLAT AR R D AR WU 2 BRI T sh A st o sh2s
7545 X 43 sh 2 N 28 S AR rh i sh 2 s i o 40 SRS C E Bh A I Wi, 146 permit ACL, 4
= ACL A1 IPSec B 2EAR IR ), ASA K452 XS RS2 LI T A B it b i
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Nil

IPsec %1 ISAKMP |

A

8

ol

I, AEANOR IR IE b . CFEREIE R e A P B i 6 FRE N 222

X T3 o B A 3 B B A N W AR B ASA R TRV, W20 L PO ER BRI 1
LRIV IE N BRIEAL IR TR, 15 ACL IR MBS e o E & L 2 V) il B3 OB 1) ACL

A P LA SR 2 A AR B DA A H o BRT DUE NI W S mp [ I R 5 i A A s as
IS IFJER

g2

(AJi%) 4 ACL J3 BC4s 5025 s s -
crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name
TR 52 AR FIAS A5 I 637 B .- Dynami c-map-name $5 12 51 F CL A 3285 0 4 B SR 116 o 3 ik S 4
HI¥4 %K. Dynamic-seq-num 45 i€ 5 2l A& 0% WL 4% H o 1075
EUE
TEAZRBIH, ACL 101 23R4 sh A INE W dynl . WU 750 10.
crypto dynamic-map dynl 10 match address 101
i ow BEBN A N2 WS A VPR A IKBv #44E 8l IKEv2 3210, T 11% a4 0 IKEv] #4428k IKEv2 $
BHZ ML ZIWUY 51 2 AR B (LB ZmrIise) -

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev1 transfor m-set transform-set-namel,
(transform-set-name2, ---transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, -+ proposal-namell]

Dynamic-map-name 5 & 5 | I T AT 32 I WSk 1 hn 2 s 45 H 94 %K. Dynamic-seg-num $i5 22 55 3
AN WL 4% B N )75 o transformeset-name S 4 i) i sl 18 2 5 S 1 44 FR - proposal-name
h IKEV2 5 5E — N8 Z A IPsec FEILH A TR

ENGE

7 IKEv1 ARG F, ik ACL 101 UUECHS, SA FTLAEA mysetl (35—fE5E4%) o myset2 (5
ARG HARIGR TN AR 0 AR ) AR VT

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

CATIED) I SR AREEE o5 4 R AR i RV UMEL, 1 A Shas i e 4 HR a2 SA A= i JE 11
crypto dynamic-map dynamic-map-name dynamic-seg-num set security-association lifetime { seconds
number | kilobytes {number | unlimited} }
Dynamic-map-name 15 & 5| 1] C A7 Sl A 035 WSS i ‘s Wi 26 H B 44 %K« Dynamic-seq-num $i5 € 55 3
AN W 2% R R 5o AT AR N ) A A 0 e v S A e ). H, AR s
(1) A= iy JE B ASCRE 13k 5 00) VPN, ANIE FH T #2107 1) VPN,
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asans

TP
VRS S A0S WS dynl 10 (TH 2B iy 40 6 42 2700 £2 (45 381D o JET I IR] ) A iy J IR
e

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

CATIE) 3858 10 A I Eh A 25 i s sk 5T 1 SA IS IPsec 223K PFS, 8] N 1% 75 MG 25 AR B0 )i =k
225K PFS:

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

Dynamic-map-name $& 5& 5 | 11 T Zh A a5 b 1) in 25 e 4% H 14 k. Dynamic-seq-num 35 & 550
AN WS 2% HOM R 5

il
crypto dynamic-map dynl 10 set pfs groupl4

K B A5 s W SRS T 20 25 I sy AR
B DR 5 T Sl AR IR SR 0 0 8 RS T2 B b N AR SR tP A SE BRI 4 H OF S desn) o
crypto map map-name seg-numipsec-isakmp dynamic dynamic-map-name

Map-name 5 & I35 WS4 1) 4 Bk . Dynamic-map-name $i5 52 5 | ] B 3h 28 025 Wb i in 25 e 4 H
(P78

TP

crypto map mymap 200 ipsec-isakmp dynamic dynl

Rtuh B TR

ST LIAT T i) e L2 AN IKEvE A EEAK, AP HETCAR . RIC B0 Tk 25H] VPN AR AT H . IKEv2
ANSZFFIINRE

WHER— N EFR R, ASA K5 N —ANFIN 2 WL DGR S5 e v s . e o Bdis ik Bl oy
LRI I IR EEAR, IF HAZOR S5AANE R TR SR A5 . T B0 A2 ASA IR 2T S6 25U 2L i
PIRFEEAR, BRI RO 1. I ASAKGARE SR — XS R T RT o 2455 085 Wi QI 1) BT 0t
SERHS IS, ASA RHAEER IR 155 — N S5 A
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IPsec %1 ISAKMP |
B ==psecven

=12 |Psec VPN

&E IPsec Fit &
o AT LAZE L S B I AR e fr &, T AR 4 2% TPSec LB 1913 .

RIBTEE IPSec i BEEEH

show running-configuration crypto SR INENE, 45 Psec. MW, 3)
A WU AT ISAKMP.

show running-config crypto ipsec BIR5EEEN] TPsec AL & -

show running-config crypto isakmp BIR5EIL ISAKMP fit & .

show running-config crypto map R SERE I A L

show running-config crypto dynamic-map YR RN I i

show all crypto map SORITAICEZH, A FE A BV A IS L5
ZH.

show crypto ikev2 sa detail eI et s B WoR Suite B HA S HE.

show crypto ipsec sa FEFLG SR G SURGUR S Suite B 535 5CHF
F1 ESPv3 IPsec fir i

show ipsec stats 10 Sl 2 45 SR R K IPsec TRA
(15 e TRCHdn o L A2 A RO T3 ICMP
B2 oK ESPV3 ZiiHE B

FHEITIRZ I BEHRR D

T LU HE ASA A BT IR S 1IE M E AT &b s, A EHAs0. BOAEOU T S48 T g

{§i ] reload #ir4 FHT i 5h ASA. WIREE T reload-wait 774, WA LU reload quick 478 &
reload-wait % & . reload 1 reload-wait i@ ] T4 EXEC 2, XA T 2 #5 A0 5 isakmp
I8

g2

B A TG 3251 FAT 2005 ASA TR ER R s M Dhfe, /R RIS Sl 2 1 ST AT AR
ﬁh,ﬁl‘ﬁﬂﬁ%.
crypto isakmp reload-wait
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R ma stk ten |

TP

hostname (config) # crypto isakmp reload-wait

7 FF AT [0) 3 SE R & R
SRV LAN 12 TR PR N50%, BT. ASA X HISUERTREZY. & RN, i
A AT BTN

ASA T LB ANA A 0 454K (75 LAN [RIECE B VPN 27 3D 23Ul BRI o 50380 AR g n) 45
WREE o RHZ SR AT, JFR I R S s ai ks b . BOAS O M2 A BT ae .

TR S MU SR B A LA T
© DA VBRI 2B
* IBAT 4.0 SO RRABAT IR VPN B e/ BT RCED

LA F AT IPSec AR I WIF I A, 355 76 A St El 2 A 58U M 4 eryptoisakmp disconnect-notify
i 4

AR R = XEX

AL E SO AER A (19 SA (PRI RE TP A A IR EAR R OB E N B AR, TR BRI
SA DUMEEH] O 8 S e & R ST AR ASA IEAEALRE IPSec Jit, 14 MG BRIEC & 5 03T 5
RSy SA Bl i o X T RRUBE T, 5 ASA IEAEAL R/ TPSec Vi EIN, I HEIR AT BRAEA
SA Hdfa A I 1A o

RIS TR AR B S e A SRR BN LIS R A E R AI A6 4L TPsec SA [Hir 4.

xR 4 ERFIEFNGEL IPSec SARI® S

clear configure crypto TEREEA IR, A4S IPsecy INZEWLET . BhA N3
AT ISAKMP.

clear configure crypto catrustpoint WG 1SAT 5 .

clear configure crypto dynamic-map IR A3 Bhass I st o A4 TN B 12 B A2 Wiy
(P S =

clear configure crypto map TR A In 2 Wit o R0 3 ) R R o 2 ok S5 1) G e
Fo

clear configure crypto isakmp MR EEAS ISAKMP fit & »

clear configure crypto isakmp policy TR G ISAKMP 55 1& Bl 4 a2 SR .

clear cryptoisakmp sa TR %A~ ISAKMP SA ¥ 7
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B sonensms

BRI SR E

clear configurecrypto iy & CHE o] H- T BRI 25 B E G R IS4, X EEP0 B4 FE [Psecy N WL
A WGS . CAFAESR S FIHATUETS . UEAS WG AC B A1 ISAKMP.

R, WARK AN SH cear configurecryptofir 4, WPEHMIER A IS Bl E , AT IR
HRHEAME R, Wi (CiscoSecureFirewall ASA #7174 27%) HIH clear configurecrypto 4.
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L2TP over IPsec

RENHUTLE ASA FELE L2TP over [Psec/IKEv] .

* 5T L2TP over IPsec/IKEvl VPN, 41 71
* L2TP over IPsec HI¥F A EEsk , 5 43 7T

* fit & L2TP over IPsec HIRTHESAF , o8 43 T
o WEMIFIRRE] , 26 43 00

* i ffl CLI il & L2TP over Eclipse , 5 45 {

* L2TP over IPsec DJfg 7 sidsx , 25 50 1L

5% F L2TP over IPsec/IKEv1 VPN

2 JZBEIE VMY (L2TP) & AOVFZEFE 2 7 ding 4 FH 2 JL TP 9 2% 22 4 b 55 b 4 FH 9 4% R 45 28 1815 1Y VPN
B%IE P . L2TP ] PPP over UDP (i [ 1701) k3 ik bk i 4 306 B4kt
L2TP WM EE T2 71 i/ IR 2% 2. LThREAE L2TP M4 IR 2% 7% (LNS) A1 L2TP 5 jv] 82 %% (LAC) 2.

(A7) HC . LNS 184 752K AR S W45 W OC 18T, 1 LAC W] LU R 5 454 N IR %5 4% (NAS) B —
YR L2TP %% )7 i 1) i B 4 (W1 Microsoft Windows. Apple iPhone &%, Android)

FERAE YT )5, ] IPsec/IKEv] BLE L2TP () 1 2A0AAE Tefe 1wl Bhadi i A 3% 1P 4%
1] VPN, el M oeel b gk, b bt nl LT POTS MAEMTAL B SCBLEREVT [ 53— ML
RETC T IR VPN ) b A5 AR A AR 2 P S

\}

JEFE L2TP over [Psec TP fX 3 EF IKEvl. AN EF IKEV2,

1§ ] IPsec/IKEv1 A L2TP Bt & s 7 F Tt =85 478k RSA B4 AVERUET, WX HshA (M
SFFEA) IS mut . ARSI B O 4 58 U IKEV] LUK L 3 4 ol RSA S M Bl E o A7 KL &
L% 4H . RSA FIB AW 0 BR, 8 S i IR R B f Th 2R 41 52 “EUCFiE 157
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\)
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& L2TP/IPsec FEIE MY, 154 L2TP/IPsec f%1E PN IC & DfItGrpPolicy I fui/F HI 7 i S 4 5 ng
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T I E B A, 1 ASA B E A FAHEGE e, WEH F ol TeikaE ez

S #58Y PPP 5436 F L5

7F ASA I+, L2TP over IPsec #:4#: L 3¥F PPP S I0AE2EAL, 41 F Fior:

R 5: AAABR S5 85 24550 PPP B9 18 E 3B

AAA R S5 eR KR X ¥5HY PPP {16 IEEKE

A PAP. MSCHAPv1l. MSCHAPv2

RADIUS PAP. CHAP. MSCHAPvl. MSCHAPv2. EAP-Proxy
TACACS+ PAP. CHAP. MSCHAPvI

LDAP PAP

NT PAP
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SDI SDI

3 6: PPP SR MIE S BIFFAE
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KT S 3iERE FHIE

pap

EAP J ] EAP, ‘& faVFac 4 v 4 AT [ M 58 RADIUS & B0 iF i
eapTproxy 59510 PPP S It A

Microsoft CHAP fit | 5 CHAPZSL, (HEH %4, R4 AR &5 S AN A6 A LL 30N 25 250,
ms-chap-vl 5 | TIAEAZ CHAP S RETEA AN L WS35 0 o b B i 5ot

-chap-v2 T % B[] 5%

ms-ohapv2 L oft CHAP fiz | MPPE R T N E 1

)

PAP 6 503 B0 1910 £ 336 A SC ) P 4 RIS, DRI E R 224

{$ 4 CLI i & L2TP over Eclipse

1S LJIE E TKEv] (ISAKMP) Sl & K R VA HE VPN % 7 5t ff ] L2TP over Eclipse #3355 ASA

N

g

HHT VPN
« IKEv1 BB 1 - i SHAL #8536 AES I .
* Eclipse Bt 1 - {1 SHA #51 77741 AES In% .
* PPP B {3 561F — PAP. MS-CHAPv1 5 MSCHAPv2 (}5ik) .

» Pt (UEH T iPhone)

UK

4R ESP 0% 8 BRI B 4y B A 700 0 e e e 4

crypto ipsec ike_version transform-set transform_name ESP_Encryption_Type ESP_Authentication_Type

Tl

crypto ipsec ikevl transform-set my-transform-set-ikevl esp-aes esp-sha-hmac

fr7~ Eclipse i AL 3R A & B iE A
cryptoipsecike version transform-set trans name mode transport

i

crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport

¥ L2TP/Eclipse & & VPN B&IE il
vpn-tunnel-protocol tunneling_protocol

Tl

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy) # vpn-tunnel-protocol 1l2tp-ipsec
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PIRA (L) F87R FIE Y 22 Aok n) 41 HEmE %% ) i A% DNS k854 1P Hiuhik.
dnsvalue[none| IP_Primary | IP_Secondary]

TP

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# dns value 209.165.201.1 209.165.201.2

PIRS (AL J878 FIE N 22 A Wk ) 4L RIE 25 ) i ik WINS g5 4% 1P bl
wins-server value [none| IP_primary [IP_secondary]]

Tl

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# wins-server value 209.165.201.3 209.165.201.4

L6 (k) Al IP k.

ip local pool pool_name starting_address-ending_address mask subnet_mask

-

hostname (config) # ip local pool sales_addresses 10.4.5.10-10.4.5.20 mask 255.255.255.0
BT Ak ¥ IP Ml SR E SO (BEE AL ORIk,

address-pool pool_name

TP

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# address-pool sales_addresses

PIRS  CRAURIS I A AR S IE R B SO (BEIED KHk.
default-group-policyname

Tl

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy

LI BT NSRS A, DARAE SR ik IPsec EH 1 L2TP (WA 7 i SREARAE IR 45 28 A5 1T HH N
G B AE IR [ B A B BOIE, 1 7E A 2 KB I LOCAL .
authentication-server-group server_group [local]

IR

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# authentication-server-group sales_server LOCAL

S0 IERACE O (BRE4L) F5 e X223k L2TP over Eclipse 3821 ) 3T G050 E K 7k, WEH
HUASZAEH ASA AT A Kb 73 B0 IE 10 AR EL MR B A HL S 30 00F, 15 78 i 2 K B il LOCAL.
authentication auth_type
il

hostname (config) # tunnel-group DefaultRAGroup ppp-attributes
hostname (config-ppp) # authentication ms-chap-vl

PN ONERERNE T (BRIE4D W ETOL .
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tunnel-group B&iE 41 4 FK ipsec-attributes

i
hostname (config) # tunnel-group DefaultRAGroup ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key ciscol23

(A[IE) AEFRECE SO (BEIEAD ARk L2TP 2306 1) AAA H TR RS 1kt % .
accounting-server-group aaa_server_group

GRIE

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# accounting-server-group sales_aaa_server

BiE hello 4 B2 M HIMAIRG CHAfr: BB) o JaFEJE 10 2] 300 #5. ERIARIREG A 60 75,
[2tp tunnel hello seconds
il
hostname (config) # 12tp tunnel hello 100
(Are)  JA ] NAT ), MIE ESP #dfi ] L — > a2 A NAT k.
AR BTV NAT ¥t Ja 27 24> L2TP 27 i il HE N 22 A W 4 0EAT L2TP over Eclipse 1%
%, WALZUR ] NAT 31 .
crypto isakmp nat-traver sal seconds

BIEA R A NAT )y, R 2 I AR AT 4 SR i B4R H ISAKMP (n] U] erypto isakmp
enable fir & JH ) » #RJE1EA cryptoisakmp nat-traversal fiy4> .

il
hostname (config) # crypto ikevl enable
hostname (config) # crypto isakmp nat-traversal 1500

(Arie) FCERFIEZA V. BEIEALYE H A2 A8 AL S 4 50 Uk IR 5 25 EAT B 4 B ik i Ay
I SRS A ST VPN L2y o BEIE 41 JEHE B S0 R 3o
strip-group
strip-realm
il

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm

(k) AP 4 jdoe %Y §1doel A H F' o mschap IR E AL M ANFIL J5, 20K %0
¥4y Unicode, Jf1EH] MD4 BEATTHZIALEE .

SUAAEAE A 3t ] B30 120 i A A D 3R

user name name passwor d password mschap

i

asa2 (config) # username jdoe password j'!doel mschap
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BB 1 A4 IKE kms, AN H A AL

cryptoikevl policy priority

group Diffie-Hellman Group

AT LY IKE SEng e B UM R 28, Baan] DO Z SR IE 45 € — 1 Diffie-Hellman #f. ASA /1]
isakamp SRWS K 5T IKE PR -

i

hostname (config) # crypto ikevl policy 14
hostname (config-ikevl-policy)# groupl4

€I/ 2 Nz Windows 7 #2158 HY IKE SR B

T4

Windows 7 L2TP/IPsec 2% ) ity K iE LA~ IKE RGOS ASA #37 VPN &, e XL MEE—
/N IKE $5m%, DLE M Windows 7 VPN A Hh 72 F i 2l 37 % 3%,

TE M ASA B L2TP over IPsec [NFEFHEATHAE . 41N Windows 7 ANHL VPN & 7 it & IKE
W, TEAEARALS i n A D I

UK

SR BB B IKE HEms 140

IR

hostname (config) # show run crypto ikevl

fic & IKE S 0énumber 24047 5 G0 E 1) IKE SIS )% %5« %5 C41 T show run crypto ikevl
A R

crypto ikevl policy number
BCE ASA HI T N BEA IPSec X SRR HI IO 53 DA 2 5 0 1O B 3 B T vk

T

hostname (config-ikevl-policy)# authentication pre-share

TEPELRA IS TPSec XS4 2 T AL 4 A ds XS BRI 7k . % Windows 7, 1HIEFIER T 128 4
AES [f] aes, mF ik aes-256.

encryption {|aesaes-256}
PR RS e BEME I IS L . 4T Windows 7, 154 SHA-1 3245 & sha.

IR

hostname (config-ikevl-policy)# hash sha
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S8 6 1EF% Diffie-Hellman AR IHAF. # AT LLK aes,aes-256 INZFRMIEE 14 .

IR
hostname (config-ikevl-policy)# group 14

HIBT $5E SA A A (LA ALY o 6T Windows 7, 14552 86400 F& (U 24 /M) &

il
hostname (config-ikevl-policy)# lifetime 86400

L2TP over IPsec B9t & <5
ST 5 T 5 ASA 5 (F-EEBAE 258 1160k VPN 7 3 e 5 1 B P 4

ip local pool sales addresses 209.165.202.129-209.165.202.158
group-policy sales policy internal
group-policy sales policy attributes
wins-server value 209.165.201.3 209.165.201.4
dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 1l2tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy sales policy
address-pool sales addresses

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

tunnel-group DefaultRAGroup ppp-attributes

no authentication pap

authentication chap

authentication ms-chap-vl

authentication ms-chap-v2

crypto ipsec ikevl transform-set trans esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set trans mode transport
crypto dynamic-map dyno 10 set ikevl transform-set trans
crypto map vpn 20 ipsec-isakmp dynamic dyno

crypto map vpn interface outside

crypto ikevl enable outside

crypto ikevl policy 10

authentication pre-share

encryption aes
hash sha

group 14
lifetime 86400
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vpn-tunnel-protocol 12tp-ipsec.
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9.13(1)

LUN s /e 8 ME/PRE S5 AR, JRIGAE S BEhA - 9.14(1) Hhi
* 3DES n#
* DES %
* MDS E# %
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TRFFIEBGBE R 1) TAE R

1o G0 SR DR AR SR T ) 2 ) R DR AR R M I, DUAZE 8 D3 AN 4 R 026 i B — 0 ) R R e i
K.

2. JROUREAERS 38D, JFAES 4 PP ACAORERELTE R
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3. HEG AR B IRFFIERWN, WA SEE T (5) I EidVIR 2.
A RJm, MG EATZ T G TR, IFIT IR T ) ek s A .

BX VPN J\iki’JT*IEI'J Dd. 18] @3t

EAIL B VIS
 IP Hihib i FE R
o ME— IP Ml
o TEAHIA B4 A VPNt 2k K i Al s 4 7
« 24N B VPN #3535 i
* VPN $ 33T A 1 1 B R FFAT 51 4
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ZIEFRN

 AEZI SN TSR VPN S i ?
%:T%TmﬁﬁT BEANSCRF VPN 8 iy A SCRPIR S B 7S

IP 3t ikt R

[@: ASA ZETEENG 1P Mkt e )AL A FL VPN S 84l 5 v —3 4 2
B A WERZERRYT ) VPN 254758 7 2 ORI TP Ml it e 4%, IS ii Ay, ikl
AR T, STEEON R R PR T e GRS S TR BRI R ST .

ME— IP Hudiksth

@), BESTE VPN 183045, AR ASA _E#) Secure ClientsX IPsec 2% 7 it 1) TP #4025 2 il — 1)
ng ?

B JE. TP Hhbb T A 6 W A U ME—

fEREE & E{EF VPN S #i3a@ i st

8): G Bk T LAF IR HT VPN A7 28 A Rt i e A 1 2
B . (EMRCET, im0 IP bk, RSB E ) R P A BRI ASA . W Rz
#oR A, A B S LR, ALt VPN REE ™ A AR5 .

% /N0 LAY VPN 51381

i@ WERTAIEZ N EJSH SSL VPN, A& 15 0 LUK BT i IX 6z 512t VPN A7 3811 2

& HEEE X MEIE I A I TN VPN U4l . XMV T8 CPU 713k, 24
P& 1EMIE CPU _Laha, Hit 2 A8 0 Ei VPN S 6ix M S A2 o 5Pk b

VPN G 8B R B MR R FHITRIEH

B: 1% AT Firepower 1150 [(#83, &F G BE&IA—4> 100 L2171 SSL VPN ¥FrJiE. £
VPN g, K BAEUE o 200 NIFAT R IRE 2 f et 100 N IFAT1E? i3k
MIBE AN = 6 e, AT —A> 100 A2 VFRTIE,  FATIRN W SCRF 300 AN JFAT2
T ?

] VPN RIS G 0L R, P B b TimsREs, DR I 4l n] LSRR e K i 5Oy
i S R IR TREER IR, FERXFE LT 300,

%

VPN £ & 81RY 1 ]

VPN 435 75 4T 2% 3DES/AES Vil ik . ASA 2375 J5 T VPN S48 35 8 mi R 2 2 75 170 M hn 2%
VFRIUE . G FEBA R 247 24 0K) 3DES 8¢ AES VFuJiE, ASA 2xBHIEEH] VPN iy, toxbiilk
VPN $ 415 2 481647 3DES BN FRRCE, BRARVF A e sSVFAE Al .
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VPN 51 £ & R AT 14
SHHBHIVPN SRR 5 57 7.
 BRIAIBL T AR VPN SO, 05 VPN SR
AU A ) BRG] (A B A IRAES R 47 outside I

inside.
AT LU#EH interface Al nameif 4 kI L6 32 1 C B AN R ) 44 55
o TSRS E ML TP kb T 5 4L 0. dE 7 4L f R4 TP hlik . UDP im0 (s 25

F IPsec LA,
o TN BT AT W & AR A S ] ANMERERR E A TP Mok, & . s =g g .

o ] VPN S 2 nes, 5541 eryptoikevl enable iy 445 N ##% 11_FJE ] IKEv], [
NG E PR, 50, fE2aI0E VPN S 20 N85 6y, okl SR 15 L

o WA 32 F/ 3 PR &ML RS 5l VPN G, WIASZREAHL CA ThRE. At CA ANEEMNE
T 95— CA; & HBEHER CA.

VPN 52 &5 14 &7 4 ) 70 BR

FEEHHEPG

VPN G HANAEAL I LA 2 7 i A IR R s 1 B AT 2K
o ARG (3.0 FRAS B m R A
* ASA 5505 (JUAET 2 VPN %) b )
* Firepower 1010 (JHAET 5 VPN 2/ ¥ N )

* SCFF IKE F52 1 1) T0S EZVPN % /7 i ¥ 4 (10S 831/871)

ERimEEEm

VPN #8341 n] 5 IPsec % ) i Al SSL VPN & F g S TEAC A H « BLHE LAN [RIERAE N 18 T fr 3L
fil, VPN #2258 (L2TP. PPTP. L2TP/IPsec) W DLZEHZRI/EIL T VPN 7151 ASA, {H
AREEIMAN VPN 172 547

MEZA ASA T S AT 7 88 3 B Secure Clienti® 3 555 4 URL I, 4I7E &4 ASA 78
MPAT LN A

o {fHAEAS VPN sk 3445 e it (1Pv4 F1 IPv6) W41 URL Jic & A4Sz By in) 34 B2 10 B S0 .
o SHIETT AU VPN S 3 317 o Shth ik fid B 41 URL.
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&R
ASA THREEAS VPN S8 a5 10 5% &

(LR ¢
2N NSO VPN G .

FIPS
FIPS ANSCHFEEREIN
JEF I IE

1§ /] Secure Client 4 VPN 75 HATIEPRIAE, I HiZiE R 24 1P #hbkEE i, %%
Uil L 0 TP kAT IERT A (A AR Ay o TR PR R 22 ) TP bk CUAE UE 150 FH 44 Bl 3 & F A2 R
FIH . a0 TP Mok AT R EAE X L B, MAZAE Bl A nl {5 .

AR RFC2818 e SCIHEN, W RE & A EMER A, RN EmER B T X%
R, JFRmA M4 . R CAEIE BN ER & AR, & ERAHE RS 1 1P Hhlk

ST AAT ASA, TP Hulik 4 i% ASA [ TP. £ VPN T2 F, itk Be TAF B E .
AL —ANE, WHRZAIEP N iZ 5 A 05 L 1P Hihk A4 FQDN [f) SAN ¥ f&, I A& a4
ASA ] IP 1 FQDN (WA & & A RRY . iz 4 i ] ZAME4s, WA ASA (RN HA
5 RERLIP. 20 FQDN FiI4& ASA [¥) IP i Al FQDN [ SAN #7 Ji .

b2 VPN £ 3157

752 T 2 DNS TN VPN SR s v, A2 0% RS el o & AR A7 IR A) (TTL) {8, Al
DNS &M AL E 5 Secure Client INACAAEH, Mk ASA RPEIEC A, ASA 4 PR3 H
Tk ER DA AR A ] o WURAER SRR RT, S K, ERGSEH B8, AFP TP Hubk
A BES O AT 3k . B SRR RT, DNS Wi A8 5 R[] [F) ASA, VPN B¥iE £330

VPN (1) Hb 3 17 38404 38 3 1 1] Cisco Global Site Selector (GSS). GSS fiiJT] DNS 84T 1 #3545, I H.
DNS f#HT A AEI 8] (TTL) 2RI K 20 #5. W4 m GSS B TTL A, I n) DL 25 PRARE S &
AT REME . S S NSRRI T BRI I, 8 I A B AR R DA B A SR B B A 7R A 1
FJ TA]

LI N FEUE IR E], B8k wT A% FE A% Connect on Start Up.

IKE/IPSec %4 xBk
FEREIN B 25 AN 2 [R5 3] VPN Sk K5 2840 0 b i 86 5 %

B E VPN a5

WA NERE R IR, AR RO A TSR A R 45 B P B 22 ASASRAC PR 2%
T, AT UREX S v 6 O B O L Ho 21l 038, SO RERR A VPN U4, & o Sl it i o 1) &2
FOIARII B, WIITERTA B 2 M B 5. VPN Sl iy vl L sy ot R P R ge vt s, $efitel
e R AN ZR G AT I
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#HVeN rzinerREsxnemEn

B ] VPN 70, S A ARG % BT DU ERAE:

o FNTIE A VPN 3 B2 8 PR LIRS VPN R 4] . X AREALF L 1P Hodik. UDP %t
CINFFED) Rl IPsec JL . BRI &AL HAN, A ITE 2 5 38 #0205 A5 A1 R R 21
[

o JEW A bR FH VPN 3 it e LR Bt (ol an LA LR hhl) , A & A
W IREEAH R AT

#1 VPN g @i & A HINERED

IR 2

EON VPN D M A s S i E A48 ONED ML CAED #20, TEHAT U DB,

g2

7t vpn-load-balancing it B #i: FHi A4 lbpublic JCfd 71 interface fir 4, 7F ASA L E /A 34
Mo %42 A I % 16 VPN 518351 Dh g e e A L8 1 1 A FREL TP ik

T

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

1E vpn-load-balancing it 4 F i N7 H |bprivate X interface T4, 7E ASA LIitE &
Flo iZ%dn 4 A& 1) VPN i Dy e dia i & 4 11 1) 44 FRER TP ik

T

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

BB LA A IR AL SE S SR 1 B0 10, OISR, BB (ERZD S S o
BN, ORI BRI T RERE . B IODLI SO (P10 L BB AL 2
A T AR 5.

]

B, ISR R SRR 6 BRI TEALL R Ar 4

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

R SRS B I H P 5t M B 4, RN nat i R A ) NAT 20 ok, w BLE X IPv4 H
IPv6 ik, thnl LR It e (1 EHLA

w15
W, WIE A LA NAT #ihk 192.168.30.3 1 2001:DB8::1, iHMALL N4
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hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

Ao & VPN st EH R 1
AL R A R AL VPN SRS, AT DA T 258

UK

FIE1 {E4 R E R N vpn load-balancing fir4, ¥ & VPN 214

-

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

I 2 1HEN vpn-load-balancing Mo EARL L, AT LAEH: b B H AR 7 88 i 1k

sAAMEm |

FIR2 FE G BALN 1P bkl e R4 . 1Zar 2 Fe e AR A VPN 7338 21 i) i — 1P bk
5 FQDN. fEAILFMHhEaE N, ER Al T ASA JLE 1 1P Hubilk. nT LA$R € [Pv4 B IPv6 M

ik
Pl
B, WE L 1P Bk E A IPv6 Hillk 2001:DB8::1, A LL Frd:

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

$E3 BEHmL . % n i &3 2 51K VPN 84145 € UDP & . 2RIAE A 9023, Wiy

— N FH IEAE St 1, i NS AR T 3 i 1 UDP H ki 115,
w5l
Blhn, sl DB E S 4444, TEANLL R A4

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

$HE4  (n[ik) S VPN I H 4 5 T IPsec TN,

BNV E N TE N 1% ] UG HIEAEH] IPsec N5 . W SRAC B HL B EYE, A2 HR E IR IESL
A VPN G4l () ASA TR IPsec 1) LAN [AIBEIE AT A5 . WIBAA R N2 e 4% 2

RV A5 AT AT S B AR i R s A
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paERzerzganEzn [

R S VPN g4 hn s, %564 crypto ikevl enable fir 476 N #4211 _E s
IKEv1, [ARHgENMEL; B, 7E2000E VPN I srdiinssmt, Bokic )%
HE

WRAERCE AU N T IKEv, {HEERCE B &AMl BT esZEH, WER A
participate iy & i, BSR R — 4R R, I HAAS iZdl s .

i

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

WS 4L, BN cluster key v 218 7E IPsec SLZ % 4] 763 1] IPsec N5, &% 448
5 TPsec XS54k 2 A (L2308 . I AEAE R A N IR 2 R A IESR AL S 7 7/F . WER TR R &N
Fsse] (pldn, MHARRCE A ZHD , & cluster key 8 key ir 4.

i

B, WS E O 123456789, iHHMIALL R Aird-:

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

i\ participate fiv %, 1R A AL

IR

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

T—3#ita

A ASA T S A AT 8 A 3 B Secure Clienti% ¥ 5554 1 40 URL I, A4 &4 ASA
T AEHATEL N R

o AN AT e sl (IPv4 FTIPv6) (K40 URL B B AN g A7 ) i 3 e B e
o JyIEAT AR VPN I A Je bl & 40 URL.

1 H tunnel-group. general-attributes. group-url &t & IX 4] URL.

BRERTEREHZHEER

FRATEOL T, ASA Hx s VPN G 380880 T ) v (1) TP i hk A 45 % 7 o 4t SRAR ] AR IE452 T DNS
YRR, UETSHSAE T [) 28 B e % N AR A TE R
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B v asssm s

V£l VPN 7335975 S i 88, % ASA 7645 VPN %/ S B e 2 — MR i s (A s —
ASA) I, WL I S ) DNS A4k AR I 03 B4 (158 2 BRE A (FQDN), T AN2 HAR S TP 3
fik.

%E{E vpn load-balancing B N i3 F BRAE FH AL 56 4 B e Sl A4 (0 B 5E 7], 3 74 R e AR ]
redirect-fqdn enable fir 4. ERIATEOL 25 AT A

FraaZ 8l

Y1) VPN S8 i e &6 BT AN R P 24z 1, #RLA S0 TARTR] TP g2 |

B2

i VPN 11233515 3 H] FQDN.
redirect-fqdn {enable| disable}

i

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqgdn enable
hostname (config-load-balancing) #

PR ASA FMERHEE LI 4% B N2 DNS Jlegsarh (R W oix 264 H) o 41> ASA SN IP
ML N AZ AT AN S ORI DNS 4 H I Tk b T i) &gk, Waniis HiZxes DNS 4 H .

1 ] dnsdomain-lookup inside fir 4 5% .45 18 [7] DNS Ik 25 %% (% B AT —382 0, 7£ ASA )3 ] DNS
k.

S 4 {F ASA F5F X DNS IR%#% 1P #ililb. #14: dnsname-server 10.2.3.4 (DNS JRZS25 1 1P #ibil)

VPN 1 &t &7 L & 7~ 151

EK VPN 5131591 CLI ECE

LAF VPN S 8494 iy & e SR il % — 468l Se e BROE A TE M % D i & KA
SR ORE D test, AL L IR LHRE N foo

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config)# vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



= Al A IE T

hostname (config-load-balancing) #

hostname (config-load-balancing) #

cluster encryption

redirect-£fqdn enable

a7 N ngsEs ]

(

hostname (config-load-balancing) # cluster port 9023
(
(

hostname (config-load-balancing) # participate

§§ VPN 71z ﬂii’] Txﬂl:l Frixs

VPN 241 T 1) #s NI K55 5 ASA Blloe I R, JLHh 6 5795 ) Secure Client FIGC 2 7 i 4%
TR, DARCHE T 0 e B A B m e R fs K e/ o b . S 4l ) ASA R 100% Eﬁ*a
CUil, L ge ek i HL e ) 2 (. R ASA AT RE B/ N 28 OO, (B L8] ) ml fig

TR B/ AR R SRS, I TP ATIEIR 9% . EAN 2R, BE ASA %Bw\zﬂﬁﬁééﬁw&%ﬂla
TEEPRE SRR G AR, AR SIE SR . S0 ASA 422 1) -sessiondb summary fiy

Lo WHUE U, ARSI IEASRE BA A . MEASAKARCH (FE2IREshai . 4
I AN L A L R . ASA MR EREI,  AC T ARE SR A KN TR 2 1 i

B, AT S VE B KR AL VPl

PUR 7”878 T 100 /> SSL 218 (NIRFh4iE) F12% 1 SSL fak. X EHE A& ARG 34k
Wi, ARSI AESTEAN VPN Gty i (1) 714k .

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL

192.168.1.9 Master 7 ASA-5540 4 2 216 100

192.168.1.19 Backup 9 ASA-5520 O 0 0 0

A 3 V- L\b A
VPN 72 & 3A1&RThee [h £ id 3R

IhEE AR R AR RS

{4 H] SAML ] VPN 471 234 i 9.17(1) ASA BUZESZHEAE ] SAML B3 BAIE (1) VPN 1
VPN 8 B 7.2(1) FINT UL IfE
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1og

=11 VPN S 24

JEFLL 25 1) ASA SEli L& AN RETRT L H R A HTh g . AT H I — 2T fg.
o WEMPRIPRA] 25 65 0T
* M IPsec LA%et ACL, % 66 i1
o WL N (Hairpinning) , 5 66 TT
o W B KIEE) IPsec 5 SSL VPN £:i5%, 25 68 1L
o A FH P i BB PRI B TR B2 IR TPsec 25 wf& 1T 9] , 5 68 T
o PN FE TP JERE S NAT 20| TP, 55 70 1L
* FCE VPN 2GR, 5 72 1T
s OB S E TS, 5 73 1L
o BUE IR, ZE 74 L
s MLESESFIEE , 574 0
o Fo B VPN FBiE , 55 75 T
« ArEGS) VPN 245, 5576 1T
* KT ISE RmESCt , 565 77 L
* BUE Eg SSL WE , F 82 1L
* RF4L IPsec fEIE LR , 25 87 UL

JE T A PR
AT RO MR .

TR EN

[F] I S HF AR S R 24 i FEAH RV IRAR ) (ASA HRUERE CLI AL B ARG H, A RAEZ S
AR A K913 DL R X LS RRAS HpOBT I 9 40 05 B IBT I RE, T2 1 2 St e

B A SR AE N
DA B KR 52 504 . ASCHFE IR
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. Bl & IPsec LA%E5d ACL

HHMVPN 25 |

4% k454 (NAT)
45 2% NAT e & (E A5 ., 7525 (Cisco Secure Firewall ASA R 31B)j ki CLI B & 50 ) (1136
AT VPN [¥) NAT #553

A & IPsec 1% ACL

WEAEAKS B YA H AR 42 D ACL BITHOL T Sa VK B IPsec BEE KT A B4, 15704 Rl B X
i\ sysopt connection permit-vpn fiv4 .

WERAT AL T ASA Z )5 5l ) VPN 42 b4 I H AR K IR E =i ASA PR, WInTRe s Zigedt T
IPsec Vit 321 ACL. W%, 7 Z4f ] access-list fiv4 A1l o1 IPsec HUE 1Y) ACL, Jf¥ M
Tl ATH ACL T AR e RS v Ll ASA V)i &

LUR /R BIEA & ACL (1550 T fotF IPsec Wil il I ASA:

hostname (config) # sysopt connection permit-vpn

)

P

B E T no sysopt connection permit-vpn I, JEESMNTEE D EA VR4 G deny ip any any
ACL) , ZRGeAiss avrk B2 5 b (1 il 55 B i

W24 A no sysopt per mit-vpn iy 445 A4 BRI U7 I #EHI 515 (ACL) Sk il i a5 1)
B FE VT ] VPN X SZ R4 B BT v ), TGI8 e g AT 4 il o

sysopt connection per mit-vpn K 7E k) 77 oG s A H T I i i 0 B4 ACL (NEHRIH
), HERPTA HARE O H O (out) ACL —i2, EALHEA I (in) ACL.

FERXME LT, 3 HVE BT 1) AR I, RGEAN T ACL, P T5R AT LAE ) SSHIE#: 51 ASA.
LI P R 2% b B LI IR A ACL IERfBE b, (ELUR 1A A 35328 11 f i B O B AN e B -

ssh fil http fiv % KA ACL B L e . WEFELE N VPN 316 17 % % 1) SSH. Telnet & ICMP
Wi, N ssh. telnet filicmp fir4 .

S 1FEO A= (Hairpinning)

ASA $RAt—TRThAE, FVFAZ IPsec M4 A & N E—AME L, NI fi#3 VPN 27 i n] DL j) HoAl
VPN R IEIX IS . iZIhAEW AR A “hairpinning” , R DO AR A iE T VPN 424688 (ASA) &8z
f] VPN 7330 CR 56D o

Hairpinning i 7] LUEHAE N VPN It el iod 55 2 0 e s A1 R e S i AME 2. il o F&ch
A3 %1 B 8 H 5 2[RI ) VPN RIS B Web () VPN 25 ke i, I Thag R H .

TEERT VPN %/ 1 Ki%224 [Psec e 2 VPN &/ 2, [RIHEK RIS i Rk 2 N3k
Web JIR %525,
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e Ll |

4: £ 1A Hairpinning §93% 0 N INEERY VPN % Fif

Public web
Server
-‘FH—H—FFFF—
] - Client VPN
ecurity o laptop 2
i ST I ]
192.168.0.0 e . N

rl"' 192.168.0.11
Client VPN

— Unencrypted traffic :
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

TENCE ML IhRE, 1EAE AR E B N H same-security-traffic iy 4 I intra-interface Z4{.
%A HITEE N same-security-traffic permit {inter-interface | intra-interface} .

PR 29 S s ] et 4 0 A 3

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

)

AR WA same-security-traffic #ir 4 Al inter-interface %, W A] VR 224 2 AR [A] (8% 10 2 1) 3304 T
WAF . ZIIREA R E T [Psec IEREMThAE. ARXTEANEE, S MATEMIN “BEENSH” —

P ] hairpinning, 0L L 1P UR E AG NAT F R ZF 0P BTk, X5 ASA $2 1N FHEE 241 NAT #
I8

EOAM =R NAT £ 2N

BLAY ASA REfS T 14 LB DR NS v &, 20 %3 1S NAT, DU 2 1 AT B p il 2 e
] IP Huhik (R dECAE AR HE 1P Mot oA 1 2 1) TP Hishik) o DAR 780 5 [ %5 7 o TP Y PR o Y
FHE: 0 PAT $RIN

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object)# subnet 192.168.0.0 255.255.255.0
hostname (config-network-object) # nat (outside,outside) interface

SR, 24 ASA GBI R —#: RN i) VPN Wi, NAT BrlEf . LigEf#H NAT, VPN
#| VPN Hairpinning 3J 7] 1E5 TAE. LA 4L SN NAT, 150l Edr 4. 24l VPN 2]
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HMVPN 550 |
B 2255555 Psec 5 SSLVPN 235 %

VPN i E# 6e NAT, 1504 VPN 2] VPN Jii i 32 it NAT #af)drd Gasin 2| A _LoRfldan )
i .

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

B R NAT MU AITEANE S, S RATERE N “ M H NAT” —H,

% B & KiES IPsec @ SSLVPN =15#]

T VPN 218 RO T ASA RVFIIME, 15 7E4RIBCE R N\ vpn-sessiondb iy
vpn-sessiondb {max-anyconnect-premium-or-essential s-limit <number> | max-cther-vpn-limit <number>}
max-anyconnect-premium-or-essentials-limit S8 7417 5E Secure Client [ K23 1H4, M 1 BIVFATHIE
PP B R 21

\}

AR IRV IR ZONATH T VO AR IX L iy ok E . 152 [ Secure Clienti] W H5 1 -

http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

max-other-vpn-limit S8 7 1 74552 4 Secure Client2 i 2 A HAth VPN (I K2sim %, S8 HlU M
1 BVFaE RV RS0 8. X R ER VPN % 7 (IPsec IKEv1) Al LAN [d] VPN 431,

RS v S A VPN S i 518 e 4 L.
LR 78] B 7R G 4rl v BAE A 450 A E K Anyconnect VPN 2 1E R 1 :

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #

FHEFinEHBRIERE AT IESE) IPsec & FimlEiT 2 7l
A

AR AT ROGE T IPsec k.

07 i SEOBT h REAHAS AL T rb Sy B A B B BB B BB RN VPN 207 S Y BB VPN 2 7 S At

TR AT BEIEAEAE H ik I () VPN B sl 2 P i oA - 8 mT LLBE I {3 FH client-update i 22K
Ja & P i 1T ORI D e s i ST F (1 2 7 i R R RME T RROAS 55 ity DU 3R A B
Bt URL =k 1P Huhik; %+ Windows B g, AT LGSR M ] F‘r” B IL VPN & iR AR .
XTT Windows 2 7 g, S0 A FH P S it — P 58 iz R LA . 1% 2 0E H T IPsec e RE 1 i)
TSR
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| #mveNsH

(B P s EH RS TS Psec R isiEiTR3 ]

BEPAT R it BEOHT, VR R R MG A BR tunnel-group ipsec-attributes Fit B A5 2L N A client-update
e WK i CAAEB T 5 R H A& A, MG SR s AE . & sikis
ARG RARRA, W EAT ST . AR R U B oy AT 5% i 58 «

B2

FEAJRRC BT, A A4 LR % s 5T -

hostname (config) # client-update enable
hostname (config) #

FEARBC AT, i858 BN BT R I 2 7 i N (K 8 i S 2 8. A2 i, FRE %) i
M) RSB A1) URL B IP bk, DA% ) b ) A VAT IR 5 . e ] USSR
SEWAMEATIRA S, LOZ 55 736

WA R P s AT A 5 B AR AT RO S VLS, AN 2R . i%ar 2 20
HEA ASA AT 1R RN 2 i o 5 ) i SEOBT L

fHEHILL R T

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

Al 2 52 8 S win9X (fu.3% Windows 95. Windows 98 1 Windows ME ) . winnt (fuFF
Windows NT 4.0. Windows 2000 1 Windows XP “F-4) . windows (f0i% i 3T Windows HIF-

G o

WA P i D AAEIBAT B 5 R A B R RRAS, MIJE R SO R . i % 7 i RIS AT 41 3R
PP R RRAS, W REAT S8 . g5 20 n] AR X 8 i BB 4« H TP I =AM B o KB windows
WG T TE RUFIY Windows P& . WRFEE T windows, TIANZESE & #4> Windows 2 /7 i A7
R XI I 1 Windows %5 i, WA 2508 F 33 http:/ 8 https:// 424 URL BRI
DR 7481 Ay e A2 U7 ) B 4 I B i SR 240 ol g T T hiiA 5 4.6.1 LK
THI R BB 1) URL https:/support/updates.

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

o, Rl DU B B L i SR, AN AR R T A R S il E . (S
FDE 3, )

iR 7 URL KRR A0 5 W ) 44 F)m] LALE 3 B 2% B Bl R shiz v ] s it
https://support/updates/vpnclient.exe.

PR3 WHFE R ipsec-ra FEIEA T 4157 I EH B4

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .



HHMVPN 25 |
B 500 P s NAT S E A 1P

7E tunnel-group ipsec-attributes BT, Fif g BEIE 2 44 FR S LSS L m] A SR IO T L4 1) URL 8%
IP hhl, AT A S o W 7 i A 1T RO 5 5 AN e BT RO 5 DC S, AN 5 22
FOHT . i, KT Windows 27 5, 1A i 4

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #

TRRA (L) [ 2RI N Windows 207 i K135 B P AGEIE AN, 35 H L v il DR 6 IX LA
U ARG RS AR E I, AT DUS S As . T A AE URL 8 € Al mF 34 B K 4K
o BB ME—FTECE RS2 URL.  GEZED R 2 803. ) ARG AL T U i 2
R o T LA BT AT BEIE AL B (K B AT i 3l 2 7 i AR A R, AT DORE AR B g PRI 2H 1
. B, ESEAPTABEEA BRI SE ) u, WAERF A EXEC B M A LA R iy

hostname# client-update all
hostname#

R P 1% P B WA 5 SN E BT AR S VLIS, AN 00 % ) o, JF AN %
NiAY e ST VIS

T—%#Mita

\}

AR MR R i H AL windows (FRE T A FE T Windows P65 AR5 20 Al —SEAR A
win9x 2k winnt )5 g TR, AU T A4 1) no JE AU R windows )7 iR, AR5 A
JHHT 10 ) S BB iy 248 8 B2 7 B 2R 2

3t IP E3E 305w NAT 40 ECRY IP

TERRDHAGOUT BT BEELAE N B 2% LA HT VPN XFEEAR 1) SIZBs TP Mk, T EE S/ FC AR HD 1P 3
ko TEWAEMEH] VPN IS OLR, RS IRAF 0 B A L TP kit AV i) S 2% o (ELIE, AEAT 48
DL B0 2 P P8 06 55 4 RPN 2% 2 4 B T 0 A AR R B0 TP BRI, P B 5 2K Al TP Sk B
BRI R AR K S A 3 g

ASA GINT —HJrik, FTLLRE VPN % S e A F/A2 DR AP I 2% b 23 BE R TP ik e 00 FE 38 (5D
IP it o ZINRESCRFLL R 5 PR % R ) H BRI 55 /iR 55 R 2% 22 4 s SR AT VPN 257
S FR) 2 3605 TP i | FEAE A A ALl P 2% 2 BE Y TP 2B TR .

T LAFEREAN B 20 N2 L O BEA S I T g . 24 VPN 231 OV S sl W T4, sha&vs sk
B % NAT $i) .

DR A 3 ER I R, R AR AN R T b T, 15 I FRAT AN a4 H e D e
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zxvennar i |

« I SZFFIHRR (IKEv1) A1 Secure Client.

o VLI AL TP bbb )k (B0 5 06 2% ] ASA,  DUHEAY H NAT KBS HT VPN SIS .
* ZHF IPv4 (1) C 73 Be kA 22 St .

* ANSCRF NAT/PAT B2 Ji i 2 A 4544

© NSRRI (Bt D .

« NSRRI -
g2

P AR ER AT, A tunnel general.
FE2 A E R B kR e

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

B 2 Bh A 2235 O e TP Mk 4% 3 kP54 23 36 TP Huhik ) NAT $EB% . interface -1 i 220
NAT [f#H.

PR3 ML TE R A T Bl 4 -

hostname (config-tunnel-general)# no nat-assigned-to-public-ip

27~ VPN NAT R RE

- A FH JE 0T %2 NAT HLEl; R, VPN NAT $50E 2 4[5 T2 0 & % NAT SE0g—FE 2
o W 95.1.226.4 FVESBLI TP, ¥ 75.1.224.21 FIVERT 544k it A 3L TP:

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)
1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

Outside /& Secure Clienti 4% 43 (K12 11, 1M inside &4 & T HibEE 4l .
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B ==vensiEms

\)

IR [N VPN NAT IG5 &M HASHR BN E o, FTLALE show run %% 1 show run nat 215 77,
VPN NAT %%l NAT 5% 23 fa 5,

BcE VPN 1A R

1A LUZAT 1) IPsec 1 SSL VPN 2G5 1 & Fl ASA VPl SZ R ECE A A . 228 H ASA
FIFalfE S (BFRASEEHD , IHESRIERN M show version 74, FEAE I AT .
PLUR 7R i 7 iz i 2 Az 25 mP v el 5 8 BafiEN, Jodadgm A T HoAth g b 2

hostname (config) # show version

ERIF RIS

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs 500 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Active perpetual
Encryption-DES Enabled perpetual
Encryption-3DES-AES Enabled perpetual
Security Contexts 100 perpetual
Carrier Enabled perpetual
AnyConnect Premium Peers 5000 perpetual
AnyConnect Essentials 5000 perpetual
Other VPN Peers 5000 perpetual
Total VPN Peers 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment Enabled perpetual
Shared License Disabled perpetual
Total TLS Proxy Sessions 3000 perpetual
Botnet Traffic Filter Disabled perpetual
IPS Module Disabled perpetual
Cluster Enabled perpetual
Cluster Members 2 perpetual

This platform has an ASA

iR 57 B

5555 VPN Premium license.

A8 DR fir 2 s B P «

asa2 (config)# sh resource allocation

Resource Total % of Avail
Conns [rate] 100 (U) 0.00%
Inspects([rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
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| w3 VPN 54
sxrmirzaEaE [

Xlates unlimited

AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

RFALESRIR{ERTE

A BL T iy & W B A 15 DL -

)

ER LA LUEH sh resource usage system controller all O @4 o RS 4 SAE FHS o, PR #IA TG B

il

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

PR VPN 15

¥ AnyConnect VPN &1 (IPsec/IKEv2 BY, SSL) HBR I KT ASA RFHIME, W] LAFE4 AL B AR
3 M FH vpn-sessiondb max-anyconnect-premium-or-essentials-limit 74 . MR 2 1R E], 154
AT 21K no fiAS .

W ASA VFRJIE L1 500 /4~ SSL VPN 2 if, 1M ARZL AnyConnect VPN 23114 250 4,
THRALL R S

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

TR TR BRG], A B A4 1 no RiAR -

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (confiqg) #

R S EH

ASA 7F ‘5 Secure Clientl} i IKEv2 F¥iE B 75 248 F B M UE 5. %) T ikev2 i@ U AT A S, 51F
HLLUF 4

crypto ikev2 remote-access trustpoint <name> [line<number>]

13 Ay 2 v BLik Secure Client>z Frf & I HIE R . nf LARINECE - MEEA: P RSA. M
> ECDSA 28—~ ASA 14 a@a,a FIMEAT B8R IR PR it SCRFR S —AME AT . Wik ik
ECDSA, NN 4GHLE ECDSA 51T, FHACE RSA 51T A
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HHMVPN 25 |

A7k I E ARSHE NG AT AT 5o 0, BRI TAEAI R M A I ) — AT s LT
ﬁﬁ%ﬁkﬁ&ﬁom%%%mﬁ“wA%ﬁﬂ%K%%m%Eﬁo

AR SR N A E SR AL Rl 4040581 . a1 248 HH no cryptoikev2 remote-accesstrustpoint
iy A 1M AN E L WAGEﬁ%M,MA%H%ﬁFEﬁME

BcEINEZ L

A LATERTFR Z Ab B (SMP) -5 b B SO 4% 0o (1) 43 i, LA3E Ry Secure Client TLS/DTLS it fit [F At
T IXEETI KA LN SSL VPN £ di #5645, FEAE Secure Client. £ REREIE Flu 1 3 & 7 L&
AL RESR T LU A0 SR B A T £ B sl 2 47 S o B N Lo

UK

F 8 R 3 FC 2 00 g 4 Ak P 2 -

crypto engine acceler ator-bias
* balanced - *V- 27 BC N & AT B (Admin/SSL Al IPsec #%40)
* ipsec - K¢ N2 B AR B IR 56 0 T4 IPsec (fU4E SRTP INZiE &) -

o sd - B AR PR SE L 4s Admin/SSL. 248 FF LT SSL ) Secure Client ZEFE 17 1) VPN
S, TE A S 2

Tl

hostname (config) # crypto engine accelerator-bias ssl

BRI BEIE, 0T DAFE 7 B 5 B T BN DNS 84 S8 R EC R o HERREEIE . I A e
JETEFER LA I BN e ms, vl PR B as 0 TIPE IE

FiaZ |l

FATH BEIhRE, 2H % AnyConnect WUAS 4.5 (BE SRA) o A RS U, 1ESHCT 304
oy HIEIE
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| #mveNsH

B & & 12 VPN B#iE .

pug
7 WebVPN b R af i B DL R fin 2 e X H & EPE: anyconnect-custom-attr

dynamic-split-exclude-domains description dynamic split exclude domains

S8 U i e ST 0] (1) VPN BEIE MR REAS 25/ Web I 251 1 i€ SUBYEFR. 14, N Google domains
PAFR7R AT 2% Google Web /Il 55 ) DNS 344 413 . @ MEAE A5 2 VPN BEIE th HEBR IR A4 5113, H
iﬁﬁﬁﬁbﬁig%éi&%ﬁi(CSVU*%JQ, ﬁﬂj:ﬁﬁﬁ%: anyconnect-custom-data dynamic-split-exclude-domains
webex.com, webexconnect.com, tags.tigcdn.com

AP LA T iy 4R A SCH F e SO PRI B r e e 4l h s dm /e AR s kB R 3Ch3dr

anyconnect-custom dynamic-split-exclude-domains value webex service domains

=t 4

AR CKC B SREE, WA D> DNS WA 1P HUIE 4R 005 2R 0 — 0 I, A s
TBEh AR HEER . WERAEAE T DNS Wig N TP ik 5 AT [ 4% 70 (55 R 46 2 A1 8eAT TS, IS itish 2 3%
SHERRASZ LT, PIYUCECHITAT DNS a3 1P Hhl (138 it A R o R B

i & &2 VPN [%iE

LI

VPN BEIE R R 2 i R GEAE T e IR B b k26, IRAVBR T de & (57 T VPN &%
HITE L. AT DO p A A 2t OB PRI I VPNGERL S Ip A P ER B8 AT AN T4
o B A P A R A S A R G SR A ] A 28 Tl fE

EH VPN E A T M & P 3B E I YE, ICEBRAE ST, P N R M 2 i A2 5%
BISEIA, TA H E ) B4E BE VPN B IE 285

WURH PR R ae e, RER N E BEBRE L E A M. A S B VPN BRI [ HARER . A G )
A RIS AR, 20 (Cisco A% i L8 % P i IR ) .

FIAZHI

T8 AnyConnect fiUA 4.7 (BFE SRRAS)

UK

H O _EAR LB SO (profileMgmit) VA3 N 21 i 281157 BB 3 2 T FH I 201 P 41 S mgs
(MgmtTunGrpPolicy):

LHR/RICE S 2 AnyConnect 5B VPN BC % 3C 1, 157 anyconnect profiles #2114 7 type
vpn-mgmt. %M AnyConnect VPN e & SCAF IR user.

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt
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HHMVPN 25 |
B zz=9venziz

I8 2 SOE ] BRI P VPN B SCE, i EAL B E SO (profileMgmit) 7 i £ s 31 i
Fi 05 3% 22 T ) s 3 20 F) 4 5 m (DAItGrpPolicy):

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

EEEZ VPN 2iE

PUR R T B A VPN 2315 S

2 IP thit KB & EFE 5N Secure Client 1%

T Ay AT S A E W B0 Secure Client 2315, 15 7ERFA EXEC #2304 A show vpn-sessiondb
anyconnect filter p-ipversion & show vpn-sessiondb anyconnect filter a-ipversion 74 .

o WIRFEAR K A SE IPv4 B IPv6 Mk i 383G 5l Secure Client 231 . A FLHu bk A& AV /3 Bic 45 &
g [y Lk

show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

BRI LR ) O AL IPv4 5 IPv6 Hidik il VG 5 Secure Client 23 1. L2 Fd bk & 1 ASA 43
fit 25 Secure ClientffHuhl:

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

7~451 Output from show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP : 198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : Oh:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none
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12 IP iR EEN M LAN 2 LAN VPN 2% ]

Output from show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] command

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3fe5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL IPv6 Tunnel Group : SSL IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : Oh:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

1% IP it KBV EFFTNAY LAN | LAN VPN =%

*F ISE K ER

MR I 55 51 % (ISE) 72—

S iy A 47 S A A TR B JE 2 P Ui SSL VPN 430, 7R EXEC B30 M A show
vpn-sessiondb 12| filter ipversion iy 4.

ZAr A WoRTSERE I A3 1Pv4 8% TPve Hulil i JEKITE S LAN 3 LAN VPN 231,

/)

A FCHBAIE R H Al 7 e 40 28 S P ML B o

show vpn-sessiondb 121 filter ipversion {v4 | v6}

lﬁé“%m@ﬂ}*ﬁﬂ”‘* A HEMIF AT 23R . eI

VPN R EI A 22 S, BARHSE % T 5 R TrustSec 454 1 fik 2 4 AF1V)
BN LFFHW# % (BYOD) ﬁrizlﬁn%imﬁﬂ% T

ISE A4S T (CoA) ThREFAL—

FEWLE,  DAAERES SR IGIE . SARNEIK (AAA) 2155 ESOL s k.

2 AAA I P U P AR SRS R AT, AT UK CoA Bida M ISE H i RILR] ASA, VAFH
WIGAAE B 03 BOAIE Y BT s o AN TS B I 22 AR A St £ (IPEP) VAT 5 ASA 4% #8E57 [HBEA
VPN &1 W FH U [l #2514 (ACL).

LELLF VPN %8 )i L2 37 ISE SR 51 it -

* [PSec

* Secure Client

* L2TP/IPSec
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B 5o isesmesinmE RADIUS FRSS 5548

\)

AR RGNS LR, B34 ACL (dACL) FlZ441k5id (SGT), A& VLAN 43 Fd fl
1P ik /il 2 ZE 1 SRS TR

RGWEEW T

1. &R sk VPN 148

2. ASA If] ISE X HI P HEAT S S0 E,  JF HAECR SEAT BRI 2% 15 i iR HT 7 ACL.
3. &RGiIn) ISE KXk A sl B LA 251 .

4. HFEAE NAC AU ISE Z BT 4R TVPAG . LI TR ASA &0

5. ISEifiid CoA “policy push” [1] ASA A% HEME Mo IXAE AT LR it 51 22 194 4% U 1) BB 1) 37
J* ACL.

N

IR RN, TTRESSIEIT 4L CoA BERIIEAT AT T ASA M 75 12 W 1) JL A SRS PP A .

71 ISE R IR Kt Bc & RADIUS AR 5525 4H

PEJA 1] ISE ZRMEVHAS IS, %X ISE AR S5#3 i RADIUS AAA HR 45 25 2 -6 MR 45 2% 8 i 21)1%
Y. VPN BCEBFEA N, TTLLUIZA ) AAA RS TG C RS 540 .

pUK ]
$IE1 (4 RADIUS AAA RS54 .

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

FIB2 o AAA RS 2540 5 F] RADIUS BhAFZAL (CoA) ARSS .

dynamic-authorization [ port number]
LA RS AR € i . BRINME N 1700, 5[l 1024 £ 65535,

MIETE VPN B Al AR 45 25 4L, RADIUS R 55 #s 4160 I CoA %N, I H ASA 2 fiiWr
T M ISE $1HL CoA SFEmE 58T i 11

hostname (config-aaa-server-group) # dynamic-authorization

HIE 3 WIEREAA ISE T80 W& 4 RADIUS AR 45 2340 5 FIAUZ R 2K
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28

18 #ngsiercE raows sz ]

authorize-only

XTI RS S AL TN, RADIUS i G SRH R S Eh A" 5K, AN
AAA IR 5545 5 SUI ERE B 16 5 vk an S48 48 ] radius-common-pw i 44 RADIUS JIk 45 %5 it &
NP, W 2.

filtar, G SR EARRAIE T T S S0 UE T AN 2 B IR S5 A8 4, WU AT AR o S AT m R I R 55
AU T FBURILE VPN B I ik

hostname (config-aaa-server-group) # authorize-only

Jet I RADIUS i i i 58 7 S5 RS 5 39074 Ao
interim-accounting-update [periodic [hours]]

ISE ¥ F 2L NAS 545 (U1 ASA) IR Fdikic s, REE—MEsh &R H . Ak, Wik ISE
JH 5 RIEAE BRI Z ST T aPRE TR Gabkns Bl ARG S , ek
TR L HS i b I % i e e A TR ORI VPN I B I BR, T8 R % 4 B0 A 6 B
B4 ) ISE 3% 5 W I ek 5B S

* periodic[hours] Fo VA &EN B0 B A [a) A 0k 55 2 A1 RA6 B V0 5% 1) VPN 2136 8 S A2 BORT A4
Hk . DUE P RIS TR IR LN R A o BRIMER 24 /NI, JuRER 1
£ 120,

o (BB ) WRMEHAMN periodic KBTI AT 4, W ASA {NE{EHRF VPN B iE #7521
To& i VPN 2 1 B R I e B a TF B S e RAEDERE OO, AR Oc e T8 B, DR B 40
) TP Huhikif 145 RADIUS AR45%%.

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(k. ) ¥n N4 ACL 52k 5 RADIUS i i) RN AV Xl 2 i) ACL #EAT 4 9.

merge-dacl {before-avpair | after-avpair }

R TRAGE T VPN &8, XFF VPN I, ACL B LUE BB AV X ACL. 7] R4k ACL Al
7E ASA L E I ACL. BEIETIU & vl R4 ACL Il AV X} ACL &G4&&IF, JFEHAEH T4 ASA
i ' T4 ACL.

BRINGE S nomergedacl, BEL{ETRE T NE ACL AL EEL AV XF ACL 59, R E] AV
SERIA] R ACL, WIARSEAE T AV % .

before-avpair LI TE & 7] R4 ACL 4 H N sCE 78 B AV 44 H 2 B .
after-avpair L5 7] 3 ACL 4k H NCEEBE AV X & H 2 5.

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(k. ) FRefEE T —RE250T, 1n41 i) RADIUS IR 4588 K32 1) & il R EL

max-failed-attempts number
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B 5o isesmesinmE RADIUS FRSS 5548

N

8

A 1 & 5. BRIAMEN 3.

WA AR S 7 A TP BED ) s T LR 7k, I HLAL A (R T IR 25 s A0 0y .,
M2 A Z AR TN, IR AR R Tk, ZIRSS LA AE 10380 (BRI PWARFRFRIE A oM
N, DB IZ I B Tt AAA TS SRS S 2Bk R LIRSS 22, 1 & o7 R [P038 79, B e BRIk
FTCm N AR, 15 S5 — 2 1) reactivation-mode iy 4 o

WMARBAERTTE, W ASA R4k F i 24 1 R g5 2s

hostname (config-aaa-server-group) # max-failed-attempts 2

(W3 ) $8 M T T FIH AL (KROS5 B3I 7 ik (BRI M)
reactivation-mode {depletion [ deadtime minutes] | timed}
oo

* depletion [deadtime minutes] {X7E41 ¥ T4 Ak 55 a8 AL T A5 SR 28 5 A4 F BT b ik 55
o IXIEBONTEDF IS . LU € AR 9 die i IR 55 4 21 Bt s T8 5 BT AT T 55 4
Freesd (e (0 21 1440 p4h2fa]) o BRINEN 10 24t

* timed 71 30 AP R A5 BN T] 5 FEBTI0T H 30 MRt 1 e 2% 245
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

(ATIE. O [ 4 i T A7 I 55 4 A0 ki B
accounting-mode simultaneous

K AL M 35 S R 45 9 BT BRIV B, 15\ accounting-mode single 114

hostname (config-aaa-server-group) # accounting-mode simultaneous

¥ ISE RADIUS JIR 45 #5522 1240
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
Hore

* group_name 72 RADIUS %45 220 1 44 FK o

* (interface_name) & AT LLIE 1 U7 1) I 55 4% (08 LA FK . BRIMEDA (9EED o A A I 45

o
* host {server_ip | name} /& ISE RADIUS JIi 55 #5 ) TP Huhk o H142

o key J& T Ins &l ik 247, 3t aaa-server-host B 5, & 0] LTEERAAHBAE key 74 i
ANEH, WRABCE RS, WA IERNE (30 o ZEHE A0 KNS R R
TRHE, RE 12T DAY, JES RADIUS JlRgsas LS gAH TR .

AL AN 2 Ik 5545 o
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hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host) # key sharedsecret
hostname (config-aaa-server-host) # exit

ISE SRBE L B R BIBC &

fER %X ISE 37551350 IERCE VPN i@

ise grgsi o nmiRE [

PAR 7 ) S 7m dnAe) A a4 AL (CoA) ST AN AR /NI s S IR ML . ISE Jlwd5 a4l Jerh 4% fd 1] ISE

G E 3 L 473 6 A 0 % T 2 P

ciscoasa (config) # aaa-server ise protocol radius

ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1

(
(
ciscoasa(config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa(config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

&3 ISE {UZHELE VPN [iZiE

LAR7s B S 7s el ] ISE Dy A HBUE B A AN A R B P IE AL . B AR 5 2 4LC B I AU AL i 2

PR AN ik 55 4 2T T B A Bl

ciscoasa(config) # aaa-server ise protocol radius
ciscoasa (config-aaa-server-group) # authorize-only

ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1

(

(

(
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit
ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit
ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

A8 R HE PR R i S e

LAF i a] Tk
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W EREE CoA VWE5, IHHIALL R4 :

debug radius dynamic-authorization

U R ER L ) URL ThRE, WM LL T 4

debug aaa url-redirect

WEEAFR URL 5 [ DI AEXT I NP 20 RN, T A LUR fir

show asp table classify domain url-redirect

BLE SR SSLiIxE

ASA i 22 237 )2 (SSL) MM RIER 2 224> (TLS) ) ASDM. J5% /it SSL VPN, VPN FlE T
WV I 2 TR 2 v B AR S FE . ASA SCREF] 12451 SSL 1) VPN A B (1) SSLv3. TLSv1.
TLv1.1 TLSv1.2 BL& TLSv1.3 ¥pifl. #b4h, DTLS &4 H T Cisco Secure % ' 4ii ] AnyConnect VPN

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19

BIGUE N
SCRFLA RN E RS Can R R BT -
) TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSv3
Vi 12
TLS_AES_ 128 GCM_SHA256 R i &
TLS CHACHA20 POLY1305 SHA256 |75 & p
AES256-GCM-SHA384 7 7 &
AES128-GCM-SHA256 & 2= 5
AES128-SHA 2 B i
AES128-SHA256 & 2= 4
AES256-GCM-SHA384 & B i
AES256-SHA 7= P 4
AES256-SHA256 7 B i
DERS-CBC-SHA & 5 5
DES-CBC-SHA 2 B i
DHE-RSA-AES128-GCM-SHA256 5 =2 4
DHE-RSA-AES128-SHA 2 2 i
DHE-RSA-AES128-SHA256 7 2= 4

HMVPN 550 |
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mEsassLes ]

A2 TLSV1.1/DTLS | TLSV1.2/DTLSV |TLSw3
V1 12
DHE-RSA-AES256-GCM-SHA384 | 7 1 =
DHE-RSA-AES256-SHA i B P
ECDHE-ECDSA-AES128-GCM-SHA256 | 757 R =
ECDHE-ECDSA-AES128-SHA256 |7 i *
ECDHE-ECDSA-AES256-GCM-SHA384 | 757 R =
ECDHE-ECDSA-AES256-SHA384 |7 i *
ECDHE-RSA-AES128-GCM-SHA256 | /& B =
ECDHE-RSA-AES128-SHA256 = B &
ECDHE-RSA-AES256-GCM-SHA384 | 75 B =
ECDHE-RSA-AES256-SHA384 = B &
NULL-SHA P o .
RC4-MD5 5 P e
RC4-SHA = = e

)

AR OXTTRA 9.4(1), T SSLv3 B8 M ASA it & IR, 1 HL SSLv3 S 44 A ASA il

WERSEIR AT SSLv3, i SSLv3 &I iy K L5 | 3 I )4 i . ASA Bl #5450 BRINAEH]
TLSvl.

Citrix Mobile Receiver 1] 6N SCHF TLS 1.1/1.2 Bl H AN, HS0
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

PHE € ASA PR SSL/TLS Al DTLS ZEH I BARMMRAS, EHAT LA R D%

UK

BCE ASA 0 BB K AR P BB AR o
sd server-version [tlsvl | tlsvll | tlsvl.2 | tlsvl.3] [dtlsvl | dtlsv1.2]
s

* tlsva- % A G %52 SSLv2 ClientHello W B JF PR AT TLSvI CH B i A<D

o tlsvl.1- B A\ I G 7 42252 SSLv2 ClientHello 3 B0 ET TLSvI.1 (E{ =R AS)

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .
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o tlsv1.2- i A G 3257 SSLv2 ClientHello 1 B 7T TLSv1.2 (B%HH mifA)
o tlsv1.3 - F A I CE - 3% 5% SSLv2 ClientHello W4 B IEWMET TLSv1.3 (BLHE SR AS)

o dtlsv1- i A ek 24252 DTLSv] ClientHello 14 B 1S DTLSv1 By 8 s A
o dtlsvl.2- H I 8 4852 DTLSv1.2 ClientHello 7 & 37137 DTLSv1.2 (8% & A)

iR DTLS fF) g & FF A GE T A Secure Client ZEFEVT in)iE#z
1 H 5 DTLS WA A 2580 3 = R AT TLS, #iff TLS 2 1% 5 DTLS 2 i [AbE 22 s
LA, BT, tsvl.2 JEIEFE dtls1.2 I ME— AT 32 1 TLS fRA; 14T TLS WA mf
5 dtls1 BeAAEH, BN RARSSE T84 & 1 DTLS 1.0,

Pl

NG

hostname (config)# ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsvl.2

L2 f7E ASA FIVER i B Ad A ) SSL/TLS Bl A
sd client-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]

Hrp:

o tlsvl - By LR LLIE 5 ASA T LIAL % TLSv1 %7 i Hello 4 B IEWMFT TLSv1 (R =i
A

o tlsvl.l- BN LIFE SE ASA W] LUAL S TLSvI.1 % /'3 Hello 7 & JF W7 TLSvI.1 (B &
FRAD

o tlsvl.2 - BN e LAFE SE ASA 7 LULE S TLSv1.2 % F' i Hello 1 & JF 1R TLSv1.2 (B{H &
FRAD

o tlsvl.3- B AL ICHE T LAE E ASA T LIALHI TLSv1.3 % i Hello 34 B 35 V379 TLSv1.3 (BEHH 5
FRAD

DTLS AA]HT SSL % /i f 4,
w5l
NGB

hostname (config)# ssl client-version tlsvl

IR 3§75 SSL. DTLS Ml TLS sl iy & 5.
sd cipher version [ level | custom string]

o
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mEsassLes ]

* version Z4{(475& SSL. DTLS 8¢ TLS WSl hiAS . SCRFIM IG5
* default - 1T~ H R B 04
* dtlsvl - FHT DTLSvI A& 1545 .
* dtlsv1.2 - i+ DTLSv1.2 NubEE %,
o tlsvl - T TLSv1 ASliif 25 my .
e tlsvl.1 - JIF TLSv1.1 ASER #3105
* tlsv1.2 - T TLSv1.2 N¥iER 0 .
* tlsvl.3 - 1T TLSvI1.3 ASHERI %D

* level %045 e S0 1) 50 B R /R CURC B I R 20 %15 . FRUE G THPHESD R .
e all - (WIEFTA %,
* low - 1035 NULL-SHA LIAMPI BTG 2565,

* medium CIXJ& FTH P BURA I ERIAED - WHETH % (NULL-SHA. DES-CBC-SHA.
RC4-MD5. RC4-SHA #I1 DES-CBC3-SHA [&4M) &

* fips - CLIHE T 454 FIPS ff1%5 6% (NULL-SHA. DES-CBC-SHA. RC4-MD5. RC4-SHA #i
DES-CBC3-SHA F&4h) .

* high (fG&EH T TLSv1.2 I TLSv1.3) - {UA04% TLSv1.2 ff ] SHA-2 %41 AES-256. iy
TLSv1.3 i) 5 B #AR 5 o

o W€ custom string 5, 145 H] LA OpenSSL Z5 M 5 X745 H A B 60 24 334 T 4 THi 22 71
HIRVENE B, 1557 https://www.openssl.org/docs/apps/ciphers.html.

HERF BB ) medium. A high nfRESS BRIBIIER: . W RANELE 7 )LANE, ] custom Al g2 BRI
Dhfg. PRAEIERIA B @ UE BRI ahdE e, HREER .
ASA 808 T RS ALY . HXREZEL, ESHGLS%.
L 2B T AR 9.3(2) F4h 77 HI 11 ssl encryption 74 .
PR4 AL EAZAMEE R

sd trust-point name [ [interfacevpnlb-ip] | [domain domain-name]

hostname (config)# ssl trust-point www-cert domain www.example.com

name Z Ak E (5T AHK o interface Z 4R AL ERCE AL RN D ZHK. vpnlb-ip BT
POEH THEH, IR ISR RS %3 1 B VPN S i 1P Hulik G . domaindomain-name
R T2 BN RE 15 U7 1) 1% 4% 1T T PRy 58 3844 AT DR TR AR A 2

REZ TR RCE 16 MEtER.
WERANR S 1 1 B, W i 44 D T AT R G A5 A e PR3 1 B A PR A A
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Wi sdl trustpoint ? v, W4 EoR ] I ERCEFT A WM sd trust-point name? v 4
(g, ssl trust-point mysslcert 2) , W< BoR{EAE AL SSLEF CE AT F CLC BB 1 .

A8l FH o iy 4 I 8 53 DA T VR
* trustpoint [KJ{E 445 J& crypto catrustpoint name iy 4 HC & 1) CA 54T S Z R
* interface [IJ{ELAA 0 2 HIr L B R4 1 (¥) nameif 44 B
o MHERAS AT it MR 5 AT AS A ROAIAE A sdl trust-point 45 H .
o ST LU REANEE 1R € — 1 ssl trust-point 45 H, B W DLRE — MR e L4 H .
o W RLK )RR R T2 AR H
* —MHCE T domain KEEFHIMEAE AT T2 A0 ORI TR 50 .
* &}/ domain-name i 2§ — > sdl trust-point.

* WERAERI A DL A2 J5 s U R R R

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509_cmp.c:339

s A BRC BRI - O E I B R . o354t
* UETS % LRI £

* WRERY domain SCHETIIMEILAS, WG IZIET . (s
trust-pointnamedomaindomain-name i %)

o IR S A A Tk R, W)EEE vpnlb-ip IEF5.  (ssl trust-point name inter face
vpnlb-ip fir4)

s WEEORCE ML .  (sd trust-point name interface 4 )
o RE5HDOCHIMBRIAE TS . (sdl trust-point name)
* ASA A% ALERGET.

S5 5K 5 TLS P ) DHE-RSA 284 —iE{F H 1Y DH 7.

ssl dh-group [groupld4 | groupl5]

hostname (config)# ssl dh-group grouplé

groupl4 Fl 15 Se4 7 HU S DH #F 14 (2048 AiF%, 224 A1 ZHh v41) .
4114 55 Java 7 A FraaBEA Y Java 8 7. 41 14 £54 FIPS. BRIME A ssl dh-group groupl4.

$IE6 f5E %5 TLS Fif ) ECDHE-ECDSA 20— 4 FH (118

ssl ecdh-group [groupl9 | group20 | group2l]
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54 IPsec FEIER 2 .

hostname (config) # ssl ecdh-group group20

group19 EEFRELEHE 19 (256 7 EC) o group20 JKHETF-HLEHE 20 (384 47 EC) o group2l JCHET
Pl B 21 (521 7 EC)

BRINHE N ssl ecdh-group group19.
pE 2 ECDSA F1 DHE # 4 H A = 5 2 -

Gt

3545 IPsec [FiE R =

TEIBATIRAAL T 8.0.4 WM ASA AT HI ML rh, TPSec FFiE EFEi, i iZb&E M BILA IPsec LAN i)
SRRV ) TCP A B o, WP E WA, XSmRS H E . R BRI M A
KE, MWRMGAEE AR R, T, JCHZ M PIXGER 240 ASA ML H P, BLACEIEERARS
FAMIHRR TCP N, Bl R S A B E M OGN g, RSl ~, X—1Th %
R . (CASTHEE R, 1EZ M CSCsj40681 H1 CSCsid7630. )

? 32 TPsec FEIE R B DD RETT LA X — . J5 FHUEZhBERS, ASA xR B K IR (TCP) FEIE IR
o l% EEFN, AR SRS, I H AR RS IE BN

N

R O E Y R RIS AT IPsec LAN [A] RS FI1 [Psec EfLiy il f%iE . © A7 IPSec B,
AnyConnect/SSL VPN iz F£ 15 [n] % &

PUR 7- 0] B 7R FR 42 TPsec PR i & hAEM TAE 7 K.

[ 5: W 4&in =
ASA BXB Tunnel ASARTP
S5 ) &
B —
!L# T :
A . !

7EE7R ], BXB A1 RTP M40 L — X2 8% 9%, 4% A1) LAN [H]FEIESE T % . BXB W45
(1) PC IF£E tH2e Axp%iE, Wik RTP M4 IR 28 B0 AT FTP A% . fEtizscd, fRifE PC B2
52 T in AL e, TR m R, B 5. RERRIE SR e R E g, FTP
FERENAN S TE . F P 28 ARt , it 06 ok B IR A d R F W T iR ARt . SR, Wi s H
T ¥ IPsec gl — ELRRIELEHE MRG AP B, 2 SR B bEiE, RO 2w s s
TRz sk CREEED «
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B 5 cuEESS Psec iERE

=
DU #8745 W1 BE T8 25 57 RBE TE R N IO Bt it R D0, 2 Ul AR FP 8 TPsec FESE Ul B D BEIN (K1
Oty SRJE VIR I DD RE BT O . AT OSX PRI DL T P48 1A, 1200 B fEsbiE -

* Yit B-C % CREE AR HN ESP Hidl .

* YiLE A-D e T FTP A&4 ) TCP I Flid dii i B-C € XHIREIE . it it il k A
T & TCP/FTP Jil i (RS B o RSB R, fEAhmidRer, B ks AW 38 i%
REFEE.

)

AR N ORI, RN B A I DR

D2 HE4 IPsec BFERSE

LAN % LAN i Z 50, s A-D filjiiE B-C LLAJE T e T IR &E B S wi s, bt)s,
Pl gy B, iR B-C g{EE, JF HAEtgkaR I RIESN . 152 TCP/FTP e A-D H I W .
IR Ay 3 FTP A& 4 21 B §r ok 1k A3 RO PR &5 B E MR, AR5 KBS BH L AR &K (1) FTP 44
5, R4 diE A-D. O F KIS I Ad sk PRI — BEARLE, B KBS FTP AL A4 2
BER) TCP Hdin e, IEHHLES . WAEINT N,

2B L IPsec [FE RS

FE 7 IR EE IPsec BEIE R RN REMITG DU T, — ELREE AN N BO N A, Kl gk skl it
N ASA 3SR AT LT [ A-D AP RPIRA A B

TR FZ D REROTE DL T, ASA 23 MUt . IX R, i B-C i UIMREEE L5, ih
A-D ALHINER. ASA OB AIIRZS (TCP) BEIEW . Py FA il s AR = 57, JF HALZAE B b
. XA SRR IE TR N 2 AR, PO ERERITE K AR R, ASA 2 EFF LR A-D _EARIE
P Ei .

REFFPEIE TCP L, IBLIHAKSE TCPI@ N AR R (H8, WERONR e IEdR B4 T, U
RS REERSGT, BTGl AT % (plhn, Rk A0 SEAR) TCPRST) kR A1k,

(£ CLI Bt EF54E IPsec fZ 1B =

LNl

F545 IPsec Bxig i = 8 FEHER

X HFEE TPsec BEIE Uit 5 A7 AE 1 1) LA T S HEBR IS, show asp table il show conn iy 2 #B-+43 45 H
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| #mveNsH

¥

il

fl,

<}

lkl,-

felm

4 IPsec [¥iE R EIN

g6 BT
e

LA ERE L
show asp table vpn-context iy %

WL RoRBlps oy gl

ERM?

AT RAAERAD

hostname (config) # show asp table vpn-context
VPN CTX=0x0005FF54, Ptr=0x6DE62DAO,
gc=0
VPN CTX=0x0005B234,
gc=0

Ptr=0x6DE635EQ,

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DAO
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #
Configuration and Restrictions

DECR+ESP+PRESERVE, UP,

ENCR+ESP+PRESERVE, UP,

i psec it BHEEERA?

HCEHIET)RE, 514 H show asp table @iy 4 A1 E 5 %B53E S VPN 1 5.
AN REIE T G gEFRIR SR B IS S R “+PRESERVE” i,

pk=0000000000, rk=0000000000,

pk=0000000000, rk=0000000000,

This configuration option is subject to the same CLI configuration restrictions as other

sysopt VPN CLI.

WA LAN [Hl/M 283 PR CREIE 2257, JF AT e Z A=, W] BeA7 eV 2 A7 BB i
XL AN I BT A A SR T A, (HR AR T B s e B 5. A X
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Jid, WA show conn fir%, WILLR7- Bl fron CHET- i A s F - S A 0K F D,
)

asa2 (config) # show conn detail

9 in use, 14 most used

Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
- outside back connection, F - outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

- SQL*Net data, R - outside acknowledged FIN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,
- inspected by service module

x<n W O wHFOEWT >
|

PLR 7~ i s AAF AR i 5 N show conn iy 2 [R7R Bl . IOZ s DL V AR &R IR :

hostname# show conn
16 in use, 19 most used

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

HHMVPN 25 |

NI T AR

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

TR RS N AR E A B A IO 35, 15K vpn_orphan 3£ I 4 show conn state iv4>,

DN R

hostname# show conn state vpn_orphan
14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags UOVB
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HERECE . ARBRFNA P

ARFESGAUATECE VPN JERECE SO (BLrRch “BRE4” ) A AEAE R4
B

o TERRCE SO AT A A L 5 91 1T

o TERRCE SO, 892 1T

o MOEIERNCE S, 5 96 T

TN, A 121 1

* ffi ] Zone Labs Integrity iz 5545 » i 158 1T

s BCEH P EME, 5165 1

o FCE AR VPN 3848 ACL Ml fEsi i , 5 172 11

EERCE . ASREFNA P BLA

R 2 BREAU L IR 48 (VPN) 1) 2 4 DL KC B ASA T TR AORZ O o AT IR 28 T e X
VPN (1 U5 i) KA R @k o 2R A A SR P SR o P A SRS SR IO R 1 384
PO B SCAEAR VU A ERE A AL SRS o W SR BAT [0 ™ 23 P S 2L SRS, DI FHEE B (R BR A L s
BN, G E R E SO I R . SRS, BCE ARG . X LEZH MR R R Bk
AHBCEE. R HECEM ), ATEOANHBREIFZ AN BB R LR AR A 40 EX
LSRR (1 7 A A

)

AR ] tunnel-group iSRG ELERRCE SO EARTE T, RIE “COERRCESCIE AN “BRIEAL” 2
AL .

TR E SR ZE g A] AR AL RS B AR TRIIC BAT 55, ASA $ it LAN 330 & S

(DefaultL2Lgroup). IKEv2 VPN HJERIAZCRE Y i) 1% 400 & S (DefaultRAgroup). Jo%& F' ¥ SSL il

Secure Client SSL JEFZ I ERINIEFLNC & LA (Default WEBVPNgroup) F1ERIAZL 5% (Df1tGrpPolicy).

BRI RO B SO A g S BT V22 HY - mTRE AR R (R BEL . ASIH  INF, AT BLFE g H A S
CURIR” S IXFERR AT LR R KR G E VPN Ui ]
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| BEEE

EEREXH. BERnAs |

AR RSE [ T AT VPN 852 AR RIS I e TG SO A s S, {H2 VPN R
MSULZIT T AR flhn, BT fess eVl S5 A Vs 0] L ISR I — &2y, SevFas ) SCRRALVT ) o —

5,

FE AV MIS A1 i) HoAt5 4y . BbAh, £ BEIBE fu i MIS FR e e H - U i) HoAth MIS F - 6

TR RIRGE . JERRICE SO AN SRS P2 L 22 A AT AT 95 1 R 1

\}

P

ASAC B G A KIS, NRAEMSXYIRIESE . W 5A, wRUE SO i 1 &% P25 1K) VPN
Vikle XMRAL ACLANSG, MRS AR ANER I E SRS AR AN NGRS, w5

B H ARG E R R 5 20 B “XR7 .

LEABEA ] LU A Pl RIR R A o e MR LA 2 K S5 A T X 28 J (-
A5 ) W (DAP) i3k

2. Hr4

3. 4HHE

4. TR E SO AL

5. BRGNS

=

Pl JE LR DAP AR EC O 2SR SR O B SO RCEL 1K) DAP (B AT st se 2.

M)A S DAP il sk AN B PERT, ASA 2 HF St i . #illn, 7% dap webvpn P& B
FAEH HTTP AREERS, ASA A&t DA, 44X http-proxy v 2 U no {E, DAP idxH
M ZEE, Nt Zaelas FERH S BH R AAA B, JF AT nE, N2 4 5ns A ik
BN ME. ASA Jo )7 i SSL VPN e A 735l S FF—> http-proxy iy 2 Fl—> https-proxy i
4. E ] ASDM KL E DAP.

R EC B 3

G E ST AU T P T B SR A SR AL R IR AR PO BRI L 1EAT B 0y BRI P
Mg as, VASGERRAR BB RIC KRS 3 (WERAT) o EATERRPUER BN A SN, JFHAS
Fr o€ TORNNERL S A R E S S DR SO REA S AT R e . JERIE A
—ANFEEE, F5 T SO 1) P IR P P 2 s

ASA SR LU N BRUGEERCE S T LAN [AIEH21K) DefaultL2Lgroup. H - IPSEC 4 Vs ) %
) DefaultR Agroup LA S ] T SSL VPN (G301 % 25 1 Secure Client) 3%4% ) DefaultWEBVPNGroup.
A DG BOX SEER B IC B SO, AR OV MR . S v] BLEIEE — AN AMRRE T IR LI
TR E SO RN E SO T ASA T 5 O AHURC & S, I HIGVETAE AN IR 55 4% EE TR E .
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smzanaxtzzsy

\)

ER RUENCE SO (B B 1 IKEVDD R RETGIE I E £ R e B VT A & LAN (] A e ovE i E
BEIEAL, WIERIA N

tunnel-group-map default-group <tunnel-group-name>

(ZRIMH A DefaultRAGroup) -

FEEREE X ERESY
O AT VPN SR . SR,
o AU BB - TS S 41 B S IR B B PE46 VERED FT
AR FI U A BIEAT S O 5, BRSP4 B 5 P S 4 ASA 1020

AR o
o A FHUEASEAT B 3 B0 AIE (K 70 7 S e 42 A e S ) — 8 R A% ik, 1T ASA IEAS 3R A
Mo

o VEREEM - ERRALHE IKEv] RV ). IPsec LAN [A]F1 Anyconnect (SSL/IKEv2). iE4%HCE
SCAE R R — R,
© SOMIAE. FACHNCIK RS 4% - XEES Kb ASA HIT-LAR B BBk 55 2 41 sl 514 -
* P S5k
o SRIUAH S P SBT3 ) 1R IR 55 1A &
R AR SR

25 A ]t — AN ER AN RSS2 2

o SERI BRGS0 - Rt — AL ) P B Ik . BRIAALSRENE & ASA 7 BEiE H - 247 £ 4
T80 UE B2 AN N s HC 8 1 T A R A ) 21 S s
& il oA TV - IO VEAEE ASA TR K T i I — AN A DHCP Ik 45 #s BHb i3 1)
{H.
o AP - IS LS AT P R SR R R R e R E CBRIAREN 14 KD N BN
B, ARG A PRI L T O
FUBR AR BRI, - IXLEZ 5 n) ASA FR/- A PEILBWN T 24177 20 IR H0 00 H T3
(1) user@realm JEX I 4

S @ 5 ST I BT P 44 1 FR (user@abe) . A0 HIBRATIER, ) ASA {44
Ml G AT SR W RRBRAL, W ASALEH P A F4uR (i) T 805
iE.

N\ strip-realm iy 2K 75 B 43 56 AR A (8] W 7 44 A ISR Ai3ak B e 457, T #dr A\ strip-group i 2> 1)
MHERALR e 7o a0 N BR AN B e 75, B IR AUE TR 4. B0, S5 ubk T
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B psecmimmszsy

EEREXH. BERnAs |

58 ¥4 [) username@realm B username<delimiter> group 745 5o W1 IR 2% 2% VR HT & S5, )
WAZIFRE strip-realm.

BeAh,  CBGE T L2TP/IPsec %)) 2447 5E strip-group it &I, ASA il I\ VPN %/ difi i
PR 2RI A RN T P I PR B SO (BREAD

o SORERL - MWL LS HOTEORAERBUR I A R, Bl G A% ER

* BIBUDN JEPE - S BRE AT SN AL (1 m] 730 Bk 4 P b

IPsec [%iE 20 1E1ES
IPsec ZH 055

o P SR IAIE Ty TR PRI/ EGIE S
TR T RO YN IKE i, X SRR R TR T IA S (RERZ N

128 NMEFF)

* XFEE ID B UEER - S 8 2 1 R S5 A AR PR S E ST 5544 (1 5 477
o WURAR R UE A BRI P S ARG UE TV, W P s 2R A A1 A et AT &

(AL AT

o PRIRA SR )T XAUTH A4 XAUTH.
i AT P A AT ASA SHIOE AT Hifh AR 48 vk (9] 4n RADIUS. TACACS+ 8%

SecurlD) HEATEEFE VPN P S EGUFRT, 1518 isakmp ikev1-user-authentication i 4K 5 i

XAUTH G4 541F

* ISAKMP (IKE) fR¥FIEHIE . Wk bR v il ASA IS Ge FEXT S5 A IR e S 70 R AR I Iy a0t
ARSI B CRITERRAS . WA SRR Tom B, U ASA SR 1ZIEHE . JA ] IKE fR¥5iE
FERT BT 1AE TKE X 85 R 2R S a4l

IKE fRAFIESA B FIE . N EILDIREIE S TAF, ASA NIL@REX SR AR I E
BEDIREE I T LA 0 A4

* Cisco AnyConnect VPN % J i
« JLRL 108 B AF

* Cisco Secure PIX Firewall

AEERE VPN % i AN SRR IKE fREFERE

WRACE e — AR A AR, JF B — 20 55K SOHF TKE PRI H i HoAt 0 854K AN 52
£ IKE fRAFIERE, TS ] IKE (RAFIER . 1ZDIREAN S 5L M AN SRR BE DD RE 045
.

U SRAEIT IKE DRAFIESE, T A o B0 A5 A4 R 1 23 DRSSl IR A H B S HR I b 1,
SR A RN o IS SO RGN, TS R RCE LS, 5 124 UG,
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ssLvpN 2R EctiEEss

\}

ER WD IER A, AR ZAE S L ISDN 28 B T B AT AT 5 ) i
FIB ML T 25 ] IKE {f560%E8: . ISDN 83600 5 70 2 RS LT W FiE 82,
R TKE {REEFEN U AT B 13225 R, I 7 2 4 Dy 3295

WRAEH IKE fRFFIER:, W i AE L IKE 5% IPsec %50 21 AR 42 Wi
TR, RS A2 (A8 P TKE (R4 2 I —FE, A P X 544k
I P B S AR DT T B 3 %

WS LAN [AJECE A 02 IKE EAX, TR AN S5 4R 1) IKE fR¥FIE
PEMC B o ISR A T IKE 4582, o 10 025 ] IKE
TRFFERE,

© WERAT A ECTAE PR ACE S Bl AT AR 8 FE AR BE AR UEAD B (I 0 S5 A0 S kA5 A0
P 2 RAE) ISR AURIEESAESS CHASARIE-PBAMERT AR CAIEF)D .

o R LU S el e RRCAR 1) Windows 20 S 0P (K s B2 SR L2 P g, 9wl R AR ALK
BRI C OB 3 ShRAS o AT LAOA BT AT SR E SO s e R R L SO A SO ) i

ST
o WERAE AT PRGBS O Bk, AT AR R T AR UEEAGE 1) TKE XS5 AR (A3 A5 A
AR

SSLVPN SR iEERL B X iEES

T%%&T%%?Sﬂwmq@wmﬂ&m%%EF%)L%%L&Mﬁl#ﬁﬁmﬂ% bR T ixee
JEPEZ AN, EEERCE N T T VPN G FH I FUE R SO e 1

\)

R %Eﬁﬁﬂﬂwiﬁiq“ HEARRCE SR Bl “RRIEAL” o HERRC B ST 2E I tunnel-group fir & HEATAC
o AELHAMEAIXNAARIE.

%< 7: SSLVPN ph iR E X BT

Ige

authentication VB GV AAA BETD .

customization fiff e BN FH 0 AT L B e XA E K. HE RCE A THieE P&
BN BRI E DA .. WTAERS B G 5 SSL VPN i 72 Fhfid &
HE XS5

nbns-server T2 B T CIFS 4 FRAEHT ) NetBIOS 44 R S5 IR 45 %% (nbns-server)
R
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B ezsemeas

LhkE

group-alias TR WP 55 4 5 | HDESRCE S — AN AR SR,
P IR RS b e 621 4

group-url e — AN URL. WERECE SR IE, V55 5E URL M HE
RN TR

GRS E K 21 URL FH T Secure Clienti® 4z, ZRAERE B ASA
T GBS H] T R AR L 4] URL BLAGE ] T4 75 rU i B 4

JeHb ik 941 URL.
dns-group PRI DNS IR 554821, 1% R55 s 414 5 A T4 ie B SO ) DNS JIR55
a3t DNS k55 as Mk 044 . ARG5S o B IR I
hic-fail-group-policy WAL B2 4 A B354 Group-Based Policy &1 E A “Use

Failure Group-Policy” 8% “Use Success Group-Policy, if criteria match” ,
$55E VPN ZhRE S o

override-svc-download P i MR R 3 AnyConnect VPN 25 i 77 JC B 1K) 28040 S
VAR

radius-reject-message S RAERAR LR, 5 ARG 54 E s RADIUS JE467H &

b B EERL & ]

AR 2 B AR A B i SRS N S G SO (K A R T

)

AR A S RIENGE T AR IKEV2 AT IKEV], 1 AN T Secure Client. J£% /3 SSL VPN, [H
Ji SR VPN % 5. Apple AL VPN % /7. Microsoft AL VPN % /7 i ok IKEv1 IPsec [f) ¢ TCP.

A DME SCBRVGERRIC & SO, IF HURT DK e e B SO IC & = R R A A b, i
ARAEER E SO b SR B A B, % AR DA E R B SO SR IO . BRIAEREIC B 3
PERB ARV ) o G SES BN R TR R SR . TG P B S (LR BRI
B AR E A EARCE, 5 I show running-config all tunnel-group iv4>

B A E R B A
ASA T DL RFIEE IR B S CREIRAD IRAHCRIE— AT A IR R VPN 2188+ 5 18

o S e BRI A AP E A 255 R BUFIH S . “ERROR: The limit of 30 configured tunnel
groups has been reached” .
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gk IPsec iz EERREHRE |

ZXIA IPsec IR 10 EEAL E ) HIL B
R0 B UL S R P e

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key
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B psec iz mms:

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec BB E B 14
B BURMERS £ ABEM ALK . TPsec TEFEUF I /3 SSL VPN BRI 28 e Bob [ f 3
JEHE. TPsec LAN [BEUH I ECH 3020 . 42607 fr % 524600, 520 (Cisco Secure

Flrewall ASA RA4 5% ) o AVHZIT 30 n] it B 2 B2 U5 1) 3E 20 S SCEAT LAN [R) R &
Ao

e B2 177 o) iE Rl B 3
FE LT I AR 2 7 i b Lol j ASA 2 IAVEESZIERRINS, TR A0 Gz R U7 e 3 0 0 A SO A
o A G Gl SSL BE IPsec/IKEV2 #43%)
* L& i SSL VPN RT3 55 i SSL #:4)
* JUBF ASA 5500 fij 5 VPN #4125 i (Gl [Psec/IKEvI JE4%)
BATESEAE 4l DfitGrpPolicy (K ERINZH SEIE .

NN ARV R B SR, AL E R E A R R, ARERCE RV B, SR
ST

o FRE LRV ME R B SO AR RIEAL 56 98 T

o 0 G R U7 ) R E SO R AR A B 99 L.

* BCEXE SO RAE , 55103 57T

o i E LR Vs ) BEAC B SO IPsec IKEv J&2E , 56 104 UL,

o Jit & IPsec WL i) ERENC & SO PPP @M, 5 106 7T

18 EImAZ i 10 E L B R B FRFN R

UK

N tunnel-group 4, GUEIERNCE SO, R S B S A RN
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e b ) U |

XTI YT BEIE, 264 remote-access.

tunnel-group tunnel_group_name type remote-access

il

B, AN 44 4 TunnelGroup [FIZEFE Uy W) Bl & SCAF, EBIALL N f 4

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

RELRHEEEREXHENREL

N

g

DG L OB G B R UR Y, AR NP R R E S A

UK

FENCE B YE, s S 2 AR U RN tunnel-group gener al-attributes {145, MIMEEA
tunnel-group general-attributes ft BT, SoniF 23 5o DL R 2R AR B

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

FE T SRSB4 C2RATD (AR I REAE R 52 IR S5 s 4L R L R LOCAL
Hodle PEEAT BB IAIE, 1EFINSCHE T LOCAL :

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

EHIRAIE IR 55 B AL A TR T 16 77

Al DOE SR A 2 a B S I M A RORIE R MR B e TH O S0 E . e e biE 2 g
F#E O ZFR DB FE SRS K . PLUR a4 4k test (2 D & 4 2 TH: O S0 500E, 4N
servergroupl [R5 4 BEAT S 4 BOAIE :

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

FEE TR PR ORE AU S B CHNRAT) PO B, LB AN, PP I T BB ) PRS0
i

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

FARUR S5 2 AL A PRI T 16 A7 45 Biltn, DA fir 245 38 f HHRBUIR 55 43 4 FinGroup:
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| L v

i

g

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

g EAT Gk R g5 el (U sRAD 44K

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

KR S5 A 4L A PRI AT 16 AN AT Biltn, PAR fir 2452 144 0 comptroller FRACIK S5 25
4.

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

i E BRI LS (1 44 P -

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

L HME I A PRI AT 64 AN FAF . LU 7R BiK DfitGrpPolicy ¥ 4 BRIAZH SRR ) 44 7k -

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

¢ DHCP %54 (2 10 G4 M4RRECIP sk, LA DHCP Hihibith (5% 6 ANt (14
FRo BRINIEE N JC DHCP k4528 H e H R . dhep-server fir2 1) F T ASA Bt & 0 78 2218 3L VPN
&P 1) TP Hiuhk I ) 48 2 1) DHCP i 25 % A& HABE I . A S5 B, 12 (Cisco Secure
Firewall /il ASA %4 2%) FRE 1) dhep-server fT %o

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

iR WHRARE R DA FR, W20 HE5 8 LGk
Al e 4 R B AR N8 ip local pool fir 4 A e & kit .
URAE N NS, 15382 NAC S 30 IE RS 2R AL 40K, AR IR T g o A\ d il e 4

RAS I BRI UE IR 25 2 2 o 4 22 /D> — N Il 3 il I 25 2R L 5 SCRF NAC. A1 aaa-server iy 4
4 ACS . #RJ5, 1] nac-authentication-server-group fir4 (IR S #2048 ] 5] — 44 75D«

PLR 7R BKs acs-groupl AR U4 T NAC ARSI 1) B 03 50 E R 25 2 2 -

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)
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PR 7181 A BRANSZ R 1) 20 2k A B 473 56 U IR 55 4 41 -

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

pE s NAC 7 2 e EHL 2 RHE AL,

TR I A AL 2 AAA RS54 2 BT P RIBR A1 2 0. BRNBEE A BEAS R BR AL 4 th AN BR 40
Ik

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

R BRI W SRR, W ASAEF I 2 AdL (iR AT SRR, W RIBRAL,
ASA I S A AT Can A BT S B0 E. S\ strip-realm iy 21548 5 43 56 31E 391 18] T - 44
rhOIH B ek B 2 755, T AE A strip-group iy A UM BR AT B e 45 o n S ] INFI R PR AN B 8 1, B3 473 S0iE
BAETH P 4. BN, SOriEk LT 52 21 username@real m ¢ username<delimiter> group 743
Hro WA MRS 2ROV 2 ST, WL 2iE € strip-realm.

B, WHRSS#s & RADIUS. 1§/ NT () RADIUS 8¢ LDAP JIlR45#%, Tn] LAUJS F 25 604 3,

TR R LDAP H FRES#3E7 G40 504F, WIET Sun Microsystems JAVA £ 4 H 3%
M54 (LARTFR G Sun ONE HRRS5%%) F1 Microsoft Active Directory 2K 372 FF i & B,

Sun - 7E ASA _ERCE T V51 Sun H 3554511 DN i ZHENS U7 1) i Ik 55 4 1B
ARG o R SR B D ORAT H S B BB A P 40 DN ] BLKE ACT
NN T

Microsoft - W Z0 I B % T SSL ) LDAP LLX} Microsoft Active Directory Jii JH #1545 FH .

Ubohfie CERIAG DU AT A5 24 i s b BIORE ST 5 o BRIABEE A ST 14 KTT
UGk SETUAF

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

WA S w4 & LDAP 454, WIn AR e e 22 ir /bR (0 2] 180) FF4f st H R 2130

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

TR 1E tunnel-group general-attributes [it & 45 X i1 A [1) passwor d-management iy 2 HUfX 7 LA
AUYE tunnel-group ipsec-attributes £ F i A ¥ 5 H ¥ radius-with-expiry 4.

Jic 1t passwor d-management it I, ASA A0 ™ 5 S I T R HG 22 i A RIDHRE 21 1 0 2 2

Mo SRJG, ASA NH PRI S Wi M ar s AR 20, H Pl R Z S s k.
RMARRE RADIUS 5 LDAP S 563F, ASA ¥ Zms a2 o
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TER XAV U B A B R, T2 B ASAFE Y 2 i 22 D R IT AR &5 1 23 5 BRE
234

i FE 2 password-expire-in-days B, LR E KA

fiE M & HRBOE N 0 28It ASA Al sl B Bk 2030), AE 7 ml BAAE S
B S e

HRVENE R, 1EHSHBLE Microsoft Active Directory 1 # AT %M BE , 55 117 T,

ASA WA 7.1 K S RRAAEAT H LDAP 848 AT S KF MS-CHAPV2 [1) RADIUS 3EEAT 5 4 50 Uk
i, W% Y FF AnyConnect VPN %5 /13, SRl IPsec VPN %5 /5. SSL VPN 5S¢4k it %5 1 i A1 IS %
P iE R AL . % Kerberos/AD (Windows 25f59) B NT 4.0 1, B ix i MAAR L
FES0 2

HLE Y FF MS-CHAP [1) RADIUS R %525 217 AN 32 FF MS-CHAPv2, passwor d-management iy 2 7 %

] MS-CHAPv2, K] H i35 & v 445 (146 1 7

iR RADIUS IR%54s (i, R ACS) AIRESH G Uy Ik sk AR EE Ty Uk 26 8 ) — N 5
Y IAIE RS 25 . (H)2E, ASA f¥ 5 RADIUS R 45283015 .
X+ LDAP, 113 LA T LDAP ii4s#56 TA MM EH K 0. HAr, ASA O
Microsoft Active Directory 1 Sun LDAP JIk 45 &5 St A7 % i 8 B . AHL LDAP 5%
SSL ¥4, 2R IAT LDAP & F 2 1y, 205 3 2T SSL 1) LDAP. ERIATH I
T, LDAP fif Hi [ 636,

TR AE PR A T-HEBCE W (R 2 BRI ZAE T ) — e AN . SeJs PER e 20K A% DN 7
Bramih A > A B L 7 44 -

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

B, LR a4 A CN B YEAE D FBUY - 44

hostname (config-tunnel-general)# authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes @45 C (EZE/HX) . CN (AH4FK) . DNQ (DN [REFRF) « EA (I
PEHLEE) © GENQ (HHAUHESR) « GN (4) | (EFEE) . L (X)) . N (%) .« O 4]
2 . OU (AIZH4r) o SER UF4I5) « SN (I . SP (A/AWBIX/EEET) « T (AL  UID
(A ID) F1UPN CFH P E4REFRD

FRE R T EOR IR BUG A4 SEVE P AT . BRIABEE N AN EORERL

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



| EpmEH. BERMEH

rEnEsnRii [

B ENEZHIGIE

$IE3

UG Gy bt — STk Dh e, %IRRT A2 8 s br e A A AL B 6 e S5 E, i3 — A
JUARNERD o R LT iy & KN B 5 A Bk

i

FRE 4B B SE R 55 de 4 o b 4R TEHIVER ) AAA IRGS45 1 AAA RSS2 4 .
R b 41d&E T AnyConnect VPN i£E4% .

HiBh R S5 e 4L € SDIRSS a4l BROAE LT, Jof iy B k.

hostname (config-tunnel-general)# secondary-authentication-server-group [interface name]
{none | LOCAL | groupname [LOCAL]} [use-primary-name]

A none X, WIETHI S IKAE. groupname (5 & AAA RS w414 . LOCAL 45751
FHW RS 28 8 5, 765 groupname {HAC A FHE, LOCAL #55&[RliE.

Blhn, BORESMI0UEIR &S 41 B8 sdi_group FEF A B O I UE IR S5 A8 41 1% B A 1dap_server, i
HIANLLUT 4

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

iR WIRAE A use-primary-name B -, B SEAHEHENIE SR — AN 1 42 eah, Wi
ZHE A BCAUET, WA EE P AT S RE

W AE P SREOR EEH F 44, i\ secondar y-user name-from-certificate:

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ... | use-script

FEIE P EEH LR R B P 44 1) DN - BHH 5 32 %2 username-from-certificate iy & AH A . 5,
LM use-script bt T, 0T AR ASA 1 ASDM Rl UM A SC

B, wERE “AMRARR” AE N EER P AFBOH R CALURA AEIRER P AT B,
ALLF 4

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

7t tunnel-group webvpn-attributes 1 i | secondary-pre-fill-username 4 KM% 7 i il
MR P 44 AE Sy Bt A ] o AT OGB48 M A & 18 H] T 0% ) i e 638 2 SSL VPN %
J 4 (AnyConnect) 4%, DA B0 B 4 H P RS I H 4. BRIAS DL T 28Ik DiRE. o
7% o ML SSL 2 P i e SURT [ I A7 7, AH R EAN R i & rhoet H R AT L
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hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

B, g2 AEH] pre-fill-username X IERIEAT 5 B RIS UE AT B B O 0 E, TSR LU T i 2

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

SR A 178 LTI LE B A J0AIE AR 55 e KSRGS ] TR s M. BOAIE R £ S M RAEIR S . 1t
iy 2 O XU B 3 B8 TEAT 58 3o

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

i, e E A B S AR5 & TR LU Al

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

SIS LS SR SR 7 44 (primary 5 secondary) « ERIMEY primary. ) FXUE 5 4
BAERITLL T, SRR I AF T A AT S B0k . 8 BE O3 0K Herb N AT S 0 i
M AR W 4. S A2 00k i dda i . ARG H AT S g
Yo

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}
B, W e 52 ORI S O G0 T A4 A 200K L B S O B IR A5 4% RN BL R 2

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

it B I A2 iy 0] R 0L & 314 IPsec IKEv1 214
N Sy e FE 7 R E I B AN ¥ IPsec IKEv] JE@ P, HHATUL TP . PUF SRR &0t
FEUT A E I SO o SRR VT M) IE B SO EE LAN [RE I S o A 2 JE .

UK

P WIERE I FE) o] FEIEZH (1) IPsec JETE, 7RSI S 1 SR A LL R dr 2 #E X tunnel-group
ipsec-attributes F2x0. FER T2 B LA R R AR U AR B

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #
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R BTy R E x4 Psec KEv Bt ]

Irir 2 HE N tunnel-group ipsec-attributes it B AR, AE ML R AT AR S S a2 S N C B

remote-access tunnel-group IPsec J&

B, LAF Ay 448 % )5 [ 1 tunnel-group ipsec-attributes £\ iy 45 4 4 TG1 [P FERL B SCAFAH G
AR, RS ENLIRR HETA T tunnel-group ipsec-attributes £ :

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

HIB2 Wi mt =%, Fu T30k IKEv Bt 28], Fln, LLUR a4 4 IPsec IKEvI it fE )
i) EFR IS ST T 3 xyzx SRS FE IKBv] #EHz:

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

PIR 3 1 K T A AN AR L S R IR AR XT 354 1 £ 0 -

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

AIREM option{E i req (AT cert ( (CATHRSZUEFE Y FF) Fnocheck ( (AR o BRIAE N reg.
B, LUy 245 @ 2 75 peer-id K AIE:

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SRR A SRS TR IEBEER L. BUT fr a5 A S HRAE B AE T S CA IEFS:

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

@ A& T BT A IPsec B&iE 202570,
SEG 58 M TARRE RIE D] IKE SR E B REAT S I 48 R

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

PLR fir 248 5E mytrustpoint 4 4 %K% 2] IKE X SEAA R UEF5 1 44 FK :

hostname (config-ipsec)# ikevl trust-point mytrustpoint

LIB 6 55 ISAKMP LREFEFE B AT 4 il FR L

hostname (config-tunnel-ipsec) # isakmp keepalive threshold <number> retry <number>
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B = psec mizi i RRE S PPP R

fii & IPsec i

hostname (config-tunnel-ipsec) #

threshold 2848 & 76 T AR R FFIE B WL I 2 7 FEVFRHSAAZS IN IR B (10 22 3600) o retry ZHUE %
AWENRFEER N 5 I EIRAIE (2 2 10 7)) o BRAE DL T2 )8 A IKE fREFIER:. Wnsiss
ISAKMP fRFFEH:, 14N isakmp keepalive di&ableo

B, LR 4 IKE CREFEFL B ICE A 15 70, JRE AR B s 10 #6:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold Z 2 [ BRI TR VT 8] 24 300, %F - LAN [AJIEH: 0 10, 1M retry ZEUOEAME N 2.
R e O R CEARMIR) BN B ISAKMP 4%, WA LR a4

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

1852 ISAKMP B & G 4346 77v2: (XAUTH iR & XAUTH) .

T LA AR BT ASA B A HoAAL gt 757k (9141 RADIUS. TACACS+ 8% SecurlD)
HEATIERE VPN I S 56AE I, 3% 4# ] isakmp ikev1-user-authentication iy 4K 52 & XAUTH
S RE. A XAUTH ¥ IKE (IR B 1 /0 WL R AP IR, G iR A S BAIE :

a) ASA{EHFRUEA A LR ERE VPN F 2 AT S 3G UE o 10K 2 S b AT 50 ) B 3 S00E 1) TKE %242
Kk

b) #RJ5, XAUTH ZZ#extzefe VPN P 3T S0 30 AE . HEy™ fe S0 B0 AE ] DA S —Fhs2 32 #F
(A% 28 5 43 ST 7 7% o

IR AIRC B AE I 4%, QR P =R PR BT A, R4 REKs S 50 uF R Y
WE NS

HJ LA¥ isakmp ikevi-user-authentication fir4 5 il i ] interface 22400 G A% FH K47 & e e #2116
MG interface Z N, XA TR AL, JEHARKTE per—mterface i Wk
S IERERCE SO R E T WA isakmp ikevl-user-authentication 4, I H—/M#i i interface
SN A — DA FZSE, WG E interface 14X %45 & 8 1 S5 056 .

B, LR 44 444 example-group (3% HIC B SCIFE W 8 10 3 VR & XAUTH:

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

TR e EEACE X4 PPP B 1E

YN g T R ) BRI S S S BB, AT LR PR, PPP B MEAGE F T IPsec i fE
Vi A B S0 . LU R SR 265 IPsec e FE VT o) 510 & 0.
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mE IPsec miziialcmmE PPl ]

UK

PR 1 i tunnel-group ppp-attributes FUE AR, FEIHELAT Al A LU fir &K BCE remote-access
tunnel-group PPP J& . $&/RFF 25 B Bt AR B AU AR B 0K

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

B, LU Ay 48 %€ J5 [ ¥ tunnel-group ppp-attributes #3425 4 4 TG1 1B & SCAFAH K
WHERE, FRTFSHES LA R HiT4h T tunnel-group ppp-attributes £ :

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PIR2 FRE TN PPP MR FARE E Uh SO E T S B0 . S AT LA LA R AT T3
* pap - Xf PPP HE4 i FH % i 5 4y 56 UE W o
* chap - X PPP 4% i H i) 42 T 5 B0 iE Pl
* ms-chap-v1 5§ ms-chap-v2 - %} PPP 4% Jii Jf] Microsoft Fi 42 T- 5 4 Wil b SURA 1 sRARAS 2.
* cap - X PPP £z 5 FI AT ™ Ji& 5t B0 UE B i

ZRIATE 0L F 23 )5 B CHAP Fil MSCHAPv1 .
WAy A BN

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BT E P USCZE R S0 56 F, 37348 a2 11 no T2

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

Wltm, UL a4 PPP 4% B 1 PAP [hil:

hostname (config-tunnel-ppp)# authentication pap
hostname (config-tunnel-ppp) #

PLF 4 %F PPP #E4% i | MS-CHAP JitAs 2 #pi:

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

PR fir 4 %F PPP %425 [l EAP-PROXY M :
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B == onaszras

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LN v 2% PPP 7225 ] MS-CHAP FAS 1 1hi:

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

B & LAN 8] E#EBCE XX

IPsec LAN [1] VPN R & SCAHGE T LAN [8] IPsec % i . EORIEIC B VF 2 405 IPsec
E LV ) R E OIS B R, (02 LAN [MFSE RS EE D BUR &AW TiC & LAN [
BRI E S

* 55 LAN [RIERERC E SO A FRORISERY 55 108 1T

* BCE LAN [HEENCE SCOF R, 25 109 1T
* it & LAN Ja) IPsec IKEv1 JE 1 , %5 109 1T

2LIA LAN 8 R E X HERE
BRIA LAN A0 SO P 21

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN [A]E B2 0 SO (0 S A e e U [ JE R /b, JF B K2 5B Hoe AN A .

RO B, AR A . R 8 U B NPT 2 BN BRI E R

15 %€ LAN [8)ZEIZ R B X 2 FRFNZEE
PR I E S AR AR, W tunnel-group v 4, WK TR

hostname (config) # tunnel-group tunnel group name type tunnel type

AR

T LAN [A]B&iE, 257 ipsec-121; #dn, WiZiG)#d4% % docs () LAN [HJEERACE SCF, il ALL

A

hostname (config) # tunnel-group docs type ipsec-121
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BE N EEprErssart: ]

hostname (config) #

BLE LAN B EZEEEXHEMEM

N
5

U E R E A B SRR YR, AT PR

{EL
i

Tt e s sl 2 A B N R E general-attributes JCH#E 7Kt tunnel-group general-attributes 15

=%

tunnel-group tunnel-group-name gener al-attributes
il
XF44 4 docs NG E SCAF, WEHIALL Fin 4

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

PORTF & W R LR N IAEAL T config-general A2, 7F AR QN n T & B i 4% 30 1
2 BRUZH SRS 1R 44 PR«
default-group-policy policyname
-
DA i 44 5 RN S 1) 44 B 4 MyPolicy:

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

Fc & LAN |g] IPsec IKEvl B &

IR E IPsec IKEv] &M, WHHATLL I P

UK

I HEERC B RFIE A IPsec IKEv1 @ e, 15 7L I R a2 5 SN A B A IPsec-attributes X8 7
tunnel-group #7421 tunnel-group ipsec-attributes it E 1 .

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

B, LU R a2 REA config-ipsec #50, DMER 4K TG FIERNC & AL E S 40
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hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

PORTF S AR RIL/EAL T tunnel-group ipsec-attributes L B .
P2 WP PILEHY, frE M T 38 IKEv] S i it = 5 4]

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

B, LUR 404 LAN [EE RN E SCHHE € PO 8] XYZX K SCRR IKEv] 4%

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

YR 3 A5 I T SR AR E PR UE T A5 AR £ 51 47«

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

AHELC req (FF) + cert ( CUTSRSZAE15324F) Al nocheck ( (ARG HY) o ERINE A req. i,
LR 2K peer-id-validate 3T & & nocheck:

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

TR A e A PR A% . IR AR A A B MU TR AT A CA TR

hostname (config-tunnel-ipsec)# chain
hostname (config-tunnel-ipsec) #

TEAT LIRS M s 1 N 21 AT e 2 282
SIS o0 T AR IR % B IKE XS5 AR IRE 5 AT 25 0 5K -

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

filan, CAF i 245 AF A FRRCE A mytrustpoint:

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

T LA I e A N 21 A7 BRI 2 2 T
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sFaFen Kee srisnpas |

P 6 $i7E ISAKMP (IKE) {RIFIERL BN SR VFRIFE . threshold 805 & 71 T A DR Rt 4 e 7% 2 1T

SOV AR WA E (10 52 3600) o retry SHUERH W B R FFIER MY 5 IR AR (2 2 10
) o BRIESI N2 o ) IKE {RFrER: . BAEH] IKE fRErRER:, 1A no TR isakmp fir4:

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

Blan, AN a4 ISAKMP (RFIEFEBIE R E N 15 7, FREEREERE A 10 Fb:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

LAN [iff] threshold Z IR 10, retry ZHUERINE D 2.
ISR L R CRAEMIE) YN A Z) ISAKMP i, TEHALL R

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

18 5E ISAKMP 1B & S5 8AF )78 (XAUTH R4 XAUTH) .

B F AT AT ASA S AU uE I EE F HARAE S 77k (5] 4n RADIUS. TACACS+ &Y SecurID)
HEATZEFE VPN 7 B4 36 E I, 548 H] isakmp ikev1-user-authentication fir4 K SZjiti i & XAUTH
B EAE. JEA XAUTH ¥ IKE IR B 1 20 AL R AN, SRR S S50 AE
a) ASA {FHFRUEA T IEXTHZERE VPN F 7 3T S 3G UE . 10K 1 N 3E AT 50 ) 5 3 B6UE 1Y) IKE %4 42
KBk
b) )5, XAUTH 2Z#tlzefe VPN H BT S50, Sbd e 5 43 5 uE il LA I —Fh 32 S fF
AL GE S 0y BniiE i
iR DAIRIC S B IO UE R SS %,  BIEE P A I BT 5, ARG A Fek S 56 uF 25 Y
WERRA

B, LU 4544 4 example-group [/ HEAC & S/ 5 VR & XAUTH:

hostname
hostname
hostname
hostname

config) # tunnel-group example-group type remote-access
config) # tunnel-group example-group ipsec-attributes
config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
config-tunnel-ipsec) #

KT EFFRAER IKEv2 Z P in k% iE4E

% T A A 15 B I R SRS ) — A k. 8T ARC B R IE LUK FR IR AAA RS54, FREIERS 4L L
S8 SCERINL S o ASA 23 1E P B A7-fif B 41

IPsec ZEFE 5 0] (R ERIA P IE 2 4 DefaultRAGroup. ERIABEIELL 0] LIS, (HASREM S o
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B z75en ke mrxs

IKEv2 FoVF 73 s A UM R 5 ik CLI FE B AN FR S A g0k v (E, 0 ke 75 A i ==
BB ARIRUE, RO . 548 HIE S B S0 UE B EAP S 50E) o R, Jd i IKEv2 f A AR
SO UL,  Ferp st MEIEREAT SRR, 5y A EIE (OS] IESEEAP) .

V1% A EAP G 43 B iE BiC & DefaultRAGroup, KA ix £654 7 by 1% 12 02 Wi B e BT 41, BRAR R
A FHAIE 5 5 43 58 U FIAIE 15 DN DU
EFHrAER IKE2 B3
ASA FFLAT IKEV2 J&1k:
 INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS - IPv4 5§ IPv6 Hili:

\}

ER IKEv2 AR (RIS 23 BE 1Pv4 AT IPve Hikib) o an St [RI iy ig =k
IPv4 F1 IPv6 Hidik, JF HOXPFhHhbAR Al DL A, )R 43HC TPv4 k.

« INTERNAL P4 NETMASK - IPv4 25 fhid

« INTERNAL P4 DNS/INTERNAL IP6 DNS - = %i/4f ) DNS Mt

« INTERNAL IP4 NBNS - =2/ WINS Huhi

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET - 4} #I|[% i 41| %

* APPLICATION_VERSION - 2. T2 4R, il fufL e ¢ ASA ARG &, A
SREATAT Y, . U, 27 il & U KT Be R B PE, IF AR5 R o T-ASA |k
) vpn - sessiondb iy &4t Fl R 40 H &

DAP 3%

LU IR BES HOE R AAT DAP SRS IC ., Al A HBT (1% 7 5 25 28 TPsec-IK Ev2-Generic-RA X 3%
PRSI PN Ry 5 S0

A2 VI 18) % P im YRR (g 4Rk 5
R TR % i I T B AL I 1 512

RV i | BEEASR |41 URL | E4S DN LS BROAL HoAts
(DefaultRAGroup)
AnyConnect VPN % | /& = = & ANid ]
S S
Windows ANSCHF AN © & (AL |2 AN ]
L2TP/IPsec EF )
(EBGUIKEVD * 7 (fEF PSK 1)
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ETFwae Kee 2 Pmnshnirxs [

FFFRER IKEV2

AZFF

AZHF

c & (AR |2
UEFIN D

« 15 (f#i ] EAP S35
HEIND

iR

A3
WAL ]
DefaultRAGroup
BEIEZH .

ETHrAERY IKEV2 & F im B9 B0 i 32 5%

ARG T TARAER IKEv2 75 )7 i A LSRR B O B T ik K 91 3%

N\

AR B IUE VAR BRI B A 2 SZRR . T AEARSE ASA _REkZ SCRRIE . BT H EAP Jiik
SR ASA 7255 P i EAP 2548 < MAREE . EAP J5 v SCRER B & ) i AT EAP JIR 45 #2850
EAP J7{EM SCHFIE
& i S S )0 | EAP-TLS EAP-MSCHAPv2 | EAP-MD5 GES PSK
NP7~
Linux b (¥ N/A * ISE - & * ISE - & P e
StrongSwan
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
o JEi o JEi
FreeRadius [ FreeRadius F
AD - & AD - /&
Android L1 N/A * ISE - /& i = ANidi
StrongSwan
* ACS - &
* FreeRadius - /&
FreeRadius F
AD - &
Windows 7/8/8.1 * ISE - /& * ISE - /& AEH 5 ANEH
* ACS - & * ACS - &
* FreeRadius - & * FreeRadius - &
FreeRadius [ FreeRadius [
AD - & AD - &
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2 SR 54436 | EAP-TLS EAP-MSCHAPvZ | EAP-MD5 GES PSK
W&
Windows Phone *ISE - & * ISE - /& AN A A& ANiEH
* ACS - J& * ACS - #
* FreeRadius - /& * FreeRadius - J&
FreeRadius ] FreeRadius
AD - J& AD - /&
Samsung Knox N/A * ISE - & * ISE- & = AN A
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
o JEid o JEid
FreeRadius [ FreeRadius f
AD - & AD - /&
i0S 8 * ISE - & * ISE - J¢: N/A P o
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
FreeRadius F FreeRadius F
AD - /& AD - &
Android AHLE 1 | N/A *ISE- & RNiE P P
ity
* ACS - &

* FreeRadius - /&

FreeRadius H
AD - &

EIERNS E gy EaT
T DAL BE G YR UE PHGIEAT T4, AT SUHT 2013 5 (0 E 1 D SRR T P 90

PP iR

PUR ) i ity EEREATUE D B O S0 U SR S Ul A
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2 EAP B35 EELE query-identity 315 .

ASA EI XS CRE T R R FEIE ALY Secure Client EFZRL & T 75 S I0AE . ARG 5k (Bl Wi
PO B . 41 URL 45) $0ATREIE LWL, AE2 R 5t B its S 0 Sk v 5 % P am 3EA TV i

1l
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml [certificate
| multiple-certificate]}

BRBAFIEITAFS: NAAA. UFP. NZIFEH. AAAFHRER. AAAFIZIFHLL A SAML.
SAML. SAML FlE4 82 FEilF 10 F1 SAML.

ASA (config)# tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
saml Use SAML for authentication

<cr>

ASA (config-tunnel-webvpn) # authentication aaa?
tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

71 EAP B3 10 ZE L & query-identity j7£I5

Microsoft Windows 7 IKEv2 % F ity & 3% — N 1P Huhb A5 o8 TC B A2 e IKE) &4y, ‘& nl Bk R}
ASA IRE 238 HAT RO AT BB 41 & Fk . ASA 25T F EAP S 43 5641E 1F) query-identity iEI3E T
BUE, A HEVF ASA M5 ik R A 241 EPA G4y

BT IETAF B S I0E, ASA RS 24 F1 Microsoft Windows 7 % F SiigiiF 1526 25 40 T it B 4™ e 2540
% (EKU) 7B

« X ERUETS . EKU 7B =% i B e e
* XTI EIETS, EKU 7Bt = IRk 55 e 5 i I EiE+ .

AT LA Microsoft iiE 15 ik 45 45 BRIHA CA JIR 5525 3R AIE TS .
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. 2 EAP B35 EELE query-identity 1157

T EAP G4y 5:4E, Microsoft Windows 7 IKEv2 %) bt iy 225G U EAP G433k, AR5 A Re i
AEAT LA EAP 153K o 1 25U 7E TKEv2 ASA i85 1 1) B% T8 21 e 5 SC A S query-identity JC8:
T, DME R 2 i K% EAP B 005K

\)

AR IKEv2 S2FF DHCP #44%, LASSVF Windows 70 HIBEE . tbD)fe Had M T IPv4 7 FIEE J& 1k .

UK

B ELIE BRI E N IPsec LRV W), 1% tunnel-group fiv% . 7% tunnel-group name type

type, L name 2L BEIEA AR, type BEIE AL
TELL R 7, IKEv2 Wk =850 0 44kkaol59636jnfx:

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

Pt WS ikev2 remote-authentication pre-shared-key fir4- 5L ikev2 remote-authentication
certificate iy 2K 5E G A3 B IE

R 2 ERE AR S AR (EAP) A TR I TARUER 28 =5 IKEv2 Ry a5 )™ i 45 F ™ 5

YUK 1%, 11 H ikev2 remote-authentication eap [query-identity] fir4 .

iR DA SCAT FTIRIE A5 C B A 5 3 56, 48 1 ikev2local-authentication {certificatetrustpoint}
AT E ARG R, ARG A BRGS0 UE ) FH EAP. R0, 448 EAP S50 1F
kKo
A ARG E 2 AR, A% b e 8 A8 & AT AT (A& 40D IR TgEA T 72 5 4 46
ko

FF IKEV2 74z, R 2 WS 20 S Wb 2% B 3 36 UE T3 v R fE G 30AE (PSK. 1IF
TR EAP) FIAM Gy 560E (PSK FHEFS) » BAAMEAME S H T A S 30 E. 24

R, AL MG SR B SEAATE A B (R AE L) SR IKE ID $ATH . iR
X ANEIRRL, WA N IR IE Bk WU 2 BRI A2 U 7] 5 18 41 DefaultRAGroup. {41
FEXT SR IR AT S S0 UE R, UF TS MRS IR T A TG o LG Sk o/ e S 1A [ ) i
TEA o URHIETS 47 50 E A FH AU S BR N o B PAT BRI 4L A K. %FF EAP Fll PSK £y
BOAE, AEFHE i LI IKE ID (SREIE 44 FRITEL) sl A BRIA BB AT BRI 41 A 4%

KT EAP S435GUE, BRAER i o VPO G S IKE ID AT 44, 15 A2
DefaultRAGroup [FiE 4 .

LAR 79 S B2 (4 5 43 J8IE () EAP 155K «

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP
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it & Microsoft Active Directory i& & LUHITHLEIR .

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

TRAF S

hostname (config) # write memory

hostname (config) #

UG UE B8 215 B 3T IE 384T, 1518 show vpn-sessiondb summary ¥ show crypto ipsec sa fir

o

& 8

fic & Microsoft Active Directory i% & LUi#H 1T E I

WS R LDAP H RS 253647 S0 564F, Wi Sun Microsystems JAVA R4 H sk 4545 (LA
HIFK A Sun ONE H 345 #%) 1 Microsoft Active Directory K3 Fras i & #

* Sun - 7E ASA ERCE R T Sun H k55 & 10 DN L ZRE W Vs ) 20k 55 4% L AR 55K
o TS SR B B O RAT H SR B ORI 7 40 DN i) UKE ACT TN BRIA 1Y

* Microsoft - W45 it & 3T SSL () LDAP LLXt Microsoft Active Directory /i3 J 255 P4 ,

BRI HE Y Microsoft Active Directory U {1 H], A28 ¢ B HELE Active Directory Z4( L A £ ASA
GRS B AT/ S A L IR E OCIKIY Active Directory BE . XSS MBI O AR
ASA b JE B B IR OO N A R A E . A R R A0 R 5 ] Windows 2000 R ¥ Active
Directory Rt o AR EATH LDAP H g RS 25EAT B 43 5k

&£ F Active Directory 52l i P £ T )X B RS B i Z4Y

Bamihl P AE T OB SR RSO 8 08, T E ASA LAY tunnel-group general-attributes Fitt B 5 N5
& passwor d-management 4, Jf{E Active Directory N7 LA T 2L 5%

UK

WL PEFFEG (Start) > #2FF (Programs) > &8 T B (Administrative Tools) > Active Directory B P
F1+EH (Active Directory Users and Computers).

A IR R B P & (Username) > [ 14 (Properties) > P (Account).
e B P AR T —IR B R B BB (User must change password at next logon) 5 i%HE .
BEH PR OSSR, ASA 2 EIRPLUFHER: “New password required. Password change required. You

must enter a new password with a minimum length n to continue.” #1] LA{E Active Directory Ht & il #£
WOE BN IS E n (Start > Programs > Administrative Tools > Domain Security Policy > Windows
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B =5 Active Directory 5= B K THRBHIR

Settings > Security Settings > Account Policies > Password Policy) . ##&/NZFREHKE (Minimum
password length).

{£ F3 Active Directory 15 & & ¢ A0 EABR

W R A, W LR E S AE gl e REUS B, SR S A R s K S SRR, 1 AR
ASA L[] tunnel-group general-attributes Fit &0 T 45 % password-management 174, J£7E Active
Directory [T LA T AP %:

\}

AR U radiuswith-expiry iy, %4 LLRTACE A tunnel-group remote-access Fii & 1 — i 7 LLRAT
EIDMARThEE . BUMARZ /2 4E tunnel-group general-attributes £ T i A\ i) passwor d-management

iRt

UK

S RIREFETFIE (Start) > #2/F (Programs) > &I T A (Administrative Tools) > g% £ 5% k& (Domain
Security Policy) > Windows 1% & (Windows Settings) > ££1& & (Security Settings) > M SEHE
(Account Policies) > 235 f& (Password Policy).

B2 Xl CEEEKIR” .

PR3 Nk E XKL E (Definethispolicy setting) 5 EHE 4 2 B A VF B BRI (LA FRAL) o

{$ F3 Active Directory it &y /N REE[E

TSt SR () B M JE, T AE ASA _E ) tunnel-group general-attributes it B AR T H7 2
passwor d-management ¥4, JF7E Active Directory FH#ATLL A5 1%:

B2

ST RUGERTFE (Start) > 125 (Programs) > &2 T A (Administrative Tools) > 822 £ %8 (Domain
Security Policy).

LIR2 WL Windows 2 E (Windows Settings) > & 2128 (Security Settings) > i/ 5t (Account
Policies) > %35 (Password Policy).

$IE3 WihR/NERKE.

ST 4 e E XM HERIEE (Define this policy setting) S HE e A 47604 0L TP
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{EF Active Directory L/ R0 & 2414 .

{# F Active Directory Ui 38 214

BISCAR ARERY (n, BUREMA S K ERVNG FRE U KRR TAT) , WETE ASA LI
tunnel-group general-attributes fit. & 150 N1 A\ password-management 74, J£7E Active Directory
PAT LT PR

UK

HE K UGE R TFIA (Start) > F2F (Programs) > &IE T B (Administrative Tools) > 8% £ % & (Domain
Security Policy). ##*%i%&#F Windowsi& & (Windows Settings) > & £i& & (Security Settings) > Mk
& B% (Account Policies) > 35k kg (Password Policy).

WIR2 Wy “CEMG IO L R APEER” DATIT “ 222 E " W HE .

L3 Erp “ LILIRIE A ” (Define this policy setting) & EAE ik # /B A (Enable).

DCHH B SO RIS, S I S e A e e I, 7RG Enforce password change at next login
8 Password expires in Ndays Z 7. R80T, H P HALEIZERB B = MR, I H R
RSN o

i B &1 A B X4 L 35 Secure Clientd RADIUS/SDI SE 2

AT A N RE KA 748 F RSA SecurelD #4E4 1K) AnyConnect VPN %% ) it 4% 1 ff i i 3l 1ok
RADIUS R5-4% (fRHLF] SDI AR452%) AL # 3% P i i H F 3.

)

AR R CRCE DU Gy e DI RE, WAAE T B AR 55 4% SR SDI B Rk

i FEH il L AnyConnect VPN % 7 ik 42 1) ASA H-220 8 F RSA SecurlD 4 FBEAT & 43 B0 AIE
i, ASA 5 RADIUS MR4-#s 3T, J5# Rid k5 SDI k455 alt & 4 Sk 21Tl 4
EGMIIEILFES, RADIUS R4S 2% ASA Wiy in) SO R . XA B 5k B SDI Ak
55 BRI SUAR TN 2 B o ASA T2 55 SDI R4S #5330 A5 I 1 B SR 538 i RADIUS A8 HEIE A5 15 1)
HESCAAR . Kk, 47T M Secure Client &7~ A ANHE SDI e 4545, ASA DAZfi#HT>kK H RADIUS /it
25 2RI

A, HT SDI VS 7E SDI iS4 FrllicE, ASA MITE B SCA M SDI RS 25 007 B CA (458
) UERd. A, R R ) i ) s AR s il BEANGE T 5 3 B0 3 8] T 75 (1) 384 - Secure
Clientn] e TCIEMI N, I H B 456 F A] GE2 2R ML

Bt B 24V 46 UL SR RADIUS/SDI WS L, &5 119 U0 AR W Bt & ASA DLBA{RAE % ) i 5 SDI R4S
B A R INEAT AR KA

o & & 21 & A3 #5 RADIUS/SDI JH 2

SEARLE ASA LUEREREE T SDI ) RADIUS i BIFH2% Secure Client FiLP AT AR, i
HATLL P25
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B === 205005 RADIUS/SDI K 2

gz
1t tunnel-group webvpn BL BB H proxy-auth sdi iy &R B0 & SO (BEIE4L) e & b

Fifl 55 SDI AR 45 2% HAEEAS 117 R FE K RADIUS W2 B 17 SDI ARSS 28 HEAT B 40 36 31F 11 FH 7 4
TH A M R S A T R
w15

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

£t tunnel-group webvpn it B Rl proxy-auth_map sdi iy 4t E ASA ) RADIUS M2 &
A, FH 5 RADIUS k45 a4 Rk W B SCARILEL (AeliBa) .

ASA I (R BRIATH S SCAS IS R 2 4 il P IR 55 4 (ACS) AT IR ER AT B SCAS o o SR A Sk
ZAACS, HEMRERVIEESCER, WG ASA FRCEWESCA. I, 15 proxy-auth_map

sdi- iy PRI B SCADL I

PR SR EA BRIA RADIUS [958 EOSCAR AN H B D) g .

HI 2 A B L I P AT R AR

PR SR Py e FEEA T2, A0S R V8 S SR B 4 R AN AR 7 5 H3 (8 — 7 20

B, %FF new-pin-sup Fil next-ccode-and-reauth,

“new PIN” 552 BRAVH BOCAR )70, WikiE

¥ new-pin-sup BCE A “new PIN” , 2422421 4% A RADIUS JIr 45 #5#i%] “new PIN with the next
card code” W, BRI A new-pin-sup 1814 (A2 next-ccode-and-reauth /&%) L.

SDI BAEAAS . BRIATH B ST S 2 fE

HENRE

ZXA RADIUS 57 Z5H B3
x

ThkE

next-code

Enter Next PASSCODE

LR H A ANASE PIN [ NEXT A AHY

new-pin-sup

Please remember your new
PIN

Lo CISH 0 R 48 PIN 3 10) F P B R1% PIN.

new-pin-meth

Do you want to enter your
own pin

K EH P ENER, 0 EAE HIEFCET PIN Jy 44
Bt PIN,

new-pin-req Enter your new o I AR PIN JF3 3K L S A L PING
Alpha-Numerical PIN
new-pin-reenter | Reenter PIN: ENIEH ASA H T P 3L PIN. &P iRl
PIN M AR
new-pin-sys-ok | New PIN Accepted Fon O H PR AL PIN,

next-coode-and-reauth

new PIN with the next card
code

G PIN $841, ZoR P G4 T — A2 A I
B AT PIN AR — AN WA A BEREAT B U S ik

ready-for-sys-
pin

ACCEPT A SYSTEM
GENERATED PIN

FEA EHT ASA FI TR I B0 R G825 U PIN Aifths:
e
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H

frie

R

axn

PLR 7Rk N aaa-server-host £5X 3 5 %t RADIUS M2 H 5L new-pin-sup [ 30 AR

hostname (config) # aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your
new PIN”

AN A A s K FL S B 3

NS AR B B LA T30 R AA#alir RADIUS JIR45#% b LASMETT AF# (1) TPsec 3EHL
2T R R PR A o JEERRIC B SO 2 SRS A sl 37 BRI e BT R AR I AR
W R RE A ST T s AL, AN A L SR e B R

Fr 4 R BC E R R 4 group-policy iy LIl FH 7 PO 2 SO s S50k i 7 (R 4L 5

ASA BE BN TG . BRERIANALSEmS (Al LUBSEAREMER LLAh, b n] LLAITHERy & T3 5E i
A EE AL

AT DAC & N BRI AN S o N2 AE ASA NS5 e B kAT IS . AN AR AR 5 40 50 UE AR 45
2% (W0 RADIUS) LHHTACE . ZH5RME S LT Btk

* G4

* RS E XL
RN P a
o FEIE PN

* IPsec W&

o B2 i VR
* GRS

o B E A
c W

e B IALH TR

ASA RALERNA SRS . S m] LME BN LSS, (EORCvR R MR . 44 DfitGrpPolicy [ERIAAL
KUK IR AFAET ASA £, HIERRAPK ASA FUE A A SL A Sms, AL AN HlcE Al
SRR, AT S A AT ] Js 1 A1 BRI ZEL S A A LA
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| RN

\)

R 7F DfitGrpPolicy LICE (ARJ540HECF]) ffSecure Clientfit & U AF, 45T 5)I145 Secure Clientfit &
SRR (BN 4 UG ) A5 FE S . Umbrella 25) ,  BAE A 41 Soms B 1C & b A DfltGrpPolicy 4k
o M52, TEAMnE L E R Secure ClientiL & SCAF I, A4k 5 DfitGrpPolicy JCHk (1) Secure
Clientlit & X

I E A BN NG, A LL T S

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

LIRS BTt VNP el

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

)

ER BOALLIRIEIR 2N internal. R iy 215724 hostname(config)# group-policy DfltGrpPolicy {internal |
external}, {HZ GV RA TN external.

S SR 2 SRS AR AT JE P, 1548 group-policy attributes i A 3E N attributes £, SR 5 TR E A
A SCEAE I AT R B

hostname (config) # group-policy DfltGrpPolicy attributes

\)

AR attributes BEDOE T A EEAL NS .

ASA FRABEFIBR N S0 DAltGrpPolicy 1 F

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins—-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable
ip-comp disable
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re-xauth disable

group-lock none
pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none

http-proxy disable

anyconnect ssl dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none
anyconnect ask none

customization none
keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647

puniazn
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B ==azw

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been met
or due to some specific group policy, you do not have permission to use any of the VPN
features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

BT LB SGBRIA LSRG, ] AR & TR PR 10— sl AN 2 SR

W=
AN AT AN AT AR AR IE . (LR O b, W B Bl XS HL, 2 MGER A2 SR 3k
AL
AT DAL B SR 2 1 SR A S AT 55

N

ER ZESRNGE Tk A IKEV2 T IKEv], 1 AN T AnyConnect. J6% /'3 SSL VPN, Apple
AWl VPN % /5. Microsoft 4Kl VPN % /i 5% IKEv1 IPsec (1) cTCP.

B & SN ARLH SR B

SNBSS T E (SN R IIR G5 2 RO R PR . X TAMERALHEms, bR ASA Wl &l 24K AAA
W g5 as i, IR EAENINEE AAA 55 S 2R 2R A Iy B A T RS0 R o 2 SRAGE S (1 5 8 B 0 56 U
S, JF H AN S0 w5 v R BEAT S S UE RO A AE T[] — RADIUS JIRg5 s, L2
R & 2 1A B AR

)

AR ASA LAMIBAI4 5T RADIUS Meds4s LI 4. #Hefifid, WiRAE ASA ERCEAMBLL X, W
RADIUS 55 a4 A H ™ X S i I0iEig K. Pltt, SMB4IHSEE RADIUS i 55&% Fox
ASA FATRARE SRR K o 2 RA A P by oHRIEAT 5 3 Bl K T 7 4745 T-[7]— RADIUS Jik
S, WL Z A AT H AR .

ASA {E5MT LDAP 5% RADIUS iR 554 L SCRF I A K5 ASA BCE A HIANE AR S5 & LA, 4620
A IEWH ) ASA SEBUE MK BB IZ A5 4%, IF M — 80w R A A 7 23 Bk e B . 42180
VPN FCESNEE AAA 5545 5 55 265 G0 1 W RC B A1 B IR 55 4% -
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FHCEA EALAENE, TEAT UR 20 BRI 45 0 20 SO0 1 42 PRSI LUK JIR 55 25 LA RV i «

hostname (config) # group-policy group policy name type server-group server group name password
server password
hostname (config) #

IR KFAMBAL RN, RADIUS s:ME—SZRF1 AAA RS- #3287,

i, LN i A 44 4 ExtGroup MIAMHBAL SN (14150 44 b ExtRAD {1401 RADIUS JiR %55
SR JRYE) 45 e 2 8 1k I 44 FH 1) 1 %5655 4 newpassword:

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

iR A DABC & 2 AR E TN FI IR EE (VSA), W1k VPN BLE ST AAA 554, 55 265 1t
TR . W1 RADIUS A4 23RS N R RIS R PE (#25), W) ASA i A2 & 1 0 21 44 3047
SYEHIE. 7E RADIUS flgs+#s b, i@ P2 04k % : OU=groupname, 1 groupname
5 ASA BN 4 (Bl OU=Finance) #H[A.

1l 32 A BPLH SR B
SERCE P AL, AR TR, T group-policy fir4- 4L WS 15 44 BN internal

hostname (config) # group-policy group policy name internal
hostname (config) #

fitn, LAUF 46084k GroupPolicy 1 ) 1A s 2H S -

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

\)

AR QRS oSO,

BRI OB 5 from JF4a e DUAT S (A4 AR, R USRI JUAS CUAT (10 2L SR ) 00K G 25 1A 08 4L SR s 1)
Jek: «

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

filan, LAF fir 4l it &2 ] GroupPolicy ())& PEK A 444 GroupPolicy2 [ A i 41 S i «
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hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

B & N EPA SRR E B [+

40 SRR B R

B A B LRI N 2 PR SR A4 0K . — HLAIRALnG, i, A ER, 53
[ 05 A B AL S L 2R 125 T

fic & 4R SR Ik IR H 2
$8E B R RIE SOYOU S CRERATD o BROAERIE . MR e e, 2 By WotR
SEMIH S BHRERIIER, 1HE group-policy ML BLBE T i3 banner fir4 . BAIRSCACK S LAY
500 NFAF. HIA “n” FFFILUEARIGAT
fE ASA FRA 951, Bk JafE VPN IR 7 i 1 s R AR B U 510 7549 42 4000

Ny

SEE

\)

R R ORI 4

TUMERAENE, TR LL A2 10 no B TR, AT no RRAS IR i 42 I 4L S 11 i A R T o

AN T LA 53— NSRS AR KA . BERIR AR, T none SCHE 7 AN B RE R AT
B, W pros:

hostname (config-group-policy)# banner {value banner string | none}

PAF 78 27 ey oAy 44 2 FirstGroup R4 S Q1 i A -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

18 EIZAR 77 o) EEE RY bt

MRV R iR B ASA B, ASA AT DIRRHE A B R E 4L S SRk N & 7 S 43 B TPv4 BY TPv6
Hudil: .

AR E S 2 A5 NN A MU LB R 20 R ) T AR sk 20 e o bl 95 5 P AR R B2, ASA 4%
HEOK Lot It A s iy v R B PR I T 2 ki v ) ke
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15 1pva sttt s pamnensens ]

1% IPva i3t ith 53 B 45 P BR4E 5k R

Nil

B
N

Fri&Z 8l
B Pv4 Hhhlt .

UK

HENZH A e B
group-policy value attributes

Tl

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

7] FirstGroup 21 SME 73 liL 44 4 ipv4-pooll. ipv4-pool2 Al ipvapool3 [Fdtihibith . foiF ok 2H S 5 5 B
% 6 Mtk

address-pools value pool-namel pool-name2 pool-name6

IR

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

(r[iE) ¥ no address-pools value pool-name iy 4> M 41 5 I C 2 HH A 53 il yds, - 3R [ ikt 14
B MW HABIE (1 DefltGroupPolicy) 4k kbt {5 B .
no address-pools value pool-namel pool-name2 pool-name6

-

hostname (config-group-policy)# no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

(ni&) address-pools none iy 424 1E M ILAR S IR (5] 1 DefltGrpPolicy) 4k 7k it £k«

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(A1) no address pools none it & AZH 5 HH IR address-poolsnone fir 4>, MM PR S ERIAMEA,
P V4R K

hostname (config-group-policy)# no address-pools none
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| R T

hostname (config-group-policy) #

1% IPv6 Hiiikith 4 BiC 45 N 204 SR A%

Nij
g
N

$IE3

Fri&Z 8l
BN IPve Hulikith. S VPN ¥ IP Hulik , 25 175 0.

UK

HENZH HEms e B
group-policy value attributes

Tl

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

] FirstGroup 4150 7> Bt 44 A ipv6-pool [1tihikit . wJ LA ) 20 S 73 B e 22 7 A ipve Hihibit .
w5
SR 7R 7] FirstGroup 4 50 4Bl ipv6-pooll . ipv6-pool2 il ipv6-pool3.

hostname (config-group-policy) # ipv6-address-pools value ipvé6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #

(i) f#H noipv6-address-pools value pool-name 4> M ZH 5 s e e oMl e ik vde, - 3R Al btk
W B RN HABYR (5] 40 DfltGroupPolicy) 4k 7k Hihibi (s & .

no ipv6-address-pools value pool-namel pool-name2 pool-name6

i

hostname (config-group-policy) # no ipvé6-address-pools value ipv6-pooll ipvé-pool2 ipv6-pool3
hostname (config-group-policy) #

(") ffifH] ipv6é-address-pools none i 45 1E ARG (4] 40 DfltGrpPolicy) 4k 1t
JEE

hostname (config-group-policy) # ipv6-address-pools none
hostname (config-group-policy) #
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LIS (i) ffH noipv6-address poolsnone iy 4 41 SIS 1 #fl5% ipv6-address-pools none 14>, AT
WA ERIME, B FeVF4k7K

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

e BRI AR E Y

T L 7E group-policy Mt B A F i A vpn-tunnel-protocol { ikev1 | ikev2 | 12tp-ipsec | ssl-client} iy &K
FEE ILZH SR 1Y) VPN R TE S

BRI 2R AR A () Jm v EMISATRCE M ERJE e, A sy &89 no JE
st & 1 2K A4 -

¢ ikevl - ZEWAK SR (R VPN & P sl i 22 4 M 2e) 2 B IPsec IKEv] fEiE . BIEE
PR IGAIE . N2 daf R A B 22 4 OBk

* ikevl - ZEPIXSEEA (Secure Clientsl{ At 22420 5¢) 2 AW IPsec IKEV2 f¥ii . G HH 5
TIRAE S DN, RN A I 2 A DRk
* 12tp-ipsec- P} L2TP #4541 IPsec F il
* ssl-client - {f{/f] TLS 8¢ DTLS 4 Secure Client!/ 5 SSL Fiit .
B A2 AL E — A a2 A EE R 2D E — AR AU il VPN BEE AT
.
PUR 78] 57 4 4r] 4344 4 FirstGroup PR ZH SRE L B IPsec IKEv1 Pl .
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

AIEFE 948 E VLAN =5 340 55 % [z FB 45— 177 (o] 452 1] 300 )
SO rAEa bW 11| 4 A S = W11 7 | W = 9 e | R 0 SV S 7 vy WA LA ok (B il S S e e & e N
ik ASA. TTLUNZLIRIE TR E IPv4 5L IPv6 St— Ui M HIF1 2, ol R L gk BN AL e ng b i e
] ACL.
PEF UL R 2 —3k A fEvi 382 1 VLAN (B “VLAN Beif” ), 5485 ACL ULt
PEL 2

N

B fHH IPve $U4T VLAN MU ES, SFFEA VLAN TS, 2M8 CHAR) HuhboAZ & m—ihl, DUEfR
B ERNE N TR, [ HARRIZ 1K VLAN FE% ek A [ o

* 7E group-policy Mt A% XN 4 LT 42K oA 43 e 21) 1M 20 55 s 5 2 T 281 4 R b 2 SRS 114 2 SR s 1)
ZFEVG B VPN <1645 52 1 VLAN:
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B oimreis s VLAN stxdeazERe 5 R 5 — i 1R )

[no] vlan {vlan_id |none}
no vian M4 SEmE IR vian id. 2 5 A ER I ZH S 4k 7K vian {1 .

none A ZH S Hh IR vian_id Ik SR ZH SEmE A5 VAN B o ZH SREms AN 23 N ER DA ZH W& 4K 7 vian
fE.

vian id &5 B 254 FH M4 SR (e R VT 18] VPN 2515 () VLAN s (HRERIRR D) o 40
Yo PR A E I B R P “TCE VLAN FHE IR 802.1Q 4k ” i WfE I ASA it &
VLAN.

)

FR HO VLAN ZhEsdEH T HTTP i%#:, {HAEH T FTP M CIFS.

o FEL MR A A vpn-filter iy 445 0 ZN T VPN 2105 1995 i) £ ) (ACL) 44 FK. Af
LU vpn-filter fiy 445 %€ 1Pv4 8¢ IPv6 ACL.

\)

AR Bt IE P ARG B IR, RIS 00T T A R R E A
ARSI AR -

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

FIHE ACL BC By Suvr sl 2 bh 241 Sems (1 45 AL i . ARJS, A vpn-filter fir & LAY H1IX 42
ACL.

FMER ACL, BF5EL A vpn-filter none iy &I IS, IHMAILAr 21 no B, no LI i
VIt 2 55 44k A A

AN G LU S — AN SRS AR AZAE . EPT I EGRAR A, TE% A none KB AN 4R E ACL 44
Fr. none KRBT HRNHAT ACL I BEE MM, MmZEAEH] ACL.

PAR 70 B i i)y 444 FirstGroup FFIZH SIS B E 444 acl_vpn ) ACL 93 3%«

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter fiy &N H % e (EILEHBRER) M mms (ELEARERD « A
T vpn-filter [] ACL 0 TR0V M 41, 24 vpn-filter iy 4N T B L FE V7 7] VPN 25 7 i i 82 11
YRR, NAE T2 o 40 IE A TP Mgk (A2 T ACL ) sre_ip A2 o) FIAHMEZS (A2 T ACL H
dest_ip {7 EH) BlE ACL.

2 vpn-filter iy4 M A T 5 LAN 2] LAN VPN SR AURME I, N Z ML (37T ACL 1)
sre_ip AL EHD) FIAHM LS (f7F ACL f¥) dest_ip £ &) & ACL.
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Sie i VAN sz A g —eissan i

¥)i& 5 vpn-filter DIRERC & FH 1) ACL BNV 1B . #41E ACL W5 18 T iR % 5 it . {H/&, ACLIEMN
M7 . % CABSE Ay H bR N2 i int /2, #EM)1&E ACL I sre_ip Fl dest_ip A7 EAC

e,
JETER, VPN U8 AGE ] TR IER . EANE TR A A VR 41 TF (R4 Bh i, 6
SIP @R EF: .

LELL R 7l rh,  vpn-filter F T2 fE 07 i) VPN 5/ 3o oM 25 7 S 40 BCIF) TP Sk
10.10.10.1/24, - HAMM L%, 192.168.1.0/24 .

LR ACE A VFZEAET) 0] VPN 27 il ik telnet 34452 21 A% 1 ) 45 -

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

AR ACE St ViAH M 2530 i telnet 82 B2 Uf In] 2 7 Sy«

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 eq
23 192.168.1.0 255.255.255.0

\)

¥ ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 192.168.1.0
255.255.255.0 eq 23 FuVFASHE LR A0 Yo 1 23 BSO8R AEAE A TCP i H &R 5 fE vy
] % S )% 32 . ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0 VRV A& di e A7 P 1 23 PSS FEEE
TCP i [ | S 5 AN Hb 194 28 PRI 42

R AR, vpnfilter - LAN 3] LAN VPN 3432, Rl s i R 28 4 10.0.0.0/24, JF H.
AHL P2 192.168.1.0/24. LAN ACE RV M 4518 I telnet 442 51 A 1 o9 2% .

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

PLR ACE RRVF A %18 1 telnet 3% 32 21320 F2 X 4% «

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0

N

% ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23 FuVFAHNM &% 04T Yot 11 23 TS OL R AEAF R TCP i E R 5 IR M
48 [1)i%H:. ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0 SVFZCHE M SR A UG 1 23 15 OL T EAT R TCP i 1 FRGE
A 48 (3% B2
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B ==ammn vensiam K

15 E LA R A& AY VPN 77 5] Bf4<

FriaZ |l
QUL AVEH 352 P R AT i EAE R h A« BB I TV

UK

HENZH HEmE e B
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

A LU 7 group-policy Fit B A FAfi F vpn-access-hours fir 4K it B 14 s 1) 90 B 5 s 5 40 S
Pk v B VPN Vi i Ko by 411 44 4 FirstGroup 1141 3R 1% 3 i 44 A business-hours [1) VPN 15 7] i
[ETR(EN=E S

LR S ] AR N Bl i 5 (O A SR AR AR N IRV FRIAEL . 2B ik e bk, i e LA & P ar A none B 7
MAGER RIS A PR EOEE 7R VPN Uy [ RS BB ) 25, Bl SR TF no time-range SR -

vph-access-hour s value{time-range-name | none}

i

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #

EELA S5 B&AY VPN [B) i & R 5

ST DA 2 SR v B AN L AT ERF K [R]I e Uh R o BRIAEDN 3 AR 22 il

B A Rl P A S “B” 23 i, {59 Secure Client 231 IPsec 2/ diig 23 15 BTG %% /' dif 2%
W GRZIEI ) T5R T REOR B AR 2 T A 12

R AV O 1, JF B PR H b R PR UCE SR, T2 IBSCH A IR A5 ) 25
WP o ilhe (g, WERBLA SRR sERIF HIA— M g GTRe Al PC)
W) LA P R IR 26— D il O BT 2 ik

R AV RN AT 1, WS IR BNZ s K BRI T 2 RS SR, 2 72 R I ) e 1
el WERPTAT LT Uh IS NI T ARG, e i I 2 ih . IEERAE ORI il T o
VBT oK
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il eeanEtnnE ]

— HUE RN R IR, ARG S L () A R die T il PRI, TP AT REJCVE LRI %,
I HL AT RE A ZBAE B 58 BB R 4 2 T BB i . W AR P 4 UM B 2 1, Wzl A2 Bl

IR, T LUK ZR GG 0 AN S PR 5 T ST B SR VR I, I R SER

iz
L EIRIE B &Y

$I81 | F group-policy it E F{Eﬁﬁ vpn-simultaneous-logins integer
vpn-simultaneous-loginsinteger 7445 & X {T: BRI 3. SEELEA T 0 2147483647 2.
Al FH P SCVF A ] IS 65 S N K — 20 S T L 7 — AN S5

AR AGZAE . FAN 0 WIAERE S IFIE R P s
o LA N7 2o anfi) 4 444 FirstGroup [
2 SRS e K [R] B S 4+

hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #

vpn-simultaneous-logins 4

R RV [RS8 FRARHK,
EAVFZAH T FIN R R
B A2 At I S 1 e

TIR2| (Wik. ) EBBFINE LRGN, KRS |vpn-simultaneous-login-delete-no-delay
BB LB, AR MR BT S | mpp s R ik 100 T 25 LIRS
1o

hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #

vpn-simultaneous-login-delete-no-delay

PR il 36 455 € 1 HE L & S B9 377 2]

1t group-policy HC E AN ] group-lock fir44i i A& 117 BRIz Ft ] - A GE o 3 e e & SO AT
(8

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name 2R 45 E ASA SR ERL B SRR E ST A AR . ALBUE A A AE VPN
7 i R E L 1R AL P 20 BE TR BRGSO A AR TR FRABUF o ERAN—HE, ASA 2 BHLIEAT
BATER . MR EABE, WASATEAT BRI N 24T B 68 IE . BOARIL
TBEHABGE.

TENIZATIC MR group-lock JE T, i A ML AT A H I no B kI oV At 21 S s 4k 2K A
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B casmmmsk ven sz

AR BE, WRIATTE none X T K group-lock fiT4 . none < TF group-lock B E A 2,
M FEVF no group-lock PRil. “E0 38 T Bl 1k MERIA B Fi a2 i 4L Sk 4k 2K group-lock {H

Y5 ELH R BE P BY B¢ 1< VPN EIEZ T (8]

1E

L

Z3

1

UK

(W[i%)  7E group-policy Mt B A A 5L username L BT 1] vpn-session-timeout {minutes 74 fic
VPN JEFL R ] .

AR 12350, FAK IR 35791394 4340, AT BRINE .. BB TR B 4 ), ASA NG iz,
PL R 78 2 7 WK 44 4 FirstGroup [ZH SRBE 1) VPN 2215 B I 15 B4 180 434

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

LA /- S5 el kg 44 04 anyuser [ 7 35 180 43 491K) VPN & iEHEY :

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

HAth, [no] vpn-session-timeout {minutes | none} fir4 ) H A ER A

o BT B JE MR T R r kR, TSN A2 1) no vpn-session-timeout JE .
o LRV, FERPTEgk AR B, 5% vpn-session-timeout none.

1 Ff] vpn-session-timeout alert-interval {minutes| } #ir4, o & 14 F 7 7 2 1 I 241 B i 1)

PR S5 VR P AR H VPN &4 A SN T IE 82 2 AT R4 100 B0 8. DL R 7R B s il 45 52 A 4
H VPN &G Wi IE R 2 1 20 2B 2@ 0. v AR 2 Va1 52 30 434k,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

At [no] vpn-session-timeout alert-interval {minutes| none} T4 i I Al B4k -

* fFH1Z AT 21 no LRI MBRIAZL S 4k 7K VPN 2 15 I alert-interval J& 1 :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none %7 HH JUEAS 23 B4 .
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s veN sz [

§ELHIREEHY VPN SIE = A8 AT

IR 2

UK

(Alik) B E VPN 2N IR, 57 group-policy It B % ok username Pt & A% T i
vpn-idle-timeout minutes iy 4 .

WRAE SR RE BBl E TGS, W) ASA K2 bR . f/MEDN 1 0Bl SOKAE N 35791394
orh, ERIMEA 30 708
LU 7 B s il K5 44 4 FirstGroup (R 2H SIS (1) VPN S IN B E 0 15 78

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HAth [no] vpn-idletimeout {minutes | none} T4 ) HAbEE 1
* fr N\ vpn-idle-timeout none DA% VPN 7% PR B I B77 10 4k 2K 6 BB

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

Y Secure Client (SSL 11 IPsec/IKEv2) FIEZ i VPN @mﬁ% 4 J5) webvpn
default-idle-timeout seconds fE. fE webvpn-config £ Ny ALty 4, -

hostnamee (config-webvpn) # default-idle-timeout 300o %kkk{ﬁ;b 1800 %I (30 ﬁ}@*) ’ ﬁiﬁﬂ
h 60 % 86400 Fb .

YT webvon &2, Y RGAEAL RN/ 7 4 @t g vpn idle-timeout none i, A4
S default-idle-timeout {H. X1 T-BTf5 Secure Client 3%, ASA FF%—ANIEE (K23 NHBINHE .

Uk fia) (OKEvl. IKEv2) F1IKEv1 215 ) VPN, AT IAE BRI 1 R Vr IS BRI =
GECR

o SR SR 2 S O] 7 S 1 DI I, i no vpn-idle-timeout. R GURE 4R AR A -
* WARBCE vpn-idle-timeout, ARG IR UITHE DA ZAE, ERIME D 30 208,

(%) i vpn-idletimeout alert-interval {minutes} ir4>, AT LLGESEME AR [0 FH 7 s 23 N
N2 7 S PRI ]

SRR B VR P AESL VPN 2 18 NS Bl it W T4 2 AR R (0 2 B BRINER ARG A — 7
Bt

LA N s s i) 44 0 anyuser R BCE 3 70 BHK) VPN 25 PRI I 42 31 1] 5

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

Atk [no] vpn-idletimeout alert-interval {minutes| none} fir4> ) A1 4% -
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B o:msesmE wins 70 DNs B2 5

* none Z AR PR A BV E AR .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o BRI AL BT 7 S KR )R, 1SN no vpn-idle-timeout alert-interval . R G0 4k K 1%
.
s MRARBEISH, WECNERARE ) — 7.

4R & B B WINS F0 DNS AR & =2

Nil

B

A DA E R ) WINS 25 @5 Fl DNS g5 @ . BERPIG DL T RIBRIAEN none. 2445 52 IX L2 il
g, AT DR

UK

g LRI ) WINS 5543

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

FREMIE— TP Hudik 2 =78 WINS RS20 TP Hubik. 55 A (afik) 1P Hbhk 4 E) WINS R4S 2
1 IP Mk, 355 none JC8 1T HE TP Hhblh 23 WINS AR 2o ik B N A, X425 -1 WINS R4
25 FF B 1L NER A BT R 1 2H SR e 4k A A

RGN wins-server 12 Jh, 2B mMABEE. B, WiEklE WINS R4 xxx.x, RIGHCHE

WINS 55 4% yyyy, 4w 4%, JFH yyyy SBO0ME— WINS lRFds. X T2 6
R 55 gt i B antt . TR N WINS AR 25 #5 1A 55 DA LB 1 IR g5 4, 17 7 A\ St iy & I 6 55 B
A WINS 5% 1) IP Mok

PLR 759 S 7= Wil k44 24 FirstGroup FZH M IC & TP Hihl 4 10.10.10.15 F110.10.10.30 ) WINS Jli
43

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

i T E AN B DNS k454

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

FEEMEE— IP Hhib 2 32 DNS RSS20 1P Mk, 25— (nfi%) IP HuhikJ& 44 Bh DNS R4S 251K
IP Hihik. 455 none St i E IP Huli 234 DNS RS e i B A5, X K45 118 ] DNS R4 2% 51
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nasgeiE wins 7 ons 5 ]

B 10 BRI SRR 2 I 4L SRS AR AR (B $5c 22 n] LLFR 2 DU DNS R4 astthhib: 52 A 1Pv4 Huhb R
A 1Pv6 Hitdil.

TR dns-server & )5, SESMARE. B, WERRECE DNS g4 xxx.x, SRJEHALE DNS
MR%4% y.y.y.y, %;Aﬁﬁé\ﬁ?ﬁé% %, JFH yyyy B lME— DNS 4588, X T% 6 RS2
WALt . A0ERAN N DNS ARS8 i AN o DLRTIC B R4S 2%, i AE R N e & 5 B AT DNS iR
28 10) TP il

PLR 7481 3 7 Widi] 2 44 24 FirstGroup F2H SEBS AL & 1P #uhik %y 10.10.10.15. 10.10.10.30. 2001:DBS::1
F12001:DB8::2 ] DNS k%5 #%:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

PR3 WIALE DefaultDNS DNS 454 41 b A fis e BROINI AL, W20 dis e BROINIE . A FH kA% AN T2 4, 49
U1 example.com.

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

PB4 (WiE. ) BLE DHCP W46 :
dhcp-network-scope {ip_address| none}

WIS AE RO E SO bt B T DHCP k45 4%, DHCP FF Ik 2 An TR T 20 i b kbt )
T M. DHCP I 55 %5 kIS 24 250K B A bR R R — A1 . A 4 e V% ¢ DHCP 45
FerbE SCIER > Mokt T A e 4 .

A CWEJaHl, W DHCP AR 45 85 Fa bl v e B RF 43 e 1P Mk . BB & -, E2 &I
RO A 1k .

FREIa, NS TR AT T R WA ARTE B Y BT i bl . DHCP R 45254 e I TP 3
HEFTE BT R M AZ R 4 S TP Sl hl

PO Re B AR IP Mk T H . Fldn, Sl 10.100.10.2-10.100.10.254, #EE LA
10.100.10.1/24, W{#FH 10.100.10.1 1F4 DHCP JulH. & AZEAFHM %405 . DHCP XA T IPv4
b AR R AN I iR, T HE T Sk 0 R M k6 A S .

185€ none AT FHL1E DHCP Motk /3 ic, 9 21 DER A SR 4k 7K 1) 2H S B4 T 40 i
w5l
PLURS&HEN FirstGroup ()8 MERC B, 8 DHCP Yo & 10.100.10.1 117~

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1
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B c=ramezs

R E 5 EIREE SR

I 58 43 FIBE TE SR A TPvA Y R 1A I I P A A0 R )R U«

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

AR5 7E 73 PR E SN A TP L Fe 1 B I I P A% A U e R U«

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipve-split-tunnel-policy

SRS TR LA -
* tunnelspecified - 3 i FEIE7E R4 45 513 P E 1O R 25 AR N Bt A it i . AR T A
(R W] SCARAE I Fhaze R FH P () FLIBR 32 5 1 B e o
T ASAVO.1.4 S HE s, FEfR e B & HIRET, 8] LU JE I P I I 4 2 HERR A1 3
CUHERR 7 9 P i ANBEAT BRIE %, T & SR M TR MR BT BTG Ak . HERR 3R
T 2R AN B TE A . T DU ISR 246 HARE HEBR IR, ] RVFAC HIRE & 413K

* excludespecified - AN7E R 2% 513 g 7 1 1 2% il BRI A A sl (it i 3k H iy oA sl

Iy Sl BE AL I . 7R i EA T BIRAS 1) VPN & it Bl & S L2008 A H LAN V5
). BRIV IE T Secure Client.

\}

AR R BRI T K IR S R I TR 4

* tunnelall —35EPr i A FEIE . BESRmSAEH] 7 RIREE . JmREH] T RERE U I Ak 2%, {5
TV F A HE R 45 o X BRI

AR RGO B R AR LA ThRE . A SEBUR a2 FIREIE .

51
DL 7 W7 el kg TPv4 R IPv6 8 B — AN I BE A S ms, (Gl o) B¥ 1 /%1% 44 4 FirstGroup
(1Y ZHL SRS 1 Fig e I 4«

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipv6-split-tunnel-policy tunnelspecified
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S L EN |

EEDEIRFEBER MR

Eﬁj\iﬂ%_kﬂj W 2% 21 A 7 M o PR TE A K R I 2% . Secure Client FRE 2% 5138 (B ACL) il
JE 77 B IE Y

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1ist name]

* value access-list name - FRIRFCES TEI0 I f¥ T 45326 5O TE I P T AR5 1 P 4% 1K) ACL. ACL 0 L&
£, 2[RI 58 1Pv4 A1 IPv6 Hidikf¥) ACE 14— ACL.

* none- FKn 7 FIBEIE AT M4 5136, ASA I BEIEALE T A . $5 & none 8l 2 fif ] 25 (.
KB BRI 2% 5122, ITTAR IRy BIB%IE . Ed a] By - M ERIA BRFE 52 0 2H 555 0% 4% 7 BRI 2
F B I P 2% 51 5

TR M 45 513K, m%u)\lﬂ:ﬁﬁé‘ﬁ’] no B, EMIBRFTA 2 EIBEE M & 5%, AR SE no
split-tunnel-network-list 174 . a2 MER T CRCE PN 413, AFEF513R Cin %A none
AT HAT TR .

AT 53 R BETE Y 45 51 R ﬂ%ﬁ4%%7?@%‘&)\32?%%%%5%EPT?EE‘JET%?IW%@J?%O BRI 4k
AL 2% 5%, W split-tunnel-network-list none iy 4 .

Gt

PL R 7] s e G 44 O FirstList (128 5138, IR A N34 8 FirstGroup 21 %% . FistList
e MNEBRFIERF N B TR L — 5 % 513K

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

PR IRB B an i G 44 2 ve I8 113, I ve 43 5 S m s N 21 44 24 GroupPolicy _ipv6-ikev2
LN o v6 S —DNHEBRFIR A — B TR YK 5 A 5K

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy) # split-tunnel-network-list value v6

gl | ST

1217 show runn group-policy attributes iy & LSS UERCE . A7 {278 2 03 O [F] I 18 TPv4 1 IPv6
) 6% S s I8 PR SR A I 4% 41 (48— ACL) FirstLists
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hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

Ao & 5 BB E RIE 1
T LA S 5 B AT IO BRI s %, BT AR 2 S 4] DNS.

AnyConnect 3.1 %> Windows 1 Mac OS X *1- &5 3£ 7 573 % DNS Ljfig. W 228 b4 5ng 5
FHAM B I, 9 HL i LA 5 B0 1o B0 £ 1K) DNS 7K, U] AnyConnect B¥ il 2044 5 iX 6.4,
FRUCHC (F4TA0] DNS 25 40 ik % 184432 21 4 F DNS 45 #%. F.0 %] DNS v 5 ASA 5% 2]
2P AR UCAC Y DNS 5 SRIEATBEIE Vs ] o XS SRIFAEII SCR % . 55— J5 T, il DNS ik 5
ASA [0 FHEREIIBANITEL, W AnyConnect 31§75/ dii B 2R 45 1119 DNS b7 4% LA SCHEAE B4
SKHEAT DNS f##r .

\}

ER Y54 DNS CHFRMEFNEE 85 (1435 A. AAAA. NS. TXT. MX. SOA. ANY. SRV. PTR #i
CNAME) . RVF5AT [ BsiE W 45 VLEC ) PRT & i il fFiE .

XIT Mac OS X, A 4il 2 LU 42—, AnyConnect A REXTHFE TP #pi3AfH 2173 %] DNS:
o NYLTRIE R IP Bl (B IPv4) BL'E 505 DNS F£0 55— IP Bl (Bl IPv6e) FLE %
FUORSATERML CR R — R 1P PRSOREC & ki) .

o PN TP P AL & 7 25 DNS.

E X BN &
ASA K BRINIE 4 %05 2] Secure Clients 75 7 S35k 44 PR 0 28045 W& 35 B 1) DNS 28, 344 430E H
Tk R A AR AL . AR BRI T, P Gk BRI A S (R ERIA I 4
BN SRS P R e BRI 44, 5 AE group-policy Bt AL N A\ default-domain fiv4. IR
WA, R A A A no L,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy) # no default-domain [domain-name]

value domain-name S bR IHAL BRI A . BEHR w B A BINIA, G none XHEF . Ihay &1l
AR B BRI A, OB 2% 11 FH BRI IR 44 1 77 11 BRI B R 52 A AL S s 4k 7R BRI 4

LB T BN, AT S 4001 nodefault-domain fiv4-. iy & MR BT B B 1) 3R TA S5k
Y BFEEHIZE R AT A none JXHE T ) default-domain iy AT T I o no B e
VPR RIS A

PLR 7] 27 W] 24 44 4 FirstGroup (1920 50 132 & BRIN 44 FirstDomain:
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

EX 57 EIRF BRI

BRERVIELASE,  dan A\ EEE L 5 RIS E AR AT A8 . £ group-policy ML EAE AN it A split-dns+ir 4 -
LRSI, R AT no .

A Sy BRI AR T, R gk AR BRI SRS AR TR AT RIS R . B R AR 4y )
BEIE IS 2R, WA H none JCiE T split-dns 4.

TR T S BB IE LS, AT S ET no split-dns fird . IX SR BT TG & 150 E B
TEEA) R, WRGES K none SCEEFHY split-dns fir 2 G R .

Z 4% value domain-name $& it ASA 1l i 53 E|BEE MENT 3K 42 . none SRR R BH (L7 4% DNS
Y. CIRERTER B E %] DNS #1326, MImZE L# A /%) DNS 513, FER i MBI ks e 1l
ZH WS Sk K 73 DNS 13 . ey 2 TEvE W -

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-nameZ2 domain-nameN]

BN LU BRI R P A5 H o S0 H BB R A BRI, P2/ R A RE kI 492 4
o WEEMH PR TR/ EFRT () MA) S ()e W R BIE R bR T BN IR 4L, ) DAZRAE 3 3
o U E %A FR

LA 79 W7 el kg 44 28 FirstGroup 11 2H S & P B 818 et 43 1 B JE A7 (1948 Domainl. Domain2.

Domain3 F1 Domain4:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\}

ER UL 9 F DNS B, TR E % ] DNS R4S 28 5 o0 % i - S G E ) DNS RS 28 AAES . W
RES, WA MR T/E, ARtk

73 Windows XP 14> ZIf% & fic & DHCP =&}

USRS B RS E B TR 255 A7 1Y, W Microsoft XP 43 5 G 30 44 4R . il b i), ASA
K AL BB 27 42 40 sk, I HLE O T 2k

ik DHCP 44, Microsoft Windows XP % /7 iy 1] ¥4 73 |51 5 ASA Bl A H . ASA HELMIK
Microsoft Windows XP & /' #iii DHCP Inform ¥ 5., 1% ;v (EBEE 1P Hutik )+ RS . 342 A
TEREARE . 4T Windows XP Z B ] Windows % )73, DHCP #2 e it 4 1 i . X0}
TAIE G A DHCP IR 4545 R EEARAT H -

intercept-dhep iy 4 i H 25 H] DHCP $24#.

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
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. BB R Fimi2imin & PR S aR IR E

hostname (config-group-policy) #

netmask A& L fLFETE 1P Hulk ) R HES . iy 216 no JE 2 WELE IR DHCP 44 :
[no] intercept-dhcp

PLR 759 S 7 i) k44 24 FirstGroup ¥ 2H 50 ¥ & DHCP $24%:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

BcE A T2 e E Fin iR maREiI E

Nil

8

FL I LR 25 BRI B s ) AR R 55 2 S K

UK

TR AE group-policy Ht B AR N N\ msie-proxy server 4 K HC B %5 i B85 100 U 284 C R AR 25 2%
it «

hostname (config-group-policy) # msie—proxy server {value server[:port] | none}
hostname (config-group-policy) #

BRI JE none, X IEATR E 2 i A i g AR A BEARSS 28 . A B IR i B
R a4 ) no .

hostname (config-group-policy)# NO mMsie-proxy server
hostname (config-group-policy) #

BB AR S5 4% TP ik s AL A4 A 115 AT AR LA 200/ T 100 A7

PLR 759 5 7R i) k44 4 FirstGroup (12 5015 TP Hidik 192.168.10.1 e & A4 F i 11 880 (1)1 1 2
FRBR R 25 2% «

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

L AE group-policy Mt B AR i A msie-proxy method T4 K Ay 20 7 i B o6 Pl B 30 A CERL A
CTRET D .

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

FRIMEDY no-modify. ZEMBCE P MIERIZEYE, ] %A 280 no JE .

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



PR B U

LARREANA A

mERTarsazpsnkecegs ]

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify |
no-proxy | use-server)
hostname (config-group-policy) #

A 50
* auto-detect - 757 /7 3 Be & IR0 B3 2 b H B B AR IR 4% Al o
* no-modify - X I i BE A DR AR A HH ) HTTP 0 S0 2 AR R IR 55 2 ¥ B AR
* no-proxy—24% FH 25 i 1 £ 0 a2 ) HTTP AREE A2

* use-server— B I Y% i HTTP AR AR 25 2% ¥ & LAME ] msie-proxy server 4y 4 H L & I1E .

S ACHE IR 45 4% TP ik sl W L44 Al 15 (AT A B L 20N T 100 A4 o
LA 74 S5 s WAl Ks: auto-detect IC E O 44 4 FirstGroup [ 2H S 1R W i A Q152 5

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

LR 7~ K5 44 A FirstGroup [12H 55 W& 11 30 o a4 QBE v B0 BN A IR 5 2% QAserver Al 11 1001 1F
h s P i A% T IR 45 i«

hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

i 7E group-policy Mt B A2 T i A\ msie-proxy except-list fir 45K Ay 25 7 i e 4L A i 284 T e )
WA RERI AR E . XSt ARl AR IR S5 AR AT U i) o AR XS Y T Proxy Settings X 1ifi
HEH ) Exceptions #E.

hostname (config-group-policy) # msie-proxy except-list {value server[:port] | none}
hostname (config-group-policy) #

TENBCE PR ZE T, A4 1 no B

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

* value server:port - 5 MSIE 4525 1 1P Huhik 5544 FR LR 3E - e 20 7 i 152 45 10 i 11 o 3 1155
CIpv

* none- KRB AE ] TP Hiubik/ AL Bl 1 I B LR AR AR B S0 5115

BOIELL T, 225 H msie-proxy except-listo
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B o psecaken) BrmRER SR

B A AR S5 4% 1P ik LA A 15 (AT AR LA 200/ T 100 A 775

PLR 751 5 7 i) S 44 24 FirstGroup FfI 2SI 3 0 Sa g ACFR I A8 1) 22, Horp 5 TP Mk
192.168.20.1 1) FH ¥ 1 880 [R5 #5 -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

HW i £E group-policy Bt & A2 N i A msie-proxy local-bypass fir 22K %5 7 i ¢ 4% J3 FH sl A% FH o) v 2%
IR ZA TS

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

TN E MRz, 5 a2 1 no B

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

BUELL T, 225 msie-proxy local-bypass.

PLR 7R 5 7 Wide] 24 44 24 FirstGroup ¥ 2 S0 Ji FH 0 Sa AR BEA Hh 5647

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

71 IPsec (IKEV1) E Finfc ELZ £ E %

WNEHRE AN A E, AT NP,

UK

1E group-policy & B0 Tl 777 enable JCHE 711 password-storage iy 215 E & 15 L iFH T ER
Jruin R ARG IS S R . AR AL AE i, A A disable JCBE 1) password-storage i

%,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

T, BROIATE DL N 2RI AE Gt AR DAL Tl i I R 48 E A S B A7
BNIZ AT E I ER password-storage JE T, E AN AT A1 no R
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Nil

B

# Wpsec (IKev)) ZrisEEz2 B ]

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

7€ no JE A AVF LA AL He g 487K password-storage [FI1H -
WA A ANTE FH T A8 L AR i B A3 B0 U SR A2 i DA N T S B0
PLR 7R S 7~ idn] S 44 24 FirstGroup FZL SR Jit FH 6 47 fids -

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

IBERTRAIP ILgs (RSN RO .
R IPsec IKEv2 LA SCEE IP 46

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

PHHM LZS 1P 4, 151E group-policy AL E Bz 4 A4 enable SB[ ip-comp g 4. 2245 H]
IP 4, it A\ disable J&45 1K) ip-comp #ir 4.

LNISATHCE P IER ip-comp JEPE, TSI LA no B 3K SV A HADZH S 4K A AR

hostname (config-group-policy) # NO ip—comp
hostname (config-group-policy) #

JR PR s s 2 v e 2 D bRASE P U A 8 U1 28 4 RO R PR N L 0 K A o 4

B K IR AR 2 B INREAS H P 2518 I N A7 ZE R AT CPU AT, IR TRIBE BRI ASA RS fA Rt
o A, ERBUBOMAE TR R U SRR A R P 5 Pl s i B e T A A
VA B 2 SR S DO L5 H 4 o

THREAE group-policy it & A% 2 8 F 475 enable 7 re-xauth iy 448 & /& 15 2R H F17E IKE
T AR R I E R AT S BT

IR IKEv2 ZEEA T H IKE BB A BE .

U AR FIAE TKE S8 E e PN SR AT S 0y 30 e, W ASA S AERTARET B 1 IKE Pris
LR P N P 4 RV i, A EE IKE J587 A A S s AT L S B
HUBT S AR SR PLAA M 2 4

G R P TR A e T B AR L, P AT RE S AL R R BGIE R A
G A IR K, VAR T O e . A A T A R BRI, AR
PRI M show crypto ipsec sa fir & 287 LR DAy BT AT 71 i B A 19 20 456
R 0] AR AR TKE HB A2 e H i S0pr AT L Sy I E, 3§ disable i
Fo BRNEOLT, 2Z8UAE IKE JOHT A4 e B N Sp kA7 5 43 B0k
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B 5 eyt 2555 E 1Psec-uDP Rt

Y

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

B FRVF NILAB L SEmE Ak T T4 IKE FO8AE B PN SO T Sy B0 UE 18, 4 A b2 no
TEAXMIBATRCE HER re-xauth &1

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

pEEd U RAETERL I Iy — S B AT, WEHT 5 63 56 IE 23 R
e A e A AT IR o AL TPsec PR IL R, 58 4 17 A DR SAff DRAEA3BT R I s 9 S5 A AT S i

A . — NI T DA 5 — AL SR IS Sk 7k S8 4 BT R TR . BRIAS O S 25 58 4 1) AiF
PR, BRI SE AT, E7E group-policy Ft B AU N H A enable JCBE T pfs 4.

hostname (config-group-policy)# pfs {enable | disable}
hostname (config-group-policy) #

T S AT IR, TR disable SCHE T pfs .
LENIBATHC B AP IR e 4 g T DR s PRI I QR R B, TP A B2 1K) no B,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

A IKEV1 & PimBc & IPsec-UDP B4

f&8)) IPsec over UDP (A5 I FR il it NAT ) IPSec) , Hfiff% /il it UDP 853547 NAT K
ASA. BRINEIL N 2K 4R . IPsec over UDP s& B AT (1 'CAGEH TefE vy mid s, Jf H 7 2t
liL'E . ASA TEPIFRT SA N 5% P A Helil & 40, {1 H IPsec over UDP 1] g IE TP RGP RE -
%A H IPsec over UDP, i&54E group-policy fit B A0 ML & W7 A enable <8 T-H] ipsec-udp 4,
N proR:

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp
¥ IPsec over UDP, ISAJMEE ipsec-udp-port fir4, WA TR,

Ti2E ] IPsec over UDP, i disable S8 Y. TEAIZATHCE H KR IPsec over UDP J& 1, 1HHIA
A no B X RV N HARZH S5 ms 4% 7K IPsec over UDP FA1H .

PLR 759 S5 7~ il k44 Ok FirstGroup 4 5% ¥ & IPsec over UDP:

hostname (config) # group-policy FirstGroup attributes

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



| EpmEH. BERMEH

nEveNEgzrnnEt: ]

hostname (config-group-policy) # ipsec-udp enable

5 22 )5 F IPsec over UDP, WIJi& 4404 group-policy Ao B2 FAC'E ipsec-udp-port 4. M4
% & IPsec over UDP [f] UDP Ui 05 . £F IPsec Wi e, ASA il fic & ) um O JF 86 K iZim E 1)
UDP it i, B ARt &M Z 57 UDP Ji b antb. ot 15 (RS n LA 4001 %2 49151, BRiA
ik 10000

FIAEH] UDP o 11, IEHI A& 21 no B3, 1X v NILA 4L SR g 4k 2K TPsec over UDP )3 1 {E o
hostname (config-group-policy) # ipsec-udp-port port
LR 0 0 44 4 FstGroup (19401 806 TPsec UDP 38 11 B3 11 4025:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

A& VPN 4= P im R R 1®

UK

Cafe) AT BU i A Bl B W 254 JE AR

[no] nem [enable | disable]

W24 A T LR P i dd i VPN BRI DA s B H I 28 S it it — . T EH IR I 2% . PAT ANi
M. Kk, Easy VPN 454815 Ja (16 2% m] DLIE ik e i H A §eai 1ok p% 1 H #2177 1) Easy VPN Remote
BIEML M IR, RZIRR . B 7 i bR BhBEIE, (PR AR PRIE Y J5, ATl
LI -358 16/ rd

P

DL R 7R 7R W) 24 44 4 FirstGroup (1921 50 13 & NEM:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable

FAE] NEM, 54N disable X4 . HAGEATELE PR NEM JEEE, i AUt 4 no k.
WA T A0 VR DA 2 SR s 2k AR

CAJa) A DR fir & T B 22 2 B S Bk -

[no] secure-unit-authentication [enable | disable ]

LAV S I IR HESK VPN B2 77 S £ 7 S 455 O ) B8 T IS FH P 7 42 R0 85 T gk AT 5 4y 56
KSR Y 224tk . R b Dhfe e, W2 s AN oA AR RO P 2 A CIn R RCED
BRI DL N A 22 2% S Bk

LAV BRI UE SR O BB AR i A P AR R T SO G B S I e e R g5 A . R AT EAE T
ASA FHHT 4B SR RAIE, TSI Ik 5 s AR BEAT RO E .
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B == venEuzrsuEs

pE s 15 LD RERIIE DL R, and 5 3)) VPN BEIE, WA Z047 HI - RE AN 7 44 Rt

T
LAR 78] St 7 AR A 44 24 FirstGroup (1 2H SEM JA 2242 B8 S iy i«

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

BN 22w A& S RAE, T disable CHE Y. BMISATRCE PN ER 22 S it m ik, i
F AT no JEaU. MBI FuVF AR A SN Ak R 22 42 Ve ot B 43 Bk AR A1«

CArae) A LA fir & Be B S A it -

[no] user-authentication [enable| disable]

JEJE, RIS B SRR 2 P s 5 A N P BEAT B Bk, LSRG L BETE V7 17 W 45 1)
BCBR o AN NI 42 S 03 30 0 IR 55 i RO B U 64T S 3 B0 ik o BRSO N 28T 7 S Bk
WR T AT ASA FHHTHI S S B0AIE, 15 55 L AE T #0055 4 AR IHTICE

-

PAR 755 S 7R WiAe] 4 44 2 FirstGroup (R4S WS I FH FH P B4 40 360 <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

LA P S EUE, 1E N disable KB . EENIZATECE MBS e e e, TR A
A1 no JBae LRI ATV A A 4 SEmE Ak K HT 7 5 0y 56 UE 1A

A5 F BATE fir & Ayt aod S 4y Bk (19 AN AT 80 8 A R A I

[no] user-authentication-idle-timeout minutes| none |

minutes 2445 i€ 7 RUE IS SN IR 20 BB . B MR 1 20t BROVEDS 30 B0, B KB R 35791394 43
B

T SRA 2 PR R N ST PR A B2 o 15 0 O] A 38 A5 W Bl W ASA &b & P s ) . it
AL Z8 1R il ok VPN BRIEBEAT U7 1), T ARZ8 1k VPN BRIE A

EUE

DL 7- 48] b 7= i) 4 44 4 FirstGroup 4 SEHE V& 45 43 Bk 2 R INA -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

B2 AR IHE, TEEA LA no . LRI oV A HAd 2 S 4k A 25 R I . BB 14k
AR NBINL, EMATE none ST user-authentication-idle-timeout 4. Iy 44 FH null
TE RV B A NI, KA 112 PR R IS 1577 11 BRI BXHE 5 1 2L SRS 6 A FH 7 -S4 3 5600 2 PR R P {1 o

pE s Wi % show uauth T4 FT 4755 (127 PR IN AR 202 JRHRT 25 VPN IZRE B o RHETBRIE 5 1)
IRHIE PR FH P 1R 20 R (B
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$IE5

73 Secure ClientiEZEC B KM E 14 .

fEHILAS i & L E 1P HLIE ST

ip-phone-bypass enable

MWL 1P FARSEAT, AEAT% ) il 5 ) TP L A) DAZEANRAT I 5y S A AR 0 R HEAT 4
BN OL B 2325 1P FLIES8AT . IR I 4 J3 FH TUA I Y H o

pE TR 20 %% ) v B E MAC HuhEFE i X L8207 i (1) 54y Bk

TIAEH] TP HLTESEAT, IEHI disable ST . EMISATHC B A ANER 1P IR T EE, AL A
) no ke IEIETH fo 18 I HAh 20 S 4k 7K TP FEIE 984T 1M
{EH LN ir 2 HCE LEAP 2847
leap-bypass enable
LEAP 28474V 24 Ji 1] user-authentication I 3 [ o 4 al LAiksk [ ERHE 23 N A % 11 LEAP 3
Pa B LEAP SR B60AIE, SRJGAERERT P S AR B0 AE I B R T B B0 AE . BRUIE 0 N 225 LEAP
LT o
AR P i 2 I 1) LEAP H P e — /MIEFR R BE . AT 1000 LEAP S 3GUE, KA 1 JC %
TH T BEIE R O FEIE A B Ol S TS JE ) RADIUS 4528 o Al oy ik b i & 26 FEE
R R T R A AETC R I 48 TR EAT S 3 0 IE . AR vR b i) 8T, LEAP %6471l LEAP i (G H
IR LEAP Hi#ls 1) ZFilbsiE, N ANH AT S 5UEZ BT, 1 RADIUS 45 23 3T LR IEH S
PYEAE. ARG, kS AN N P S0 5603E
L NEWL N, LEAP 2847 0] LLIEHRIZAT

* secure-unit-authentication 2522 ] . Wi | H TA B & & G 50AE, W2t — 5 9F LEAP

() WS P m AT S IGAE, SR)G LEAP B4 A4 Re i 1% B& i R4 7 1% 8%
« user-authentication & H. 70, TN H LEAP 2447,

© TEIME PRI E LN R AULIBAT MR BLYMX (CDP) H1 AR Aironet JTo2#E A . PC 170
2 W R ] DS T At ot R

Tl
PL R 7- 8 @ 7 ] 4 44 24 FirstGroup HI41 0S¥ & LEAP £617

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LR LEAP 2847, it disable Gt 7. EEMIATHCE HINER LEAP e @ 1, i ALt &1
no JE3. BEIETH feiF AILAB AL SN 4k 2K LEAP S847 (118 -

77 Secure ClientiEZACEHRIKE 1%

% AnyConnect VPN 2 )7 il 4 , 56 213 vt irid 5 FH Secure Clienti&#2 )5, AT LA A el sk 21 3
W 1) Secure Client Jifig. L4 5%ME webvpn BL BB T $2 LU 2D BRUEA T 44 -
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. 71 Secure Clienti% 1 B4 5 B /8 1t

UK

HEN L HE webvpn At B AR, H140:

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

PR A 2 v L K AME %222 Secure Client, 1541114747 none JCHE T anyconnect keep-installer
A, il

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

BRINVE BN i 2 o iR K AP 22285 . {E Secure Client 23l 45 SRR, % 7 s ) 22 2 00 2 L
R RS 1Y Secure Client SSL %42 F 1) HTTP £dis i3 46, 5% A anyconnect ssl compression
e BUANGOLT, 4 A4 none (ZEHD o ZRHIE4E, 1 deflate SCBEY . filt:

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

T R SR AR, 5 228 1T
AL PR ORRRE B IR, DU O AR EE . B KBSl NAT %4 1f) Secure Client 2R 54T
FRIRAS, BRI Ba8 PR T4 v Ak T3 AR B I ) 2 itk anyconnect ssl keepalive command:

anyconnect sd keepalive {none | seconds}

PR R IE RO VT R S FE P R E8hIs T3 T ER AN (61U Microsoft Outlook 5% Microsoft
Internet Explorer) I}, Secure Client/AN2s Wi T4 IF Foprd 2.

PUR 7R il B 2 4 B % LLAE Secure ClientfEfZ L 300 5 (5 7384 MR KA DR IR B -

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

WAl Secure ClientfEMEXT SSL 2 UG P AT F BT 2L il B FH#AE, 1514 H anyconnect ssl rekey i 4>
anyconnect ssl rekey {method {sd | new-tunnel} | time minutes| none}}

BRONTEOL N, 28 H EF AR s 4

W 51545 5 A new-tunnel B 5E Secure Client{t SSL 51 A= il & A (0] G B bs i« K5 7 vkdRE N
none 24 FHHFTAE R . B EETR T N sl R w70 F00T AR O S I 3547 SSL EHT g . mI LA
FREM 1 2 10080 (1 J8) [HIRFa] (RIS U5 TF4f B 20 FFAE B S 2080, AR E ik
PLR 744 Secure Clientlic E oA 71 #5842 e $H I R] 55 SSL HB Wy, FF0s 08 A8 i R & 0 7
SAETFUR G 30 Bl kA

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
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73 Secure ClientiEZEC B KM E 14 .

hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

W% P im s T I RE, T LLECE Secure Client £ N.i% A5 IPv6 it 1N i i) 5 BE IPv4 Vi, B
TEN iZ AT TPv4 T I 25 7 IPv6 Wit .

24 Secure Client¥} ASA HEAT VPN iE# 1S, ASA WL & P 4Bt —4 IPv4. IPv6 X IPv4 1 IPv6
WAL G153 ASA Xt Secure Client 3EHAN 43 L — N 1Pv4 Hihkal—AN IPv6 Hiuhik, D48 w] ARC & %
Jri 55 B PL T ASA AR AC TP Huhl i &8 te, B ACVRIZIR B 2eid ASA JF %/ 5 LA I
By “HHSCEL” Kk

tn, 1% ASA F¥—A 1Pv4 Hulik 43 Fid 2 Secure Client 3, H & XML . 4% im 22k
i) IPv6 HuhE i, i SRARH & i 55 B U, WS EFF IPve Uit e s (HJ, WA H & i 557 B il
W25 & P ity LA BH SCHE XU I% TPV6 i &

gAY IPsec BEiE (AN SSLIERE) , WIALSIAN ASA JE B P EA T IPv6, Al ASA
UREHEIL B P iy 55 B W SR

i/ client-bypass-protocol i 4 i H BWAE I % P SeAT Uil D g . LA R 2 dr ik
client-bypass-protocol {enable | disable}

PLUR 7~ 5 & i A T 00

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

DL 7= 25 ) 2 J0 3 2247 AL

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

LUR 7 55 Y s AR I 235 i SR AT B3 e L

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

WHR CE ASA 2 [MFELE 513391, 1545 ASA ) FQDN, LU#EHNTH T EH 87 VPN 2161 ASA
IP btk BB B0 TS AR TP HRSC (9 TPv4 2 TPv6) [ W9 4% 2 8] 1R 25 ) i i =l ik
T2 )5, SEICIAMN] Secure Client ML #3C -+ (1) ASA FQDN KAREL ASA TP il 751 3 fy
Wserp, MOMEWRES IERI I (52 I RRE I ) AULHEL.

IR AN B £ FQDN HERL )2 P 3y, 1% 7 by S 1k B e 38 Bl DA 2 (AR 2 1P Mk A T
TR IP P CANIPvA B IPV6) (1) M9 4% 2 [H] (1)), Secure Client WA Z07E 1831 2 J5 W4T 1% % FQDN
(A4 FRAEAT,  DAE g T3 2l 7 B A o 1 FH WA ASA b o ERI AR R, &P it il HL & S
tf) ASAFQDN. HURWTH, frjaZeaif sopniERadllim, & B2 th ASA #EiX OF g # hifr
MR ECED 1% % FQDN. @13 KL & FQDN, ] ASA M Device Setup > Device Name/Password
and Domain Name I % & FMTE N BIRA W 4 FQDN (G IR IZTIE F i)

WA ASA RHEIX B FQDN, W% P 3 7 AN [ TP WS IR) 199 2% 2 ()33 i TG vk BEFT 17 VPN 23 o
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EEREXH. BERnAs |

{§i 1] gateway-fqdn fir 2 fic & ASA ) FQDN. LLF 24 iEik:
gateway-fqdn { value FQDN_Name | none} &% no gateway-fqdn
PLUR 7~ ASA 1) FQDN 5 X i ASAName.example.cisco.com

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

DA 78 AL SR T ik ASA 1) FQDN. R, 25 ER A2 SR mss 4k 1%

hostname (config-group-policy) # no gateway-fqdn
hostname (config-group-policy) #

PLUF 761K FQDN & XN 23 H. Wik el A, i i hostname 1 domain-name iy 2> it & 14> )
FQDN.,

hostname (config-group-policy)# gateway-fgdn none
hostname (config-group-policy) #

B

AR R A RS54, TR LEAT IO E . TR IPsec &y IRS54%, VPN &) i il 7E 12 ASA ANAJ
FIS LR Lt il BUE RO AT, ASA 2375 £ 37 IPsec BEIE IN K 1 55 43 B R HEIL 2175 ) Ui o
WERAAE RS ) i sl ASA FRCE & RS ds, WBAT %A I 55 4% o

TEZ P d: ASA ERCE R RS . WA ASA ERCE SRS, &80 55 35 Sk
BBV AT 0w, TR i BRI IR a1 & (R ERCED .

\}

P

TR R BeAh, ARG A4 H DNS RS AR T, T BE I 2 R .

R ENA, BIFF%H DNS 1 WINS k4528 &5 15 2 DNS f1 WINS AR 45 25 AN R H M 25
T, AR5 i %% 7 Sl ik DHCP ME 2 i 3R EL DNS T WINS 15 5, 5 RS
PHNER TS, I HAA FIRS: 28 AT AN A ) DNS FIT WINS 15 8., %7 3578 DHCP F1H 21812 5

PINLE A 5545, TE1E group-policy Bl EALA T4 A\ backup-servers iy 4 :

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

BEMBR A RS54, TEAETRE R IR 2 IO O T A A2 1) no JE 0. SIS AT IC B I
backup-servers J& 1" JF 7814 M A 21 SR M 4% 7K backup-servers M, 1F S AN S50 I Ay 2 1) no TE
s

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |
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clear-client-config | keep-client-config]

clear-client-config JCHf 7455 % P i AN FH &0 IR S5 4% . ASA KGHEIE S IR 25 2541134
keep-client-config JXHEFF5 2 ASA ANKE 5 3 M55 v (e BRIL B oty 2P il FH 11 1K 2% FH IR S5
WHIE R CRE) o XERIME.

serverl server 2.... server 1024136 /& VPN 2 )i fE = ASA A n] H I ZAE i 2572 514, DL
SRS . E A2 LA TP Mkl ol E LA R AR IR S5 85 . SR KNl 500 ANF5F, - Hol
DI &% 10 M H .

LU R 7~ S 7R W] kg 44 9 FirstGroup (20 SRBS L& TP k>4 10.10.10.1 F1192.168.10.14 (1) % F IR 45
s

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

Ao & W ENFEHI S5
AT ) group-policy NAC iy 2 A #lA BN FRIEA 780 B e ST e, A N2 X
LR BRI
ASA i 14 th UDP a4 & 5 43 5iF WX (EAP) (EAPoUDP) W AL I I 1IE e £ E NI 2240k A .
GRS WAE CLFEAE S T X 48 U7 0] SEIE 2 BT R A AL E WL & ik, fra s s FidE
NAC ZHi, WA A W4 48 v N 45 Bl Tc 7 ) 42 1 R 45 2%
Vi ) AR 55 2 K 22 4IRS C. (A7 ACS LG E M5 B F I o) B2 SRS kB R4
Wi, W WA H &G IE . R 2 RSP0 N IER . Md. S B Ru. E2aik
ARAFBIE R 5 G AE S, ACS W23 1% K7 ) SEmg N 4k 222 2% 4% o
QTR B BRI 2 S s % FH 2L SRS ) X 2 M N F B, TR BT DL D B

g2
TR O RCEDRSE W s A B AE R ORI 10 2 AR IR UE AR B mia 1 5 5 SR

ATV 5. BETFR SR 2 Sl ok o6 T ML AR AT &, FOPIRASE . HATEHELE 30
22 1800 N HIFPEL. BRIAIEE A 300,

WER E P28 AT 23 1 P BRI () 22 ARSI R 5 TR — IR ML AR S e b 2 a] 1) Te] e
WG 7E group-policy At B L T H nac-sg-period i 4>

hostname (config-group-policy) # nac-sqg-period seconds
hostname (config-group-policy) #

I RN L S AR AT TE I BP0, U7 ) 2 A R AR A P 4% P LS S5 (i
2 no B

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy
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PAR 7R PR RAS A ) T I 4% (08 B O 1800 0+

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

PAR 7 8 BRI 2L S A8 IR 25 A T I 8 FO A -

hostname (config-group-policy) # no nac-sg-period
hostname (config-group-policy) #

(ATIE)  PCHE NAC FF R E A 22 2B AE BRI 1) 22 AR IR S5 3 30 BB 0 UE v I 45
VT I8 B 25 il & N — IR TGS 22 ARSI IE o % AW 2% 70 FEHT 30 UE S [R) 4 3 22 A RS T8HIE
WU 1) 4 I 4548 70 ¢ ARSI R B HT G uE SRR AN o] F, IBRIA A Sl s AR k. S AN BRI )
()2 ARAS KR 2 (R TR CLARR A AT o YT R 300 3 86400, BRINTLE A 36000,

QAR E M Z N ) 25 T Th BRI 1R 22 ARSI UE 2 TR R (A1, 1571 group-policy Bt B AR AT
H nac-reval-period 74 :

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

TS IR DN AL SR 4 A T 3G U TE I 2 (PR, 15 U7 0] B R R AR 1 2 AL SR, AR5 A e
A1) no JE:

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

DA 739116 HOHT S0 AIE VIR 25 B 50O 86400 5+

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

AR 7 181 DA BRI 2L SR 248 K ST IR AIE V1 I 8 PRI«

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(Tlﬁ) fic & NAC [JERIA ACL. WHR AR IAE R, 2 4B N 5 T3k ACL BRI 22 42
HWE . 85 nonemid g ACL. ZRIAKE 4 none. W EE A none it H 22 A IRASKAE RN, 24K
B I BRIA LTS

R E%fﬂf’ﬁﬁéﬁtug“iﬁﬁimmMé%‘/&)\fé%ﬁlj/giﬁaggjw\ ACL, i1t group-policy it st F
1 ] nac-default-acl iy 4

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #
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U NER A2 SR Mg 4k 7k ACL, i U7 ) BN R 47K % ACL 46 HIT 2 Sk, AR 5 4 by 2 1) no J&
3

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

L 2 MCE W R

* acl-name - #7218 H aaa-ser ver host fiT 2 7E ASA LRCE M2 RS A RS S AL A K. %4
FRAZNS Z a2 P8 E 1 server-tag A H /LA .

* none - 25 A MERIN AL SRS k2K ACL, Jf HAKT LA RASKAIE R NAC 215N ACL.
T BRSO N 2328 NAC, il Jf; ASA ) VPN Wi AN 52 NAC BRil ACL BRI, 35 H NAC
Hik.
PURZRBIKS acl-1 ki ok 22 4 IR AR 0 0E 2 MO 22 3 B i) ACL:

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

PAR 78 A BRIAZH s 4% 7k ACL:

hostname (config-group-policy)# no nac-default-acl
hostname (config-group-policy) #

PUR 70125 F BRIN A1 S 2k 7% ACL, - H X 22 4RSI AIE ) NAC £5iE N ACL:

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

B E VPN [ NAC #f. BROAEOL T, FesRA . W8 m M EIAMEY none, A RFANZEVLHL
PLER i B2 AL 22 ARSI 4R E R4 ORI ACL) i A—IX vpn-nac-exempt 8% .

QL e A RS IR I AT LR R 1 R R s i 4« H, 1 7E group-policy Bt B AR X T Al H
vpn- naC'exefnpt (i8] 7

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

AR Ak R IR DA LA T LA IRS IR, 157 vpn-nac-exempt 2 ) Fifi B {5 ] none 5%
A

hostname (config-group-policy)# vpn-nac-exempt none
hostname (config-group-policy) #

WL NFR e R IR 4 H A e 21 no T 0T 44 EEMIBR K% 4% Hh IR3E R G (R
ACL) :
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hostname (config-group-policy) # NO vpn-nac-exempt [os "os name"] [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

D N B SR SIS A A IR T 2% H BRI SR 4k i 413, s A bhrir 4 (1 no
FEA AR E HoAb S T

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

XLy S LR W T
* acl-name - ASA Bt B ' A1) ACL 14 F5.
* disable - 25 I G 512 1) 4% H AR 3L A3 R
s filter- CAlk) HITAETHENL S B R G PRULEC AT 20 T MY ACL s i i g s

* none- 'FFEAE vpn-nac-exempt Z JEH AN, IO AR F 4k Ak E R BT VAR AT 2 AR
BUAE . BIEAE filter Z G NI, HOCHE 7R IR %% H AR E ACL.

* OS- 9ttt RGN L AR IE .
* osname- #IERFE LR HBIRA T RN AT ES] S (Bl “Windows XP” ) o
LA R 7 125 P 4R AR O € AT T LAR ZEREAT 2 A RAS YL -

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

LR 7] R S SR MM R P A T 45 H -

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

AN BLT iy 4 J5 T SR R 28 N F2 7

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

B IR AL SRS 4k A NAC W, 15 U7 ) AP 4k 7k i% NAC W& 1945 FH4150mg, SR 1l iy 4
] no JE=:

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

BRI T, 2250 NAC. i NAC ZRAHE RS 8 AT AR IAE . Wi BRI FE v S LE k56
UERLEE, W) ACS MRS a2 FaEcUT M Sems it ASA sititi. BRIATE DL T 2 25H NAC,
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W 2% b AL IS IR 45 0% .
PLR 781 kg 2 560 it B NAC:

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

BLE VPN % PimBh KSR A
[917 2 it 300 S Ay A AN NSl R S e DU s Fo v HE I Bl K RS K e T 3R T S L
b AT R . W R AL P I R P BCE T o BIREaE, IR K TSR AR ) 2 A e . FE BRI
T, By KRR P S, AT S B A 00 £ A T IR IR P P R AS L LAN HEAT IR N2
{FH] VPN % i e 1) ASA I RE F 7 nl DLZEBEAH I (1) 95 4k b5 226 30
1t group-policy At B4 A H client-firewall #y4-, ¥ IKE FEIE P ] ASA #EIE 2] VPN %7
Uity RN N 77 K 855 REmes o BRI B K R S, T S A b Ay 21 no JE .
BN BTG BT KBSk, E AN S50 no client-firewall iv4-. It ar 2 IR BT A O BCE (1 BT K
BEShmg, AUFEA NS (S G A none SR AN client-firewall #r A #EAT T HIED) .
A 7 KBS A, FH P R 4k R BRI B At 2 SR TP AT AT S . BRI 1 P 4R AR SR K B TR
W&, IEHI AT none JCEEF client-firewall iy .
Ik Client Firewall ZET0~ 1) “ W8 Inskidm e 2 5emg 7 XTUEAE, 0T LLA VPN 25 7 i 1R AR I B & 24
1K) 2 SR T B ) A 1A R

\}

ER HHIZ4T Microsoft Windows ] VPN % iy A REAF HIX 2L 55 K BE T RE . IXLEThRE A X TRl F
b el HAl (I Windows) #A4:% F sii AN ] H

N, WM AE PC E22de T NP k. VPN &5 sy Sl /1 A H 97 K 85 F e S BT
KEETRNS, FEMREZT KB D AR L IEARIEAT o W KB 11IEAT, W VPN % P i 2s Wi T 5 ASA
PR, (UL KB SEHEHLEIFR A Are You There [AYT], A4 VPN 2/ il i 5 S [l 17 K 3 R 3%
“are you there?” 1 ST HLHEAT M5 W BA RN, U VPN 25 7 i HTE By K OC A I F 2k H S
ASA R o MZEBE D] DUE S E B X 4% PC B kRS, (EUZ SR 77k, SN P wiaT
PLAE X H AW E .
FES AN s, BEATRE T IE N VPN % i PC b AN A5 k8% Szt £ =BT K B SRemes o i UL IR 431
AT 43 % 3 BELLE TG it AR IS B AL P FE PCe fE O BRI L T, 7V mT LUER
PC, MM F Bl sl s HRARIR B LI IR NAR - GBI K 83537 S5k DA HE26 SRS B OV IR SR (CPP).
7E ASA LA EAE VPN %7 i b St () i B4R, R e ) 5 3k g s oG, AR e f izl
VEARTR T MBI KB . ASA K ILIEHE 7] FHEIEE] VPN %) 0. SR, VPN & ik 0K SR g A%
I B AT K, pR G St L SR

f2 & Secure Client [ N 155 B
Secure Client 157 KB H0 0 w] LLFE 52 1Pv4 F IPve Hutil.
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. {£ A Zone Labs Integrity R 55 38

{£F Zone

FHIEZ Al
O E 1Pv6 Huhk (g — Vs inl KL o

UK

HE webvpn 4150 B B AR
webvpn

TP

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy)# webvpn

T Lo P 28 3 R 8 R0 0 07 T 2 R o PR IR 2 R U I 1% i R VPN R AU e 45 4% 11
TP

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

LIRSS JE PR DL A AL SR 1) webvpn SR JE
show runn group-policy [value]

P

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

N T 18 2 R ) e I 225 i B3 <K 43 R ) o
no anyconnect firewall-rule client-interface private value [RuleName]

i

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value
hostname (config-group-webvpn) #

Labs Integrity B 5% 28

AT54H Zone Labs Integrity k4585 (tFK4 Check Point Integrity A 45%8) , JEHRALH T-K ASA fic
'H NS FF Zone Labs Integrity R 2525 7R IFE Y« Integrity IR 4528 4% F T7EZ 2 PC L ic & RN 52 it 22
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A

Zone Labs Integrity R 55 38 .

AN ) P U B . WAL R PC AN Integrity IS5 25 KE (1) 22 A 56w, IANSS IR UE D In] 52 3|

Integrity Hk45 #3F1 ASA L1471 & FH M 45 .

VPN % F i 54 A Integrity 267 S BAFAEZCRE PC LA . LU RIS T8 FE PCy ASA il Integrity

IR 5525 £E PC 55 Ablb L FI M 2% 2 TA) S N o 4 1k R o fR 45 A -

1. VPN & Fuidft (5 Integrity % P sigSPF5F FZEAH R R R PC B FER: ) ASA JF25 511 ASA H

P S IRE IVEAULE

2. 1t ASA SLHER P il KRS, ASA K Integrity Ik 55 & il A5 EA% [0 5] Integrity 27 Ji o
3. 1F ASA HITEARBEIITSHL R, Integrity 25 )7 i 55 Integrity AR 458 e 7 32 Bz . 52 IRIEHANAE

Integrity 7% F ufi 55 Integrity IR 55 %% 2 [A]

4. Integrity k45451 C Integrity &7 v & 15 175 FIE ) LA MG o WIR Integrity 2 7 w45 6 22 A2 5K
W%, W Integrity 452 S FE78 ASA FTIFIEHIF N Integrity )/ bt HEFEAN(E B

5. fERAEPC L, VPN %/ uipf IERVR A5 BA% 8 ) Integrity 277 i, 34 B SEME S0 . 37 R4

H. Integrity % )" s ] LAHEA H R2%

6. FEL VPN IERS, Integrity M55 % (3 20 7 ddr {75 5 1 S QRS 4% Integrity 257 SRR

A\

xR

$IR2

ASA K5 FT AR A SR —A Integrity BS54y, BT 82 0 SCRF 208 1A Integrity AR 55 s 1L

B K. WIRTESN Integrity k5545 A Atk 1545 ASA ERCE S — 6 Integrity g5 &%, ARG

BT VPN & G4 i

WAL S Integrity 4545, 1HIAT LA NP ER:

i

i 1P btk 10.0.0.5 AL & Integrity AR5 2%

zonelabs-Integrity server-address {hostnamel | ip-addressl}

T

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

FrE s 1 300 (BRiAd I 5054) .
zonelabs-integrity port port-number

TP

hostname (config) # zonelabs-integrity port 300

fE 15 Integrity k55 ae3EA TS (M R EE 11

zonelabs-integrity interface interface

IR
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. {£ A Zone Labs Integrity R 55 38

hostname (config) # zonelabs-integrity interface inside

ffif& ASA 7175 W] Integrity /Il 5% #% A AE MB% I 5G] VPN 25 U i e 2 i, 2355 12 Fh ARG 2l H
Integrity Jx 45 5 WV o

iR WA ASA 5 Integrity il 55 2% 2 (R FERL G, WIERIATG H0 T VPN & P i e R R IT
DA Ak VPN AN Integrity Ik 55 2 b i vh . {H2, IR Zone Labs Integrity /I 55 #%
KA, AT BEEEOCH] VPN IR

zonelabs-integrity fail-timeout timeout

Tl

hostname (config) # zonelabs-integrity fail-timeout 12

FLH ASA, LUEAE ASA 55 Zone Labs Integrity [ 55 & 2 18] FIEF RGN S 5 VPN 2 7 di I %

zonelabs-integrity fail-close

i

hostname (config) # zonelabs-integrity fail-close

B CHCE ) VPN 25 ) b 42 R CIR AW 2 0 BROMELF B DR 5 7 Sl SR AR BT T

zonelabs-integrity fail-open

T

hostname (config) # zonelabs-integrity fail-open

187C Integrity R4S #3485 ASA ISR 1T 300 CERIAME Ay 11 80) LA K4S 2% SSL iE.

zonelabs-integrity ssl-certificate-port cert-port-number

Tl

hostname (config) # zonelabs-integrity ssl-certificate-port 300

S IR Z N 5545 SSLAUE BT S 30 iiE, (R4 2x 458 % Integrity AR5 2% 1% ) 3 SSL iiE 1532k
1T BB E o
zonelabs-integrity ssl-client-authentication {enable | disable}

T

hostname (config) # zonelabs-integrity ssl-client-authentication enable
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BB I B 3 KRR E S Zone Labs [}

/~

05 N IER Pim g B 1% & 4 Zone Labs

S EURIE BHY
FBA | WER B KBS % P i 25 AL ¥ Bl Zone Labs | client-firewall {opt | req} zonelabs-integrity
Integrity M, A LL T ir 4

1l
hostname (config) # client-firewall reqg
zonelabs-integrity

T—5 4t 4

ARVEAE R, THZSMICE VPN 27 i by K Sens , 55 157 0. 4B5 k852874 zonelabs-integrity
I, IR E BT KBNS ) 2 25 T8 Integrity JR5% #5231 2 1X L SR

REE RS

L R ar S ABEE AN 05 5 by kB S8 HRERC B RN & 10— AN s2l. A7 0V EANE B, il
Z RN E VPN % P iy KB5S, 2 157 1L,

o SRR R Kt

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

o AR AR

hostname (config-group-policy)# client-firewall {opt | req} cisco-security-agent
* ol kg

hostname (config-group-policy) # client-firewall none
o HE Bk b

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num product-id
num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

* Zone Labs [j ‘K 1%

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-integrity

\}

R B KRR zondabs-integrity B, TEANEALE S48, Zone Labs Integrity
55 4% 2 32 SRS
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hostname (config-group-policy) # client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | CPP acl-in
ACL acl-out ACL}

Sygate ™ AP K1

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | reg} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | reqg} sygate-security-agent

.

Network Ice Black Ice [ k5%

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 8 client-firewall f8 % X BFMLTE
2 P W
acl-in ACL PR et N A A 6 S
acl-out ACL PR 0k A A S
AYT i€ %% ) v PC B K K8 N F P 7 K B KM o ASA 254 2 LA fR By
KBEIEAEIEAT . K§HIi]:  “Are You There?” I BEAWIN, ASA
LSS S
cisco-integrated | 5E Cisco Integrated [ k55257
cisco-security-agent 8 5E Cisco Intrusion Prevention Security Agent [Jj K 5527,
CPP fi5 7€ Policy Pushed 14 VPN &/ biii By K 3 W Ui o
custom 7€ Custom i K EESET,
description string Ui HH BT kB
networ kice-blackice J5 3 Network ICE Black ICE Bjj k8527 ,
none FORTCE P 07 KB w4 B BB B K S sk, AT A 1A
FHBIS K e g o 57 1 BRI ERHE 72 1) 20 SR 4k K 977 K 55 S0 o
opt FOR AL T KGR AL
product-id FRIRBT KBS o
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req TR TR KB

sygate-per sonal & 72 Sygate Personal i K57

sygate-per sonal-pro ¥8 € Sygate Personal Pro [jj K27,
sygate-security-agent 5 5E Sygate Security Agent [j Kk EE2 7
vendor-id NP SR IVAR

zonelabs-integrity }8 52 Zone Labs Integrity Ik 55 a5 K B2,
zonelabs-zonealarm ¥5 7€ Zone Labs Zone Alarm [Jj kK B5J3HY,
zonelabs-zonealarmorpropolicy | # Zone Labs Zone Alarm &k Pro [ k#5257 ,
zonelabs-zonealarmpro policy |55 Zone Labs Zone Alarm Pro [95 k55554,

PR 75481 S5 7= 4] 4 44 A FirstGroup 2 SRS 15 H 77 2 Cisco Intrusion Prevention Security Agent [1]%%
J 5 917 K it SR -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

Bic & &= F i 7 o] AL )
1t group-policy Bl E AL N H] client-access-rule #iy2- ik ASA ML vl i) 1Psec 42 I A2 i)
2 g S R R R A PR B AR o Rk DA VA DUk il B <
o WHRASE SR, ASA ¥ RVFITH IEHI T,

© WER—ANE S A AN LR, ASACRHEZEIIER: . W R E SHELN,  WE A 255E SC
A SVFRIN; I, ASACRHEZE T &R .

o W TRRAERELE 3, SRR A 06451 5 HAE show vpn-sessiondb remote i H AR AR 55 4
NG

o * PREMBCAT, WTLAERESIIN R Z YN . B4, client-accessrule 3deny type* version 3.
SIS 3 R P s U e R, FELE T AT IS AT RRCAS 3.x BRI 2 i 2R 2

o BT LIRS B 22 K 25 SR

o XTEEAUIIN IR 255 AT AT

o X AR S RN B RRCA TR 25 s T LA n/a
TR, AL 21 no B thir A5 LR i 25544

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
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BEIMER FTAT RRN), 58 AN 22801 no client-access-rulecommand. X 23 T A 0 E K],
AFEEZ N Cap @ 4 N none KT client-access-rule v 2 HEAT T AIE)

BOATGOCT s Jour R e 494G %5 P i U7 el KNI, FH 7 K b A BR U\ 2 SR v (1) AT AT R

SR L1 P AR T U, ISR none JCEEF I client-access-rule T4 . A 4G
TR % P i S B RRCASER v] LAk AT 1% H2

hostname (config-group-policy)# client-access rule priority {permit | deny} type

type version {version | none}

hostname (config-group-policy) # no client-access rule [priority {permit | deny} type
type version version]

R T I PO T S EU 5 S

% 9: client-access rule 5% XEF NS

2% 15 AR

deny B2y 52 RN SRR AS B 25 I %

none FVFIEE P Ui )] Kf client-access-rule % & 0 25 (H, A SR VPG BR
o Bi7 ik AER A BAR R F) 2 S 2 AR A o

per mit FOVFRY 8 RN/ SRR AS B 25 I

priority B UM AR 2. AT S NSV R AT S L o6 .. L, &

J7 S SRR B RRAS DG FE (10 AT S/ N BB AR R Y B R o 2R
BURMRS RN 5 Z 2P, ASA X BIKE .

type type W AT BB AP B AR IR A A . A H L 45 HAE show
vpn-sessiondb remote .7 RSN SE VLS, (R A DN * AR R il
FCAF o

version version WA R AR B AR R BRI, #ll17.00 45 5 25201 5 HAT show
vpn-sessiondb remote %7 H AN E A UEHES, (R A] RN * AR Rl
BLAF o

PAR 7= 9 2 Ui 24 4404 FirstGroup P2 S G 20 7 S U i) R o XL Se VRIS AT B AEIROA 4.x
AR VPN 227 0, [R] IR 48T Windows NT 2% )™ b :

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version *

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”
version 4.*
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memrEd ]

\)

AR R FBUEAVHMERMERMERIEA TR E, (R %) RIS KX B ASA [ 2
fEVERC.

ERRPEM
AR PRI R TR

ERNTEOL R, A BC A AL Sk 2k R B A P S Pk . ASA IR SEVRAET P 200 70 O s 8, AT
B i N2 AL T . o, wT LA SE — NS BT R 952 7 o I T R 75 il B
PR, AHEZ TR I 24 /N7 R AR .

EEHFRBEER

BRI P A TIECE, AR A SR AR AR I BRE, 14 all <55 LL A& show running-config
username 4, W NN

hostname# show running-config all username
hostname#

R R T Cls e it TR 4, WDAREE R (KR s AR A0 i SR s all G
o WAR AU B E E. BURZRBIN 4400 testuser (1] st i & (K 1 -

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

EETABREN
IMEEERE AP, WTLMEH username fir4 (EA username #30) 1) F P A ECEND (BTG
gt BeAT T 2 WA JE P AR 4k 7K 5 415605 o

P 43 6 U 2500 0, 25 4 ] user name i &5 AT o login iy & 80 e HEA T 5 40 56
WE. ZREH AN E] ASA B e, 1 E AR B AL RN username v 4. EMIBR S, 1A
b4 GEAZEMERH 2D 1 no A ZEMIBRPTA M P 4, 15 clear configure username
A AN I 7 4

W E A P ERS AR A

i\ username iy 44 FH P 4 FC 25 TS RVRFA 2 3 . v LA\ nopasswor d S - DAFR 52 0 AN T 2
WA, WURGASERE TS, Wa] AR 15 AN e A7 i #

MR RTIE R privilege SSHE - RTBCE I IR . RGO (BRI 2215, REUH
LG AT R RO . BROAGUIN 2.
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hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

RV T b A F AT OB T AR K

username iy 2 B 7 AR

RKpFITE Epd

encrypted RN E TN

name AL P AR

nopasswor d LRI P e .

password password PR P A S IR A A

privilege priv_level B R P AR . JEE R 0 2 1S, AR 0 B A A B
ASA [RRESTHN . BRI A 2. FR G FI B3 ) SRR R 15

BOATEOL T, A UL ar 2 AS IR VPN R 58 s MR s SHEms Rt 20 S s B BT AT {1
PR 791 8 7 A AeT A FH 0 25 8565 pw_12345678 FIRFALZN) 12 KL 'E 44 4 anyuser R F:

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

BCE A RS CUnsRAD AR g, Wi B A ko XL P R AR RN . ZEMIER AT
JEVEMERT, A AT 1) no JE3.

N attributes JCEE T username 123k username BER:

hostname (config)# username name attributes
hostname (config-username) #

PR A IR N, DA W] AR R 1

BEEVPN AFREM

BC & 4r %

VPN JH @ BB R € T VPN BRI, i AR &35 ik o

AJLALE FH P DA SR 4R AR A FE FH P 44 SO I PR B PR AR . R4 5 R 7 A v 4 2 Jed 2k (1) 20 SR WS 1)
SRR, EHI vpn-group-policy it 4. BRIAEDOL T, VPN H ¥ group-policy KEk:
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hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

KF T-4F username # 2  w] HFJE P, W LU I AF username 20 T FC B 1% )8 1R 78 i € P I 4L 5
% 1 e A

PLR 78] Sl 7 WA L& 44 4 anyuser IR P 444 FirstGroup F2H B 1 & 1«
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

=R LiNR S
T Tk T D ] 91 TR S s 11 4 R SCIE Au VP L P U ) RGN
FENIEATHCE PR E T, ER AL A no . LB TR A4 A2 SR s 4R AR B ) S AR . 22
By R4k A, 5%\ vpn-access-hours none T4 . BRIE A AN 32 B i 17 ) o

hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) # vpn-access-hours value none
hostname (config) #

LA 7 B St 7s )R 44 4 anyuser (1917 544 2 824 (R Ta] i Bl s Sk -

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

B E & AR ERE

g AL P SRV S K RN o B VB 0 31 2147483647 BRME A 3 MR k. EIEAT
e PR I, T A AT 1) no JE. A O INIEE T G sk I B L U

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

\}

ARV [N R L IRARE R, (EAVFZ AR RN S ] RE S AR 2 MR IR R PR RE

LUR 7R s g 44 anyuser [/ )7 35 B e K Rl IR 65 £ 4

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #
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CAlik) BERCE VPN 25 NGB IR, 157 group-policy Bt & 4% {5k username Mt & A 2T 48

vpn-idle-timeout minutes iy 4

U ARAE S E R BT ARG S, W) ASA R b ibide . e MEA 1 2081, KAl 35791394

o,

NN PSRRI

PLR 7R 7R a4 4% 4 FirstGroup (2150 1) VPN 25 JREE I ¥ B oA 15 738

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

HAth, [no] vpn-idle-timeout {minutes | none} fir4 (1K) HAb £
* KA vpn-idle-timeout none LAZEJT] VPN #7 PREE IR JF: 5 1 2k 7 i I (R

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

X EHE Secure Client (SSL A IPsec/IKEv2) FIJG% F ity VPN 44 H 42 /5 webvpn
default-idle-timeout seconds fii. 7 webvpn-config Bz N A ttay4, .

hostnamee (config-webvpn) # default-idle-timeout 300, %ﬁi&ﬂﬁ;@ 1800 Wh (30 \%¢) , {ELJ
b 60 % 86400 .

XTI webvon 354z, Y RGeAE A NG/ A 2 JEPErh s vpn -idle-timeout none Itf, A 4x
SZjifi default-idle-timeout {H. *FT-FT4 Secure Client %4, ASA 75 ZE—ANAEZE )25 HHE I H

XfFulk gl (IKEvls IKEv2) Al IKEv1 ZFEVT ] VPN, Bl T iUAE I IF fe 120 I BR il 1 2%
.

o WU A S B ) SRS IR S PRGEE IS, 1 HT N no vpn-idletimeout. R G 4RI AE
« WKW E vpn-idietimeout, HS4 RG LIS T H S Ak AL, BRIMEN 30 73 8h.

(nf#k) ] vpn-idletimeout alert-interval {minutes} fir4>, TJ LLGESNE L E 7] FH 1 o2 R
N T SR IS ]

PR AR B VR AESE VPN 2 18 DANTE Sl T W T4 2 B 1) 0 Bl BRON AR IAIRG A — 2

Bl

PLR 78] S 7s WHR[ 24 44 28 anyuser (A8 3 4081 ) VPN 205 PR ER IS 1R B -

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

HAth [no] vpn-idle-timeout alert-interval {minutes| none} 4 {1 HAb 1A
* none ZHK IR UM AN SR BB
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hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o SRR M 4 B P S SR R R )RS, i N no vpn-idletimeout alert-interval . R GUE 4k K 1%
18,
s WIRARBEISH, MERNZR ARG — 8.

gz

(W[i%)  7E group-policy Bt B A% A B username At E A5 T il ] vpn-session-timeout {minutes 7y 4 Aic
. VPN HERL R AN TR o

SRFI I 0 128l IR 1] 2 35791394 3B BATERIME . BRIN [M] BeA AU, ASACKE 813
LR -8 S s e fg 44 FirstGroup [RIZ1 5K VPN 2 THEEIN 35N 180 73

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

PAR 78 27 4 Ae] 2y 44 24 anyuser FOH] P BCE 180 238K VPN 231l E I -
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

At [no] vpn-session-timeout {minutes | none} fir4> (1) HiAth 154 -
o TEM I SREWE MR 8 1 I VR 4k aR,  E N A4 1) no vpn-session-timeout JE 2.
o TARVFLIRFBI Y], FRBLpi b4k KB, 1% A vpn-session-timeout none.
1 H vpn-session-timeout alert-interval {minutes| } fir4-, B & 7] FH /- 57 25 1 EE I 2241 PR s ]

SRR B VR ESE VPN 2 il A ST T IE R 2 ATRIAR 0 BB DUR sl o i i85 1 7E
JC VPN iR TFERL 2 T 20 2P EE 0. o DR VBRI 1 2 30 704l

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes | none} it 4 1 HAb 1 -

* % A2 1K) no JE AR K WERIN AL HEIE 4R /K VPN 2 1B alert-interval J&

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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* vpn-session-timeout alert-interval none F/n 1 7 A4

Rz ACL 5T e &%
g B VPN R g A 19 LLRTHC B T e € ACL 448K, B4R IEAE ] ACL JFRy h A4 SR 4%

7 ACL, 1E¥i N\ 1S none KBTI vpn-filter iy 4. ZMIER ACL, H5H I & H vpn-filter none iy
ORI no B2 noi& I AV AL SRS AR RS . A 2 B BT A B .

AR ACL iR 'E 4 AR VF el i et FH 7 S Fh R i /. WVERS, VPN IS OGE F TG &Rz .
EANIE FH TR N RS A VR T 1 T A4l Bhide 2, i dn SIP ik fz. #R)5, AR vpn-filter iy 4 LA
x4 ACL.

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\)

ER % )i SSL VPN AMEH] vpn-filter fiv4-He ¥ ACL.

PL R 78] Sl 7s HR) 24 44 28 anyuser () P 5CE W 4408 acl_vpn 1] ACL [ 9885

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

15 7E IPv4 th ik F0 /) 4% #8555
T E O ICa s 2 T TP M A 23 . SR TP Mk, % ALt a1 no JESA.

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

PL R 7R~ 7R i) S 4% 2k anyuser (9 P 3EE TP ulik 10.92.166.7:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

Ry DR i 1P Huhkfc &1 FH A M 25 05 . Wil 48 F 7 novpn-framed-ip-address iy 4>,
Wi ZI4E € ML HERY . BEMI R 7 I HERS, I AT 210 no TE . AT BRIAMT W B A

hostname (config-username) # vpn-framed-ip-netmask (netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)
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PR B U

LARREANA A

ser e st fomseieng I

PUR 78] B 7R G a] 344 24 anyuser B F 38 E T MAEID 255.255.255.254:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

E IPv6 331k F0 W) 45 4585
fi g B RCA R E M K 1Pve MUBERT M 2% HERS . SR TP Huhik, AL A 21 no FE .
hostname (config-username) # vpn-framed-ipvé6-address {ip address}
hostname (config-username) # no vpn-framed-ipv6-address
hostname (config-username)
LA 7 S 7 el k44 A anyuser [ 7 8¢ TP HuhE R 2548565 2001::3000:1000:2000:1/64 . itk
FORATEAE A 2001:0000:0000:0000, 21 1D 4 3000:1000:2000: 1
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

TEREE L

FeE s el DU R Y VPN BRIE 257 (IPsec BRIG% /' 4 SSL VPN o BRIAME FREL H BRI L Sk,
BN TPseco ZEMISATRCE PR EME, i AL a2 1) no L,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

L 2 S HUE MR -

* IPsec—(EPI NN AEAA GRS )% )7 i s H A 22 A R 50 Z ) i IPsec B&IE . B FILE {1y
BAIE N L BRI P PRI 2242 50K

. Webvpn ik &5 F HTTPS (1) Web 30 %025 [ap e # F P 32 6% 7 i SSL VPN Vjie), Jf HoG
TR P i

HAMb a2 AR E — AN M EE R . 2 /D D2 — N R R U B Pl ek VPN FRE 2T IE
.
PLR 78] S 7s WHe) 24 44 28 anyuser (/) 7 BC &G % P i SSL VPN A IPsec FiE 5

hostname (config) # username anyuser attributes
config-username) # vpn-tunnel-protocol webvpn
config-username) # vpn-tunnel-protocol IPsec
hostname (config-username)

hostname

hostname

(
(
(
(
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] value S8 7L group-lock J& 4 AR filze f A o T4 O 148 e e e e & SO kAT U
] o 2B A A A T VPN &P i HH C 1R 2H 5 7 43 C R T S A A A (R R SRR e
RA—FE, ASA SBHIEH P TER:., WA EABUE, W ASA 7EAZ B BL A RO X
F P 347 S 56IE

PEMEATEC & PR group-lock J&E, iEHIA LA 21 no . BEIED o i/F A2 S 4k ik (. 22
#5H group-lock -8 1k MBRIA B F5 2 IR 4L SR mE 4k 7k group-lock {H, TEHI A none B

group-lock ¥4 .

hostname (config-username) # group-lock {value tunnel-grp-name | none}
hostname (config-username) # no group-lock
hostname (config-username)

LR 7- 9] 32 7 el g 42 24 anyuser [ P 158 B 41 BHE -

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

ARMEPiRA R BRAEEEE

R BT RVFH P AER i R EAAE UG 30 . BRSO T S22 . AUE LAk T4
Al PRGBS S A . BAEI ISR, TE AT disable Y1) passwor d-storage
. EMNISATHE E F MER password-storage J& M, 1EHIA M2 no B X SV AL S0 2k K
password-storage FJ1H .

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # No password-storage
hostname (config-username)

Wb A 528 B AR AE 28 ity B ) 56 UE BRE 2F 25 it AN A P B B UE Tk .
PLR 759 S 7 infn] kg 44 24 anyuser (897 77 i FH S35 A5 47 4k -

hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)

fic & #198%E VPN 1382 ACL By s 1E5CEE

AN BEA PR KIS D0 SORT AT VPN B8 &8 ACL I W R0 (14 fie S K

HE#INA VPN 3E3E ACL
MHETUHE ASA W 4% BN vpn-filter ACL I, i&4047 LA F 25 1.
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| EpmEH. BERMEH
mEEE veN s AcL e ass I

1. ERY EAIEH vpn-filter ACL (R%1: new_acl.txt) .
2. M NECYRETT vpn-filter ACL (7-#l: old_acl.txt) .
3. 4 ACL G5 & st B«

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/”/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. ¥ push.txt AL F] B4

{3 F#THY VPN i3 2% ACL 45315 89 VPN 5T iE 2% ACL

R CLUT PR ASA B FY I vpn-filter ACL:

1. BRRERHIA vpn-filter ACL I #8231l 8 AN vpn-filter ACL.
2. fifiH vpn-filter ACL 3K BB 21 5

3. MR ENHIIH vpn-filter ACL.
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VPN Y IP it

o BCE TP Hhhb oy BOSRmE , 25 175 1T
o o B A 1P Huhbih , 2 177 W
o fil'E AAA SFhE, 55179 7T

* BCE DHCP 4k, 25 180 1t

=] Y o
e E IP #bii 5 Fe S5 BE
ASA A[A§ FH LN —FpEk 22 30 5 3ok 1P Huhik 2) Bo g v FE U 7] % 7 i« U0 S0 B 22 Ptk 20 e 7 v, )
ASA B RSG—NET, BHBEB] A 1P hk Ak, BB, IiEER SR .

* aaa NAMBSRIGIE. PP RSS2 A P R 28 1P Mk R CRC & 1P btk i 5 473
WrE g s, ABUERIE T k. tEIVEE T 1Pv4 F1 IPV6 73 e SR .

* dhep M\ DHCP JIR45-#8 3K HC IP Mkt . 4084 H] DHCP, WNJAZIAC'E DHCP k4545 . B 20 X
DHCP fil 5545 nlAF A I IP thlikya [ o 77708 T IPv4 43 Bl SR .

* local Py SIC & bk it 2 73 P I HE 3t DAREAT IC & ) B B B 7056 o I R H% local, I 2548 ]
ip-local-pool iy 72 SCEAE ¥ TP bk [l S5 ¥43E H T TPv4 A1 TPV 73 BC SIS

o AV IR M — BN )2 J5 0 SR 1 - 76 1P M S i 2 5, SEIR — B
TATTCFAE . SOAEIE AT 57 11 bt/ e T 5L TP M B B B . BROAY
BT ASA RLHREHITAEL , BERLE G 2B T 1Pv4 440

S ik — SR P MO TR % P 3 7k
BCE IPv4 Bk 53 BC
o

JA Lt ASA 704 1Pv4 HLhEZr ey VPN IR T st b 22 B0 AT I35 2 N AAA IS5
#% DHCP JIx 45 i A Hy bk vt 3R Y TP Mk BRI OL T, XEETE E .
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B o= rewusm

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}
il
B, AT LR TP SR T8 5 EOR T AR 4 F A IR TR E &R 0 42 480 Z3 4t

hostname (config) #vpn-addr-assign aaa
hostname (config) #vpn-addr-assign local reuse-delay 180

DA 7 B FH iy 214 no B 248 FH ik 4 e 2.

hostname (config) # no vpn-addr-assign dhcp

BCE IPv6 ik 53 Be

i

JA FHEE ASA 045 TPv6 HLhESr B2y VPN JESIN AL (Kb ik /) o5 3% AT 5952 N AAA 55
s EAS U HEV SR TP k. BOATEOL T, XA R .

ipv6-vpn-addr-assign {aaa | local}
il

hostname (config) # ipvé-vpn-addr-assign aaa

PAF 754 H i 4 1) no JE XA I IE 23 iC U7 1%

hostname (config) # no ipvé6-vpn-addr-assign local

EEMMU B

i

L R I7iE2 — B ASA FECE )bk 23 it 773
o BFE IPv4 Hulik 4
WoR CRCE L k. CRCE bl 4> iC v AT B4 aaa. dhep X local.

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

o & F IPv6 Hutl 4L
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| veNesIP st
CEPSTETT T |

PR ORCE R Tk . CECE Rl 7r B 7572 0] B aaa 5L local.

show running-config all ipv6-vpn-addr-assign
ipv6-vpn-addr-assign aaa
ipv6-vpn-addr-assign local reuse-delay 0

BoE 7S 1Pt ik it

LNCE T VPN RV ) BEIE 1 IPv4 bk, 355754 RRc B A ip local pool it B
TR sk, S I A2 no TEA

LRCE T VPN LY ] BEIE (1) TIPve Hubibith, 57542 BE R R A ipv6local pool fir %o 1%
PRI bk, S S A LA [ no B

ASA MRYHIERL N E SO F B RE 4SRN A8 I bkt o bbbt 3 P AR T2 I RO JE R
SCAFERAA A E T 2 ik, ) ASA K425 7] ASA VN Tty hbt (0 )51 1 Y k3

R ARA 7 B 2y ettt FRAT TGS A 7 W I F (bt AT AT SE A AN I X £ Y 2%
% H o

)

AR B CUE I REE A D AT R B sk CRI, i TG I, B S S
AT G IFaf DR 2 AR 450

R ETER .
o Hhlyis BRI AL P IBR, SRR T EREA T
WA, BRSBTS A I BB TE AL T .

BERAN LI A7 B ik, 0 AT g2 350 ASA 94T A —EL.

Bc & 7 th IPv4 itk it
\)

AR WEREHE CLI LB SR sh B 41 b 2 i AR B ikt R B 28 P P80 IR
FE SRS I R AT IR S O NSRRI, IBRTE AL P IR bk, RIS T AT B, Rn
HOPrAS N BIBEEAL T o WERA DX R 7 SGE k. WA AES T2 ASA 1T A,
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UK
HF 1P Hu bl e S ik 73 e 7. NS4k local 1) vpn-addr-assign 4

il
hostname (config) # vpn-addr-assign local
FCE MG . pdr & Ak dr 4, IF4RE 1Pv4 i3I a7 R 6
ip local poolpoolname first_address-last_addressmaskmask
Tl

IR IC & 44 8 firstpool () 1P Hidikjth . A2 4fithdiloh 10.20.30.40, Z5ithhl>y 10.20.30.50. PL%HERY
hj 255.255.255.0.

hostname (config) # ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

PRGN 544 firstpool f TP bkt

hostname (config) # no ip local pool firstpool

B B A< it IPv6 i ikt

12
¥ 1P Huhbyh ey Mtk 2 BE v, NS 4K local 1) ipv6-vpn-addr-assign 4.

=l

hostname (config) # ipvé6-vpn-addr-assign local

e B bkt . e ki 44, JFAE G IPve Mtk USRS (A0 FNEAEAH B k7 [
SR ELEpiiN e

ipv6 local pool pool_name starting_address prefix_length number_of addresses

il

IR BIELE 44 ok ipvepool (1) TP Huhlith . dcaniihl Xy 2001:DB8::1, FIZR& K 32 47, ZEAEHhEhH
A I iy Mok B0 100,

hostname (config)# ipvé local pool ipvé6pool 2001:DB8::1/32 100

IR I 44 > ipvepool ) TP kit .

hostname (config) # no ipvé local pool ipvépool
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CEFYTETTN |

fc & AAA St

N

Nil

qER

ﬁu%ﬁﬁ% AAA RSS20 VPN S FE 15 7] % /7 S oy B ik, A0 4 SE 0 B AAA RSS2 E IR 45 2 41
%414 % 2% T 1] aaa-server protocol fir4 .

UeAh, M 2RI A RADIUS S 43 50 E e i 1) 32 e e B S AT

LJT?FWJ%W%!ZDH%%?J firstgroup HIBEIEZ E 444 RAD2 ] AAA k55 #s4l. I REe s —4
DAPATHIL IR, (Pt , 80T e L4 N BRE A fir 44 0@ BRIEAIRTY . 2P BRAE LU R 7= il h
IR )H\'ﬁ%@ii’ PR RAT BB, SRR A AR ) JA £k tunnel-group i %

XEEIR] Ed HBC BRI R

hostname (config) # vpn-addr-assign aaa

)

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname )
)

hostname

config) # tunnel-group firstgroup general-attributes
config) # authentication-server-group RAD2

WERCE T 1P UL AAA, AT R R PR

i

W AAA BCE N HUIESEET7 v, WA S ECN aaa It vpn-addr-assign iy 4

hostname (config) # vpn-addr-assign aaa
hostname (config) #

B T AR R DT 19 (144 4 firstgroup PSS 41 Y LAN [)BEIE 4L, A CH T type I
tunnel-group 4. LA R /R E B Iz FE Vi 1n) B 41

hostname (config) # tunnel-group firstgroup type ipsec-ra
hostname (config) #

W NG B PR E A, 7R % LESQTTiJ%iJ firstgroup MIBEIE 21 L AAA HRZ-#541, WEHIA
Z¥h gener al-attributes [¥) tunnel-group 4.

hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) #

WS HT S0 RAER AAA IRS2541, i\ authentication-server-group ir4 .

hostname (config-general) # authentication-server-group RAD2
hostname (config-general) #

T—F 4
Iar L WHE NSRBI P S EEZ . RPN, WEHGSS%.
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VPN # 1P 3t |

Bic & DHCP Sit

$IE6

Lo#iff A DHCP 24 VPN % 7 w4y Behhl, 2000 SGH & DHCP ilk4s-#5F1 DHCP Jil 4528 v {# F /Y 1P
HohEVE . SR JE MR PR E SO F 2 L DHCP k45 4% . 5, W nl7E S Behc & SO sl /- 44 Kk
FIZH SR A 2 X DHCP WY 4530 [ o

PLR 7B 44 4 firstgroup (FERRALE SCPF 2 Xk 172.33.44.19 () DHCP IR% 2% . ZonBilic f 4 h
remotegroup (121 5l DHCP M 4% e [ i L4 10.100.10.1. (44 remotegroup ¥4 5K IE 5 44 4
firstgroup [FEEILE SCHFORIE) o anoRsE UM ZSIEE, W) DHCP Jik 45 4 4 42 k- vt e 8 st 7> 43 TiC TP
Huhko BRI, BB IR S EC A 1k

FIRZ B

T AT P TPv4 MUk bR RS0 e % ) S Ul () DHCP R4S 2% . b4, DHCP SIS R4 T,
AATTH S B bk 43 T

i

H4 1P HuhE b e B ik 53 e 7 v

vpn-addr-assign dhcp

ST 44 N firstgroup [IIEREEC B SO NI RE U R &0 & S .
tunnel-group firstgroup type remote-access

TN BT B S A Pl e T A, UG B DHCP IR g5 #5
tunnel-group firstgroup general-attributes

iz 1Pv4 ki€ X DHCP lRds #, SRJ5 1R t B&iE 2 e B
dhcp-server |Pv4_address of DHCP_server

ANGEH] TP il 72 L DHCP 45 #% . W M IEHNC & SCMHR 2 24> DHCP R %5 s btk . % A\ dhep-server
T %o AT 2K ASA E B A AR 2R AR I VPN 25 /7 S ) TP Mk [ 45 7€ () DHCP [l 55 %%
RAL P NI I o

il

DU 7R TP Huhilhy 172.33.44.19 [¥) DHCP 45 2% . #RJ5, 3B H g4 il i

hostname (config-general) # dhcp-server 172.33.44.19

hostname (config-general) # exit
hostname (config) #

WAZ A A AE, A4 remotegroup (1 PY B .

hostname (config) # group-policy remotegroup internal

(Wi%. ) HEN group-policy attributes At & A I3 X DHCP 4% [l .
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CEITETT |

dhcp-network-scope ip_address

URAEE LI B S P Oy I RC B T DHCP 954,  DHCP A Ao bR VR B TR 21 i s k-t 10
Tk . DHCP g5 & ikt s 25K A S HIEE AR R R — A7 R AR R A VF 1L $E DHCP Jiids
A e SCHI S Mk, TRy e 4.

AR E X%, U DHCP IR g5 s 4 2 k- i e B0 70 e 1P k. Rk dr &t 2
ARG HIE A 1

FHREIEH, TR P AL T R B AR A KT ik . DHCP IR g5 #3421 3
B e 0 9 5 iz st ik 23 S TP ik

FEBUR T ReBRE O IP Mhk T H . #l4n, ikl 10.100.10.2-10.100.10.254, &0 HuhE
10.100.10.1/24, W{# A 10.100.10.1 1F4 DHCP Ja [ . 5 AZEAFHM %495 . DHCP X 1] T IPv4
Tk W R AR R M A R M, TR Tk O M G A B .

i
PLR 2 remotegroup [ PERCE R, K DHCP i [ ¥ # 4 10.100.10.1 f#)7=41.

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

T
XA G dt R A R

hostname (config) # vpn-addr-assign dhcp

hostname (config) # tunnel-group firstgroup type remote-access
hostname (config) # tunnel-group firstgroup general-attributes
hostname (config-general) # dhcp-server 172.33.44.19

hostname (config-general) # exit

hostname (config) # group-policy remotegroup internal

hostname (config) # group-policy remotegroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1
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i Ei7 18] IPsec VPN

o KT M) IPsec VPN, %5 183 I

* Cisco Secure % /%t ['] AnyConnect VPN FiEL[{1Fnf sk , 25 185 T

* IPsec VPN ¥R, 55 185 1L

* Bl EVGFEY A) IPsec VPN, 2 185 T

« Vi) IPsec VPN FC & -f , 2 192 1L

o A SRR IE T ARYE TPSec IKEV2 REFE VS ) VPN [ECE 7~ , 25 193 7
o 2T Secure Client IPSec IKEv2 8297 1] VPN [KEC B~ , %5 194 7T
« EFEVT A VPN [ZhRe seidsk , 55 195 L

*T #2719 IPsec VPN
FEFEYT ] VPN A# ) 8] LLs ) 2245 ) TCP/IP W& iZEd 5 rp vk s AH 3 . HL BRI 2 S B FI 35 4

BRI (XA IKE) &R g thill, ibefE PC 1) IPsec %% F i Al ASA 1] LU i difar 44
IPSec 4z Kk, BEAS ISAKMP i 20 A AN 5, 0 AR B Be 1 Fp B 2.

BYBL 1 B s —4kbEiE, F T ORYBE)S 1M ISAKMP PRV R . BB 2 Qg (kg A TRyl id 22 4
A K

INEE % E ISAKMP Thii 45k, 0 LAGIEE ISAKMP 5% . ISAKMP SRS ALFHE LR #540:
o SMIAETE, T OR SRR T B0 o
o Tk, AR SR IR FA

* B RS O RS (HMAC) J5i%, M TR AT 543, LR ORIE BAE M S R o R
KB

* Diffie-Hellman #£, T3 & 1% % H KN
o ASA TE 5 i s EH T nT A 2% 00 2 5 EH 1A IR BRI

SR NS VR SR B AIE TR . 5 ISAKMP 34T [Psec 224 J R0 g AR, %) 2544 7] 7
A A 7 e W B AR T B o AR T P AN X S5 AR A ZAH [7]
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L2 IPsec VPN |
B =7 Mobike Fnizizisial VPN

FAR AR ARG OCTR VT I A5 Wt 2% H AP E 19 ACL IO . 60T LAAE ASA BB h A eE, Rn
TEINEE WS 4 H sish A B i 4 H s e i 2 11N EAE . AR 2 MNAE R (B3 2
JHEMB Y RAETHERIFIR) , WS AT QI IKEv] Fefdenl IKEv2 $21% , 2 188 Uit.

Wit e ASA RN R Hhbdth, il ) ASA BRI B Pk, 50T LLKE ASA i E
A 1] Secure Client7) it IPv4 Hbhik Fi1/58, 1Pv6 Hulik .

Zuiig N CAE HARAE RGN, A A& o A B R L . 7E IR R s,
REAE IPv6 ity (HF IPv4 Huht vl H, sl ¥F 1Pv4 Huhbyt(H IPve stk vl I, &l TiER:.
H2, DESWME g Bk, SFELABNINAEE ASA HEA BT MIENE .

SSL S SRR 7 25 F G 43 TC TPve ik o

% F Mobike FAi#2i5a] VPN
5l IKEv2 (mobike) K4 J& ASA RA VPN LU F-A5 2 ¥ #3817 . L HF 5 1 8 ¥ 4 IKE/IPSEC
LA IR (SA) I 28 ity TP Ml E 121 % AL BT I%E 32 s 28 S0 422 i mT DA B T AN A2 B e B
EUIAEOL T, Mobike I 7E ASA hAS 9.8(1) LA HE S AP R, X B Mobike “4R%nH” &
HA MK P @il H ASA #2252 Mobike B, A 05154 SA JH H] Mobike. BH1E N IKE_AUTH
ALY 3By T LABAT
TEZ 58 JA FH mobike SCREIH L T A SA Ji, 207 i v LARE IS 5 e ek, 348 H] INFORMATIONAL

CHIE ST ASA, UL UPDATE_SA_ADDRESS ##dE7~f itk . ASA AP B, ARS8 TR
% Pty TP Mok 5B SA.

\)

Py & 4§ﬂu’ff}ﬂ show crypto ikev2 sa detail ﬁéﬁﬁ/@%?jﬁ‘ﬁf%ﬁﬁﬁfﬁ SA E}EﬁT mobike.

7T Mobike SEHEFELL 7 TR F:
* IR 1Pv4 Huhik
* NAT Wi 5 4
B PREHRI SRR, S AT IR B e R R AT
* A R R
* VPN S

W RGR A B R A (RRC) THREC A ], ARG SAEH B SA 20, [EEBhE ) i &% RRC i1 &
T TP Ml .
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| sE#2i5id IPsec VPN
Cisco Secure Z F i A9 AnyConnect VPN & 3R A1 AT 3k .

Cisco Secure % P ixAY AnyConnect VPN 45 3 B4 14 AT 220K
A\

AR SRDReAE M TE N A,

M Cisco Secure Firewall ASA Fi¥ii % Cisco Secure %%/ "4 ({4 AnyConnect) Fffi ] VPN
I Cisco Secure Firewall Posture 5%, HostScan 154k, W75 % Advantage 5 Premier VF ] . $#24tHVF
A[E. 52 (Cisco Secure % il IAFRFE) o A RBANSEHE KM, SR ASA 2411
REVF AR

IPsec VPN B[R &l
o 55 KBRS HE I - AR 1% BT KB 32 S . AN SCFRIE AR

o B RS HE I - AN AE 2 /2 F O R E P S TPsec VPN 23 ife ANSCRE 32 /B T HOBE 6 7%
e

fc & k215 19) IPsec VPN

R B A G AT i B AR VT ) VPN,

fcE#ZM
N ASA DAL, FEATE B ENTRR S ORI R o R, AR R
BINICHIRR, P FOERR R L 48 A2 A 305 .
HoG, WHAEASA ERCEIFR AR R)E, AR ECAFR. PR 7 #ERD . B, 7R
A ERCE AR 0N AT A

UK

TR A RNC AR AR B AR

interface {interface}

TP

hostname (config) # interface ethernetO
hostname (config-if) #

PR 2 WELOR) 1P Huhl R R .
ip addressip_address [mask] [standby ip_address]
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. 7ESMERIE O LB B ISAKMP 5BEF0 /5 F ISAKMP

Tl

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

HEOIR AT (REZAT 48 N » WEWAKRE, AeeX HI TN,
namef name
w5l

hostname (config-if) # nameif outside
hostname (config-if) #

PO BT, S04 T2HRA. shutdown

T

hostname (config-if)# no shutdown
hostname (config-if) #

SN ERE O LA E ISAKMP SRERFR /5 A ISAKMP

g2

A BEAE KBV DM LR L0 5 G 0AE 7R 2

L2 IPsec VPN |

Priority ME—#R IR B % P45 # (IKE) HE0E I [ i 506 0 AL 6 4. WA — T 1 3 65,534 2

R, 1 RoRimmiie ), 65534 FonmAki et .
TEREL BT, FATRKASERIEN 1.

i BAE IKE S A Y iin & 5 i

cryptoikevl policy priority encryption {aes-192|aes-256| | }
il

A IKE SR € B 57 (LR HMAC 424D
cryptoikevl policy priority hash { | sha}

i

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

4 IKE 3045 %2 Diffie-Hellman ¥ - 3755 [Psec 257 i 15 ASA #8372 S8 5 1 2 sl

crypto ikevl policy priority group {14|||19]20]21}

Tl
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[=w kil

hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

FRAE TN A iy P - A 2 A RIRAE B T N AFAE I, AR D FA

cryptoikevl policy priority lifetime {seconds}
A MR A 0 120 21 2147483647 ¥ EVCE SR dr Y, AT 0 B

Tl

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

fE44 4 outside 142 1 I3 H ISAKMP.

crypto ikevl enable interface-name

i

hostname (config) # crypto ikevl enable outside
hostname (config) #

DRAFHE & T .

write memory

ASA FFEA R T 40 1P bk 77 A DLkt 4 41

UK

{HH—Z 41 1P Huhb G thbilit, ASA 2 MiZbilit e 25 5 v 2 BeHb L
ip local pool poolname first-address—Ilast-address [ mask mask]

CETTE N |

Mok HERD 2 vl B 1o (HE, WK 1P shhb 3 FCSh T AEARHE I 25 1) VPN % 5 iy, DU DA 2B L HiE 1)
i QR FERAAHERD, Bk T e S hat . IR LI — AN ) 7 A TP Mk fo
10.10.10.0/255.255.255.0 Huht, BB FiX g A KM% . 24 VPN &5 by s el il A R D 1

5] 10 PIZ% R ANl 7 RO I, T RE 2 3 208 e i) L

i

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #
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L2 IPsec VPN |
B nme

AN A

UK

BRI A FIAL IR -

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

i

Hostname (config) # username testuser password 12345678

#1312 IKEv1 354 &£ 5% IKEv2 $2iY

AT A e e B R (IKEv ) B3R IKEv2) CHEInSs i m G 4y E 7 ks .
PUR B s i G 4 IKEv Al IKEv2 $218.

UK

SRR BCE IKEv] e, TR il ORAs S BEE iy 2243 HI (¥ IPsec IKEv1 Bl MTHLS S

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
X} encryption A H ELF Hrh— M :
* esp-aes fi 1] 128 AL Z41 AES.
* esp-aes-192 f{I Y 192 7% 41 AES.
* esp-aes-256 1111117 256 A% H1f1) AES.
* esp-null AMEAINZ .
X} authentication {1 F LA N Hrh—AME
* esp-md5-hmac i Ffl MDS/HMAC-128 1 J ) 5.
* esp-sha-hmac 1§ ] SHA/HMAC-160 14 4 5 5534 «
* esp-none i H HMAC G4 K3iE
wl:

FAFH AES Bl '® IKEv] ##4E.

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

TIE2 iLE IKEv2 $8EE, M5B 4 I IPsec IKEV2 WS 02 Fl s Bk 5k
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esp 1€ B 32 A 0128 (ESP) IPsec Phi3 CH AT ME—SCFEN IPsec HH30) -
crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {||aes|aes-192|aes-256|} | integrity { | sha-1}
X} encryption A F LA o — M :

* aes - X ESP 45 A AES CERIMIE) F1 128 fr 281N .

* aes-192 - Xt ESP 45 5] AES A1 192 73 N .

* aes-256 - %} ESP &5 &% AES A1 256 {7 857302 .

XT integrity {57 H LA Hrp—AMH
* sha-1 (ERIMED 4 ESP S83EVEOR G458 56 IS B AR HE (FIPS) e M2 i H %
(SHA) SHA-1.

AN E IKEV2 323, B A s

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

BEIEL T A RRIE G . ] DU B R IE AR IR AAA RS 3, TREIERS L, DLLOE ERIA
NG ASA £ (E N AR IE AL .

ASA RGP AN ERIAFEIEAL: DefaultRAGroup 1 DefaultL2Lgroup, R A& ER A Iz F2 7 v b 3
4, Ja# 2BIAR LAN MBREL]. o] DA SOX Sea], (HARERG LM BR . Qi SRAE R iy R b e A
PRUREEBEIE A, ASA H423 A0 FH X /N B 4 R T Iz A U 1) B 41 R LAN [ & 1 2 1Y) SR\ i i
ZH

i

B4 IPsec ALV MIBEIE A (XK AERRCE ST
tunnel-group name type type

i

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

HEANBETELL R AR (FEIZAET AT A S i RAIE TR .
tunnel-group name gener al-attributes

Tl
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B ozasnznsg

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

PR3 fiE L T REE A ki
address-poal [(interface name)] address _pool1l [...address pool6]
-

hostname (config-general) # address-pool testpool

HIER A HENBEIEA 1Psec JE MM (FEIZBITR 5 A T IKEv] 421 IPsec R 2 @) .
tunnel-group name ipsec-attributes

T

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

SIS (A EEWHLESS (UEHT IKEVD) o iSRS 13 128 NMEFI A E 25
Ho

FI T S A VA 2 P B AR ) . 0 SR LA R U 35 KD I BV VPN 75 32
R, R A IR, R IUTRHE A  S REAT 5 (Y E

ikevl pre-shared-key key
Bl

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

B 2 BN 7S Hn 2 A5

BN N W T S SRS RIC BT A S 40 IXFE, ASARRTTLAEZ K B 1P HuhloR Sk ng 4644
CHI FE VG ) 2 ) B

zﬁ*buf@%%%Elifﬁﬂﬂ%?‘ﬁﬁ%ﬂﬁ%%%% PR AT DUE T S e e, 1k ASA B AR Z& AT i 45 5% ) i
s ds S, Jfld RIP 5 OSPF 451X 4515 B,

THHATEL PT55

i

T QAN WU I HARE IKEv] #4 4Ll IKEv2 4213
« 0T IKEvl, WAL R4
crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

o P T IKEV2, i BL N4
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name
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Tl

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure proposal
hostname (config) #

P2 (AR MRYs I 4 HOMAEATIER R B B B
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

T

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

f1 22 AN R8T 55 B LA{E F 3075 7 2 R 5t
QU a4 H, 1R ASA GEWS AT H B &N Mgt R ik & 1Psec 22 RIS HL,
ELLFar 2 mfld, sl 272 mymap, 752 1, AN ME 2 & dynl G2 L—
T e EERD .

UK

SRR QAT B A W B s 4 H
Crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

ELE
hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

PR 2 K E WS N T AR 1
crypto map map-name inter face interface-name

i

hostname (config) # crypto map mymap interface outside

PR3 RAFHCE K.
write memory

EL =R THELS IPSec IKEv2 i£F215 5] VPN
HIRIEFEVT ) IPsec VPN Fe&E IFE4N 5 S, 1ESH LTI &5:
e BUEREID, 51851
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B =09 Psec ven & =)

o BUE HihED , 55 187 UL

s WAL, E 188 T

* Q7 IKEv] FH 4R a IKEv2 #4180 , 5 188 11T
o EXFEIELL, 25189 UL

* GIEEZhAINE B, 25 190 1T

o QU M 4 H U ShA s w56 191 3

13235 8] IPsec VPN &L & 7~ 151
DL R 78] 2 7R e i B 28 F2 15 1) TPsec/IKEv1 VPN:

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) # encryption aes-256

hostname (config-ikevl-policy) # hash sha

hostname (config-ikevl-policy) # group 2

hostname (config) # crypto ikevl enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

PR 7481 5 7 G n] Fid & 2C FE 7 1) IPsec/IKEv2 VPN:

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy) # group 2

hostname (config-ikev2-policy) # integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey
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S ERAER TET 80 IPSec IKEv2 7257 5 VPN mEE w5 I}

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

ZIEESEA TETFFRER IPSec IKEv2TF2i5 8] VPN By EC &
=15

PUR 7”0 S 7 a0 kg 22475 B o 38 T AR vE A £ 7 1) IPsec/IKEvV2 VPN B & ASA. 7ni 43 il H ik
5 RGN Sl B AT s S E S R

X RGNS

class default
limit-resource All 0
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts using
class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX2.cfg

X S

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) #aaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) tkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .



. % 1521 T Secure Client IPSec IKEv2 iE#2 35 1a] VPN B9 E B =451
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BRAONIEILT, MIETARUER 2 55 () IPSec/IKEV2 ZE R i) ZE 847 T BB 4] "DefaultRAGroup" .

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE

hostname/CTX2 (config-tunnel-general) fexit

(
(
(
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
(
(
(

hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes
hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity

hostname/CTX2 (config-tunnel-ipsec) #exit

(
(
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
(
(

hostname/CTX2 (config) #

Z 1= T Secure Client IPSec IKEv2 ;#2137 (3] VPN B4 L

Bl

LR 7l St g 22 15 55U Secure Client 22 F

P R Gt S e B A P 1 S A R

X RGN R

class default
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

All O

Mac-addresses 65536
ASDM 5

SSH 5

Telnet 5

VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default

class

1Jj 0] TPsec/IKEv2 VPN LB ASA. 75|40 HilHe

> License allotment for contexts using

hostname (config-ctx) #allocate-interface Ethernetl/1.200
hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url disk0:/CTX3.cfg

BRI S RSO R @ 44T Secure Client SCHF, B W UG RIC B SCA

hostname (config-ctx) #storage-url shared disk0:/shared disk0

X S E

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn
(

hostname/CTX3 (config-webvpn) #enable outside
hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml

hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



3279 IPsec VPN
srzigia veN s aemseies I}

hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

(

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

FEY718) VPN BYThEEfA SRiE %

INREB R A EEER
H T IPsec IKEv1 FiI SSL [FJILF2 5 7] VPN, 7.0 TCREVT A VPN A P n] DL ik 22 42 (1) TCP/I
BT B IR ) 32542 3] Rt il A
T IPsec IKEv2 [R5 1) VPN, 8.4(1) AN T % Secure Client [1) IPsec IKEV2 S $F .
IEFEV) ] VPN [¥) mobike [ 8))32 5. 9.8(1) INT IPsec IKEv2 RA VPN [K#%3)) IKE (mol
Mobike 252 TT ) »

WHINT ikev2 mobike rrc T2 LAYE IKEv2 RA
mobike i {55 1] J FH & (9] i b B8 7 A6 A

Z ST IPsec IKEV2 IRV VPN |9.9(2) SCFFRCE ASA, LASCTF Secure Client A1 T
IPSec IKEv2 VPN 7 3 i Wz R 1y 7] VPN 4
PLE A SIS AT T ASA.

VSINT ikev2 rsa-sig-hash shal fird, LUH

AT
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L2 IPsec VPN |

% IKEv1 [¥) DH 41 14 374

INEEAFR TE:N gEER

i SHA-1 By 510 RSA, FH TR 456 19.12(1) LEAE P 58 = J7 B T AR UEN) IPSec IKEv2 VPN %

W44 FENT IR T ) VPN 25ifisf, SCHpd ] SHA-1 8%
X G A Bk 1 AT 4

31 H IKE/IPsec i M15¢ 4 4ME/PRF %4 9.13(1) LU hn#s/5¢ 44 /PRE S0 O F M, 347 )G 48

9.14(1) il
* 3DES /N
* DES %

* MD5 ¢34k

NN T IKEv] () DH 41 14 (BRIN) SZFF. gro
group S T LI O, HOKAE fS 2EhRA 9.14(1)
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Bt

i

LAN 8] IPsec VPN

LAN [i1] VPN ] JEFEAN R ML PR B HT R 45

] LA 5 R AR LS 55 BT A SRR MERR 58 = J7 X451 LAN 0] IPsec 4% . X 48X 4544
] LURF A ESAI A il ([ IPv4 A1 IPv6 3EhE) MRl E.

EAEUA R LAN 7] VPN &4,

s FUEREE, 25197 1L

o NG SRR NG E B S R VPN, 55 198 T

e BUE R, 2198 1L

o EAMBEE L _ELE ISAKMP SEISFS FH ISAKMP , 28 199 1T
Q% IKEv] FHeds , 25 204 11

* Q% IKEV2 $33L, 2 205 1T

* B & ACL , 206 1T

o B X EEA , 5207 7L

o QA WO B LN T E D, 56 208 T

APPA T 76 LAN [0 ECE R ot 2% 1 42 4020 3]

hostname (config) # interface ethernet0/0
hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside
hostname (config-if) # no shutdown
hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2

hostname (config-ikevl2-policy) # prf sha

hostname (config-ikev2-policy)# lifetime 43200
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B =zrsetTEENSE VPN

hostname (config) # crypto ikev2 enable outside

hostname (config)# crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) # protocol esp integrity sha-1

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes

hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx

hostname (config) # crypto map abcmap 1 match address 121 list

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108

hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure

hostname (config) #

hostname (config) #

crypto map abcmap interface outside
write memory

)
)
)
)
)
)

EEFEREXN TR E S8 VPN

$IR2

PR3 IE

T UL R AP IRAE 2 SR o el s S . M PATIX LR, ) DLT iR BRI 4 i e R 4

WMEAEZ I S FRCE VPN, JERCE B, SRFIEFE VPN WAl iEVE R R R I — 5840
ORI BN E R PRAL et B IR . DU s

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

T B AR S A L o CUC B Fov/F VPN VFRTIE S A o AR A s il i 25«

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm s2s ikl ip4 no webvpn.txt
join-failover-group 1

ERRBCE S SRS N RS SE, R H 3 RE) VPN R LS S VPN B RO E R

N ASABDH AL, FEATR S BIRE TR S B DO . TR, AN R
BINICHIRF, AR FOERE R L T 28 EARZ A 385 .

o, 1EEASA ERCE IF ﬁﬁw\i/\%ﬂ RIG, MO HRCARR. PR RS . B, 7E%
AU ERCE R 200 R T AT
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wohanizn LEE 1sakmp essss A sakvp ]

\)

ER ASA AN O HubE GER T IPv4/IPv6) ANfg 55 bl 25 (A 5 .

UK

T THAZOREER, IHESRIERNX TMASH EREE O MBOAL K interface i 4. ELL
T, %3024 ethernetO.

hostname (config) # interface ethernet0/0
hostname (config-if) #

12 HYCE PN IP Mok RS, 1% ip address fiv 4. 7ELL R, 1P Hihik >y 10.10.4.100,
T MHERD A 255.255.0.0,

Sk

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

L3 Ea I, iEmMA namef M4, &Z 48 NENF. WEIILAIR)E, AR T E . £ R
#i7, ethernet0 #2114 F5 A outside.

hostname (config-if) # nameif outside
hostname (config-if) ##

SR A LN, A shutdown @4 no A . BRIAEOLT, # A T2EAPIRES .

hostname (config-if) # no shutdown
hostname (config-if) #

PS5 LR EN, A writememory iy 4

hostname (config-if) # write memory
hostname (config-if) #

FIR6 WIEFCE AR O, AR AR

FESMERFEO L ECE ISAKMP SEESF0/3 A ISAKMP

ISAKMP 248 5 AL 2 WA 2 TPsec &4 CHK (SA) IITh Rt B3 AL T/ & SA JE I
MU FHHESS . X ELHE S0 R T RS SA, DU sl SA. ISAKMP 1 5 4 A B ANY B«
BB 1 MY EE 2. BB 1 Bl —4ckkiE, HoKEORYTBE S 1 ISAKMP B vE B . BBt 2 Al fRir 4L
P IR B I

IKE 14 ] ISAKMP 4248 F [ IPsec ¥'E SA. IKE GEE ] T 606 ZAR3EAT B 473 BOAIE (1) 0 25 25 5]
ASA SN IHRUERL VPN % 7 52248 ] IKEv, 3837458 AnyConnect VPN % )7 5 4 ] IKEv2.
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B 5 evi sEszm s ISAKMP s

BIRE ISAKMP W R 455K, 1560 IKE Sng, Hrpaa LR N2
* IKEv1 XS4 55 (1) S Oy Bk S8 A A FHUE A5 1) RSA 2844 s iIL S %541 (PSK).
s E I, TR EIE IR
* W BB 0 I EAR TS (HMAC) J7vk, T ORAETT G4y, LR ORI R e AR i R oo

KRB

* Diffie-Hellman £f, FT#i€ encryption-key-determination 5Ly 50 . ASA fif F I SV UR A4
PEFIEY5

* X T IKEvV2, ]S ROy BEAL b5 (PRF) A 4IRS TKEvV2 BEIE h B 2K 1K) 2 P A A AN )
B,

o FETE I SIRT, ASA A % s s B 1K) i TR) BRI o
Wit IKEv1 560%, n LN SHORE —AME. % T IKEv2, %n] LLh BN SR8 I 5 22 n s A &
PYIAERTI DL S 2 AN e 3B o ASA K2 1 22 A P I i BIE R0 %) 168 B HEAT HE, 438 A&
5 5 AR AT U o IR IXRIHERS, 80T DU IS AR BCRAL A BT eV e, e faf5xt
IKEv1 —FERIEREAN RV A -

DLUF &P 7e s O FAEE IKEv A IKEvV2 S0 538 FH A 45 18
o 4 IKEvI M E ISAKMP SEI% , %5 200 7T

o O IKEv2 RS ISAKMP S50, 45 201 7T

A IKEv1 E12BCE ISAKMP SR ER

5 IKEv] SRR E ISAKMP 5%, %11 cryptoikevl policy fir4#EAN IKEv1 S HC B AL, 7F
PEAR R ] DLUEC S IKEv] S50,

UK

SIE1 HE IPsec IKEv] SEMSHD B A, #l%0:

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

TB2 WES ORI, LN RGN E L

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

PRI WEINFEIE. LU RBIRcE -

hostname (config-ikevl-policy)# encryption aes
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TIE1

2 kev2 izm & sakmp i [l

hostname (config-ikevl-policy) #

BE HMAC J57k. PURRBICE SHA-1:

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

% E Diffie-Hellman #f. DA N /-0 H4H 14:

hostname (config-ikevl-policy)# group 14
hostname (config-ikevl-policy) #

WE N A A, LLRRBIBCE 43,200 2 (12 /M) -

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

RIS RN T4 0 outside 4% 10 I3 B IKEv1:

hostname (config) # crypto ikevl enable outside
hostname (config) #

WIEARAE 2, E I write memory fir 4

hostname (config) # write memory
hostname (confiqg) #

A1 IKEv2 E1%BCE ISAKMP SR ER

Ok IKEv2 JEFCE ISAKMP 56l , 15111 crypto ikev2 policy iy 4 1E N\ IKEv2 SRS AL B A, 7E
AU T EARC . IKEV2 24,

UK

HEN IPsec IKEvV2 SeMSAC B AR, F140:

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

BEME T UM ZRE AES HRfl:

hostname (config-ikev2-policy)# encryption aes
hostname (config-ikev2-policy) #
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B¢ 'E Diffie-Hellman #f. DU R ERCE L 15 751

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

BEE FHAVEIRAE TKEV2 B in s Bt 25K 1) 280 8 2 F O 12 5 1 59 R D BE W LER 50 (PRF) . LA R 7491l
il SHA-1 (HMAC 254 .

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

WCE N A . LURRBIBCE 43,200 7 (12 /N -

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

14 4 outside 4% 10 I3 FH IKEv2:

hostname (config) # crypto ikev2 enable outside
hostname (config) #

WA S, ERI write memory fir 4

hostname (config) # write memory
hostname (confiqg) #

IKEv2 1) % 25 $H 32 #2

IKEv2 1 f| Diffie-Hellman (DH) 417t A& 77 Fiue N 7 2 (A 37 288 8] . IKEv2 SCRPRIAMI 25 A8

#e, DARY IPsec A5 452 8 T IF LN BGE . RS HAES S ANF 1 DH 4. O SA W& THE
() 3 ] e IR IR AT BRI BT S I 2H 2 o TKE SA JE 7 TKE X 2544 2 ) A8 e 2 AN 35 9] I 437
1

ASA X 2 5 A AT FH G R e e R T
« FANEHA M 1 (JANA {5 6)

* WONEPIAZH 2 (JANA{H 7)

RANEEIAC 4 3 (TANA {H 8)
BANEHLH: 4 (TANA 15 9
 BANEEHACH 5 (IANA fH 10D
© HIHNEARZH 6 (IANA {5 11)

o HANEEAT HE 7 (TANA {H 12)
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Ikev2 5w imanenaRs ]

T2 ] LS BN 2 %A . X TS AN AT, B ah2ide 2 DH 4l. ASA {EH M
SETTA IR A (R 5 50 S o A Ta) B AR AS Bk AT N s . 4n 5 o A2 J7 R 3 5 6] 544K sk DH 2434 1 — 3,
WG 2, FF2s R T R i1% NO_PROPOSAL CHOSEN Al % . 1434 i) LUK 5 3 i B A
none. WIHEIEHFE none, WIARSHEATEHEEAR e,
WF R T, WA RN HAS He n %A 7 VAL O none:

o W Y5 AT LK AA R AT e n 14 none 1E S SRS H Vs

 WONEPIAZH N AT ik .

SRS R, AT B (K BIAT e 5 S i 230 55 Wi 5 (KD 4 AR DL
FELL T R T 7 il v -

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

g N7 45T additional-key-exchange 5 4 REVCHCHE L.
U SRR EEARA SRR RSN B A e, e R A LR 0L
s WA T T A S T S UERC Y IKEV2 $23%, W44 57 IKEv2 SA.
 XPEERKS IKE SAINIT AT 43 B b AT T oM 3 B AT e e e R RN A AR S 8 Y, Rk iX
LRI PR R, R R T R 1% NO_PROPOSAL_CHOSEN #5741

HIRIEIIREMTEAE S, TEZ 1Y RFC 9242,

IKEv2 25 & 38 32 45 B 4 U FA PR )

s WEE T UH LA ZHEPLH.
o WSTCAE e e PR b A HIAR ) 1) DH 4.
ST HLIIRE, ASA AIHF:
* IKEv1
o ARG PIRC I TG T S s A R AL
o HFEVs ) VPN. H A0l silH] VPN SCRF IKEv2 2 3 148 e
o S

3SIE IKEv2 % & AR BLE

EH AR R 2K A G BUHIE IKEv2 2 % HACHe il & -

* show running-config crypto ikev2

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .



R

LAN 4] IPsec VPN |

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6: 15
AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxE9DBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local reqg mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0O

Local req queued: 9 Remote reqg queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU: 548
bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535

remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96

ah_hmac: None, comp: IPCOMP NONE, mode tunnel

£1) 32 IKEv1 453 &

IKEv1 F#42 th s 7 38 S B0AE k41 k. 755 ISAKMP #HT IPsec ‘&4 AP Ra A ], 4%
A TR) A P S e A R AR R e A . R T AN KA AR D A 7]

FEAR AR ARG OCTR T N A Wt 2% H P € 19 ACL OB . 50T LAAE ASA BB QI eE, Ra
TN W 2 H sl s i 4 H e e 11 Mk

RIS T AN R G B UE T i
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ez e iz [

= 10: YR E ISR IIEF E

BYMEFZE BUEMIIET &

esp-sha-hmac (ERiL)

esp-aes (128 P>  CERIMED

esp-aes-192

esp-aes-256

esp-null

FEMSANATE W25 (PN A IE IR ) TR A ASA Z0R], JH % R BEIE A St IPsec. FEE
PR BRI, BRI E .

U B R AR, VS AR S SRR $AT B AT 55

UK

EA R ERUR, A cryptoipsecikevltransform-set fir4 . LU R 7R{il{fi T 4 Fx FirstSet. esp-aes
Jn% Al esp-sha-hmac S 0 F R AL B L e de . TR :

esp-sha-hmac (ERiL)

cryptoipsec ikevl transfor m-set transform-set-nameencryption-method authentication-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #

TRAF S

hostname (config) # write memory
hostname (confiqg) #

132 IKEv2 1233

KT IKEV2, RE0] DOk FAS SRS C B 22N I A B AR IR aE 2RI L e 2/ S8 HE P 0 . ASA R i 22
Sk A B AU B B AT HE Y, IR ZI Y 5 0 SR AT i o AR R, T UK
B AN FEVORALIL AT SRVFIE A, TG B IKEvD — FERIE RS SEVFINAL & o

NERFUH T A IKEV2 02 S 5000 5
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F 11: BHY IKEv2 I E TR 1T 5%

BYMEFZ BB METTE

sha (BRI

aes (BRI - 1 H 128 A% 4H
f¥] AES.

aes-192

aes-256

IO, IKEV2 $200, AR LI S B I AR AT B AR 55

UK

4 JRle BN, {8 eryptoipsecikev2 ipsec-proposal fir 4k ipsec $EIXAC B, 7EHAE
AP BRI 2 NN RS R . FELUR RGBT, secure S A FR:

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

RGBSR KA . ESP & ME—SCRFI B, Bt

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

H N SERENESRAY . il

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

TRAF S

ASA IV RIS FROR RIS 7 il o BRONTEOL T, FEN LR B, S ENE
SEVFREM ACL. A CTEAE R, THS I H MBI E R r T 1 “ AU ERIPIRNER” .

Syt LAN [A] VPN 45 B0 B (1) ACL JE T-J5 1P Hhuhik R 461ty H bk 1P #hhik DLz (AT3k) 3. i
HAEE R A S ACL.

VPN i B 1) ACL i &4 ity ik
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\)

SR A7 VPN I JESEECE ACL HUVEAN B, 5% B it PV I HEE VAN SRS R 4V
FIFSHBN , 45 129 5.

UK

$HIE1 i\ access-list extended iy 4.

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

DL /- BC & 44 4 121 list 1) ACL, fSiF2K H 192.168.0.0 4% 1 TP Huhik it &A% 2% 2] 150.150.0.0 M)
%,

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0
hostname (config) #

P2 (EERN Y iy ASA BCE A ACL, i ACL T iM%
I W A (K] ACL BRI 20— 0 A 1PN AN s ACL A2 U1 AR &
FELL R, XA 37545 4 hostname?2 .

hostname2 (config) # access-1list 121 list extended permit ip 150.150.0.0 255.255.0.0 192.168.0.0
255.255.0.0
hostname (config) #

B i 21 A B TE AL RS Y — AiC 3t . ] DU B RRIE 41 R bR IR AAA IRS-8%, $eC %S, U
ME BRIV SRNG . ASA 27E N BRTERG R E 4 .

ASA A PANERINBEIEL]L: DefaultRAGroup Fl DefaultL2Lgroup, [ /& ERIA M IPsec LR 1 ) b i
H, JFELEAN IPsec LAN [H]fEEZH . ] DUEHOXSpEE 2, (HAS Rk FmIER .

IKE A 112 2 [l 3 2 22 e T3 RV i SR B6AE 5% . TIKEv] 78 VPN P i —Fp 2R
HIAE (B, Widts=ssiqmiir ) o (B2, IKEv2 fiF2r BT A HoFm FE 5 45 B F CLI B & AN
KER GO EUE vk RISk A&t 5 P Tt 2 50 B 0 56Uk, B W N 5 4 UE 15 S 38R )
I, I IKEV2 nlff A FR S 50k, SR — i —ANMEUERE T S B0k, 5y — S FH LA AR IR
(PS8 AR 1)

BT ARPE AL — A ek B ASH R A . W R AEREE B i i AR B A bR R e B E 41, ASA ¥
2 F X P g 4R e B R U ) BRI 41 AT LAN [8) B 18 41 10 BRI PR S 40

TR AR LAN (AR, DN RBREH RE A BN
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B oenzwssisammTen

N
5

o W ZTEREZR T E ) TPsec LAN [d],
o BOE 1P Huhb i GG uE 7 vk CRPAH T IKEv] A IKEv2 L8]

i

BORE R E O TPsec LAN 8], &% tunnel-group 4.

W58 tunnel-group nametypetype, 1 name J& /3 FC4G PR IE AL A FR, type /2 FEE 2R AL, 7 CLI
ERETPNER ]S EE NS

* remote-access (IPsec. SSL FEZ it SSL E £ 1))

* ipsec-l2l (IPsec LAN i)
LECLTF 7RI, B AL % FR 2 LAN A% 254R 1 1P Hufilk 10.10.4.108.

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

R AN 22 B T 3 50T 7 0 D B UE RN B S A B O A B AR ST, A RE A 44 ARk
P Ml () LAN (7] %38 4 .

TR G IAIE T R CE AT T 4, B E ipsec-attributes B3, SR E%i A ikevlpre-shared-key
i A O3 Y. 5 2 A5 LAN [RRERE A ASA EXAE AT [R— Pk = 4]
WAL 12128 NP T R PR

FELL N7l IKEv] Pk 228550 & 44kkaol59636jnfx:

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

TRAF S

hostname (config) # write memory

hostname (config) #

G UE BEIE L T A B IE IE W 24T, 4l show vpn-sessiondb summary.  show vpn-sessiondb detail
121 5% show crypto ipsec sa i %«

Bl In T BR Gt FH 4G R A T3 0

w4 H 404 IPsec ‘%4 KRB Aoc 2R, BHGLLTF 0!
* IPsec AR = (£F ACL F5E X)) &
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sgmzmsreEamaTEn

* ¥ IPsec RYMUR AL BIALE CHFRIRI A .

o X IR N I IPsec 24t CHIFEHAESR &) -

* IPsec i ff A bE Gl ik X2 1R F s e - TAR O .
AL IPsec ey, WG SEAR I A 25T 5 AT AR IO IO N BE WA 2% H o DA A P s i 4% H 3
A RDV VR Y S

o IR WL A6 H AL AN ACL (Fltn, BifR ACL) o T S5k I () % A5 A4 FH 3h & In 2%
WS, UG AR T In=E ACL @AZ00 “ RVF” ASA % ACL #1014 H .

o a4 H AL B FRIR 53— AT AEAR CERARXS I DR S5 A T Sh A e s )

o IEWLN 4 H AR A AN IR R R
WA E R QRS INEWN & H . R4 HINPS (seq-num) FHFHEA: seq-num
%, RS TERCEAT B30 b, ASA SEH BRS04 H VEAh i i

PR 5 i) B AN (RRI) BT TN B et WIS 6 T+ ASA E i — AN LA U E— 1. 5T
B [ I E W ANERN T T 2 AR . AR AN s B S T2 AR, WA R IE
BT BRI Yo R 2 AN 0 I R, D 56 S0 A P MEE 52 SLIRTRAR

WERAFAE LU MR RAE O, TS E 3 a2 A s it 4 H -
o ANTRDGS SR A BEAN TR B U

o TARELR AN IPSec 22 AN T ANFISEBL e il () AR ] sAN ] RO 3544, ol fs i B2
X2 W R R AT B IR, TS 5 — 47 R 2 T AU R [ N AT B R AN
FEMRFOLT, S AEPAS AR ACL mh e SCANRIRIBE R, IR R Ins ACL Gt Sl g
W H

EEZNMEO LN AMERSS

XEFRUISP, AT LURE IR WS N T ASA RIS M8 082 1o AEAE AL EL N, UL
AT o dn SR S O A, A 25U Y R AU E 2 11 (VT

FE 2 AN I LA s WS i
o S ZBAT i e DR R ER o
o B ORIZE A Syt A5 P S e P AL
o BRI [F)— AN I B RS VEIGEFE 2 N 1, TR ASA SR VR H HA B v Lk % el iR 1 B
TR v R

DR 4 R E AT BN MU R LN T AN 1, AR S S e SRR AT AR

IR

UK

HIB1 Fo ACL 0 BC B st 4 H, 3%\ crypto map match address iy 4.
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B snemsimmTeo

V24 crypto map map-name seq-num match addressaclname. 7L R -7, W44 FR A abemap,
54 1, ACL 4FFh 121 list,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

BIFRR IPsec IEHR I A4, I crypto map set peer 4.
TEYE A crypto map map-name seq-num Set peer {ip_addressl | hostnamel}[...ip_address10 | hostname10].
FELLR7RBil, XEER 2 FR Y 10.10.4.108

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

BN A LR 45 H A5 2 IKBv] 344, W%\ crypto map ikevl set transform-set iy4> s
LA crypto map map-name seq-num ikevl set transfor m-set transform-set-name. ££LLFosfip, %%
$EE A TR N FirstSeto

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

WLy I W 4% H #82 IKEv2 $213, 1 HI A crypto map ikev?2 set ipsec-proposal iy 4 :

TEYL A crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name. {FLL R, %

Z A secure.

Wit cryptomap fir4d, WL AN R T 4R E 24 IPsec $#21. EIXIEOL N, 2SS TEY

R R IKEv2 XA, I ALY oA 1 S/ N s 4% H HEF I e

pE e U5 TPsec $2 Y P AFAE AL 543 (AES-GCM/GMAC) A pt (T JLAb A §13k,
MTEEAG B BUROE B S5 . AEREIE DL N 2B DA, — AN T4 E
XFE, Tl R,

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

5 N & AR 5 R A 42 E

a5 IR TPsec YL e i (R AEAN 2 10 N N6 Wl #5 . ASA 76T #5100 B0 FF TPsec. 43 10 W
T b B 1y 2 AS A 4 IRAZ N B8 WL SE VP AL BT A 4 W, JEAE Rk 2 4 SR I P v 4T Ak 9
TE SRS

R WA G052 245 0 AR AISAT IN el 54, 9 2 4 SQIBCAIHe PP R 2 A SR Bt e o 4 )
DRSS SO W i, ASA #i2x A3k ESN T TATieE . ©RWOTEMIUE &R, JFE
2P BT 1 00 5 I S5 i B A ST X

DR UG EL (0 0 A AN N T AN L, AT LU P BR:
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wmzwstiATEn ]

I Hi crypto map interface iy 4. 137244 crypto map map-name interface interface-name.

hostname (config) # crypto map abcmap interface outside
hostname (config) #

T2 R

hostname (config) # write memory
hostname (config) #
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B snzmsmmTen
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S
=
fo

-

AnyConnect VPN Z& R i iE %

AATAHUTECE AnyConnect VPN 2 7 i % 4%

* 2T+ AnyConnect VPN & iy , 5 213 71

* Secure ClientJ ¥ 2ok , 28 214 70

o Jit & Secure Client #%4% , #5214 1{

* SAML 2.0, #3232 0L

o W54 Secure Client 4% , 5 241 7L

* 741 AnyConnect VPN 2 , 5 242 11

* Secure Client ZEHZ W DR sLidsk , 56 243 UL

% F AnyConnect VPN & i

Secure Client e P44 T 5 ASA 1224 SSL Fl IPsec/IKEV2 YE4% . 702 T A 2% P i (415
BUR, EREF P AT AEARATT A0 58 25 S AT B 8 252 SSL 8k IPsec/IKEv2 VPN JEFZE I 11 1P 3
Hko BRAE ASA CUECE A http:// 38R 55 1) 2 https://, 75 W /7 445 LA https:/<address> JE A
URL.

W URL J&, dYassidEssizsgo, %E LN SR e W Pl B SR S I Sk, JfH
ASA K P e R B P, e S NS TR N KRG IR % P . F)a, &5
i EAT e BATHCE, LA SSLjZIPsec/IKEVZ R, EBALR, Bruma R ek a7
A (PRTIED

WS Oz, AT T S IR, ASA KRS T % U BB T A AR D EAE BRI
) ity o

M it ASA P SSL VPN &R, SZhr Lo A& Z 24 (TLS) Al (Rl FdRikiEi =
‘%4> (DTLS) BE T34 R . DTLS Al ik 40 15 50t SSL 3% h2 SCIBE I S SR R A1 5 i) 75, AT 3 iy i T8 1
FIE AR AR [ S I R FH PRI fi

Secure Client"] A ASA T2, T ULH ARG EH AR PC_ LFah el ., HRTFa) R i)
AME R, HSMNRAR (EFF AnyConnect Z )L ETEF) -
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AnyConnect VPN % FisiEsE |
. Secure ClientfiF A &K

ASA FETEEST ST LSS SO ) 4w T3 . 0T DAKE ASA FEEDY A B R 3R )
S, AT DUR ARG E PR R o i N e 0 TR BRSO, R AN, T Bl
K ASA BCE A N YT PR &5 A5 B 280 i, B s ok U

Zk Secure Client
A 84T Secure Client/) 2 i v LI EESK, 1S MHNARAR) (JEFF AnyConnect %248 B AN 1
WY o
JEM FNPR %] Secure Client
* ASA ANEKUFZEFE HTTPS iE 5.

o FRE S A SR AE2 M SRR, RV IR VPN 7 2E AnyConnect Apex VFAJIE. &
& ASA AWIHHIA ] AnyConnect Apex VFR[E, {H'E SEHE Apex VFAUERIREE, #0376 R
HIVF A1) AnyConnect =122/ Secure Client #2R 1&H T JE VPN HL1E 1) Secure Client Fl i
K& u A . RAEALFFILEVFA] . AnyConnect JEAlifR . #UE RS VF AT IE 28 A DL K Flex/3& T i
(B PRSP R I

ANEB L HN RA VPN R & a4 (Bl curl ), 3F BT eA S = prd g 8. filhn, i
s AN R HTTP HEAD 13K .

Secure Clientd9iF Al ZE 3K
A\

R I AT TR SN,

VPN V[ iE 75 %2 AnyConnect Plus 8% Apex VFrJE, A BMIE S ., AR N S MR AE, WS
Bt ASA RV DIREVF FIIIE.

WA E I G SSL VPN 2346, AR5 M1/ 33 Secure Client 2315, WSS 1 A4k, H
&, WSR3 Secure Client (11, IS i) , SRFEEFRICHK S uli SSL VPN [/, <
i 2 M.

fic & Secure Client £

KA ASA LB N #:5% AnyConnect VPN % ' i EFE AT HE A1 BRHIRIPEAIAT 55 .

1% ASA BLE 7 L Web T EBE & Fin

AT ASA B &k PL Web J5 2082 Secure Client/t) 258 .
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I AnyConnect VPN % &%

wAsAEEA L Web s EELH ]

FHia Z |l
FEH TFTP sAt 545 % v R (L i 21 ASA.

\}

ER AMEAE ASA FAEF TR S i VPN DiRE, 4 4EH Web i 5525 Ui Il AnyConnect webdeploy

(https://x.x.x.Xx<ASA IP address> i}, ASA L[] VPN 1B S AETC % 7 i e 1 o

UK

B NAE BTG SCAEFR IR Secure Client 30 f

ASA TEGeAF T ETF LA, DME FE R PCo AR Z A% i, W] order 280455 1 bk
B EUT o

ASA VLR E WP T BB 2 7 i ) &AM 20, BRI @R PC WHRAE RGMHILAC. R, W
2B W LRI 2R G A Y AR A5 7 IE e /D RO B0

anyconnect image filename order

Tl

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

iR {ifi Fi| anyconnect image #ir 4l & Secure Client W% 5, 445 1 anyconnect enable i
%o WIERBAT I Secure Client, WU H A HAT LI ERAE, I H. show webvpn anyconnect
23% SSL VPN 2 /it A AR S, AN H1 Y 2224411 Secure Client £9.

FERZ D EJR ] SSL,  LMEREAT Jo %% ) i BY Secure Client SSL 4%

enable interface

il
hostname (config) # webvpn
hostname (config-webvpn) # enable outside

TERA R a2 1S DL T, Secure Client A HAT T4, 1M H. show webvpn anyconnect iy 4
221 [A] “SSL VPN is not enabled” , TMANE51 H B 234K Secure Client i

anyconnect enable

(Ae) gtk . ST LS oAbt bl 23 B0 773%, 0 DHCP F/sH 2 43 B ) -1k
ip local pool poolname startaddr-endaddr mask mask

T
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B s asamznu wen rmEE P

hostname (config)# ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

RS Rruhkib s i B BEIE ]
address-pool poolname
il

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general)# address-pool vpn_users

PR 6 RKERAZL NS 0 2 BEIE A .
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

P'T R HAEIC% ) i ] A Secure Client GUI 8 5k B I RoRBEIEZ 5113 . %0944 513 i group-aliasname
enable 7y 4 5E X
group-alias name enable
EUE

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

1% 8 ¥ Secure Client ¥5 & 4 415 H P 11 FLF 1 VPN BEIE B3
tunnel-group-list enable
il

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

PR K SSL 7 WAL U B SCVFI) VPN BRIE PR B8 RT LR b . A CTRaE R, 12

v 422 1 [f] vpn-tunnel-protocol 14 .

vpn-tunnel-protocol

i

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

e S A
ARG R AR TEA G R, S5 6 = “PUEERRCE S ASAHA T .
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pRxanzrazs

BRXAMEE Fink i

Ao & DTLS

F‘ PR AL P i et A 2 B (0 A SV BN e . %)™ )y 2 e AE g RE TS b LAEA T Jm 8
A, AR RE T A ERE N TR

BN € B P R A AR 2 7 v e, T AAEZL S B 7 44 webvpn B0, ]

anyconnect keep-installer 7% :

BROAVCE A A % S R R AME 22060 2 P i (e 5 RN AT 22 e A R v S 0L B e DR il 30
A A5 sales WU B 0 7E2 1 45 RN A RE VT SO AN R 25 7 o o

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

AR IRAL Y2424 (DTLS) S0 Secure ClientZ 37, SSL VPN 4%, DU AL T AN H-ATF% 14 - SSL B¥i
I DTLS FiE. f# /] DTLS Al 5ty SSL & e ZE IR R4 56 i) 8, I FL3R 6] T 50 00 s 8 A5
TR SR FH P i

FIEZ |l

WS EE S SSL BEE . A 82 U fE it kin LG E DTLS Ad A i) DTLS A

J9fi DTLS et AR 42 TLS 34z, 20 X SR AE i Al (DPD).  4n %43 3 i DPD, IIJ*4 DTLS
TEBSE B ] N, AL TR S TLS. 45 DPD ITELIS ., 1525 L S A AR AR K
W, 2228 T,

UK

A Secure Client VPN %245 %€ DTLS &I :
a) 1t webvpn BT, R4 0 S SSL Al DTLS.

BOAEGLR, e 0 EJSH SSL VPN Ak, M)4s kS DTLS.

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

7 webvpn FCE#E R, {#i/] enableinterfacetls-only #ir4 4 I Secure Client /7 2%/ DTLS.
WA DTLS, W) SSL VPN #4245 SSL VPN BRIt i #% .

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

b) A port F dtlsport #r4-Ft & SSL 1 DTLS ¥ [

hostname (config) # webvpn
hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
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B =raeme

hostname (config-webvpn) # dtls port 556

PR 2 MR 4R HRE DTLS 150,
a) TEZALSKEE webvpn BUH ' 44 webvpn BLE AT, A anyconnect ssl dtls iy 4 4% e A H - 55
f DTLS.

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) W FHE, {FH anyconnect dtls compression 74 )i DTLS 54 .

hostname (config-group-webvpn) # anyconnect dtls compression lzs

RFIZIEAHR

T n] DL ZH S5 webvpn BUH] P 44 webvpn FUE AT, anyconnect ask fir 4>k o F ASA #7R
TEFE SSL VPN % /i H R 3% P v «
[no] anyconnect ask {none| enable [default {webvpn |} timeout value]}

* anyconnect enable $&7R I H R 3% 7w B 2057 1 L, S HLJG BRI AE AR L
W

+ anyconnect ask enable default 37 Bl 2% F iy
« anyconnect ask enable default webvpn 37 Bl 43 ] 2 BT

* anyconnect ask enabledefault timeout value £/~ f% FH R 3808 7 i 5 22 0% - B 1) DLIHI
I HAERDURIAERAE CREC% o) WA KR value If)— BN fa] o

« anyconnect ask enable default clientless timeout value $&7RLFEH] /7 R 8% ) i w45 0 %% ) it
F1P o, I ARG A ERAE CRoRJose ) 17 Ui fy 8RR value ) B ) .

N BN E default anyconnect timeout value Bk default webvpn timeout value I [ i 72 F /- 7R 1)
PR
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I AnyConnect VPN % &%
2 F Secure Clientf & 3014 T £ .

6: EEFEA P RTRTE, RTHETH SSLVPN & i

; AnyConnect will startin 112
& seconds.

100 Y O

o Start now

« Cancel

181312

gLl
LUR 7R BiKs ASA TE B A $eas L R B 7 i sl 20 % /7 [ 1) 0L, O HLAE R 380%™ g
HITAEAE 10 B0 LU 44 H i «

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

J& A3 Secure Clientft & XX 4T %

#0] LLE Secure Client it & S04 J& H Secure Client ZhfE, IXUCECE /2 XML C4E, AEZO0%
Jrut 2 HG VPN ZhgE DLR T3 28 i A bR R L BB . ASA 23 1E Secure Client Y ‘22 2% A1 5T 3 18] 365
fic & SCE . F P oy B e B S k.

AT LM Secure Client B SC g 28 0 BC B SCAFATAC S, 1% 4m 4R 4% /& — 2K M ASDM X ISE /i
FIFEET GUI {EFERCE T 2. 3%+ Windows ) Secure Client AL T iZ4iiEa%, EETE
JE 13k v B 25 N4 AnyConnect 1044 Ho4i5 2y Secure ClientWUR I, 1% 45 48 25 B0 -

TRATA P T %0 B S g 2% 1438 B T Windows (IS iAS, #0] L H FH/E 5 ASDM 5% ISE
R RO E SO iR 2 (1 2 e dn i o o WA BT 38 25 o, m) LAASE P b 7 B B S B 2 A
ISR R B R G VLT VPN AR SS F LA AT E ) 28 I S0 1

K Secure Client S HPCE A g 25 N TEANE S, WS AHNIRA CEEE AnyConnect % 4% 3))
BLEFRF)

\)

F® Secure Client M ERIN % B A SSL. %5 IPsec IKEv2, 1EIUAZ0H7E ASA FRIE IKEv2 W&, JHIE
SR PO SO o IKEv2 ) E . L 450F IKEv2enabled Wit B SO0 8 48 it 5141,
TR o 32l A SSL BEATi%EHz

UK

S i ASDM/ISE 1 (A BC & SCAF S 2 oA ST e B SO PR g R 28 R B id B 0.
$IB2 i TFTP s At v i & SO ngk 2 ASA LN

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .


http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-configure.html
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-configure.html

AnyConnect VPN % FisiEsE |

. /& F Secure Client &R 4%

$IB 3 7F webvpn it B, {1 anyconnect profiles iy 4K ST/ Ry BN 2 A7 0 55/ Sin i B S0

.
w15l
PR 758K SCAY: sales hosts.xml 1 engineering_hosts.xml $8 & A C & S A

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

DERT,  IXSen B ST I SR A
] LU# ] dir cache:stc/profiles iy 4 25 & CU7E e A7 Nz i e & S04

hostname (config-webvpn) # dir cache:/stc/profiles
Directory of cache:stc/profiles/

0 ---= 774 11:54:41 Nov 22 2006 engineering.xml
0 -—-= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

HENZH S webvpn Fit B AR, JH{#H] anyconnect profiles iy 4 Ay 2 Sl ¥ a2 25 7 i e v S04
AR
T LU N G T A )5 1) profiles value f7 4 (?), LAMETE A ARG E X Bl

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

I B A SR AP e i T SO vpn RC B S sales:

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

/& B Secure Client ZE iR H4%

SEIR TF2K e VF Secure Client H P 4EIR & 7 ity FH ) R 8. 248 ) i 58 91 ] FHISF, - Secure Client 2347 JF
—ANGEHE, iR R AT R, R AR IR T2 . BRAERS EFE Secure Client Bt # SCAF X
BAK “HBITH” (AutoUpdate) 13 & 4 )5 F (Enabled), 75U RGEA S BRI T AT URAE

MR FE S PRI A iy A4 (VR N A2 ASA, AR5 7EZL SRS 5 | PRI B S v, T DU T SESR
TH
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LAR B € SO SCRFIEIR T2 -

RIZERTFEERALINBEXREM

A secure Client LEHE [

BEXRBIHEE

BYE ZIANE

&ix

DeferredUpdateAllowed

true false False

True A LA I IEIR B8 . Gt L 4B 3R S g 44
(false), LA T B &4k 20K,

DeferredUpdateMinimum Version X.y.Z 0.0.0

SN HT ] ZE AR T S0 4 2 ) B AR Secure
Client it

S IR RRCA S, 03 T Sk B s Y e A A B
SR AR R (848 VPN) R 223 mlin
FEE R ARARASZER, MBER AR & 4838 BB 4%
G

WERARARE IS IE, TERAE 2 b2 A
], R ER AZISEHD RN,

DeferredUpdateDismissTimeout 0-300 (F»)

T (BEAD

SEIRTHEARRAE B 8K 2T o AP AL
TR IE IR BOF ORI A N Y CSETEAG
BARRAE YD
AR BEE RS R, WAER B35S ThRE, Al
Sy — s (e , HEH S EHIAY,
B JE M BCE N E, W AR VFRR S LR S o ]
HHAT BENEIR BT 4 -

o U AR A

DeferredUpdateMinimumVersion [{J{i .

* DeferredUpdateDismissResponse HI{H o

DeferredUpdateDismissResponse

IR R ST

& DeferredUpdateDismiss Timeout By IR 5
ks

g2

7 webvpn fit B #5520 F 18 i anyconnnect-custom-attr #4814 [ 52 @ P

[no] anyconnect-custom-attr attr-type [description description ]

i

PLUR 7R i s e s n B e g PEZR Y DeferredUpdate Allowed 1 DeferredUpdateDismissTimeout:

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
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AnyConnect VPN % FisiEsE |

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

fE4 JR i BN, i A anyconnect-custom-data fir 4k 52 OB PR INAr 440 0 THRALE M,
AL A H DURVFER . A, ERSESRERAREL T, REASER “EIEE
B OEHE, JOF HH P ANREEIRTH ) MR, Rk A3 T

[no] anyconnect-custom-data attr-type attr-name attr-value
-

PLR 7~ Eos i) o 1 52 X 1257 DeferredUpdateDismiss Timeout A1) i ) DeferredUpdateAllowed
UNIETEZ(E

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

i ] anyconnect-custom iy & 7E 41 IS H s s sR B e SO iy 44 4 -
* anyconnect-custom attr-type value attr-name
° anyconnect-custom attr-type none
* no anyconnect-custom attr-type

i
LAR 7 st gn] Sy 4404 sales FRZE SN J FAEIE S8, IR IR I (] BE Dl 150 A

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy)# anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

J& F3 DSCP 1 28

LB A FE s, AT DTLS JE A% 6] Windows 2 OS X ¥ L2270 ik 55 A5 ki
(DSCP). it et/ DSCP iRy, Beak il LM SCAL PRACIR AR i i o o s e 7% R 17 WO G 0T,
I BARIC RS e IR0 i LA ey ol 4

UK

FIE1 #F webvpn FLE B R 4#H anyconnect-custom-attr iy 4617 [ 5E B PES A .

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated Services
Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
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J& FIE At Secure Client L& .

$IE2 4 mic BN, 48] anyconnect-custom-data fir4 b 1 5 X PR N Ay 44 -

[no] anyconnect-custom-data DSCPPreservationAllowed true

bt BIAEDL T, Secure Client 234047 DSCP il H (true). ZORILAER], i 7E kbt 112 &
PR B false, AR5 FLHT A BhiEHz.

J& F E b Secure Client L1 &

U KR4 R N 3T 18], % ] UG R N 8 O ASA BISED L Z AL . I
DRI Secure Clientfff FHIN, e 2P ez /o, ASEILRERS 1 HTIX LLTh e

TR FHIIGE, e 4] S webvpn B )7 44 webvpn Bt B R, {#H] anyconnect modules fir
A8 TR 2R

[nolanyconnect modules {none| value string}

U RSN E 2 G

K

EREXRIFiA

ST UG (SBL) S FFid T 2235 4F Windows PC _I[¥) Secure Client/ &k A . S22 47 . K5
WLt SE . 6 SBL, VT ASA FE M2 Secure Client/i F AR VAR 5 43 500IE (GINA) [R5
Yoo LUNRE SRR i3 A SBL:

UK

TELL SN webvpn B 71 44 webvpn FLE AT, {# 4] anyconnect modules vpngina iy 4 fL 1T ASA ¢
T VPN JEHE GINA B R gk gy e 480 7 .

ENGE

FELUR R, P Se e N4 5ems telecommuters (120 Sl @ PER IR, AR5 RE N2 5 webvpn it &
B, B EdRE AT vpngina:

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

KR & P um il B SCF (AnyConnectProfile.tmpl) HIEIA
YL E SO, DMEFE A ] SBL. DA R 7 2 /s L i SO (AnyConnectProfile.tmpl) i T
Windows [FJFH G 53 :

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>
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. #:3¥5 Secure Client Fi FSEEHES

<UseStartBeforeLogon> #ric iff & & ) iy A 15 1 SBL.  WI4E4T JF SBL, 5 H] true &4k false. LA F7R
B 2.7~ F] FF SBL [fIksic:

<ClientInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

7t webvpn BLEALA R, A profile iy 4 fRA7X AnyConnectProfile.tmpl [P35, Jf4 ASA LRI4l
SR P SR A SO

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

%4k Secure Client | FEERIES

TR R

k3 e

ASA RALE T IIRE, MRS H T AR T3 WA 6% P i SSL VPN I8 I H P T R
BT F %S, LA Cisco AnyConnect VPN %% 5t FH F* BT i 7~ O ST

AT WAATHCE ASA LIXFIX LS H] ol Bk AT 1 & e ffe.

) zE R 27 1 D A DX A R L B Nl . #F Cisco AnyConnect VPN 2 v [ S 1] L 5
N T W BT T Secure Client 84,

ASA PR AFIAG AL & 47 H T Secure Client 35 (1 86 4 8B . 480 LS LR, IX S EIS$EIL
URL B AR A — XML CF. b SC A fig BB = 180 UAgniEng SOt SR, Al
A7 F N7 A BB e X 5

BT LS A ek . QAR XML SO Bon 8 2 s dm iy B B S A A HIRE S 4
FRIG I XML SCAKE G 8 — AN B iR R e ke i 4, R I 78 55 AT B o % Secure Client 35 1) % 4
BB e 7 B ) Secure ClientH S B8 o

PUF R iR ] 61 2 Secure Client 5 [ #5 #3% «

UK

ERS R EXEC #5530 K, f#1] export webvpn translation-table i & ¥ 4 B 5t BT H L .
7ELL R 7R, show import webvpn translation-table it 4 5 7 i) J (454 36 BSR4 3 36

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect

PortForwarder
url-list
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R

aznz

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

A, MBI Secure Client #4036 . QI ) XML SCHFRISTIE4 O client, 2301
EEEESNELOMEESS 228

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

EF—ofld, HPSHa R h e, 125 S e il B 5 N . zh /& Microsoft Internet
Explorer XJ LIS

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

G AR AR XML SCIF o PR 28] 275 Secure Client BB 87 A 2% . 1T H3 R Fé A9 753 &L Connected
(7 & ID 7 BE (msgid) FI B 745 BB (msgstr), I B (E% ) i dE a7 VPN 4 I W7R7E Secure
Client GUI . SERERIRNR AL VF 2 [ 5 7 B -

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.
#

#,

fuzzy
msgid ""
msgstr ""
"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"
"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"
"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

HH = = H

Q

msgid f 5 BN . msgid 2 J5 1) msgstr St WA, 1HAE msgstr PR IIE]SH
NERHR IO SCAS . i, AR PP S ek I 7 ) “ Connected” T TES 5 INFER AV BE
VRITSW N

msgid "Connected"
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I RAE 2R

=

msgstr "Conectado"

95 L RAF ST

AnyConnect VPN % FisiEsE |

A EXEC #22F, 8] import webvpn translation-table #iy4- S ANFEH K . AR A% T 5 )

AT 5 405 R BT R I A K

ELLUR s, $ N T XML {4 es-us- Microsoft Internet Explorer % 5 [ T i (1) 7G4 1B 1145 5

hostname# import webvpn translation-table AnyConnect

language es-us tftp://209.165.200.225/client
hostname# !!!lIDiririrrrrrrrrrrrrrrrrrrrrrent
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

URAS P B, WURT LUK SR o

I RBY REE S

7ELL R Rfirh,  showimport webvpn transation-table iy 4 7 i) FH () # e SRR Rk . &P

WL ST FEIE (fr). HAE (a) FHE (ru) A .

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn
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Bt & = 4% Secure Client SSL I8¢ .

ja PortForwarder
Jja AnyConnect

ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

TR 2 MERATT MR

revert webvpn translation-table trandationdomain language language

Hrpr, trandationdomain i FiR R SIR A ML H IR, language RiE T 4%, KRN 2 MF4F.
WABEAN MR BEAN R . TCEAE ] — A S IR 45 5 1R 5 A I A ek

B, EMIER Secure Client VA TE AR AL e 3K «

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

B & =% Secure Client SSL I &E

N/ B0 K 418 %2 Secure Client SSL VPN &0 = 40 Lh R

B R E 4 %

ASA 5 Secure Client/t SSL VPN &8 L E B AL BB AN, eI 1S T H b i s = H Myl is ik m) &,
T R R 1 22 4

BRVFR P lﬂﬁjjt%%ﬂ'_féﬁjz}ﬂ)jf SSL VPN &8 B F B A s 8, TR S S P 44 webvpn £
T ] anyconnect sl rekey T4 .

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

* method new-tunnel $& 7€ 2% 7 ity 45 581 AE Bl 28 A0 ) I R 2 S 3 i B i
» method ssl 5 5 25 ) i A5 BT A s B 1) ik R v g S f g
* method none Z& 1 535 42 15 5% 4

* timeminutes ] T4 7€ M2 1F T iR 85— VR E0 B AR s B 21 51053 A= il s A BT s e 1 4 B B
HUEYaEh 1210080 (1 &) &

\}

AR T R PI J ERL E h ss B new-tunnel, T & U AR FOB A B T R R ep ST T R
BEIE, AN AT OB A R A R R AT SSL EEHT RS . 5 9% anyconnect ssl rekey v 4 ) S id
X, WML S%.
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AnyConnect VPN % FisiEsE |

EMT?WJEP T BUAT AL sales SR, 7 S ARG BN A8 FOB A B B R ik R R T SSL ik
ITEP R, OB S PIE S TR 30 20 Bis BEAT

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

B & X F R E AR

X EERAEIEATI (DPD) F LR ASA () B P i rf LAPROARS I 20060 5544 TG e 3 HLI%E 2 O )
T B8 PR AR LA R I (DPD) JF¥% & Secure Clientii ASA M SEHAT DPD HIMR, iHHATLL
NERAE:

FHiaZ |l

o HIhEEIUE T ASA M55 Secure Client SSL VPN & /i 2 [0 (F3ERE . 'EANE FH T IPsec,
24 DPD T SOV IE 78 ) B v S

* WAJE A DTLS, B2 5 A SRS 7E Rl (DPD). DPD fui/f R MU DTLS M4 Rl 52
TLS. 750, ZiEHS%&IL

« 7F ASA b H DPD i, #f LLE H B MTU (OMTU) ZhAE A #8257 3 0] LA D444 DTLS %08
A1) B K 28 MTU, it ) e K MTU RIEEE 7 1) DPD il (0K 550 OMTU. Qi R M Sk o2
WCEI R IERRLE, W2 MTU K/ B, B9800 MTU FE RO IEGEM, 21K 2P
FVFII /N MTU A ik

iz
BRI Pt (R 4L SR

BN FEE B 7 44 webvpn 15

hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) #

ﬁ,

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

T I SR o
f# M [no] anyconnect dpd-interval {[gateway {seconds| none}] fir4 -

W2 TE ASA. i 1l DPD IR ASA S5 % ) diig K4 40 F) ISF 18] (] BE i 52 D 30 8D CBRIAED 223600
M LN RFERR dBUE A 3000 U SRAE I 18] (R RE N AR YRR Hn L, W ASA 5 7EAH ]
AR 15 1] % AL PRAT =20 DPD ke 212 ASA RMCEIE 7 i R )32, Ul 23 IKr I TLS/DTLS F#ii

iR 7 3€ none 2325 H ASA 14T H) DPD ik, 18 A no anyconnect dpd-interval MELE
FRiZdn 2o
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$IE3

B R RFFEZE

prrszz |

16 E none 2% 1] ASA #4711 DPD iR . 141 noanyconnect dpd-interval miJ M & FP IR It Ay 4
e ak i allR

{# H [no] anyconnect dpd-interval {[client {seconds| none}]} 4.

% J i 2§ Secure Client. Jii i DPD I 7 i i AT DPD BRI A48 58 A 30 B8 CBRAED &
3600 F5 (1 /N FaH . @EE A 30 7.

$&7E client none &2 ] % F i AT (1) DPD. 1# ] no anyconnect dpd-interval ] B & I3 it iy

%

w15
DLR 78 kg BRAT 4 55 8 A5 B8 ASA FAT 1) DPD (R ZE 1565 0 30 15, 4% /1 i 471 DPD
FISTRBEE 10 Fb:

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

] DU AR R B B AR, DA AR AR B, By kB NAT W 4510 SSL VPN iE AR BT T
RES, WA 5 24 BRI T 1B vl AT 25 PR S TR I ) 2 b o R3804 3 m] DUAR DR 25 i £E S8 2
PR EENa TR TERFHNA (4 Microsoft Outlook 5% Microsoft Internet Explorer) I A< Wi
FEE &R
BRUME O )8 AR FRE BT RE . W R AR R R e Thng, KA MBEFERS FiPF, SSL VPN % F 2>
AN B DI 3] 45 &
T AR IR B AR, TEFEZH SR webvpn B P 44 webvpn BL B AR T keepalivefir4:
FENBCE IR M 2 AR E A B4k K, 1548 A it dr 21 no TE:
[no] anyconnect ssl keepalive {none | seconds}

* none A & i AR FFIERE R

* seconds i % ) S 1] UACGE PR FFIERRN B, IF4RE AL B MHR, BUEVEEDY 15 2 600 £,

FELL Rl O 4L 50 sales, ASA WML E A E% 7 5m il LA 300 2 (5 730 [y
HBIE RN B -
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300
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1 F = 43

AnyConnect VPN % FisiEsE |

SoFFARAT S IE 2, 4] AN BEAL B RN, AT =1 ASA 5% 7 i 2 8] 38 45 1k fie
BUIEDL T, 75 ASA N4 SRy g n FIEF bRy e L8 7 (T A SSL VPN 42 ) FH 4

\)

AR FERNER BSOS, RS R I A MO T BUE X S, X IR BRI UL R B

A% MTU K]

AAE LT IR E R 40 0 2 A

T A4 JR G EAR R 8] compression iy &4 R LT TR 45, ARG TEAL SNSRI J7 4 webvpn
R, e 4lEi -, {EH anyconnect ssl compression iy 4 i B R4 .

£ 513 5 T 4R

P NA R R RCE, IEAE ARG E R R H anyconnect ssl compression fiy4: EE ML E IR
4, EMH A 41 no B

FELL R, XA SSL VPN JE#: 4 Ja AR ] T a4 -

hostname (config) # no compression

EAMA P BESE
S B SR S A T A, T AEALSRIE AN 7 44 webvpn B3R 48 H] anyconnect ssl compression

i

[no] anyconnect ssl compression {deflate| none}

BROATEOLT, AP S, SSLR4Ew i &b deflate (J3 1D «

BENBCLE M R anyconnect ssl compression i 4, IR A e B R AR B4k, WA a4
i) no £

TECL Ry, R SnE sales 25 T H 4 -

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

Wﬂuﬁfﬁﬁilﬂ% webvpn 24 1] 7 44 webvpn it B 15T, 4] anyconnect mtu iy 4 i #2757 sty 44 57 1)
SSL VPN &#:/¥) MTU K/ (A 576 & 1406 AF10) -

[no] anyconnect mtu size

A :/W S0 Secure Client. [HARERE} SSL VPN % 7 () ANBER A A ARFIH MTU K. [FIF, %
A IS MLE SSL ALK& 7 i 42 LA AE SSL il ik DTLS #1042 o

IR NG, %2 BRI B 4 no anyconnect mtu. MTU JK/NEEF3E 8248 F (14 11 i) MTU
%23 TP/UDP/DTLS JF44 H sh AT 4.
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S Secure Client BR15 .

filn, 3247 ISE %4 IRAS AnyConnect BRI, Rl RESIE—4KWHE, WAN “NZEMILKIER
MTU fit & AN ot %\ anyconnect mtu 1200 Fl anyconnect ssl df-bit-ignoredisable, ) n] DLk
P 1KLL RGE AT

15
DL 7R 45045 40 55 0% telecommuters [ MTU K/MECE A 1200 AN

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

5 37 Secure Client B/
o LA P LR R B T ASA. b 1% B {2

UK

W1 TERFB EXEC B N copy i 2 B AR v, R & 7 o A5 52 ) 22 ASA.

W2 WHIHE ) b RSO S O ST AR R S 44, 30 TR ABC 1) anyconnect image
e WP AL ARE, 1518 H [nojanyconnect imageimage 14 E1 4 IH S0 4R 544 F anyconnect
image i & A WL I, A ASA Ingosr rmug .

& F IPv6 VPN i3]

I RS AEENCE IPv6 U 1], DA Z0A iy 24T 1T - 9.0(x) WiAS 1) ASA Ky HA% H SSL AT IKEv2/IPsec
PR AN s N T IPv6 VPN 457 FF .

76 )3 ] SSL VPN &Rz Berk, #80] LU# ] ipv6 enable #ir4Ji ] IPV6 Vi) o LAR A28 K 2E AN B
0 _FJ3H IPv6 1 IPv6 &8

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6 enable

WEJH A TIPV6 SSL VPN, 4k AT LA i A 1k :
1. fEAMEEZO LS H IPv6.

2. {EWHBEED EJE IPve AT IPv6 Hidlk.

3. AR AT ELI TP Mk E IPve Mkl AN it .
4. PBLE IPv6 BEIEER NI K,
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SAML 2.0

AnyConnect VPN % FisiEsE |

BB

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0
ipvé enable ; Needed for IPvé6.

|
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPvG.
ipvé enable ; Needed for IPvé6.

il & “ipv6 local pool” (FT- IPv6 Husik 43 -

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

R TR E ASA FAIEEN bR, siF Ml ) ASA R A P o lic & bt %] L
¥ ASA It B 4 ] Secure ClientZ)fic IPv4 HuhikFl/ak 1Pve ik .

K 1P Hidib A0 22 15 (R i 20 SR (BRZL )

tunnel-group YourTunGrpl general-attributes ipv6-address-pool ipvépool

R HRIE I I AL & IPv4 Mtk (] “address-pool” fiT4)
BCE IPv6 BEIEERIA M G

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA 3ZHF SAML 2.0, [KIt> VPN s & 1]/ 2L I ZR AN SAAS NI Z [ DIy, Hagf A —ix
EIE

fitn, FAkg S 2 )8 Pingldentity 75 4 H: SAML 5 43 $2 (1 FE ¢ (1dP) 7 H A4 CE 7 SAML 2.0
SSO HJ Rally. Salesforce. Oracle OEM. Microsoft ADFS. onelogin &% Dropbox K/ . 4%5K ASA
P B N S FF SAML 2.0 SSO 15 b i 45 32 (1R (SP) I, T RENE B —Ik, A BLI M BifT iX
OIS

AN, EEINT AnyConnect SAML 7§, [ AnyConnect 4.4 25 )i v] LS Ff SAML 2.0 5 7] 2 T
SAAS I . AnyConnect 4.6 51 T — NSRRI 5 BRI BE 251 SAML £E1%, DA UFThieAS
PRAHL CHMESD WA . B AR N i) S R A B a AN R T+ 4 21 AnyConnect 4.6 (5,
T RRAS) FASA 9.7.1.24 (BUEERAD + 9.8.2.28 (B mflA) % 9.9.2.1 (HUHE @A
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I AnyConnect VPN % &%
sam20 i

ASA JiA 9.17.1/ASDM A 7.17.1 51N T %} AnyConnect 4.10.04065 (B3 =il 4A<) ] AnyConnect

VPN SAML ANV B SRR . 2848 F SAML 1F 4 AnyConnect VPN £ A0 & SC2E ) T 5 4356 10F
TIEENE, AT LLIEEAEHAT Web S5 38F ik Secure Client 1 FH A< Hhix Ui 28 1 A 2 Secure Client fR A
AWl ”*%ﬁ & IIfE, Secure Client 7] 33 WebAuthN AT HoAlJE T SAML [#] Web £ 43 36 1iF ik
T, 1§Jﬁu$)ﬁ”i APV B3 50 UF BN 20 U S AN T ) ARG s . 6T SAML A
WEEs, BUIHAT AL FTIR R E : & SAML SH B UERC B B BAE RGN W8S , 26 238 1L,

B SAML FCE A BEIEH . BRBETE 2H s8R AT AL I H 1 & 9y 56308 J 10, ASA ¥ 3 SP . VPN A
JUERE YT RS ) ASA B SAML IdP KRG sh i85k, RN T LidEMigst.

SAML SP % 289 SSO

Mg & Pl VT ) ASA REALE SIS, BRAT A FE W R TR

1. 24 VPN H /5 i) sk £ CU5 F SAML [ BSIE 40N, S F 29k #1058 17) & SAML 1dP #3HT 5 7y
AlF . F BRI R, BRARF - EEEV R 41 URL, ZEARFR LT 55 17 o7

ASA KB — SAML S4B E IR K, ) AR 1% 17 5K 350 W) 42 SAML 1dP.
2. IdP [ AR P SRR, RIGRAH S5t MR IE D20 /2 1dP 543 50 i B i 225K
3. 1dP Mk R0 A R AT B ASA Sk URL. ASA IFE WY UL B8 3% .

SAML IdP % 2 SSL
R IR V5 ] TP SRR I, 6 SkAT I RE AR s -

1. &P V5in) IdP. IdP M4 1dP 15 43 56 AE e & 1) S & OB AR o B & 7 A SEUE A
5% 1dP.

2. —WAEULE, W& P APAE 1dP O E A T SAML RS 532 . & F ik $f ASA.
3. SAML Wi 5 8 &3 A1 Ve B JE R AT 21 ASA B3 URL. ASA ZeiEmi R DL 5E il B 3%

E1EE
ASA 5 SAML G734 7 2 0BG AT o8 KRB & AIE L (ASA BT A
WA 5 SAML G IR 2 [ R AT Rl 1dP - FC & 1 S B0 UE 7.

SAML #Z R}

SAML W= "4 11 NotBefore FIl NotOnOrAfter: <saml:Conditions NotBefore="2015-03-10T19:47:41Z"
NotOnOrAfter="2015-03-10T20:47:41Z7">

405 NotBefore 5 ASA _Ad & # SAML I 2 A1 5T NotOnOrAfter, NI SAML K7 &
NotOnOrAfter. Ul NotBefore + #8 I} # T NotOnOrAfter, NI NotOnOrA fter ¥4 %4 .

RN NAZAEH R, LAST N 5 EE W S . b TR SAML Difig, DZUEHEI) ASA 2% N [a] 1)
W (NTP) 45285 IdP NTP fiR45 85 [H 26
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AnyConnect VPN % FisiEsE |
B savizo sognisnms)

E RN PR F

7EL M 48 S FERE T SAML 2.0 IR S5 HR LR 1dP. 7EFAH = H 358 SAML IdP I, ASA FlH:Al
Fl SAML [RIIRSSAb T- 0500 8, I BARE L FHM 2%, i H ASA 150 2 5IRSS 2 a5, o]
FIFH 2 BRIV EE 44 webvpn 23 1E R ACEE IdP BB BGIUE, FF4e IdP S H P 2 M A fia. 4H -
GIIN, ASA S Ad AN I a8 MRS DS AR H AR 1P 21 SRJE, SR LU 4 P RO 2% o 10 IR 454
PR 1T TG 5 PR N AR

SAML IdP NamelD J& s P I - 4, HH TRAG I8kAl VPN S iE 5 4 .

)

AR BONRELE T T SR A L R 2% 2 A1 # S A B IE (S R o S ROREATR] B4 1P (R I P AR A R 55
RBRE, AN AT S IAIE . DA &S 1dP Joik I AN S5 . AXAMEE 1P JEi T T R 2%
IR S5 P R Y

SAML 2.0 594 ) #0 R il
* ASA HrLL N SAML G iF2544
1% RSA Fl HMAC [t SHAI

* fu% RSA Fl HMAC ) SHA1

* ASA Y ¥F SAML 2.0 F3E []-POST 485, i SAML IdP 137 Frit ohfig.
* ASA fUH1E SAML SP. 7EM Al 250N, e A RETAE S P2 (L FE P o
* It SAML SSO SP Thfig /& H xS IAE J7 . EARES AAA FEH i .

o ANTHFFRET R P 441500 G AR UEB S A KCD (LR, Billn, ) 44 0 i 78 2
fes ETRPP AN G T ZHHMH 385, KCD SSO %5,

* ASA SZHH# [l AnyConnect SAML S35 5-4IE ) VPN 4 240457 o
* {fi ] Safari 17 SAML S 43 BGUENT, 1HHfCRIE 2225 T Safari 81 14.1.2 B @A

o ASA B B TREHY: ASA 5 SAML IdP 2 [A] IS [R5, AT IE A6 AL 38 5 45 5361 W = 35 I 1E
W4T A .

* ASA F P B TUTAE ASA I IdP _L4E BRI L2ur, HEELIFRE:
* £ ASA Lfid'E 1dP i, DAZ0AC'E 1dP 254 F 4.
o ASA AL 1dP Fl FIZ8 ZAE B HAT AR & .

* SAML W1 5 HA NotBefore fll NotOnOrAfter 5114 ASA SAML it & ) #B AT 5 iX AN 4 Fan 38
H:

* 1% NotBefore S8 2 FIH.F NotOnOrAfter, Wi ¥ 78 35 NotOnOrAfter.

* U5 NotBefore + i8I Hi T NotOnOrAfter, I NotOnOrAfter 2E%% .
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I AnyConnect VPN % &%
m & samL20 gz ) ]

'LIIJH%T {77F NotBefore J& 1, ASA KE4i g ik K. WIRALFAE NotOnOrAfter J& M H A %
T SAML B, ASA KiE4a s iR,

© ASA AT T4 9 #5 SAML [ 3538 i 19 Duo, T TERUA 2 S I0AE (RS fRRS. 2569)
(¥ J3C /080 S 4 1) K 2 FQDIN B, X £ B il 3107 7 i AR B ASA HEAT S 361k

o LEARAN U B TP AR RVEAZAS AT RS B 15

* CLI 5 SBL B AN SZHF iR AN 200 B3 o SAML 2
o TEM 25300 W A8 ALK SAML SR 50 UF A4 5 AnyConnect $E22, R Z IR

o f 4 KRRS04 A o N ) U0 A e 2 i g B ﬁﬁﬁ%ﬂjfﬁ%ﬁﬁ?o i, R
AnyConnect AHEE T IPv6 JEH B X IPv4 452, R A U Y48 0T BE B XK IPv6, B Z IR

[FIFE, el AR 2R S, AnyConnect 1] fE23 [HIIR @J/nﬁﬁ@flﬁ il PN w (iR
%&f TR AREE BN R MUE 1T RS 45 1

« Jy T SAML Theg, 4081451 ASA MZRIN A FY (NTP) k4528 5 1dP NTP IR 45wl 2 .
* ASDM _Eff] VPN i) 3 H HT A S FF SAML Bt .

 ATHIN 1P Gk m,  BORCIE VT R L7 SSO 11 A IR 45 4«

* SAML IdP NamelD J@ L& RO 44, IF HAITHRAL dikAT VPN 2 1 40 12 .

* ZAE SIS R SAML.

B.E SAML 2.0 5321472 = (1dP)

FIaZ Al
FKHL SAML (IdP) $ L i & s M4 URL. %8 n) LU AL R 1 M i $R BGX 48 URL, =03, i)
A Be S AE TOEUE SO R AR AL L

UK

HIE1 7F webvpn FCERL N O SAML G 43 $¢ (1R 7 37 3E N webvpn R 11 saml-idp T #X .
[no] saml idp idp-entitylD
idp-entitylD - SAML IdP 544 ID 2404075 4 F 256 N F4F
LMK SAML 1dP, 548 F it A4 (K no JE .
P12 E 1dP URL.
url [sign-in | sign-out] value

value - IX & 116 5% 1dP 1) URL B¢y 44 1dP i FH - F5E [0 () URL. sign-in URL 44150, sign-out
URL #[i%. URL {40067 4 £ 500 NFFF o
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B == savzo0 seziizs adp)

$1E3

T4

(Af3k) BeE L% S i VPN JEA URL.
base-url URL
[0 58 =77 1dP &4tk URL, AT && M & 1 ASA.

RELE T base-url, WP E I E show saml metadata ' AssertionConsumerService #i!
SingleLogoutService J&: {13 A URL .

I BRI & base-url, T H1 ASA (1] hostname fl domain-name ¥¢5%€ URL. #l&0, 4 FH 4 A ssl-vpn
H¥4 M cisco.com i, FAMEH https://ssl-vpn.cisco.coms

LS4 X\ show saml metadata i BE AR it & base-url 1 AL & hostname/domain-name, 14 H A 5%
B & 1dP 5 SP (ASA) X I8 FIME AT .
trustpoint [idp | sp] trustpoint-name
idp- 4R @& it ASA HI T-%1E SAML Wi & 19 1dP TEB (5 AT A5
sp - fE A 1P JH T H0IE ASA 2544 BN 3 SAML W5 1) ASA (SP) iE 5 (5 1E ki
trustpoint-name - 2 LA G B A5 4T 5

(Afik) Wi SAML &I .
timeout assertion timeout-in-seconds
AR, WITE NotBefore M I FP42 F1 5T NotOnOrAfrer [R5 I,  MHACHE 2375 55 NotOnOrAfter.
WA E, WK 5 1) NotBefore £ NotOnOrAfter H T-iffi i 43 2% 12

R XHFHCE T34 SAML IdP [JPEIE4], 7F webvpn X saml idp CLI FATfa] 5 50 AE X%
N A TE 2 FEORT A ] SAML I A s S THiZB&E 4. FoE TN G, HA7ERE 4 webvpn
JEVER EH & saml identity-provider CLI J&, 3575 HEB I A & 4E %% .

(W[iE) /& SAML ik a3 HelZEH CBRIARED %844

signature <value>

iR T3 SSO 2.5.1 Ji, BRINZEA J5 M SHAL Sk SHA256, i Fimik#i A value
rsa-shal. rsa-sha256. rsa-sha384 bk rsa-sha512, EA]DANC B B iE2E4 vk,

Cne) BREME 1P 2N RbrE, M internal 4. RJ5, ASA KEAEM AT

TAE.
i F] show webvpn saml idp & &l & .

{ii F] for cere-authentication 1 & {3 2 (1R P AE ML B SAML 43 56 UF 17 SR ) B 23R4T B 43 560 31E 1 AN
LA 22 5. W E N BRI RIE, B0KEIEZER], i 4# R no force re-authentication.

Gt

PR 7~ BC 44 0 salesforce idp [ IdP 44 FH TAC & A5 4T 5 :

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



I AnyConnect VPN % &%
1% ASA B2 &  SAML 20 R sseitizr (5P) [}

ciscoasa(config) # webvpn
ciscoasa (config-webvpn) #saml idp salesforce idp

ciscoasa (config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) #url sign-out

https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa (config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint
ciscoasa (config-webvpn-saml-idp) #trustpoint sp asa_trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce_ idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

trustpoint idp salesforce trustpoint
trustpoint sp asa_trustpoint

PLR R 0T 7R T Wi 3REL Onelogin () URL #7545
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen
PAF 94 0 ey 4 1 76 #5080 A OneLogin £ 48 URL 7451«

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

T—5#tta

Wk ASA it'® 4 SAML 2.0 JIRSS$241EFE 5 (SP) , 2 237 U Tk, ¥f SAML 5 43 56 UF 3 F T 2 1
B

1% ASA Fic & /5 SAML 2.0 AR 5512 {32 = (SP)

FreEZ Bl
IdP RH L CRE . iHS IS SAML 2.0 S AL (1dP) , 5 235 WL,

UK

$IE1 7 tunnel-group webvpn FHiU T, H] saml identity-provider 4 7FiC IdP,
saml identity-provider idp-entitylD
idp-entityl D - 25 A& DAHTAC & AT 1dP 22—
LAEJ] SAML SP, 1481 st i &) no JE .
HIE2 %P SAML IdP (51T .
authentication saml

SAML 54y 5k J7 ik 2 HFR
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AnyConnect VPN % FisiEsE |

B o sav spmirRERARE RGNS

=l

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

71 SAML S 55 uE o & BOARIE R G 5T 27

Nil

8

7€ AnyConnect NATHISE & AN a4 (BRI RGEMECANERS) , L2 A AnyConnect ik
AR W ER AL EE SSO By B Uk ik

105200 T 2 AnyConnect M A (6L (51101, external-sso-4.10.04065-webdeploy-k9.pkg) Ff-#%
LR ASA. ARG, EATLLIERE SAML 5557 (AnyConnect Ff ik A 0] Yo 45 B E R G ER
INHBERS) HEAT SAML S350

e PFERINERME R G0 V2% rT AEFE I VPN S A3 B0 A LAt A 8 53 2 18] i3 B0 5 80 55 (SS0). i 44
A SR ICIEAE VPN & i R A\ U0 S 28 AT (1) Web B0 56iE 777 (9 i A= W0 ik 54 56
W), TR IR . AEIEPRERE R RN WA 2 0T, S AL AR Y A IS AT AR,
LLES ] Web B3 B84IF

UK

7E webvpn FAEIU R, {#H] anyconnect external-browser-pkg i 41l i #E & Ge i BRAN B 2% 5 H
AnyConnect SAML & 43 54lE

anyconnect external-browser-pkg path

PAEHIHRAE RGN BN W38T SAML S0 30E, 1541 Ay 411 no JE L.

7t tunnel-group webvpn FH K, ] external-browser iy 4l i 4 R S8 (BRI W 2% )5
AnyConnect SAML 5 {3 5 1E

external-browser enableidp-entitylD

PR ARG EIA T 3T SAML S 50F, 1541 Ay 411 no JE (.

Gt

7R E$E AnyConnect %ﬁlhid VAR ERAE, T SAML B350 1 e H A1 )
CERAE R GE BN W%

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19



I AnyConnect VPN % &%

sEiEsmsamL 41 ]

asa(config-tunnel-webvpn) # external-browser enable
asa (config-tunnel-webvpn) #

fic & UEP F0 SAML 517 35

TR LA SET SAML IR HERC & SO BC EAIE 5 R SAML Sy uE,  DAS A6 UE 7 7 (1 9% 7 11 G 7
TR E SO AT MR B . HE T SAML 195 43 Bk v] LLERE 21 b= B A/ Rl o #8507 LUK
BAMER L Z MIET 5 SAML BL& 1T 5 4 Jik.

24 Secure Client & AEEHZN, ASA Bl FTD #AEPIT SAML B4 56 UE 2 5 N 2 bty i sk 56 1E— A48k
ZAEF

SAML S EAE5E S, SAML AHIE15 ] /7 4 nf LA

SAML S IAESE G, AT AZESE AU BEZ BT EL 3 SAML FHE H 44

FiaZ /i
T ORERC B E 5 SAML & 43 56 AIE 2 5 & AT 75 18 SAML B

* JREL SAML (1dP) $& (/2 77 1) 5 i MRl URL. 8] DU RS (¥ s SR X 46 URL, 803,
ATTR] e 2> R T S h 3R A% AR

* FCE SAML B4R R P MEAL B E . 120 BoEUE 1M SAML S350k , 45 239 it

UK

FIRCEE TR SAML S BGIE, 1A LA Ny 2 HE tunnel-group webvpn-attributes B, $FERFFS
B AR TR A B

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

LR M B S B TT %, AN LU fir %

hostname (config-tunnel-webvpn) #authentication authentication method

@lhn, LUK i [ feiF SAML NHIESS 5 43 Bl -

hostname (config-tunnel-webvpn) #authentication saml certificate

LA i & SCVFIE TS AT SAML 5 {3 563k -

hostname (config-tunnel-webvpn) #authentication certificate saml

LR fir & [ I SR VF 22 AIE 15 A1 SAML 5 43 56 ik -

hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

SR 3 SIS E R B SO, R IR AR (Basic) IERI BT R E .
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B sAmL 20 % Onelogin 35 5115t A8

TR 4 LHREUET A SAML B 5 E ) S IAET %, ARSI Pk SAML FHIE A 8 MIEF5 AT
SAML.

w51
LR &K sales group ZEFEACE AL B 2 /NMIETBAT SAML & 056 3F ) 7= 1) «

ciscoasa(config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

L SAML 2.0 #1 Onelogin 4 {5115 BB

RO, AR5 =77 SAML 2.0 1dP A% Onelogin {5 SN AT 4

1

WE 1dP 5 ASA (SP) 2 [ (I ) [7] 25

ciscoasa(config) # ntp server 209.244.0.4
F BV 55 =7 1dP S 4L (R PP A 1dP 3RI 1dP SAML Jusidli .
¥ 1dP (282 AE T S AMEAE

ciscoasa (config) # crypto ca trustpoint onelogin

ciscoasa (config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint)# no ca-check

ciscoasa (config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

quit
INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9dl4 le22a549

Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

# SP (ASA) %44 PKCS12 S [T

ciscoasa(config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

quit

INFO: Import PKCS12 operation completed successfully

7™ SAML 1dP:

ciscoasa (config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950
7t saml-idp ¢ T AC & R 1k -
P& 1dP #5% URL R4 URL:

ciscoasa (config-webvpn-saml-idp) # url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa (config-webvpn-saml-idp) # url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

Jit & 1dP {5 4F SR SP {54F /4
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s samL20 s [

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml sp

B G S 3 VPN B4 URL. SAML i 3K 25 4 Fil SAML Wi & A8 I

ciscoasa (config-webvpn-saml-idp)# base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp) # signature
ciscoasa (config-webvpn-saml-idp) # timeout assertion 7200

7. AbEEAIACE IdP 718 ] SAML &4y 560F

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# webvpn

config-webvpn) # tunnel-group-list enable

config) # tunnel-group cloud idp onelogin type remote-access
config) # tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable
ciscoasa (config-tunnel-webvpn) # saml identity-provider
https://app.onelogin.com/saml/metadata/462950

8. 7/~ ASA [ SAML SP Ju#i#iE

UM https://172.23.34.222/saml/sp/metadata/cloud _idp onelogin 3KHX
ASA ) SAML SP ju##li . /£ URL ', cloud idp onelogin s&PRIEZH 4 FR.

9. IMAEMEE =7 1dP AL (R P AE RS 1 56 =7 1dP ¢ & SAML SP.

HEBS: SAML 2.0 &=

{#H] debug webvpn samlivalue i SAML 2.0 1724 . R4 value, RZeH Wx LN SAML ¥ &
.« 8- AR
* 16 - 255 kR

128 1l 255 - YAk, 4 e IR

=47 Secure Client &1
WEAFA ISR, i H show vpn-sessiondb iy

we By

show vpn-sessiondb BRI B SR HIE B

vpn-sessiondb logoff HH VPN 2o

show vpn-sessiondb anyconnect #7778 VPN 2162, LR OSPFv3 25 ifif5 K.

show vpn-sessiondb ratio encryption R RPEIE E RN Suite B 7% (401 AES-GCM-128. AES-G
AES-GCM-256. AES-GMAC-128 %§) [ 47t
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AnyConnect VPN % i iEHE I
. ;¥4 AnyConnect VPN <1

A\

E®  AnyConnect RB%iE
AnyConnect S B I8 A 73 B ) 1P Hidik
TCEAE TR AR 0 1R A2l FH T 150 D] 0 28 2 [ R sl AR RS 1 75 22 E T e R 25 1 A e AR
EFEHLH], Cisco Adaptive Security Appliance (ASA) #2155 b Jo & 7ty GEIL] /) WebLaunch)
AT (57 AnyConnect) o
AnyConnect 3L IR /R 5/ i A FAER R 231 S5Br b, B TAERBEEALT Cookie, KA B2
ASA FIR FIR FURF 2% ) i R B A H o R ) o ARHR/AR IR, WIBEIE  (TPsec/ HLIBE M
WA IKE)AR i J2 24 (TLS)/ B Ak fn J2 24 (DTLS) Mhis) FebR, (HAQTo R B, FH 3
PR U I B RN (AR . 3K SRV P B R T G BT T B O Bk

~f

Inactivity 7Bt .78 H Secure Client 2335 Wi TP R LR P 25 (IR 1R] o i R 25 1l Ak TE iR
A, B IR 00:00m:00s.

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

ST Al AL

;¥ %5 AnyConnect VPN 1%
WIS T 1) VPN 206, T E 4Rt B B0 i H vpn-sessiondb logoff iy 4> :
PLUF /- BIvERS T A1 VPN & 1:
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Secure Client JZEIZERITNEEH LI R .

hostname# vpn-sessiondb logoff

INFO: Number of sessions of type

“@»

logged off : 1

1T L A name 24058 index S 808 .4

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

Kb T ARG SRS I o) B A
BB TR R . IR %

14 0] LA7E show vpn-sessiondb anyconnect fiy4>
PR /Rl 7 H - 44 lee FIZ 515 1o

A

WAL NN OF BENERD , XRESA SRRV IEA S,
WA, e MARTE Bh 2 G .

(Ko i PR B AR S (FL% ) i R R I 7

hostname# show vpn-sessiondb anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Bytes Tx

Group Policy :

Login Time
Duration

Inactivity
NAC Result

VLAN Mapping :

BT 754148 1] vpn-session-db logoff fir4> ) name BT 4 143

AnyConnect

: lee Index : 1

: 192.168.246.1 Public IP : 10.139.1.2

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Premium

: RC4 AES128 Hashing : SHAL

: 11079 Bytes Rx : 4942
EngPolicy Tunnel Group : EngGroup

: 15:25:13 EST Fri Jan 28 2011

: 0h:00m:15s

: 0h:00m:00s

: Unknown
N/A VLAN : none

ﬁﬁ:

hostname# vpn-sessiondb logoff name lee

Do you want to logoff the VPN session(s

INFO: Number of sessions with name

hostname#

)? [confirm]

“lee” logged off : 1

Secure Client E1ZEITHEEA £1ER

TRV T BEDIRERIRRAS g Sl %

EETIRER £IER

% 13: Secure Client

THRERFR FRZ hEEfR 2

Secure Client %% 7.2(1) SINBAEM T LA F#y4:  authentication eap-proxy. authentication
authentication ms-chap-v2. authentication pap. 12tp tunnel hello.
vpn-tunnel-protocol 12tp-ipsec.

[Psec IKEv2 8.4(1) WY IKEV2, BASZHEFHIT Secure Client F1 LAN [i] ) IPsec Ik
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B sccure client zumsm £ins
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Secure Client HostScan

AnyConnect 3 % 4 P AREN Secure Client$& fHFR I EHL L 2R INERAE RS, PR B AP K
BB AT RRETT . HostScan NS SCRILAR Bl o 83522 A RS PG ZR AT T ML 1223 HostScans

* HostScan/Cisco Secure Firewall Posture [ RTHE451F , 2 245 T

* HostScan [FJVFH] , 58 245 71

* HostScan /7 , % 246 1L

o % T+ 2% HostScan/Cisco Secure Firewall Posture , % 246 7T

* Jo F a5 A HostScan , #f 247 1T

* 1% ASA )i ¥ HostScan/Cisco Secure Firewall Posture A< , %5 248 171
* 11Z% HostScan/Cisco Secure Firewall Posture , 2 248 T

* }& Secure Client iy HeREE 7 BC 221 SKHE 5 249 0T

* HostScan/Cisco Secure Firewall Posture #1230 , &5 250 7L

HostScan/Cisco Secure Firewall Posture BYRi2 &4

HE.H Cisco Secure Firewall Posture/HostScan ] Secure Client% /> 7 Z LN ASA 41
* ASA 84

* ASDM 6.4

DA ‘223 Cisco Secure Firewall Posture/HostScan 4 Bef# [l SCEP & {3 36F T fE

2% Cisco Secure Firewall Posture/HostScan 2235 Fi#E RS, 1S S F7 8 VPN E 4, BER
ASA R,

HostScan HYifF ]

PAF 42 HostScan 1) Secure Client ¥ 1] 223K .
* AnyConnect Apex

* AnyConnect 1 VPN
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. HostScan 127 &

Secure Client HostScan |

HostScan 12/ &

180T LUK HostScan 27 G0/ A A7 iR P A0 In# 22 ASA:  hostscan-version.pkg. I 3CAF£1 45 HostScan
A, LLK HostScan FEFN S FFEIF .

E=S

A+
=<

2 H 4 HostScan/Cisco Secure Firewall Posture
1 ASA AT 4, T2 LU N R 23 5 2 HostScan ¥, Cisco Secure Firewall Posture 2 /341,
Jt )5 H HostScan.
FFaZ B

\)

IR

U A 243 A HostScan 4.3.x B SEARIRASTH 3] 4.6.x WS s fiAs, i T-148 2 1 i e i B G B
47 AV/AS/FW DAP 5% Fl LUA JHIA 55 HostScan 4.6.x W% B i AN ASFEZS, I LAASE I B4 1S
M

J0N o

I SER A IR E R SR R S IR e . R 3 T B R A I 2 | 8 T e G AE 2
i 25 HostScan 4.4.x HEAMECE . A XHEA U, EHIEIFAETH 20 (Secure Client HostScan
43x Bl 4.6 x THEIEMHY o WIMEZ, TBISEW KLU 4E: FH2] ASDM DAP SEES 515 A I

TEMERAFRAK AV/AS/FW J@tE, RJa k&t s LUA A,

* ok ASA JFHE AN R ER. 2RI ERT, ASAK /RN FHERTT: hostname(config)#

* ¥ secure-firewall-posture-version-k9.pkg 1% 5] ASA. 14448 ] ) /& HostScan 4.x fiiAS, TR
4% hostscan_version-k9.pkg (1.

UK

HEX webvpn it B

il
hostname (config) # webvpn

17+ ASDM Jfi%+:E & ( Configuration) > iE#2i/7i8] VPN (Remote Access VPN) > &K% (3F
Cisco SecureFirewall) (Posture[for Secure Firewall]) > %2 £ 4K 7SBR 1% (Posture Image). 1 454 H
ff)4& HostScan 4.x Jii A, H4eH HBLE (Configuration) > #2315 VPN (Remote Access VPN) > %&
L REEEE (Secure Desktop Manager) > E 433 #MR & (Host Scan Image).

& 52 BLF5 %€ 24 HostScan/Cisco Secure Firewall Posture BU% FIFR P E 12 . 188 0T LU s M7 #4-A 5%,
Secure Client X .

hostscan image path
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| Secure Client HostScan

/2 52 F HostScan .

w5l
A S A4 17 /2 HostScan 4.x A,

ASAName (webvpn) #hostscan image disk0:/hostscan_4.10.06081.pkg

1 R4 FH B9 Cisco Secure Firewall Posture 5.x iU,

ASAName (webvpn) #thostscan image disk0:/secure-firewall-posture5.0.00556.pkg

Ja H#E F—2"35 %2 /) HostScan/Cisco Secure Firewall Posture B{% .

T

ASAName (webvpn) #hostscan enable

R s AT Be B R BIINAE T o BCDHRE B S B ORA7 B A P s, ORI S [OK ]

i

hostname (webvpn) # write memory

B HzZ=FH HostScan

X ey A ASA 6247 S JE FH B 2E ) ) 2225511 HostScan B .

FIRZ B
ok ASA I AN RRCERI. fERRICERAT, ASA KW /REU M /R%T: hostname(config)#

UK

HEN webvpn B E R

i

webvpn

JA ST ) HostScan W% (o S AR N ASA 1D

hostscan enable

N B 2231 HostScan £ 70125 ] HostScan.
R 1% )8 AR HostScan WHR 2 |, 205048 H LR #ir 225 HostScan.

no hostscan enable
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. #E ASA /5 #7 HostScan/Cisco Secure Firewall Posture 2

&=F ASA 5B HostScan/Cisco Secure Firewall Posture

EN

13 ASA [y 4T A m, MR LU R € )5 11 HostScan/Cisco Secure Firewall Posture it 4

FHIa Z Al

B3 ASA FE NFFAL EXEC #ix. 7ERA EXEC #0 T, ASA ¥4 E/RLL FHE754F: hostname#

UK

278 ASA )3 HI¥) HostScan/Cisco Secure Firewall Posture hg4s

show webvpn hostscan

il % HostScan/Cisco Secure Firewall Posture

{17 HostScan/Cisco Secure Firewall Posture 2572 %% H: M. ASDM FH1H A A0 B P B 32 £ 77 1 ASA ¥
BAZAERA, RS A T el 2. #13% HostScan/Cisco Secure Firewall Posture A~ M N 129X 5l £
R R A

FIGZ H
¥k ASA JFHEAN R RICER . 2RI ERA T, ASA ¥ Z/RLLIF/RFF: hostname(config)#.

UK

XN webvpn FLE
webvpn

2% T 35 135 1) HostScan/Cisco Secure Firewall Posture 4% .

no hostscanenable

& e EHEIZL ) HostScan/Cisco Secure Firewall Posture MU #8152, WTREEH — ML FE B HFE € 4
HostScan/Cisco Secure Firewall Posture F£/3 4 .

no hostscan image path

w5l

T JLAE A T 1) & HostScan 4.x ilAS,
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1% secure Client W aig s s maagn

ASAName (webvpn) #hostscan image disk0:/hostscan_4.10.06081-k9.pkg

R AEAEH 1) /& Cisco Secure Firewall Posture 5.x A,

ASAName (webvpn) #hostscan image disk0:/secure-firewall-posture-5.0.00556-k9.pkg
BT (RAB AR o RO AT T (A7 B A7 PR, K3 B [OK ]

write memory

1% Secure Client Ijj §E 45 £ 47 Fic £1) 2H 7% %

HFET K Secure Client ThREREEL 5 41 SIS OCHL . 7E VPN H 7 IEH: ) ASA I, ASA K T 21X 4 Secure
Client DR H b I 2208 31 2 vH 5L L o

FrIGZ Al

ok ASA JFHE AN RFCERIA . 2RI ERT, ASA K R FRFT: hostname(config)#

iz

o 19 4% 2% P S 1 A S S

group-policy nameinternal

il

hostname (config) # group-policy PostureModuleGroup internal

RTINS . AN RIS, BB SN I EAR PR AT hostname(config-group-policy )#e
group-policy name attributes

IR

hostname (config) # group-policy PostureModuleGroup attributes

BEAZL NS webvpn FLE A . N ZAT LG, ASA FHIRMEILL R R4
hostname(config-group-webvpn)#

webvpn
T B 20 S LA 0 28 P B BT FH 1 38 Secure Client DIREREER
anyconnect modules value Cisco Secure Firewall £ Name

anyconnect B Ay & (E AT HECL S P A DB M. 29RE 2 MBI H1E SRX SRR T

=0l

& Cisco Secure Firewall #£3/Ih 58 & FR
dart 4% P DART GEWERIR A THD
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. HostScan/Cisco Secure Firewall Posture #8324

E Cisco Secure Firewall #E1/T 58 & 7R

vpngina A Pt SBL CERSERTHFUR)

posture Cisco Secure Firewall Posture/HostScan

nam LA i 4%V ) i LA

none FRAT T AR Sl R BT AnyConnect BEER
profileMgmt YK g RS E VPN

il

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

SOMERFARE, W HOR R iy, RUIRE ZORE B B, LT iy & R IER websecurity 1%
Y.

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

Reia A7 & R A7 BN A7
JRTHCRE B G DR A BUNAE R R, BCRPBCEITF L [OK ], I HL ASACKREIR[FILL T #2754 :

hostname(config-group-webvpn)#

write memory

HostScan/Cisco Secure Firewall Posture #8344

£ HostScan/Cisco Secure Firewall Posture M\ Z¢ s v SEAVNAE 22 RS ATIE )G, T2 TR & 3 &S U
o) SRS A LUA 182k A 15 EEE 38,

PUR SRR 4E T I 50, (RRI AN RS SR ERE) - AiESN (BRYeR
P (G045 AnyConnect) & DiFRHY , BRI 9% HostScan/Cisco Secure Firewall Posture 117 55

Secure Clientfit & TAE ) E4I1E B
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1og

Virtual Tunnel Interface

A HUTHCE VTI FEIE

 J&°7F Virtual Tunnel Interface , 2% 251 T

* Virtual Tunnel Interface #EN , 25 252 TU

* B VTIBEIE , % 254 7T

* Virtual Tunnel Interface [ ZIHEN Ll , 2 263 UL

% F Virtual Tunnel Interface

ASA SRR N R BRIE R T (VT AR I . AR 58 A VPN (AT &, S8n) LU VTI )
SR A VPN PEiE . VTI a4 1PSec At 'S SCAFIE R BIEFANBEIE (558, A KT VPN [
AR S Fr . BT DU 2h S s B . VTR D28 N8 Kk 654, B SA 23R
VT R .

{EH VTR AN T 7 B B A I S W B 15 1) &) 38 06 FLmie i 213 1 o AN P 7 IR T A e FE 1

JEA I e I W T S, T LG 1 LA VT2 A5 h DS T
G VPN, 36 A5 A R Z I 2 B K

RS VT

ST UG P A VTG BT 3 5 I B, e A 20 2 OB SR AR (o X TS VTT B
s SRAZIURE ) B 1 5 SO BB YR . AN B R 2 AT LLOCIE 1024 4 VT, ZEQIEEHA VTIHH,
WS VTI L, 55 258 1.

7S VT

BN VTI Jyuli g 8] VPN S it 8 24 ATy KRR . 2ha& VTI il 7R RE Al O i 70
WX AN E . FAAEhAS VTT A DU b BRI 2 AN ERES VITRCE . B80T LOREHT ) 70 SCasn 21 v
Ly, AT ESCHOBCE . 3028 VTS IS W A 7 s (i ahas e s 205 . A
B, B VTSR D E s R 4h

ENA VT 2l ESBOR AT TPsec #2 LSS SEHIAL AV B, R AUARAR 2 W REA VPN il 8has
AR RS % e B3 VTISCRFZ A TPsec LA KM, TR0 LRI Z A TPsec i
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Virtual Tunnel Interface |

. Virtual Tunnel Interface |

Fegs. g VII WS Fr8)ZS (DHCP) 4330, EAIVEZIZE VTI 1, iESRNINEIE VITE:10, 5
261 T,

ASA WA h VPN S SIZE7S VTI BEiE

1

76 ASA LA U (interface virtual-Template template_number type tunnel).
BT LU LB T- 24 VPN i

He UL I BIBETE A . 1) UK R SUBGE : 3) 2 /> bR 1

I3 ) R BEE I K

Lt 7 SCHEAT B O B E

ASA i I RERIBEROR A 5 55 321 VPN 23136 82 B gt e 48 v il 2 11

HL el R N 1 5 00 SCRESE B A VTIBRIE

BLE IKEvV2 B 44, DUIE4S VTI3: 00 1P over IKEv2 A2, MIETHATZE VI 0 2 [6) J3
FHERE ATV A M, DU BGP BER 42 W2 i PRl 1847 o

5 VPN LS5 A5, BRIERWOITERL, ORI BRAH B K R A A

Virtual Tunnel Interface /NI

TERR AR

o SRR AR
* ASCHFEERE

B A SEHR
AR A 2 S

BGP IPv4 %0 IPv6 315
Y VTI L[ IPv4 Fil IPv6 BGP B4 H .

EIGRP 3 #%
Y VTI _E[#) IPv4 F IPv6 EIGRP B i .

OSPF IPv4 %01 IPv6 X #
Y VTI L1 1Pv4 FIl IPv6 OSPF B4 Hi .

IPv6 S35

o A LAMCE IPv6 F-hE1Y VTI.
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| Virtual Tunnel Interface
Virtual Tunnel Interface #EN .

* VTI (BEIE 5% TE H AR# ] LAAT 1Pve Hidik.

« ZEFLUR VTIIP (SR ERMES TP BRA) 54 TP BRI A
* IPv6 over IPv6
« J£T- IPV6 [1) TPv4
* IPv4 over IPv4

o JLT 1Pv4 [f] IPv6

o IXSCFPRE RS TPve Huhik A1 BEIE U5 H L.

o BEIEYREE LA LA — AN TPve Hulik,  Jf FL AT DUR bk i o AR IE K b . WRANRE, SR
TSR — A IPv6 42 Jri L hl 2 ER A A B 38 28 s

o S UK BRI HE 5 S TPve. W AR, W TPve Jii i il LUR R VT TR AR 4. (HE, M
A VTI I BEIE R AT LLZ IPv4 580 1Pv6 .
EMEEEN
* VTI HATE IPsec B R A RIS . AL ASA E#2 11 GRE B¥iE .
o T LUK ER A . BGP. OSPF ¥ EIGRP IPv4 ¥ 1 T4 FH 3 b 18 15 1 9
o ST EARBIA VT B RAE ST 1P 82 0 AR VT 3 1 (K & 5 1P Mk

* VTI ) MTU B85 ZW B O Bk E . B2, WRE)SH VT G S0 MTU, 1)
PR FE B VT A G4 B i MTU % & .

« ST A VT BRI ANEE 4 W E R EJ5 L 46K MTU. WA ehEE ez n, il
P N2 0B U2 14k 7k MTU, 17 ASA 23 M iZ% 4:5% VPN 231515k .

s WEZ T UAE—E WA FHLE 1024 4 VTL. £ VTV, 3528 DL F01.
« A45 nameif 782, DUESHTAER & BRCER VT B4,

o SEANREALE ity FUOEIE (B 1 E 0 E nameif. [RGB V250U S B S22 1 ELE HE 1)
(R D, T AN 2 BT R B3 1 A b

o B E 2R 1024 M0, VIV R 76 Ll & /) VLAN 2. 04, 4o
WA 578 5510 VLAN, UBEIE TR 500 92510 & ) B4 14
o VTI 325 IKE A v f1 v2, FH5 ] IPsec ZEFEIE sl 5 H bbb 2 [k S
o WS FH NAT, U IKE F1 ESP #4055 75 UDP #i¢sk .

* JoIRREIE P B P AT, IKE A IPsec 224 RIS AW B0 LB 9. X T afifR VTI BZ
TEIRLAL T EARES

o PRI ZH A4 FR 0200 5 0 S5 AR D 3 TKEV ] 8 IKEV2 544y A3 (1 N B AH T o
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B ozvwmis

o 0F Tt g R R A ) TKEV T, A B B0 56 UE D535 DA B0 A5 R/ snT A5 AAE 0 A F AR
PN, A BEAL AR TP Mtk (K 44 Bk

o SLEOIE WS TG B AN SRR AL S VTT RREIE F R IEAN ], VTIOR8 WSt e ol LAAE
[l — M B L AT

« ATRAYE VT #2100 E R F U7 ) NSk 4z fld e VT i .
* VTI $2 1 2 [H] 324 ICMP ping.

o WA ASA & 45 T0SIKEV2 VTI % i, 5251 10S _F L B A Hid sk, N4 ASA ik i1 10S
VTI % ' AR ) L2L 215452 mode-CFG J& .

* ZhA& VTI 3ZFF HA Fll IKEv2.

ZINIEE
o BRIAMEWLN, i VTI BATA R B L s,
o BRATEULR, VT3 2220h 00 BICTEN B 24250 .

7S VT B9BR I
A VTI AL
* ECMP # VRF
i
* IKEv1

* QoS

£ 2 VTI f% &

PINCE VT PSS, 5018 IPsec 1L ) o IETHEAIEE T 1% [Psec $2XH) IPsec & ST+,
SRJE A% TPsec FLE SCAFAIE VT o AR IPsec $EI3UAN IPsec Fl ' SCIT 2 K BT R X 45
o SA P RTREAE BT AT FEE 2 00 & 52 )5 TR

\}

AR TS T A VPN VTLEIE A # R O _EAEE BGP A2 &) ASA:

D L AR DU A i il AR L, R GUR MR B8 1 (1 o, L2 S B (K s S5 4R
BT BGP ARG R ARG T VTLIZHR .

A DAAE VTI 42 0 BN 7 ) g ke bl VT e . WELEAR A E Arz ) ACL
MG OL T SOVFK [ IPsec FEIE I I A 2cs 63, W 704 S e B A R4 sysopt connection permit-vpn

A A
F]IJ/?’\O
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wm ipsec 323y (g I

fn] LMEFH DL R iy 2 FEAKL 2 ACL 530 F SV TPsec Yt sl ASA:
hostname(config)# sysopt connection per mit-vpn

BRI VT B2 52 A0 0 B, WAE VITBEY R T ACL, 3 FL AR
same-security-traffic, W AS iz,

BRCE UL IRE, EAE A R E B R E T same-security-traffic fir 4 & L intra-interface 244
HRVEANME B, S W A VFEE 0 N & (Hairpinning) , 4 66 7.

i

S NN IPsec $218 (FEdE)
L2 NN IPsec it & CF.

$IE3

SN VTI B&iE .

70 IPsec 121 (3%#mEE)

N TORYT VT BEIE T A, e B et . BeiaRAioh IPsec BUESCIFR)— 0 EH], %4
PRSIAN S, R4 VPN i
FHia Z |l

o 0] DM 2 3 B EAIE A 5 VTI SGHR1Y) IKE il T S 40 1E . IKEv2 v/ AR R 5
DY IAE TR Y] X T IKEv] A1 IKEV2, AU ER T VT BRI ZH T iC & it =% 9] .

o XA IKEvL B5E TR S I UE, D 20E E A R T A AR A AL XS Ty, 2
ZAE tunnel-group iy 2 HHECEAG AT m o X1 IKEv2,  DAZ0 [R] B 5 A 5 AR Y. J7 [ tunnel-group
i NECEH T S0 B UE R AT 5

UK

NN TKEvV] 8 50 TKEV2 TPsec $E13 LA V7. %2 42 Kk o
SENIN IKEV] #e s, WAL T i
crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}

Tl

ciscoasa (config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
Encryption 5 & A JH RS 0 5 120/ 47 TPsec Hdiii :
* esp-aes — i H 7 128 {7 % $H 1) AES.

* esp-aes-192 — ff A7 192 A7 2 4H 1 AES.
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* esp-aes-256 - 1# F 47 256 725410 AES.

* esp-null — ANIN%E .

Authentication $i5 & 18 FI RN 02 77 V5 AR 3 1Psec Bl it -
* esp-md5-hmac — 1§ il MD5/HMAC-128 1E 4 5 5.1
* esp-sha-hmac — 1 Ff} SHA/HMAC-160 1 K #7553

* esp-none — AT HMAC &4 Kk

50 IKEv2 IPsec 3218 o

B X 10S -5, 1H4E IKEv2 BB SOGB4l no config-exchange request i 4k
AR E A HRIE T, A STHEM(E R, 12 Mhttp://www.cisco.com/c/en/us/td/docs/ios-xml/
ios/security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280,

* $85E IPsec $2IU AR
cryptoipsecikev2 ipsec-proposal |Psec proposal name
il
ciscoasa (config) #crypto ipsec ikev2 ipsec-proposal SET1
* £ crypto IPsec ikev2 ipsec-proposal it B 520 45 & w458
protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |

integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

IR

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

7N IPsec Bt & T4

Nil

B

IPsec fic & SO & Ho5 | I TPsec $& I ik it b BT o5 1) 2 A D SUR B o IX BB A AR T A3 i 1)
VIT VPN X 854K 2 (A7 7E 2 A W 4R A A2 o

RS

Pai W s ElEA i

crypto ipsec profile name

il

ciscoasa (config) #crypto ipsec profile PROFILEL

B IKEv] 5 IKEv2 $21%. 1 BUEPE IKEv] F8Enl IKEV2 IPsec $21
a) W IKEv] H e,

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19
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$IE3

T4

$IE5

IR

wmipsec @Ect ]

s WY E IKEv] #21%, T57E crypto ipsec profile i 2 F A R4 A BL R fir 4
set ikevl transform set set_name
TEAZRBI, SET1 J& S i 8 H) IKEv] $2i4k.

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) W E IKEV2 #2il.
o BLHE IKEV2 $21%, Ti57E crypto ipsec profile iy & F A\ R A LL R4
set ikev2 ipsec-proposal 1Psec_proposal_name
FEAZRGIH, SET1 s2SGHT B ) IKEv2 IPsec $21%.

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

CAJI%) $i8 0 A RIR A FF L I 1) -
set security-association lifetime { seconds number | kilobytes {number | unlimited}}
il

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

CRIE) K VT B S S C 0 DM A 3y
responder-only
o ATLCKE VT BETE ) — S e B AT AR 7 o AR R 5 g A 2 e P el B 7 A 1 3
o WARAEHIR IKEV2, 5 B 2 4RI A i Ja I R BRI 18], LR IR T AkE U7 i £ TPsec TR 2.
SO A A . X T T AR T S D R AR A B, JF R R PR IR RS SRS
© WARAEHI S IKEvL, 10S NARZAL TN 7B, P TOS ANSCHFIELLTHIER (. ASA
K 2 RO T I ER A R

o IR RS T v ) T A A R B AR, U MR S 8 R UG R ) A ST SA, AR A N
uii e & TG PR TPsec A i JE 3B LAR 113134 .

(AJi%) $57E PFS 4. SE3EHTI0 IR (PFS) N BRI AT L e — 1l % B HeME— 2 iR 3 ) ml
DRI o T Jr SR . EERCHE PFS, AN FEAE L B PFS 23 il 3 PN 224 Al 1) Diffie-Hellman %
HRHEL . 2P AR LR IPsec 224 0CHK (SA) B i FEH AR BRI HEu
K, athis, HEFTE SRR TR K, P25 44K 1) Diffie-Hellman 2H 2 25 VCHE
set pfs { groupl4 }

il
ciscoasa(config-ipsec-profile)# set pfs groupl4d

CATIED) e T SORGES VT B T8 1 3 I 2240 H FRE - A5 A s

set trustpoint name

Tl

ciscoasa(config-ipsec-profile) #set trustpoint TPVTI
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B snvmzn

FERT (AL Dyt IPsec BC B SCIF IR B IR B IV (RRI), R8s B Jin i ph i B A Bl

set reverse-route [ dynamic]

TP

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

AIVTIHZEO
SEQUEERR VT BEEEEST VT B, THATLA R0
S

ER S IPSLA, #fR SIS S BEE TR thas AT I, BRE T RFEE SRS . 1S (ASA AR
BC'E 8/ (http://www.cisco.com/go/asa-config) H 1] “Hi & F AR HEREE” «

UK

TR QB R .
interfacetunnel tunnel_interface_number
FeE 0 2] 10413 YL FE P FEIE ID. f5c 2 W) SCRF 10413 A VT E: .
il
ciscoasa (config) #interface tunnel 100
FIE2 AN VT LA K.
7 interface tunnel iy & A T A LL T dr 4
nameif interface name
il
ciscoasa(config-if) #nameif vti
SIE3 i VT 1P Mk
ip address | P addressmask
il
ciscoasa (config-if) #ip address 192.168.1.10 255.255.255.254
IR A Hi N KRR R AR (182 11 (¥ IPv4 B IPv6 Hihik.

ROL T LLIE PR R 1 e & L C B PRI 1 o MOREFURERR 5 I 1) P A READA U 170 42 1 #8s HAT AR
7l ) 1P Hbik

ip unnumbered interface-name

ipv6 unnumbered interface-name
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$IE9

wmvnizn ]

-

ciscoasa(config-if) #ip unnumbered loopbackl

i e R IE YR RE 1

tunnel source interface interface_name

PR T L P A R 1

il

ciscoasa(config-if) #tunnel source interface outside
fREREIE H AR 1P il .

tunnel destination ip_address

w5

ciscoasa(config-if) #tunnel destination 10.1.1.1

7 FH BB # IPsec 1Pv4 it B F¥iE .

tunnel mode ipsec ipv4

TP

ciscoasa(config-if) #tunnel mode ipsec ipv4
H IPsec ML & S/ Pl gh BE A
tunnel protection ipsec |Psec profile

T

ciscoasa(config-if) #tunnel protection ipsec Profilel

A VILZ LB — MR L s
tunnel protection policy acl_name

Vi FR T AR A B AN FIRIE S . WERARCE M2, #13S VTT DR BOA @ BUE R
FUERE RS .

T

ciscoasa (config)# access-1list Spoke-to-Hub extended permit ip 209.165.200.225 255.255.255.224
any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

Gt

ASA 5 10S & 42 [a)[) VTI i CRF IKEv2) Ho & 7.

ASAL

crypto ikev2 policy 1
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encryption aes-gem-256

integrity null

021

prf sha512

lifetime seconds 86400

!
crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

10SD

!

crypto ikev2 proposal asa-vti
encryption aes-gem-256

prf sha512
021

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255

authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gem 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]
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wmasvnzEn [

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

uJ\\ 7]1] Ej] = VTl :E-E -
FLNENAS VT QBRI , 15T LU 54k
~

ER S IPSLA, MR ESBEIE T AR TR, BEIEJRERESRS . 1S (ASA HRERAE
BUEFRrE ) Y “ECE S ERER” . HhlEJE: http://www.cisco.com/go/asa-config.

FrisZ /i
AR fas UG & IPsec Fid & SCHFEFN TP K dm 582 1

B2

T QB AR -
interface virtual-Template template_number type tunnel
template_number & i SRR I ME—2i 5. JE[HEh 1 3] 10413,
B CUBTROANSAE TR PIRAS o BN 22 R SUSEA (1) 6 S S 4
EAREA i
* FEiE IPsec £\,
* FEiE IPsec Bd ‘& U AF
-
ciscoasa (config) #interface virtual-Template 101 type tunnel
PR 2 FREDA VT RS 144 F5.
1t interface it B FHIALL N4
nameif interface_name

ASA £EhA G BG4 11k <Virtual_Template_name> va<n>. i1, 415 KRR i 44 FR A
dVTII01, JURERLYT 3% 0% 4 dVTII01 val. dVTIIO01 va2, LAMEEHE. QSR8 SUSRIBR,
Ziff FH shutdown iy 42k 56 F R FUMBEAR o

i

ciscoasa(config-if) #nameif dVTI101

YR 3 HCE MR R K (82 11 (¥ TPv4 B IPv6 Hihik.
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Nil

8
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ip unnumbered interface-name

ipv6 unnumbered interface-name

M AUSEAR T LA 4k 2R e 46 b B PR AT R B0 11 1) TP Mkl s [ bl AR FBMASERR. o B 1) T 7 R 8L 0
i) 45 1 HCRE AT A [ ) TP ik

il
ciscoasa (config-if) #ip unnumbered loopbackl
(AT 457 BB .
tunnel sourceinterface interface_name
P5Ez Va] DU 1 A M 1
ASA (UHESZR FIBCE BT U5 TP HhhE (K142 LK) VPN 2xi®iisRk . WRBA IR E kL, ASA K%
AT 0 VPN 22 iFiE K o REEL U7 Il 42 11 2 MARC B 1) R 4% 1 4k 7 MTU .. Wi %A g H
RIEIN, ML L TR 4R MTU, 1l ASA 2 MIZHEDEE VPN 2k,
7
ciscoasa(config-if) #tunnel source interface outsidel
F BEIE PRI RETRE N IPv4 B IPV6.,
tunnel modeipsec {ipv4 |ipv6}
RH:
ciscoasa(config-if) #tunnel mode ipsec ipv4
¥ IPsec MBS B4 B IE .
tunnel protection ipsec profileipsec_profile
I TPsec G ST 23 WE B W i A2 4 75 ) TPSec/IKE 244
il
ciscoasa(config-if) #tunnel protection ipsec profile Profilel
F ARSI PR N 2 BE T 4
tunnel-group tunnel_group_name type type
tunnel-group tunnel_group_name ipsec-attributes
virtual-template template_number
T8 AT LK Rl — MR AU BUE R B 2 A PR AL . ASA ST B AUREBCR A B4 VPN 23 15 1)t ey i
U IR
aUE

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

8 NFEEA B .
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Virtual Tunnel Interface B9Th8E A 12 F* .

tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2 route accept any fir4 faVF ASA 32 4E IKEv2 A8 i 0] I) he 31 (AT B 4% 11 TP Hbudik.  BRIAS
LR, MEEIAL T O E HRES

ikev2 route set interface 4 L4 ASA Y'j? IKEv2 A HeHH A ik b 4 11 1P il o G TR 7E VTI
FE 0 22 8] )3 FH R v v g vk, DUE BGP il B IEIEAT

i BGP/OSPF/EIGRP A b 4 FHEHZS I o AERCE REFAAR J5, 20 e B Py SR, DA
I VTI B& i k% ik £ 2 3N A& VTL . B8 A2 BC B 7 ) 42 B0 LA Fe 148 2 i i .

IR

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #ikev2 route set interface
ciscoasa (config-tunnel-ipsec) #ikev2 route accept any

Virtual Tunnel Interface BYTHEE[H £ it F

TIREATR

RRAR | ThEEGR R

317 Virtual Tunnel
Interface 3 HF

9.19(1) | s ml LA B)ZS VT AR HI &AL HhCo B 36 2R 91 41 C B 25 1K 1 R 57) VPN iﬂi‘VTI
A T ORI Al A S 2R R SR e BN BAS VT AT LU b B 24
A VTR . 8] LUREBT 20 SCASIn R ot 178 5 B e e

s dr4: interface virtual-Template, ip unnumbered, ipv6 unnumbered, tunnel
protection ipsec policy

OSPF IPv4 fil IPv6 3245 | 9-19(1) | 345 VTI L/ OSPF IPv4 il IPv6 % H s

EIGRP 37 #F

9.19(1) | &7 ¢ VTI L ff) EIGRP 1Pv4 F1 IPv6 8% H il o

FHAS RIS VILIERIE] | 9190 | BLE, %nT LUK PRI LB VTT Y5 1 o IV I T SR LOAFRIENE 487K 1P

FE I SCRE hk, rmT SR ASHCE P Mkl o PARIE AT B 1 s IR At b o G R4 1 R A e, f
AT LAy M4 A P14 1 TP kb5 ) B #2111
sS4 tunnel sourceinterface. ip unnumbered. ipv6 unnumbered

A HOREIE 1D SCHF 9.17(1) | ASA Sz H5ME— A PSS ID, '& fLVF ASA {E NAT J5IH T £ IPsec B#i, LIMTER:H]

Cisco Umbrella %2 4= H.IHE M P 5 (SIG) . ASHb B 3 T M REAN IKEV2 BETE BC & ME— S5,
A N AT BT B — N2 R B

MM 4. local-identity-from-cryptomap .
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. Virtual Tunnel Interface HITIBEF 2103

¥

heERTR A |DhEEER
TEFA VTI L ERIPV6 | 9.16 | ASA 7B IREIEFL 1 (VTI) Fit & P S FF 1Pve Mk,
1
e VTI RSB YEE o] DL IPve Hiuhik, 18 m] LUK LA & o HAE PR E 2. a0 SR PR e % 0
B IPv6 Hulik, e LAe e B4 bk, 5 BRI AL P 25— IPv6 4 )5
k.
P A DL TPv4 B IPv6, (HOAZ0 5 VT FRCE ) 1P sl 2B AH ], P& A4 fesb T
THEPIRA . IPv6e Hulik ] LA BC 4 VTI (o Y sl b i H brde 1 o
P a4 tunne sourceinterface. tunnel destination. tunnel mode
YRR AE 1024 A | 9.16 | AR FRCE K R VTIECE ©N 100 89005 1024,
3 1
VL O ey £ % R 1024 M, VITH BT %07 & - AT I VLAN S . s,
ASA 5510 32 #F 100 INVLAN, BEIE T 100 J 200 E K BEEE L 4.
sS4
VTI _E[¥) DHCP F 4%l | 9-14(1) | ASA FeiF# VTI 82 1 &y DHCP 4k iR 45 s i 2 1 .
P Bk 7T LA R4 dheprelay server ip_address vii_ifc_name.
VTI H 3247 IKEv2, it [9.8.(1) | idlpdig s 11 (VTI) BUAE SR BGP (A VTD o BILAE Al e b Al g vl PR 2048
TAEP B & 4356 e A IKEV2. TuuiTIPsecﬁuﬁIﬁqﬂm%ﬂFEnﬁﬂ%ﬁﬁﬁﬁg?ﬂ%m%{ PEAIE. IR DLAE
ACL H access-group @4, ¥ VTI LR V5 I BIER N H T3 i E
7t IPsec Bl B SCAFRLERA XTSI T ELU R4 set trustpoint.
FERLEIE R (VT 52 | 9.7.() | ERDH B R T (R “ERIBEIEE: 0 (VTD)” ) nI8E5E ASA, %8 0 H 1 1) 6 2544

7~ VPN [5IE o X AT R IPSec Be B SIS R I BRIE )5, HAET VPN 1K
FEPESCRE . AT VL K AN P S0 A 00 25 ST U ) 27102 o FL Bl S 3810 11 o
SINT LU Fr4: cryptoipsec profile. interfacetunnel.

transform-set. set pfs. set security-association lifetime. tunnel destination.
ipsec. tunnel protection ipsec profile. tunnel source interface.

responder-only. setikevl
tunnel mode
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77 VPN fic & 7] &R AAA AR 5535

3
1og

o KTFHME AAA 554, 5 265 1T

* SN AAA JIRSS AR HAEN , 25 266 5T

s MUEZUEB S IIE . 25 266 UL

* Jy VPN i 'E LDAP #240 , % 267 1L

* Active Directory/LDAP VPN R 15 W #Z BB , 2 282 1T

XF5MER AAA PR 5528

It ASA TICE A8 468 LDAP. RADIUS 8 TACACS+ RS #5 3k 0 EF ASA [FIIAE. BRI i
(AAA). AN AAA M55 2% 4 SEEIC & AR A YE o K ASA Tie & W AF AN IR 55 28 2 iy, L Zifid
FHIEHA) ASA FZBUSPERTC B AN AAA RS54, F NI —343 Jd v i AN A 7 2 e e SRR

TR AE 14 B SR R SE e

ASA SCRPRHI P SBUEE (AR P 3B BR D BT 21 VPN E3Z ) 22 FhJ5 ik . S8R LIt ASA
P B A T LA M AR R AL A AR BUT

* ASA BT I 5ENg (DAP)

* #hH RADIUS 8 LDAP G 4356 UE A/ s AU 25 35

* ASA R4S ng
AR ASAWCEIR A A SRR JE L, B xX @ PRI T IS . A0, IRV A 2 ok .
RIEtk 2 MG h5E, DAP B,
ASA i HEULR MR S Jag P -

1. ASA L[f) DAP J& ¥k - 7£ 8.02) WA I N, IX L@ PEAR G F s HoAb it @ vk . W R 7E DAP
W URL #1136, T 27 i 41 5Rms b % B 1545k URL 513 .

2. AAA IG5 BRI @ - A2 55 4840 T S S0 e R s OSSR [P IX L g . 55 AN 2R
XL TEL ASA At AAA Kl e rh O BN CASDM T K™ ) BEE I R PR TR
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71 VPN EZE SR AAA PRS2 |
B i ana s s mmEn

3. 1E ASA LRCE M41TENE - Wil RADIUS %545 A H 7 iR [H] RADIUS CLASS J& £ IETF-Class-25
(OU=group-policy) 16, ASA 2K H FlfE A FRAH R AL S ms o, I St 24 S ms iz i 45 4 R
RPN T JEE .

T LDAP 45 8%, LA @t FRAn T3 S iR AL 5 . 187 ASA LRCE ) LDAP J&E
Wit 2% LDAP J& M i 2 R E I IETF-Radius-Class.

4. EFERCESCM (£ CLIFPRRONBEIELL) 7y BCHI AL 50 - JERNC B S R ZE I s, &
FELEBEAT SOy S0 TR TN T B BN SN o SR ASA (RFTAT HI - eI 1 b4, 3]
LASR At DAP. J g5 a2 0] P Ja 1k 2y e 4 HH P RO 2 Sms b sl 2R R B AT s A

5. ASA ZrCHIBRIAALIE IS (DfltGrpPolicy) - RAEINEMESLAL DAP. H Bk 41 B Bl &
S R BT E

5IMEB AAA Rk 55 25 {5 RN

ASA M & P44 Bk AN 2 HU{H 1D K 5Lt LDAP & 1. RADIUS J& P 4% %50 1D i AN 4 Bk S

it .
%7 ASDM 7.0 A, LDAP J& L7 cVPN3000 Hi%. X1 T ASDM 7.1 MiA S mhRA, Wirgic
Bk,

LDAP J& )t C A Radius %17 51 1) Radius J&PER) 4.

oca A b 3 A A Y
Bo & % i S ik
BUAE, 20T LU Secure Client SSL A1 IKEv2 2/ dii MG AE SRS 2 1E 0 2 FAE . Biltn,  mr LU
DR SR AR A4 FRULICHS R (1 CA, DRIk, B A Rl A A KB

M 2 AEAS I, R DA R R E A AU HEATUE S B O RiE . W SR AT ek I, R g
M Z —PATIEB S 8 AE, (HANRE & M.

\}

IR T ZUE B S RAIERE AN E AN PR AR, BRIEAREAEH Secure
Client ¥ 3% 1ij 5 8)) (SBL) YJfE.

S A H P 44 B ATEMEIT S A (P UER T BOPK U T AAAFIES S 43 50 Uk
B IEEE AAA SR IAE. IR A% sl B0 EE A TP e 3 1 AR B T 44 T
Teo

M9.14(1) THR, ASA RRVFEAERCE ZUEB S I UEIFAE ] “ S sl “HRA” BTN 4
eI € 0 A ANGH B 44 ek HRME . ARGR, IS EZIEB 4, 5 267
g

A8

T ZAE 1 G O B P ANIE BT S I0AE: M A& e B 5 A (HPD UE BT pre-fill
FI1 username-from-certificate 3= A 7 4 .
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mEsiEsArg

fas b ] DAL E @ I SAML #4722 0F 15 B 36 31F
BB S I UE webvpn J&PE, DIALE ZAEAS 5 4 B iE 2L -

tunnel-group <name> webvpn-attributes
authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml]
| saml [certificate | multiple-certificate]}

W 2B SRR, P AR IE S Bl SRS, %k P T iZ0d e SR T B eIk
YEAE Z2AUE 15 B 3 56k 39 1] A& s S0 380 1 L A HSERLE 15 02881 DAP, - LA ER e S AR B UF 157 B
P S o B Bh A7 [ S (DAP) IS N2 AE T S 30AE, LAY B AP sl as i E e 2 ),
W2 ) DAP U INZE 1 S B0 UE— T AH AR A ) (ASA VPN ASDM L E TR ) -

BEEZUERTHPE

ASA 9.14(1) I NT —ANFrdn S, nTHTECE ASA WIHIE B 4 40 UE B E BT = EERGH B H P 4
METS o R AT LA E S A SSL B IKE A B THEALIE TS (B —MIEF) itk A% sm iy il
EH CHETAMESD KRS O RAE RS H . e S iR ] (aaa. IEPHEIER) ,
BIal N AEATREE 41 B A, (2, SRRCE OO BB S RIE (ZIEP K aaa ZiEH) 115

MZIETOR T 2R S AR, BRI OL T 2] 28— MIEAS KT B 4y S5 E B A
g2

PR A — MIEFE 2 28 —MIES R 3 ) 44

user name-from-cer tificate-choice {fir st-certificate | second-certificate}

fasg A S — MIEAS IR 2 2 AN TP S BI A P 44 -
secondary-user name-from-certificate-choice {fir st-certificate | second-certificate}

Tl

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

73 VPN {it & LDAP #%1Y

£E VPN Vi i) i) LDAP G356 iF b5, ASA K Erif) LDAP JIk4s#%, X4k LDAP JE . 1XL)E
P30 A0S Y FH 21 VPN 23335 (R AACEUR
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% VPN B & MR AAA FRS 52 |
B ven s ar Ein

REATRERT 2R LDAP H SR IRSS AR IR0, ILRBCEAMAL I B S A NURIAN T o Biltn, 24
A SDI BIEAS AR 55 a4 B I E, R ALUEMTHRBUG R o X TS O0 R K 528,
TERTAE S Oy I ) ) ) LDAP H 5%, 73 20 56 e 3 i A AL

WIEEAE ] LDAP %5 VPN AL, iEHAT LR A3,

UK

S G181 AAA IS4 41,

aaa-server server_group protocol {kerberos|Idap | nt|radius|sdi | tacacs+}

TP

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

FIE2 Q4 Hh remotegrp [ IPsec ZEFE Vi v B 4 »
tunnel-group groupname

i

hostname (config) # tunnel-group remotegrp

LI 3 KR ss AR AR BRI 21 DGk .
tunnel-group groupname gener al-attributes

-

hostname (config) # tunnel-group remotegrp general-attributes

PR A KOHBRIE A BC R HT G ) AAA S5 28 A A THAL .
authorization-server-group group-tag

Tl

hostname (config-general) # authorization-server-group ldap dir 1

Gt
PAR 7 7 7 F LDAP F I BB i %o AR U, o BlRE B — > 44 4 RAVPN K] IPsec
WREVT I BEIE AL, KRB e 4 7 Mo 2/ 1T GUE (1) LDAP AAA w55 S8 20 AT AL -

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # authorization-server-group (inside) LDAP
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| b VPN EZE 5NED AAA PR S35
=y asaar s i

hostname (config-general) #

FESERILRC & TAF I, A BT LUE R A A LR S, BB K LDAP SR S4, W H
KB AR H A R H SRAY R AV -

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host) # ldap-base-dn DC=AD,DC=LAB,DC=COM

hostname (config-aaa-server-host) # ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host)# ldap-login-password ciscol23

hostname (config-aaa-server-host) # ldap-over-ssl enable

hostname (config-aaa-server-host) # server-type microsoft

EX ASA LDAP FiL &
ARATAUNAT 52 X LDAP AV f Jg i, JErpadh bl E
* LDAP SBCCHF U ARHENE » 55 269 1T
o JORFAV X JEPEEE , 5 280 TT

o JHRL AV % ACL 7”0 , %5 281 7L

\)

R ASA SWREE MR HE 1D kS LDAP JE 1. %—5TH, RADIUS &S HE 1D A
SRR S

BB FEAHATBUR s MR FE . LDAP JIR 5525 9 5 SO S A B 23 18 1) 5 0 06 UE B B 55 2%
(s .

KT ASA 7.0 iiA<, LDAP J&PE4 5 cVPN3000 Bk . K8t 7.1 B mA, i k.

LDAP 0 #5 R BELE 1t

AL ASA 5500, VPN 3000 £ AR 281 PIX 500 251 ASA [5e3EH5R GESM) « L0
VPN 3000 £ 35 F1 PIX 500 241 ASA (@ E 2R B, AT BV ISR B IX L% % 4 A o

R 14: ASA TH ) B R LDAP R 1R 1%

BHERFR VPN 3000 | ASA PIX TBIEIFEE BESZ{E | FTRERIE

Access-Hours SR | SR S TR g B i 2 £ 44
iltn, AR D

mgﬁmm SCRE | SR SR A IR AH LARTES 0=CVAEH
1=

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .



B worriEnzsnEmEs

2 VPN BB AA RS |

BHERFR VPN 3000 | ASA PIX TEIEIFEE BESZE | FTRERIE

Authenticated-User-Idle- | < HE Y HE R HAH 1 -35791394 434

Timeout

Authorization-Required | 7 R AE 0="17%
1=

Authorization-Type | &7 ¢ FE FAE 0=7T
1 =RADIUS
2 =LDAP

Bannerl SCHF SCHF SCHF THT R LEE (N JC S uit A5 i SSL VPN A TPsec
% ) bRV AT R

Banner2 XFF FF XFE SEEEE A T P i A2 7 55 SSL VPN DL A TPsec
% ) RV AT e

Cisco-AV-Pair |35 | Sy E3t T % LT SR ) AL T o
[Prefix] [Action] [Protocol] [Source]
[ Source Wildcard MasK] [ Destination]
[ Destination Wildcard Mask]
[ Established] [Log] [Operator] [Port]
ARVEAE LR, WS “ AR AV X
JE PRV EBA .

Cisco-IP-Phone-Bypass | <7 SCHF BER R FAE 0= 2EH
1=t HH

Cisco-LEAP-Bypass | 3 ¥ S SCHF A LA 0=C4EH
1=ciEH

Client-Intercept-DHCP- | 7 SCHF SCHF Al /R AH LX) 0= 2%

Configure-Msg
1=0aH

Clierk Fype- Vasor imiing | =7 ¢ S SCHF FAE LERIE) IPsec VPN %% )71 dii f A 5 7447 H

Confidence-Interval | 3 S SCHF B LERIE) 10 - 300

DHCP-Network-Scope | 57 S SCHF FAE LERIE) IP ik

DN-Field SCHF S SCHF FAE LERIE) HREMME: UID. OU. O. CN. L.
SP. C. EA. T. N, GN. SN. I,
GENQ. DNQ. SER F use-entire-name

Firewall-ACL-In S HF SHF TR el Vil 4% ID

Firewall-ACL-Out SCHF SCFF AR L) il 413 1D

. CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 E 45/, AR 9.19


https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/ref_extserver.html#55073
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

B VPN 3000 | ASA PIX Epe Bl B{ESZE | ATRERVE
Group-Policy BER S TR FAH S EFEV 1) VPN 215 9 B 2 e . Xt
T 8.2 WA K RA, 15 H
P AE IETF-Radius-Class. #80] LA
HLLUF =gz —:
o ZH NS S FR
* OU= 4 5RmE 44 71
* OU= 4| Mg 4 H5
IE-Proxy-Bypass-Local i IR E FAH 0= 2%
1=t)a/H
TE-Proxy-Exception-List FRFH HAE DNS #8513 . 4% H U2 LUH AT 24
JF41 (\n) 53 B o
IE-Proxy-Method | 7 £ XHE R T FAAE 1 = MR EE % &
2 = AMEHAEE
3= Hak
4=1fi] ASA K&
IE-Proxy-Server | 37 XHE SR A ALY IP Hbik
IETF-Radius-Class | 37 #F XHE SR FE SRRV ] VPN 2% i B 20 SR mE . oot
T 8.2 WA K mhiAs, iESUH IS
P JE IETF-Radius-Class. % 7] LA
FHELR = Az —:
o RS A4 FK
* OU= 21 I 44 FR
* OU= 41 KM 44 F5%
IETF-Radius-Filter-Id | <7 BER S TR FAE TEASA e L5 i H R A FR . 1%
BIEMT VPN L F2 5 ) IPsec A1 SSL
VPN % F it o
ETFRadiskanatPAdes | <7 HE S FRFH i IP Mtk %3 B & T VPN I FE i 1]
IPsec F1 SSL VPN % /7 it
TR shamePNarek | <7 K HE BE TR A IP Mol HERS . 1% &3 AT VPN i i
i ] IPsec A1 SSL VPN % /it
[ETFRadivsddie Timeout | 57 £ HE SCHF B ek b
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71 VPN BB S0 ARA BRS 55 |
B e smssnenEn

BHERFR VPN 3000 | ASA PIX TEIEIFEE BENZE | TRERE
IETFRadusSeviceBype | 37 FF | SCFF SCHF L HAH 1=%5%

2 = jit

5=1Z R VjIH)

6=

7=NAS $/R7F
IETFRadus SessorvTimsadt | 57 SCHF CHF R HLAH b
IKE-Keep-Alives | 37 ¥ SCHF CHF A /R AE HLAE 0= CAEH]

1= HH
Prec-AlowPaswdSore | 37 kf | SHF SCHF At R AE LA 0=\ 2%EH

1=t
IPsec-Authentication | 37 ff | 3HF SCHF EL2 LAY 0=

1 =RADIUS

2=LDAP ({{[RFZHD

3 =NT 3

4 =SDI (RSA)

5=

6 = HA A %081 RADIUS

7 = Kerberos 5% Active Directory

[Psec-Auth-On-Rekey | 37 kF | 3CHF SR Aii R AH A 0= CAEH

1=tH
IPsec-BackupServerList | Srkf | S2HF SR TR LERiES Hi 55 stk AR SR
IPsec-Backup-Servers | 37 ff | 3CHF SCFE TR LER S 1= {1 2 7 S E 8 (1 9102

2 = CEADHERE iR
3 =l A3 IR 55 A 81K

IPsoc-Client-FirewalHFiller- | <7 f: AT FAE it 78 BEAE Ry B K K S e % 21K i
Name (it e (1 A4 FR
IPsoc-ClientFirewalHrller- | <7 &S] XFE B LEE(E) 0=
Optional
1=nlik
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| b VPN EZE 5NED AAA PR S35

wap gt zmErEs i

BHERFR VPN 3000 | ASA PIX e i) BENZE | TRERE
[Psec-Default-Domain | 37 ff | 32HF S FAF R FALAE o 08 BERR B P i ¥ BN BRI 44
(1 2] 255 MEFRE)
RecbxendriAuhOnRdey SR SCHF TR HE T
PsecIKEPeerD Check | 37 Kf | 324 SR Ay FALAE 1 = b
2 = W 2R AR UEAS SCHF
3= Akt
IPsec-IP-Compression | 37 ff | SR Ay FRLAE 0= U5
1= HH
IPsec-Mode-Config | 57 %f | S0 SR A RME LLR) 0= CUAEH]
=UHH
[Psec-Over-UDP | 37 kf | 3CHF S Al R ME FALAE 0= CAEH
1=t
IPsec-Over-UDP-Port | 57 XFF X B L 4001 - 49151; BRIAE M 10000,
ReRapalbondCplly | SR | 308F S EL2 FALAE 0=
1 = ZFER k4% Are-You-There (AYT)
5E LI W
2 = SRIGHEIL ) CPP
4 =k B IR g5 #  Hens
IPsec-Sec-Association | 37 £ FAFH FRLAE LA IR 44
IPsec-SplitDNS-Names | 371 | 34§ S FAFH FRLAE Fa o TR IE TR i AR B 44 B115R
(1 £ 255 MEFE)
IPsecSpl TonelingPolicy | 5 ff | S0 SCHF Y LA 0 = A HbEIE L
1 = 7rHIpEiE
2= fo¥F A LAN
IPsec-Split-Tunnek-List | 37 %F | 32 SR FAF R FALAE e H Ttk 4y BIBE B 5 1 R 1 M
2% ml i) IR IR
IPsec-Tunnel-Type | 5745 | 374 S Ry LA 1 =LAN %} LAN
2 =)
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71 VPN BB S0 ARA BRS 55 |
B e smssnenEn

BHERFR VPN 3000 | ASA PIX e i) BENZE | TRERE
L2TP-Encryption | 3745 A B IACE

1 = SR IN%E

2=40{;

4=128 fir

8 = TR K

15 = 40/128 {7 I8 /TR A& K
L2TPMPPCConpression | 57 5 Ay FALAE 0= 2k

1=t
MS-Client-Subnet-Mask | 37 ff | S HF SR TR HAE IP bk
PFS-Required SCRE | SR A RME HAE 0=15

1=
PortForwarding-Name | 37 k| % #F FAF R AR LR (B,

“Corporate-Apps” )
PPTP-Encryption | 57 f Ay HAE ASE

1 = 2R N

2=40 fir

4=128 fir

8 = TR R

ZN/IB

15 = 40/128 A7 0% /ISR 3K
PPTPMPPCCanpiessin | 57 4 Ay HLAE 0= CAEH

1=
Primary-DNS SCRE | SEF SO FAF R CRiEl IP Huhik:
Primary-WINS | 37 kp | 30HF S FAFH FRLAE IP ik
Privilege-Level $BE Ay XTHP4, 0-15
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wap gt zmErEs i

BHERFR VPN 3000 | ASA PIX e i) BENZE | TRERE
Required-Client- | 34 | 3 HF SCHF L FALAE 1= BRRGAF G BRMESR R/
Firewall-Vendor-Code b
2 = Zone Labs
3 = NetworkICE
4 = Sygate
S=RIRG A G BEINZ B %2
AR
Required-Client-Firewall- | 374 | S 4F SR TAE R HAH —
Description
Required Client-Firewall- | 37 ff | 324 SCHF HE HLAE BEBFRG A A
Product-Code 1= BRI AR B 22 4 AR i R
% P (CIC)
Zone Labs /= iy :
1 = Zone Alarm
2 = Zone AlarmPro
3 = Zone Labs Integrity
NetworkICE 7= fifs :
1 = BlackIce Defender/f¢ 2
Sygate il :
BN S
2= AP KB R
3= AR
Requie HW-Client-Auth | 5785 | 32§ SCHF A /R AE A 0= CA%H
1=0aH
RequelndvdetUseAuh | S24F | SCHF SR AL LAY 0= CUA%H
1=CJaH
Secondary-DNS | 37 | 3ZHF SCHF T FAH IP Huhik:
Secondary-WINS | 37 SR SCHF TR HE IP ki
SEP-Card-Assignment R HAE AL
Simultaneous-Logins | 57 SR T O LAY 0-2147483647
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71 VPN BB S0 ARA BRS 55 |
B e smssnenEn

BIEAR VPN 3000 | ASA PIX TBIEIZEE BENSE | TRENE
Strip-Realm XFF IRF XFE A 7R A A 0= 244 H

1=ciaH
TACACS-Authtype | 57 #F SRR X B i —
TACACS Priviegedevel | 37 £ FF XFE B A —
Tunnel-Group-Lock SRR X FITH i B&E 41 A FREL “none”
Tunneling-Protocols | 37 R W B A 1 =PPTP

2=L2TP

4 =1PSec (IKEv1)

8 = L2TP/IPSec

16 = WebVPN

32=SVC

64 = IPsec (IKEv2)

8 Fl 4 M HHEJF

(HEEAEH 0-111 1627, 32-43, LU

N 48-59 ) .
Use-Client-Address | 37 # A /R AE LX) 0= 25

1=
User-Auth-Server-Name | 57 FAF R i IP Hhhil ok HL 44
User-Auth-Server-Port | 57 XFF XHF B FLAE IR 55 L) i 1
User-Auth-Server-Secret | 57 FAF R FE IR 55 28 2 0
WebVPN-ACL-Filters SN FAF R FLAE Webtype 15 1] 513 4 Fx
WOVINATYALERE | 37 $ XFF B i 0= H

1= H

T 8.0 K mhiA, )@t IHAE
WOVINGireSppathiet | 7k XFF B A 0=[\2%

1=c2iH

I 8.0 MH A, Bt PEIFEL
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wap gt zmErEs i

BHEZR VPN 3000 | ASA PIX EIEIAE BENEE | FTEEME

WebVPNHnableinctions R LX) AAEHT - 25 H]

WVPNEdngeSava- TR H LX) AAEHT - 25 H]

Address

WebVPNExdhngeSaner: AT HR LX) AAEH] - &5 H

NETBIOS-Name

WebVPNFoAcssFrebke | 7 f:f SCHF LE A 0=C2EH
1=cHH

WoVENHSraBorsphinte | <7 4 SCHF LISV LRI 0= 25
1=t/

WebVPNFieSaverkirtry- | 7 SCHF B LEE (N 0= %k

Enable
1=t A

WebVPNFawarkdPats SCHF FAFH LR i 11 RN R A4

WebVPN-Homepage | 57 £ XFF FAF R A URL, #1%1 http://www.example.com

WHVINMioSibiintdel | 57 4 SCHF FAFH LR B, ST LU URL B (SSL
VPN HE 45/ -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

VHVINMoSbHA | 7 §f SCFF TAT R A flhn, WZHEAL T LR URL 1 (SSL
VPN HZ545/) -
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html

WebVPNPotFawarding: | < 47 SCHF At JRAH L 0= 2%

Auto-Download-Enable
1=cEH

WebVPNPatFowading: | <7 SCHF A /R1E A 0=C2EH

Enable
1=cHH

WebVPNPartFowading: | <7 SCHF Al JRAH LRI 0=C4%EH

Exc -Proxy-Enable

funeetrosy 1= B

WbVPNPatFawadng | 37§ SCHF A /R1E LX) 0=k

HTTP-Proxy-Enable
1=t A

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .


http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
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71 VPN BB S0 ARA BRS 55 |
B e smssnenEn

B VPN 3000 | ASA PIX Epe Bl B{ESZ{E | FTRERYE
WebVPNSindeSignOn- | <7 BER i IR E HAH 0= 2]
Server-Name

1=t8/aH
WHVINSVCCntDPD | 37 ¢ BER i /R1H B 0= 2%

1=a/H
WOVINSVCConmessin | 7 HE i JRME B 0= 2&H]

1=t)5 8
WebVPN-SVC-Enable | 57 £§: HE i /R1H A 0= 2]

1=)8MH
WHVINSVCGswayDID | 7 5 HE B <R 5} 0= U2k

n = KRBT AR NE, CAFD A A

(30 - 3600)
WebVPNSVCKeepelive | 37 4 BER ELS FAE 0= 2&H]

n={RERERAE, LR AT (15-600)
WOVINSVCKepheE | 37 FF XHE B FAH 0= 2%

1=t )aH
WHVINSVCRdeMid | 7 5 HE B HAE 0="7K

1=SSL

2 = HrhriE

3=ATE (AN SSL)
WHVPNSVCRdePand | 7 4 HE ELS A 0= 2]

n =TI R, Lo Bk s

(4 - 10080)
WOVINSVCRepiedbietE | 7 XHE B <R 5} 0= U2k

1= A
WHVINURLFyetE | 7 45 BER ELSA HAE 0= 25

1=8/xH
WebVPN-URL-List Y TAFH FAE URL 3R 447
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ACL % #F#9 URL 22

act ey urL 2 ]

URL #TLLZ 82> URL, 55 ik 55 & (030 O AT B 35 i 1 o

SCRFLAN URL 287!,
{T4] URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:/ pop3:/ smtp://

£ /2% AV X (ACL) BY AN

« [ FAYE iprinacl# AR IR R AV X 4% H KA iZFE IPsec A1 SSL VPN %/ uifi

7] 514 o

o fifi 547 webvpn:inacl# B 2% 1 ERE AV X 4% H Sk%F SSL VPN % ) b

iR 52 .

(SVC) b&iE St

BT EE) pRiE

* XJ- Webtype ACL, #AHTEEN, KA ASA 2.

% 15: ASA SRS

<he EBEFER WLER

ip:inacl# Num= AEH] bRl L Num 2 HE— S, D RBITT AV D7 sl & . 0
5 & IPsec Al SSL VPN (SVC) Pt Szt 15 1n) 41 %

webvpn:inacl# Num= AEH] (BRiR L Num 2 HE— 8%, D RBhIT o2 i SSL AV 0 1 ] 48
i) B XL G AR B Sty 1) 113K

deny HAF LB, (BRI

permit 23 RVFERAE

icmp Y PR S PR (ICMP)

1 L LI P42 19 S B (ICMP)

IP Bix Internet /3% (IP)

0 HY Internet B} (IP)

TCP B feda YL (TCP)

6 L gz P (TCP)
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B =xavnmmEs

2 VPN BB AA RS |

Lhe EETE 15 AR

UDP Brix I Bl i il (UDP)

17 I A P BN Y (UDP)

any FHL4 FUSE ] TAE AT 4L

host EHLA Fon WA IR TR TR

log sk RAZFMR, R Bl iEss HAEMNE. (5 permit Al log 8¢
deny Al log AHF. )

It Operator NTAH

gt Operator KTE

eq Operator ST

neq Operator AETAE

range Operator WAL R

BE AV S EHIEX
JERHE AL (AV) & (ID %5 26/9/1) w1 T- M\ RADIUS JiR4s 2% (it AN ACS) siliid LDAP J&
PERRET N LDAP AR 4528 >k S i) 5136

£ Cisco-AV-Pair HUIU ITETR R

[Prefix] [Action] [Protocol] [ Source] [ Source Wi dcard Mask] [ Destination] [ Destination W idcard Mask]
[ Established] [Log] [Operator] [Port]

& 16: AV B IHEZ RN

FH 17 BA

A SRS (EECE® w2 dINTUNE A5 AR UE 7 2 (2

ER7R Bl i e s L. KEILSR N TP ikl EHLZ R any S E . AR
R TP Hhl,  DU) 06 Z5UIRE A1 Y0 PO A AR o

H A I LA HE 3 T H ARl 30 A A A

B PRI E A H AR R . AU M O B A ™ FE R A 9 IR

Operator BHISHEE: KT M ST RET.

b 11 TCP = UDP i F5, Gy 0 - 65535,
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| b VPN EZE 5NED AAA PR S35

gxaviacL =6l ]

FE 15 Bf

GIES AV X HIME—FR RS (I : ip:inacl#l= K RFrUED] ] 515K BL webvpn:inacl# = J&
% )3 SSL VPN U5 3 o I JER1ER AV X K& A 2 Bos i B

P IP PR A4 PR B 5 o 0-255 Y0 il N BB DA T R B2 —: icmp. igmp.
ip. tcp. udpo

b RILHARA N L B HA5E A P Hihk. EHLA L any SCHEF . WAl
FH TP Mkl T DA 2508 Y5 FC AT HERS o 1 BOANTE FH T JE % 7 i SSL VPN,
H ASA HATYRERACHE A 15

Y5 B AT HE R & H TR R RO AT AR . b BEANE H T % i SSL VPN, A2 ASA B
AP EACEE A

BFE AV Xf ACL 7451

AT AL AV X 7RG, I T S0 SV EEE LAt

\}

R inacl# TR ACL # DIEME—10. (B, ENIATERESN (Hlin, 1. 2. 3. 4) . HEie
P, EANITTRER 5. 45, 135,

R 17: R AV RE 17 B L R 1E R A

BEL AV 3 R4

RAVFSIELEIRIE

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 log

ST SRR R IPsec BY SSL VPN %% P i iR & =ML TR 1P 34 o

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

AN Fo Vi 5¢ 42058 TPsec BY SSL VPN %% )7 il TCP 7 & M i 111 80 541 214 12
EHo

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

YRS 2 URL MG /7 5 SSL VPN i,  FR4a50 )4 a2 IR 2522 () SMTP
T, VR AR E R SS AR I SIS T ) (CIFS).

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

044 Telnet Vi 8] 3 fe 1200 I AE AFBRIA S 1 2323 1 2222 E#HEAT SSH V510, Bi At
VRS FH e ety 110 HoAd N A 3547 6% ) it SSL VPN 5 ) .

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit|
tcp 10.86.1.5 eqg 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]
tcp 10.86.1.6 eq 23

A3 FEVERT BRI 11 22 HE4TIE% M 3 SSL VPN SSH V7 lal,  JfHE4ant i 11 23 i3
4T Telnet Vi) o /R BIIR & %4l FH 1) 2 X 86 ACL Si2iti (Y] Telnet 5% SSH Java i
(G
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71 VPN EZE SR AAA PRS2 |
[ Active Directory/LDAP VPN iz 8138 4% )

Active Directory/LDAP VPN 32 77 ja] 4% 4 7= 151
AAHRAEAE ASA EAFFH Microsoft Active Directory il 55 %+ L B £ 43 2 UE ML 1 7~ IR )7 o A0 4& LA
ESE
o BT R PR JE PR SRS S, 5 282 T
* 4 Secure Client B&IE SE A 1P Hikil/2Hd , 28 283 1T
© SR RVFEIRL i), SR 285 T
o St 6 S AT TR, 5 287 1T
Cisco.com FEAE [ HoAb L B s A48 LR A B .
* ASA/PIX: it LDAP BB K VPN 27 i it 42 VPN 4155 0% 1K) 7
* PIX/ASA 8.0: Ei i ] LDAP £ 43 Bk >k 7 B 20 e g

ET R PR 48 SR BS ik

SR ) P S s — AT R RS B, U B W DEA T EPRUE LDAP J& 1 W 22— AN U L 5 7
FoE Bk (VSA), s — a4~ LDAP &MU 2 — A2 AN U LDAP @k, osFlEH T
R, 445 IPSec VPN % /i fil Secure Client.

W12y AD LDAP JIa g% & F & A A ™ SERE R SR 0 5, 7661 General ZEI0-I HH ) Office 7Bt
By A B . B H 44 0 physicalDeliveryOfficeName [ Jg 1. 7& ASA 1, GJd:¥
physicalDeliveryOfficeName Wiff 42 R P Banner! (1)) P

EFHIAE R, ASA MRS 25K 2% physicalDeliveryOfficeName [P, %18 WL 45 R E 1
Bannerl, #RJ5 i Biz0cailifs B

UK

T A AHTIE “JETE” (Properties) XTGHE, SR)5 st E M (General) LI, £ “IpA
%7 (Office) Bt AXI(E BOCA, 7B il AD/LDAP J&1E physicalDeliveryOfficeName.
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| 5 VPN B2ESNER AAA BR S 5

71 Secure Client [#& X% IP ik 53 L .

Userl Properties llﬂ

R— TerminalServicss Profle | ©OM+ | Exchange Ganeral
e T
|<p Ble Adion  Miew Window Hel MerberOF | Diskn | Erwiorvent | Sessiors | Femole contiod
=T { e 7 o .

e (@@ e[ XE ﬁ»ﬁ_@l@l“ﬂﬂih? Genersl | Addecs | Account | Fiofle | Telephones | Diganization
& Ative Directoey Lisees and Computer [Users 31 objects ﬁ g
-] Saved Gueries e G =
= iﬁ demo, cisco.com Evnﬂ_pdahepr... Security Grou "

+. 5.—’?"““ i Domain &dmins  Security Grou Bt i'-' 3 i I

-] Compukers ﬁonmain{:um... Securiby Grou L il nf

-l i Conlzolers m[)nmain Cont... Securiby Grou

B[] ForeignSecurityPrindpals Last narme:
- o bHope %Dnmain Guests  Security Grou I

b

- Domain Users  Security Grow Diigplay name: EUs!r'I
Enterprise ... Security Grou i
€0 changs Do, Securby Gy DSsErElion |

mExchangs En... Security Groug o
Offige: ‘edcome to LDAP .*_
gl;ra.p Paolicy ... Seourity Grou . I L 1

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grou | sh pans: | Dithes..,
gms and 145 .., Security Grow
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
mTulnutChnls Security & Ol - T
7 Usert User
4 ] | li ﬁwms Lisess Security Group .., Members who have visw- ... =

330370

FIR2 /5 ASA LA > LDAP J& PEMLGT
B gLl Banner, 4% AD/LDAP J& 't physicalDeliveryOfficeName M5 %% & B} & ' Bannerl :

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

$IE 3 ¥ LDAP JE MWL G R AAA MRS %5 .

HEN AAA Hl45-2240 MS_LDAP H 1AL 10.1.1.2 i AAA ARZS28 LA EAR R, AR5 I Se T 61
ZEA JE PEWLST Banner:

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

P4 B B S .

/7 Secure Client Bx 18 X527 IP ik 4 B

Pz Bl o8 axbgia e ) o, A0 IPsec %7 S Al SSL VPN %/ i o

CLI F## 3: Cisco Secure Firewall ASA %! VPN CLI B2 B 4555, AR7k 9.19 .



71 VPN EZE SR AAA PRS2 |
B 5 sccure Client b5 suiEs 75 1P st 5 B2

NS A Secure Client i Ax IP 70 HE, 54 Secure Client/T] /7 Webl1 Mo & 52504 IP bk, 7
AD LDAP JI# %% #% E i) Dialin #£35+ f) Assign Static IP Address “F-E P Al Q7 Bt H
msRADIUSFramedIPAddress JE1:) , R J5 Qg — > nlks 128 P 22 JRHE 1
IETF-Radius-Framed-IP-Address [ & Ik 5

ESHIAEL R, ASA MRS #5462 msRADIUSFramedIPAddress E, EHZ A WS 2 ERHE M
IETF-Radius-Framed-I1P-Address, J:[7] Userl $&ftEr &t .

UK

S AL 23T “JEPE” (Properties) XMHGHE, SRJ5 Mditg A (Dial-in) L0, %o BECERS IP
Hedlk (Assign Static |P Address) & EHEF 4 A TP ik 10.1.1.2.

[ s 2
ﬂ &dmaniskrator User - -
mCa’t Publichiers o Ten_!md Services Profle I COM+ I Exchange General
!ﬁDHCF Administrators Secu E-mail Addresses [ Eschange Features l Exchange Advanced
DHCP Usars cecy  General | Address | Accourt | Profile | Telephones | Orgarization
gDmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
EDnsUpdatePraxy SECU —Remote Access Pemission ([Diakin o VPN]
mDumain Bdriiins Secul
gbmm Computers Secul © Allow access
Domain Contraliers Secul " Deny access
EfDomain Guests e % IContiol access thiough Remote Access Policy
EDmﬂain Lsers Secul : :
Enterprise Admins Secul
Exchange Domain Servers Secul L Yerky Caller-ID: I
mExdlange Enterprise Servers secu | Callback Options
gqu: Policy Creatar Owners Secul * NoCalback
!ﬁgx; 2o | ety Callr outing and Remote Access Service onf
R Guest User " Always Callback to: |
gHebservlcasGro-.p SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
7 wsk_Poc Lser ;
3 1wam_poC User |1 Appb Static Foutes
EMMHW Secu | Define routes to enable for this Diakin
RAS and 1AS Servers Secul connection.
[ﬁSdﬁs Secul
ESthema Adrnins Secul
SLPPOR.T_EBBNS«!D User | oK l Cancel Apoiy s |
mTei'letChents Secul
ﬂ Useri User
VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 User )
mWM Usiers Security Group ... Members who have view-... g
m

PR 2 RN LDAP FCE QI AN E P .

¥ Static Address F-BAE A AD JE 1 msRADIUSFramedIPAddress Wt 45 RS P
IETF-Radius-Framed-IP-Address:

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
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| b VPN EZE 5NED AAA PR S35

FIE4

s A nirsiaenE [

IETF-Radius-Framed-IP-Address

¥ LDAP J& MM CHC R AAA M55 45 o

HEN AAA 55 2840 MS_LDAP F {1 10.1.1.2 1] AAA JR%5 28 FHUEC B, SR 5 SR 2 i)
FEIY B WL static_address:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

Wi A NS, KUE S A OGS vpn-address-assignment 174 K5 E AAA:

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

i Secure Clientf# 37 5 ASA 1Rz, WMEEH e B RIZE RS #% Ll E Wi 2 ASA [ 1P it

6 {1/ show vpn-sessiondb svc & K& FHSIETEAME R, FEU0UE /T i) H bk

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

SKHER N ST ELFE 4R 177 1)

AR - SRV BEE DY) LDAP J& P o #80] LK Dialin 38 550K Hp i) Sa /05 i) FidE
2695 1) BB WL 42 JRLE P Tunneling-Protocol, 1% J& PE 7 £F AR BB -

& SRS

1 PPTP

2 L2TP

4 IPsec (IKEv1)
8 L2TP/IPsec
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71 VPN BB S0 ARA BRS 55 |
B e nirsiseisa

& Bk & 1738

16 o7 F 1 SSL

32 SSL % J"3fi - Secure Client 5§ SSL VPN % J it
64 IPsec (IKEv2)

' (1) RAE RIS E TPsec Al L2TP over IPsec. [k, {H 4 il 8 Jfg ik .

P Q) EBIER 1.
A5 FH o Jeg PR G A B S SOV U7 ) (TRUE) BXAE 2675 1) (FALSE) 4514, FE50E fe 14 7 V5 1) 1K) v
IS PR N SOV DT ) BE 46 07 1) (1 Hofhos ], iES UL N AR U : ASA/PIX: it LDAP fid &
# VPN % 7 b WLt 55 VPN 4 S0 (1 7~ 1] o

UK

B LA AATIT “JETE” (Properties) XTUHHE, AR J5 AN (Dial-in) ik, Faid “ vy
)7 (Allow Access) FALE %4

2| x|

Terminal Services Profile I COM+ l Exchange General
E-malAddiesses | Eschange Features |  Exchange Advanced
General | Address | Account E Profile | Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

- Remote Access Permission [Diakin or WYPHN]

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

I™ Veiify Caller-ID:
— Callback Options
' No Callback

" Set by Caller [Routing and Remote Access Service only)
" Always Callback to: ]

[~ Assign a Static IP Addiess I ,
1~ Apply Static Routes ]

Define routes to enable for this Dialin
connection.

atatic = |,'|:h.=:\ |

330376
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| 5 VPN ERESNER AAA RS 28
i karaan [

R IR “RE R ) SEEE 7 (Remote Access Policy) MEIUEREEHII ), ARG 2 A4
IR IFME, 17 STt (AL PR DUD AR B ASA 11 P 0 4L SR e 142 5 1T O o

L2 QA LU IPsec Fl Secure Client &z, {H 240 TC% P iy SSL &£ 1 )& P B o
a) QWL tunneling_protocols:

hostname (config) # ldap attribute-map tunneling protocols

b) K Allow Access BEE 1) AD J& 7 msNPAllowDialin Wi} 45 JERHE P Tunneling-Protocols:

hostname (config-ldap-attribute-map)# map-name msNPAllowDialin Tunneling-Protocols
c) USRI

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

IR 3 K LDAP B PEWLS SCHER] AAA 5545 -
a) A AAA fIR%54541 MS_LDAP F1f1 441 10.1.1.2 (1] AAA JIR%525 F LR A

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) RIEEEBIEN JEEMU tunneling protocols:
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

TR A KL E VEWN R LI E T
SARAENTE% 7 v SSLHIERE, I MR BTAN, 5 AN HOR B AL 1 RO S A
IPSec % ) ui Nz A] LAERR,  NOUARYE R PELST, TPsec & SEVFAIBEIE B -

Sk Jit & 5% B KA B () A )
TR R TR B RSSH6 ALV 5 SSL P (O 25 A0 i I K.

7E AD 454 b, il Office 7B N S AEAKFERI AR, 1%5-BAEH physicalDeliveryOfficeName J&
o ARJEEATTE ASA LA —/Nnlfs i m e 2 RS P Access-Hours & PELGS . 755 40 50 E
i, ASA 2HZ physicalDeliveryOfficeName {1, FER LML 42 Access-Hours.

UK

FIE B, AT B M (Properties), ARJGTTITE M (General) K3 K-
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2 VPN B2 5NER AAA AR S5 38 |

| B L

4% hctive Directory Users and Computers

<4 Eilk  Adion  View  Window  Heb

s a@E|i0XEIrR| 2 e0E Y

4 Active Directory Users and Compuker

Users 33 ohijecks

- Saved Queries
= @ dema. cisco . com
- Buitin
-] Computers
152 Domain Contraliers
- (] ForeignSecuricyPrincipals
‘3 Users

Entuprise»‘\d'rlns

m&c:hunuc Doman Servers

mExl:hanua Enterprise Sarvers

31 Group Policy Creator Owners
Guest

HedpServicesGroun

s _wes

£ sk _poC

TWAM_PDC

€TIRAs ard 185 Servers

mSchema Adimins
SUPPORT_385945a0
TenetChents

£ e

E users

E WPH_User _Group

£ web1

| —] |

R wans Users

E-mai Addiesses

General | Addess | Accourt | Profle | Telphones | Diganizstion

Usenl

&

mh'
Exchangs Features

Member0f | Diakn | Envionment | Sessons | Remote control
Temnal Servicas Frohle |

=101 X
X =
|2l =
Exchange Genaral
E=change Advanced
E—]

First name:
Lazt name:
Digplay name:
Desciiption
Oifice:

[Uz=n

Irvhals: [

[Usen

lFalner

Telaphone numbes: |

E-mai:

Web page:

1Uml1 (Edemo cizca, com

Deher.
Oehe, . I

Co ]

Cancel

govty |

b |

l4]

33037

WIR2 I R .
G JmPE WU access_hours, K Office ‘7B fiiJT] ) AD J& 1 physicalDeliveryOfficeName W 42

BHE M Access-Hours.

hostname (config)# ldap attribute-map access_hours

hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

¥ LDAP J& R OCHC R AAA %545 o

HEN AAA JIR%5 2540 MS_LDAP H i EFL 10.1.1.2 11 AAA JIRSS 2% LR E R,

JE WL access_hours:

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

N R 55 45 b SRV KRR ELEC BN TR) VL

R B A DT R I BCE N 2 T B 9 /B R 5 ki

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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