7R B& B B B

AT UTEE ASA PLSZFFIE T 5008 (1% h (PBR). LU R0 A 442 T 5ms (1% th . PBR A
PBR i .

« KTIRmS A, BB 1T

o JET SRS I B EHUEI , 28 3 T

o FE TR . 285 T

o JET RIS o), B9 T

o LTRSS R D e, SR 18 T

XTSRRI

FE 2 % T DL H AR O JEAI, X RS B 2 T H AR 1P Ml b AT B . (02, 7ERET HARMIE
FRGE P SRR Y ) B O IR HEL) o A8 R R TSRS (B B (PBR), S8 0T DAKET-E H b5 25 1)
Al X Hh - 38k PBR, ATDAUIEFYsdbb. Y50, HbsHubk. BARum O Bk i X e 4l
ok .

L SR 1) 1% 11 <
* T A2 R AR S5 BR (QoS).
o TR 56 . ARMA IR A BR AR DL e 96+ i BRAS IO AT s A2 0 A8 AR A B B
o SOVFILHR R IZE R S A A 2V L W 5 SRR W) 46 e Rk Bt 9 B A AL ) PR R

T SR T e R I8 T 7T P9 265 1 Geonh i B AT 23 R AbRd, SRS TR 2% Pl ] PBR WY 5 € Bk 4%

HE AR IR, RS QoS. IXKE, W LULKRE H AN YR A Bt ik i A M 2%, B AEHARA
IR A JF HAEKS 2SR A 2% HIER), X — Rl BEIRA H] .

AT AERE T RIERIEEH?

B RN FEA AR 2 WA AR AR miilr 98 IRIEIR . BON By DI BERS, Ty 40k
A 98 R AN ES SRR . (AR ST R SO, el o B R T R 2 B B 1) A
HSEIR (] BIGRP 5 OSPE) LT SEHLIKHR bR 1Y LT 3RAT KA Sy (WERAZ 28D 5 BEs A
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IR . I PBR, AT LU i 56K IR R BE RS R B U S B s R i, T e AUy 5/ v
TEIR R AL AT A i

LM H B o 5 B )
(5155 177 (6] 4% PR AR U 2% FH

FEMCHFN T, SR BN BRI 2% RV B9 255 PO PTG B A L ISP-1, K [ TR Y 45 FO 7 ] TG
I IEISP-20 PRI, T SO AR i rh SO 0 484 B 03 S ) A5 Tr) A BRI RBURR G oy, T R s

et ISP1
HE Mfw ;Wf s
_ i
I:_i. , "__'_.I__ﬁh L
N, — e
Mgt Mfw 4
—— P -~
. ISP2
Eng M/w

=
aR
S
gl

T A A P T SRS P e PO B, IR 2 A L 3 AT LA 90 296 300 5 0T 5 ol I 55 2531 ) o 4 O
17328, RGO Ed. B SCEINBUAFHERN (Ui R PR AEMIZ8 A% 0 i S 2L IR 35 400 o
VBB TCHAE T M EAZ O RS WAN $2 EDW S AT W 7028, I RERE S TH I 45 P g .

Use TOS or Precedence bits
for prioritization and gueuing

( —e
-

Set TOS or

Source Nfw Precedence hits

Set TOS or

Precedence bits Destination MNfw

B T1 24

AT LB R AR Ah s RS 5 ) IR (b AR B 00 8 5 17 DAy 16 R ) PAY S8 A vt ity 9 ) ey B A
BB, PR B 98 R A R LA IEACE AR ] T B R, W R PTR.
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{ WEr W Meeeeesscevrers @ L .
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.|.
L]
b
¢ Frame
| Relay e
By, nnmnnn -

e R R L
% ECMP 8 iR AL sh & 0 3L = oh s, 2845 BT G AT 8 m] DL S it 5% s SRR 4 9 E R AiE A
AR 8 RiIRE
B, AE R ZEV ) F3E TR 0 3 s i 2 R Fh P, B B O3 T DUTC B 3 T SRS A 6 i sk i N
JIEPE M 2% 2 ISP B iE AN TRE M 2% 2 ISP2 Mt k4T i =,

SL & PBR

ASA i1l ACL RILECH R, AR e AT B A FopAam s, B e 1 AT ILACH) ACL
(3 EHRIR SRR DR AR A AR R, KR R S ORI ORI, fE ik o B3k
Xt BITAT A AU RN ] PBR.

\)

AR (EORELMHTICE AT, T OREES SR N VR PR R AR R 1T ) ISP R I, DA G itk A
XK EIEAMT N, JEHGRAEAH] NAT VPN I

BT SR B B s B

B X IEHE

DU B KRR 52 5085 o ANSCHRFE W Bl K AR

BHIEREH

HI T ASA S TR EAR I A T th P RAS AR D EE 0 B TSRS 1h s IR A i 1 6 v e 5

FEREAE D B B IR i b o J8 T A IR R B A Ja SRR 1A it B e S DL O R gt
1T
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R X4 i % ER E i85 A RY PBR SR

LTS O o2 — PN I ThRE ;s Wi, SN TR NIER R — e, JhAett
I I PR P R SO R T mif%?, WA NE R T I s E N NAT, A2 fii
% PBR.

PBR kEE A& THIHR 2

\}

AR IR SRR H RS Z A0 R 58 b SR T R

FEVS TG (4 P94 1A I — M Bt R @ BT ) VPN SRS IR, PBRORS I T3 3 /7 St (e st UL
BLAIANREE . PRI, PBR S0REt i M ) i AR B0 1 EfR — Bk (HAZ, PBR AL KM
ARG N SRR LR R R e . P, AENLEI VPN 2 m aR [l (A
T, VPN B il ) 4 8 A R i B 5T AU A B 1 L RAT S R AR Y
IR A %
22

© SCRFAERE.

o TEERENG ST, WAHASSsiAR e, 5 ip-verify-reverse 4%, AEXTFRFT = AT RES 8 B
R, #EEH] ip-verify-reverse B4

IPv6 X33
S IPv6

B AE AT
PAUR S AR #E G B A M A2 R M U«
© PB4 TR
o EIE RN GERC B AR M . EACE BRI, WAk T i O T B A
* FEBEW B W RGN B EASCRF AR I
* FEIE TR DA SR BahEFESRMY C(auto auto4 AT auto6) -
© JoiE N LU 2 DG B B A A
* BVI
*

* DVTI
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Ho At AE
o JITAE TRA 155 PR SR DR 110 P R A1 0 e R P K 4 00 FH
o VH )AL VT TEC SR M 1) 2 (1) % pR WS FH T 25 TS5 (1) % 1 - match policy-list X T- BGP.

BEE T RIEAVESH

B R AR B — AN AN s R R . BEASTE A #7415 LU permit B deny 1f. B
route-map i FJH {5 match A1 set fir%-. match T4 s ENHE WA T I ULRC A F . set dir 3R
TN B AR I R A

o 7 % rhy i [R] B AC B A TPv4 FI TPV6 match/set 1~ ) IS Bl AE 4§ ] T 55 TPv4 FI IPv6 i s ICAC I 48—
ACL I, A4 H R IP AN T set #:4E .

© [T BhEER OB EY set AR, RGURIZAN VP PTATIEIT, BB R AT E
Tio AE CUACE 1 2 ANIE I PR AN BEAT S 388

* Verify-availability A SCHF 21 5o
Ok

5T SCFRE B JEVT 7] 513«
access-list name standard {permit | deny} {any4 | host ip_address|ip_address mask}

access-list name extended {permit | deny} protocol source and destination_arguments

TP

ciscoasa (config)# access-list testacl extended permit ip
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0

RAE AR HE ACL, WAV EE T H AR 4T UGS . G S8 FH Y ACL, RIJETUR. HAFrekpyE uk4T
NG

X E ACL, TLUESE IPv4. 1PV S4Bl KA s A} TrustSec Z34, 534 m] ABLHE 9 46 15 55 %)
%o HRGEHRE, WEZ I ASA S,

Qi tha 2% H «

route-map name {permit | deny} [sequence_number]

T

ciscoasa(config)# route-map testmap permit 12

% b e 4% B 42T . T {8 sequence_number SEChRIRIBUT, 7500 ASA A8 FH 7S K b s
2% H 1Y o
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AL, ACLEGHE H O permit F1 deny i5f). % T I 5 ACL Z[A]f] Permit/Permit VCHC, 4%
SEPATIE T ORI % AL EE . 6T Permit/Deny VURC, 0T 1G4 FH ISR 11 Ach B &5 BRI A 2 L Ath 1% el ke
o AR5 AT Permit/Deny, JUME Ml 2 . XJ T Deny/Deny UCHC, 4k 2E3E T 5w i) 4 b &b
i,

pEab R E B B S N permit B deny B HANE R A, MIER AR € E:/E N permit,
FPa1%5 0 10,

A5 F V7 1) 50 2 5 SCEERY: FH UG RC A F -

match ip address access-list_name [access-list_name...]

TP

ciscoasa (config-route-map)# match ip address testacl
iR PR VT 0] B RAEL S AT SR AN BER HAT RIS AU ) VL d ACL % . 4 PBR.

FLE N EZ A set A
* WH T Bkl
set {ip | ipv6} next-hop ipv4_or_ipv6_address

BT EZ AT —BEIP b, ERXMB DL T HHL R E WP X EATTREAT PP, B3R 3 A AL
BRI Bk 1P kb PTRCEM BRSO FER, AN set #AF

BCE BT Bkt

set {ip | ipv6} default next-hop ipv4_or_ipv6_address

G VT AL 1 1 M R A U, ) ASA S AR T e 1 — Bk 1P HuhlE i R i

BCE I N3k IPv4 il

set ip next-hop recursive ip_address

set ip next-hop F1 set ip default next-hop #i 2K AT 7E BLE X 7 W R 4R 2~ —Bk. W] setip
next-hop recursive, NI F—@kihbATFE R HIE . LG EASTE N —Bkthhl EHaris 5
VR, T AR R S e s A P P R AR e B e A% HAEHT AR — Bk

SR UL F R )R — TPv4 Bkt 75 )

set ip next-hop verify-availability next-hop-address sequence_number track object

TEAT ARG & SLA A% BRERX SOREGUE N — BRI Uy [ . ISR Z AN N — Bkl F %, W]
ANTF )P 1) FUAN [ (1) R 0] G K IE 22 /1 set ip next-hop verify-availability 4.

BOE B R R

set interfaceinterface_name

%

set interface nullO
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S 4 R G B I LR R D RC R O 1 . T DARE B 2 M1, AERX ARSI R e e
XPEATHEAT VAL, BRI RIIE L. 23552 nullOI,  DUFCES H N 1K) DT AT i e i 2257
T RDEN AR E RN (BRI Bl H s, AR

o R 10 PR R B i R 1

set adaptive-interface cost interface list

H O RLE RS 23 B R 1 B3 rh P o A B R AR ), I e B - B &, Hodls
BAE I D BT R R o IR, AR A AR 1. B Ak
TR, A% ke . filin:

set adaptive-interface cost outputl output2

* R BN BCE N null0:
set default interface nullO
TR AE S ARG ASA KRR K null0, I HAZ ek g = 57

* FE TP Rk BEE AT B (DF) A7 :
set ip df {01}

o JH 7RG R 2 2 IS5 A (DSCP) B TP RSB R 1P d s b AT 42K
set {ip | ipv6} dscp new_dscp

iR MBCE T 2 set BRAEIS,  ASAMEFL LU TUFAL EATT: setip next-hop verify-availability:

set ip next-hop; set ip next-hop recursive; set interface; set adaptive-interface cost; set
ip default next-hop; set default interface.

i B T N 11 i A
interfaceinterface id

i

ciscoasa(config)# interface GigabitEthernet0/0

WA 5 i i K set adaptive-interface cost JHAESAT:, il 70RO ¥ B TF4:

policy-route cost value

E AT LA 1-65535. BRIMEH 0, &0 LAEH dr 2 ) no MU AT H S . EEBIE, PLoegim.
filtn, 1 MPLEg T 2.

0 5 R SRS - A, AR B H W R 4 ] set adaptive-interface cost iy A, DB AR L
AR CUAR AT e e # 1 (REeA 1 T8 PR Z M TR 1 38394 . an R AN,
VUMt P RRA A vy ()32 VAR kg BROAS S I 0 2 D ) e

B, @R 2 A WAN BE#% 3R A RS, R nT DL B X Sk ik i i DASR st fe .
fH, WHR—4 WAN 8 10717 56 5 T 55— 4« WAN BER%, AT UK 58 550 i O B i 1A A B2
1, K SRR MR B R 2, DB SR AT 96 268 v PR 5 DK P I A FH Al o S AR PR 1%
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BYRT AT LU R A AR B 2 SR AR R R A
policy-route path-monitoring{I1Pv4 | IPv6 | auto | auto4 | auto6}
o,

* auto - ¥ ICMP Rl A& 25 2 F2 1) TPvaA BRAIAIN G (CWURAFALE - 5 ABh IPv4 #HHD o B, K%
B DR IPve BRI % (5 H3) IPve MDD

* ipv4 - ICMP FRI A% B8 2 X 55 1Pv4 Mkl CR—Bk IP) DAEAT 45 o
* ipv6 - ¥ ICMP #RMA 3% 248 € X4 1Pv4 Hiht CR—Bk IP) DAREAT IR #%.
* B#4-K ICMP FR00 AR 235 11 1) TPv4 ERIA R K .
* B E16-14 ICMP #R0I A1% 314 H [ BRIA IPve MG,

T

ciscoasa(config-if)# policy-route ?

interface mode commands/options:

cost set interface cost
path-monitoring Keyword for path monitoring
route-map Keyword for route-map

ciscoasa(config-if)# policy-route path-monitoring ?
interface mode commands/options:

A.B.C.D peer-ipv4
X:X:X:X::X peer-ipvé
auto Use remote peer IPv4/6 based on config
auto4 Use only IPv4 address based on config
auto6 Use only IPv6 address based on config

ciscoasa(config-if)# policy-route path-monitoring auto
EERE O LA E, 15 dear path-monitoring iy 4

T

clear path-montoring outsidel
PR 8 Jatlid Bak UR R G B T S )
policy-route route-map route_map_name

TP

ciscoasa(config-if)# policy-route route-map testmap

FEMMBR BT IR SRS 1 e el sty LA A Bt iy 1K) no JE KRS

IR

ciscoasa(config-if)# no policy-route route-map testmap
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T R A& AT IS B 7= 151

PR B 73 S s e WS C s 81 T SRS 1) B 1 L ACIRAT PBR A 32 7 o

B FR Bk 5t Bic B 7 451

FELLR7RBil, AR BRI, DRt B s B s A 0 e vr LY 21504 10:

ciscoasa(config) # route-map testmap

FELLR7RBld, T ARTEILR A&, Uik EILECh “any” -

ciscoasa(config) # route-map testmap permit 10
ciscoasa(config-route-map)# set ip next-hop 1.1.1.10

FEARGIN, 5 <acl> VLHC I BTAT Uit e AR Ah i 1 EA TSRO 8 Fh R A

ciscoasa(config)# route-map testmap permit 10
ciscoasa (config-route-map) # match ip address <acl>
ciscoasa (config-route-map) # set interface outside

FEAZRBIH, T RECE R D BN —BbRAE, Rt <acl> VL BT A it AR MR 4 e B8 o df o
FBON dsep 7B I R TR

ciscoasa(config)# route-map testmap permit 10
ciscoasa (config-route-map) # match ip address <acl>
set ip df 1

set ip precedence afll

FELLR7RBlH, 5 <acl 1> DEECAIBFTA AR T —Bk 1.1.1.10 BATH%, 55 <acl 2> ILREHIITA
FEAET T — B2 1L LI0BHTH A, JF B iR,  “match” Z0FIF AR CLEL “any” .

ciscoasa(config) # route-map testmap permit 10
ciscoasa(config-route-map) # match ip address <acl_1>
ciscoasa (config-route-map) # set ip next-hop 1.1.1.10

ciscoasa(config) # route-map testmap permit 20
ciscoasa (config-route-map) # match ip address <acl_2>

ciscoasa (config-route-map) # set ip next-hop 2.1.1.10
ciscoasa(config)# route-map testmap permit 30
ciscoasa (config-route-map)# set interface NullO

ELL R R, 2 e PR 25 K2 (1) 36 HH SR 454 permit F1 acl #5824 permit K45 FH set R4 (i)
% IS 44 deny 1 acl #4F permit H4 8k 22 1530 % H 2 4K (i) 2% FH U #4F permit/deny F1 acl #4F
deny W AREEAL P — MU H o WA AN B4 H AT, AN 2 [0 2035 38 2%
k.
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ciscoasa(config)# route-map testmap permit 10
ciscoasa (config-route-map) # match ip address permit acl 1 deny acl 2
ciscoasa (config-route-map) # set ip next-hop 1.1.1.10

ciscoasa (config)# route-map testmap deny 20
ciscoasa (config-route-map) # match ip address permit acl 3 deny acl 4
ciscoasa (config-route-map) # set ip next-hop 2.1.1.10

ciscoasa(config)# route-map testmap permit 30
ciscoasa (config-route-map) # match ip address deny acl 5
ciscoasa (config-route-map)# set interface outside

FELLR7RBH, EE T 24 set BRAEINT, AR LRI JLIEAT VAl o A0 set A (K B A7 4 33
VP HIVEN IR, A I8 R 4E set HE . BCHEFRREAi O/ 1 Je 2l nl IV fe . FLIR RS Al i)
Tk R A e e HLER R B R Bk, KIS

ciscoasa(config)# route-map testmap permit 10
ciscoasa(config-route-map)# match ip address acl 1

(
(
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set
ciscoasa (config-route-map) # set

PBR fi¢ & 7~ 5

KGN LN RBCE PBR i 2B R E

B, wEEER N,

ip
ip
ip
ip
ip

next-hop
next-hop
next-hop
next-hop
next-hop

verify-availability 1.1.1.10 1 track 1
verify-availability 1.1.1.11 2 track 2
verify-availability 1.1.1.12 3 track 3
2.1.1.10 2.1.1.11 2.1.1.12

recursive 3.1.1.10

interface outside-1 outside-2
ip default next-hop 4.1.1.10 4.1.1.11
default interface NullO

172.16.7.7

152.168.6.6

ciscoasa(config)# interface GigabitEthernet0/0

config-if)# no shutdown
config-if) # nameif insi

ciscoasa
ciscoasa

(
(
(
(

de

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/1

ciscoasa(config-if)# no shutdown
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ciscoasa(config-if)# nameif outside-1
ciscoasa(config-if)# ip address 192.168.6.5 255.255.255.0

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# interface GigabitEthernet0/2
config-if)# no shutdown

config-if)# nameif outside-2

config-if)# ip address 172.16.7.6 255.255.255.0

NG, FATHEERCE — V5 ) JI R IL R

ciscoasa(config)# access-list acl-1 permit ip 10.1.0.0 255.255.0.0
ciscoasa(config)# access-list acl-2 permit ip 10.2.0.0 255.255.0.0

ATt ZoR V7 ) S AR VLA, I3 E Fa ZEAT IR — AR, DAORPCE — i bk
Ui

ciscoasa(config) # route-map equal-access permit 10
ciscoasa (config-route-map)# match ip address acl-1
ciscoasa (config-route-map)# set ip next-hop 192.168.6.6

ciscoasa(config) # route-map equal-access permit 20
ciscoasa (config-route-map)# match ip address acl-2

ciscoasa (config-route-map) # set ip next-hop 172.16.7.7

ciscoasa(config) # route-map equal-access permit 30
ciscoasa(config-route-map)# set ip interface NullO

UL, Do iR A UER B .

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# policy-route route-map equal-access

BN A G

ciscoasa(config)# show policy-route
Interface Route map
GigabitEthernet0/0 equal-access

(A E X BY WAN B 1555 0) B BE X

ST PR 73 SEHURG I 28 A T 3t i 18] VPN KRS 73 SCHURBE B Bl AL SR, P ARA L AOR €
) 22w 4, AEIRRROE 1) 21 A B 55 BRCELIBR Y (RIS E ) o

PEC B AN AP O A R SRR ] T BB IR S5 (4914 Google 2% 8% Gmail)
W) S Vs ) 2 ) W 2 -5 i) ELIER A

A UL TS % ey, J8RT DATSON AN SERURE) DA AN 200 W] 190 268 iR 55 (A 3 o 1 8 AR BRI 7
DIt AT HLIR R M AN AE B A m oty m R A BEAL R AT 24w 2% A B AR 25 O i I
e F 7 B e A ) 2 A RE AT A i
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B smsexm wan i a EnR

T

PAR 79 S n ] g LT 0 B A EL AR B 7 1), A AN S Fs 32 1 342 AN ] 10 EL 36 A e 253
BERT,  REAAFRIE #E 1 (VT B4 B4l P 28 1R 2l 18] VPNIE R o - s I P Re A AT 4 5E SaaS N
PR N N NS U /ARSI TR

S
El;i SaaS
&E Applications
= ' Internet
.""a

4 ' outside ——

N viit ------

’ | outside2
| wti2 - - k2

inside
192 16811

FrIaZ Al

BRI B AT FHAEANES (i) 300D #2100 L U RERIRE I Hz 11 (VTI) 52 ST 3k 5 /) VPN,
DLKE 2 SRR B A w228, R H EIBITIER . Bt 2 VTIEE 19 P g e ) 380 A 7] 9 4%,
T 42 6 ER B M 10 gt DU 1) T BRI

BRI CAE %4 1 ERCE DNS k4545 15 H T DNS f#i# 4. 18 show dnstrusted-sour cedetail
A AR M TR LR 55 o W R EERR I I IS5 4%, 3 1 no dns trusted-sour ce fir 4 75 BT ik
IR 252 b oC PR T .

UK

i D 2% Ik 45 0 R L s ST 5 1)L o

DL /- BB R % LLE X Office365 Fl WebEx, 4R J5 6l SaaS_Applications X G 2H DL 5 X 26561 52
T ABIEXT G, ARE B IEAET W45 H P I 4

object network-service office365
domain outlook.office365.com tcp eqg 443
domain onlineapps.live.com tcp eq 443
domain skype.live.com tcp eq 443

object network-service webex
domain webex.com tcp eqg 443

object-group network-service SaaS Applications

network-service-member office365
network-service-member webex

Ay ACL LAILRC 5 i -
LATR 7591 DT FRC AN A 35 199 2 1) SaaS W HIXS S AL I -
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access-list DIA traffic extended permit ip 192.168.1.0 255.255.255.0
object-group-network-service SaaS Applications

(ATik. ) BCE H PR LT

% outputl A output2 4% 1 CUHCE HIEH 1817, H T4 policy-route cost #ir 4. U1 R EM RE N E
AT R BRI 2 At E WAN BEBIEAT S8, WP n e PR . (2, Qs f)
FH/ATECE, WA E TR, HA i —ANERs, BRARRERE G .

DA 2S5 /3 % B R
interface GO0/0

nameif outsidel
policy-route cost 1

interface GO/1
nameif outside2
policy-route cost 1

DL 2 output] & IEFEM, 1M output2 {XAE outputl < A IHE H K741 o

interface GO0/0
nameif outsidel
policy-route cost 1

interface GO/1

nameif outside2
policy-route cost 2

B WS LAICACH & ACL JfAH R 5] it i
AR 7- B ] ACL DRGSR 3T A I& A T AR 1) 21 2
route-map mymap 10

match ip address DIA traffic
set adaptive-interface cost outsidel outside2

EANA# N ERCEIE TSRS e i, LUK SaaS Vi i Ak 2 SMHH M o
DL R 781445 B p SRS BRI 21 3 11, by L LR I 7 i et FH T SRS 1 i
interface G1/0

nameif inside
policy-route route-map mymap

IE7EE R BT R EgRY E%

FRATTH A P w35 5 AN [ P DG P 4 PR P T SRS PO B 1, DR e A LA T A S e P A 0 2 ]

wmnggm i



gmagn |

B c=EmwaTemonss

VLAN 391 VLAN 291
25.1.161 . 45.1.1.61
0/1.1 0/0.1

Loopbackl 15.1.1.100/32
Loopback2 15.1.1.101/32

10.1.1.100 10.1.1.60

VLAN 391 VLAN 291
25.1.1.60 45.1.1.62
0/1.1 0/0.1

0/0 0/0

0/1.2 0/0.2
35.1.1.60 55.1.1.62
V0LAN 392 V0LAN 292

0/1.2 0/0.2
35.1.1.61 55.1.1.61
VLAN 392 VLAN 292

HAG, BATTM— R E I LA R A AR E . X5, A, B. Cfl DK ASA %4,
H1 A1 H2 {83& 10S #Hi#s .

ASA-A:

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.60 255.255.255.0
ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/1.1
ciscoasa(config-if)# vlan 391

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 25.1.1.60 255.255.255.0
ciscoasa(config)# interface GigabitEthernet0/1.2
ciscoasa(config-if)# vlan 392

ciscoasa(config-if)# nameif dmz

ciscoasa(config-if)# security-level 50
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ciscoasa(config-if)# ip address 35.1.1.60 255.255.255.0

ASA-B:

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/0.1
ciscoasa(config-if)# vlan 291

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 45.1.1.61 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/1.1
ciscoasa(config-if)# vlan 391

ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 25.1.1.61 255.255.255.0

ASA-C:

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/0.2
ciscoasa(config-if)# vlan 292

ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 55.1.1.61 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# no shut

ciscoasa(config)# interface GigabitEthernet0/1.2
ciscoasa(config-if)# vlan 392

ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 35.1.1.61 255.255.255.0

ASA-D:

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# no shut

ciscoasa(config) #interface GigabitEthernet0/0.1
ciscoasa(config-if)# vlan 291

ciscoasa(config-if)# nameif inside-1
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 45.1.1.62 255.255.255.0

ciscoasa(config)# interface GigabitEthernet0/0.2
ciscoasa(config-if)# vlan 292

ciscoasa(config-if)# nameif inside-2
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 55.1.1.62 255.255.255.0
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ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# interface GigabitEthernet0/1
config-if)# nameif outside

config-if)# security-level 0

config-if)# ip address 65.1.1.60 255.255.255.0

Hl:

ciscoasa(config)# interface Loopbackl
ciscoasa(config-if)# ip address 15.1.1.100 255.255.255.255

ciscoasa(config-if)# interface Loopback?2
ciscoasa(config-if)# ip address 15.1.1.101 255.255.255.255

ciscoasa(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.60

H2:

ciscoasa(config)# interface GigabitEthernet0/1
ciscoasa(config-if)# ip address 65.1.1.100 255.255.255.0

ciscoasa(config-if)# ip route 15.1.1.0 255.255.255.0 65.1.1.60

AT AE ASA-A R PBR LA Y6 [ HI (S .
ASA-A:

ciscoasa(config-if)# access-list pbracl 1 extended permit ip host 15.1.1.100 any

ciscoasa(config-if)# route-map testmap permit 10
ciscoasa(config-if)# match ip address pbracl 1
ciscoasa(config-if)# set ip next-hop 25.1.1.61

ciscoasa(config)# interface GigabitEthernet0/0
ciscoasa(config-if)# policy-route route-map testmap

ciscoasa(config-if)# debug policy-route

H1: ping 65.1.1.100 repeat 1 source loopback]

pbr: policy based route lookup called for 15.1.1.100/44397 to 65.1.1.100/0 proto 1 sub proto
8 received on interface inside

pbr: First matching rule from ACL(2)

pbr: route map testmap, sequence 10, permit; proceed with policy routing

pbr: evaluating next-hop 25.1.1.61

pbr: policy based routing applied; egress ifc = outside : next hop = 25.1.1.61

Hes A0 A e p RS R R B A O A

MECE TR BRI, RS ARS BT AT A, DI BIPTICE N BB SRR, R
XELRHE e BEAL SR T AR B e (LLRCH b4 H e ) o

in 255.255.255.255 255.255.255.255 identity

in 10.1.1.60 255.255.255.255 identity
in 25.1.1.60 255.255.255.255 identity
in 35.1.1.60 255.255.255.255 identity
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in 10.127.46.17 255.255.255.255 identity
in 10.1.1.0 255.255.255.0 inside
in 25.1.1.0 255.255.255.0 outside
in 35.1.1.0 255.255.255.0 dmz

BERK, FATE ASA-A BB B HHE LN H1 loopback?2 % 111 5] ASA-A dmz #2114k,

ciscoasa (config)# access-list pbracl 2 extended permit ip host 15.1.1.101 any

ciscoasa(config)# route-map testmap permit 20
ciscoasa (config-route-map)# match ip address pbracl
ciscoasa (config-route-map)# set ip next-hop 35.1.1.61

ciscoasa(config)# show run route-map
!
route-map testmap permit 10
match ip address pbracl 1
set ip next-hop 25.1.1.61
!
route-map testmap permit 20
match ip address pbracl 2
set ip next-hop 35.1.1.61

H1: ping 65.1.1.100 repeat 1 source loopback?2
PN R s

pbr: policy based route lookup called for 15.1.1.101/1234 to 65.1.1.100/1234 proto 6 sub proto

0 received on interface inside
pbr: First matching rule from ACL(3)
pbr: route map testmap, sequence 20, permit; proceed with policy routing
pbr: evaluating next-hop 35.1.1.61
pbr: policy based routing applied; egress ifc = dmz : next hop = 35.1.1.61

MERI B 2 R BT E K eh 4 H R o

in 255.255.255.255 255.255.255.255 identity
in 10.1.1.60 255.255.255.255 identity
in 25.1.1.60 255.255.255.255 identity
in 35.1.1.60 255.255.255.255 identity
in 10.127.46.17 255.255.255.255 identity
in 10.1.1.0 255.255.255.0 inside
in 25.1.1.0 255.255.255.0 outside
in 35.1.1.0 255.255.255.0 dmz
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TREGRIES AV SBIE R

R 1 ERERGTRI A LD R

DL AR FalA | e
PBR i) 41 I Bt 9.18(1) PBR A b ACH b R AL e (ot VD)

AR A7 2 52 ) PBROJE AN AR C S i) 2 A4 1
PBR 2 M A% 4 K 122 b R 38 52 M4 12 1 (K o d R b
fH, IFHEPEAR AT

BriAE M4 . clear path-monitoring. policy-route.
show path-monitoring

T SR PR 6 9.4(1) BT SRIE ) (PBR) A& —FiHLH], BTz, AT
DUEH] ACL, A5 5E QoS IS E AR T i .
BT R ER 3 SR 4 2L A, - ACL T LU
HIAT R E PR GE S AR PR 58 AT [ AN [R] R B it
QoS, TR MRMAKARRAE i 9« o A AT Ht
ﬁ%ﬁézI‘Eﬂ"ﬁiﬁf*ﬂﬁk&@bmi, I AV EIRM IS
e AR G ZH 2R3 1o ) s SR L IR ) TR I E R ) %2
F P B

SINT LA Fr4: setip next-hop verify-availability. set
ip next-hop. setip next-hop recursive, set interface, set
ip default next-hop. set default interface. setipdf. setip

dscp. policy-routeroute-map. show policy-route #ll debug
policy-route

N WS Y R AL TP SCFF 9.5(1) Sl 2 p LA SCHF TPvo il

BINT LU Fdr4: setipv6 next-hop. set default ipv6-next
hop. setipv6 dscp

SR gk h B it VXLAN SCff 9.5(1) PRAESERT LALE VNI $2 b e S T2 H
REBUTAT A% .

h 54y 57 K BRI TrustSec $4k s 24 4% ey | 9-5(1) TR LS B 5 03 B KBS AR} TrustSec, 285 #7505

XRE PR ) S e P P A P 5 4 17 K 8 AR TrustSec ACL.
KRG BAEAT AT 2>
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