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BELE I NT ()2 U e A0 I AR B30 o 2 U A BB AR B P T R AR  E B R AT (R
0, LA T SR A AL R Y HTTP 50 6o 8 a2 11 1 B A ) 0 0, B 0 75 25 7 S A
(R 2 KR A

VPN Ij ge ik

VPN J& N5 TCP/IP 4% (HIAnH IR 122 aidide, Won WA IER . X R B R b
. ASA i HIBEEAL MM 2B, QU BRRTE, B, I RRE R,
SR FEAEA IR B3 . ASA M2 T XU Bl . AT LAl Ha 00, Beedl, Pfle
VAR BIBEITE R 53—, AR HL AR GORg X Bt A BB R A AL Bl e X Hobr . et ] DUl
BB, R EE B, RSN B R HAR. ASA T A FobR e DM SCK 58 BEIX
LTI

ASA AT AT AT D -
o fALREIE
RN SEE S
o X P EAT SR BAIE
* SYECH
o Bedk n g R g
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 E A

o B RERETE I A (0 R A

o LRI 2 g it ph 4 7 U BNl R Lt i 1 i
ASA T I TR AE N SCR 58 UK LT fE o

2 A= B AT -k

Z 2 E=lhA
(AT — & ASA 4 0K A I A, S ULt A BB 22 e 5. 454 context B AL
ST, WA O A B LRV, SRR £ A . S
PRSI, . BRSPS AL, (L, ST AR . ARl
B B R

FEZ WA, ASA WA TREME SIOBCE., e A sing . 3510 DUR AT ARSI B4 o
BCE K JLPPATIED . ARG B O AT 7E R Ge e B C B St AN INAN A B 5t R E LT
REARE, LR E. REME IR RASARFEARBRE .. REFEA D IFAE ST I 4545 1 5
P BCE s A, ARG VTR M BT (1, MRS A RS I, e e o P

SR 5

G SR TAEM AR 5, ME— ARZALAET, U S BR R, 2 IE ReE s
SARLBRIFREVT ] RGN BT A FLARIE 3¢

ASA &£ B¥iiiA
W ASASERE, BALLKEZ & ASAH & AN TS . EREEG PRSI ERE R,
= v | R 5 2 S W 11 3% Y e a8 e o == w2 T L A A V- Y S
HEeE s & FPATHE S (51 SREREERAN) » RGE EHR S 2 ik 4.

FFIR AR S5 AR AR 55

XRS5, T LAAE T P R AR 2 75 B LSRR BRGSO
FEoRAR 55 HE

FEIRIR S5 A ASA W] DL oAb RBRE dh SCBLEL A s i, O i i iR o5 Bl 2 AR (&3l
5 o [N SEALARE ) o0 2 I R T DA SR ST IR 554 LI sh &M e, ol o SR 4 2 4x i
H P WCCP iR 55 . KELhy ik 55 A5 5 A 10 15w b AT A 4«

o JORH ASA fE)7 R I B AR T
* A} ASA NetFlow 545

« HRF ASA il 545
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https://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/unified-communications-guide.html

| AsA T

wumsntsns

BRI ASA WCCP it 2 55 [ 45 7

« SNMP JifiA 3 T H5ejifer

EgGRSIER
ASA ISR GRS, (Hn] R U AR S nT (A o A& S e 55 A0 sty F8 /e v gE AT A
28
R ASA fL8ethieta e
AL LU
* fit’E RIP

© T T MESEN AAA BEI

o AR TR, Hoh A RERT Ik IP 5 (ip verify reverse-path). B & 4> B K/D (fragment).
FHAEA TR 2% (shun). Bt E TCP £ GEFT ASDM) DL AR IPS SZFFNCE 1P
H#% (ip audit).

o e E L BE AR 55
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9
N
fo

ERNIT

KBTI ASA.
o Uil AT SRR G
* FLE ASDM Uil , 217 1T
* 33 ASDM , %20 7T
« HBRARCE . S22 T
* % Firepower 2100 ¥ & A WA BCF S8, 5 36 1T
s WPERCE , 237 0L
o REMCE SOV ] TR, B 43 TT
o NG ASA, 43 T

A AL N4 gathi] Za
HiE T ITHEEES &
ST HIRATC T, TR G 1 BT CLL. 25, T LU E i) . 46 1185 ST Telnet

o SSH FL B R Uy 1) o WER RGO AL T 2, WG 2 & i 1 2ok 551 & 2R ZIAT
[ o

)

Rl

AR AR ASA B EHIG VI, S0 ( ASA B PN TTIRRD -

i8] ISA 3000 =41 &

I UL A IR R v 2 il 5
iz
SR AP AL R & AR T SN E R B S 1, R S BEE ) 9600 BKF 8 AN EdEAL. o

A 1 AME AT TR T BE ) 28 v ) S A E R B B
THZ 0 ASA BEAFERT, T AR & BERTE (5 R .
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B 55 Firepower 2100 Tt i3I A

PR 2 4% Enter B A B DL N EORTF

ciscoasa>

U PR AR I IE AR T H 7 EXEC K. Al EXEC B AR UL A &

i AR EXEC R,

enable
F—PAN enable AN, RAESHEREE E:
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERFBCEXEC BT, I FRCE dr S BT o 38 ] RFAL EXEC FEsCHEN Bie B
FLR AR, i disable. exit B quit v 4.

i ] 4 P

configure terminal

IR

ciscoasa# configure terminal
ciscoasa(config) #

Al AR B A R T LA ASA. TR A RN E R, A exity  quit 5 end @4

77 8] Firepower 2100 ‘- & #&E i H &

Firepower 2100 21| & it 171 2365 #4251 Secure Firewall eXtensible #:4F & 4% CLI (FXOS CLI). #sn]
DL FXOS CLI HiEH:E] ASA 54l 5, ARG ORFl. a4l i SSH iEH: 2] FXOS, 8t n] LU
3] ASA CLI; K H SSH WEFA RN & &R, KT LA 24k 3 FXOS SSH & #: 1) ASA
HEHz. [FRE, Wl SSH & #:E| ASA, 8w LLIEH: S| FXOS CLI.

FHia Z |l

BB — bl 6 E R . M M FXOS ¥ & B B ASA ¥ 6 1, b fe e — /N RE ARSI
L&, MAMG: Telnet 5% SSH IEBALHE
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N
g
N

i1l Firepower 2100 Fa gt zsla ]

UK

K B NG B H G 0t 11 . Firepower 2100 Bt 5 —4 DB-9 ¥ RJ-45 H47HI4E, BTl 2
=7 HATH USB BRI TIE B . HAPR N R AE R AT 6 B2 USB B AT IRSHFEI Y. S F LU iR
(e

* 9600 PER

* 8 ML

o 1 AME b4
R IE# 2] FXOS CLL. A S8k BROAKGEL 1, ST UE R admin ATERIL# S Admin123
HEREH] ASA:
connect asa

IR

firepower-2100# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

Vi 4 EXEC #i5

enable

U enable iy &I, RGN SCE .

T

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERF B EXEC B, P FRCE dr S B mT o 38 ] ARFAL EXEC BECHEN i B
PR AU, 1IN disable. exit 3k quit fir4.

) 4 ey e AR

configure terminal

Tl

ciscoasa# configure terminal
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. /78] Firepower 1000, 2100 i% #&123{#A Cisco Secure Firewall 3100 1= &

ciscoasa (config) #

A RRCE BT AR E ASA. LR RRCER, WM exit. quit o end 74

YIRS UR[HF| FXOS #iil &, iHHA Ctrl+a, d.
PO WA SSH EH:5] ASA ({E ASA HHL'E SSH Vi M J5) » 1% FXOS CLI.
connect fxos
ARG RPRIER FXOS AT S Bl AHIERAT 1 44 admin F1% % Adminl23. iz [H] 3] ASA
CLI, iEHiN exit BN Ctrl-Shift-6, x.
-
ciscoasa# connect fxos

Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4
Cisco Firepower Extensible Operating System (FX-0S) Software

[-..]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

i7712] Firepower 1000. 2100 i& % # =, %0 Cisco Secure Firewall 3100 iz &

Firepower1000. 2100 B¢#5 45 F1 Cisco Secure Firewall 3100 4] & i 11 i K5 #3251 ASA CLI (5
Firepower 2100 P & B H &AM, J58 H TRBEZERS FXOSCLD . #RJ5, #nILL{E ASA CLI
FRf ] Telnet #4281 FXOS CLI 34T # B HER: .

g2

SR K EI N UE R RIS a1 o SR BRI RS AT ZE ) R AT IR SRR o AT BLT B AT 8
o

* 9600 PEFH
« 8 N AL
3 WK 1L
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if7ia] Firepower 1000, 2100 i% 123N Cisco Secure Firewall 3100 1= & .

© TAMEIEAL
HERER) ASA CLL, BRINKEOLT, Vs 500 & AN ZHR A Rk,

i R EXEC R,

enable
F—WHiN enable Ay &I, RGPS HEBEE,
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

A ASA ik E), I HAESHEN FXOS MR 5, WA ASA ¥ B i i HI#% i 2 FXOS
BRI E,

TERFAL EXEC B, B e dr 238 o 38 n WRFR EXEC BLCEEN it B AL

ZUR A EXEC £230, 5§ disable. exit 8¢ quit iy % .

V) 4 Je e AR

configure terminal

Tl

ciscoasa# configure terminal
ciscoasa(config) #

AR B AR T AL S ASA. BHEH A RBER L, A exit. quit 3¢ end 74 .
(A% %43 FXOS CLI.

connect fxos [admin]

* admin- $ (A B O UT R AL o S RANIE R I, TP R B Uy AL . TV, B
A BT, W BAEATIC B a2 T

RSN P AEIE. AT ASA H P 2K AL 45 FX0S, oy Hofh & %, 2R [A 3] ASA
CLI, iHHiA exit BN Ctrl-Shift-6. X.

7F FXOS H, #n] LUdi il scope security/show audit-logs iy & 25 & 1 165 .

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 #1785 £ &Y ASA 154 &

X FHIUARCE, 358 K V%S B Firepower 4100/9300 HUAR £ B 5 |4 G454 & 3 11 5448 ] Telnet

%
5

Bl SSH AT RIEEE) N ASA ARV ] iy 24T FLIH «

UK

AsANIT |

4% 5] Firepower 4100/9300 HUARAEY HL5 | #5 CLI (#5#I4 8 SSH) , ARG K A imE %5 ASA:

connect module slot {console | telnet}

{8 H Telnet EFEMPL i AE T, ST LA R BEERTT e 2 AN 4518, I HOEHad B e
ERTT R REERIN U7 ) FXOS Bibk CLI. R b UE 5] ASA N HT.

connect asa

T

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViR EXEC #25X,  isUH A S BUR Z) »

enable
F— U enable i 20, RGESPERIE T UUEE
w15l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x*

asa#

R EXEC Bk, FrEJERE ¥ H . B0 WFFA EXEC BN FEE R,
SR R RS, B disable. exit B quit #ir 4.

HEN A e & w5,

configureterminal

TP
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mE asom iz i

asa# configure terminal
asa (config) #

PR H A R E R, iEMA disable, exit 5% quit 4.
FER 4 M Ctrl-a, d {3 NP FEH 6 iR [0 2] FXOS Bibk CLI
TR HERR H Y, frT REARME ] FXOS Bibk CLL
$HIE5 &[] FXOS CLI [ #5412,
REIEH &
a) HA ~
B & Telnet M HI .
b) ZLHE M Telnet N, il
telnet>quit
B Telnet £1F:
a) A Ctrl-],.

fic & ASDM 177 (o]

AT A B AT o BRI L B U7 i) ASDM, AR AE VAT BR G B KA v 1 ] e 5 1) o

ERAH BABLE 31T ASDM if7 (4]

I BCARCE, CRABROIAMIZE B E X ASDM AT T HliCE

UK

DL R 82 DR 2% % B 1EH2 3] ASDM:
o EHP O TR A

* Firepower 1010 - Management 1/1 (192.168.45.1) S FBLAK M 1/2 42 1/8 (192.168.1.1). & #H
FHLREIN 192.168.45.0/24 M2%, NEBEHLBREIN 192.168.1.0/24 B4

o WA R 1) Firepower 1100, 2100, Cisco Secure Firewall 3100 - P &5 LELA M 1/2 (192.168.1.1)
8¢ Management 1/1 K DHCP) . WH#BEALIREIN 192.168.1.0/24 &% . 45 AL fLVK

HATAT 925
* P 5 HER T Firepower 2100 - Management 1/1 (192.168.45.1). & B M52 R 17192.168.45.0/24
4%
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AsANIT |
B ==xasomisia

* Firepower 4100/9300 - #25 i u SCIE BRI EZ LRI E M) 1P Motk B FHLARVER B
FEAAT 9 25

* ASA [E#- Managemetn 0/0 (YEFBE WM BE) o I EHUR T B 45

* ISA 3000 - Management 1/1 (192.168.1.1), &P EHL3ZFR T192.168.1.0/24 M 4% .

pE s U SRS Ok 225 SR, U RIS P b o ¢ 1 AN BT 5 1) ASDML.

HXED
) EGARCE , B 22 T
Ja FEEE FH 21 i, 36 220 7T
JA5) ASDM , %520 i

B EX ASDM if7|g]
W R — AN A LN A, TR
o WA EBIARE
o REZE TR B TP Huhik
o REEERE GO0 375 B 97 K B AR 2
o R R SO 21 5ot
W F s AR, b TSI A ) ASDM Vi), FRATTEESUN Y BRARCE, BRIk E

EHOKEHIP M. HAAEARIRT R (Wt EEY a2 6 580 olif 7 220 B (10 FoAt e &
I, A NAE A BT s Ry«

)

AR X ASAv, FDMEME R RO EE VIR, B DA e RS AL T i A 5 B BRI

SR

UK

S AEfEH & 4 U7 W CLI.
FHIE2 (iR B AEHP KB
%A AT B 1A A TiC R o

firewall transparent

PR3 MEE B
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WIS

p 3

$IE9

gz asom i I}

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

T

ciscoasa(config)# interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

( ) #

ciscoasa(config-if ip address 192.168.1.1 255.255.255.0

security-level & /-F 1 2] 100 Z %, o 100 b2 2900

O T HEIEFHEND A HEM 2145 S DHCP it

dhcpd address ip address-ip address interface name
dhcpd enable interface name

i

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

B DR Y B P AN E0F 4 L
O P BN Ao BN

route management_ifc management_host_ip mask gateway ip 1

i

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

25 ASDM Ji ] HTTP fRk4575:

http server enable

FVFE B HLYS ) ASDM:
http ip_address mask interface_name

TP

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

TRAFRCE -

write memory

CIFUPIR S d SIEZ W
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B =3 asom

mode multiple

ORI, A A ZOR DTG B O B FRNG 5t. ARJE REUK R E0R N4k ASA.

A5l
DT C B R 7 KB U 4 O i WA, E & Management 0/0 #2211, JF 445 #L 1 ALA
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

FEXER
WA ) BOARCE , 2522 0T
WER KB, 55 190 1T
Viin) ISA 3000 =16 , 28 11 1T
Ji%) ASDM , 4520 7T

& zh ASDM

AAEHIELT PF 593 3 ASDM:

* ASDM-IDM Jii 8% - %8 3ha% & H 48 n] DLZE ] FLE 2T = ASA TP Hiuhk A Web 33 5528 M
ASA FEI—Z N . R EERE S HAL ASA, T EH N 5heE.

* Java Web Start - X T H R4S ASA, 725 MEN I TER:, ARG HRAEUES) Java
Web Start W . 57, W LUEIEE T SARAE 2 8 1T EAL; (HEEAS ASA TP ik 75 22 s e die
FEr=

)

AR WURIEAEAI NSRS, WTEER Java 2647, 150 T] e 25 00 AL TG S MK (701 Hostscan) )5
o WERIEAE I R Bhas, wiA 2 L )

£ ASDM P, a] DLt FRHAD ASA TP HihEHA TR 2E; JH )28 A1 Java Web Start T e 2 0] ) 25 7t B AE
THIEHERT ASA F1/A5) ASDM 7.
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Nil

8

m#asom

KT AT IATER: ASDM, VLR a4 H 3 242 /7 8% java Web Start Ji )] ASDM.

ASDM B A AR A S \Users\<user_id>\.asdm Hx (BFEZAE. HAEFIEIETD Ml Hxd ()
& Secure Client FCE ) Ao

UK

TEFRE A ASDM % P (5L, A LR URL:
https.//asa_ip_address/admin

iR fitRdR 2 https/l, 1M AEYR € http:// BUUFRE TP ik CERIAH HTTP) 5 ASA A& H3)
¥ HTTP i K #% &k 2| HTTPS.

ARG B~ ASDM Jo s TUTHATLL R #4 :
* Install ASDM Launcher and Run ASDM
* i&1T ASDM (Run ASDM)

* Run Startup Wizard

BRI, TEHHAT LA A

a) riii%% ASDM B#hiEFFz1T ASDM (Install ASDM Launcher and Run ASDM).

b) KRB REL B A GER THied) , RhAidifE (OK). WA KRR E HTTPS S 1435
E, AT CAEBEAT P 4 H enable 2555 CERIA ) & L 3R19 % ASDM 115 AP« 15 IRAE
CLI i A\ enable fir &I, RPN S TD; ok ASDM IS il HAT AT o #iY
TR SR FHE S, ANEFRFES FPRE; S0 WE WA 5848 L8 2SR Telnet %
i, 77300 FE: WREEMT HTTPS B 5ir, W NG 44 RO, BiAE
AMEH S IRAUE, W RAETE G kbR A S B A GRS~ 282, ASDM 4
A b 5 B RS e A5 A VE 0

o) WP IRALBIIENL, RIG B wRfRy. LSRG, ¥ H3)$TIF ASDM-IDM i3 3%
¥

d) NI IP Hihk. FR—ANH GRS CoreENE=s) , R ALRE (OK).

B Java Web Start, 15T LR A

a) MiliiZ1T ASDM (Run ASDM) BE1T/E 3115 (Run Startup Wizard).

b) IR, R RE T SRAE R ENL b B, T DUERFTIFIREE 20, AR RA- DA Ty
Ao

c) MizPit 7 :0)H5)) Java Web Start.

d) MY EIRMAEERSZ AR . RE0K 2o AR ASDM-IDM JA 2127

e) HH P AMEM BT GEHTH %) , KRG AERE (OK). WAKEE HTTPS & 44
iE, AILAFEBA 7 48 enable 65 CERIAH ) IO T 3kA34T ASDM 15 M AP . B IRAE
CLI "N enable iy 2, REGESTE/RE SN ; Fok ASDM KA I AT AT Ry . Eil
TP ) 3, AEFRARFR S FUIRES: WS WOE LA 3 A JE S5 Telnet 2
i, 55773 0. FE: WARESSH T HTTPS S50 UF, % A - 4 AORER I R . B
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B irzums

AMEFI S AR IALE,  WEREAEE SRR A B AR GASER 4 85D . ASDM ey
A s 50 A A A2 5 AT DL PRC I

H T BOABCE

) BOARCE R BRI BT ASA N IR BC L

* Firepower 1010 - 1) BRINECE 3 FHIHAETE P 3 ARG B o 48 ] DU PR 2 11l 5B A8 b L 11
{iH] ASDM 43 ASA.

* Firepower 1100 - H ) BRIAFCE o FH T RE M Py E/ AN & o 4680 DU F 2 101 B Py 38 4 1 {3
ASDM 5 # ASA.

* Firepower2100 - P& #i20 CBRIAD « H BRINACE 5 F D REME PO B/ B0 . 4 mT DA 3L 5
[HIfF Cisco Secure Firewall HLAHE # 4  (HFETFKN Firepower HLAEE HEE%)  F1 ASDM 4 #E
ASA.,

BEAHE A - W T SO W AR, T BRA I B 2 8 T DD RE Pk P 3 AN . s ] DU 2
e BN i ASDM 2 ASA.

* Firepower 4100/9300 ALAH - 755 E M7 ASA B ASA £ETERT, tH) BRIAFC & v e B Bz 1,
DAME ] LA H] ASDM 5 Hd 4z, AR5 I & e il &

* ASA FERI- HURIERBLIG RS, (EMBAR, ERE VAR R E) WE
BELT, BUEATDUGET ASDM 15304, MRS & e LT o 36 7T LR T B RS 1P M.
AR BN R CRFE)

* ISA3000- i) ERINACEL JLT- 58 4B W] B K S RC R, I A BRI Bl A T[]
Zerp REATLUE ] ASDM ¥4 348 FIE R BB M 45 1) TP Stttk Lo PN T

XT3, T EROARCE AT F T 2% th B O U i — 1 5o, BR T ISA 3000, JE# () #R
N B A AE B R el o X5 T ASA RE48L A Firepower 4100/9300 HUAR, 1] LAZE 45 2 N #6351
P i R

\}

ER PRIMECCIER (BRI BROARCE AL, DU SO RSO A7 TR AR UMERL & . log/+ crypto_archive/
Hl coredumpinfo/coredump.cfg. XL A I H W] E8 5 N AE Th UGS B HAS LR . X280
Wy T e b B eI R R CR AR R

WELT BUARE

AR HWATIRE ] ERABCE . X1 ASA JEIUL, %Ry AT 45 R AR5 IC BT 0 2% ASA 5525-X M
BT e -
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merrnisgzs ]

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

\)

ERB {E Firepower 4100/9300 b, PR BROIAFLE SEEPRACE ; KR EIARCE, W20 #5950

2 ASA.

FHiaZ |l

I REAN A % B KBS RE R I T, {H ISA 3000 [k, ISA 3000 fXAEE R NS Frtb 4. ik
Hh, ZIHEA T TRt A OIS BRI B Y ASA VA AT & SR S T Al T Ih BE A 3k T
B .

i

WAL BN E -
configure factory-default [ip_address [mask]]

i

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

R WA AN BR Firepower 2100 F 29 a0 & E RN, (R&DCTE) .

WARARE ip_address, JIARE a8 5 1 B A A ERAE FE 11 TP Mk, T AN A8 HBROA TP ik, A%
Hiip_addressiZEMBCE (L 1, 12 LLF Y5 AE N«

* Firepower 1010 - ¥ & &1 FL I 1P Mkl

* Firepower 1100-1% & A #l#% IPHbdE .

* Firepower 2100E B A5 2 -1 & N #46 H IPHbALE .
* Firepower 2100751 & 458 2T - 150 B8 PEA% 1 IPHiLHE
* Cisco Secure Firewall 3100 - -1 & PRI #ER#z D IPHuLbL .

* Firepower 4100/9300-JC 521 .
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B s=srzums

$IR2

ASANIT |

* ASA [Efl—ikE BIB £ 1P Mtk

* ISA 3000 - X B&EIEH I IP k.

http #ir 2 82 M. [FRE, dhepd address 430 B4 2 LU ARTS 52 1 TP ik 8 v 1 B o)
Fdtk. #lan, wS$EE10.5.6.78, FMHEID 4255.255.255.0, NDHCPHhEVEH F
10.5.6.79-10.5.6.254.

XFF Firepower 1000 1 1 % #%5X T [1) Firepower 2100F1 Cisco Secure Firewall 3100: Ity 27 b
boot system #ir % (AIERAT) LAAECE AR o N0 E B A2 5o R B IR RS k28 24
N A o

X SR M Firepower 2100 1AL S ANl boot systemiir &5 40 HFXOSH B,

XA HAB RSty & AT BR boot system iy (CWERATAE) FIILARRCE . Zdn& SVFIE MR
WA 5. boot system FIRAEVKZ ) BE B Jq BPTINEL ASA I, s A B I AE IR 28— B UR
2 WERAN RN CIE, ASA KA.

Tl

docs-bxb-asa3 (config) # configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (config) #

BRI B ORAT BN AT«
write memory

i A BIE AT E PR B 5 S E BRI B, B AT E0K boot config iy &t &k ¥ & ) — M
BB BUENEERA, IR ORI ER
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g asa il nEmE

S ASA [E¥l ZREBLE

AP AFUATIRE ASA BRI #HE (550 R) M.

UK

TR N TRATHERRAS, WO & B

BTk B A S B, UG . AR THTPIRGE, Wis bR R e s e i
BRI B Bt ORI T e BRI L b 42 B i FOpr g 2 Ja,  IHICE
R WoBT vt A2, JF HLERRR P B2 00 B e B

P2 EHINEUE, WEHERE. I TPATHEER, WEE RS BT M4
write erase

pEEd ASA R 2R S S TNSAT IR, I, AR RIEUG R SR . BT S 4 8 shim

1%, £ boot image fir 4.
THVRAT LI E
FHIE3 TN ASA [ERL, IF NG E
reload

TR O T PATHERR, WET R & B
FHBRAERMBSG, A& vk . SEIER R &N,

Firepower 1010 ZIAEC &
Firepower 1010 (17 H) BRI B0 75 LR B
« BRI - LUK 1/2 %2 1/8 J& T VLAN 1
© NER—SMERIAL R - ORI 1/1 (M), VLANIL (P95
< EIE - EG I /1 GEHED , IP Hbhik 192.168.45.1
* W\ DHCP [{J5MER I P sk, S IP bkl - 192.168.1.1
© RN, EEEE D EY DHCP BRES&5
* Sk A 4hi DHCP [ ZRINBE B

* ASDM Vjin) - RVFEHF AN EN .. FEEEHIREIN 192.168.45.0/24 %%, W TEHLIRFIS
192.168.1.0/24 4%,

* NAT - NI SMEBTAT i H3% ) PAT
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* DNS JIk%% 2% - OpenDNS JIRk 2% 2% £ ¥ & .

P B H DA & 4Lk

interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
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Firepower 1100 ZXAFL & .

|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management
|

http server enable

http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFL &

Firepower 1100 [¥7HH | BRIABC & AL 75 DU e
© NER—SMERIE - ORI 1/1 (AR, BLKIM 172 ()
* SMNER I P thiib >k [ DHCP, MIER 1P #itt—192.168.1.1
< BEEE 11 GEED , P Hiibk [ DHCP
* DHCP FRSZ 2L N ML 1 L
* ZRINBSER oK H 4N DHCP, 43 DHCP
* ASDM Vi) - FRVFEF BRI ERL. B ENLBR I 192.168.1.0/24 k4.
* NAT - )\ B ISR T A i i iK% 1 PAT
* DNS JI%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface Ethernetl/2
nameif inside
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. Firepower 2100 F &1 BINELE

security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100-F & =X BABLE

& RT LLKS Firepower 2100 B¢ E A 72T G MIEAT; be s i 200 BRI

N

AR 0T 9.13(1) ZHTAIRRAS, P SRR BOA L IUNIME — BT, WER M S RTI W fR B A
o

ASA L E
Firepower 2100 |[1) ASA (1)t BRAECE (5 L R E :
« RER—SMERTEE - LUKK 1/1 (OREB) , LUKIM 172 (9B
* J\ DHCP [1J5MEB IP tatit, P36 IP Hbdik - 192.168.1.1
* DHCP RRSS &L N HZ 1 L
* >k E Mk DHCP (12 IA B B
< B - EEN O 11 GEED , IP Mk 192.168.45.1
* ASDM Vi) - FRVFE EE AL,
* NAT - A FB ARSI A7 i 4% 1] PAT
* FXOS B3 & 1 3)) - FXOS HUAR W] DR AN ASA b 8l B & .
* DNS JIk%% %% - OpenDNS JIR 2% %% O Filfic & o

P BLT iy 4k
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interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FXO0S Fc &

Firepower 2100 (1) FXOS (1] BRAFC &0 2% L P A :

« BIP 1/1- 1P Hihl 192.168.45.45

* BRIARI X - ASA Hidi$z 11

* HLFAETEES A0 SSH i8] - A E N 45
* BN A2 - admin, ZRIAEGS Adminl23

* DHCP AR%525 - % F i IP Huhi-vS [ 192.168.45.10-192.168.45.12

Firepower 2100 & X BN & .

* NTP BR5588 - BIBl NTP R55#%: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org.

2.sourcefire.pool.ntp.org

* DNS BR%528 - OpenDNS: 208.67.222.222. 208.67.220.220

* IXM V1 FLAKRRW 12 - 2]
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. Firepower 2100 i& &R BN B

Firepower 2100 1% & 155 BNIABL B
BRANIEIL T, Firepower 2100 £E B 44150 N84T .
~

AR 0T 9.13(1) ZHITHIARAS, S A BB IEIUNIME 2B 10, MR AP S BATH, W REPG R

WA N Firepower 2100 [ H ) BRIAKC &6 75 DL R ACE
© NER—SMERE - LUKM 11 (AR, BLKIM 172 ()
*« SMER IP Hbhib>k [ DHCP, MIEB IP Hbhib—192.168.1.1
* DHCP H W& |P bk - 78 1/1 (G HD
* DHCP BRSZ &N ML M L
* BRIABRER K [ /M DHCP, 4 DHCP
* ASDM Vjjli] - SeVFE BEMI A ERL. B ENLRR B 192.168.1.0/24 R
* NAT - NN FB B AP FIT A7 it 4% 1] PAT
* DNS 245 %% - OpenDNS Hf %5 #s CL UL

FCE t BL 1 iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
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dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Secure Firewall 3100 EXI\ECE
Secure Firewall 3100 fERAH T e & THC&E DL N2

s NER—SMERIRE - LUK 1/1 CAREBY , LUK 172 (3D

« SMER IP Hbhib >k H DHCP, MEB IP Hbiib—192.168.1.1
< B /1 GEFHED , P Hilibk § DHCP

* DHCP RRSS &L N H 1 L

* BRIABRER oK [ M6 DHCP, 45 DHCP

Secure Firewall 3100 ZIABL & .

* ASDM Vjia] - RVFEHM NI TN WEEEHREIY 192.168.1.0/24 B4 .

* NAT - N #B 2SR T 3t 2 (1) 42 H PAT.,
* DNS JIi 45 %% - OpenDNS JIR 45 %% L AC '

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside
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. Firepower 4100/9300 #1785 EXIAECE

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1 Firepower 4100/9300 #L4H I #2# ASA I, W FIBCE VF 2 Al L4 I ASDM %42 31 Management 0/0
LOHZH. ORI E

< EHEN.
o SRR B AR O CU4E Firepower 4100/9300 HLAR & HL5 |8 15w X
s 44 “management”

ik FEn 1P itk

* ZRGNHR 0

< HHLH

o R I PR S 1 K BRI
* ASDM Vil - RVFAT A ML,

TR IIBCEOE LU N v AR A LI E, WS AIE ASA 20, 2 427 UL,

interface <management ifc>
management-only
ip address <ip_ address> <mask>
ipv6 address <ipvé6 address>
ipvé enable
nameif management
security-level O
no shutdown

|

http server enable

http 0.0.0.0 0.0.0.0 management

http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 EYEGABC &

ISA 3000 FUERIAE ) BLE W R

- SIS - BN 2 B, N KB SRR L 5
FLAS 2 eI I 2 R B
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isa 3000 wEkicEE ]

s LANMFERIZED - A B O #AL TR — M P it R AR E; LAHITREUS
1SHIMLBHEICED) : GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

o AT POERFNSINERHE L1 38 m] ELAHIEAS

- BB U1$EO - 192.168.1.1/24 1T ASDM i il .

* T BB P 3 ¥ DHCP.

* ASDM Vi) - FRVFEEE AL

o NULUFEOX A T 45588 GigabitEthernet 1/1 A1 1/2; GigabitEthernet 1/3 il 1/4

\}

ER MISA3000 W I ARG A, U RIA B DI RERSIESS; insidel
Fl inside2 DL & outsidel Al outside2 ¥ AN AEIEAR « IXL63z 12 [A] FRATfT B
HIERAKWITT . EWEAEG, KR ASA B8 i & A5 8 G
T

P BLT iy 4 ke

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any

access—-group allowAll in interface outsidel
access—-group allowAll in interface outside2
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B ashennsrs

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA £l AREECE

TR ASA BRI, ATV EVF 2 n] LS ASDM 1% #: 2] Management 0/0 $2 1 1124, M ELE
(IR
o % R Bl W B KA
* Management 0/0 1
s 44 “management”

* IP Hi4il-5%, DHCP
RGN0

3

L TP Hubk P ER SR B RIS O T BT R D

Je R AR ] HTTP JiR 55 4%

BN TP Huhik () HTTP Vil

« (W) GigabitEthernet 0/8 [¥1i#ifi 4% % 55 % 1P Huhil- 1 Management0/0 2% H] IP il
* DNS k%5 #%

« BREVFA] ID A

o B BEVFAT I BT R LR Thig)E

* (i) Smart Call Home HTTP AXEE URL Fl¥ 1]

(i) SSH M HE
* %% P TP Mk
* ASHOF A
o A ECHE FE AT SSH T 75 1 SR BIE

(Al3E) J5 kA5 REST API
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ASA A\ ]
asa i mErE

\)

AR S AR AT AU AU D TE N ASA REFU, ASA FEFUTESEVS R HIKM . HEFZ IS, WIRER EHAT
FCAbBCE,  DASBL B MG ) A S D R R E o

A RMOL A, WS LL R E R -

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\}

AR SERBVRAUE 2R “hRUE” VERTIE.

A7 R AE R 1) 2%, WS P LU B Rl

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS

name-server ip address
call-home

http-proxy ip address port port
license smart

feature tier standard

throughput level {100M | 1G | 2G}

license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
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. 4% Firepower 2100 1Z & A% &5 T &1&X

rest-api agent

failover

failover lan unit primary

failover lan interface fover gigabitethernet0/8

failover link fover gigabitethernet0/8

failover interface ip fover primary ip mask standby standby ip

1% Firepower 2100 iZ & /5 & F EER

Firepower 2100 2X121T % A FXOS WK)JZ8AE RSt &0 LIAELL N0 N I24T Firepower 2100:
o AR (BRIA) - & Bl R S E ASA A & . FXOS CLI F XS A s g i b HE

P
2o

o EER - AT AR, BAAIE FXOS FRRLEREA B E S BRI E . X8k
BTG E B O, #57 EtherChannel, NTP. WU E A, £l DL HLAEE BLES Web FLTEY,
FXOS CLI. RJ5, #al LUl ASDM 5% ASA CLI 7 ASA 4k 45 it B 2 4 5% .

PEFE P A A T s . S BNy, VS BRIC R, DR B E R N RS BNk 2 H
BRIAECE . iEVER, clear configureall Al configure factory-default fir & A2 R AT .
FrIEZ Bl

T L LREAE CLI HP 8

g2

(F[IE) & YATHCE . IES 0 &0 Rk R i S St SR, 56 1254 1L,

ARV AR A R A L B AP RN e S5, (R IH G I R A ] e — MR AF e s . 1)
i, X768, NTP. DNS il EtherChannel it & AN & ASA Bt & ) —# 4, BRIWASEE AN
Hhy, (ERZ Bt ASA B P R AR 2415 2K

A AT

show fxos mode

i

ciscoasa(config)# show fxos mode
Mode is currently set to appliance

KR B B R
no fxos mode appliance
write memory

reload
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IR ACE

seng [

BEEAE, A RO E P EO B A . AR N BT, AT EAAEANIEE AR T R 00 T R
H X v L [ B AR A

Tl

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

R B B R
fxos mode appliance
write memory

reload

BEEARAE, i B ORI E I HOE A A . AEHOE AR, T PAEANIE AT AT W (R 20 K
v R O] AR A

i

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

ZS WA B E . BRARS AU, ANATHRE REH T et i e a5t

=
>
R
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B srrvmsEnzres

XTFRIEEMNEITRE

BaEE

HASAJABIN, B NICASCIE R ESIECED) INERCE . BOATEOLT, SO A B S 5E
BAE A BRI A o HE, AT DU w RSO AR 48 P R S B 0 AR SO o A B dir &k
TR B R S -

boot config {disk0:/| disk1:/} [path/]filename

DRAF L

write memory

Bl

ciscoasa (config)# boot config disk0:/startup.cfg
ciscoasa (config)# write memory

ERAREEE

Kok 1)) 2h B SR 25 g . WRACE AR K (B, #ik T 16 MB) , AR AR IR AT A Bh I
B EXFEIT, 21 boot config iy 444 i L B AR A7 B AT SCF R GE. Bilan, Ak
KAV E MBS T WA 288, %A writememory 3 HECE K, Bl e FFILLF
TR S(EPN

SHHRE N, nvram:/startup-config (& L&A FRA5E)

Eﬁ_ﬂ%/ﬂ? T ORAE T N2 ASA 2 PRI 4T e & F0H ARAT 2T I SO B . 500, ASA W]
RETCV2 g e B i

BITERE

BN, AU AT IS AT O E AT . IR AT I E Tl DA 2 A SO, AE EH I
Ba EAU A

REFEREEX
AT AR

ARFERATRELREEN
ST AP B AICE, AT L PR,

UK

Reia ATl B R A7 2R BB E

write memory
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esweerTrensEx [

I/

bt copy running-config startup-config fir 4%/ T write memory it 4

A HEERATRELREENK
A BRI M (RURGD) WU, 20, Wl RINRAZHEA SR

PHAREFENERMAS
T LU R PP IR AF R U S

g2

M RERGE T, RHEAT R RAF 2 R ShRCE .

write memory

BT 2G5, S 5E S E n] LAGE B AE AN IR S5 % . AEIXFIMEIL T, ASA &BIC & i RAT 2
BAEfE 5 URL AR RIS 2%, {0 HTTP 8{ HTTPS URL (&4, EANIA R EN I B R T RS
28,

pEib 4 copy running-config startup-config

/r

ZE[A] T write memory T4 .

FIRREFMAEREE
VAL IR DL A 2D BR R IS OR A7 BT AT 1 SR G B DL R G

UK

MARGPAT A ], FHE AT HCE R A 2T SN A S B R S

write memory all [/noconfirm]

W AH N Inoconfirm BT, NS H R L FEER:

Are you sure [Y/N]:

ERINY JG, ASA SIRA7F RS Bl E FMENME 5t. 1 508 S & T 3 E RSN IR S 25 o ZEIX PG
DUF, ASA SBBECELRAF M IEFENS 5% URL Fhril %45, {H HTTP 8 HTTPS URL Bg4k, ‘&A1
AN SV T B R AT B IR S5 5%

15 ASA DRAFREIMIE G, R ERLL R R -

‘Saving context ‘b’ ... ( 1/3 contexts saved ) ’
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A, s BT TIANRELRAF o 152 B LU MR BRI OCAR IR -
 XTFRIWNAEASE TR GRAF I 5 RV R LU R

The context 'context a' could not be saved due to Unavailability of resources

X IEIE RIA IR H AR AR CRAF I 58, REURE SR LU R

The context 'context a' could not be saved due to non-reachability of destination

XTI SBUE M CIE R 5 ARG R BL R B

Unable to save the configuration for the following contexts as these contexts are locked.

“_ I} “_

context a , context X , context Z

SAEHALH] 7 E R DR AR B SO EAEMBR T S, A BiUE i 5t

XF T RE S E O RS B AN RERAF T 5 (B, /€ HTTP ledsds B, fEPTA AR R
(R R s BU R ¥ Sl ot

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:

‘ « 0

context ‘a’ , context ‘b’ , context ‘c

.

XD A B DX R TR R A (K1 5, R EUHE s LU A

The context 'context a' could not be saved due to Unknown errors

BEMEEEFREITERE
fEHIL R 42—, A s E L RHE AT & -
* copy startup-config running-config

oY S| RS e W N N B oy 07 T W R a0 S B TR 79| 2P o B U e S I P W
[, WA KA LS WSR2 rh R el & SR R EAT, WA IR T4
ARES KRR, Wl RE IR AN

* reload
FHINE ASA, RIVIN#UR shilc B Z 3T 1817 E -
* clear configureall, #X/5 copy startup-config running-config

IR B B EFIEATICE, EHRE RN
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sanE [

LA fir & ATt A R 12 AT B R S & -

3

show running-config
BREIZATHE .

show running-config command
A E T IS T E .
show startup-config

HA A SN E .

aRAMRECEIRE

TERRUCE, TERMA P a2

3

clear configure configurationcommand [level 2configurationcommand]

THERIEE AT RO E . a5 PR B B A A LR, AT
level 2configurationcommand 114 .

fln, ELEERITT aaa dr L HIACE, HMALL N4
ciscoasa(confiqg) # clear configure aaa
EWI kR aaa authentication iy 2 HIELE, IEHIALL F 4

ciscoasa(config) # clear configure aaa authentication

no configurationcommand [level 2configurationcommand] qualifier
A A IR T S HEGET . AEXAEOL R, v no dr & MIER qualifier YU R T L E .

flhn, FEMIERES E access- list iy, T LY TSR ILHEATME—FR I T HE LU A AN 1

ciscoasa(config) # no access-list abc extended permit icmp any any object-group obj_icmp 1

write erase

BERR B E .

N

AR T ASAERL, Mar SR AEERINBR KR R E . R R E,

1 1# ] clear configureall fiy4 .
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* clear configureall

BRSO

AR EZESEAT, WRNRSER E KA dear configureall, K MIERITH
TSI EN U ILIEAT . BB SRR, TR B R SRR T .

ERE T Firepower 1000 AT % &A% N Firepower 210041 Cisco Secure Firewall
3100: L4496 boot system fiv4 (UIHAE) DL E I H AT
VR B T SRS 5205 B I RS R ERAE ] AR g

XiFF3F G A5 F [ Firepower 2100: L5 Al Hiboot systemir 45
£ FHFXOS 5 .

XTI HAR R 5. Sy 2 0] TE R boot system v 4 CUnSRAFAE) FitLAth
i . boot system fir 2 AF AT LAWK EWHE F R 3, BHEEIMBINAE R B
BB NIRFEEBINEL ASA B, e M IAAE S — UG a8l Wl
WESIAAE PR, W) ASA KEAA 5

\}

ER LA AR Firepower 2100 (AT RCERGL (RAHOFA)

B EXAREE G

AFE AN HATEH] CLIFCE ASA; PRAFAT A I, BEXCK S5 N SUAR S R0, WA CLIL
] DA EAEAE VML g SO SO, R G 58 3 BB A TR S A B B i AT PR AL . 5K
F, WAL SUAR SO NS ASA WIAAE . A ORI i B SO T 808 ASA MR B, TS AT
MIMCHE , 251233 Ui,

TERZENEOT, AFRH TR ZAi#A CLIFR R LU R Rfl 47k “ ciscoasa(config)#”

ciscoasa(config) # context a

FESCRPCE ST, REATRERA L, IR IS

context a

ARG A AL R, TS0 A Ay AT A0, 28 1425 3.
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e = VN e R

SOAC B 2 A SRS e, DT R A R 2 4 3k . DT SE RIS AR A I AE S E i L N RS 1K)
Mo JEOERZIY show iy &40t S MR RC B, AERCLE T D0 P A AR T ORI Kdia

fian, Wi ENE: OB ER QoS service-policy, #RJ5H B IME AT, ] show service-policy i 4
AR ik 55 UG 0T IR 45 SR W FRDBT A B AH DS IR QoS TS s I SFEmg [ IR AT 1E B AN T b 7 £ iy 2
s

S ORI AL HDHT s, T3 ZEWT s, AREILAL B s B i 4%
LWOTER, AL M2

* clear conn [all] [protocol {tcp | udp}] [addresssrc ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

AT WA PR T &L . EAF P SHTER, 1§25 show conn fiT 2.

WMRAHSH, % S REERITA 5 % . S5 R AR (BT E B
W TEEH all SCHE Y. ERYEUE P Mkl FbR 1P Mk S R/ B BG B E A, AL
FE P it B o

B HT0Zk ASA

FLHOFTINEL ASA, IHSEREL M ERAED IR
reload & Ao S BHO 1 sl DUEATARRE, BAN S ST 2 5 A/ B i o A T OB RS
FEZ AR, AT AR GEIA T2 () JF N 2

UK

HOHT N ASA.
reload
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PFA[IE: FAF ISA 3000 B4 7= miZ i 2 SRV A

VFRTIEFR R4 € ASA PR HIIIEDI . ASCRIAN 2 BT A PEE ISA 3000 7= i B4 (PAK) VAT
WE. A RILAIS, WESH VFiE: R, 26 83 i,

* KT PAK VFATiiE , 545 1t

* PAK VFRJUEAEN] , 285 53 1t

* WCE PAK VFATUE , 2 55 10

o Bl E ILEAFAE (Secure Client 3 S HRIRA) , 4559 W

o ARG SRR DI REVE AR , 56 66 1L

o W PAK VFATUE , 25 67 1T

* PAK VFAUERI S, 55 77 1L

% F PAK i A]3E

VPATIESREAEST € ASA ERHIMEEI. & —Ros 160 A7 (5 A 32 77580 20 717 (HIHEE
FPIRR . LRI QLA PRI R R MC ) ISRt AT s .

7T ot > s
i 22 2= BY1F A E
BRONTEOL R, ASA CLFLdE T — ANVl BEVF el il vl G2 JEat VT vl E, S8 m) JLs In s 27 m)
U, B H TR O LAV, FARI e 8 (0T 0 DL R IR 8 7 A 48 e & R N 25
HXER
Wi PAK ¥FA]0E , 2 67 7T

K AVFRA]UE
SR DL — A IR AOE ] o K A B AR A TP S T E VR Thfe. SR IEIE w3k T ok
T BSVFRTE, W) ASA 2F 7K AVF r] E A0 3L T I8 a] fR A a] IE & 35 s 4 7V rl 3k
X Em
K AVER]UE S BT IR TR OV nl uE 5350720, 26 46 T
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2T B (8] 8915 AT 1E
Bk A AT UERAAL,  f80 0] DA SEFE B ) 4R rT i, B3 F S =LA i 18] SR SR A PP A T I . 92,
TET Re 23 ) LTI A] 1Y) Secure Client g Wi i/F vl ik, LAALFEIT & SSL VPN P i) K S0
T B (8] B35 R R E A )
o A DL AN I A IV R R, B S E—DhRe 2 AN rE. H2, FEADNIIRE— IR RE
AN FEF I VRIS TS SR ES . ARSIV IR AR R e 3R IRAS, JFrrbEmAE . i,
A 23—~ 1000 2315 ) Secure Client =51 Z& W VE AT UEFI— 2500 <315 ] Secure Client /=i 2% hix
VEAJE, I — AN r] R a] A T sk &
o INHLHOEAE B P B 2 AN T RE RN VERTUE,  WITE ok BT & 1 P — /N ThRE o R R0 55
—FE T TR A4 AT E .

E T E i rEit A8 TEAR
o M7E ASA UG T A R VF rT e, b i ST T AR 8T .

o BSR4 T 2 2 e AT P P e 1o 5 T O S e
FIEE AT, A 2 a3

o WURHE TNV THEA TAG8RAS, I FLIESH ASA, TUFHIR 25206 (BN . 104 ASA
TEAEIEATI, e T I ) B VF I A 2 I . RGO b i B S S VF T, FUFT ASA IE & T
B 2 o A T E SR D

KAVFANES E T E BT AIER S FH AN

O HE T I TR) BV PTIE R, 7K VR RIS 0 I 8] R VR PTRIE SR A5 R Bh BEHS 5 F LU O EAEIZ AT
MIVFATIE e K AVFATIES 53 18] B VF TR ) 5 97 5 SUBGR YRR SR AL . N ARSI TR ThRE
VFRTE 5 IR

)

AR AR TR VAR, RIE TN R VEARIEAL TG SRS, M gRE

& 1. & FRE R RIES FE N

E TR ERYTNRE BFFVFRIGEZ N

Secure Client =245 1% A5 P 5 S T ()2 W I B K AV T IE P 2 v R e i, G SRk
AVFAIE A 1000 N2if, FET W VFIE 2 2500 Naif, W4 )E
F 2500 AN 4ifie T, A LBEINRESS T ACAVEAIE 3L I ) 1)
VEAJIE, fHE, WEREX A, W2 K A E,

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE



| AsA T
sgagFeanrTiE ]

BT e BT e SIVFRHER N
S I AR A2 BT B PRV PR AR AN EIR AU, {6 R 61

an, WHIK AR R 2500 N2 1E, FETRE R RTUE S 1000 N2
T, R R IR VAR TS ERA 2 n 3500 M 4xif .

Hthprf A FHRE T I 8] (R VP AT UE BRK AV T IR 2 R s (e 6 TR R
PRSIV R, A2 PR R VR iE. X T A0y =
FIVFRTIE, R . %, A EIIREss TR AVFTER)
BETIN VPR UE, (2, WUREIX AW, W2l K AVFRTIE

HxEH
W% PAK VFAiE , 2 67 7T

& 5 T B (8] RY1F AT E
FEVFEANOL T, ST AT I OVF AT E, I IV R4 BB VT IE . % T 5

SE I ) (VPR RN A AT PE K D RE, RN HDHr VR IR Z |, VPAREsc SIC N . ASA SuiF
HEBHE IR ) AV ATAIE, AT LA AN DA PR T UE B3 o ey T i 22 1V AT 1453 FE VR T HIE B

PR ISF TE) o

242 25 5 22 R R F AT AR ) B T IR ) VR R SE IS, VPR RS BT S, IF HRRSRIN a5 T4 5t

Jei IR RS TR

%t

1. g A 8 A 1000 231 Secure Client fm 2% i vl ik, I35 HAZVFrE AT 2 B (4 6
&) .

2. g, BXZEET A8 i 1000 NS IEVFATE, VP iES A 14 F 1000 N21% (8 J& N
Fo6 kD .

WIRVFRTUEAS R (40, 1000 2315 Secure Client =2 AR VF AT UEAT 2500 £ VFAIHE) , WFAE AN
259, MTRNIIRAL AR — AN LTI IOV ATIE AL UG SIR A, XSSV A E A — AN Al
Al UL TR SR A

HARABES IAMFEFVFTIE, (B2 S FT VP uE RN, ASA 2 A SIS O 2 M Dy BEAR [ K vF )
e CHERATHD

% EH
RSB, 3 58 01
SEF R VERTUESIN , 3 47 50
B i8] B9 AT AE 2 A

A DIRER ATV PRI, ASA 2 H B [/ — DhRE ) C 28 VFaliE. CnRa& il - iRk
A HAbAE T SR DI RE AL TN 18] A VF RTHIE, 3 4 HH 7K A VF AT
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WA AT RE 2288 T ZANVEAN LTI AV al g, 0 ASA 28 HFk B 58— ANl e B4
A WA VF A UEAS & P A R R, e B T N A . an S AS ER A IV R UEAS JE ASA TS
A FE T () I VF AT UE, 200 T B30 18 A 524 FH I8 T IE
wltm, A —NEETHE R 2500 421 Secure Client S & 0JiE GEZDD « —ANETHAEIE 1000
N2xif Secure Client gk VF AT UE (AEVESN) , BA R —NK AR 500 /N4 if ) Secure Client 512 1 7]
HE. 242500 NGV TR, ASA £50E 1000 MG AE. 78 1000 N2 ig Va2 )5 ,
ASA £AF ] 500 NS TERK AL,
HXER

WG oA 28, 26 58 L

VF AT 15 AR
AT A AT SV TR

Secure Client Advantage. Secure Client Premier#0 {2 R Secure Client VPN iFA]iiE

Secure Client Advantagen}, Premier VF AJ iE A& 0] N H T2~ ASA )2 HIR VT IE, JrfTixLe ASA #R3L
EVFAER I — A Pt A AR Secure Client VPN VFr] 1EE ] T47 52 1 ASA. 155 (7
https://www.cisco.com/go/license, Jf-HAAFEA ASA 43 PAK . 5 A8 Al P30 %5 BH N FH T ASA B,
3% VPN Dhfie U 3 s vr i) e K8, RIS VR UE R T ASA hE— F P R S Br 2308 AN N
WVFRTUERR S A CTEN, B S

* Cisco Secure Client 1] WF5

* Secure Client ¥ 1] % I [ B2 (FAQ)

\}

% Secure Client Premier ¥ W] iIF & ME—SZ FF L 1B B4R ) Secure Client Premier VW] ilE. Jb4ok, L4 5
BT, S el uE A0 N F R A 0 P RS e e% s R RIEAN TR A

Hfth VPN iF ]
oAt VPN X AR GG LR VPN 2%
* i/l IKEv1 ) IPsec ZEFE V] VPN
* {fi /] IKEv1 [1) IPsec 3 5 [7] VPN

* {fi [l IKEv2 ] IPsec ¥l 5] VPN
BV AU AR R e e

BHEHENEEE VPN £1F 23]

* VPN X} 2544 B BE Secure Client F1HAD VPN G54 L F K 5 K VPN G255, Bidn, S s
4 1000, T LLE I A7 500 4 Secure Client F1 500 N HiAth VPN X 2544; B8 700 4~ Secure
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ven s I

Client #1300 /™ HAth VPN; 5% Secure Client 1 F 47 1000 4. Wi 4L H 7 VPN 42544 25,
Al LAKE ASA SERIE A, DURFAARAR R H R 2 9 2% KN
VPN £ #1318
VPN {8 35 iy 75 B s (3DES/AES) VF Al iiE .
f&£4% VPN 4 0] 3iF
BV T E M AE B, 155 Secure Clientfh 78 5 2 H P VAl il o
A

% Secure Client Premier VF P UE IS 245 580 N SZREIME— Secure Client VFRIIE; Ik Al F BN B A%
GEVFTTE

INZFaliE

TeVEZE ] DES VF Al iE. 4 R 48 2235545 3DES ¥R Al iiE, W DES AR ] F o BEAE 7 S AV FH 56 n 5 s o5
1A H DES, 1845 00 T A AH O iy 2 0 HC B 0 A FH 58 %

TLS RIBSIERE
HF 2B SR AR TLS AAB SR #ES<1h \ TLS ¥ A iE PR 5 4 o
] TLS AQH 2035 (9 HoA W AR TN TLS BRI, BInAs i s fe e (L) .

HEALRN AT RS — NEEP T H 2 A S E . B, WO — SRR E T 3 A H B Unified
Communications Manager, W4 2 4~ TLS fQBEEZEH;

{§i ] tls-proxy maximum-sessions 74, 2#E ASDM i [} Configuration > Firewall > Unified
Communications>TLSProxy &%, FiE TLS ACHER G, BEFRSHMRA, EHA tisproxy
maximum-sessions ? #y 4. WIS A TLS AQEEVE ATl i T BRI TLS ACEEPRE, ) ASA HBh¥
' TLS AR PRI DL S5 VPR UEVE RS . TLS ACEE BRI S g s TVF v UERR s i s i) TLS AR PR
M VFrE B, DG A BV R E o ) AT 23 1

)

AR TRl “K8” SERMVFRHERAES (Blhn, H P EU> T 250 VFRTE) , TLS ARHEE & 1R EBR H) 4
1000, XFFLL “k9” g5 BRIV IEAES (Fdn, A #ck 250 88 2 FVER3E) , TLS ACERRRH]
R TRCE, fm AR S IR . K8 A KO 245V vl iE 2 54 L PR H]: K8 ANSZBRHE, K9 5ZBR A,

WRERRACE (1Ml clear configureall fiv4) , TLS AQEEPRGIE: B B BRI BRIAE ;a0 2R
IMEAR T VFafERR S, & 8on 440 A, k&4 tls-proxy maximum-sessionsiir 4 F- X1 %
Pl (fE ASDM i, i TLSProxy %its) o Wit b8 6\ write standby #r 4, 3
7t ASDM 1, 7EE %% LA#i ] File> Save Running Configuration to Standby Unit >k 3 il 8471 &
A2, WSTEHibh % B shA clear configureall 4>, P, #nlAESTEmih & L& 2%k
MR BHTRCE R SRR e BRI TLS ARRERR I, Rt n DS 1255
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IS HE N IEFAT ] SRTP % 21 :
o X} K8 YFrliF, SRTP 2 i% R HIH 250

© X K9 VFAE, WIS ARAT B .

A\

iR ON %z‘%ﬁﬁﬁn&ﬁbuz/ﬁﬁz FIFEIY 257 N SRTP Bl an SEF g 5z B o0 Fam =, RSP i ds) ok
SRTP, XLEIENYH AT N PRl

B X VLAN 2
ST VLAN BTS00, Baa 2 H Bid VLAN. il

interface gigabitethernet 0/0.100
vlan 100

= Secure Client S RIFATIE (AnyConnect 3 & 5 B R A
A

IR AnyConnect 4 I T SRR IV PTANSZ R ASA ERIL AR RS, Secure Client 14 AT IE /& 3L 5217,
AN EIL R R S5 AR i S B FH VAT IR .

W SLEVE AR, ] DA SE KB 1Y Secure Client =gk 2sih, I A K —4 ASA FH—4> ASA
Al E AL EF A RS %8, RIS ASABLE NILZEH TS5, KR THEAXH ASA Z At ES
o

RS

Br—LEGIAMEOLZ A, RIS B AN R & et ERAT MR OVFRTIE . 6 T FIRCAR, 1525
T PR RUAS (R VP ] SRS

MRS U R IEZ SR FNHI50

X THRZHI T, SRS v AN LR BN B RA T —VFaiE. W RGeS & B LA
FIE, MBXPIANVFANIES 75 )7 — NEAT SRR GVl iE . SEAUA7AE — S5 BIAME O, A7 95
BEEER I R ARV 20K, 20 T &

iy FAEZE K

ASA [ THZ A ASAV B AZVFRTE , 5 94 BT,

Firepower 1010 PG R R T 22 AV v IR . 152 [ Firepower 1010 [R5 VP TE , 2 94 1L,
Firepower 1100 W& Z [ Firepower 1100 ¥ B VFaliE , 55 94 1L,
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s FENEEK
Firepower 2100 i Z ¥ Firepower 2100 [ 75 VF v IE . 2 96 UL,

Cisco Secure Firewall | 2[5 Cisco Secure Firewall 3100 [FJ# B4V 0l , &5 97 T,
3100

Firepower 4100/9300 | i#%2:[513& 1 -T- Firepower 4100/9300 kS # Vvl il , 45 98 Wi,

ISA 3000 WA LT S5 e AT
ER AR AR N A T E

)

ER TR A e DEUEAL R, 7E ISA 3000 T CLMIBR 14 (Y PAK S IIF 254 . R B854

AEHT 0 LA, W EEEDPT AT U SRR B, R A AR T R RS

A& FH R EE AP AT E

X HRRAE R, G B EIVFRIUES &I BANSAT IRV AL AR 5 6 B W S Al
IVFRIIE, U5 IF B VF AT EAE DA B0 .

 TRAETRE (W, SUED WVEEIE, RSBV RRERES G Bonih T a R
o A R AEAEAE Y A T AT VAT UEARRE I Ta], DUV ) RS [ I

Blhn, TR

c HWE ASA, HZHT 10 D TLS ARUBELTE; VP UERAE T & JF LRAT S 3L 20 A TLS
RIS

s A — 48 21000 N TLSACHI 211 ASA, LAA T —& B AT 2000 231 1) ASA 5545-X;
BT FE BRI 2000 4, KA FERIVERTIE R RYF 2000 4~ TLS /CRE2 15 .
o PR N A A EEE (R VEATAE, B2 A RS 4 e B (K VF AT e

o TR HEEE T 5L T I T 0V TE. OF LS 82D RREEN RS BT VFRniE 5 F Ja 1
£ 1 P ¥ /R VA= v S R St T i 7 P W St T =1 T € R VAR D
FAFATIESEAT TR, RIS

HXER
WE¥E PAK VFHTHE , 28 67 1L

MR B IREZERBEEX

WA B R IGEAE I 30 K, WIRE G BEERIE S BIA M R VANt 5 30 RIERRIYIN, Bt
R AREAE ] A IR AT VR ATE .
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U RAE 30 TR WE BRI A RS, UD6E T 5 T IR TR AV RIHIE, R A 2/ FE 7 Tk rh 9 2588 FH I 1)
WA/ EVFRIEC B, AAE LG4l B/ @ VF rTIE A 2 TR AR I
WARAE30 R WA IS, W T T I T VR E, B WA & Ve (R E 23 ik
FAEHIN A ST ISZVFRTIE, A2 T 07 Ja IVFRTIE. FEF IR ) A4 30 KA %8 B
.

TR PEREFH XS

HI T W R e B R AN R AE P 3 Vet B HAT R —VFRTIE,  DAIRT DUREFTVF rlie A -6 5 B A
PAAEAEATIE LR TAL o G0 RN SR BTN 28 A K AVF RTIE,  WUR] AAE JORT I3 N S e 22 210 05— &
B WP & B AT EEEPOINA, WA DU I TR EORT g, DUEA 2 A LN TR
AXER

ol s Y], 5 58 1T

TR MEERS

VA IE FAQ

SRR DA S — 28 B AN B I RE 205 . st O R 3RS E R/ HIX, WAE ASA &% LAREA
AN . ASA A AT AN S o8 S, 228 LU Dhfg:

o G

* VPN
IEAR ] L2 in s (3DES/AES) VU, DM %R #ilin, v LA{EH ASDMHTTPS/SSL.
SSHv2. Telnet Fil SNMPv3,
MIBEF VU, BALHIH VPN Y SERISE— 845 VFrliE
X ER

Wi PAK A 0E , 2 67 1T

HRE A LURE S T B B AY1F ATE?
Ko XFTREANIIRE, AT LA U AT I ] (VR RTIE
RRAF “HE” ETERIFANE, LUEER BREIMEIRE, FEMERT—MFAE?

o XFTAFEVEAIE, M2 AR TR VE RN, B RIBR S A IF . X T ANH R 7R
ALE (Fn—AN 1000 231 Secure Client =gl 4 Al I A1—> 2500 <X 54T UE) , ASA ¥ H3)
s e T RIS T T e D RE 26 T R IR IV Al .

HREF UEEE T EMIFRHERFENORR, REMBKAFAE?
o WE AR AVE ATUEAN 23 ML I [R] 1) VF AT TIE o
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TR, REDFUBHZFAIRSBAEETRE, FBLZFr&RARS R RBEMENRE?

o BB U 5 AT RIS FFVFTIE s T UVl R B, eV T RS SV TTiiE
%m%%éﬁﬁé%#ﬁTﬁ 6 PR 25 57T LU T 195 45 46 PR R 5 8 0L P g M g
B,

BB BEAWEE B RN & WL R R RTE?
o MRRA 8.3(1) FFafi, AW G & FHEVCEIVERTUE . S5, A0 B3 &M V]
UEs FliBh B AEAR N PRSI S 4k & VAT . X TS 2E 40 B 15 % LAt o7 VF ml ik (115 B0
CBan, R R IRA 8.3 Z AR T UCECVF AT IE) , X EEVF e 2 & JF A I8 47 T
MR AEREVERTE, LR f i (O 25 B

FRILZE AnyConnect MR MUIFRTIEZ S, 27 AT LUE A EF A Yk sk A B9 Secure Client S4%

1% AT SE ?

Fo AAEAM LRGPV RTIE GE TR RV SO AR PSR, A a3t
SEVFATIE.

\}

ER VT RS B L, MK A Secure Client 28 BRVFATIE ;s (HA&8 ] DL He s /m a) iR 45 2847
Tﬁﬁﬁﬁ%ﬁ%WWMWTﬁ FEIXFRG U, JET I TR P4 T E & 16 0E F T A kb Secure
Client B R21E; ANREBHS MBI Z= it & 554 .

PAK i RJ 1E 4 N

TH = EL
FEZ MR, VAR R GERAT 22 A 1 s 9 o

BB FEFEAE N
WS R . 5B 50 UL,

BSHEN
« IXAE ASA FERL ST FFRIREVE T
o 7F ASA EHL. ASA 5506-X. ASA 5508-X 1 ASA 5516-X bFAST ety

* ASA 5506-X Fll ASA 5506W-X /N3 #2535 I [a] (1l 77 AT HiE
FHR FAPE LR o )

WK ATAT 2 T RRCAS T 20 B do BT RRCAS - WA AR s B DR A7 o (EIN AR B e 2 Th g, T g
S B i)
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o PEYEIRRA 8.1 B FURCA - FETH 95, WARBARAERRA 8.2 Z A5 I NI ILAB DI REVF AT e, A,
AT B2 B B A s Ak 5 IO e 2 (E, T SRS A ARAS 8.2 B AR 5N 1K
REVFAIE, WG EPIA SR HA . WREAE AHARVFIHES S, 20 LN AEN:

« WERCLRTEN T FIRA B 29, W) ASA A FZ 9] (B IRHERUAS 8.2 BUBE kit
A AEADBT VTR

 WERBEATH RS BT RIS S, W 20K 5 BT RCAS e A BB s a9 o

o PEGEIRRA 8.2 B FUARCA - FRA 8.3 AR | N 17 SE R 5 T I ) 10 1 2 LA B e B e A/ ]
FAZ T :

© WS Z AT IR s s AL TR SIRES, WIHERRGUR, AT ol P 1 2 1 I 1)
(K1 B R DAL TE IR o AT Hoth s S A D0 AR BIPRAS o W g (R 2 I [) ) 1
R TR 8.3 g I ANIMZhEE, WHZVF AN ERME VAL R IR A, B PR EF
WEPIRAS . OB A K S B S0 T I TR R 2 ]

© WERAEHBE XS AT ANVLBC I VR AlE, MR ZeR AR T ba e 2 . BIAE S PIULHRS, P it
(RIVF AT IE R AN A Y RTIE

o WERA AT AN T IR VF TR, (H2E M TR 8.3 g AIhfE, WIFERSZ )5,
AT I AV AIE R RS SPIRES o 77 BB A K A B, DUAERZIE TN R 7 AT
.

H At A
 WOREPIASAFEAERC B ST B LRGBS AR AR AR A7

© WORE PN E Bl KPS . DIREVF NI AR R Z AHERS CBRARACERE RS o
SRS TR R A S B, I FLEVRE TAC R e i e, IR BRI/ T BN, DU
BB VF AR BRI A0 S o SR AT B ZOR SR S VFal s Y1 2% 5 5 A AT
Feals .

FHF-VERTH P45 (75 11 showversion 1t 1. L9115 5 EDBIZERR (4 AR O M UR 910 AR
U5 B T BoR Sk, DR TR

— HI L, R JE R VAT IE AR R K e O T BV RTIE o

AN b, R T A ZhRE M AN O n IR & 5 B, RS T — 25442
1 SSL VPN VFrJHE, MG MWL T 50 NS UEVEaE, I 75 Ml oD H R
50 Mifi.  CIEAELLTHM RS I S T8 R AVERTIE, Blan M 25 8 75 ANaili; N IR AT 5
B WA IR VE IR X TR o

AR DABOE T VF T UESE R, (BTSSR EL AN A . %) T AnyConnect 2 iR VF P IE,  IGVF
AES LU R VFAEASEA . AnyConnect =g hi/F AT UE . =25 AnyConnect 155 25 iRV AT IE LA S
R A VARV E . BROATE LR, W23 T AnyConnect i 0 hVT AT HIE Can SEIE FH T8 1)
5, WISARNZYFAIE, A B VFnruE. & n] UK AL webvpn AT no

anyconnect-essentials i 4, {EMLE H 25 ] AnyConnect JERIFRVF AT UE, LAY S A H HA Vol iiE .
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5% PAK 5 TiE ]

BoE PAK 15 /] iE

A S AR AR O B 1 A SR DR LGS o sl T LU L

A A . AY < : : |‘—2—\|

TT I AT E PAK FH 3R BUEE % 4R
BE ASA L BEVPATAIE, TS IRBCE Y], AT LA Cisco.com VEMHZ 2 ] LR UEGE % 5 .
WIa, ATLAE ASA ERIABORE . R DIREVF AR & 2 i B B . PAK 5 F
FE—RE AT R AR . T e C R B I R R P A VR T IE PAK . ASA Fil222e T
LR AT SE A SR A 22 A VR R IE, LA KSR ISR (3DES/AES) VF aJiE Chn A48T B ks Al A AT IE) S
WL T E TRV VP AIE (%), WU http://www.cisco.com/go/license.
FriGZ Al
FER B KA VFATIERT, ) fE R e PP BE g b R A T B .
https://software.cisco.com/#module/SmartLicensing

WERBERARATIR ™, W BCEDTIR ™ o R e B, T LU G Sk

UK

HIB B SLHAMNFATIE, W20 http:/www.cisco.com/go/cew. 155 [ LA N Secure Client 11 W45 A% UL
I LA 25 =

* Cisco Secure Client 1T W45 Fd
* Secure Client V1 WL i) @2 (FAQ)
WIHVFATIE G, SR —H &7 AU (PAK) HIBBLE. X Secure Client VFrJIE, K1

FZ ik PAK, % PAK W W] T2 AME AR AT < i ) ASA. A1, PAK HEF: T REFT 2EILK
A REE]

SR 2 WA LU ar 3R ASA ()81
show version | grep Serial

VERT s P 1051 5 R PR A OB 05 Rl . U 9105 P T SR RS, TR
VT

T3 BRI R Y], W R LU VERT
http://www.cisco.com/go/license
FRA RGHOR, WAL ER:
o P RBUEY] CREH ZAEY], WM AN Y] B NN D] )
* ASA (P8
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http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
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B smsnzsTi

o TERIIIS L bt
ROt B REAEH Y], PRI AR R RER SRS e . RIS S 1k EE MR ATF
FERIFTA DhfE. X T 5T I (8 VFRTIE,  RENVF AT IR A O s ]

PR WERGEA Hofh ™ S BCE ], WA IR B IR I . WA BT S BCE A, P
SR I A AR P B SN T R AT RE
PR 6 MRS s T, 5 58 T R

$x BY 58 0 21 A] IE
FEH ASDM (R 2 A Ihae) , ST B 2edEam N (3DES/AES) VFrfilF. Wi ASA AR TiEsa i
SEVFRE, S0 DL B s — A RO A T AE [ SR /b X AR iR 0 8V AT UE A .

g2

LI EEHA LR AT 3REC ASA K785
show version | grep Serial
VB P35 5 BRSNS LA e 21 5 AN | . BLARF 515 THROR SR, (HAH TV

IR 2 i) https://www.cisco.com/go/license, #X 5w i SREXE M i AT HE o
1: SRENEfthiF 0] 3E (Get Other Licenses)

Tools & Resources

Product License Registration L re o

iew in French  ContactUs ¥ Feedback Help My Profie  Rel

ﬂ Did You Know? B Systemn Messages :; Supported Browsers

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas
Get Other Licenses »
Manage
PAKs/Tokens Licenses Devices Transactions History

#1123 Wk IPS, Crypto, Other .
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swmamzrTiE [

[& 2:IPS. 7n%. EHAd (IPS, Crypto, Other)

Get Other Licenses v
Demo and Evaluation..

TeleFresence Software Release Key.

TelePresence License o Resend...

PS, Crypho, Other,
Share License Frocess

Main to Backup
Register ROSA HA as Pair.

Migration...

$I2 4 7 Search by Keyword 7B, #iA asa, Jfi%+% Cisco ASA 3DES/AES License.
3: 2%} ASA 3DES/AES i RI3iE (Cisco ASA 3DES/AES License)

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Jeview and Submit

Search by Keyword @
Make a selection from thig list of products

Product Family Product

Metwork Mgmt Products o - E
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

FIBS EPEIEgEM A (Smart Account).  ERUM A (Virtual Account), fii A\ ASA FF%IS (Serial Number),
RIG R T —% (Next).

4: Z4EM P (Smart Account). [ERUTF (Virtual Account) 1% 5= (Serial Number)

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

Smart Accoun
Vi 4

ieguired with Smart Account

Selectone... -

Cisco ASA 3DES/AES License

« Seriol Number FCH1714J6HA (7]

P 6 RGN BRI Send To MEFHHIMEFT End User ZFK: W ZEN I N ARMBAR HE . IEHEEE (1
Agree) HitHe, A5 iR (Submit).
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R

Request Crypto, IPS and Other Licenses

| 3. Review and Submit

Recipient and Owner Information

EI'I:E'I'IU.LUEE":BI addressas saparaled oy Commas. Your License KE_.' will be emailed within the hour to the specified email addresses
Send To Ad
End User » | Edit

License Request

SerialMumber
FCHIT14J6HP

Smart Account SKU Name ity
» Cisco Internal ASASS00-ENCR-KS

ASANIT |

PR 2h, BB B B P mse:, gt n] ISR AEEE (Manage) > 1 AT E (Licenses)

DI R Bz .
PR 8 M s T, 2 58 UM IR

AEEF A% H
AT R AT N BT B DT DA e s AT A5 FH i I 1) £ ]
FF6 Z A
s MR CAL T 2 BT, TR R GUIAT 2 W) i A0 3 D o
o BT AVE ATIE 2 ARG Ja 2R FOR 2% ASA. RARFH T 2R F0Br N4 iRV Tk

R 2 KA EEFHMBER

BS EORE NS AT AIIER(E
RS BTN VAT IE o
B2

TR BT EYINHT ASA:
activation-key key [activate | deactivate]

i

ciscoasa# activation-key 0xdl11b3d48 Oxa80adclOa 0x48e0fdlc 0xb0443480 0x843fc490
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N
5

AL E =503 (Secure Client3 & E R A .

key s& UG A TCRE TSR ZRF R, BIu R MU B, 515 0x XA FFEnlign; REi
R A EAR TN 3EIE .
IEAT LA 3 — AN IR AR 28 TR . R B O IR A ], WI'E 478 it B 2228 17K
AR,
zmMmﬂM%mwm%%%ﬂLmTﬁ?ﬁ@m Ho WRANEAATATE, ] activate A BRIAE
18 R 4 52 ThREWE W g5 Ji — N T () R 38 BTG B . B B A 1 B 3 I (el (R 35, i
Hi\ deactivate JCEET . MR RN, ZJ5fR¢E deactivate, NI7E ASA 2225 45
T AESRES

ATRETT D) o HOHNZK ASA:
reload

B BT RO S Jm . RS K AV ATIE S BOR IS HORT N3 ASA . W AT EHOF Nak, KaE 2
PARH B

WARNING: The running activation key was not updated with the requested key.
The flash activation key was updated with the requested key, and will become
active after the next reload.

X ER
FEA IR P ATE , 55 46 TT

Bl =15 A]IF (Secure Client3 X E R RA)

)

Ef  SecureClient4 S5 S AV ] AN HE ASA ERFLZVER[HFThfE . Secure Client ¥ 0] IF /& 4L

ENET S & T R E N AT

=1,

AN T i BV RS AR S S

A YEATE, T LU KB Secure Client 2 2s1h, IR MG —4 ASA H1{f1—1 ASA
BOE NIV AT RS 48, BRI ASA BCE AL EF S 5%, SR T EAEIX 4] ASA 2 MHtsEs
1o

aé:?:‘¢\:?qu?ﬁTHEi§§%¥%$[k%§£5:%5

PATF A0 B W == VF nf Uk i A 5 2
1 HREWE— & ASA N e 3L EVFRI IR ST 4%, R A A HZBE % 121 5 W S =V mT R 25 4 VP ATk

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



AsANIT |
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2. HAEMLE ASA N ILEVR 2 5 (WIS SRS &) IFEIE G & rrs s

3.

\}

SRIUEE & WA I E Al 2 5 5V alE.

CAIE) K5 —6 ASA T WL EVR s RS54 . A RedRE — B & g5 4.

AR VR RS S S S VPATE.

4.

VP IR #y R E — M, A= HN A S5 5 #0] DUl AL =5 0)
k.

B ASABLE NS SHEN, CHEAEERASGHGEE (BFEAHFITIEMESE R mitai
] RS A

)

AR S HEATEARWIE 1P W& SRS AREE: EARER M,

6.

7.

SCEVFR] IR S5 A% 2 i 2 15 2 R T R 55 2 PR (R A SR A R BT IR A

5%5%ﬁﬁ$mﬁ7ﬂm W, B EVF A RS A AR, AIRCE 2 253l (L

S N B

SCEVF AR ST A A AV IR AT N . 255 AT 2 1 BN RE R 5 25 (R K i
o

R HEFATRS S S S EH . EHHM TS EMATFES 5L, AT ERS S

IR

1 WCRAEICEVE A B S 5 T AW 2 ath, WSS S S ge 2 il i

ST T RN

2. ZHFREIOETRE LRI, ERIRSS 8% T LLIE i 2 i K.

9. HZLHENMEMAN, ERFRSHOEHE, UWRBOLE&IT.

)

i

ASA fEMR G545 S 58 Z AT SSL RN & P73 15 «

ﬁﬂﬂ%‘ﬂ:ﬂﬂﬁm ag Z.lET.l E,]l_1|=| IE.IEE
H RS 5 H RN A B IEAS W5 S, W2 LR

© WERSHEAE 3 AERUHT R 5 A BE AL RUB B, WIIRSS &% 2R S R UR L =V TR
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srezrmaRnss [

© RS 5 H IV FVF AR RS54 AAOEBIFTE R, W25 25 m] DLAREEAE T AR 55 2 e 210 1)
SCEVFRE, ] 24 D

s MRALE24 NN E, S HFEDICE S VFIERS &EAE, W2 52 RBOTEVFHE, BT
W ihithintt. 258 S RE CEMBHER, BBV rTUE R B R .

o WRAE 24 /NN IR () B2 1 RSS2 2 5 H 222 5, 258 SRS e, W
S 5F R EN S RAEFINE R WSS SRR T [71%5 53 ROR 0T RE 2 IR 2 1A T Wi .

AT HEFATFHRS

SR T8 F A5 4% L A0 1B 1) T2V TR S5 2 E Y, ARG A REARH A A (0. 2 HRE I
FICEVFR MR S5 Aok 5 2 IS5 48 R MR 55 s W B A S E 2V R, i P i CiE 2 5#E 1
FIR LK VAT IEAE I Lo FE R 55 25 A0 45 TR 55 8 LL 100 g a1 B [R) 20 cdli . AE BRI [F) 20 2
Ja, BMELL I FOF N, 0 IR 55 ds R RENS Dl B AT 2 AT

M F MRS AR AR, RS A S RS AR . IR ST UESLZ 1T IR £ 30K, ek
25, HHIRSG et kS 5E KR, 1 HIE SIS . 1555 78 I 30 % (1 I B 1
HEMSa. KBGO ARG HEMNESTE 15 RINAE, FFE 30 R PR

HEMFGS AR IER BTN, el S E MRS SRRD, RIFEE RS SR,
MRS A AL T F PGS, e B RS SENEE S L% .

)

AR OB EICEVF RS AR, RS A T AT IEAT 5 K. BT IREIPRZ HRE K, HRIEE] 30
Ko BEAb, WERILE TR A5 IEISAE RN A, WG IR 55 45 (s AT BRI 8 H il 24 T RSS
S IEWIBATING 25 R S5 & (s AT BRI TT A P8 K i, 2R 32 ik 55 45 138 4T 20
Ko AEBLIIA] 45 F R 5% e Ak F RS 46 AR 5% 2 B Ia AT BRAEIRE DORIAR 10K o #6503 ik 55w A1 4K
e AR LM AR S 4% 20 KJa, 8 “efd” K 30 RigfT sl Scititt “7sE” gk
N T B IR ATE

WP BRI L Z IR AE
AR A TR 5 PR 5

MBS AL Z IR ATHERR 55 38

AT A M 55 A A2 TR 55 as i) L5 B AR AC T i TV R S5 219 ASA — FEtB e 4hAT ¥
AT, AFEHAT VPN RIS K ARAE D RE, I BE e 2 SR P SE S VF m] IR 55 4 I B e e e
VS

\}

ER RIS AL TR RS, (RS IR .
AAE FAR SRR SCRPE VR ATAIE, DI ANSCRE Y/ RSB %
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B sssnnasrrinss

TR TR, R e BV AT IR gs &, R AR R Jn, T iR e

FVFAT RS A SRR A ARG KL EVF RSS2 AR, 80T LA RR 2k ) X & e 2

S5 % o

B, RAWE 2 DR RIL . 5 1S VRIS . 95 2 WA SIS A . O
1 R B R AR I, 6 e S ST B AR B I E VR AT R 554 AN AT 20 2 X P iy 45

Mg5 4% o DA U I & B R AR Iy, 58 2 00 v (R4 P IR 25 48 4 AR = T IR 5 s

RS 1A ORFF ORI, IR HLEE 2 X i R e ki, ISR 2 6 v (2 F e s AR 3L 20 T IR 55 23
GELTED -

6: MBS RE AN Z P ALEAR £5 2%

Key

Blue=Shared license
SENJEr in use

Failover Pair#1

Failover Pair #2

povorcoe | B g B
failover unit e 3 4
: % . _ |
1. Normal Main (Active) Main (Standby) —— —.__ Backup [Active) Backup (Standby)
operation: | i | |
Failover Pair#1 Failover Pair #2
B 8 H B
iy e s o e ke |
2. Primary main Main (Failed) Main (Active), — Backup (Active) Backup (Standby)
server fails over: | [ ! |
Failover Pair #1 Failover Pair #2

I
g! e e

|
Main (Failed)

| |
3. Both main Main (Failed) ~— - Backup [Active) Backup (Standby)
servers fail: | / | |
Failover Pair#1 Failover Pair #2
E = = =
4. Both main servers and Main (Failed) Main (Failed) .~ . Backup (Failed) Backup |Active)
primary backup fail: | ] i : | |

s

s

St P25 5 2 IR G5 s 30 A R s AT PR  SRA B B A0 B e, B i s

{57 b AR AR AR T I
AXERM

KPS MRS %, %6 61 1T
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wwpshtzrTiisss

W B Z RIS 5H

BRAS5EY

SFZHEX, PRSP S 5% D IS s ssE . EHES SRS 5%
ID S my. A s Uiss EAM O, gt ID B IR. tHH IR
THER AOEAT BB = S SR B

ASA ARGBEEVFRIIE S5 880 Ho2, BRI M2 e Sl fE 2V ] IR 55 2 IO TR RE . A
XA, EATLIE RS 58 R Z MIEIR, AT DL A = 4%

BeEHZIFAI ARS8

PEF I A IR ASA TCE N FL =V R] e g5 s

FHIa Z Al
H 55 A AURAT 3LV R I 55 4 3 o

i

WE R
license-server secret secret

i

ciscoasa(config)# license-server secret farscape

secret & M1 4 2 128 N ASCIL 54 ) 7457 B o 1 e S KA AT 2 5 38 48 0] LAE Vv R4S 4 o
CRTIE ) 5 Bl 3 ] g -

license-server refresh-interval seconds

IR

ciscoasa(config)# license-server refresh-interval 100

(BB AT 10 F1 300 Fbz 6] ML SRMA S 534, T URE LN 5 IRS 4G R, BRIAEN
30 5,

(ATi%) WE RS STk B2 5 #H 1 SSL 2 A 1.
license-server port port

IR

ciscoasa(config)# license-server port 40000
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port 41T~ 1 F 65535 [, BRIAE A TCP i 1 50554,
FEA (b)) e &R & 1P b A2 5
license-server backup address backup-id serial_number [ha-backup-id ha_serial_number]

IR

ciscoasa(config)# license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378N0W3

U R RSS2 8 T A W e R 0, 1 53 Al e & s e a5 . BRI 1 & IR S5 9 S
AL A TH B

WIRS AL A O VP AT IR S5 25
license-server enableinterface name

IR

ciscoasa(config)# license-server enable inside

TS NS ST R 1 AT LU B B % D R i 2

ot

DA ol s A ], SO Tl b A 11, & TR S5 a4, IFAE R DA dmz $%
F1 AR e e 2 1 L2V T iR 55 4% -

ciscoasa(config

( ) license-server secret farscape
ciscoasa(config)
( )
)

license-server refresh-interval 100
license-server port 40000
license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id

ciscoasa(config
ciscoasa(config
JMX1378NOW3
ciscoasa(config)# license-server enable inside
ciscoasa(config) # license-server enable dmz

#
#
#
#

BeEHZFAI&EMARSE (AT

AN GTAE IV 0T S 5 38 AR TS5 2 A AR B Iy 78 2 28 T IR 55 445 -

FHIEZ Al
&R S5 as M HA I E VI 2 5 ¥H Y.
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metzrTssz [

UK

SR W EVRAT IR ST A 1P bk A

license-server address address secret secret [port port]

Tl

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

1 R B IR 4% A I B T R BRI ], DA P IR S5 s e i UL I
WU 2 e 8 A o V] 2 R 25 A

license-server backup enable interface_name

Tl

ciscoasa(config)# license-server backup enable inside

TRES 58 5 RS MWMUATERE O . BnT LUK I A o (1 R i 4

A5l

LA R T VAT B LSRR, JAE A M LA dinz B 11 LA B Ol 5
VRS 2

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config) # license-server backup enable inside
ciscoasa(config) # license-server backup enable dmz

REXZiFAAS5E

AHR S BEE IV 2538 DL IV ] R 55 A b A T A

FHI6 Z Al
S H5EVLRAAIZ S 55 %Y.

i
SRR W e E VAT IR S5 A TP Hhhib AL s ]

license-server address address secret secret [port port]

i
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ciscoasa(config)# license-server address 10.1.1.1 secret farscape

U SR IR 5 AR C B P BRI 1, TR X ], DM S 5 AR UL .

FIR2 (i) WRECE TR A, AN IR S5 d ik«
license-server backup address address
B UE

ciscoasa(config)# license-server backup address 10.1.1.2

Gt
PR s B E VR ) iR 55 A TP bbb AL 2, DUR G I VF RT e 55 5 TP Hiuhik:

ciscoasa(config) # license-server address 10.1.1.1 secret farscape
ciscoasa(config)# license-server backup address 10.1.1.2

%/\*”?S‘Zﬁ EI’J LHREVF AIIE

AN GUE ] TR G VFRNIE,  DAAAT SR LV Al LR ) B 2 ] .

S S ML

ATHIH T3 RS (1 Zh REVE AT IE:

SR ARV IS AT DUBARIERE VA E (El om A 22 A VEATIESE ) A ST ATV AT UE . WA
FOPCHL AT 314 AT L .

N

AR DR EANA . ARAANEER, SR DR

RAEIHAT AT BINE BY S, WIJCTESCR RIS IRe. A RASIFFIREMAIIR, WS L
TEINERL S, 5 52 T,

HRVFAHEN ARG R, BV IEU , 56 48 1,

ISA 3000 iF AT IETS RE
TR T ISA 3000 TR AT (T BE
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sz pak i ]

VFATIE EAiH1F AT E R 2 A

B A&V AT IE

(EYCEES RS uR) £ AIHF AIHF

% B K B B M 20,000 50,000

Carrier R R H

TLS R 2 15 S 5L 160 160

VPN ¥ ]3E

Secure Client %2544 H n[i% SecureClient Advantage. | 2% A% Secure Client Advantage.
SecureClient Premier. 5% {X R SecureClient Premier. 5% {X R
Secure Client VPN ¥ AT 1E: % Secure Client VPN AT iE: 5%
% 254 % 254

Fofth, VPN 45 144K 10 50

VPN XA B4 CRUERFTA | 25 50

HAD)

VPN 83 A ANy

18 A 1F AT E

s FEA (DES) | n[EEVFRE: 5% (3DESAES) |JEA (DES) | n[IEVFAE: 5% (S3DESAES)

TR A FF F /%A

LA 5 AIHF AIHF

SR AIHF AN FF

K VLAN % & 5 25

154% PAK F AT IE

AN T BB VAT IR

EFRESERIBITAE

PEFR I3 A B S 2 VR AT IE, LR T T 1] AU 25 B X R R Tl F 3 4 I 1)
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FHia Z |l

RGN R e S 1 5, U“J?:“t%ﬁﬁTﬁEHT KA H VPN V] IERISE—

ARVEANER, WS

ORI AVF AR 15 3l ) I 1) (V4 rTUE DL RIS AT VR ATAIE. CRLES K A

VFA[E) -
show activation-key [detail]

, 52 T,

detail JCHE 7 s AR B I EE T I R R F R IE

X T B B AR B2, i IR o AR VFRIIE, IXVF AR R T B

Gt

~f5) 1: IR EIZIT show activation-key iy % B A%

PLR S0 37 % 4532 4T show activation-key 2N (IAEAHr
TR AT R RN 39 A 3 B 1) PR 4 AT ) u&'ﬂﬁﬁxﬂﬂﬁﬁﬂiﬂﬂtlﬁﬂﬁ@ﬁﬁhﬁ:

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key:
Running Timebased Activation Key:
Running Timebased Activation Key:

Licensed features for this platform:
: Unlimited

Maximum Physical Interfaces
Maximum VLANs
Inside Hosts
Failover
VPN-DES
VPN-3DES-AES
Security Contexts
GTP/GPRS
AnyConnect Premium Peers
AnyConnect Essentials
Other VPN Peers
Total VPN Peers
Shared License

Shared AnyConnect Premium Peers
AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

This platform has a Base license.

150

: Unlimited

: Active/Active
: Enabled

: Enabled

10

: Enabled

2
Disabled
750

750

: Enabled

12000
Disabled
Disabled
Disabled
12

12

: Enabled

Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
62 days

62 days

646 days
perpetual

Hop BoRis T IE (g

ASANIT |

FVFATIE .

VFATUEATE Bl 155 T I 18] )

OER

Oxce06dcbb 0x8a7bbab7 Oxale2l1dd4 0xd2c4b8b8 0xc4594f9c
0xa821d549 0x35725fe4 0xc918b97b 0xcelb987b 0x47c7c285
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2
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The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285

Botnet Traffic Filter Enabled 646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

~f5l 2. PhITIEEIEIT show activation-key detail Bt &Y% H

PLUF 2 BT % #1217 show activation-key detail iy &I (FEA K, Horb WoRIg 7 nlHiE
(B I AR AV ATIEANRE I TR PR AR, RARR AVF AT UEANREAS C 222 RO I o] (i
HE GEBIAMAEESDD -
ciscoasa# show activation-key detail
Serial Number: 88810093382
Running Permanent Activation Key: Oxce0O6dcéb 0Ox8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b OxceOb987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces 8 perpetual
VLANs 20 DMZ Unrestricted
Dual ISPs Enabled perpetual
VLAN Trunk Ports 8 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Standby perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 25 perpetual
Total VPN Peers 25 perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter Enabled 39 days
Intercompany Media Engine Disabled perpetual

This platform has an ASA 5512-X Security Plus license.

Running Permanent Activation Key:

Licensed features for this platform:

Maximum Physical Interfaces 8 perpetual
VLANs 20 DMZ Unrestricted
Dual ISPs Enabled perpetual
VLAN Trunk Ports 8 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Standby perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 25 perpetual
Total VPN Peers 25 perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual

CLI H5E1:

OxceO6dcbb 0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Cisco Secure Firewall ASA 5% #i24E CLUE &5, 91948 [
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UC Phone Proxy Sessions HE perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 39 days

Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285

Botnet Traffic Filter : Enabled 39 days

Inactive Timebased Activation Key:

Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3
AnyConnect Premium Peers : 25 7 days

il 3: BIFEREFEXT A E 1% & IE1T show activation-key detail B A4
PLN J2 il be i 75 1% 453817 show activation-key detail #iy 4 I (R REA Fr il Horb @R
« BWAVFATIE (A IR A AT IEANE T 1) AR 4F TR D o
o MRS EERE” VFANIE Ok B E AR B NS IR o X2 ASA E3bR
BATIVFATIE . HEVF AT IR A s e = VF R E AR B VP vT TR & R0 UL B
* EWAAKAVFATIE.
o FWAREME T RV IE GEEIFEEEZDD

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: OxceO6dc6éb 0x8a7bb5ab7 0Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b 0Oxce0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions : 4 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxce06dc6b 0x8a7bb5ab7 0Oxale2l1dd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fed 0xc918b97b 0xcelb987b 0x47c7c285

Botnet Traffic Filter : Enabled 33 days

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3

Security Contexts HE 7 days

AnyConnect Premium Peers : 100 7 days

Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4
Total UC Proxy Sessions : 100 14 days

w5l 4: HFEGEFEIT P RYEEBNIZ &IE 1T show activation-key detail B B4 H
DL J2 4l B i b 6 4% B 4532 4T show activation-key detail #ir &I IREA L, b B
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o ARBABCAVERTIE B IFIIR AVE ATUEFIEE T R AV ATHED
o CTERECRAERE” VFNE OR A BB MBI A IR ANE) o X ASA ESCER

BATHIVFATIE . VR AT UE R RO VE R A B VF AT UEZ A R LUK B

* ABh B A K AVFATIE.

AsANIT |

o TR SR T I VAT GRANRIARES) o I BT (o] S It ) VT
E, BRI RE A R 2 R AL AT A .

ciscoasa# show activation-key detail

Serial Number: P3000000011

Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

This platform has an ASA 5520 VPN Plus license.

Unlimited
150
Unlimited
Active/Active
Enabled
Disabled
2
Disabled
2
Disabled
750
750
Disabled
Disabled
Disabled
: Disabled
2
2
Disabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

Failover cluster licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

Unlimited
150
Unlimited
Active/Active
Enabled
Enabled
10
Enabled
4
Disabled
750
750
Disabled
Disabled
Disabled
: Disabled
4
4
Enabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
33 days
perpetual
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This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

P51 5. BBEEEFEIT AT ASA BRZHEIRAY 18 FIE1T show activation-key B 46
BLR J2 i bE i 75 14 44847 show activation-key i &I IREA T HY, P B
o EWAAVFANE (A IR A AT IE R T (A VR AT HE D o
o CHBEERE AR VRrTUE CRH ERA AR A AR o X2 ASA ESER
BATHIVFRATIE . M VF RTIE e s 3 Vo] UE R B VF AT e & (B LKL A SR
© BRARIET I RV UE GREIREERRZ)D

ciscoasa# show activation-key

erial Number: SAL144705BF

Running Permanent Activation Key: 0x4dled752 Oxc8cfeb37 0xf4c38198 0x93c04c28 0x4alc049a
Running Timebased Activation Key: 0xbc07bbd7 0xbl15591e0 0xed68c013 0xd79374ff 0x44£87880

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:
Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

Oxbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880
Botnet Traffic Filter : Enabled 330 days

5 6. BPEEEFEXT AT ASA BR S HRIRAYEENIZ & IE1T show activation-key B B4 tH

DL 2 4l B M B B ¥ 4% 324T show activation-key fir 4 I REA i, TP BoR:
ARV RIIE (5 I IR AV AT UE RIS 15 [R] FO P AT E) o
o CHBERERBAERE” VPRE CR A FR AR A A VIR o X ASA BSER
BATIVERTIE . VR T UE b s Bl 2 V7 e A BV v UE 26 (R 8 UK A4 B 0R

o HBh VA 2L TN M VERTE. QESIAIARESD) o SRR B AR TN TRl A VF m]
iE,  PRIEAE R A AN 2 B AR T A2

ciscoasa# show activation-key detail

Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404c46a 0xb8e5bd84 0x28clb900 0x92ecal9c 0x4e2a0683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Disabled perpetual
Botnet Traffic Filter : Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual

Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.

Tl 7. & 8$3E1T show activation-key Bt a4

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: Ox4a3eea7b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual

Total UC Proxy Sessions : 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual

Total UC Proxy Sessions : 4 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.

SR ILEVRE, HMAM TS —.
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* show shared license [detail | client [hostname] | backup]

BRI VFI RS A B WIESRE A OGE N T RS 4% detail KT T BnfNZ 5%
MZEHE R . ER R ARG — N2 HHIARAE R, W dient X8 Y. backup K
T T oA A R S5 A 1A

FE RV ARG TS B, 1 clear shared license it 4o
LT YFTIES 53 | show shared license #ir 2 I REA S H -

ciscoasa> show shared license

Primary License Server : 10.3.32.20
Version : 1
Status : Inactive

Shared license utilization:

SSLVPN:
Total for network : 5000
Available : 5000
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration 0/07/0
Get 0/07/0
Release 0/07/0
Transfer 0/07/0

DL &40 E IR 4628 | show shared license detail 4 HIFE A H «

ciscoasa> show shared license detail
Backup License Server Info:

Device ID : ABCD
Address : 10.1.1.2
Registered : NO
HA peer ID : EFGH
Registered : NO
Messages Tx/Rx/Error
Hello :
Sync
Update

o O O
NN N
o O O
NN N
o O O

Shared license utilization:
SSLVPN:
Total for network : 500
Available : 500
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

o O O O
NN N N
o O O O
NN N N
o O O O

Client Info:

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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Hostname : 5540-A
Device ID 1 XXXXXXXXXXX
SSLVPN:
Current usage : 0
High : 0
Messages Tx/Rx/Error:
Registration 1/1/0
Get :0/0/0
Release :0/0/0
Transfer :0/0/0

* show activation-key
BoR ASA 2B VFAAE. show version iy &t il HI T B /R 4 il iE(E B
* show vpn-sessiondb

B7RA K VPN 2 if IV AIESS B

PAK ¥ AJERY A 52

IhEE R TR & RRA 15t AR
B T 3EREBON VLAN %0 7.0(5) P T LU PR

* ASASS10 FEREF AT IEZE B 32000 H4 03] 500005
VLAN 0\ 0 31 10,

* ASAS5510 FEA A IEIEFEEUM 64000 1 12 1300005
VLAN $ M 10 B %) 25,

* ASAS5520 HEEHEEM 130000 31151 280000; VLAN %
M 25 B4 HnE] 100.

* ASAS5540 R 280000 31151 400000; VLAN %%
M 100 3% 200,

SSL VPN VF il 7.1(1) 4IAT SSL VPN VFii.

0T SSL VPN ¥ i iF £ & 7.2(1) 4 ASA 5550 FIFE S ficASS N T 5000 FH 7 SSL VPN ¥ ]
k.

ASA 5510 FEEREVF AT IERS N T RO 5 7.2(2) XFF ASA 5510 EIRFEREVErIE, feokie A0 3 nis 2t
FE B I TERRAS .
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TIREAFR

L RA

BT VLAN %

ASA 5505 35 2 VFrliE VLAN i KEEMM S (3
ANAThEs 1 AANMEEER, 1 AR TR 0D 8n s
20 NMAThRERZ . BeAh, gk AR 1 35N E] 8.
IAEA 20 N eDiResE ), AT 248 H backup interface
AR 4 ISP 2 L Dhfe s 180T LIk FAE 4 Dh g%
o M 064X T Easy VPN BCE AR A .

PLUR A5 ¥ VLAN Hes BREHB A BriEm: ASA 5510 O
FHEEBEVFATUE, M 103 N2 505 1G58 A 22 AV T iE,
M 25 B3 100) « ASA 5520 (A 100 #4n%] 150) F1
ASA 5550 (A 200 3% 250)

X+ ASA 5510 858 22 4 ] UE IR BUK
W 7 FF

72(3)

AT B A 22 VAl IE K ASA 5510 BLE7E Ethernet 0/0 F11
0/1 3 I _E 2 FFT- IR LA (1000 Mbps). 75 AL VF A IE
b, e TR AR S FIAE Dag LUK R (100 Mbps) Jii - o X5
FHVFATUE, Ethernet0/2. 0/3 A1 0/4 474 A PRt DL W i 1

ER B4 85454 Ethernet 0/0 F11 Ethernet 0/1.

1 ] speed iy 4 1) B Bz L BRI, i showinter face
A ] A G RN L 2 R R .

1R 2 A PP VF T IR

8.0(2)

SINT B R AL iE . /E 4 Cisco AnyConnect B¢ G
% i SSL VPN EEHZTE UK — AN, @R TSI 0,
RIS FE (87795 15 B0 S TR A N L - B
KB ARG SACE P T AR . Ei iR
SEMITEEMEDL, SO RR, ek hRiss R
KILA ASA. ASA E I G sk SRR TH S LS 1 45 R
KA5E B AV 0 5 WE (DAP).

& By SR A VA VIR, A RT DUEAT AR OGRS, DA%
WA ENIAT 8 (RS RAZERD) , AT
SR F N

ISR IBEU R RVAS DUV E S7ee o A TR RN I S R i 7]
SRR N FMTRRCAS R S BEAT S IS B o

ASA 5510 ] VPN 11 853547

8.0(2)

ASA 5510 458 22 2V IEIL/E SCRF VPN SR 2881 .

1EH T #3145 1) AnyConnect VF 1] IE

8.03)

SINTEH T #3015 AnyConnect ¥ AJIE. B E,
Windows # 8)) % £ 7] LA ] Secure ClientiZE4% 42 ASA.

B I ) (R VP TR

8.0(4)/8.1(2)

FIN T HEF I 8] (R VF AT IE IR SR o

T ASA 5580 ) VLAN &

8.1(2)

1 ASA 5580 37451 VLAN & M\ 100 B n%) 250.
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INREBFR TFERA 5 BB

4 AP SR VF T E 8.0(4) GINT UC AP R A IE . L iRACH . RIS ACHERN
Tn v E A I N S AR S LE A TLS AR &5 . fiddis
UC VFAT ik BRADS R:4S TLS AR E AT UM 4. PrfixLe
N HABLE UC ARBEAAR G50 kA4 TT, IF HT LR A
B A
I RELERRA 8.1 THARHT .

187 R 2% 0t i i 2RV AT IR 8.2(1) SN TR Wit it e sV af il . A i i sE e
AJ LR B ) NS R34S R TP Mk R, N T oy A
ARG B) .

AnyConnect FEAlihi VF AT HIE 8.2(1) 5INT AnyConnect FEftRVFRIIE . JHEVF AT UESZRE

AnyConnect VPN & P i tj 1] ASA. BEVFAIEA ST HidE T
5T 23 19 SSL VPN U i) sl R 22 4 BT o % T-IX L8 Tl g
WO AnyConnect =1 24 iRVF W IETT A /& AnyConnect JEfill
FRVFRTIE o

pEat s &) AnyConnect Z:fili i /7 nl i, VPN H o]
DU Web W a8 kBT 6 5%, ARG T HIF
JA 3l (WebLaunch) Secure Client.

Secure Client Ehﬁifmfﬂ RYVFHIFIW 2 i Th e, T
T I A AT IR f2 il 3 AnyConnect /5y 20 RROAF AT IE A

AnyConnect JERIRRVFPTIEARE S 2558 ASA EREL R VFRT
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Bltn, — G 17 MG 5, h— e T A 13 M 5, B30 M St

HF G BRI G RGN 250, DA IFVFANEE 2 SevF 250 M5t 30 M RAE IR
Y LA -

c JEE R - 2 BT IRV AN, JF Bl TUFAIER S, R BB e

* SN (3DES) - WA IR RENK S R SRAF AR IN A 2L, {5 Cisco LU E SR VFRAE T B, 4
R LA BIRE a0 SV R A I B K o AT B i BRI SR MV, JF HL YR ArE
B, WABEHAENE.

FEMRERS e, OB I T B R AR S A T SR VAT IE o R A G AV P IE I 5 0 Ml 55 2% B i oK
BB 2 IH A B A 0 8 B8 OB I AZ XS I BB R A VE AT IR AN o A28 B8 R A AL
L, QAR R B W B VR RTE,  DUDE A B AV R IE R REAL TS RRES . SRR XA
PG VFrTUERI IR Z 30K, I R e A 0 7 5 FR IS AN S, UK TET00) i AR IR VF IR
MITHREREATIC B LG WA A2 RS0 OB 3 P BRI 35 A s — MU A B 217K

HEVFAUES Y b I R AR B R R 0, T A B KA AL, IF H B s 2 vl i
BRSPS EEPEIR VIR, & 2R G B EIRCE, R HEEE.

AW AERE
M TR AVE T R RS 2 A £ DA S S PR

Cisco Secure Firewall 3100 £ ASA £ &£ A[iF
50 BE 0 (TR 22 2 W AR A HE B
R VA T BEIERVETHE CBRARIED RUAT R b0 5 e . R TR S S P ST A 2 T O
55 BRSO E 3 U A ATV T, 368 G B T AS G L) 6 B0, 7 0 P 0 0 3 2 T I B B s e
5 )
SERETNREAS S A AT VE TR . R % IO S T iE AR &P AR BN R AR o

SN A R, RS B TG A A S B SN Vel iE . 6 7E ASABCE T A H I
A SR N %% (3DES/AES) ThAEVFATIE, EZ0H R 3,

EMmﬁﬂﬁmE*,ﬁ%%%?,%%T%ﬁW%LFﬁﬁMﬁTﬁ VAV AN EdEE kil L

BREVFIT . Il B E B P EHR B %, ERSFTHEAMEAZEE: e TR,
BEAGA U RVFATIE . IX LSV UERE SR A A AR B R U ARV PTIE, R S VF Tty
DAFAERAE Vet by DMERRER A IR B A A e A IR T o N VF rTUE SR B 42 LL T T 5k

St

AT
o FLhl — RS WA AR RSS2 SR — AN B AT HIE .
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B asaveasa emirmic

o - AR IB R MR S5 ARG VP RlE. BOAREOL T, ZERVFrIERSE 2 ME s, JFH
RET AR e B BEAE AOFERVF AT A fEIN bzl et BRI SRl e (8 L R TR 1k
TREERVFAHET RS R -

o IAESEREP A 6 /) Secure Firewall 3100, ﬁﬁLFltF—ﬁE@% 2GR, RN 6 6, I

I SEVERTIE I R B LA 12 MG 5. ETI%JW%L%MW —ANMEE 20 AME R
VFAiE. BRIk, ZRG BBV IR AR 32 M5 Amfﬁﬁﬂ'ﬂ:/"rﬁﬁﬂjj 100, [Fit
GIVFRIE R 2 RV 100 M 5 32 /\TE/JE\ jtﬁlﬁﬁ?]/&l%llj‘] Rk, s n] DAl s b
BB % 32 M5 G EE I BB B IR A 32 MR

o IRAELEREP A 34> Secure Firewall 3100 % 4% . AN RIIEEERS 2 M 5 BINH 3 R4,
DA X BEVF r] R I R S LA 6 MG . AR s EASMICE ML 100 MR
FIVFATIE. Rk, SBEMERFAHERSRS 106 M. BT —6 & &K & RE 4 100,
KA HVF AR 2 SRVF 100 /Mt 106 A 50 BREIVE . Bk, 40T Bl
W FRLE R 100 MGt B G EURE B0 E SR 100 M st. Rk ol
T, HEeHE RS SRR E N 94 M =,

* BRI BDES/AES) (HHTERERH ) — HAAsl & T 20i R vraruE, ¢ H i FUVrmruEsR
&, I w &S E .

USRS TR P A, BT AR B R ARSI R A VT E . Bk e ﬁ%%ﬁ%ﬁTﬂﬁﬁﬁ
DRI B ARV ATIE . 4 TH A5 e A 0 Bl B s BB IMANGR R R E SR i B 46V Pl iE
ﬁﬂoﬁﬁﬁ&%ﬁﬂﬁﬁMEZ%,W%Wﬁ¢&ﬁN%%#ﬂﬁ,M@%&%%ﬁﬂﬂﬂ%b
T MEEHURE . R RVFrERA RO A 30K, (H a0 e e 5 BRI 5 5 4L T- AR A AR,
TR JCIZNS 5 BRI VE AR A D REMEATIC B S O A WA A2 5. B BB R 35 10
A BRI EELYE K, HEIVFARIE S R 1o AEXS VR AT IR SRS T 58 SR AR B2 Wiy, Ik S ik
ITHCE S WA G BB AR, AT IOIEMINC B PO ER, B s AT I & IR

JEHIE, ST BAEAR SRR B & L OB SR S AT

K A VF A IET B8
W F AR AVFTUETEE , AR IC B A A 2 B0 A AN WL PR S T E 53

ASAv £ ASA EEEHIF ATHE
R EIR B E AR R

14 5 8 4 AT 0 A7 DSV T A TR S TR 2 1 4 52
R £ B A HEATVERT 38 G OB VF TR TCRO L, 3 00 S VT E LR B
i

SERES A S 5 BT VP AT

BN A RN, REES B A A0 A SIS VFn e . 6T 7E ASA B E H A H K
Al ST N (3DES/AES) IREVF IR, 1S T 3.

FEASAVFANIERCE A, HAEAEE TR ERCE R BEVFAT . MBS B IR HR BE %, IRV ATiE
AMEFNZECE; eV TEAPIRE, RATEBIB & A S WRVFANIE. RV R G hsR
FEBLAESCE IS VR AR, RS VPRt S AR B s b, DUERRERIEA I st 432 7
BERR A o AN VFATIESR LR 4% LU 5 s A7 2
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Firepower 4100/9300 f4 ASA $E8%iF AT i .

o JEA - AR WSS AR IERIVE R UE, JF HL TVF RIS, By e i n] LU HIAR
HEVFRTIE

o TR - RS WAL RS R R I B AR VAT E.

* BRI (3DES/AES) (I FERERH 1)) — JAT B il BHFSRULVFaliE,  JF b FVFaniE2g
w7, AR RNE.

K AVF AT ET B8
BT AR AVF IR TR , M Z0AE I B ST 2 /0 A A 5 W 4% PRI S VF T E 3 A o

Firepower 4100/9300 & ASA S£&fiF A]iiE

BRI EIE 3 B A AN AR

SEREINREA G AN TG ATV Al UE . B o o 2 At v e VF ol 3iE, 454> Firepower 4100/9300 HLAH
FOAZTTE U B4 AT TE AT W LR B RE R BE 2% IRSOR A MR o B B AN 2 7= R A AR

DN IR, ST RA AP, &8 Baha A&k, {FH4 M, S0
FE A2 EAT AR A B N B VFATAIE . X T-7E ASA FC & A FH I aT 2855 N 2% (3DES/AES) ThfeFrliE, i
R 3.

EASAVFAIIFFLE Y, HAEAES I s DR E R REVFnT o X0 B & B B HE ¥ %, (H RSP n] R
AMERZICE; BV TRARES, HAABEIR A S RVFITIE . XVl iR R Al — > e
TR SLE B/ AT HIE, %%éﬁm&&ﬁ%ﬁﬁﬁ%&%i,u@%%%¢MEu%§%§%
WA o« SANF AT UFSS DR 35 LU 7 a7 4 1

o FEA - AR WSS AT SRIERIVE AT UL, JF H TV RIS, PSR n] LU I AR
HEVFATIIE .
o fE 5 - AR DRSS 281 SR SVFANiE . BRSO, JEREVF Al R0 dE 10 ME 5%, JF HL

RET PSRN 01 Lo B BEAE ARV AT A RN B2l et BRI SR AT e RO (E L R T 1k
TREERVFRHIET A5 R -

« SEHEH A 6 A Firepower 9300 R, JEREETTIEALEE 10 ME S, 6T 6 S84, Xebypnl
WA I Z AT 60 MG 5. 4 &#%u%iﬁ%%ﬁ*&@Q2WNIRMﬁTﬁ (A1,
A RV IR S 80 M 5t. ARG BRI 250, PR A S Y ATIE
m%ﬁﬁ%&“fa,%ATE&ﬁiﬁﬁﬁﬁ PRI, AT DAFER R & EICE 3 % 80
A5 B EE v I L E R A 80 M st

* BT 3 & Firepower 4112 W&o JERIVFPIERES 10 MG XT3 i, XL8VFH]
UEFHINZ R 30 M 5o BAEHI & EAMICE — M5 250 M s VT k. R,
RAMERVFTIEEE 280 M St. T — S ®AFABRHIY 250, WA G RIVEATIE
& FoiF 250 M5 280 AME R T RG] ik, AT AFERE IR A RS X
250 M B G BOE A TE o TG B AT IR A 250 AN Br. FEURIESL R, U ARRE
WA R VP UERCE Y 220 ME 5.

< SE R - A RUR VPN Tl o SEVFROIERZ SR AT IR, R B RS AR A K
YR AT
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* RN (3DES) CGEMI T 2.3.0 LLATARCA SR RERAH A PLER AU 2, ol T TSR ER VT 2 U
), MVFANIER B GREAT R, R B MRS AF K A S VFRTIE.

WAL OB IOFE I B, B R A AR AT R A VP RTIE . &0 2 FH A7 AV P UE G
DCHESRPEIBC VPR IE . 4 TH A2 0 e a6 11 0 Bl e 2 B ISR R B SR i B &V nliE
BB AR BB O VP A IR Z B, WSRO P AT Al IRV R AR, U9 0 80 5% AV mT UE R] REAR
T ARG HURA . R BVFRUER A 30 K, EAURE R % BRI 505 TAE SRR
SRS TCIE R T B PRV W IE A S BEREAT LB s S IERAAS A5 . OB 10 T B B 12 /M
R MMHAL LA K, BEIVFUES N 1o FEXSVF AR SR HEAT o R (R AL B2 i, N3 S
ITRCE . WAL G B il AR, ZRA7 (K IO R BN B 170 9% e A BEAT I B BCRS 2 PR B
JEHAE, BT EAEARSE R B & L EB T SR SV AL

KAVFAIET B
X AR AV RIETE - 20 B AR AE 2 T b WU SN S VF RTIE IR /A I

BREM T AT RYBIR 514

B RE M EIE SR T M ARFNZA HE bl B 12 55 14

Firepower 4100/9300
TEBCE ASA VERAT 2R B, 1 7E Firepower 4100/9300 HLAR e %25 AE 8 VF vT BEfil 3 i .

FEHMBES
* BRERK 1 BEA I LI U ) . HTTP ARER U ) AR 1 IR 4525 U 1) b PR R e AR AR B S ©
* BCE DNS RSS2, LAMEB & RENEMENT R B iR A4 BRER (K A4 Bk
o WEREIN . ER &R Firepower 2100, £, #7E FXOS % & Ik,
o 7EIBRME BRI S A Ik
https:/software.cisco.com/#module/SmartLicensing

R BGRRATIK™ s U Rl R DABC R IR o Tl I REPH A S T LON A2 —
AR

~ A . k4 Bﬂ A [=]

Ik AVFA[IETR B R 14
o FERRHE RERCIHE PGS AT IR
https://software.cisco.com/#module/SmartLicensing

R BGR AR, U R R AR o Gl R RECIH A LS, T LON A2 —
AR o BIAE AS A S T W L BV BEVE T iR 55 A LAEA T AR AVFRIUE TR, (H Rk
PHE BT T B IR K AV RTHIE
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| AsA T
agmarmen [

o SRAFVF AT BRI /R AVF ATIE TR SCRF o bR AT T A AVF PIUE TR A1 2 B e S SR A
R P RIRAFHEAE, TSI S HT R AVFATE o

WSRO K AVEATIE. G523 AN S VF A iE PID . 265 145 70D o WERE R h 3 1E
FRVEATE, W24 ASA FARBIVFIER, B/ BT LU R WA ERIE . “7F
APUETCYATR R, DRA AR A R 8 ()B4 LR K AV RTHIE: 1-Firepower 4100 ASA PERM
UNIV GKA) o “

« IKAVFRUEE BT AT ol JHShRE, 453 N3 (3DES/AES) ¥ al il Chn SRRk 475 4 4 ) o
Secure Client JJREH 2R P51 5 W9 () e KA I, BRI T80 2 17) Secure Client 7 R IE

T HABUEH Secure Client (152 Secure Client Advantage. Secure Client Premierfll {3 R
Secure Client VPN YFHJ4E , 58 90 T1) .

* ASA [E:  Azure REIINLMEIERE P AN SR K AVFRIIE TR o

B R VR RE N

o« DOCFPRREAF VIR o 3T ASA AU L IVBL I, WERTHIAT PAK VFRT 1Y) ASA REAUL, U
LU 2258 (e S DR e s, (H R AE B e WAURE ASA JBAUL FRZ,  IDRR K SR 0
.

o X FIRAVFAIETI R, (R AAE A HIBE% Z BB PHZ VAT IE . W R AN IE S GR [FRZVFATHE, 1% 7F
ES R R O R, HICHaR M TRk & .

o W ERME S R SR A A G I E S DACRS AR S, DIEAERE ASA 551%™ il — e A F I
TVEAE ] HTTPS . S b 2506 JIRHE fy 9 5S4 F] HTTP.

R FIF U ECANIRE
ASA E#

* ASA B BRAMCE LS 44 “License” [f) Smart Call Home Bo & SCHF, &30 FF5 @ Ve
MR AL ¥) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

FEFRE ASA AU, TR B DD B8R MR L G0 . U DR AESON T HT o X T K AVF ATIE T
B, AT ERCEIX S SH. MR R AVFIETE I, X 28 yRe RS & IR

)

% M ASA9.19 il ASDM 7.19 J14fi, FrUEVFATIEE 4% F% 4 Essentials F 7] IF o
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license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

 JeAHh, ERCELRET, B DUESERCE HTTP LA,

call-home
http-proxy ip address port port

Firepower 1000 70 2100
Firepower 1000 F1 2100 BRIAACE 54 0 “License” [¥) Smart Call Home it & S0, 1% CHHH T8
JE VFRAITEAUR HLAE ) URL.

call-home
profile License
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

Firepower 4100/9300 #/17&§ _£ &9 ASA
WAHBABCE . B0 T-3) )3 F Al V5 AT Uk 2 A HAh Pl VF ATk

ASAv: ftE & gEE 1Tl
AT HUAT K ASAv e BB GERAEVF T . ERELUTF ik —:
pUK ]
L1 ASA JERL: BUE W R RERAA ], 5 104 T,
HIE2 ASA Bl VTG E AR BRI RS, 55 108 T,

HIE3 ASA L fCE L (MSLA) & RERAEVER , 25 111 1T
W4 ASA B BCEUKAVFRIETIR , 5 116 U,

ASA [EHl: BCE B Seei TR
LEF B ASA BRI, 8] DATRAC B B 25 & —ANEM AR, DS ) 2 B k4 B g v E M 5 8
R . IR TR E T O HTTP ARB RS 8% . P rlIEFAL, siEM ASA BRI (Filan, dni
TEARAE Day0 Bl & P45 ID AR, 3T IIT%%
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asa B ®E s wansrT

\)

ER TR O AT E R ASA RN TG E T HTTP ARBAR S5 25 AIVF rIIERZAL . 08 W] BETEHE ASA
HEAUINAE DayO BCE P A8 TN I R IXRe, RO AN 5 24 T Ry B
i

)

TR AERRERAE A CERM REAIFEELES) v, Oy ZERE B I 2L rp ) RO 335 5K — A
L RIF R HNZA L

a) RiEE (Inventory).

78

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) EEM (General) i+ I, AdiFhESH (New Token).
& 8 HiE S hE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t CreateRegistration Token X[ iGHEH, HALLF#E, #R)5 siidi Create Token:
* Description

* Expire After - JURHEBGZIN [A] 4 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - J5 HH S &
FrEdra.
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& 9: SIZ T ML

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

FRGURE A AN N 2 S5 13 B

d) e RAT O R 3 Sk RS T AT JT Token XFEHE, T LA HURE4hi 1D S B BTGB . 975 25
W ASA I, SR L AR, AFEIZAE P I T B
B 10552

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The regisiration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]|hYT|EGQ4OSUOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +

B 11: S5 L HE

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

F2 (Wik) {E ASA MU LR HTTP fCH! URL:
call-home
http-proxy ip_address port port

WS M &8 Al HTTP ARERSEAT I U ], U200k B eV m i AR EE Mk o AR — %
4 F Smart Call Home.

. CLI $4£ 1. Cisco Secure Firewall ASA &% 132/ CLI Bc E4575, 9.19 AR
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asa 2 BE amesnarr [

R ANSCFFAUEHTTPACHE.,
w15

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

e VF T IR AN o

a)

b)

<)

d)

a)

HENVF AR g e B AR 2
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic)#

WEIIREE:

featuretier standard

DChRAE JE AT SRRV AT UE AT RR A AR AERRVF AT IE o
packalin /PR

throughput level {100M | 1G | 2G | 10G | 20G}

-

ciscoasa(config-smart-lic)# throughput level 2G

Rl A s .
feature strong-encryption

USRS REHCAT A BLAS R i R, WA FG B VR ATIE . SRTT0, A RAS R RENK P R 3RAS
SIS, H Cisco TURE SCVFRAE A s, S mT LLT- Bl s in 85 VF rT IRV I 2048 ik ™
S EHIR A BEERIEVF AN, JF Hl TV ANIER S, W Bty i e .

-

ciscoasa (config-smart-lic)# feature strong-encryption

IR H VR AT IE R B AR o DAY B

exit

7l LR 7 OB BV IR R RERC E AU /T, SO SRR IARIE i Cexit 8-
end) , B EEHE N SARAR A AT Ay & o

-

ciscoasa (config-smart-1lic)# exit
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ciscoasa (confiqg) #

SR A R ASA FEIUL VMR REHCIHAE L

FENT ASA REAUIN, A BERIFETBEER O0 ASA S RV BEAIHAT RG] (KB (F A0 1D AE. &
LK ASA REAU 23 BCRUAH N RO ™ o RO, BERRRR IR SE . (HOE, W2R ID RS
H P LA ) A% s DR T 240, U i mT RE R 2 EDE T ASA KB

a) fE ASA REAU P ATE M
license smart register idtoken id_token [force]
G UE

2) 38 SR SCHE R LATE M O AHME AT e 5 A BE AT BLAS AN D 1) ASA REAU o Bildn, W SR
REFRAHAE LA T RAMNER T ASA JE4U, 51 H] forces

ASA MU, S 4 RE PP BRI MR RO B S B A VF rIERBGEATHAL

5

ciscoasa# license smart register idtoken YJE3NjcS5MzYtMGQzMiOO0OTA4
LWJhODItNzBhMGQ5NGR1YJjUXxLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1VvRnBHUFpjcmO2WTB4TU4wS0Ac2NnMDO%$3DS0A

ASA [EHl: A1FRIECE A & BRI E TR AR
BRI I HOR R P B 1 ASA FERL
T2 B

M Cisco.com T # Y BRI HLAs A OVA S, FFAE VMwareESXi k454 b2 BEAITC & b ST A
HRFEAME R, 1S Mhttps:/www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

UK

$H

CERBEAR A BRAS A I/ SR A 2 JEL
(AJik) 7F ASA 457 HTTP 1CHE URL:
call-home

S %
>
N =

http-proxy ip_address port port

Gn RAE B W 2545 B HTTP AREESEAT BRI ), DU A2k R BE A ml i AR B kit . AR — %
5+ Smart Call Home.

R AL FFIFHTTPICHE,
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AsA gl piramEsnesssees [

TP

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

BV AT UE RSG5 URL DARE 318 Ge 4P H A BEAS A - o
call-home
profile License

destination addresshttp https://on-Prem ip_address/Transpor tgateway/ser vicesDeviceRequestHandler

i

ciscoasa (config)# call-home

ciscoasa(cfg-call-home) # profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

PC B VP B
a) BEAVFRIUER RERC B R
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) WEHIIAEZ:

featuretier standard

ACFRHE JZm] Y o BERIREC/F AT UE A HTAR A AR AERRVE AT IE
c) WEAFMEI:

throughput level {100M | 1G | 2G | 10G | 20G}

il
ciscoasa(config-smart-1lic)# throughput level 2G

dy Ak JJHsEmn.

feature strong-encryption

DR SR I RE A BB BN 25 R, AT ZEUE VR E . R, SRS RENK ) R AR AT
SN AL, {H Cisco TLAE SCVFEAE A s, S mT LU Sl sl in s v nl s on S04 ik =
ST B e EEn SR ILVFANE, JF B FYFiEsR &, W s i e

w45

ciscoasa(config-smart-lic)# feature strong-encryption
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a) BV AT E A R LI O

exit

AsANIT |

FEIE I DL 5 AR H VTR el BRI 2T, HHoR AR ARG MR A (exit 2

end) , ol A A RHE A LA B QAT AT A 2

T

ciscoasa (config-smart-lic)# exit
ciscoasa (confiqg) #

SRS AR 1 DUk B ASA:

license smart register idtoken id_token

TP

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk

dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4ws0Ac2NnMDO%$3D%S0A

ASA A AU AT F ST M, IF FRIEECE VTR R . i Rk o fo e, WUV e i PE
PR A 2 N 3% (3DES/AES) VFRJE. {#H] show license summary iy 44 2 V8 A UEIR S FE

I DL
il

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality:
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

Allowed

License Authorization:
Status: AUTHORIZED
Last Communication Attempt:
Next Communication Attempt:

SUCCEEDED
Oct 23 01:41:26 2017 UTC

License Usage:

License Entitlement tag

regid.2014-08.com.ci... (FP2110-ASA-Std)

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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AsA . mELREF ML) sheseisT [l

ASA [EHl: BELEXHI?ERF (MSLA) & se BT Al

T FCE MRS VR T EMY (MSLA) I SE R VE AT, 880] LASZEF U (0 458 FH IR TR0 kA 2, AN 2 A i
ATUET H SR AVF RTUESCAS — kMR o 7ESE R PR AT, ASA B S LIRS A A B4 (15
SIENTIRE ) SRERERVF AU IS DL ASA B ReAQHRAE PUAS /NI 1) 4 REARCPRAE BEAS R IEVF AT IF A
FTEBLRS (P RUM ) o SR)E, S OO SR i i B0 2 IR 5545 AE A S AR P F
AI,  Smart Call Home A2 FAEVE ATV BB A& 4. W SR SOk A 3 Be A% il ik HTTP/HTTPS B
R I%

FIEZ Bl

TS AT LU HIAS MO R BE S5 B 28 A Cisco.com T &R BE I BLER AL OVA SCfF,  IF4E VMware
ESXi 55 #% LAz 38 MM E I SOt . A7 RTEAIME S, 1 2 [ihttps://www.cisco.com/c/en/us/buy/
smart-accounts/software-manager.html#~on-prems.

UK

S RS S URMY BRI S b, R e B 25 V8 0 21 0 b (g s ol i SR — AN
A IR HNZ A
a) MiiEE (Inventory),

12: 75 E

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) FEFEH (General) LT K I, sTili#TE ShE (New Token).
RER ]

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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B nsamil. mEAiER MSLA) B siF

c) 1t CreateRegistration Token X[ ifFHEH, AL E, #R)5 it Create Token:
* Description
* Expire After - RUBHEUGZIN ]2 30 K.
« Allow export-controlled functionaility on the productsregistered with thistoken - j5 5 &
bR .

B 14: S E M SRR

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days
Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

RGO A A I BB b

d) s BT O 0 3 Sk TR T AT OT Token XHRHE,  RT LA A URE 43 1D SR BYIGIR . 2 2505
W ASA I, TEAERIF IR, DAAE ISR i 1 A FR o H

E15:EELHE
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registrafion tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]IhYTIIZGOdOSUOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +
3 A
& 16: EH <4
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

. CLI $4£ 1. Cisco Secure Firewall ASA &% 132/ CLI Bc E4575, 9.19 AR
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AsA . mELREF ML) sheseisT [l

$IB2 7F ASA Bl b, FE RS SHL

a)

b)

c)

d)

HEA VAR et B A
license smart

5

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #

Ja R e A4
transport type smart
S PR VP AT 75 2448 ) Smart Transport i AS+& Smart Call Home.

i

ciscoasa(config-smart-lic)# transport type smart

AN RILEHFE.
transport url {transport_url | utility utility url | default }

AR ARVCE URL, EKE[RIN 0 BE AL 4 MVE n UEAE IS D0 5 A1) default, R
https://smartreceiver.cisco.com/licservice/license.

i

ciscoasa(config-smart-lic)# transport url
http://server99.cisco.com/Transportgateway/services/DeviceRequestHandler
ciscoasa (config-smart-lic)# transport url utility
http://server-utility.cisco.com/Transportgateway/services/DeviceRequestHandler

CATIE) W SRAE R P 2 A F HTTP ARHEEAT BB Vg ), 1L B A T
transport proxy proxy-url port proxy-port-number
R ASFFAEHTTPARHE
A5

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 443

0

FEVF T R BECVF T B0 i AL A B REACBE AR 5
privacy {all | hostname | version}

5l

ciscoasa (config-smart-lic)# privacy all

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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f) WEIGEE:

featuretier standard

BUbRAE 2T o FERERRVE AT UE AR A R R VF ATk
g) WEAGMEY:

throughput level {100M | 1G | 2G | 10G | 20G}

51

ciscoasa(config-smart-lic)# throughput level 2G

hy  Cafik) JR N
feature strong-encryption

USRS REHCAT A B AR W R s L, IS TG BERVFATE . R0, A RES R RENK P R 3RAS
SRS, {H Cisco TURE SCVFRAE A s, S mT LA Bl sl in 85 VF IRV I 2048 ik -
S B dea G EE SR VFANIE, JF Bl TSR &, R & e

51

ciscoasa(config-smart-lic)# feature strong-encryption

i) B VAT IER e LS B
exit
FEIE I DL 7 OB B VPR BE R B AR N /T, O A S AR IR A (exit B
end) , A AR HE N SLARA A AT dr 2 o

5

ciscoasa(config-smart-lic)# exit
ciscoasa (config) #

PR3 BLE ST
a) BEASEHE PR ER .
utility

5

ciscoasa(config-smart-lic)# utility
ciscoasa(config-smart-lic-util) #

b) AUEME— R AR RRT . AR TR B e SRR PV T A A DR S T B
custom-id custom-identifier

i

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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AsA . mELREF ML) sheseisT [l

ciscoasa(config-smart-lic-util)# custom-id MyCustomID

c) QUEME—% T RCE SO AR O SRS PP VR A T SR 2
customer-info {city | country | id | name| postalcode | state |street} value

i

ciscoasa(config-smart-lic-util)# customer-info city MyCity
ciscoasa(config-smart-lic-util)# customer-info country MyCountry
ciscoasa(config-smart-lic-util)# customer-info id MyID
ciscoasa(config-smart-lic-util)# customer-info name MyName
ciscoasa(config-smart-lic-util)# customer-info postalcode MyPostalCode
ciscoasa(config-smart-lic-util)# customer-info state MyState

) #

ciscoasa (config-smart-lic-util customer-info street MyStreet

d) S HSHEPRT.
mode standard

i

ciscoasa(config-smart-lic-util)# mode standard

TR A AT 1 DRI PN ASA:
license smart register idtoken id_token

Tl

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUxXLTEOMTQ5NDAY$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcm02WTB4TU4wS 0Ac2NnMDO%$3D%0A

i show run license iy 26 2 18 A AR A T R 00

T

ciscoasa# show run license

license smart

feature tier standard

throughput level 2G

transport type smart

transport url http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler
transport url utility http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler

utility
mode standard
custom-id CUSTOM-ID-AUTOMATION1234
customer-info id ID-AUTOMATION1234
customer-info name NAME-AUTOMATION
customer-info street KitCreekRoad
customer-info city RTP
customer-info state NC
customer-info country USA

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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customer-info postalcode 12345

ASA [EHl: ECE Kk AVFRIEFE

AT LI ASA MRS E— N AR AVFRTIE . A A7E 845 ASA R0 B, Bl7E o el i 2 04 HL
T ESH A RTAER, Al [ AT

UK

LI wH ASA B ﬂw\ifFTiiE 116 71
FH®2 (k) (k) IRIE ASA UL K AVFRE , 45 118 1L

%2 % ASA FE 7k A1F AIIE
W FIET 7 o) I ASA RERDL, 65T B 6] 8 R P BL Rk A T

\)

IR O TARAVF TR, 1 ‘ﬂﬁfﬁﬁﬁASA}%?J\ZHJJE@TWIEI‘T@E WRASIE B [BRZ AT IE, %Y
TlEQT%hEA’EﬁHﬁ& 5, Et/ﬁiﬁ@ﬂ%?%‘ﬁﬁ’] ASA [ERL. S (W) RIS ASA Rl K AV
WE, 55118 T,

IR WA R K AVERIE S S R ECE (Bl T writeerase) , I RS AT T S 500 license
smart reservation i 2 BT A FIAK AVFRIIETRE (AP iR 1 Fion) ; BT E5E B FE e i H4 38

\
T

FHia Z |l

IR AVEATIE,  DMEILAE R e AT BE s Tl Hl o JFARPT A MK A ME AR K A VP AT UE T
B R IR T, TR SR DAL HE

* {E ASA REAU B2, LI SRK AVFATIE: REANGELE Day 0 B U0 224K AVFATHIE .

i

FHIE1 (LR ASAVS) 4 RAM 4 2GB (9.13 J¢ B A R BBk ) B, el ASAvS 7k AVEA]
ko

license smart set_plr5

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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23z ASA gl A ariE ]

HIE2 {E ASA BRI CLI H, Ji AR AVFRIUETI S -

license smart reservation

TP

ciscoasa (config)# license smart reservation
ciscoasa (config)#

MIER T LR dy 4

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

FAG O GEVFRT, A UE Ay 210 no JES, RS HH A Lk dr 4. HAlh Smart Call Home it
BEORFFAAL, (HARAEH], PIEA T EH i A X L 2.

TR LR BE R A N (R VF A EA RS
license smart reservation request universal

i

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

I FEEEAE ASA REUL 5535 T4 FH 1 28 5 22001 (ASAVS/ASAVI0/ASAV30/ASAVS0). 1% 52
ST SR BV R IE o 0 SRR S R O A B B S o], DA SR (R 2 TV T UE AR AR ) R
oM OB VP RTIE o BERE O U ASA BRI S, FE B RIpLIR R P, W LA 2 vCPU
DRAM W B AUCPECE 8 5 2k A OCIXEEE, 2 ASA 4L PN 146/ . ZEA A Y ui A
5, W show vm 4,

mRFEPR A A A, W BorF—AAS, RIEEFE a2 wntt . R ARt AR A
A E BEAY, WA RO RIER, WA

license smart reservation cancel

WA R AVF IR, T A R AL EEE SR SO o WIS A i N RE AR A4 B2
A2 5 R P A RERF 2 AT UE N T ASA B, AR5 o] LIRS 75 2R PNZ vl iE . 1630 (]
%) IRIE ASA FEAUL IR AVFRAE , 25 118 Tl

Vila) “RREAFE FRESTE B (Smart Software Manager Inventory) Fi %%, i1 AJE (Licenses) 1
.

https://software.cisco.com/#SmartLicensing-Inventory

Licenses i3 7= 5 4 (1 7 ARSI BT AT BAT VFAlIE. Rl ATK A o

$ES L FRIHETRE, IR HE PR ASA L /S5, i Reserve License.

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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B ) 5T AsA E A AFAE

B BEBATE B AR o SR LR BOZ IR B0 F R I RIS . AR BRI FEAS
VRATIEEL S A T HPIRZS

RS E A B 2 License Reservation #2411, W& UMK P AR BAZ AT K AVF AT UETIEY o AEIXFh S I
T, TSN AE FH K A VF AT UE TR O T N T8 PR RE VA AR A 4

75 ASA JEUL A A SALEY -

license smart reservation install code
w5l

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

ASA R AL 5E AV ],

(AIiE) 1Ri% ASA EHL 5k AVFANIE

$IR2

U ARSEAN P T K AV RTIE. (B, #5245 1] ASA FEAUL B i H A 5 Rl A & il SR VR rT IR
AU FH R e i VF IR IE ORI 25 B RE A F A BE A . WORSAMZ P D B AT, WIZVF AlE
ViR CRAFAEAPIRZS, IF HGVEEAA RO T oAl by

UK

7E ASA B EA RIS«
license smart reservation return

TP

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCagq8oSv60yZJuFDVBS2Q1iQ=

ASA MU 22 ST RIVAR BORSRVE AT AR Ay “ VP47 RS RIS 2 A A LAY, 1 A
e TR, WERETERB I K AVFATHIE (license smart reservation request universal), o %
ASA FERL S 205 GEIL K IT HL 5 5 4. vCPU/RAMD , URK G0 58T s AR . A Ol 35 i%
ARHS BL5E R 34 o

HFH ASA RS EHI B AR IRFT (UDL), LMEAER BE A PGS T 2k ASA REHUL SEH:

show license udi

TP

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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(i) BuEEm AsA Enl caminas) ]

W3 Vi R EAS “WE 7 (Inventory) Bi&E, AR5 i P=gaSEfl (Product Instances) L1 :
https://software.cisco.com/#SmartLicensing-Inventory

Product I nstances &8 1 UDI %7 T A 345V 7] 1977 40 o

LB 4 HRBVEREDEH VT ASA JBHL, MKIRIERE 324 > MRk, RIS HEP B ASA Bl RIS .
17 Remove Product I nstance.

TRV ATE R I 2 A H it o

(AJi&) BUGEEM ASA [Efl (FMFAALM)

X ASA RSO BUHTEME 2 K S IR ASA REAU. R GE IR ASA RESUL A (R T VF ] UE SR AUAIHIE
Foo BERTREA BIOE TN A FT ) ASA REAUURETBVF I UE . BT, 0 n] DL BRI 2 238 B ASA
AU o

)

ER RO M ASA FERL, WITETE RN ASA BRUG, BRI B R R BREPR A

UK

IV M ASA REHL:
license smart deregister

SRIG ASA REFL 2 HINZ.

(AliE) 2529 ASA [EHL ID MER S AIIERN (ERFNARM)

BOATFOLT, IDUEASERE6 AN BB ERT,  VFATIERBURE 30 R BRI A U5 ) LI (R o) A B
B AR BT AR h BEAT T AR VR T S SRR, T RE N IX LT H TS S T -

UK

S B ID LT

licensesmart renew id

FIR2 POV AT UERR A -

license smart renew auth

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. Firepower 1000, 2100,Cisco Secure Firewall 3100: B & & e 4% 414 AT

Firepower 1000, 2100,Cisco Secure Firewall 3100: B¢ & % &t
ERAFIF A

AT WA Ky Firepower 1000, 2100 il Cisco Secure Firewall 3100 Fit & % e Vvl . MEFRLL R

Bz

#HIE 1 Firepower 1000/2100. Cisco Secure Firewall 3100: it & % ML Re A VFR] , 55 120 7.

ALl Caf) HUWVEM Firepower 1000, 2100, Cisco Secure Firewall 3100 CHRUFIAML) , 55
132 ik (Afik) 444 Firepower 1000, 2100+ Cisco Secure Firewall 3100 ID i 45 akiF nf {EZAL Ci
FUORIAHD , 5132 T,

$IB 2 Firepower 1000, 2100. Cisco Secure Firewall 3100: [t & 2 GBS PR B AL VF ], 5 124 1L,

st L (alE) UM VEM Firepower 1000, 2100+ Cisco Secure Firewall 3100 CHMUAIAR) , 25
132 miEk (k) L2 Firepower 1000, 2100, Cisco Secure Firewall 3100 ID ilF 580 /F n i 5240
FRAIAM) , 25132 1,

#1123 Firepower 1000, 2100, Cisco Secure Firewall 3100: Jt & /K AVFA[iETIE , &5 127 T,

Firepower1000/2100. Cisco Secure Firewall 3100: B & & & seix i Al
W T B B P TR0 ASA.
T
SN (RIS CERVR AT EIED ofr, BN U A v I B F KL s —
S A

a) miidiiEE (Inventory).
& 17:558

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory M Licenss Conversion Reports Email Motification Satellites Activity

b) 7EEM (General) LIk b, fiiliFESHE (New Token).

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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Firepower 1000/2100. Cisco Secure Firewall 3100: B2 & & & sEiRHiF o] .

18: FiE S h2

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t CreateRegistration Token X[ iEHEH, HALLF#E, #R)5 it Create Token:
* Description

* Expire After - AR BLZIN R R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - 3 1 5 H &
FrEdr.

19: CEE MRS hE

Create Registration Token

his dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

FRGEN A A I B B IR
d) U2 AT 5 Sk B AR AT BAFT T Token XFUGHE, 0] LA H K4 T ID SISt . 4 75 2
W ASA I, TEHRER LA R, DAYE AR T 8

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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20:EFSH

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =
. Py
B 21: S5 4
Token @ X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

$IW2 (k) 7F ASA ¥ HTTP {CH URL:
call-home
http-proxy ip_address port port

R 4 HTTP AT B s 1], DA 200 4 B RE XAV v i B A QB b hE o AR — %
.4 T Smart Call Home.

e 21 AZFFUIEHTTPAC R,
w5l

ciscoasa (config)# call-home
ciscoasa(cfg-call-home) # http-proxy 10.1.1.1 port 443

$IB3 7E ASA iR AT IEREAL.
a) HEAVFATUER BERC E R
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic)#

b)  (Firepower 1000/2100) ¥ & IhhE)E

featuretier standard

. CLI $4£ 1. Cisco Secure Firewall ASA &% 132/ CLI Bc E4575, 9.19 AR
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d)

e)

Firepower 1000/2100. Cisco Secure Firewall 3100: Bt & % M8 ge i thiF o .

PATRREVEAlE CRR M IEREVE el E) A o 2 VF Al e s i HoAth S B VE nl UE (R RT3 464 %)
T Cisco Secure Firewall 3100, FEfitl VFrJiEaa 240 T 5 HPIRAS, TEik2EH .

SR 2 A SV ATIE .
feature context 45
pEp Firepower 1010 A SZHFILVFATIIE
BRINIEOL T, ASASCRE2 /M5t DRI I 11 SR IR A7 S5 85t o 75 22 I B0l 25 2 /N BRI 5t
15 5 ) B R HCR R TR T 2

* Firepower 1120 - 5 Fi 5%

* Firepower 1140 - 10 Fl{i 5

* Firepower 1150 - 25 Fi 5t

* Firepower 2110 - 25 Bl 5t

* Firepower 2120 - 25 Ffif 5

* Firepower 2130 - 30 Fli 5

* Firepower 2140 - 40 Fili 5

* Cisco Secure Firewall 3100 — 100 /& ¢

B, XFF Firepower 1150 1155, ZH & ORAE - 25 Bt 50, i o0 S 8dm N 23, (0K 5 8K
INHE 2 A0

EUE
ciscoasa(config-smart-lic)# feature context 18
(A[3k)  (Firepower 1010) i K4 5 74 22 A VF ] Uk LLS ] 25 /4% AT e 1%

feature security-plus

i

ciscoasa (config-smart-lic)# feature security-plus

(A[#E) (Cisco Secure Firewall 3100) i#53K Diameter. GTP/GPRS. SCTP il ff)iz 7 7 VF Al ik

featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

CRIE) R Hn s

feature strong-encryption

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. Firepower 1000. 2100. Cisco Secure Firewall 3100: i & % gE4R & IR 88 A b 7]

U A D REHA T PR R SN i, AT EEIR VPRI IE . SR, WSRO RENK ™ Rk A
SR ZAL, {H Cisco LU E SCVFRAE A 9N, S mT LA Bl s in 85 VF rl e In 2048 ik =
A ER s EEE R VFANIE, JF Bl TUFTESR &, Wa el e

5

ciscoasa(config-smart-lic)# feature strong-encryption

SRR A AR 1 DI T ASA:

license smart register idtoken id_token
il

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

ASA [ B BE A BASVE T, JF FRIE G B VE T ERA . A R R Fe e, R RERR I B S 6
2N FH 8 IN % (3DES/AES) VFAJHIE. 1] show license summary iy 446 7 V1 AT R AR08 175 0 o

Tl

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower1000. 2100. Cisco Secure Firewall3100: Bt & & Rl &8 25

AR VFA]

VRS PP A P AR RE P PR (1) ASAL

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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LI

$IE2

Firepower 1000, 2100. Cisco Secure Firewall 3100: FoE % 454X 1R RS A i v .

FHia Z |l

M Cisco.com TR BRI HL A8 A OVA S, Ff4E VMwareESXi k454 [ 2B MITC & S A
HRVELNE R, 152 https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

o
i

FER BE B BRI IR 25 i L0 SR -4 ot
(Ai%) £ ASA E4RE HTTP AP URL:

call-home

http-proxy ip_address port port

G RAE I W 2545 B HTTP AR EEEAT BB U7 ), TUDAZ0 k) B RE AR ml e B AR EE i bt . AR EE— %
4T Smart Call Home.

TR AZFFIEFHTTPICHE,
w5l

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

SRR UE RS A URL DAL BB B8 P o A b I 5545
call-home
profile License

destination addresshttp https://on-Prem ip_address/Transpor tgateway/ser vicesDeviceRequestHandler

Tl

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

16 ASA B RVFATUESZ AL .
a) HEAVFIUER AEf B
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b)  (Firepower 1000/2100) ¥ & IhhE)E

featuretier standard

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. Firepower 1000. 2100. Cisco Secure Firewall 3100: i & % gE4R & IR 88 A b 7]

d)

e)

HEVHEVE I (WFCHFEREVFATIE) W BV UE 2 in HoAh S a6V nT Uk I AT 46 F . X
T Secure Firewall 3100, FryEHF I UELEEAL T8 FPRAS I TLIEZEH .

(Ai%) WSR2 SV aliiE.
feature context 45
pEp Firepower 1010 A SZHFILVFATUIE
BRINIEOL T, ASASCRE2 /M5t DRI I 10 SR IR A7 S5 85 o 75 22 I B0l 25 2 /N BR3¢
17 SR B R HCE B R T AT 5
* Firepower 1120 - 5 Fi 5%
* Firepower 1140 - 10 Ff i 5
* Firepower 1150 - 25 Fi 5t
* Firepower 2110 - 25 Bl 5t
* Firepower 2120 - 25 Fff 5
* Firepower 2130 - 30 Fli 5
* Firepower 2140 - 40 Fili 5

* Cisco Secure Firewall 3100 — 100 /& ¢

B, XFF Firepower 1150 1155, ZHH EORAE - 25 Fidl 50, i o0 S BTN 23 (0K 5 8K
NHE 2 A0

EUE
ciscoasa(config-smart-lic)# feature context 18
(A[3k)  (Firepower 1010) 15 K48 5 A4 22 A VF ] Uk LLS ] 25 /4% AT e 1%

feature security-plus

il
ciscoasa (config-smart-lic)# feature security-plus

(A[#E) (Cisco Secure Firewall 3100) i#53K Diameter. GTP/GPRS. SCTP il ff)iz 7 7 VF Al ik

featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

CRIE) R Han s .

feature strong-encryption
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Firepower 1000. 2100. Cisco Secure Firewall 3100: B & 7k A5 AT LT B8

U R MR REHCA T PR R SN i, AT EEIR VPRI IE . SR, WRAE R RENK ) Rk A
SR FZAL, {H Cisco CUAE SCVFRAE s, S mT LA 2l s in 85 VF rl e In 2008 ik =
A ER s EEE R VFANIE, JF Bl TUF RS, W a i e .

5

ciscoasa(config-smart-lic)# feature strong-encryption

BERS MEAER 1 D PR B ASA:

license smart register idtoken id_token
il

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%0A

ASA [ A HWE BEAPE R B IR AS Av i E, I FRTEHC & P il AEAZ A . ORI SoiE, A AE K
P8 B ARk 2 N FH 5 0% (3DES/AES) V1 HlHiE. f ] show license summary iy 2 2 V5 il U RS A
R DL -

5

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower1000. 2100. Cisco Secure Firewall 3100: B & 5k A 4 A[ iE 771 &8

#0] LLA Firepower 1000+ 2100 8%, Cisco Secure Firewall 3100 7 e — AN K A WIE . ASYTIEA A AE 15
F ASA BT 38 [ nf ik .

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. 222 Firepower 1000, 2100,Cisco Secure Firewall 3100 7k & i AJ i

UK

L1 3% Firepower 1000, 2100,Cisco Secure Firewall 3100 7K A VA UE , 25 128 T,
HIE2 (k) (%) JRIE Firepower 1000. 2100 Cisco Secure Firewall 3100 7K A VF]4F , 55 131 1.

% %= Firepower 1000, 2100,Cisco Secure Firewall 3100 7k A i 7] iiE

XTIEVE Vs ) ELIE Y ASA,  Rn] DA B e A4S B AR T SRR AV THIE . K AVF R UE A T T D g :
HA I 2 24 50 JE6 VFATiE.

\ )

AR O TARAVFTUETE, A E S ASA Z AR PNZVFATIE . A A IE 2GR PV AT e, i VFaTiE
SARFFEATHPRAS, HIERIBRIH T8 ASA. 12 (k) JRIE Firepower 1000, 2100, Cisco
Secure Firewall 3100 /K AVFAIUE , 55 131 T,

FHiaZ |l
W STR ATVFRTAIE,  DAME AR BE A B A TP o JFARPT A K #R AL AE AL T K AVF AT IE T
NI E B DI RE 2T, Wi OR IR MR

UK

HIE1 £ ASA CLI 1, Ji K AVFRTIETIE -
license smart reservation

Tl

ciscoasa (config)# license smart reservation
ciscoasa (config)#

i
g
N

T SR B AR A B2 Hh R N TR VR PR AR
license smart reservation request univer sal

Tl

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

WEREFA A M2, W s A AR5, RIMEAE FR ndon g k. R AR BEACURS F A
R PGS, JF HAEBUH IR, T

license smart reservation cancel
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IR

223 Firepower 1000, 2100,Cisco Secure Firewall 3100 5k & i A] il .

WMREERDK AV IR, WA AR BE SRS B U o W R DR A 5 N B e A B,
DDA 2558 AR TP A BERFZ VT T UE . T ASA, AR5 v DI IS 75 LR MIZVF nl k. G S5 (nf k)
iR Firepower 1000. 2100, Cisco Secure Firewall 3100 7K A VFA[HE , 25 131 UL,

Vila] “ R RERAFE FRESIE .7 (Smart Software Manager Inventory) %%, s5dii%F AJIE (Licenses) ¥
+.

https://software.cisco.com/#SmartLicensing-Inventory
Licenses 51K W7 5 R8I /- AH Q1 Fr AT BRATVERTIE. GEE AR A o
M ATIETREE, JEAEHE T EE N ASA 1005, Al Reserve License.

BRI B R L AU o S RT DA N B S ks HL R A BB AR MR A e B
VPATIEEL AR T HPIRZS -

WERIEBATE 2 License Reservation 1541, WA (K ) R T K AVFRIIET o AR R B0
N SR K AR AT IR T B O R e A\ 3 R A REVE AT IE T

76 ASA I NFZALRY
license smart reservation install code

Tl

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

7E ASA _LAE RVl IERZAL .
SRR BARK AVFRUE RV se e T A Vel (BI85 2247 JF ASA e & I F#L, LUE
ASA FE el UAEH e,
a) HEAFIUER RERCE R A
license smart

-

ciscoasa(config)# license smart
ciscoasa(config-smart-lic) #

b) (Firepower 1000/2100) ¥ & IHE)Z
featuretier standard

HEUEFE (B FEMIFAHE) T EF ik E i A T ge i i prge 4k
BERRCAE AT UE AR S A HERRGAE AT 3IE . X1+ Cisco Secure Firewall 3100, il F n] IF #2412 H
WA, ToikZEA.

c) (i) A LA SV AE,
feature context 45

iR Firepower 1010 A SZFF IR AT IE

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. 222 Firepower 1000, 2100,Cisco Secure Firewall 3100 7k & i AJ i

d)

e)

BRIAE UL R, ASASZRF2 AN 5, DRI N R 5800 5 S B i 25 2 S BOA R 5t
HI TR AV SRV RSO, DR mT LUy B 25 8 Al s K. S i RO I T
AL

* Firepower 1120 - 5 Fii 5%
* Firepower 1140 - 10 F 5%

* Firepower 1150 - 25 Fi i 5t

* Firepower 2110 - 25 Ff 5%

* Firepower 2120 - 25 Fili 5

* Firepower 2130 - 30 Fli % 5

* Firepower 2140 - 40 i 5

* Cisco Secure Firewall 3100 — 100 /M 5t
#iltar, %FT Firepower 1150 11 55, ZEAF FH I ME - 25 R 5, 1A SUEC N 23 IB(ER S8R
IMEL 2 A5

i

ciscoasa (config-smart-lic)# feature context 18

(A[i%) (Firepower 1010) Ji FH 38 8 22 A7 n] ik DU ) 32 /48 FH s 3 35 o

feature security-plus

i

ciscoasa(config-smart-lic)# feature security-plus

(A% (Cisco Secure Firewall 3100) i f| Diameter. GTP/GPRS. SCTP il (1128 i 4 I ik

featurecarrier

T

ciscoasa(config-smart-lic)# feature carrier

CArae) o s .
feature strong-encryption

DR R I REHCA T BRI RN 25 2, WA ZEIEVFRTIE . SRITT,  WORAE R RENK )™ RARAT
SRANE AL, {H Cisco CLAfE SEVFRAE T BN s, 50T AT SIKe st s VF rl v In 2 R gk
HAT E R A& 208 R ILVF e, JF Bl YR IER S, WE & e,

5l
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(ATi#%) iE5% Firepower 1000, 2100. Cisco Secure Firewall 3100 k A 5 TiE [

ciscoasa(config-smart-lic)# feature strong-encryption

iR i% Firepower 1000. 2100. Cisco Secure Firewall 3100 7k A i A JiE

UURA TR EORAVFUE (B, BIEAEEEH ASA) , 25U ) LA N R 3% Vvl e 1E 2R 6 45
BRI B . WA T D B, WHZVF IR DR EADIRZS, JF BB REIL
I FeAt 5

pUE ]
1E ASA AR EARHY

license smart reservation return

oRtIR

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg {uXiTREfVrp7M/zDpirLwYCag8oSv60yZJuFDVBS2Q1iQ=

ASA KL BIAR ARV AT HEHEN “PPAL 7 RS, WHR ST BRI E G AR, EEALL G . 1F
TER, W REE SR K AVERTIE (license smart reservation request universal), TG 5 Bon
BEARAS . B PR POZARS LSS IR 1B . WHR PP I C L 1, W ASA &3 NRE IR . ARG Bk
BHTFEAGER, WS AGIRE . 5 154 1L,

B ASA AP IS (UDD), DA E R B A B4R Th 4R Bk ASA 541

show license udi

IR

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

V7T BE A BEAS I “VE 0 (Inventory) Bidw, R AliliP= @S5 (Product Instances) 17 -
https://software.cisco.com/#SmartLicensing-Inventory

Product Instances & Ui i 1 UDI B2 T3 45V 0] 1077 o

FRBVEAEIOEVF T ASA, IKUCEPHRIE> MIBR, SRS 7E T HEHEEAN ASA IRIEARAS . i+ Remove
Product I nstance.

TR AV ATIEREIR 4 2 A it o
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. (AJ3%) BYGE;EAM Firepower 1000. 2100. Cisco Secure Firewall 3100 (& #F07 i)

AsANIT |

(AJi%) BYH:EAM Firepower1000. 2100. Cisco Secure Firewall3100 (‘%

FFAZR )

HOHTE M ASA K N EIIK 7 IR ASA. RGE MR ASA LRI FT A VFAESRAUHIE 1S

WO A RERE IS/ PTUE LURT 8T 0 ASA. B3, FTLOKE ASA AT RERR A5 4% v A

UK

IUVE N ASA:

license smart deregister

PR
(i

SH]RE T

(AJi%) %249 Firepower 1000. 2100. Cisco Secure Firewall 3100 ID iEH

B ATIESR AN (CEAFAZR )

ERAEOL T, IDAEEE6 AN BEh TR, VFAERAURE 30 R AR R4 U ) LI A I 18] A B
B AR R RE P E A BEAS ThAT TARATVR AT S, AT e 5 S A JE AT — T3 2 20

UK

S B ID E 1

licensesmart renew id

P2 VAT UERRAL

license smart renew auth

Firepower 4100/9300: fi¢ & £ RE &0 414 AT

PERE il ] T R RE A B s . ASHU R RERRI A BEER IONLAT,  BUKAVFRTETIE 5
BCETEFD) - DURRIR 5 L RC BN AT 45 1F o

152 % (FXOS

XFRAVFAET , VFRIE R I PT A DRE: B2 2t SR & i Ve IR bz . (HA2,

Bl ASA “HniE” nlDUE HIX LT RE, TR EALE ASA LR HEAT.

FHia Z |l

T ASA ERE, MR EV NI OCHATARCE . A MR e el T,

W~ B LA ASA CLI 14T .
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Firepower 4100/9300: B¢ & %5 A8 4% ¢4 1% 7] .

%3] Firepower 4100/9300 HLAH CLI (38l H 8L SSHD , AR5 & 1hi%H: 5 ASA:
connect module ## console connect asa
w15l

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

TUGERR] ASA ¥ G R, BB ASA, AFHFEFIKA connect asa.

XT ASA BERE,  UH YT ) $2 ) PR C AT VR ARG A AR RO B . R, R ICAL T
1, DI, S e RO B iR

fE ASA CLI ', #EAS R EA. BOASOL T, BRAR/EREIZ M e B8 TR, SIS
AP s, (HARGES AL I fir & enabl el Se7s 15 B i i

enable configure terminal
il

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****x*x

Repeat Password: *****x

asa# configure terminal

asa (config) #

X ASA ERE, WIRTFE, EFA MRS R It
show cluster info

i

asa (config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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. Firepower 4100/9300: B2 & & SE4K 1415 AT

Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JABO815R0OJY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

WL A B 2 A R 4, IR U ATE R, IFEERRIEMII & . AU iR &R, &0
T

LA BV IR REC B AR
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

PR WHIGEZ:
featuretier standard
SbRHEIZ AT H o BV AT UE R S A D BEVF TR A TSR 45 A SR IRIMK P b 20 R 88 R R0 VT RIIE o
TR, o B AT A )y e VF AT IE B ZEVF AT IE BT D) e
PG TR LT DIRE A — el 2 Filr
* J&7H 1 (GTP/GPRS. Diameter F1 SCTP #ilf)
featurecarrier
© AR
feature context <1-248>
XTI AVFRUETR , R80T LA € e K 58 (248).
* 1% (3DES/AES)
feature strong-encryption
T R s N RERR AT PRSI R ) s B 4, WA ZEEVF TIE . SR, SRR ENIK 7 R 3R
FFIRINEE AL, {H Cisco CLfE LV T NS, S8 7T LTSl sl s VFmT 1V 0 21 45 (1 ik
Fo MU R T EE R ICVFATUE, JF B TVFaER S, W& Bl Al
eRtIR

ciscoasa (config-smart-lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50
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srasmrTi W

F$IBT TR ASA EHG, EFORTFPh A ~ BIalE H Telnet W . i\ quit PLE[R #E 5% CLI,

BNNEIS B ATk

Ao HH ] T ASAv FlI Firepower 4100/9300 HLAH ASA ‘224 #He (4 nf HEFZAL o

ASA E#l
] PAFEATAR 52 S2RF I ASA L vCPU/ AATE & H A AT ASA JERL vl . Xl ik ASA Bl &
JUES P RER VM RV & A5 0] rhig 4T, IR 23N 52 S50 AWS R Azure 5228 AL 5 .
fit B ASA FEHL VM IN, ER vCPU %24 8 D (W B2 VMware Fl KVM _Eff) ASAv100, %K
16 1) 5 SCREIEHCKNAE N 64GB.

| o

EEED ASA JBRINEMRAAFZER N 2GB. 1R 2451 ASA L N A7/DT 2GB, LTSV AEAE I ASA
REFL VM N AE T OL R, WA TF 2 34 9.13(1) M B i A . @mﬂuﬂfﬂ%m?ﬁmﬁiﬁiﬁ%?ﬁ
1] ASA EHL VM,

AT 1 4 vCPU 1 ASA JERL I, ASA JERL (FHAR N FE K& 4GB,

ROV AT
« VERTIHRERAVERT - £2 S RN 2 T I BUHEE VM Py {7 B

* Secure Client fil TLS AAFE )1 BRHEIE ST ASA B SF SR, SihRHEIAT S ASA Bl 1Y
5257 (ASAV5/10/30/50/100) Bk

SRR BT SR A 25K W VM AR T el EER, St BRARE 12 8 0 A A7 SCRF IR de K

* AT KERIESEON VLAN ST ASA B W AFII-F- 65 BRI

o AT ARG, AR AT AR A1 vCPU (VMware 1 KVM E&c£ 4 8 58 16 4
ASAvV100) FINTE (% 64GB) LigfT.

* DA $A SKU FHE 7R A4 FRK 4k 220 F5 7 55 (ASAvV5/10/30/50/100)
o P AUIE Jo T B ) i KA
© BT R BT AR

FAME RIEBYIFA]IE
BA A 3& 1 AT IE
1B P 28 it i e 2 Ja H
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VFATE

RiERYVFATE

N s e

IEE R

il

JA

Total TLS Proxy Sessions

100 Mbps #Z#L: 500
1 Gbps #%ZHL: 500
2 Gbps #H8L: 1000
10 Gbps #Z#L: 10,000
20 Gbps #Z#: 20,000

VPN 15[ iE

Secure Client X 2544

100 Mbps #ZHL: 50
1 Gbps AL 250
2 Gbps #&ZHL: 750
10 Gbps #Z£L: 10,000
20 Gbps #Z#L: 20,000

Hifth VPN S 44

100 Mbps #Z4L: 50
1 Gbps AL 250
2 Gbps #AX: 1000
10 Gbps #4L: 10,000
20 Gbps #Z4L: 20,000

VPN X254k a8 (BispraE
#)

100 Mbps #Z4L: 50
1 Gbps AL 250
2 Gbps #ZAX: 1000
10 Gbps #Z4L: 10,000
20 Gbps Z#L: 20,000

18 F 1 AT E
Tl ASAv STD 100M-100 Mbps
ASAv STD 1G-1 Gbps
ASAv STD 2G-2 Gbps
ASAv STD 10G-10 Gbps
ASAv STD 20G-20 Gbps
ik LAl (DES) 2% (3DES/AES), g FK /™ i) 3 H S P B
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asa izt [
VFAIE RIERYVFANIE
W RS FHI/4% H
A Ak
EiE £ i
vCPU. RAM SCFFR vCPU iR 24 8 A (W12RE VMware A1 KVM L1

ASAV100, HZ N 16 1) 5 SCEINEKHNAEN 64GB. 0] LLE
F vCPU FI A7 AT R AL A 58 8 AT ASA B4 BRI o

* ASA LI BAR A A7 25K N 2GB.

o B3 AT 14 vCPU 1) ASA FEFUL I, ASA FEFUL I
W A7 25K 2 4GB,

o V- E5 BRI ER TR 1 N A2 S
o S PRI T B IR AL, I e I AP R It
* 100 Mbps #24X: 2GB % 7.9GB
* 1 Gbps #Z#L: 2GB % 7.9GB
* 2 Gbps ##L: 8GB % 15.9GB
* 10 Gbps ##X: 16GB £ 31.9GB
* 20 Gbps #Z4X: 32GB % 64GB

+ & PR
FAT BT K E R KN VLAN S22 56T ASA AU A7 (K11 5 BRI -

N

AR ASA BAE T CORJAGVFRT RSN, B KERERA IR 1000 SRAGE MBIV 5,
R AE-F- 65 IR ASA RESURI RN AF 25K 2GB.

% 3 F AR

ASA [EHl N7F Fr & AR EER VLAN
2GB £ 7.9 GB 100,000 50

8 GB & 159 GB 500,000 200
16 GB % 31.9 GB 2,000,000 1024
32 GB % 64 GB 4,000,000 1024
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B Firepower 1010

Firepower 1010

N IR Firepower 1010 SR VF A (1 Zh it

VFRTIE it 15 AT HIE

B A3 AT HE

AR P 2 e D ANFF

IR BT KBRS 100,000

BER ANSCHF . HARANSCRY SCTP Krill ety (HSZH:EH ACL (1) SCTP

ARSI -

TLS {RHE2 15 45K 4,000

VPN ¥ A]3E

Secure Client X} 244 ARIRAFVFH] nJ'i% Secure Client Advantage.
Secure Client Premier. =%, 1R
Secure Client VPN VF AT HE, 1%
%: 75

Hoflh VPN 2544 75

VPN S8R R (FRpT A |75

)

i A1 AIE

n BLhit (DES) (3% (3DES/AES),  HU#k Tk ™ i3 H A FAE i

W 4 (R ) s Ak

A Ao

et Rk,

K VLAN $¥i 60

Firepower 1100 3 5|

N BN Firepower 1100 41 CL3RVE AT (K D) fE

VAT IE £4lt 1 ALE

B AV AT E

(YR LS TN = g uRsS ANFF
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Firepower 1100 &7 .

VFAIE LA 15 ATIE

I Bl7 K R Firepower 1120: 200,000
Firepower 1140: 400,000
Firepower 1150: 600,000

BER ANSCRF . BARANSORF SCTP Krfllwss, (H3CH5 {4 H] ACL ) SCTP
AR -

TLS ACBE 2 1H S 2K Firepower 1120: 4,000

Firepower 1140: 8,000
Firepower 1150: 8,000

VPN AT

Secure Client %} 2544

A

n['i% Secure Client Advantage.
Secure Client Premier. % /R
Secure Client VPN VFAJIE, 1%
%Z:

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

Hifth VPN 5244

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

VPN X &5k m 4 (BHETE
)

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

18 A 1F AT E

e St (DES) sl (3DES/AES),  HUARTFK /™ (1 5 A5 R 1

2 2 ALEVFRIIE, %
Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25

i ANSCHF o
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VFAIE L8 1 AE
1K VLAN kit 1024
Firepower 2100 2 %)
&R Firepower 2100 R C 3k AT R D RE
VFAE EL 8 P ATE
B K&V AT E
i W 255 L D s AN
IR KA B Firepower 2110: 1,000,000
Firepower 2120: 1,500,000
Firepower 2130: 2,000,000
Firepower 2140: 3,000,000
ST ARSHF. BARSHF SCTP Ky, {73 FH ] ACL 1) SCTP
ARAHLI -
TLS AREL 15 4L Firepower 2110: 4,000
Firepower 2120: 8,000
Firepower 2130: 8,000
Firepower 2140: 10,000
VPN 15[ iE
Secure Client X254 RIPAFVF] Al'3% Secure Client Advantage.

Secure Client Premier. 8¢ X i
Secure Client VPN 1],

EX

Firepower 2110:
Firepower 2120:
Firepower 2130:
Firepower 2140:

1,500
3,500
7,500
10,000
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Secure Firewall 3100 &% .

VFAIE LA 15 ATIE
HAth VPN R254K % Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
VPN XSS CRFET98 | Firepower 2110: 1,500
Ly Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
18 F 7 AT E
n JLhih (DES) 84 (3DES/AES), MUy Tk i 5t A vk 1
Za it 2 AEVFAE, 8%
Firepower 2110: 25
Firepower 2120: 25
Firepower 2130: 30
Firepower 2140: 40
i ANSLHF o
£ K VLAN & 1024

Secure Firewall 3100 % 7%

N E7R Secure Firewall 3100 Z& 41 L3R4 v 1 Th E.

VFATE it 15 AT HIE

B A&V AT IE

B I 2 I e s A AN

IR B K B e B L Secure Firewall 3105: 2,000,000

Secure Firewall 3110: 2,000,000
Secure Firewall 3120: 4,000,000
Secure Firewall 3130: 6,000,000
Secure Firewall 3140: 10,000,000
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AsANIT |

VFATE £ FAE
T e ATEVFATE: 1
TLSACHE 2% a5 Secure Firewall 3105: 10,000
Secure Firewall 3110: 10,000
Secure Firewall 3120: 15,000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 15,000
VPN i \]iE
Secure Client X454 RPFAFVF] nJi% Secure Client Advantage.
Secure Client Premier. &% X[
Secure Client VPN ¥FA[IF, #
EX
Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
FoAth VPN X444 Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
VPN W&k i #r (s a 28 | Secure Firewall 3105: 3000
Uzy) Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000
B AIFRTIE
e Hilli (DES) 54 (3DES/AES), HUuk T /™ (95t 3 IE B
AN 2 ATEVFATIE, % 100
Sy =
K VLAN ¥ 1024
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Firepower 4100

Firepower 4100 ]

"N IR Firepower 4100 CL3RVFAT TN fE
VFAIE L8 P ATHE
B3 A&V AT IE
AR P 2 e D ANSCHF o
IR Bli K BB Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4125: 25,000,000
Firepower 4145: 40,000,000
&7 2% ATHEVFATE: 5%
TLSARHE 25 iif S 4K 15,000
VPN 17 iE
Secure Client X 25 {4 RIAFVFAT H['i% Secure Client Advantage.
Secure Client Premier sk {1 [
Secure Client VPN V1 A[ {if :
Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
FLAth VPN X 4544 Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
VPN W24kt (aispra2E | Firepower 4112: 10,000
) Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
18 F 1 AT E
nE B4l (DES) 85 (3DES/AES), MU p Tk /7 1) 5 th A B v
A 10 FIEVFRTIE: % 250

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



AsANIT |
Bl Firepower 9300

VFAIE LA 15 ATIE
i Ji
K VLAN it 1024
Firepower 9300
R 7R Firepower 9300 CL3k V1] [ Th fig
VFATIE L8 1 ATE
B3 A&V AT IE
i )7 P 28 U L R A AN
FER i KR Firepower 9300 SM-56: 60,000,000

Firepower 9300 SM-48: 60,000,000
Firepower 9300 SM-40: 55,000,000

Camer % ATEVFATE: JE
TLS AU 16 S 4 15,000

VPN ¥ aTiE

Secure Client X} 554 ARIAFVFA] AJ 1% Secure Client Advantage.

Secure Client Premier. % X [E
Secure Client VPN VFA[iF: %

20,000
At VPN o 45445 20,000
VPN 45 d (R pTfi 2 20,000
A1)
1# AT AE
e JEhl (DES) 8% (3DES/AES), MUk Tk f (1 5 H A M 4
AN 5 10 FIEVFRTIE: f % 250
e JA
5K VLAN ¥ 5 1024
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/NFH B2 . 3
FANESHYFRTIE PID
08 SR ER A 7 S B S A I, SV R IE Y 1% O R B R RE ARV TR . (HZ,
WA T S IR RTIE,  TUiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
MRTFB . WRLUFYFAES i 1D (PID).

22: L R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASA E#A PID
ASA B BRI ETERE MARFI A HARPID:
* ASAV5—L-ASAV5S-K9=
* ASAV10—L-ASAV10S-K9=
* ASAV30—L-ASAV30S-K9=
* ASAV50—L-ASAV50S-K9=
* ASAV100—L-ASAV100S-1Y=
* ASAV100-L-ASAV100S-3Y =

* ASAv100—L-ASAV100S-5Y=

\}

R ASAv 100 ZEET IO AVERIE, YFrl R 1 4. 3 828l 5 4E,

ASA EL K AVFRTIEFREE PID:

KAV UERLER T o] I IhRE, A F548 N25 (3DES/AES) VT iiE (Ui S ik 7 7545 444D - Secure
Client D e B S M 15 00 2 i e K8 Ja F - ARG T80 21 Secure Client VAT E A& 75 HAAAL
i [l Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll { fl{ Secure Client VPN
VFAIE , %590 50D .

* ASAv5—L-ASAV5SR-K9=
* ASAv10-L-ASAVIOSR-K9 =
* ASAv30—L-ASAV30SR-K9=

* ASAv50—L-ASAV50SR-K9=
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* ASAv100—L-ASAV100SR-K9=

Firepower 1010 PID
Firepower 1010 £ §E4K 14 B 12 32 & MARFAAS AR PID:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFAIIEZE G211, (H AT AR Ty Hs FLas n 2046 i 2 Redx
PEFRTR e

o WHUR T 22 A VFAE-L FPR1010-SEC-PL =, Mo 22 VPRl HIE i FH T s
* 0% (3DES/AES) Y i IF - L-FPRIK-ENC-K9=, X4l )" A SR A2 HUAE FH it on 35 i 7 22

Firepower 1010 5k AiFAIIET & PID:

KAV ARG BT v] FHhRE, A5 0% (3DES/AES) VErTiE (Wl A Mk 35 41F) o Secure
Client ) RE 2 M1 5 10 K 1 B KR A T, BARE T 1808 32 1) Secure Client VF AT HIE A& 5 H AT AL
{1 Secure Client (iZ[5{Secure Client Advantage. Secure Client Premierfll {¥ i} Secure Client VPN
VFAIE , %590 50D .

* L-FPR1K-ASA-BPU =

Firepower 1100 PID
Firepower 1100 & 884K 14 & 12 28 ¥ MARFAZ AR PID:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFATIEZ G2 1), (H AT AR F5 Ho FLas n 246 i 2 e dx
TR e

o 5 SUFATHIE - L-FPRIK-ASASC-5=. 1% 5cVFalUE 2 BN s 15 0 S 2 0 VF al E DA 8 10 7

ey
2o

* 10 5501 AJHIE - L-FPR1K-ASASC-10=. 1 S VFlUE S B InmTs  v8 08 S 2 40V vl ik DA A 28 11

.
Lo

o 525 (3DES/AES) ¥ 1] HIF - L-FPRIK-ENC-K9=. X 241K /" R SR BE A FH s i s I 75 45

Firepower 1100 7k AiF AJIEFREE PID:

KAV UERLER AT o] I DRE, G548 025 (3DES/AES) Vi iE CUn S A& ik /' 7545 444D - Secure
Client Dy e B S M- 5 0 2 1R dpe K8 Ja F - ARG T80 211 Secure Client V1] UE A2 75 HATAL
{1 Secure Client (i5Z[5{Secure Client Advantage. Secure Client Premierfl {¥ [ Secure Client VPN
VFAIE , %5 90 50D

* L-FPR1K-ASA-BPU=

Firepower 2100 PID
Firepower 2100 & §E4R 4 & 12 28 & MARFAZ AR PID:

o JERBVFATIE — L-FPR2100-ASA=. FELAHVFATIE 2 2k 1), (R BAT R T B LTS I 21465 1) 8 e 3
AT e
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5 &S AIE - L-FPR2K-ASASC-5=. & S5t1VF Al UEE BN 1 S8 2 O3 VF vl Uk DA e 8 1 75

HhH

2z o
* 10 5541 ATHIE - L-FPR2K-ASASC-10=. 1 s VF Al UE S B I s 18 WA % 2 4V vk DA S 28 11 7
go

* SN (3DES/AES) VF ] IF - L-FPR2K-ENC-K9=, X 241K 7 2 FRAZ AL 5 o 2488 bof 7 22

Firepower 2100 7k AIFRIIETEE PID:

KAV RUERL G BT vl I ZhRE, ALFE5E 0% (3DES/AES) Wl ilE (WHERIE K P 7 & 4<1F) o Secure
Client D e B S M 15 00 2 i e K8 Ja F - ARG T80 21 Secure Client VAT UE A& 75 HAAAL
i ] Secure Client (152 [ Secure Client Advantage. Secure Client Premierfll {¥ [} Secure Client VPN
VFAIIE , 5590 50

* L-FPR2K-ASA-BPU=

% 4Rk 3% 3100 PID

Secure Firepower 3100 & sE 4 B 1228 B AR FAZA AR PID:
 FEREVFATIE — L-FPR3105-BSE=. JEAliF Al il 2 04 75 (1 AT IE .
o FEREVFATIE — L-FPR3110-BSE=, FEREVF AT UE AL 2 75 A PR AT HIE o
o JLRBVFRIUE — L-FPR3120-BSE=. FEAliF i IF A& 26 77 UV vl 3iE o
o JEREVFATIE — L-FPR3130-BSE=. J&Afii/F nf il 06 75 (K V7 il k.
* JLRBVFATIE — L-FPR3140-BSE=. JEAlF nl Ik A2 26 75 (R VF T IE o

* 5 55U ATHE - L-FPR3K-ASASC-5=. f 5e VU nliE 2 BT s 15 0 S 22 3 0 m] I DAl 2 S5 10 5
o,

* 10 555 1F AJHIE - L-FPR3K-ASASC-10=. 1 S VF il UEAZ B0 s 18 0 S 2 40 V5 vl ik DA 2 28 11 77
%o

* J2% 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=
* SHIN% (3DES/AES) Vi I iiE - L-FPR3K-ENC-K9=, X 41k J A SR AT 538 o0 25 ) 75 22

Firepower 3100 sk AVFRIIEFR & PID:

KAV ARG AT v FHIhRE, G502 (3DES/AES) VErliE  Cln A ik ) #5546 7F) o Secure
Client i e B 23 M8 6 0 2 R dpe K8 8 - ARG T80 218 Secure Client VF AT UE A2 75 HATAL
{# F Secure Client (i Z:[5iSecure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFAIE , %590 50D .

* L-FPR3K-ASA-BPU=

Firepower 4100 PID
Firepower 4100 & sE X4 B 1225 F MR FAZ AR PID:
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o FEREVFAUE — L-FPR4100-ASA=. FEAEVF A UE 2 G20, (H AR 75 B0k FLvs I B8 0 2 e 4K

AT R

* 10 5 5LV ATHIE - L-FPR4K-ASASC-10=. 1 s VF Al UESE B INmTs 1 WA % 2 40V ik DA S 8 11 7
o,

e 230 F5 4 AfIE - L-FPR4K-ASASC-230=. I 5tV T UF 2 BT s 1 W) S 22 03447 m F LG 2 25 1)
. 250‘r SRR - L-FPR4K-ASASC-250=. &5 VPR IE A& MY 350 3% 2 0V T E DAH 2 15 1)

&7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=
* WN%% (3DES/AES) ¥F A IE - FPR4K-ENC-K9 =. W 4K J* R SRFZ AT FH 558 o0 2 I 75 2

Firepower 4100 5k AiFAJIEFEE PID:

IKAVE T UEALHE BT A v I TheE, LG5 %5 3DES/AES) VFnfiiE Cl A ik 1 774 4 4F) « Secure
Client T et 23 HEH - 6 W S R e KB B - FUARIGR T80 218 Secure Client VAT E A2 75 HATAL
i H Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll f{ [l Secure Client VPN
VFATIE , 28 90 10

* L-FPR4K-ASA-BPU =

Firepower 9300 PID
Firepower 9300 £ REER - E 32 27 % MARFIZA MR PID:
o BERVFATHIE — L-FOK-ASA=. FERRVFAIHER S 9 i), (AR T 2O LS I B ) e R A FvF

Gl SR
* 10 15 S Al HE - L-FOK-ASA-SC-10=, 18 501 vl UE 2 M s 38 M K 2404 nl ik LA 2 28 1 75
o,

12 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=
* SR/ (3DES/AES) ¥F A - L-FOK-ASA-ENCR-K9=. X241k /" R FRAZAUAd FH i o 3 ) 75 2

Firepower 9300 5k AiF AJIEFIEE PID:

FKAVFAIERAR AT rT I ZhRE,  CAh 2N (3DES/AES) VFrlil CHRE K 7545 %%F) - Secure
Client Tjj e B 23 M9 6 0 S ) e KB R, URIGR T80 418 Secure Client VT AT UE A2 75 HATAL
] Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll { ¢ Secure Cllent VPN
VFRTHE , 25 90 71D

* L-FPR9K-ASA-BPU =
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EEEH

BB RV AT

fEn DUV RIE D RE  IRASAIIES,

ERESRIRITAE

WHEHFE, SR N e

* show license features

LA A F R

el |

LAUR 7- B o ACA JEAth VFATHIE (el fiF e AD) (K) ASA JEU -

Serial Number: 9AAHGX8514R

ASAv Platform License State:
No active entitlement:

Unlicensed
no feature tier configured

Licensed features for this platform

Maximum Physical Interfaces 10
Maximum VLANs 50
Inside Hosts : Unlimited
Failover : Active/Standby
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 0
GTP/GPRS Disabled
AnyConnect Premium Peers 2
AnyConnect Essentials Disabled
Other VPN Peers 250
Total VPN Peers 250
Shared License Disabled
AnyConnect for Mobile Disabled
AnyConnect for Cisco VPN Phone Disabled
Advanced Endpoint Assessment Disabled
UC Phone Proxy Sessions 2

Total UC Proxy Sessions 2

Botnet Traffic Filter Enabled
Intercompany Media Engine Disabled
Cluster Disabled

FAIEIRZS
HZ UL T ir & R B H VE IR A
* show license all

LR REPATVF AT RS
R VPTIEAE BATHEE & A

LR 7R B 7~ ASA R VA AIE:

ciscoasa# show license all
Smart Licensing Status

BREAIRA . UDIfE R %
AL S5

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

BREARIVRS . SRR, X
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Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTIC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
R REVFIRIRAS

LA R 79 S A P 0 R RERAF VR AT 1K) ASA REAUL (RRES

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC
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EEHREFTIERS

LAR 75 2 A T /K AVF RTIETIIT 1) ASA REFUL AR -

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary

B

SRR REVE PTUERAS AL 15 DU 22
PA R 9 Sl A P R RE R AR VP AT 1K) ASA REAUL (R4 22«

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

LAR 78] S 7 A FH K A VR AT UETIT 1) ASA REAUL FROH0 2 2

ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION

Export-Controlled Functionality: Allowed

License Authorization:
Status: AUTHORIZED - RESERVED
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* show license usage
SR REVF AR HITE 30 o
PLF /B 27 ASA RE S AL 1 4L -

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1

Version: 1.0
Status: AUTHORIZED

&% UDI

WA AW AR RAT (UDD, 525 LL N4
show license udi

LR 7n ] 878 ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

I B T
WS LU TR R 4
* debug license agent {error | trace| debug| all}
M REAREST IR
* debug license level

FTTT AP0 B8 RERAFVF vl 4 B A8 R

FR I A RS IR B8 0 ] 5 e A A BRI A
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wesrmns i

I EIEMANS R

XEFREA K, 0T DLETEE M . BRIARE DU, BE AR 30 K. il B R B ol
TEM AT BRI, TERI AL R ID BURARA I . WERBLA R e ), WRT LB (K4

)

ERE Firepower 4100/9300 HLAH - WA MEAENFE T AL ASA B & FIH TR E

B R ST B TR BICS SRR R BN . B 2 R PP BT . P %
WA B AN B 38 £ A A A 28 2 ) AL AR D RE 1S« B 5440
hUE, (MR 6 A A B K

S R R R A A S

BEAGRE 30 R B REHAH A B ARSI WERESHER RERMHE BLES b AT S0, vl LRI B e 6 L
(KB, DA S R AR B, T LA B A F v RIDELA

Al LLBE R AL & HTTP fCHE,

ASA E#l

ASA JEFL AR LA VT R BB, B3 /b a4 90 Rl ik HTTP ARER UG ) FLIEM o 5 KRV vl iiE
TWASEE 30 AT —WK, HUR % & BAT 56 R, NEZ A MRS 90 K, AU T H 3hi i .
BRI, AL R R B g, NI ASA RERL ARSI

Firepower 1000

Firepower 1000 #4250 v DL 4215 10 FLHERY, B0 22 /b a4 90 Rl ik HTTP ARE VS i) B . 55 RIVF
AEEAE A 30 KTk, (R R s RA IR, WSk 2ia17T 90 K, MASHAT BEEHk.
TESERRIASG , B2 R R e AR A B, A5 MK TE iR on) 75 B R VP IR IR D e AT TG S
{EERAE I ANSZ 50

Firepower 2100

Firepower 2100 A Z50A] LA T 4307 0] TLIBC Y, B0 /b ml g 90 Rtk HTTP AR VS o) LR o &5 FHVF
AIUEEAS B 30 REEAT— K, (HW R ¥ AT S BRI, v 23847 90 K, AN HEAT B 3hil k.
(S BRI, B R B RS, A WK Jovdon) 7 S PR VF IR R D R HEAT IO B SR L
{EERAE N ASZ 00 .

Firepower 4100/9300

Firepower 4100/9300 2425 A LA EL B2 0] LR, 53 22 /b m) 4 90 Kk HTTP AREE VG 0] BRI .
FVF AT UE A5 B 30 RIEAT IR, HUR & A% RE, WSHE21e1T 90 X, MiALSET A3
it TERERRIANG, MEAZII R A e A HL Ay, A5 MR Joydon) 75 BERE R VP nTE (1) D) RE E AT e 5
B AR E AN SZ 5200
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BEAAAELU BN AT AE 2 AL T A G HUIRE -
o WEREATH - A A AN T R VR AT IERY
o VFRAIIES - 2438 I 1) (VP AT IE 2
 TBAEANG - A CIEVT I VF AT UEAIUR B AL LA B SR AHZ B
TG UL S A5 AL T B AN G HUIRAS, DA ZI0RE 15 4 > 7 I A0 A3 FH (42 A 5 8 el ™ i Fr) 424K
AT LR
MR HAATL S, AR A HURES AT 5852 21 R«
* ASA JEAUL- ASA REAUL ASZ50 .

* Firepower 1000 - %4 JC 100 T ZERFRR VP PR (R D REEA T IO S B0 05, AR E WIS SZ 52 o 49,
FET FEA VF AT UE BRI B B T AR SHEAT, AT DUESCE AT E, (HICIEE N B 5 .
W U A B 1 JE A VERE, WDCTARC EATAT VR DhRE, RGN ThRE .

* Firepower 2100 - %45 JC o0 T ZERFIR VP nIE (R DO REEA T S S0 5, (B E AN SZ 52 o 49,
FET JEAE VE AT UE BRI B B T AR SHEAT, T DUESCEATINECE, (EICIE N B A 5E .
W R AT RS SRR VERTUE, WDJCERRC BT ATV ThRE, AL RR RN ThAg .

* Firepower 4100/9300 - 144 Joy2:0) 75 ZERF PR VF IR [0 D) BEEAT IO & T ok, (H4RAE A SZ 52 . )
b, BE T AL VAT uE BRI IR A BT T DLgkEia AT, T DB SCE I TECE, (RGN B
AR . QR YRVE M AT O 0 R VPRI, TE RS BAT ATV T ThAE, S R N T fE .

Smart Call Home E L% jE

ERNTE DL R, Smart Call Home M B SCAFAFAET H T B BERIH A BE AR (0 URL IMICE F . AHER
BRICHCE SO VYRR, VFRTIERC B SO e —m] C B e IO 2 e AP BE g 1) H ik URL. B
AEFRAT Cisco TAC [MIda7s, A5 WA B SO RERRAF 4 B 48 URL

N

E® X7 Firepower 4100/9300 #L4, HT-VF 1] 1) Smart Call Home 7£ Firepower 4100/9300 A4 B 5| 4

H, MAE ASA BT E .

ARE B A AT 25 Smart CallHome. 1%, RP{§4# FH no servicecall-home 4y 422 H] Smart Call
Home, WMASEERRGERAFT

B AR TG B HoAth Smart Call Home Thfg, 15 WASTT HiXLEThfE.
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BREIFALHEIERERE

warminrsee [

ASA s AN —AMEE A, HP 5% Smart Call Home IRS525UE 151 CA fIUE+S . 4 ik S ik
S5 UE S A AU J2 R 2B BE U IR S5 wh I, 1S IC B auto-update T4, LU 1% e 13 18] K% E 3h

& ERERILEiLE T

B BEVE PTUE IR 55 A 020 P R 45 28 UE TS 4 20 #E Extended Key Usage 7B FE “ServAuth” . IS
PANAEAE AR E5ERs;  H A UE RS B AR T (E

R EIF R A Rig R

THRERFR

FaMA

L RA

A7 K 3100 SCRAEEE I VAT UE

9.18(1)

1EE VA B B Diameters GTP/GPRS. SCTP #& il .

HrmAE T 4. featurecarrier

ASAV100 7K A4 AT E T RE

9.14(1.30)

ASAV100FL7E S F- 8 FH 7™ i ID L-ASAV 100SR-K9 =334 7K A VF Al iE
T . EEE: eI K ERB AL FH K AP T UE TR

ASA EfL MSLA

9.13(1)

ASA JERUL SCRF B RHTE IS VR B (MSLA) Ry, X2 Fl
BAFVFAT A AR, oA 120 =y S AT AR IR 55 1) S R A
AE AR BT

MSLA 7 Fopr R REVFRTTE N, LV n] 3 REACELAE N [R) 07 Py
ERERVE ] AL I DL o

s 4 licensesmart. mode. utility. custom-id.
custom-info. privacy. transport type. transporturl. transport
proxy

ASA L RIGVFAT

9.13(1)

RIGVFR R REVE T () —FoBr e, b nl DAZESZ SCRE ASA 1B

L vCPU/ N FE L & b A8 AT ASA REHL 4 73E.  Secure Client 11

TLS ACHE 2330 B 1 2255 (1) ASA SRR, F SR E, AR
TS5 FHOC T 65 BRI

BTNy 4 . showversion. showvm. showcpu. show license
features

T Firepower 4100/9300 HLAH ke
R HIVRA]

9.7(1)

A EH S ICREME SRR . 1825, PR & #0 T 1E SRVF AT IR
Jsﬂ‘l W #E FX0S 2.1.1,

T ASA B HE 7T H Y IR KA
VFRUETR R

9.6(2)

TR CER S 1.6.4) , WRAFZBURISILLE (L
SR T H

REEATAT A2 .
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AsANIT |

TIREAFR

L RA

PR MRS AT ASA BRI SRR

WA 25 T ARG 1) LR, 85 m] LIE P LU RIHL
(VM) TE 2 2 A B R A1 s TR IR 5544 o

RAEBAUTAT 2> o

1% JI T Firepower 4100/9300 HL4 L
ASAv 7K AVF AT E TR EY

9.6(2)

TEA SRV IR BRI A 48 2 AT I8 A5 1 = e A e R
# 0] LIy Firepower 9300 1 Firepower 4100 L[] ASA i3k K A VF
AE. B n] -V TR A AT K AVFRTET, @%ﬁ‘{ﬁ}:
SR CURFFE AT« W FRIEE VP IE. 74 FXO0S
2.0.1,

T4 i ' ) 7E Firepower 4100/9300 HLAH L404T; TEixT ASA #E47
LN

ASA RPN K AVF AT UETI

9.5(2.200)
9.6(2)

TEA SRV IR BRI A 4 2 M AT I8 A5 1 = e A e R
Fs ] UF SRR AE ASA UK AVFITIE. £F 9.6(2) P, FAITiE N
Amazon Web JIx 55 11 ASA MERL SN T X L D) RERISCRF . Microsoft
Azure ASCFFILTRE

FINT UL Ffy4: licensesmart reservation. license smart
reservation cancel. licensesmart reservation install. license smart
reservation request universal. license smart reservation return

HREMRPTI R vi6

9.5(2.200)
9.6(2)

FREARELMN LA TR R 1.6 JRAS . BETH SRR AV AT UE T

(7 I, SRR VF AT HEIK 5 (B BR AR ¥ & 9 N % (3DES/AES) ¥F

AJEBZAL

R WIERREMN 9.5(2.200) AP,  ASA FERLKGACR B VF
AENPRES . BF LA, A licensesmart register
idtokenid_tokenforce iy & HFEMN, MR REAFE
PRI ID AW

FINT LU R4 show license status. show license summary.
show licenseudi. show license usage
BT L R4 : show licenseall. show tech-support license

FHTLUF 4 : showlicensecert. show licenseentitlement. show
license pool. show licenseregistration
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suanraneiez I

Ihiae AR TFakA |t
SEHN% (3DES) YFEE HBIN T |9.5(2.1) TR SR B A B P, A ATILE Firepower 9300 |
Firepower 9300 _Eff] ASA NN S, RSN, R A3l HainE ]
ks
iR T RS sk R BE AR PR B AR TR B ASDM AL
Mo Thag, s AEHE ASA Z i H] ASA CLI
J& 3 N (3DES) YFAlHiE.
b Ih g2 R FAT FXOS 1.1.3 JRAS.
Mg 7TLCTHE R R E T a4 feature strong-encryption
RIS AR UE P IR 2k 2k tH LR | 9.5(2) BHEVF I {f /] Smart Call Home JEREVE . 24 ASA 1 IKTE G &L
oG SR AR EE IS5 (Smart Call B R IR S5 B 2R N, ey BB —AMEE R, XAMEAE
Home)/# GEVF 1 (Smart Licensing) il 15 SUEL AU ok R B R IR SR ) CA IUETS . ASA IRAE S HFAE
AT IR IR 25 R UE S0 J2 UK G546 R B S B 0P UE B AT BRI s ] LA —
S B 8] TH) B 22 399 )5 trustpool W8T H Zh T BTl ag
SINT LN Ar4: auto-import
Bris 8 R VFRTIE 9.5(2) M2 AT 1¥) GTP/GPRS VAT E [ 3Tia 5 7 V] UE S 1 2 4
£ 4% SCTP I Diameter £l . % T~ Firepower 9300 L ¥ J ASA,
feature mobile-sp fir 4K H 2L 3 feature carrier #y 4.
SIANSEM T L N4 : featurecarrier. show activation-key.
show license. show tech-support. show version
Firepower 9300 ASA (1 BRI pFvr | 9.4(1.150) | FRAT1H Firepower 9300 ASA 51N T8 GEF A1 1T
gl SINT LA Fr4: feature strong-encryption, feature mobile-sp,
feature context
[fi1) ASA REL IF B ek vF T 9-3(2) W B AR, ST DU SR BEVF TR . 5 PAK VFATHIE

AT, A BEVFRTIEARGRE B € P A1 T o 8] U 38 s
ASA JEUL, AN FEAE G BRI VR AR . TR BT
A, ST LUEDUL L TR VE AR A R DU K

5INT LU Fr4: clear configurelicense. debug license agent.
featuretier. http-proxy. licensesmart. licensesmart deregister .
license smart register . license smart renew. show license. show
running-config license. throughput level
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iZ 481% % Firepower 4100/9300

Firepower 4100/9300 J& BA RIGVEM <46, WAEH P e — PNl M@ . AENGEE K
4 11 0 DA R e 4 ) WLAR A ﬁ%&ﬁbuﬁuﬁmTﬂ% Y@ & . SEININEREH RS, 1§
Firepower 4100/9300 [¥] ASA £E#F , 28 413 71, Z# ] FXOS CLI, %% FXOS CLI Fit' &5 ﬁ
K2 =2 FXOS B MR, 16204 FXOS Bl & TEH

s KO, 159 I
s KTBHEA, H162 11
o REPERIERAR AL G R SRS AT, 5 162 1T
o B TIENIRI R, 26 163 UL
s WUE RO, 2 164 T
BoE 2w, 5169 1T
WAl sk, 5 178 1L

%Fiz0

Firepower 4100/9300 HLA SZ FF4 B 4% 11 F1 EtherChannel ity 138 ) %11 . EtherChannel #4114 % 1]
DAL 5 R — 2R AU 16 A di iz .

Y axar =

MliaEEEN
MU B2 TV 138 b SSH B8 A LA B 28 K 7 BE FXOS MU« Iz DML T4 B 45 . FH 457 28 2
WA MGMT B0,
EECE MBI S5, AN CLL B TECE . Z4E FXOS CLI & B Uk gz 1, iR 2 A M B 1
AR
Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

TR, RV B A 28 sl N R B TR R T, B35 AT T mgmt-port shut i %, HUA T EE
P R IEF BT RS .
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B oz

A\

ER PR B AN SRR A
EOER

Yy ERPE 11 A EtherChannel Ciify FTEIE ) 2 11 7] U R 4128 2 —

o Bl - FEROREER . AREAEZ BRI O, AR e e 1 AR S oAb
BBl s . AP AEER D EE, PradiEeaiE R0 RIRMBUE, JFES RN
FIRIPIBLRE oy — AN B %

o B - TR o AR S SRR e B 1, W] AN AN IR A A S
CASC R 73 - A - B ) S

o« EH - HTEHN RS X O AN s AR AL, DL AN L
R A TCVE I e 1 R 1 ) A R S . RN RN T % A il — N
e o AR RN FRIE B, nT AR 5 N ESds 42 11 3 A B (200K 8 B 1 7 e 45 02
A, BT S B I BER & B A iz . oo HUR S RO G R, 530
PURE BB, 26 159 Bt

)

AR R R EOE R TR S, BIICRE B N e1/1 Ok
el/2 25 3 UL TR v & FH A 3 LU ATB A 2 1

R - JEAE OV -using- A B0 B4 O MRBD A ELE
A\

R SIS, SR A LIRSS
BRI, UKL LA T8 E B AR -

Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5

o SET - HAEEETEZ I e & AR RE I ki . BOATE DL T, RGa7im lIE 48 b A 3 Q451
PEHIBER . “HERE” RAMNUAE EtherChannel #2111 |52 37 £F.

AT KARAL S FFIAR T b B BT TR ASA N HI B8 I R BUSCRE, TS0 TR,
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mosznsamEn [

REEOLBSH
K HIE |BUE. T |BURRT (BB |EE |F4 | £E (L |£3%
#O Z: T BheChameD) | 15200
A
BEE oAl w5 |— — — X (& |- —
1
e R e R —
1
ek — - e I
b (BhaChand
BUR 41
il
¥
s e — — X% X |%H
Sk b (BhaChamd
OUR 41
GIUES
HE
ASA LAl | |— - - X |- X |-
5
YREANL | XH |- — — X |— X |—
1 o
BUR L
GIILES
¥

FX0S IZ0 5 M HizO

Firepower 4100/9300 % P4 F 3% 1 fll EtherChannel Cifif L8 ) £ HFEA LUK MBS . £ENH
TR DA B S e O R . i, L REAE FXOS F I EtherChannel; {HJg&, %] LI
] EtherChannel 43-Hc IP $hiik.

TS EXOS B2 105 3 2 112 T8 A8 H

VLAN F#%0
XTI AR, T DEN T A VLAN 751 .
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SR

HLFE RN A o 8990 37 33 VRS

FuT LU BB S HYRIAS HIHUAG RIS T rh 4 1 o A Z0AE AN A R G0 Th #85 H BR A 1 384T (42
Ho l 82 FURZS WAL, US55 W 22 T80 AT g ANV BE 1 2 -

XTIEHEI

B SRVFIRISAT — NN 5245 CASA SRR ED Fl—AN Tk &1 85 I A (Radware DefensePro)

LATE HiR 55 -
NI INIER BRI, BN E SN SEBISRIANRA, Zrldde O, JfFIe B 2 N & 15 e
P

\)

ER X T Firepower 9300, 1] LAZEALAR A7 AR e BRI AN FH - CASA FT g Bt o akmT
DAFEARST AR 3@ AT — B F S IR AN TR RRAS

ML FNERHTIEINE
s T LT DA 200 (3 0
o MY - T AR A S R SR T PR T 4 TS

o SRHE - RS AT BE 2 ARG R, B RS EREE CGERL Bk
BNz, A BE S R IE IR 2 AN A LR P . Firepower 9300 55 2 Bl % %
SRRV N EERE. YT Firepower 9300, BT =AML IS HERE, RN G A s fn s
A

PRI A SRR SHIREH

Firepower 4100/930052 #f 2 Fi . 2z 4o, W HIRAY L K ] FIVENTR] 9 e Dhfig . THZ LT
R, TR RRVRNALS .

Firepower 9300 A9 E 3k

Firepower 9300 14§ 3 > AU AN 22 MR K 22 A, TS LT 2K

o AR - 0] LLTE Firepower 9300 2 AN RIS (P, il ST LK SM-48 1E
R 1. SM-40 1E b 2. SM-56 1 it 3 223,

o AHURI AR S0 - 454 L BB BRI, RIS SRS A S A
FEPHBERIFTAT VR, DA LR AERE LA Ch. T BL(E S 1A A M,
AESUARMOSR AL 208 9C0 . i, STTLAAEREHE | ATBE 2 ESeb A, R 3 I
LRI
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o LT - TP R RSN IS HUFETED #BA 2R A2, 8 n] LAAE &AL
Fah RN BRI AR, (BHUAR P ARAE R T B CUFRATAT S 4diAl ) A 20UE T4
filhn, A LAENLAE | rhede 2 4> SM-40, 7ENLAR 2 h 2 3 /> SM-40. 4 R AE [ — LA 4
BT 1> SM-48 F1 2 A4S SM-40, W TEidAd I AE R

f i) P - AUAE Firepower 9300 F I [R)RBEE A S Rl FHE . (R, IXI/MHLAE W] DL 3R
SR, fltn, FAHUURHS A SM-40. SM-48 fll SM-56. 1] LL7E SM-40 fib > [A], SM-48 f5
Pz [0 F1 SM-56 #ibk 2 [a) iz &y o] B X .

o ASA FI gt W FH S8 n] AAEALAR o iR A b 2z B AN [RS8 S . il #smr A
e 1 Fie 2 e ASA, FEREER 3 [ 2e3E gt .

o ASA X BB A RRAS - 8 0] DAAE SR AR R LI AT AN [R) RROAS P 2 FH S 2R 8, Bl ) — e
BT PRI R B S . ltn, R LAAERR R 1 e B 6.3, fEAEER 2 b el mihi
6.4, (EREH 3 L2dk g 6.5,

Firepower 4100 Y3k
Firepower 4100 7 2 M5 . 152 [ DL T 2K

o AHUNIEERS S - 7 Firepower 4100 b 22 e ARSI, e R ARESCRF LA A 439l . Ak
1R e BT BE U5, DRI S REAE e b 22— AR S

o SRR - SR IO T HLAR AR 20 A [R]— TR 5
o e ] FHAPE - ANCEE [R) i () 32 3 g ml FHAE
« ASA FI Jg WS4 N 1257 - Firepower 4100 H GEIg 4T —Fh W F A

1% 4815 2 BY /4 | 0 PR )

A RAEN PR, TSP LT #T .

12 O B9 4 T F0 PR 1

2L\ MAC ittt
ERIN MAC Mtk o FC B g 42 D 28,
o WIEREZ I - P E R L © 405 1) MAC bk,

* EtherChannel - %} - EtherChannel, J& T 1182 /) T 2 DL E— MAC sk, MLIhREfE
EtherChannel %f W 25N AU P, FoGMAT R GBI —ANEEIERE,; MAIES AR . i
3 JeE 2 i ok B A g — MAC Huhik; 210 80R S AN MAC Hudik.
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B —seumms

— i /B JU) 0 PR )

B A SER K
T LAAE BB A ASA 5 |5 e C F R R 9 A s Dk it e O WA
=R A

o FE VG L P L v T P

o AT DUREAT A Bt 4 T b e B MRS B . AN SCRP B L= 1

(3= ¢
 BE G, AR ASA R 2 A S

= A R KFNATIR 4
R PR S e 0 2 0
BT PR s A Firepower 9300 [ BLA A BT i
- TR
BT R R
RSO o eI 25, BT BE L R0 AEE FXOS St A A I

(-

* 1Y Firepower 9300 _- [l F R AR 2 RIS Rp ey T ks AR /S HUAR T LA SR SR, ol
BEAHUAHRBA SM-56. SM-48 Fl SM-40. ] LIAE SM-56 Fib 2 [i] . SM-48 Fibk 2 [A]F1 SM-40
foe 2 )Gt vy ml AR

s R AT IME R G EOK, TS MR RGOk, 0 252 - EE

AcE O
BRONHOUT, W3 O AT 2EHPRES . nTRUA H#:H, %8N Etherchannel, 4’45 L@ .
A

ER WRAE FXOS IR — N (i, W SR R N 4R R, B2k EtherChannel, HOK; MMz M
BT BC 2| EtherChannel) , NI ASA it & 2R B Jsidhan 4, DMEE ] AR TATA] Do B2 R R 28, ML &
PRI &7 2 I s . AT LLAE ASA OS W Bl B IH 1082 i
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mamezn ||

BeEIERO

Ty Lo g 8 AR I 11, JF VOB B PO AU L. S RS0, 20 FXOS
LRy SR e, FREN T BLZEE T R e

)

AR 0T QSFPH40G-CUXM, ERIASUL T H B i I 4L TR APIRAS,  JIF BT AR

FFaZ B
o REEHMIE N 4 S2 EtherChannel % 5 B3 1 o 45 AEK 8 11V N %] EtherChannel 22 Ry 2k H
BHBE,
bUK

1 A

scope eth-uplink

scopefabrica

2 FGHEA.

enter interfaceinterface id

enable
w15

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

iR ANRE PG A g i B 03 104 11 o T SR AR A DAy ity 11 TR ol B 10422 11 A enter
interface 1, scopeinterface iy %, BN — 8RR, BRI SAAAAE . RSB
enter interface Ay &S HE 1, AR5 7EKEHE V8 I 21 sy L1 1

®3 (Wik) BEERT Sk,

set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}

i

Firepower /eth-uplink/fabric/interface # set debounce-time 5000

R4 (Wik) BRI,

set port-type {data| mgmt | cluster}

i

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



AsANIT |
B ==9es0

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data SCHE T N BRVARAL . 15201445 cluster BT BRIANEDL R, ARG Aahftim HIliE 48 LA
HETE Tk

FES HHEEEH Ashhr CERERHZ D SR .
set auto-negotiation {on | off}

EUE

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
PIR6 BRI L.

set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

ELE
Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
PR BRI,

set admin-duplex {fullduplex |halfduplex}

il
Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
WIS WU AE T EC R, e OV TR . WURE G TR, RN T

set flow-control-policy name

Tl

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

LI RALE .
commit-buffer

i

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #
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510 Etherchannel (ix0iEiE) ]

757 EtherChannel (i@ iE)

EtherChannel CULHF v Il IE ) f 2 ol LAALF 16 AR BRI A B R 2 1,  IF HahZne
BN AR RN A TR . AR A DLJE RI-45 88 SFP;  nJ LUR-ASE AR CRZ8 RG24
() SFP. AR L 7R KA B4 11 A B W B A BARE R S B A & (40 1GB A1 10GB 421D
BEERI SR HE TIPS (LACP) L PR AN 0 265 15 4 2 [A) A2 8t ik B 91 SR 428 sl P SCECH ¥ 76 (LACPDU), 11
RO,
#:0] LUt EtherChannel HP &R B B4 e T A

* Active - &IEMBEL LACP ¥3Fi. 3 EtherChannel 7] L5 3= F 58 %6 i EtherChannel 2237 3% 2.

s A 8 T B K PR B M/ LACP ViR, 5 A 3 AR

* JtJ4 - EtherChannel 4827 )5, £ HAMEH LACP.  “JF/3” I EtherChannel A g5 55—~ “IF
J&”7 I) EtherChannel 7 %4,

\)

IR WU RO R 2Ok 3 H B SO FTIRAS, W] R 222 18 — 40 B N 18] A A
EtherChannel #t NIZ217R 3

AREd 2 R R

LACP #4008 8 S I AN 345 1) EtherChannel f854%, M AT T, LACP 23 A F it & 4
P, R A B R P e TSR R IE A IE AL A R VR A R RS A A
“Tra” B AR B E 4L & B O

Firepower 4100/9300 HL4 £17 EtherChannel I, EtherChannel ¥4t T3E#2ARE (4T F3) LACP #%
A BEKHPIRE W T4TIF LACP #::0) , HEMGIL IS B, RIS BEAE K 2 %8 11
EtherChannel 75 LA R 00 ~FE H IR :

* K EtherChannel ¥ Il 2 il 3738 46 1 24 1 5040 w9 8 oy 11
* ¥4 EtherChannel ¥3 JIIA J& TS24 — 020 (132 55 15 2% (10 7 B e 1 B AR AR Tl B i
* ¥4 EtherChannel %3 Il 0 J& TAEHE 820 & 8w o4 im0, JF HRDE — oo oinAi%
it
IEVE R, EtherChannel 7500 ' 7 BC R B B BTN S 1B TAE. S N2 H 15 44 5% EtherChannel
B2 4% 45, EtherChannel % 5 k2 5 5 AR .

g2

|1 AR
scope eth-uplink

scopefabrica

P2 Qg .
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create port-channel id

enable

FE®I AN
create member-port interface id
Tt 20 T AN IIAH [ R A 25 6 1 16 AN B 542 1o RSB43 1 DA 20050 DA A ] ) FE AT, I
DA 25 s DAy i A P A BRI AH VGG . A BB W] LA J2 RI-45 5 SFP; W] LUR S
AFZER CRZERGET) 1 SFP. ARSI AL KA AL 1 R e B BRI S 4% 1 A& (1
W 1GB Fl 10GB $#11)

i

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit

P4 (k) WEENRA,
set port-type {data| mgmt | cluster}

i

Firepower

/eth-uplink/fabric/port-channel # set port-type data

AsANIT |

data X5 7 Y BRIAEAL . 121164 cluster SSHEY,  BRARZOR I OB T8 AR SR e R, AN

ENINE

WIRS i I R R T R O
set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

USRS IN AL B F5 0 S P AR A% 11, % R TSI S in A\ i I 38 . BRIA{E  10gbps.

Tl

Firepower

/eth-uplink/fabric/port-channel* # set speed lgbps

W6 CRILL) Ay i I I ¥ s D3 B T XL
set duplex {fullduplex | halfduplex}
AR RN DAFR S S T RC B AR AR 1, % DR JCVE eDh in A\ g 1 38 - BRIA{E Y fullduplex.

TP

Firepower

/eth-uplink/fabric/port-channel* # set duplex fullduplex
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mazEes [

A EAEI A e (U RIS LSRR

set auto-negotiation {on | off}

TP

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

VB B2 11 LACP i 1 G
AT ARSI, BGUR 2R IR,
set port-channel-mode {active | on}

il
Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on
i R 4E 7B R RS, e SN TR . W R A TR, RN TR

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

PEATTLE
commit-buffer

BN

£ Firepower 4100/9300 HLAE 338 in il S7 @ 5615 2% 54 iy ] FH X o
HREHRE, 1EZ M#unique 219,

uJ\\ j] A ?E 37 ASA

ML AR T A, W ATAEET X A . AR 2 A 2RI Firepower 9300 I,
] DAE B S B o ARAF LU I DT A R, PR TG 00K U R AR A MR 57 25 247 TR AN
FEIC

AT LR Firepower 4100/9300 HLAS 22— AN th 53z WA 195 K RS ASA.
BT 2AE i, BT B, RIGAE ASA N H FH 215 5k,

FrIgZ Al
* M Cisco.com FEZEH TZR B AN, RGHBUE T 83 Firepower 4100/9300 HLAH -
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NGRS ASA

\}

ER X T Firepower 9300, 1] LAYEHLAR AT AR B 2225 AN [R] E 200 f 3 FH
(ASA F BUBIAED o 3] DAAEAZ AR RIS AT i R SE] AN W iR
A

o FUE@H RS BT B O IR R, IR OO AU TS
EHOPLATE B O (76 FXOS b, W8S 3)i%4 1 R MGMT. management0 i A 2%
AR

* WAL ME R
« WAL ID
o EPLRE TP HhE AT 4 HE AL
* M OC TP ik

UK

PR AL RS
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

N
8
N

BN S A RRCA
a) A THIE . R AR R AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) CREVE I TE R AR A
scopedot dot_id
X}F Firepower 4100, slot_id4i% 4 1; %f T Firepower 9300, MJ4HZHy 1. 2 5% 3.

i
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c)

d)

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

B S
enter app-instance asa device_name
device_name FI /M1 1 & 64 N FAF L] o ARSI S0 61 12 4R B & I

T

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

B E ASA W IA .

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

B H B AR
exit
w5

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

1B H 3 ssa B2,
exit
w15

Firepower /ssa/slot* # exit
Firepower /ssa* #

i

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

QU E B .
enter logical-device device hame asa dot_id standalone

AP 5 RS I S S B AR TR device_name.

IR
PN

oz asa |

Al A I B A4 K
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TP

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

IF) T2 VA A0 PO BRI B 4 1 o 0 AN R A D IR

create external-port-link name interface id asa

set description description

exit
* name - H Firepower 4100/9300 HLATE BES AT H]: EIA AL ASA WE & HHAE FH R4 A4 K.
* description - 75 A7 & Y RE PO FH 515 (")

I VS HUAR R B AN S IF 2R ASA B TR B 8 1, 4% v e 1P Mudik.

TP

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

MBS PR ER .
a) AT SRS

create mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FER I B HTEGE .
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}
exit
TR EHABE I, B R A 0 % o (1) B E 2 R e A LT B o PR AN 2 B AL T AN 8] 1) 1 19
Lo Ty, BRI AN 2 B K, R YA R B BRI KR A
IR s 30 P e A% (1 % e 2 R R
RGAAEAIUEABE W BB R K RS N 5 PP E, WA S R .

i
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) R B IF R .
create bootstrap-key-secret PASSWORD
set value
LA [E R
BE: Y
exit
A5
TOC B ASA 5 B 53 FH P R0 A 3 A AR e T S A I AR AT H s Wl AT FXOS Vs il AL PR,
FERRAE T B DU B I, AT DR
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 & RE L IRE
createipv4 dot_id default
set ip ip_address mask network mask
set gateway gateway address
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) MLHE IPv6 E I W HE .
createipvé slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5l
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Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f) BHEHG] SR
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FER6 PRAFILE

$E7 i

commit-buffer

HURAE L R 2R AT RAS, IR 53R P C B BEE 1) e A 28 I S B8 i %
fi 1] show app-instance it & K A #ERAS . HERBRS A EBA HBITRS N ELN, NS IE
frEiaty Hon A .

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Z:[i) ASA BLEFRFE, VAT E 24 s

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
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Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A NS AT A TR

BB EIASA Al IPE (BB R RS ) SRAEN I TP RCE, AR AE FXOS Il E . Hh Tikf
(RIRURR A C L e T PR HE S, TS LT D8R

FHia Z |l
HS e R EOR B 252 L.

SRR KA R 1 eSS NI B

IR 2 B B HRASFE RS JhIC 1 el 2 ML .
XU ] T AT i 2 MDA I ) ol MRV Ao JRA T UK — A 10 GB Bdl 5 1 T 4165 1
PR AR BER . W R W I E I, T DU Sk (K e e B MRS BB s IRAS BER 7 2411
W . ANBEREE BSR4 1 T B8 BORES BE R o BATTE BUEAENUE 2 10— A
Bl IFHAKE 7] — 9 Boh A AR f e £ A b i e e B 4 11

PR3 M LR AT TS A SRR ST R T I 2R 251 1.
SRR A WCREAE R T A A B e 1, SRR B BTG SR e PHE B BT
Mo

pE 2 XFTASA, WIRATE FXOS h#kr— M m (i, diRIEF R Mg, Bk
EtherChannel, BB FAN% 0 BB 4> B 2 EtherChannel) , U ASA Fit & 2R B 4R 4,
PR T] LA TAR AT 0 B i 4 AL E P B B & AL 2 e . 50T BLAE ASA
OS HH FEBERIHNZ D RC & .
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B =xasazmins rwizn

B ASA iZiE i & ERYIED
FTLAZE ASA B4 FAYRE. UM AR BT 1. ASDM 2 FEhRELFHE L.

VS TN 1 B 53 A A8 P P42 1 6) AS A LB s AR /o HUE:, 4 SRAE FXOS At R 22 Bic ()42 11

Clan, S mIER 2. MR EtherChannel,  BICR: 73 BC (1482 11 8587 70 Bid 45 EtherChannel) , - H.
LB ARG TP B % 1, BRI E S50 ASA Bl B . EIXFIEIL T, ASA HoE S48/ R G
4, DU ] DAEATAT AT 25 B2 1R 4 . #50T LAAE ASA OS HHF-ah B b IH 422 &

)

AR 80T Agn%E O/ FL Y EtherChannel [P0, 1N 52 M 18 45 150 £

FiaZ /i
o MR E B T, 4 165 TUFIVR N EtherChannel (i 308D , 45 167 TURCE ST, FER
IN4E4A] EtherChannel.

o W SRR T BC 42 8 IN S EtherChannel (9141, ERINTSUL R KEFTA 82 0 BL A S RE), )
ity LS NI A DU P B 1, SRS PR IZ4% 1195 1) EtherChannel . %) -7 ) EtherChannel,
& 0] DLRE 5 % EtherChannel 77 fic 211 45 .

o T ARRFERBE AL, T ORI BRS BRI AT e (g 1 o JAT U AR /4% H e 46 L5
BUE I, SRJE PR T s B L. BT DR BV SR IR T, B, &
A S A

UK

IR AL RS
Firepower# scope ssa
PIR2 HiZH R
Firepower /ssa # scope |logical-device device_name
PR3 NI B IO
Firepower /ssa/logical-device # delete external-port-link name
i X\ show external-port-link fiv4 LALEE A4 455K .

MR, WEMER TR, SRR SR R B 1 22, A commit-buffer iy &l B
e

s LRk AR e v a o

Firepower /ssa/logical-device* # create external-port-link name interface id asa

WIES PEATHLE
commit-buffer
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RAZ RGN EATSS

ER BN R &

DU R PP R 22 Y I 6

UK

fif ) 5 2 K Telnet 1 BKIE R BT CLIL

connect module slot_number {console | telnet}

SOER BT LA LRI 1024515, WA 1454 dot_number .

81 Telnet ZEFEMIILmiAE T, H0T LAIFI IS SR TT e 2 AN 4508, I HIEHOd s .

IR

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

HERERI N R
connect asa name
BEFELBIZHR, HMANTBIRA 2

T

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

IR Y FH I & 21 FXOS #idk CLL.

* ASA - Fi A\ Ctrl-a, d

i&[F] FXOS CLI HEH 542,
REIZHE:
a) HIAN~

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



B zesswmsis

R IB & Telnet N

b) ZLE W Telnet N, A
telnet>quit

B Tdnet &1F:

a) A Ctrl-],.

ot

DU RplER S i 1 Ei ASA, SRJ5IE[A3] FXOS CLI f& 5| %2,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

B FH N EIEER

AsANIT |

i

Version |{tZHis2

FF Firepower 4112 ffj  |9-14(1) | FATJ#fEH T Firepower 4112,

ASA

et 23 T2 FX0S 2.8.1.

Firepower 9300 SM-56 37 | 9.12.2 BATHEH T SM-56 4t

F

Pk i 2 FXOS 2.6.1.157.

& T Firepower 4115, |9-12(1) [ FAi1#fEtH T Firepower 4115, 4125 fil 4145,

4125 F11 4145 [f] ASA

ER T2 FX0S 2.6.1.

Firepower 9300 SM-40 f1 | 9.12.1 BAIBINT SM-40 Fil SM-48 2 A fbibe

SM-48 % ¥

pe g 2 F=IFX0S 2.6.1,
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5 Version | {#{52
Y HFAE R —A Firepower |9.12.1 TEIAE ] LAZE[R]—A™ Firepower 9300 - [F] i 3458 ASA F1 Jg Wb 11 32 45 4
9300 I AN ASA - -
AR FHH FX0S 2.6.1.
T B 455 ) it
Firepower 4100/9300 {4 | 9.10.1 BRUIEIL S, SRR R AT 127.2.0.0/16 M5 . BAE, W LLLZE FXOS Hh i BAE I 4 5
T I BE % T H e TP W% HUAARIEDLA ID FIERS 1D A 3h A2 s 5% (0 SRR B i 1% 1 TP bk
Huhik 127.2.chassis id.slot_id. fH2&, HEEERILE A RF 127.2.0.0/16 i EEE . Kb, IR
DA FXOS H SRR I B 68— H e X /16 1 (BR[A (127.0.0.0/8) FHZH £ (224.0.0.0/-
HuhERRAN) o
R FEHFXO0S 2.4.1.
Fr ST FXOS 4. set cluster-control-link network
FFRAERE N gl | 9-10.1 BRAE AT LUK 304 FI K 3L 52 Etherchannel & 8 “ 3”7 LACP #aak “fRHF” B, A2
Etherchannel 4 Etherchannel 1V 37 #F “FH” #,
iR T2 FXO0S 2.4.1,
B &) FXOS #ir4: set port-channel-mode
Firepower 4100/9300 HL4f | 9-7(1) PUAE, 180T LLAEBE 8 ASA SERERT K EE Firepower 4100/9300 HLAR L & i 1 ID.  DART, #8057
TR ASA [k IR AR B 7E ASA N HECE S 5 IDs T ThRERIAL T Byl ERE . R, EARETE ASA il E
ot WES R ID. BEAk, A TSI S R AR R A e A, BATE U T E] ASA 9.7(1) 4
FXOS 2.1.1, Frg it nh s e AT g 1) 22 1 et
BT U T4 steid
¥ Firepower 4100 Z41) | 9.6(1) {1 FXOS 1.1.4, ASA 7£ Firepower 4100 Z 4 _L 37 Fr LA ] S8
RAE AT Ay 2> o
OB HLAE I AERE, | 9.5Q2. 1) | BIEE R FXOS 1.1.3 J3 VAR N EERE, JFY R vl b ERE. iR 6 MU HRZL
ALK Firepower 9300 ASA DI 6 M,
W ik o [A] A
AL R KB4
Firepower 9300 [FHLAH A | 9-4(1.150) | f5: 2 1] % Firepower 9300 HLAH A 1) 3 A2 AR H gl r AL 8. HLAE (1) B A A bl A 20 g 1124

ASA £E7

i

SINTLLUF 4 cluster replication delay. debug service-module. management-only
individual . show cluster chassis
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A UK 7 K ASE 5 R i b sl AR, DL 7 KO E 25 R 87 K AR R ) A T 5
] ALE 2 1 ST R RN ST e B B KA

o RFB KR, EH 181 1L

o BRINVIKE , 189 L

o B K RERRAEI , 2 189 1T

o WOE P KRR, 5 190 TT

o B kBB ORE], 2191 1T

o B kBRI Sl sk, 5 202 T

KT B KSR

ASASZHEPIRRB KA e ph 9 K Az W s K A

KT & H By K IEHR

FEB A, ASABIE A W26 rH K ph 2K o A0 TRL S R REAS12 VARAL TANTR] B0 7 R
AT AAERS 2 [ 3 R

W I R R R, AT DA A8 R X 4% (1) 2 AN VAT 0 L1 “ IR AL . ASAME A B
AR N 2 MmN ERE D BV, (N HAE A M % 1P Hh
hke ASAYE BVI 5 IE UM i O 2 T o W RN T B2 4 S s ol 4E B B EtherChannel
B VNI B G321, U nT L5 Rl A i e AR WA . e eSS, T DUMBAE B IR N —
FERA — A2 AN S R, (AR n] DU E 5 0 % b e VT TR A28

KT ERRRE K IERT

HHAGOUR, Bk AN iR, IR S AN DR T PR EALIERA R DG 55—
Jrifi, GEYIBE K AN 2 JRBT K, FeE CEGEP I B BB ks, AN 2 2
P M hav ik e (2, HHARRT Kha—FE, 802 W U5 ) 4 2 S b, T 2T
B PTAT B KB A
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B =rsrEmEnmnos

B2 J2 VAT A8 R 4% 1R P S R A B T JEAT A3 LI “ IIARAL” SRSEBIL,  ASATE MR
E N 2 e . R d AR — AW R O BV, & I EE— AN 45 1P Huhk .
ZAMEET U ZANMFA . EFEPEAT, XA A BIEAE

TEM 2% FR (& A iE RA A A S

ASA FEMAR I Z IABERL R AW 4. TP KEEAGZ R, DI R LUREE W] B KB RA 5 I 2
AT

N R SR KB WIS AN A S N B AE RS A s AT AL
7R AN h A EAE R

23: E AR K 4%

&5

’10.1.1.1

Bridge Virtual Inteyface IP
Network A 10.1.1.2
-.-_’-.-r-'
‘101 1.3

192.168.1. 2

Network B

3
q
o

EIE &N

B T RS MR AR T (BVI) IP Mudik, 48 0] LA INAS & FATA] W4 AR 2L (4 A 7 45 B bl 92 11, 3K
A B R =i ASA. FRIFEAGER, IESHEHEED, 2 624 1,

fl:lofFE& =2 *ﬁ_tljl ﬁbl_l_uu.i

X FE B KA HESCREThRE, ST UL ARV alad, DS B Ui (A BE 8 S RRX te )
REo Blan, JEIEAEH VRO, WL A DHCP it GiiAS RN A2 S EF) DHCP W4k IhRE) a4l ik
W (B IP/TV AR o 3] DA B B7 K B 8 B e s R8s mT LUK 4 U i) B )
fuVF OSPF. RIP. EIGRP 8¢ BGP jiifitiid. 4, #%41 HSRP 5 VRRP Z FE Pt vy Lid i
ASA.
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KT M4

RIFFZL 2SR ASA K GBS D) 93 D4l PIFRALAEE WA B KRR 32 508 S ARA
SO K S 1A, 3 V2 R PR S i, ERE R AT M B K A A

47 EE $U3Z O (BVI)

FEA AL GG — A R R 1 (BVI). ASAME 1% BVI TP HuhkAE Uit (5 A7 20 (1) 00 40 1
hk. BVIIP Hubik 255 MMF AL 2 8 AL T 1R — 7 ™. BVI AR BN EiiisE; HA 5 BVI
IP HishkAH R A R 2% b 3 A 52 S0k .

EFEPRT: HE MM 8 O Sar 2 el LS 3T O IheElc &4 H .
FEM AN . BVI 78 24 ROSF LRI HLA 2% 22 O 22 IR) I M9 5% o T4 IR A/ 8% T 422 1 22 T) 34 T 1% 1
WK BVI 4o X TS FE O shag, &nT DLl BVI:
o )R - Ay RAA PR AL 53 4% DA BVIBCE U7 0 P ANeh ), S E e E iRz,
XHFH SR, 258 ek A BVI.
* DHCPv4 R4 %% - B BVI 32 # DHCPv4 IR 25 0
o WA - WTRCA BVIBUE AR AR B Ol & B A

* R HEMRS 2R AILALIE B ASARIL R - MI5E RS HERS %S (3 SNMP R4 4%, it # i
H ASAM AR ) I, wT LR E BVI 8 8 .

WERAEAE B AN B a4 BVL U ASAA S ch AR o RIC E0R D PR L S ARE WIBIT K
B W RIS 2 1 SR\ B4R HF 51 EtherChannel 5 VNI B 342 11, WIJRT LA R 50 % ph A5
X BB, PTRMBAEBEYIBN A RA Dl AR & AL, (H o m] U] I 1
H B QTR G S

i RRRE K ST R A7 2R

RIFFA KT REAN T2 25 AR E HE ASA IS — AN MIFA, Jf LR UIUR 1 ASA 54 HE
T AP A T ASA ) 53 AN RIR AL, BAREEAS IR AL AT R Sh BE ALK, (HETAT R
A2 IR 2 A ThRE . Bln, Pra M AHILE RS H SRS 2 B AAA IS 2K BCE . h5e
ROy LK, VR SO A R AL 2 A

W DAEREAD AL P 2 o A ORSCRF K MR AL LB DI RO, 355 D 9 X s e )
o 55189 BT WERASAEREAS WIMFAL A 4 1 BpkR I 2 A, Ty DAl [R] — M 2% B2 AN B 1]
AR, AN URAE N FSMSN S Z [ A o i, A R =N A 5 i A R B, )
AU R W Bk BAE R 1 b, JF HAUSVREANT S A A . B, T B A i % X
Z IR TN, DARRAE 75 2 Se VAR R RE L IR U5 1] o

T B RIEFED] ASA B BB A BIH P M 25
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[ 24: B A~ AT 4E 893 BA B AR M 4%

B R B KSR T R 7 4R
WA ZEL A0 T L i 8 At PR L it e 1o S RT LIRS D AR ) BV #2211 70 B A% R OK
bR MM E . WRar 44 T BVL U BVERHRHAEAT S0 822 O R L
e A AR LI — Rl I 2 AE ASA B AEAMBASHNL BRI BSMEZ O . B, Kb it iBA
BB OGNNSR A a4 1, S B A5 0 e g N AR B A HAt i e e T AR A1) I
TSN AT AL, D AR EERC DT IR N, DM T AT WO AL B AT LA . B, s
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ngsset

mode multiple

-

RO SR RS, AR5 RIS ER Nk

iR TR AR B S TP HLHT AR B RSA BN, A Re gt ar SSH i&EH:. frfswlad, i
A cryptokey generatersamodulus 4. HIRHEIEE, 1S BUE SSH UG, 55 1185
o

.

ciscoasa(config) # mode multiple

WARNING: This command will change the behavior of the device
WARNING: This command will initiate a Reboot

Proceed with change mode? [confirm]

Convert the system configuration? [confirm]
|

The old running configuration file will be written to flash
Converting the configuration - this may take several minutes for a large configuration
The admin context configuration will be written to flash

The new running configuration file was written to flash
Security context mode: multiple
ciscoasa (config) #

* Kk Kk

*** ——-- START GRACEFUL SHUTDOWN ---

* Kk Kk

*** Message to all terminals:
* Kk Kk

b change mode

Shutting down isakmp

Shutting down webvpn

Shutting down License Controller
Shutting down File system

* Kk Kk

*** ——— SHUTDOWN NOW ---

* Kk Kk

*** Message to all terminals:
* Kk Kk

b change mode

e BIFERENX
ST B S BIBH S E, PR, T BL R R

FFi6 Z A
FERGEAT 2 H AT B o
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UK

SRR R ARIEATIC B A O A SR 21 4 R BB
copy disk0:old_running.cfg startup-config

Tl

ciscoasa(config)# copy disk0O:old running.cfg startup-config

SR 2 PR E N
mode single
il

ciscoasa(config) # mode single

ARG KPR BT 8 ASA.

BCER THRIEEEE
PR RGN E PO A, WEPAT NIRRT DU I T\ AR i A R T R R
Vst BRI
FriEZ Bl
s LERGHAT A P IAT R
o FRAN T HIERAFEE S Y3152 show resource types i 4.

N

AR WCRARGRE ) AEN 7, MR BCE IR T L, RO B A
FAAEREVE R G IR
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& 8 FIRBFRFNIRE

nepFareeEns |

BMNMEEM=N
RIRATR R HFE R KEERS] | RFERE AR
5 (B XfED ASDM £ 1A 1~ HTTPS 4%
— TR GREFE) , B—D
TR E S (A7 B
A o flhn, RGBS 200 4
ASDM 4: Lﬁ%T HTTPS 215 5 i )
h 400 .
conns AR A B ANiEH FERERE: AGEH T [ EW S ENLZ M1 TCP 8¢ UDP i
PRSI, TS0 | 8, A —6 EHUN 2 IR AL
BNV SCRFRITDREVFATAIE | 22 TR] ARz
566 I ERE $TFE/N T xlates B
MR, ANiEH conns FAT—BRH,
FSAH ) R 48 H G
B i, ﬁﬂ%/{ﬂ* xlates
PR 6Bk 7 7K conns
PRI E M 9, N ASA
NAERRGEHENR
321001 ( “Resource
'xlates' limit of 7 reached
for context'ctx1'” ) , T
NS 321002
( “Resource 'conn rate'
limit of 5 reached for
context 'ctx1'” ) .
EH Ik ANiE ANiEH Al LUET ASA R EHLEL.
http via 1 (/MDD 100 9 ASDM HTTPS 431
6 (e NfED
inspects Rate g g R SR
mac-addresses R AN CPRI 51 ) X1 BT KR, I8 MAC Hi
HEF RV MAC HihiE$ i .
% IR AN H AN A AL
CLI $551:

Cisco Secure Firewall ASA 5% #i24E CLUE &5, 91948 [



B e=nramamnx

s R |

FMERRD

HIRAMR RERH & MEKBERS | RGREI AR
vpn burst K i H 5 Secure Client =2} | BT 0141 Secure Client = iFHHE L T
anyconnect XTfﬁ—ﬂ'Zliiﬁlﬁz*:jj vpn I3 34437 vpn anyconnect ff]
anyconnect A IG5 | TSRS B, WmRER IS
B R4 18 S SCRF 5000 AN AEAA, i AL
vpn anyconnect [¥ T A7 1 5L lid 7
4000 MRFEEAR, TR 1000 S6F4E
AT Fl ¥ vpn burst anyconnect. A
TREDRUETS 522151 vpn
anyconnect, vpn burst anyconnect
AATREBOEIT H s SRR AR S 2
SEAF I R ] FH T B R
vpn anyconnect | 3% AiEH HIEH TR 1) Secure Client X554 AAeE1] Ik
Secure Client fay AT SEAAEL | TR I AT S Be e FA S
PUFE R, TSRS S | RS IR PR 7 R S A5
FRMShREVEATUE , 25 66 | fUE FTBEAR N A BT .
o
vpn burst other | Jf & ANiEH A S Al VPN 2% | BT SRV (03 5508 VPN 250 T
A vpn other [7] T | 43 Be 22 —E 5 vpn other 1117 521
i p= il MITEar S Vi1 SARH BN, WA TS S
£F 5000 25k, %0 HAT vpnother
T G 5 e T 4000 A4, IL
4% 1000 M43 1% AT H T vpn burst
other . Kﬁ?ﬁéﬁul T 521l vpn
other, vpn burst other 5 1] fig 18
s SR AR 56 21 ST A3 10 JsU )
AT .
vpn other HK ANiEH HISE TS 1Al | 350508 VPN 215450, ASREETT ik
VPN R85 B, 162 | 20 Pra s ie i S A
B AFAN S SRR I RE VAT | RS PR R BRI BC IR A TR
ik, 266 1L, E AT AR RS S A
ikevl R EY | AEH SIIC B /‘;?kﬁ/]yﬂ;’fﬂ VPN {5 A IKEvI SA Wi, o515t it
in-negotiation | ) SATITT 4 . 1525 vpn | VPN BRI E 4 L
other %J&, Kyt E-ﬁz\ﬁ
i
ssh HK 1 (/MDD 100 SSH £ ifi 4.
5 RN
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BMNMERM=D
BRBR BENHE R ABERE | RFERE 5% AR
storage MB NERRE T | SRER TS A | 1 5 H WA B 6 (MB). i
FREMINAFIRE) | IK Bl &% storage-url #ir 445 E K5 28
o
syslogs Rate ANiEH ANiEH R RS H &N BH.
telnet Ik 1 (B MED 100 Telnet 2154,
5 (HNfED
xlates i ANiEH ANiEH SIS R R
pUE

P IR RIS B A
class name

TP

ciscoasa(config)# class gold

name 2 i KK 20 NPT AT R o EEBCE RIS, A default 148 % 5K.
P2 WE TR BRI -
limit-resource [rate] resource_name number[% ]
i
ciscoasa(config-class)# limit-resource rate inspects 10
s ATRBHERMIIR, WSHTHNR. WERTRE all, WSk Iy SR B M R (. sk
ARE T E BRI, WZ PR 55 0 all BB IR .
* FN rate ZH DL EREE BHR N AP ER

* X RZEGR, TR number 38 5%E O 0, ANTIPHRE B T EM AN 52 BRI HT R g R Cln i
D o T VPN BHl, 0 &g BRI B E T

T I REMBNO I, RAERETIAE 06) AR EAR(.

o I RARIE RS S E quota management-session i DL E B KA PSSR (SSH 45) , )
AL NI
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R

A5l

Biltn, B EOARIER LR EIR E N 10% MEHEAZ RS, IF i 5 ANu Ailh] VPN fz
i (HAPHEAREETE AT VPN XKD , ALl s

ciscoasa(config) # class default

ciscoasa(config-class)# limit-resource conns 10%
ciscoasa(config-class)# limit-resource vpn other 5
ciscoasa(config-class)# limit-resource vpn burst other 2

P Fetb B PR ORF AN 2 PR o
FLENINA gold 926, TFHIALL N fir %

ciscoasa(config)# class gold

ciscoasa(config-class)# limit-resource mac-addresses 10000
ciscoasa(config-class) # limit-resource conns 15%
ciscoasa(config-class)# limit-resource rate conns 1000
ciscoasa(config-class)# limit-resource rate inspects 500
ciscoasa(config-class)# limit-resource hosts 9000
ciscoasa(config-class)# limit-resource asdm 5
ciscoasa(config-class)# limit-resource ssh 5
ciscoasa(config-class)# limit-resource rate syslogs 5000
ciscoasa(config-class)# limit-resource telnet 5
ciscoasa(config-class)# limit-resource xlates 36000
ciscoasa(config-class)# limit-resource routes 5000
ciscoasa(config-class)# limit-resource vpn other 10
ciscoasa(config-class)# limit-resource vpn burst other 5

A FBCE TR, ST WURAE 2 VPN IR U ) 4% 22 iR 220l 2 1 VF
ATUE, SRS RE, L UIIREL Secure Client Premier VI A UE. 41, AIfg
BRI N

ciscoasa(config)# class vpn

ciscoasa(config-class)# limit-resource vpn anyconnect 10.0%
ciscoasa(config-class)# context test

Creating context 'text'...Done. (3)

ciscoasa(config-ctx)# member vpn

WARNING: Multi-mode remote access VPN support requires an AnyConnect Apex license.

Warning: An Access Context license 1is required for remote-access VPN support in multi-mode.
ciscoasa (config-ctx) #

(] h=E
Ze 5=
SR e e S S S 4B RO SCPE URL. % 5T A0 PR B 1 L Ll

FHIa Z Al
* FERGEPAT A ] AT BERE ) o

 BCEHR O, Xﬂ‘?iﬁ%‘ﬁf‘*% b Rz Mt TR LA .
TR R AL, TSR R AR S, 5 213 L.
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ngz2Es |

* Firepower 1100, ¥ %453 ) Firepower 2100, Secure Firewall 3100—2E A% IS , 2
623 U1,

« FEBR [ Firepower 2100: 525 (N[ 151 -
* Firepower 4100/9300-32 4 1% % Firepower 4100/9300 , # 159 5

© WURBRAE PSR (B0, WORIERR TIRCED WA AUEIE I f A BT dr S dE e i B R A
i

ciscoasa(config) # admin-context name

BARILNS SAERCE A A, {HE AT LB A4 A\ context name it & K QRS 1HEA T4 LG G L
UK

AN A T 55
context name

-

ciscoasa(config)# context admin

name & e KACJE R 32 MEFFIFEARTH . LA PRIX 3 KNS, BT LR 44 “customerA” F
“CustomerA” [ MG 5. AT LMEHFBF, sl w57, (HAARELUE AR IT ka4 2 .
iR “System” #{ “Null” CRHKGS/NGFRE) 2RI, KA .

CATIE) R U 5o Nt idk -
description 3CAS

T

ciscoasa(config-ctx)# description Admin Context

i g S AT AR A Sep A P 2 1

B L, AEHAT DL A

allocate-interface interface id [mapped_name] [visible | invisible]
LML AN A RO, WEIAT LT ERAE:

allocate-interface interface id.subinterface [-interface_id.subinterface] [mapped name[-mapped name]]
[visible|invisible]

IR

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.100 intl
ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.200 int2

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}
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EERE

o

s R |

bl

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

iR T ZIAE B I 2RI Rl 115 2 A0 5 250 o
© ZUEMNIZ e A RS ARG . dn AL A 2 6 no TR BRI A S, e i 1
(05T 1 i 20K DOB AT I G R
© WERFTFEL,  RTUAAE RS AT R AR R s 2 . IR Aa v LB
* Mapped_name 72 1] 7E1 5t AE 8 E A BEECF 0 44, AN @80 1D A SRR i i 44
Fr, MISAER S P B0 ID. T A H I, T BEAS A S 5045 2 D2 s G 55 15 FH (2
e M. WU AR AT REIF L, DA Rl r 252, I BN A L Re e FbE . B sk
R, #ilan, ErTLAERI LT 4 8K: intO. inta. int_O.
o WRFRE TR VG, AT DLFR VUG B AR R o DG TE L TR DL HE
o WIS 44 FR 020 FH I BR300 () - RS A3 AL i IS 4 R 1) - R0 43 0 20 5 91 ] 4D 7 ity 1)
VCRc. fan, mrggmA LU Ry int0-int10. i, a4 gig0/1.1-gig0/1.5 happy1-sads,
Wiy A2 R
o WIS A BRI R 70 A 20 e L LR S AR TR B P e . i, AN YE T #4100
M. gigabitethernet0/0.100-gigabitether net0/0.199 int1-int100. %140, Q4 A
gig0/0.100-gig0/0.199 int1-int15, )443,

o MIRE TR K, NFEE visible T 7E show interface #iy 48 T A B SLFrf [ ID. BRI\ SCHE:
- invisible )i s WL B A4 FK

TR 4 PRRRG NI NN SECE M URL.

config-url url
il

ciscoasa(config-ctx)# config-url ftp://userl:passwlOrd@10.1.1.1/configlets/test.cfg

LIS (IR ARVFREME S NG VPN 2t (140 Secure Client) LA 4 Secure Client A1
g SSL VPN 17 [ LAt AAfig . flan, il F 2 A1 se i ORI & B A 30245 U5 7] SRS 1)
Secure Client it & S, WD S0 THRIFR & T 50 % A . RN ST 0 RAA A7 it 2 1) DA S ==
LB A SER: T mkdir a0 H AR H X OAR4 T e it .

storage-url {private| shared} [diskn:/]path [context_label]

IR

ciscoasa(config) # mkdir diskl:/private-storage
ciscoasa(config)# mkdir diskl:/shared-storage

ciscoasa(config)# context admin

ciscoasa (config-ctx)# storage-url private diskl:/private-storage context
ciscoasa(config-ctx)# storage-url shared diskl:/shared-storage shared
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Nl

B

ngz2Es |

ST LU RN SR —ANprivatefE il A I . T LU SRk H 3k (BLRONRGHIT D
ATEU G NMBREEAE . WA TR iAo, WIBRIAA disk0. Ed7E ¢ path T, ASA FLENG 5
E@@*ﬁfﬁioﬂm,ﬁ$aMmm,m%%%m$£MWaammwﬁﬁ%%,WA%é%E
disk1:/private-storage/contextA/ b tiE S A — N1 H . 8, WnT LIEH context_label 7E 1
SN A, RS RAASRIRA T BB . filln, WiiHEE context_|abel /4 context,
DI H S AE s SN PR A context: o EERS IR SEARVFIMES S A, 162 DU RCE T DR BRI
s, #2220

TR LI RGBSR E — A N iishared (A 25 ), HAT BLEIEEZ AN ILE H oo 1l b ol AZE A7
T 5 (A3 %Hﬁkiﬁ&%ﬂﬁ#ﬁ’] 4%, 1l Secure Client f, 1] LM ILZAEAE =] . ASA AN h
AT A B A 5o H ok, BUREARE A2 2 AME S m]. HA RGEHAT ) ] LU IEL
= H S E NFIMIER o

QUBC DR A5 i EpAs) EN
member class name

i

ciscoasa(config-ctx)# member gold

WERATRESR, WG SUE TR HAER s St tias — M oiEe.

CRIEED RE15 o Fo g 2 /3 R e 7% v 1) i S e B 40«
join-failover-group {1|2}

T

ciscoasa(config-ctx)# join-failover-group 2

BOAOUR, WS T4 1 . R RBIURELE T4 1 H.

CATE) et R 2% 22 4
scansafe [license key]

i

ciscoasa (config-ctx)# scansafe

R AT Elicense, %I St HAE RS & P ECE FIF AT IE. ASA K B B0 1IE 25 K 3% B 25 P 2%
ARG A, DAFRWIE SR NN R . BRI UE 2 — A 16 TS iEHI %L

47K ScanSafe [VE4IME B, 15 S [ B K BE L B F5 R

Gt

PUR 7~ 8 B S0 & 8 “administrator” , E AN EIE—14 4 “administrator”
M5, SRJ5E M FTP RSS2 I A1 5 -
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ciscoasa(config)# admin-context admin

ciscoasa(config) # context admin

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/0.1
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.1
ciscoasa(config-ctx) # config-url diskO:/admin.cfg

# context test

# allocate-interface gigabitethernet0/0.100 intl

# allocate-interface gigabitethernet0/0.102 int2

# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

ciscoasa(config-ctx)
ciscoasa(config-ctx)
ciscoasa (config-ctx)
ciscoasa(config-ctx)
int3-int8

ciscoasa (config-ctx) # config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
ciscoasa(config-ctx)# member gold

ciscoasa (config-ctx
ciscoasa(config-ctx
ciscoasa (config-ctx

context sample
allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2

) #
) #
) #
) # allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

(

(

(
ciscoasa (config-ctx
int3-int8
ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@1l0.1.1.1/configlets/sample.cfg
ciscoasa(config-ctx)# member silver

B A=%D 5 MAC Htitit
AT MAC HUHL 6 E1EE B MAC M) 4608 5l e 40 2.

FHia Z |l

o BYERE ST OO E nameif &, RS LIV RGN MAC Ml W R AE RS S D
JE AL IhRE, W2 G, S LB T E 0 A MAC k. W AR b ohig, WA
O 1 MAC itk 2 BN MAC Huhk. #1401, GigabitEthernet0/1 (142 1Pk &2 4 fif H
GigabitEthernet0/1 ff] MAC itk

o A AR ) MAC Hihik 55 R e 1 ) AN 5 ] MAC Huhik o S8 X Rl /b A AR IR R0 R, #smT L
N S o O F 8% B MAC Hubik,

IF1 ) ) A5 15 54 H 20 G % HY MAC Hiubik:
mac-address auto [prefix prefix]

TP

ciscoasa (config) # mac-address auto prefix 19

TR RS NTTZE, ASA HRFEHE 11 (ASA 5500-X) 5 Ja AN 7715 F 82 i 4%
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MR TF BT, W prefix S& /T 0 F1 65535 Z 1A T-HEHME . SERTEE 2 e 3 o — AN DU A7 £
N, IR MAC stk — &5 .

ER=MREHITZ B Z B E L

WHRIEG S B R G PAT ) (BAFHEE 5D, W LATEE s )k, e R Mg sorh AT &
WHAT 4% o AR B T B el E copy BX write v 4 4 FH (R 3s AT 0 B Bk T8 A B . 244k
TREPATEMEN, BIIRMENCS RAME; LA TGS, SBITRENE TS, #
un, ek N show running-config i & BB T AIZITILE (RAME LA H RILE) -
RN YT E .

UK

ez A WIE S
changeto context name

PRF) 3 ciscoasa/namett

B2 VIR R G250
changeto system

RT3 ciscoasat

P =
'E?iglﬁtfgf'ﬁ‘ﬁi
N 1 2 LG = 8L 7t b=
o A fEE
MsZEiE=
FrAREAE R clear context iy & MBS AT 1 5, 75 WGV MG 24 & F 1 5t

)

AR WORAE ARSI T et L AMBRTS S 20 A T BRI S 2 AR iR . ]
RESEBIRRM R, R BB M B L B — 80 2 I i, AT LU

FHiaZ |l
FER G T 2 [ AT IR o
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B =xemns

UK

TR MR A 5
no context name

WAk, SMBRETE TS 2. REASINAE URL A7 5 HH 517 S & Sk .
T2 WERERE R (BFEEEGR) -

clear context

RYR 2 I E URL Bl BB AL F S

FUEEES

ARG EARG AW ST ISE D BB A, MRGHT LT ML B (it MRS
e NG I, e R SR MG S

BN SCS AR SR, ANRZARE T, A SR BV BN S, 2R BT RS

SR AT U7 RSO R A SR 5 R B SRR TR0 F AR, DR R, (P

ET PR BV B S BT R R P A S B DORLRR, DAL AT i R A B S U 1) R
1N

FHIEZ Al
o ATDURRARAT I R B BN BN 5, OB B SO AR R I A P BT
* FERGPAT 2 P PAT IR

UK

BEE B HE 5

admin-context context_name

TP

ciscoasa(config)# admin-context administrator

VEB R BIS RN T R LA TE (I Telnet. SSH 8 HTTP) #8241, WJ0 BB 85 155
P 5o

RS E S (Wifintpserver) Shril| T BT RINE QAR WERETESE RS 5, JFH
B B R P ANEAEIZIE D AR, 55 DR S % DT RSt 2
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FZeF= URL
A2 AT B 5t URL.

A
ARSI T URL T IR 0T T, P REHE % 2 URL. ASA 20 I I0RLH 5
K BT
« TR — URL W45 DR R B 3E1 F.
I T B AT VMBS AT R
AR, R 2R Y

© WER A PR R BT RN SIS AT, WS IF RS T a4 e AR, BT
REHMBLEANER . W RUs TR E 2 (Bildn, W ARS8 AN el AR N8R ED Al
HHr IR C

© WEREAEG IFRCE, WHEERISITICE Rl s rP WAl » Re AHi URLE
BN E -
* FERGEPAT A AT BERE o

UK

B ik, FREBATEMTEIF VIS 5 IHERICE.:
changeto context name

clear configureall

Tl

ciscoasa(config)# changeto context ctxl
ciscoasa/ctxl (config)# clear configure all

WEAREPAT I, IHPER DK 2.

T2 VIR R G
changeto system

Tl

ciscoasa/ctxl (config)# changeto system
ciscoasa(config) #

TR 3 BB SN SO R E AR

context name
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Tl

ciscoasa(config)# context ctxl

PR A HIAF URL. RGO HNENS 5, DMEHIERIZEAT,
config-url new_url

TP

ciscoasa(config) # config-url ftp://userl:passwOrd@10.1.1.1/configlets/ctxl.cfg

EHmBEEE=
T DL B0 7 X T
M CE INCE
BB 203t S BCIER K 2 BB, DI, EBERI NAT %,
R R

UEERAE 2 B A R YE, Blan, WA Bh TR HEER I N A . (EE, KRSt IRl R g
SREH R URL A,

1813 B RREC B R EFh Nk

B2

SR DI B LRI 55

changeto context name

i

ciscoasa (config)# changeto context ctxl
ciscoasa/ctxl (comfiqg) #

PR 2 IHRISITRCE -
clear configureall
BT & S BRI &R .
PR3 FHINAEACE
copy startup-config running-config

-
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ciscoasa/ctxl (config)# copy startup-config running-config

ASA SN ARGHCE P A0 URL RIS . ANEEES 5 ik URL.

HIpRFIEEF RN = SR EF N
5 30 5oL I 5t T TR ISR B A 5, ST LT

i

B Mgt , 4231 7. RRNEERMERES URL X4
TIB2 WE AR, 5226 70

BIZRER=

ARATI AU AR AR SR

hE
EEF=ER
IRGEHIT AR, (T DL T A1, 454 F . M RHOHE LA A URL.

g2
BRI S

show context [name | detail| count]

U AR ORI SE R, THRE name.

detail LEIUT] T o HARGE B A RTRA1E S, WS REARRH .
count eI H] - W SR R E

w15
PLF 42 show context iy & %t 7~ o LA R AEARSH o =AM 5

ciscoasa# show context

Context Name Interfaces URL
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*admin GigabitEthernet0/1.100 diskO:/admin.cfg
GigabitEthernet0/1.101

contexta GigabitEthernet0/1.200 diskO:/contexta.cfg
GigabitEthernet0/1.201

contextb GigabitEthernet0/1.300 diskO:/contextb.cfg

GigabitEthernet0/1.301
Total active Security Contexts: 3

REIR TR T B

% 9: show context Fields

s R |

FH 1t BR

Context Name I PTA T SRR AR 2 S (%) MR SR e B R

Interfaces S BCE s SR,

URL ASA WA g S BCE ) URL.

PLF 2 show context detail iy 4% H 71l «

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: diskO:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete
Config URL: ctx.cfg
Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet(0/1.20,
GigabitEthernet0/2.30
Mapped Interfaces: intl, int2, int3
Flags: 0x00000011, ID: 2

Context "system", is a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
GigabitEthernet0/3, Management0/0, Management0/0.1

Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null
Real Interfaces:

Mapped Interfaces:
Flags: 0x00000009, ID: 258

17K detail firth (TEAME S, HBHGLS%.

PLF 42 show context count iy 4> [+ HH 7 a1 «

ciscoasa# show context count
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Total active contexts: 2

)
i
o
‘::\él.,

5TEC

MARGPAT A W), ] DL R P B U5ES r A RN SR B DL IR 3 BE G Dt o

UK
7R BRI :

show resour ce allocation [detail]

Sh & SR B OL,  (EAN B RSB IEAE AT B8 A S S Pn BEE T R DI PR A5
SRAER SN, 5 239 Ui,
detail ZH0H T B HAMAEE . ARTEAE R, ISP REAS .

ot

LA FEAS A Y DA SHE AT AT T AR 08U 11 2 LR B K, s RRAS B URAR B A0 BE A O -

ciscoasa# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Routes 5000 N/A
Telnet 35 35.00%
Xlates 91749 N/A
AnyConnect 1000 10%
AnyConnectBurst 200 2%
Other VPN Sessions 20 2.66%
Other VPN Burst 20 2.66%
All unlimited

PR BB

3% 10: show resource allocation == E%

FH it AR

Resource AT PR ) BRI AR A R

Total BT St IR B R R o AR A 1R D R S 1 s o . 2Rt
FERGESCPHRIE T T o0, U ASA SAE Wom %A INRE 11 70 B S o o Kk .
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s R |

FH it AR
% of Avail 25 AT I SR RGBSR I P20 b CAER BT R R G BRI o W R BEE

BOAH RGBT, WIS R 2o N/A.

LI A& show resource allocation detail i 4 ({IFEA S i«

ciscoasa# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit
Conns [rate] default all CA unlimited
gold 1 C 34000
silver 1 CA 17000
bronze 0 CA 8500
All Contexts: 3
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000
bronze 0 CA 5000
All Contexts: 3
Syslogs [rate] default all CA unlimited
gold 1 C 6000
silver 1 CA 3000
bronze 0 CA 1500
All Contexts: 3
Conns default all CA unlimited
gold 1 C 200000
silver 1 CA 100000
bronze 0 CA 50000
All Contexts: 3
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CA 26214
bronze 0 CA 13107
All Contexts: 3
SSH default all C 5
gold 1 D 5
silver 1 CA 10
bronze 0 CA 5
All Contexts: 3
Telnet default all C 5
gold 1 D 5
silver 1 CA 10
bronze 0 CA 5
All Contexts: 3
Routes default all C unlimited
gold 1 D unlimited
silver 1 CA 10
bronze 0 CA 5
All Contexts: 3

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE

Total

34000
17000

51000

10000

10000

6000

3000

9000

200000

100000

300000

26214

26214

20

Total %

N/A
N/A

N/A

N/A

N/A

N/A

N/A

N/A

20.00%

10.00%

30.00%

N/A

N/A

5.00%

10.00%

20.00%

20.00%

N/A
N/A
N/A
N/A
N/A



| BaRHmay R

Xlates

mac-addresses

sezrEREn [

default all CA unlimited

gold 1 DA unlimited

silver 1 CA 23040 23040 N/A
bronze 0 [09: 11520

All Contexts: 3 23040 N/A
default all C 65535

gold 1 D 65535 65535 100.00%
silver 1 CA 6553 6553 9.99%
bronze 0 [07: 3276

All Contexts: 3 137623 209.99%

PRERA T BB

3 11: show resource allocation detail =%

FH

L RA

Resource

AT PR A BE U A R

Class

BN CHERBRIAS A,
All contexts 7B /R T 210 45518 .

Mmbrs

SRR IR SR .

Origin

RIS PRI, W R PR
© A - I all JEIBCE L PR, T AN A B B Y
* C - BEBRHIIRAE B B A

* D - SEFRBIARAE 12 e S, MR IRAE BB . XS T2 o s BRAZE 11
)?\ {E/{ FEEI “o” ﬁﬁI “p”

ASA AL “A” F1 “C” 8% “D” &5

Limit

MG SRR, B O R PR E T A Ee, W ASA
ﬁﬁwﬁﬁﬁﬁﬁﬁﬁw%ﬁﬁﬁﬁﬁio

Total

EER AT G SR BE R o SRR AR R 10 I R S sl S (R 40t K
o WUERTGRIASZ RG], W Som A2 H

% of Avail

PSR P AR S B RSB B Lo IR BRI IR, 2o o
Flo WERBRITAAT RG], WL 7R N/AS

EERRERGE

MARGAT 2 E]

T AR R S BRI NG DL, JF Bos R B IR AL i 0
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UK

BRSO
show resour ce usage [context context_name | top n| all | summary | system] [resource {resource_name |
all} | detail] [counter counter_name [count_threshold]]

« BOATSOUR, R BonB BRI B S s

* B\ top n B AT IRt 48 e PR AR FHHE A BT n i P S e XTI TR, A 2R B AN
PR, MARESR € resourceall.

* summary JESH T s AT S SR A AT Dt o

* system IS T BRI R LR A I 0L, HE SRS BRI AR SR, AR LG 5
Bl o

* X} T resourceresource_name, 52 [ E TR E BRAE B 222 nn DASRIEOAT R IE A K
% 4 show resourcetype 4. 155E all (ERIME) FoRFTHRAL,

* detail LI T B A7 SR K PE U A PR O, BURRTCVR B R LE . i, TTLLE7 TCP
FEAIRHL -
* counter counter_name J& LA N KHE 72—
* current - YR i 3] I A ST H B 1 2w A
* denied - {75 d1 THlRE Limit 271 57 (K 58 958 B 1 R 4 ) 549 1 e

* peak - i F E—IERGHE S (FH] clear resourceusage fir 28l TR & E/H ) LUK,
AT e A 51491 5t P DA A 5

call- (BN BoRirfagiitfE .
* count_threshold B¢ & —/N{E, WIAGEEBLEE, W& SR B BOAED 1 RS I H]

FACT P By, WAL Bl WRYTHEEs 4 FkdE5€ all, i count_threshold & HI
T

« BLEORPTA %Y, 15K count_threshold ¥ & 4 0.

ot

PLR & show resource usage context i 2 IIFEA S H, - e o S8 7 5 AT S5 1R 4 FH A7 O«

ciscoasa# show resource usage context admin

Resource Current Peak Limit Denied Context
Telnet 1 1 5 0 admin
Conns 44 55 N/A 0 admin

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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Hosts

45

56

N/A

saxnEaEr ]

0 admin

PL R 42 show resource usage summary fir 2 FEASTH, e WoR BT 155 SR BE IR 1 98
ARSI . P FAEAR B IR 6 ANE I R

ciscoasa# show resource usage summary

Resource
Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]
AnyConnect
AnyConnectBurst
Other VPN Sessions
Other VPN Burst

S = System: Combined context limits exceed the system limit;

Current
1743
584
8526
254
270
270

2

0
0
0

Peak
2132
763
8966
254
535
535
25

0

10
10

Limit
N/A
280000 (S)
N/A
N/A
N/A
N/A
1000
200
10

10

Denied Context

0 Summary
0 Summary
0 Summary
0 Summary
1704 Summary
0 Summary
0 Summary
0 Summary
740 Summary
730 Summary

the system limit is shown.

PLF 72 show resource usage summary iy 2 FEAS H,  Horb w25 s s Bsl: BT
Telnet Fl SSH #EF (M SRR ME 5 5 ANEH:, LR IERR SR 125 MEH. RER
HISCH 100 MERZ, 2 Bos REBR .

ciscoasa# show resource usage summary

Resource Current Peak Limit Denied Context
Telnet 1 1 100([8S] 0 Summary
SSH 2 2 100[8S] 0 Summary
Conns 56 90 130000 (S) 0 Summary
Hosts 89 102 N/A 0 Summary
S = System: Combined context limits exceed the system limit; the system limit is shown.

DL 4 2% 72 show resource usage system fix 2 [RAEA T, Horb W oR B 15t 52 1 08 PR AT FH 1

UL, HZZAT S WosKE RG] A

g A

TRH

H SR, counter all O &I T &7 24 |

ARAEHI B8 Denied statistics 75 f1 T~ RETPR B AHLE GEIR M, Wnd

ciscoasa# show resource usage system counter all 0

Resource

Telnet

SSH

ASDM

Routes

IPSec

Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]
AnyConnect
AnyConnectBurst
Other VPN Sessions
Other VPN Burst

Current

O OO NOKFF OOOHFH OOOOoOOo

Peak

=

N
O U O P NORF WOOOOoOo

10

Limit
100
100

32
N/A

5

N/A
280000
N/A
N/A
N/A
N/A

10000
200
750
750

Context
System
System
System
System
System
System
System
System
System
System
System
System
System
System
730 System

Denied

O O O OO OO oOoo o oo

~
N
o O
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B E =AY SYN &

ASA fif /] TCP £ 11 SYN Htili. TCP #2848 FH SYN cookie %P TCP SYN &2 #titi. SYN
B S R AE IR T IR YE 1P Huhik ) SYN £idE 0. SYN Bl (0 (1 7 8002 W A IR 25 2% SYN
BAB AR R 7R A, BUE LA B BE R  BWIE BE B, ASA 278 IR %5 #5 A%
B, FRA RO P o SYN 1 K I SYN-ACK MY . 4 ASA WEIR & i ) ACK 5, RIRA& F

AT S RAE, I HAAVRER SRS -

UK

PR R BGT R

show perfmon

A% TCP 2O T8 A5 S A (10 58 U«

show resour ce usage detail

A% TCP FAH TR R G (10 5 -

show resour ce usage summary detail

ot

s R |

PL 4 show perfmon @i & REAK Y, Hoh SR 4 4 admin BITS 5HK TCP £240H % .

ciscoasa/admin# show perfmon

Context:admin

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Req 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 322779/s 322779/s

LA /2 show resour ce usage detail fir & FUFEASH, o 7R TCP 2406 454N ST 1

P, APPSR 7R TCP #28f5 E. H

ciscoasa(config)# show resource usage detail
Resource Current Peak Limit
memory 843732 847288 wunlimited

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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chunk:channels
chunk: fixup
chunk:hole
chunk:ip-users
chunk:list-elem
chunk:1list-hdr
chunk:route
chunk:static
tcp-intercepts
np-statics
statics
ace-rules
console-access-rul
fixup-rules
memory
chunk:channels
chunk:dbgtrace
chunk: fixup
chunk:global
chunk:hole
chunk:ip-users
chunk:udp-ctrl-blk
chunk:list-elem
chunk:1list-hdr
chunk:nat
chunk:route
chunk:static
tcp-intercept-rate
globals
np-statics
statics

nats

ace-rules
console-access-rul
fixup-rules
memory
chunk:channels
chunk:dbgtrace
chunk: fixup
chunk:ip-users
chunk:list-elem
chunk:1list-hdr
chunk:route
block:16384
block:2048

PAUR FEAS A H 275 TCP 200 8 RGUEH B i

BAF R D

14
15
1
10
21
3
2
1
328787
3
1
1
2
14
959872
15
1
15
1
2
10
1
24

14
232695716
17

3

15

4
1014
1

1
510
32

15
15
1
10
21
4
2
1
803610
3
1
1
2
15
960000
16
1
15
1
2
10
1
24

N =W e

2

15
232020648
20

3

15

4
1014
1

1
885
34

unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

ciscoasa(config)# show resource usage summary detail

Resource

memory
chunk:channels
chunk:dbgtrace
chunk: fixup
chunk:global
chunk:hole
chunk:ip-users
chunk:udp-ctrl-blk
chunk:list-elem
chunk:list-hdr
chunk:nat

Current
238421312
46

4

45

1

3

24

1

1059

10

1

CLI H5E1:

Peak
238434336
48

4

45

1

3

24

1
1059
11

1

Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

leoleoleoNeoNeoNoNoNoNoNoBNoNoNolNoNoNoNeol - HNoloNeoNoNoBoNoNeoNoNoBNoNoNeoNoNoBoBoNeo N NoNoBoNoNoNeoNeo N ol

Denied
0

O O O O OO oo oo

wpggenswus i

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl
system
system
system
system
system
system
system
system
system
system

(R FE AR IIFEASCAR 75 TCP 42

Context
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

Cisco Secure Firewall ASA 5% #i24E CLUE &5, 91948 [



B =z5m8 mac bt

chunk:route 5
chunk:static 2
block:16384 510
block:2048 32
tcp-intercept-rate 341306
globals 1
np-statics 6
statics 2
nats 1
ace-rules 3
console-access-rul 4
fixup-rules 43

EEH 5 ECRY MAC it

885
35
811579

B W RN oY

unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
N/A
N/A
N/A
N/A
N/A

BT LLE A R GURCE B SR K B Bh R R MAC Mt

ERGEEPEE MAC it

AT EUT A FH RS E ) MAC Hudil.

FiaZ |l

O OO O OO0 o oo

s R |

Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

WERIE TR O BEMAC sk, (Htba T B3 B, WA S Stk 2 gk 82 R E
W EAE A K2 T3 MAC sl ettt SR BES IR T30 MAC #tht, W21 B seos it A s 4

S ML

i

MARGEAT 22 0] Sk 7 3 B ) MAC Hiudik: -

show running-config all context [name]

B 7 BC MAC Hikib 2548 all 3. BAR mac-address auto iy 2 (X 754 R e BN v] th P
BCE, (HEZar e SHCER T 250K MAC Ml —& Bon h s B HA e S i

A1 nameif fir&liC B 1 CL 20 BORE 12 BAT 7L MAC Sl

Gt

show running-config all context admin 741 L F it W 743 Bii4s Management0/0 #2111

FH MAC Hulik 145 F MAC Hudik,

ciscoasa# show running-config all context admin

context admin
allocate-interface Management0/0

mac-address auto Management0/0 a24d.0000.1440 a24d.0000.1441

config-url diskO:/admin.cfg

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE
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show running-config all context fir4- 1 LA T i th 2o T BT A7 16 563 D T MAC #idik (=
H MAC HihEFI4H MAC #uhib) o R, B TR P nameif dr &AL E
GigabitEthernet0/0 Fl1 GigabitEthernet0/1 =4z 1, K& A H A S MAC Hillk.

ciscoasa# show running-config all context

admin-context admin

context admin
allocate-interface Management0/0
mac-address auto Management0/0 a2d2.0400.125a a2d2.0400.125b
config-url disk0:/admin.cfg

context CTX1
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lbc a2d2.0400.11bd
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11c0 a2d2.0400.11cl
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c4 a2d2.0400.11c5
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c8 a2d2.0400.11c9
mac-address auto GigabitEthernet0/0.5 a2d2.0400.1lcc a2d2.0400.11cd
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120c a2d2.0400.120d
mac-address auto GigabitEthernet0/1.2 a2d2.0400.1210 a2d2.0400.1211
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1214 a2d2.0400.1215
config-url diskO:/CTX1l.cfg

context CTX2
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lba a2d2.0400.11bb
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11lbe a2d2.0400.11bf
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c2 a2d2.0400.11c3
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c6 a2d2.0400.11c7
mac-address auto GigabitEthernet0/0.5 a2d2.0400.1lca a2d2.0400.11cb
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120a a2d2.0400.120b
mac-address auto GigabitEthernet0/1.2 a2d2.0400.120e a2d2.0400.120f
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1212 a2d2.0400.1213
config-url diskO:/CTX2.cfg

EEER A MAC it
AT AR B MAC Bt

SRR S AR D NEAEAE FT Y MAC Hidil
show interface | include (I nterface)|(MAC)
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ciscoasa/context# show interface | include (Interface) | (MAC)

Interface GigabitEthernetl/1.1 "gl/1.1",

MAC address a201.0101.0600, MTU

Interface GigabitEthernetl/1.2 "gl/1.2",

MAC address a201.0102.0600, MTU

Interface GigabitEthernetl/1.3 "gl/1.3",

MAC address a201.0103.0600, MTU

)

1500

1500

1500

is down, line protocol is down
is down, line protocol is down

is down, line protocol is down

% showinterface iy 2 B IELEAE H () MAC Hodik; 40 BB T30 70l MAC #iuhik, JEHWEH T
Hah A, WA L%/%Lﬁaﬁqﬂﬂ%ﬁﬂﬂﬁﬁawkﬁﬁﬁm

% [F=RI G

DSNINE

o A A SCRTSR A B BB 54 (1 MAC Hudk
o KBRS R BEE N 10% MARASZIRE], IFHs VPN A2 e BB R IR E 10 H

VPN SEREFHBR R 5o
* B4 gold HYHZL,

 KHEHE S CE N “administrator” .

s ENEBINAE LA —N 44 “administrator” 117 5,
* I FTP RS a5t 1B gold TRIESSI—6

ciscoasa(config)# mac-address auto pref

ciscoasa(config) # class default

ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource

ciscoasa(config)# class gold

ix 19

conns 10%
vpn other 10

N SRR TR B

vpn burst other 5

ciscoasa(config-class)# limit-resource mac-addresses 10000

(
(
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource
ciscoasa (config-class) # limit-resource
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# limit-resource

. CLI 48 1: Cisco Secure Firewall ASA Z7%!'% #12/E CLI

conns 15%
rate conns 1000

rate inspects 500

hosts 9000
asdm 5
ssh 5

rate syslogs 5000

Ei5E, 919k
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ciscoasa (config-class
ciscoasa(config-class
ciscoasa (config-class
ciscoasa(config-class
ciscoasa(config-class

srgurnne [

telnet 5

xlates 36000
routes 700

vpn other 100

vpn burst other 50

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

) #
) #
) #
) #
) #

ciscoasa(config)# admin-context administrator
ciscoasa(config)# context administrator

(
(
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa(config-ctx)#
ciscoasa (config-ctx) #
int3-int8

ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx

( ) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
int3-int8
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #

ZIEREXHIAE

R 12 ZEFEXRE

allocate-interface gigabitethernet0/0.1
allocate-interface gigabitethernet0/1.1
config-url diskO:/admin.cfg

context test

allocate-interface gigabitethernet0/0
allocate-interface gigabitethernet0/0
allocate-interface gigabitethernet0/0

.100 intl
.102 int2
.110-gigabitethernet0/0.115

config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
member gold

context sample

allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2
allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

config-url ftp://userl:passw0rd@10.1.1.1/configlets/sample.cfg
member gold

EEARR TE |gEER
Fi A<
AN = By 7.0(0) | 5INT 25
SINTLLF#r4: context. mode i class.
M35 MAC Huhk4)id 7.2(1) | 5IN T oK MAC Huhik [ 3h 2 B g8 1 5oz D i Th g
FINT LLF#r4: mac-address auto.
R T2(0) | 5IN T B B
FINT LU F#r4: class. limit-resource F1 member .
i@ TIPS 1 R AL s 8.0(2) | iZ4T IPS A A 6.0 J2 ¥ =il A K] AIP SSM 1] LLIZAT £ e PIL K AS, X
BRI LR 1% AIP SSM_ERLE 24N 25N . 18] DL — AN AN E
AR ARG R el A ASA, ] LU [A]— N UL B s 7 lid 2 AN 22
EX P
FINT LU R4 allocate-ips.
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ARy EYE |

TIREAFR Ta | MEER
R
H 3 MAC HiuUht7y B o 2 gE SR | MAC Hiu b1k i XS S A A TSR, DA A P ] L A (A2),  JFAE B RS 0

o RS R B B % MAC HihEAE FHANR 7 %2 IRAE, MAC bk 7e 5587 i
B W RREEAE . IAE, s a 2f 8 H B3R Wi
BEATETFE) I MAC bk, WF3) MAC HibEARERL A2 3k,

BT LA R4 : mac-address auto prefix.

W7 ASA 5550 1 5580 [r) 5 K IE

8.4(1)

ASA 5550 [ff K2l SR TN 50 3 hNE) 100, ASA 5580 [ K4t
SR OO 50 B8N 250,

A N2 A H B3 MAC Huht
S

8.5(1)

WAE, BB F4)8H B3 MAC Hihk4d.

B T LN 4 : mac-address auto.

A 34 % MAC Hiuhik 143

8.6(1)

2GSRI, ASA IUESCERR F 3 MAC Huhik AR i 2 5 46 4 44 FH BRI
A4, ASA ZETH:1T (ASA 5500-X) B 5 Bk (ASASM) MAC ik 1 5 J5 >+
T EBNERET . S EH INEECE S MAC HibE 2R R, RS A ST
AR . AT O PR 2 0P Ak, R A B DR IE MAC Bk 7E 9 B E 1
e, AT LUl %\ show running-config mac-address fir 4 21 & [ 3h 4
PHTES . R TS, nT LS B TS BT Sk D RE . ARG
MAC Hiulk 2 5 EA A

N T ORFFSE AR X T Wi T, IR R T RE4eH2, ASAAE
HOBT NI A2 B AR B L E 10 MAC il ik, (HiE, 34T
9 ZU IR U AE AL PR B e 2 I T 5 ST SR AR O, et
T ASASM. WERBATTSIT1%,  ARAEA A Al 9 5 1) ASASM
FEMIBE R R I 2538 2 MAC HUBEAR S, AT BE 238 21U .
T e, EAEH MAC MUk E BT8R ik, s FOB R HI MAC L
kA E R AL T TSR -

e

BT LN 4 : mac-address auto.

BIANTE S (5 ASASM Z 41
O B3 MAC Mk id
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WA, ASA S FH AT I 1Pve 11 Al (FE02::1).

\)
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REERICE] ARP [F5, W ASAZ 0] ARP KA F—A4 HH 1 1P sl & 3% — K ARP i 3K .

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



BRI EYE |
B =ous

I R B AN W R ARP [BI S B AR I & it i, A i IS AT IE R o W 2Ry & e #
Wi, WISl R — SRR, S ARNE], RS R R
SR CR AR WU B B R TR, W ASATTARREAT) 4k Ping ik,

4. J7HE Ping WK - PRI Ping M52 . B 45 K& —N 1k Ping, AR5 201 B 40
AT VREG AEMRIAE], s BT A, e DS I 12T . Wi & B a4 AR
P, WRRASE b, R — &R AR &, &SRR, AR ER 3 SS
Bl A BB AR . W R AR BT ATy, AR i ARP AR PR TF 4G Wi W & o % 4k
ZERATICEIK | ARP A1) 4% Ping MR (K, WK & —Higtr F &%,

EORS
ZW s Onr LU PL IR A
* Unknown - #JUIRAS . BOIRSHE AT RER KRR S TCIEHE .
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S TR TR

AR fir4 22 S 1] ASA:
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config-sync 1L .

* copy running-config startup-config
* delete

* mkdir

* rename

* rmdir

* write memory

PAF fir & A B 2% 1 ASA:
* [%: copy fir &4 AT 1K) copy running-config startup-config fir 4
* % write iy & 4MY BT E ) write memory fiv 4
* debug
* failover lan unit
* firewall
* show

* terminal pager 1 pager

config-sync {1t

FEHES B S e e B i R B R BV RCED RTINSl BRIBAT B . B et
K AN PCESGLBIMAB S, AT e BRCE R . AU BB B E RO, WA e
LI P A BER P E .
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o WRPCE R RS IPsec T4, WML E R TERL, IR I BE s Ml T BE a5
HMEA .

* WIRAE I B)AS ACL 2l SNMPV3 L& ¥, ARG E [REP A Dh RETE AL

* BB LAN BEE ER S (1 58 BEBC EA W ERUAT A AT R0 o A6 3 045 0 46 s 45 2 T [
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* show failover config-sync checksum
BoRA KB ARSI AR
* show failover config-sync configuration
R R IC BRI A5
* show failover config-sync status
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BeE I o W0 R AE AR R AT G, S B AEVE W e e 2 A B n 5
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user usernamegroup-namev3 14, B EFEAE AR N2 % 2L priv-password i 15 FH auth-password
VEI H Bk B 24 4%

ASA ANFFLE AL 5 SNMP &7 3 5 | 50
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HER R HBEAIRE ). B SNCE STRIPERE, 15T asp rule-engine transactional-commit
access-group F1 asp rule-engine transactional-commit nat 74 >4 75 [ BLUAD NAT 5 H 414548
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<

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022
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B QI —ANFTR) HA X

* HA Cp it gl

o WRRER AL RS BRI AE T T HDRT AT

* B no failover /failover &% configure high-availability suspend/resume (J& 95 # CLISH)
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A7 T B AR 45 DAy M BIT e T p e 9 5 5 ST O BC R, PRI vl PR 300 I i DA APt 2 st
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« BeIREFIN ] 25 7.
o« BRI N 1R,
© WALRERN RN 15 B,
o EALIBNG SR
s EEETH Y.

Ao & * A/ AR

TG E TR I AS . S A 1 W A B o B RGBS v E . A AT BC A AE T
Bk LT, RIRIXLS B E S FD BB B %

AERIERBEEBEEERF

WA A AR, R R/ R RO B P 3B ag . XD BRI TR L ue & B R Al
A2 e i 1) o /L
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R e

FHia Z |l

o FRATTE U A Rt b e R AR SRR SO P AT 4 VL B A P TP ik o A0 SRR O sl 4
3177 MRS, ) B E ) 1P k. Wi DHCP BCE 7ARMTHE L, BORe ok n ik
.

) A A B R A BE R I . nameif .

o XT 2R, R RERAT A A AT . BEMEE S U B RE AT E], TR
changeto system iy 4.

UK

Wb v i e o BB

failover lan unit primary

Fi o AR Wb e A% B P 1 -
failover lan interface if_nameinterface id

i

ciscoasa (config)# failover lan interface folink gigabitethernet0/3

VEEE ANRT AR LA TG (IR RERR BRADD
if_name 2 5 R] 2 LR E 447K

interface_id 80 n] L&Y BEFE 0. T30, 8¢ EtherChannel #% 1 ID. £ Firepower 1010 I, %
ey kB2 11 ID; ANREFR @ AZHebLin 11 ID 8% VLAN ID. Firepower 4100/9300 nJ LLAH /R4 %k
PRBEE A,

Shy W A RS B % 4 TG 2 A2 TP bl
failover interfaceip failover_if name {ip addressmask |ipv6 address/ prefix} standby ip_address

i

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

o

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

BEHBE R AT ARAE T Eo e AT B 314 (255.255.255.254), AUELEPIAS TP Hihk.
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE 1M, AREH T Wl ek A5 5% .

1 TP A5 5 1) TP ML T )
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Jet s e A% T i«
interface failover_interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CATIE) an AR AR BE B 1 sz 1, FR e ki .
failover link if_nameinterface id

i

ciscoasa(config)# failover link folink gigabitethernet0/4

IRANTR E AR 1, U R A A R TR B

if_name Z- ¥ n] % IR 2 A4 FR.

interface id Z0n] LUEEHs W BE4% 11 . 32 1 8 EtherChannel $% 11 ID. 7£ Firepower 1010 I, %$%
PRl K 1 1D ANfedia s ZZ el 1 1D 5 VLAN ID.

WORAESRE TSR PPIRAS R, AT LUK I TP ik 7y Mo 2 IR A B K -

failover interfaceip state if name {ip_addressmask | ipv6_address/prefix} standby ip_address

Tl

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

BB RE N AL T AN [F) T b A R A AR AT 7 L. AT DU 3147 (255.255.255.254), VA
PN TP Hihik . 169.254.0.0/16 F1 £d00:0:0:*::/64 f& N FRAEH T M, ASREH T Wb 4% 75 eth 3555 14

% H 1P ka2 5 S 1P M T [E] 1
WURGCR SRS BB, Wk P B

WA ERE T A PR RERS , 1 8 IR RERS -
interface state_interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
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ciscoasa(config-if)# no shutdown

IR ORI RS HE R, 1B D IR
HES (L) TEPAT U ME—#81,  LUINE e A AR S B FR A5 -

Pk AEB e Z IR e A% MR AS B % |- 22 57 IPsec LAN FI LAN B¥ii, LU v A i) it
R mAE

failover ipsec pre-shared-key [0 | 8] %4

zN iR

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

% key IR R E R 128 74T W P16 Bk ERHIRI P e B i IKEv2 ] 7 fsil .

WA 350 GESRRCE 150, 55782 10 , NWHZE PSR E TN . WRNRESR
il (i, A moresystem:running-config fiith 5D, MR E AT 8 SCHE 7 s s Y], BN
DUTAEHT 0, R WIR NG (158 o

failover ipsec pre-shared-key 7£ show running-config fii H i 7Ry %, X Rl H LA E
il o

DR AR ME B e R FOIRZS BRI I, WO R T (R AR iy & S R A (e 2
HIT A s DD R RHIWISOE .

ANBEIFIIN S IPsec I FifL4: failover key his . R FIECE A L, KA IPsec. A
o, SRR AR, WIFERCE [Psec I 2 H 2 i Ze 8 H] no failover key iy 4 M ok i i 4% 7
=,

W RS LAN 2 LAN BEE AT IPsec (HiAth VPND FRJHIE
CRI3E) Wb 4 B8 IR A BE % b 1) ke 4 B LA A T N 2%
failover key [0 8] {hex key | shared_secret}

R

ciscoasa(config)# failover key johncrlchtOn

fEH 1 2] 63 A1 shared_secret, m# 32 N FFF1) hex key. X}T shared secret, 1] LT
RAAMHECTE . ARl /T o IS SR A AR ] . e e
W LA R 28

WA B2 GESRACE L5655 782 71D , MIFLE B a7 bl % B S e mc & o
o WRNECEEE (B, M moresystem:running-config ¥t & HD MR Al 8 Sk
I i B A N . BRSO N A 0, R INE 1215

failover key 7t show running-config i th 11 Sk 7 oy s X Rh A 2 P 0V S

IR SR G B B R B MRS BERR I 2%, WO R iSRG A i & SR Rt v 3 () I v
(T RS E D BRI SOE .
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JR b e 7 -

failover

B AR G ORAF BN A7 -

write memory

Gt

PAR 7 S . 3 o H i R e B S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

AER/ERBMIEE B ERRF

AT B BT I E WS A B B . A D A T B X A Aok AT S . R
R B AR B I A fa, PIANECE A ME— /K A PEZE )2 failover lan unit fir 4>, 12 A
e E W& F g, LMK E.
FIAZHI
* 4R DHCP B & JATA# 1, Rk oid i b e 7%
* V)N W RS FRAS BE B ITL & nameif.
o XT2ERE, W REPAT M S RATR Y . BEMEE S DB R EPAT ], TR
changeto system iy 4.

UK

E & EEF A AME M4, failover lanunitprimary fir&-64h. 8%, %A LAEFH failover
lan unit secondary iy 20 1Z M4, HIXIFIEL T, K4 secondary /BN E . TH S04 /%
F B RO E F %, 5 273 T,

(KR

ciscoasa(config)# failover lan interface folink gigabitethernet0/3
INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
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ciscoasa(config) # failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config) # interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

T2 WEHERBIE L2, SRR RN

ciscoasa(config) # write memory

B & £ H/E MBS

AT G AT e /T e A

AER/EAMEEBEE FIKE
REGACHS AR08, R T M BB TR T e . 0B T 761 4 L T
RS 7 0 L
T2 B
AR PSR T IR L 55 220 HUR IR,

o BRARHRS MRS HERS 2 A1, FRATER BB B e U DVREE IR 1, 58 707 SO T
B E S 1P ok e RO O RO RAL ] 31 A2 7 AR, TE 20 E & TP k. Wi
A DHCP Jit & TATA[# 11, S ok ia FH W4 4%

o VIR B RS BEIC & nameif .
* FERGPAT R ERATEF . EMZNE SO B R G AT 20, 1A changeto system iy

P ORI B

failover lan unit primary

W2 i B AL R % 1 -
failover lan interface if nameinterface id

IR

ciscoasa (config)# failover lan interface folink gigabitethernet0/3
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ez LU R AT LA A 3 (R THIRES BEBRBR A1)
if_name Z %] H 45 E A FR .

interface id Z¥n] LSS BEE 1. 132 1 8% EtherChannel #2171 ID. Firepower 4100/9300 7] LA{#
AR B s 2R A4 1

hy MBS B R 23 E T2 T AN ) TP ik
standby failover interfaceip if_name {ip_address mask | ipv6_address/prefix } standby ip_address

Tl

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

BB HE N AL T RAFH 7N Eo 7R AT B 31 47 (255.255.255.254), NS HIAS TP Huhk.
169.254.0.0/16 FI £d00:0:0:*::/64 & N FBAE K7W, ASGEH T Wb 4 78 etk 255 1%

2 HI 1P Huhib b 20ty ) 1P M hEA T A — 1 .
J PH IR A A -

interface failover_interface id

no shutdown

Tl

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CAIE) W SRARELAE APIRZASBEBR (K A2 1, Fod dedi

failover link if_nameinterface id

T

ciscoasa(config)# failover link statelink gigabitethernet0/4

PATV VLA W R e B B P () — AN RO BE K o R AR e S 1, DU i B A s
AR BE K

if_name Z-¥(n] b4 D45 € 4 7R

interface_id 24 n] LLEHHR Y #1114 188 EtherChannel #2 [1 ID.

WS E T AR RERS, T LUK R AT TP ik PO A IR BB -
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Db HE R AL T AN A T b i A s A R A 7 e b P DU 3147 (255.255.255.254), LEH
PN TP Hihik . 169.254.0.0/16 F1 £d00:0:0:*::/64 & N IR K7W, ASREH T Wb 4 75 etk 2555 14

25 M) 1P Huhk a2 5 32 1T 1P HuhEAL T[R4

IR IR R, Bk D R

failover interfaceip stateif_name {ip_address mask | ipv6_address/prefix} standby ip_address
il

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

By

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

FIRT  WREIRE TR, 0 HPIRS R -
interface state interface id

no shutdown

P

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

WER BRI IR, 1B MOV IR

P8 (L) EPAT UM A, DU S R A AR e b 10T A -

o CHIL) (EV Z AR A% MRS E RS L 57 IPsec LAN £ LAN B&I&, LU0 P (0 it
Ferz s

failover ipsec pre-shared-key [0 | 8] %41

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

2 key IR TE N 128745 e M 6 e LR AI R D1 e 91 IKEv2 H] T 7 p%aE .

R R GESNCE %6, 5782 1) , MZ® %Afmﬁ¢mx o RN E A
FEJ (o, U\morewaem runnmg-conﬂgéfnutljﬁﬁab , MR EAEH 8 KRBT I % H, BN

failover ipsec pre-shared-key 7t show running-config %yt i 7R A %%, SXRIEHE 2 P I0TE =
il o

U AR M BB e B RORZS BRI I, SRR e BTl (R E Ay & S A v Aoz (il
FIpTA SR YD KR ISR
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ARAEIRII A TPsee I ALY failover key IS . R FINBEFPIR I 5, HEALIT TPsec. A
B, AR A, WUAERE TPsee N2 AL R B nofailover key fir & MR MBI H S
wH

WS LAN 2] LAN BEE A TEA IPsec (HiAt VPND VFATHIE.
CAT3E) X e A B8 IR A B 1 1) e e B TR A 1A T I %«
failover key [0 8] {hex key | shared_secret}

ciscoasa(config)# failover key johncrlchtOn

i/ shared_secret (1 #| 63 MF4F) 81 32 NMFAFH) 73l 248

XT shared_secret, #AILUTRAIA AT . FREEbE SRS o LB uk 7S ik 2
I FAEROIN 2 25 . #e P es LIAH R 28 .

WIEHRAFFH %00 GESRECE F3065 , 55782 701D, MIFLss i+ N kbl g0 S e lic & o
S5, W NECE S (B, A moresystem:running-config # i A HD MR Al 8 Sk
I AL B B SR S . BRIAS OL N 0, R WA I (1265 .

failover key 7t show running-config i H /1 e 7 oy e X Rh S HE 2 072 52

UR S R B W e R AR BB N 3, WO e I AR (LA A iy & SR R A T il
FIpT A SR EE YD KR ISR

IR QIR 1
failover group 1
primary
preempt [delay]

i

ciscoasa (config-fover-group) # failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

MH, EATLORAL 1 7 Bess e, KA 2 ECA BB . MR R R AL A B R BB
AR ERPRE (AMEEIIE RN E3), H-f k&S RN ERRE) » AHEIZANE:
LAHIIRE . G e WAL T, preempt fir &2 MR R A B SR % B Ak AR
&

LN o

T LU N FTIE R delay L, % {HAR & MBS 4LE TR € W B 33 EAPIRAEZ T, E 21T
AR E PRSP EL. ARME RS 1 2 1200,

R R RPIRZS SRR, , WG S AEIR,  ELRESE N BT AL T PR (K M e 7% A e R B
Ak

WERTF AT M be iy, 2 R preempt fir % .
W0 QU 2, ORI R A

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



ARy EYE |
| BEEL L e

failover group 2
secondary
preempt [delay]
-

ciscoasa(config-fover-group)# failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BN SEAGEN SN SICER, RISz R Boa bR R 4
context 44 FK
join-failover-group {1| 2}

TP

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

XM R E R iy

P ARSI 5o B/ BC B R 4 1. BB, SUAR LR R 20 1 ot A Reds
g 2.

T2 5 ks

failover

B3 R RGN RAF B N A7

write memory

Gt
PUR 7Bl e 3 e (K Wb e 7% 2 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2

[ cuL 35 1. Cisco Secure Firewall ASA R #1i21E CLI BB 55, 919 kE



CRLilEIDE N

wEmERErsRagneE ]

secondary

preempt
context admin

join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

A ER/ERBIEEBE EMHENIR

Nil

FEAR ) et b I g BB R A B o BB DA ) e 6 T BEIX B iy oK A AT I . AE B
R U B AR PR B et e, P ECE T E K AR 2255052 failover lan unit dy4, %2 ]
RGBSR LB, Rl Be.

FHia Z |l
o R A T BAE T 2 s i, 35 220 TUR H 215 5t
* WA DHCP FCE TAEM#E L RoR o n a4 .
o TN IR B RR S BEHIC B nameif .
s FERGPAT A SERATEF o ZMAZAE SO R AT 200, i A changeto system iy

7EE g EE B E IR fr4, failover lanunitprimary fir & oh. 503, %A LUE S failover
lan unit secondary 0% a4, HXIHIENLT, B4 secondary EERIABEE . AT LA
failover group Fil join-failover-group fiy4, PRIIX L8y &2 A 845 520 152 [ O 3 11/ P s
HRNE R, 55278 T,

Bl

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(confiqg)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa (config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

e R e B B P In, RO DR A B N A7

ciscoasa(config)# write memory
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FIRI WERT L, AT SORMIR RS A 2 AR B e & BAL T EAPIRAS

failover active group 2

B & FliE I PEEE 554

T DAL 2 R SO B

e EM R B FAMEMIRE

SIE2

AR D E Y2 BN BIARE, WHS PR MBOA R E , #5273 50 XT3/
EREL S W YN s kA a2 22N NG 2 I (SR
FrIAZ |
* AEZE BN, A E RGEHAT R PR E X L E
o QT R BARASATIR I AR C e e A I (BFD), 1525 LA B
* {X R Firepower 9300 1 4100,
AR /A
o PR F AR X

UK

BRSO 25 R e MRS IS )

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

T

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

polltime YE /T 1 1 15 Bb2 08, = 200 A1 999 ZFb2 ). holdtime YL /T 1 3 45 Fp 2 A5k
800 21999 Z2 AP 4] o iy N\ FFIPRAF I IHIEL AN BB /N T2 BRI (] 1) 3 s o BEE (AR IS (] PR, ASA
(G PRSI ) S S A A R RS o (E, I IN S FE N, SRR I 2 T BN B D)
TR A AN V) ] ) P A IS B A o 3 55 (PP U 5, )l G A 2 A T LA AR K
WIERAECRFRIN T Y, AT AR X S B MY, 20 4% S B Ry R A e, SR 12 4% 4 2
M, W& RGESIITEY, By &S,

FEFH/ERBECT, ETLOh R W E IR (AR BN A 4 1 B R

ARG IBATIRGIR S & BFD.
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SEWIME P e 4% AT RE 27 CPU 11 %6 R SR 2R . BFD Ji e AT, FTLLRS CPU R
Wi JLi847 .
a) € SCEH T A B T ARDURN ) BFD AR «

bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa (config-bfd) # bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx $& € BFD 45 il 5 69k A ik BB B 0 AR TR R . JE AT 50 21 999 =P 2 [1] .

min-rx $5 ¢ TRk B R 65 R 1) BFD #3515 % . Ju AT 50 2] 999 =)
2 6. multiplier 5§ #£ BFD 5 WG SR AN T FH 2 iy Db 25U ik ok B 12 b e A% 5 45 AR 1) 3% 452 BFD
P B, YR 3 F) 50.

BEAh, B AT LA AR ] AN B A B iE s 1 2 [ 6 BFD A5t , 5 919 WL
b) Jyisf PRI JE ] BFD:
failover health-check bfd template_name

i

ciscoasa(config)# failover health-check bfd failover-temp

P3O B R A AR I ]
failover polltimelink-state msec poll_time

-
ciscoasa(config)# failover polltime link-state msec 300
JaH 2 300 %2 799 b, BRIATGOLT, B R 0 KBS ASA BERE 500 A0 A — IR H 42 I

HORAS . BEATLLE € SCR IR 1] Bildn, i SRR R IR ()N 300 2245, T ASA AT LS R RS
eARE(SID Yo

FEER/ERIBGCR, BT DON RS REE I A (HANRE B W 15 2 Ve e
PERA  WENEER PSR R

failover replication rate conns

IR

ciscoasa(config)# failover replication rate 20000

StV e T O RO B . 76 R RN 6T B R B tik
2 AIRRE A A O R A B R

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



SRR EE |
B e=smensunzmgs

PR SEAE S B sl 5t b B EA T AT o PC 2 B X Tl i

failover standby config-lock

BOANEOL T, ARVFS B/ 5 EETICE, HRESP R —FEEHE.
$Ee B/ MR $5E % A% b 41

{| } failover groupl 2

Tl

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

HBT A HTTP RS H:
o T AR
failover replication http
o T3 /3 AR
replication http
BEARVHERSAE BB S HTTP &8, BFH28 H HTTP & JATA SR HHHTTPARAS K.
iR P A o s o T A5 P V88 TR IR HTTP $di i 2 72 AR 48R, T LL show conn count
v e v S B TR R AN R H R A RS J LR B ER R i 2
WI7EM & g BB IR £
IR BCE R R AR I R R B A
o 0 R AR
failover interface-policy num [%]

ZNE

ciscoasa (config)# failover interface-policy 20%

XT3 /A AR

inter face-policy num [%]

ZNE

ciscoasa (config-fover-group) # interface-policy 20%

BRAE LR, —MEORE S REGRE T .
LEFE B (PR B S, num 300 AT 1 31 1025 2 0A].
R ERE O E 2 LN, num ST/ 1 1 3 100 2 J7] .
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SR S AR AR RN A]
o T3 /A AR
failover polltimeinterface [msec] polltime [holdtime time]

2R

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

XT3 /A R
polltime interface [msec] polltime [holdtimetime]

IR

ciscoasa(config-fover-group) # polltime interface msec 500 holdtime 5

* polltime- 1 B [ o 45 (A A IR T MU Kl 0 2 TR O A I T o A& I TR O 8B A T 1 2 15 BB 2 [
USRAG I T ) msec SCHE T, WIATRUES T 500 1) 999 2R 2 (A BRIME N 5 7.

hol dtimeti me- 13 & M S 5K 15 4% F S5 I 2 il Hel lodiy B 5 432 1R DARR 2 38 LS4 22 )
IR (FERTEED o e iR DR )RR S 0 0] % & holdtime / 16, 7 R E Y 5 2
75 #b o BRAMECNES I A] 565 o BN DR BRI RE NS 56 T8 S RS I TR 5 %

LEFE T VAR Z AT Cy) BT BN B A

1. x= Choldtime/polltime) /2, Y& A A NIRRT HEES . (4R RIYE TN 0.5 Fljn) b
IS TN

2. y=x*polltime

.

B, dn AAE BRI CR KRN RIS A I (] 5, Wy = 1580

P10 FCE BB MAC Hilil
o XTI AL
failover mac address phy if active_mac standby _mac

2R

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

X3 /A R
mac address phy _if active_mac standby _mac

IR

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



B ==sz0u0

1=}
v

[

HX
Z3
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phy_if ZHUEF PB4 FR, #iln, gigabitethernet0/1,

active_mac 1 standby_mac Z4 & H.H.H #2010 MAC bk, JLib H o 16 APt flges. i,
MAC il 00-0C-F1-42-4C-DE ¥ 75 B4 A\ 000C.F142.4CDE.

active_mac itk 542 L% 20 1P HbhibAHOCHER, 1 standby_mac 1582 1 1) 45 F TP HuhibAH DG

et ] DU oA fiy 2 5O VB MAC Hihik, B B T U —Fh 5. R 22 Ry vk
BEE MAC #ibik, B R MAC Ml 2B e T 238, AT eSS AN AT Fiil

i show interface iy 4 Al i/~ E ) MAC Huhk.
A PR 3 /3 A0 1 oAt M b e 75 41 o 2 b e D IR

=g ML

BOATEOL T, AEpraEiE bR RS, B0E XS T Firepower 1010, W24 5 VLAN 2 . Firepower
1010 A2 #eblsi H ok T8 1 4% .

T ey AR ERIE BRSSO 1, DL SRR R B SR
Tt 2 nl LM — B s LA 1025 M (5 205 SEEUF T 15 50

FHIa Z Al
FELAG BTN, AR R EL .

UK

JFH B e a8 A IR 4«

[no] monitor-interface {if name}

i

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl

BeEIEXMFRIRBEREE T (FR/EREID

PR/ R RS N Ia ATy, B T RE W RN 2 B & AR MR K MR MR . ik
FNZHHE I ASA BOA ZEHR W IEMTERG R, ZHR RS EF . /B i
PIE ASA EHBIARRISE R, JF H I sERAEH] NAT Hhbnf, Sk A 25,

] DUE R S VEESTRR I th B ok B (E iR I . ik, TR ER A A ASA B RAR AL D40 d
F[F—/ ASR 4l. #lUn, P& ASA KPR LB ML, (HAMBEE D IER R AR R ISP, 7F
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mEfEmmnsEasss ERERet |

B b, BB SANBIE O R4y ASR 4L 15 fERH B e b, R IR A B 1 2 Fo g A )
ASR A 1o MR SMBE LRI B a5 BB, et at R4k T 5 s
B — AWM aEE s fEoRsld, BVASR A 1o WA B LR, Bt otk L. Wik
FBILHCIT, AT LU (38 A -
o WA APEDR A AR, O 2 RGN AN A SRS, Bl S gEE 1 2 5
e HESIRA TS AIRAS,  SREDE [ R AT 4R 4L,
o AR NG RR BAR A B EIANRE D, 58 2 R HCKIR A AN A SRS, Bdits
WEFE N -

)

AR IEIIREASR B FRER s &R AR R B K B IR

B RN AR RR S B A B 1 s A
49: ASR 7= 15

,:::H:“;;ag 192.168.2.2
19216821 192.168.1.2 2l

mmmmﬂ

]
1
SecAppA aliia SecAppB
Sy Failower/State link
'\‘I\ i, =
el .,
~
1]
== == Qutbound Traffic : ¥ o
Return Traffic " Inside 2

_ netwo rk

1. G2 T SecAppA 1 it ASA. %4 iiB 4% 1 outsideISP-A (192.168.1.1).

2. BT LA E T AR AR, IR R Rl H 3 H SecAppA 15l ASA BN
outsideISP-B (192.168.2.2) 14 A,

3. MTEAFED 192.168.2.2 LM EMNESIEFE R, REREE Y S EF. Hid, EOgNE
J3 ASR 41 1 35y WASAERCE AAHHE M ASR 41 1D [T At 0 L &% 1.
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B =sansnsresss ERERED

4. 2xififs BA{EE: 1 outsideISP-A (192.168.1.2) [k F, %8 ILEM ] SecAppB 1 S & FAb T
ARG RSTS84 1545 BN SecAppA 5 1l #] SecAppB.

5. 52 KA B 192.168.1.1 ({5 BES, WMESWEE N, @idRr 192.168.1.2, 7Ei%
O b, WEESEE RS ERRER T (SecAppA L1 192.168.1.1) i&[Hl, (AL ¥ i E
EFr. MR ST EMEE, HASUE R,

FHIa Z Bl
o RA RIS - K MR A 18 O B SIS FPIRASE R, AR5 & H MR 5 41

* R HTTP - HTTP 2 1R ESF BA LR g s e i 4, IAEAE TR0 L. 4T
187 ASA Rt BRI e BRI K HTTP £l 0, 20 HTTP IRASE &

* TR A M B B BRI BRI R, ST AR
 TRIEAE S ST I ECE ASR ZHANR LD ARG SR O E X, AR SRR O
#AGEE T ASR 4.

UK

TR AETWE b, e EAVERXFRER 8 e b
interface phy_if

-
primary/admin (config)# interface gigabitethernet 0/0
SIE2 WEHN ASR AT

asr-group num

Tl

primary/admin (config-ifc)# asr-group 1

num B 3ETEE 8 1 2] 32,

P 3 il B, FRE B AV RS A 2R 1
interface phy_if

IR

secondary/ctxl (config)# interface gigabitethernet 0/1

SE4 FEREOMN ASR 41475, LLVCHE F k410

asr-group num
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REEnungEasss ERERED I

TP

secondary/ctxl (config-ifc) # asr-group 1

Gt

BRAEHAUTEE (REMNERHRESL) o ETHHRId A SecAppA HIBL& b 15

xR R
Tw RANE

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 AL E

interface GigabitEthernet0/2
nameif outsideISP-A
security-level 0
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside
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SecAppB 1E AL E

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

BIEMFEAETE

ASHRGy S A REAE A T B S A8 I ey BRSO e A B 358 Qo B 5 e e A 1 8 DA S Qe s i) A —
BRI 2 G

ol | A PR 4L 7%

LR SR A B o E R A, AT L R R .

FiaZ |l
FELAGFRT, T ERGHRAT ] P AT AR .

UK

TR AER e BN, W] USROS o o T B R O T B

WA E group group_id, WIFEFRE 3 H/F MR AL 210 26 FH e es A NG A A I, Ko bilidi AT
TR o £ FHARE 34 Ok b s A 1) S FH R 4%

o KT A b 3 a5 PR
failover active

o XA s B3 A/ A AR
failover active [group group_id]

zN R

standby# failover active group 1

P2 AT BRI, W DURGERE R . IR AR RO & B

USR5 2 group group_id, {EFRE SRR ALK T e AN, i A iR AT R RS
T PH B B R R 2L [ 6 P B4
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o XTI B 3 /A TR
no failover active

o T E MRS B3R/ R
no failover active [group group _id]

ZNE

active# no failover active group 1

M

fE— B 6 B EATREERS, K REE S WA R IL S HPIRE, BRI E .
TR bR RS, S R AL LA T PR e EORFF EAPIRZS, e eI
BN R — B

AT RIS, TS Y LT RAAE -
o w BRSO A AR, DM & e AT i R dmiii . GO B APIRES) -
o % A/ S gk s L5 TP ki, B R PR 2 A A SR R .

o # B/ SRS T IR A R KRG W RAE T B/ St B R T e is
e FHBE A6/ St AR TR [0 A e 5 P #46 FRES

« NEAER T et ETaha RIS e K AT TS P s ®s . 25 292 7. R A%
HIBE e BRI ts, KR 20T RE WS 1PV it 1) MAC Ml iR .

© BRSSO e I B R A 2R S &, AR5 ER Ak

FHiaZ |l
LA FBEUN, T RGHRAT ] P AT AR .

UK

LB ML
no failover

P2 SRR, ORI RN &k
write memory
reload

CLI 45 1: Cisco Secure Firewall ASA 5% MiR(E CLU B EEmE, 9194 [}



B nesmsies

ARy EYE |

W& MR &

S

IR 2

SRR B R B BRIRAS, T PAT UM REY

FHia Z |l
FEZ RGN, HEREHATZ R HAT AR .

UK

S o e A K B A TG SRS -
o XTI AR
failover reset
o X A /A AR
failover reset [group group_id]

ZNE

ciscoasa(config)# failover reset group 1

Rrighm i g I L BITE R, A B O B e RS RA R RIS HPRES, |
PRy Rl B8 A L APIRA . BISMEILRE, BCE TR b iR 4l (L
TR o WEREEE B A it T EAPRE HRCE T4, JF HER e Bk s Lk A
BEFK, AR A% 4R 3 EHTIRAS

o5 5E group group_id, B4k kAR WO R T A/ A5 MO R RS 41K R B TG MERIR A

ICE /D LA W #2100 BB e #e, T HAT LT DR
a) fE System H', HIKIEFE Monitoring > Failover > Failover Group #, i # & By il () i b 4 1
AT -
b) rithi Reset Failover .

EFRITEE

WARAE T e S write standby #iy4, A RHE BRI TICE. 15 3 e AT A=
Wb i 2 RSN JFH, TR 2 g B B RO 2148 ] e o

X2, I R G PAT A N writestandby dy I, RGO EHIPTA T 5. WIRTE
S write standby fir, % Ko R SR

Hiilfir & S AEAEIBATICE T o
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st ]

MiX B EEE T e

SR RS T, AT A TR

UK
DA ) E B e AR ] FTP (1) SRAEAN[RH% B WL () AA SO, T an T

ek Uit .

FEER B LA LU R dr4, AT s BT Wb e 4% -
T2 IR

ciscoasa(config)# no failover active

FH/F B

ciscoasa(config)# no failover active group group_id

8] FTP ZEAH R B & EHLZ 18] K3 5y — AN 30

WIERMRRA 8T, i\ show failover iy &K & M FEFARAS .

SERUG, BATLAEE I vt BN DU S, TR B8 P 82 21 3 HPIR A
T I8 R

ciscoasa(config)# no failover active

FH/F B

ciscoasa(config)# failover active group group_id

pE s ASA HEIISCHIIN, 4 T REAT R, 1235 N A2 e & ). 2R ASA Al 21
P SCH, S MR T IR Rs , AR L ORERINF TR 302 ASA 545 LIRS N
OK I, #ZHRFFIN AT, {H ASA JFARMORTSFE AL I Bedfi € . R0 O OR Ky
IFTA], 3 5 AL L ) VAN, - LABH 1E 0 35 A4 31 48 s e i 0.

TR T AT SC VRS AE A AT A A i & 1% BT R 1R e A2 X 25 4

H G 2o AN P e i S R B i s it o, TRAC IR 8B 5 Be ek, AR AT LUAEH]
failover exec fir & fEIEM B A MA R E AT B, WEREEFR I M e, wTLMEH] failover exec
active fiy < [ I B AR IO A . XL OBt & RS H et . AZAIH] failover exec fiy
A T B B SO ML A & IR E A S R IR B, i LRI B AN S PR AT

sk
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configuration. exec Al show iy 4 K% HH WoR7E iy 2o i, LU nT DUMEF failover exec fin %
TEXTAFBEE B show iy & FFAE 22 i 2% i th A 7 45

LI LB AEA B2 BT - IOBR A REAEXT S 8L 2% BT @2

UK

WA T 255N, 351 H changeto contextname fir 4> B8 B B0 & 015 5. TEvEAd ] failover
exec iy A 15 M 4 A% 0 A A b T el 5t

LN i, BRI B € IR R e A% e

ciscoasa(config)# failover exec {active | mate| standby}

i1 active Bl standby K8 T G Bldr AR E e EIAT,  BIEIZ B0 M e . A mate ¢
By n] 3 B A AR R R S AR EAT

S B U A o A S T 2 15 57 . U] show failover exec iy & K w41 1%
A AT R ARTEAE R, WES I S L1

failover exec fir & 2 DREFAR. TR 10 i 2 U iy B A A OIRAS . BRIAIE UL, failover exec
AR E BRI R B s, T LUEH] failover exec it & Aikid ¥4 (Wlinterface
) KBS AT AR, AT failover exec SR, S IFHRR ALK,

fltun, R R BB AL 0 10 T B I A R BC B, SR ] failover execactive i 1)
PR ARCER, ZmP R R AL T4 R B, EAEH] failover exec it A T4 744 1 iC B
LS TN

PLUR 7B s T i 23 15 A5 R failover exec fiv #5202 [AII 25 5 AEMORBI b, 5 2 5308 3 ik
#% b failover exec B Mk GigabitEthernet0/1 4% L2 LACE . 2 )5, {4/ failover exec
active B A\ T A iy A #8436 #4% 1 GigabitEthernet0/1 (4% L BCE AR . AR5, B 0
failover exec active Ji%F 170 HC 1P Huht . BARFERK AT 2 5 ic B2, failover exec active fi
LR BAL T4 O E A

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config) # router rip

ciscoasa (config-router) #

BB T 2 U K iy S BN 225 0 failover exec I a8 B, s TE £ A%
& BT AR ES, JIF HAEARTE K failover execir 45, DL R s 44754 R e B T
SRR SRR IR R AL TR D BCERGL, M failover execactivefit A i &K A& 145
S (107 PR 1 6 P e B

ciscoasa(config-if) # failover exec active router ospf 100
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E 0]

wexasn |

ciscoasa(config-if) #

ﬁﬁﬁ show failover exec iy 4 1] ondR e w & L 28, il failover exec fiv 4 KIL MM 2 1E 1%
B HAT. show failover exec fir 2% 5 failover exec fir S HHFIF S : active. mate 5
standby. FREURF AR ERRE & % 1) failover exec HiTK.

Bltn, LLN AR %S EH R show failover exec i 2 (7~ i i -

ciscoasa(config) # failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

failover exec it fill FH it e 76 A I 1) o) 45 180 26 3K i 2 TR BOR S5 46 (R i S ATt o S NAE
e R A LR T nEs LA 1k gy Wiy el () A et

Ay SATRIBR

VAT UR BT iac ol P ] DI ST
© WA FASHUTTHREFTL G ek, MATHES G 8%, MG R IEAEetT IR En

Wi 5 failover exec v,
o A SE A S B T emd_string 28R K i AN AT .

s FEZAE SRR, BRI A B LI A S A & EER AT SORBIAFING 5, L AHE
PR as LU BIZS R

* ABERLL T r4 Ly failover exec dir & Me A ] :
* changeto
* debug (undebug)
o VA AL T HOROIRAS IS, G Bt DR IR 2% R s 5 T, Ui 58 %475 1) LA failover exec
AT PR S s A NZAR Air & AT R

ANBEAE FH failover exec fiv & 75 MU 5 78 X 2 R B B2 EXEC B D) 21 4 Rt B A . 4
i, TR A AL TR AU EXEC BEUR, I &4 failover exec mate configure
terminalfailover exec mate configureterminal, )l show failover exec mate i HiKf 2R b % %
PAT AT T4 R B . (HAE I failover exec AW A54R ¥ 4 B & fir B kM, HLF)
T8AE AT e ENIEE A R B A 1

* ANfiE#i N recursive failover exec fiy4, 1l failover exec mate failover exec mate iy 4.
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o TE N B A R iy A 6 0UE T noconfirm BT, B0, FEERTINEGZIKAE, A

failover exec matereload noconfirm

T RS

BEFR 23 I T A i R e B R

BIEEERZHE

KA, PG ASA FRS KX R GUH K .

MEHEBAGHEHER

ASA FEARSEZ ) 2 KR S i 28 H MR, 900 2 #on—Fhoefitism . BEEEIX
R, SR ARG HENEIEME .. HMEERER O B ID PITEHZE: 101xxx. 102xxx+ 103xxx+
104xxx. 105xxx~ 210xxx. 311xxx. 709xxx Fll 727xxx. #l40, 105032 Fl 105043 7~ #1451
AEAE ] 8

)

AR WAL, ASA FIOEHSE R, BN, A ZERH SR 411001 F11411002, X
FEIEH S

HPEELEFZARER
BEEEWRMNE, E debug fover id. AREZGEE, BSHmYS%.
Y

AR T AR CPURERE T BRI s IR 2, e T RES RS R EERE . it NAAEXTHE &
I e AT W R B SR TAC HEAT ks fR R 2> il i 2 P 1] debug fover T4

SNMP [ 3E 5 Bra b

TR L R 1) SNMP R0 FEIAE, 155 SNMP AR BEE %2 1% SNMP [ 5 SNMP 45 Bt |

ARG S EN, H ARG 5 MIB 45 SNMP #5835 .
BTSRRI

B BRI T IR A 4

* show failover

B RAT KB IR H A RS IR S
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* show failover group

TRA SRS H SRS RS 15 . BoR 15 E2RALL T show failover T4 i A
AT e THaE 4L

* show monitor-interface

B RZ MR L IE
* show running-config failover

BRIBATRCE PR R 2.

RSB h it K

yrenneiez ]

alf

SY

Ihiae AR N MeEE R

T/ s e 7% 7.0(1) SINT MIhRE.

TR/ 7.0(1) FINT UL IIfE

PR 2 A% B ] SR A N 7.0(4) UAE AT LA 7€ /S BE e T b e A B n 2%
B T LA Fiv4: failover key hex.

SCHRF I A A% A A 1Y) 2 R 8.3(1) R e B B P IRAE SO RE 50, i T I is AT e B
FAZNIC E ] . B TEA R ASA Z [ 52 il
JLE ] (flhniE i moresystem:running-config iy %)
T mT DS S ARG W s i 3L s 5 4]
bRt failover key 7t show running-config i H ' &

INOA R ORI R B VR S

B T L M4 failover key [0]8].

WSIN T W R 1R TPve S HF. 8.2(2) Bk T LU R4 failover interfaceip. show failover .
ipv6 address Fll show monitor-interface.

18 “TRII” B Rk, B Ok MOk R R 4 1z | 9.0(1) BRI RAT A SR VF “RIIN” 3, DI RS 4G

P E LI 7 preempt Ay 2 RIA{E ik e AR EHPIRES . HIL D)
REIL S, DA PN 4 A A A SR B ) B — & e
AR R RS
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INEEAFR TE:N gEER
W IPsec LAN F| LAN F%ii hn & # st #s A | 9.1(2) IRAE AT LLKs IPSec LAN F| LAN [ 1T 4 FUR S
IRABER A . BRI N, A X W R P A N (failover
key fiT % )
iR 4% LAN 3l LAN B&iE A E N IPSec (JH:
fihk VPN) ¥FA]
SINEEM T LL Fiv4: failover ipsec pre-shared-key.
show vpn-sessiondb.
AR AR RIS A TR 9.3(1) TRINTEIL T, ASA 2515 ASA FirePOWER #2223k
AR FIEA TR DG o 20 B S8 AN 75 S AT AR e i o i &
REiFEAS, AT DAZE R IS 3
&8 T BA R fis4: monitor-inter face service-module
B AR B A o ) % PR G % B AR S 1) (1 9-3(2) IAE AT DB #5 HE& (CEF/#8 IS 5675 ) Bl F I
IR (ER/FASEER) R EES, B, BT IE®N
AL E D 2 A, B ICIEAE £ w4 bR T e,
5INT LU R4 . failover standby config-lock
1E ASA 5506H I A3 1/1 432 R g | 9.5(1) DRAE A8 HLUBEAE ASA 5506H FoKe A7 B 1/1 $2 L & A W
Tk i Fakis . Sb)RE RVFIEAE e 88 10 BTy HL A 1 S 2K
Pedein. Uil WA T HbIhRE, (AR ASA
Firepower fRER,  [A A e BESR A BE 1/1 82 LAE by A 2
B,
e 7 UL R v failover lan interface. failover link
HLAE SRR M R I ASA £ IRz S 19.5(2) Sof Tz B R BRI PAT, B0 LUARES AL Tdum 1
W2 NAT e, M FFE I NAT — B —A it D e (2% RFC
6888) o INIEZHFAE MR R F1 ASA FEHEIRE Hh A H ik
Difig
BT LR A4 show local-host
e T Al 25 /4% P i 4 72 1 M Secure Client | 9-6(2) MBI PR G FAf ] Secure Client I, B OCHEKI BN A&
HATEhAS ACL [R5 s ) ACL (dACL) [F] 25 218 FH B £ B I RIS Uik AT,
X+ K& dACL, [R2DR 0] REFR 2 L/, AEBL3gTE],
B A S—EHIL TR mA S & o] &40
RAESATAT 172> o
ZE BN Secure Client KA IR AWk | 9.6(2) HAE, 205 58N Secure Client 34 3 Fr T N A Wl s i
HF %
KB BATAT Ay 2
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yrenneiez ]

TIREAFR R

DIgEfE R

AR, W] A b e B T R I R OIS 4 | 9-7(1)
T LR e 5

BOAEOUT , SRR RS ASA #B 2 RER 500 ==
TR A — IR 4 T BEHRRAS o BAE, 180T BATE 300 2270
F1799 mAb 2 (ML E RS W AIRE; BN, a0 FoReEe v a1
B 300 R0, ASA AT DT PR RS I 452 11 e ik A i
B s

5INT LA Fr4: failover polltimelink-state

Firepower 9300 F1 4100 I 37 F 4 F W[y 5 2 46 | 9-7(1)
I (BFD) #:47 3= Fl/4& W b i o as AT R o M 4%

T LLER XS Firepower 9300 F1 4100 b3 H/45 FIX I & 1%
2 AR A 3 AT IR UAS 25 3 X v e A AGr Il (BF D)o
¥ BFD H T3z 4R GUAS A L BR A i Je s A 5 vk B ml 4,
I H CPU FH D,

SINTLLF#i4: failover health-check bfd

A8 W RS IR IR 9.15 (1)

é“ﬁ%ﬂﬁﬁ&EWDmmﬁ,%ﬁiﬁ%ﬁ%ﬁ,%
)3 A 55 7 3000 =270, S5 554 FH R 285 T8 UM 2441
?%%ﬁﬂ%ﬁ%% ED Iﬁ&%@ﬂu%%wﬁﬁ
o BURHRULRAEIR, 0T LIBEHIAERI ], AR
TE £ V3% 40 2 BT T an AR i o

BiiMe e tdr 4. failover wait-disable

FC B AL A D g vy SE LS DRy s | 9-18(1)

P B[R] A A ) B o A2 80 P S A7 ok LS N e 6 A
FHBARIEE . WCRAE R AR B S HE
HIMEUCHES, TN e # R i e 4 e & 50 JF S8 A
HA. SEDhREn] SEBUE R HA XSS, -4 fa 4 2 1 ATt
1]
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KT

.9,
HEH S A AR TS

AR A UTECE /A0 MR, DAEAIL RIS (W1 Microsoft Azure) H1SEIE ASA KEFUL 1)
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IR

ciscoasa (cfg-fover-cloud-rt) # route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

HOERTSRNCE O 1P MR RIS B () BT SRS . 1 192.120.0.0/16.

Gt

SEREIC B 1«

ciscoasa (config)# failover cloud route-table inside-rt

ciscoasa (cfg-fover-cloud-rt)# rg east-rg

ciscoasa (cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ERERIF0WEER

FEEBA A B B DRCEWE S, BN/ A0 . B B 2 iR M iCE 2
B6 B A AAUPECE AN RO E, T A B R e B i i

BERER/EFHHEFEZREIR
RS A, P i P B e 1
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ARSI SR, AIE R GERAT 22 A G B L R
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ciscoasa(config)# failover

K R G B ORAF BN AT -

ciscoasa(config)# write memory

Gt

AR 7B 7R 7 E e R e B IO

ciscoasa(config)# failover cloud unit primary
ciscoasa(config) # failover cloud peer ip 10.4.3.4

ciscoasa(config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt

ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config)# failover
ciscoasa(config)# write memory

T—5#tta
Je PR 46

BERERFENUREEBREIRE

BAGATTNA AL, J8 H /A& i e A% 0 b A B B 4%

FHIEZ Al
© AERUE SAREUR, TR RGEHAT A R L X L
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ciscoasa(config)# failover

K ARG B ORAT BN AT

ciscoasa(config)# write memory

Gt
PAR 79 27 T A B 4% ) S8 L

ciscoasa(config) # failover cloud unit secondary
ciscoasa(config)# failover cloud peer ip 10.4.3.5

ciscoasa (config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa (config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa (config)# failover
ciscoasa(config)# write memory

BN TPRISIELETE

AV Je W) B 2 AR e R %, A ] S SO SR A AN — £ Bt e
Ry —aiik.

ol | A PR 4L 7%

LR LR 25 s O B e, WHHATEL R i

FF6 Z Al
FE A SRR (K R G AT 23 8] s A ot A 2
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failover active

TP

ciscoasa# failover active

e BRI e

£ WA BRI G2 T Wb e 1S -

no failover active

IR

ciscoasa# no failover active
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s R |

AR Azure )RR RS S AE T AT M ASA JEROIRESA—2, e LMEA LR EXEC @271

ASA FEAUL L5 IREA T ST -

FHIa Z Al

FE LR AR AN RGP T 25 0] A iy £

i

S B e B
failover cloud update routes

T

ciscoasa# failover cloud update routes

Beginning route-table updates
Routes changed

s AT B MR ASA B AR DR HIRUERIM, A /g Route changes

failedo



| SRy R4

3 Azure S3E ]

I8 Azure S 5810F

A
om

1

.
YN

FAE Azare TRIDSE R ASA REAUL iy m] FHPEARE, IR SS BAARCE e 4. HER. WATIE 1) Azure
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* A ID
o GOrIGAE A
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FE A SRR AR LT 25 8] TP T g

RS

MARX ASA JERL = n] FPEFCE 1) Azure S50 UF T3 -
test failover cloud authentication

il

ciscoasa(config)# test failover cloud authentication

Checking authentication to cloud provider
Authentication Succeeded

QD%%%?@%S‘%U‘&, ﬁﬁéiﬁtﬂ’{%% Authentication Failedo

N FR IEAARC . H 5% 1D 5N H] 1D, Azure KGVE TN REST K o ik (9, ASREE G B0 ik 4
filo BRACAEAE H KR D Sl sofs s

Error Connection - Unexpected status in response to access token request: Bad Request

SR H ok ID BN ] ID IR, HORIEGRCE B RAEH ], Azure AR TR S 0 Bk 4 L
BURR . B2 4% H IR D Sl o s

Error Connection - Unexpected status in response to access token request: Unauthorized

ek b
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* show failover
TR KB IR SR B ORI E IC B SR R BRI E. .
A8 s 2 A% P By A R

* show failover history

B RS R AT I Sl I TP EAESON . F SR AR SOA

WEFZHR

MISHBRFEHTHER

ASA FEAR S 2 kK S H A MR G HEN R, F0) 2 Kom— RO . BERIX
MR, SRR HEEBIEME . R4 HEHE BIIVEH 2 1045xx B 1055xx Z [0

\)

AR MR N, ASA FZRIZRIEICHIL D, PRSI, WMAERREHEHE. XL ERIES.

PAR S AE DI 31 ) 2B B ) &R 4t H 7

%$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error: Unknown
error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to

Active unit

%ASA-5-105522: (Primary) Updating route-table wc-rt-inside
%$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
%$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
%ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%$ASA-5-105542: (Primary) Enabling load balancer probe responses
%$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%$ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

AN AL S EEAH R R G H EW LR &Mt (Primary) 5¢ (Secondary) 1F R HT 4K

HFEEZIERER
ENEMIRM A, WA debug fover frd. ARELZER, HSHmASS%.

\}

AR TR A CPUBER R e i se 2, T RE S RS R R GEERE. e, NANAERTRR E
I A iR R S R TAC 14T &BﬁﬂFﬁ%xmﬁ W H debug fover 4.

SNMP ¥ [Z4E 52 FaFH

TR B S 1K) SNMP R 48 H & B BJT ¥ SNMP ACH B 4 A& 3% SNMP FABIF 2] SNMP & 3k |
EXARGHETH, B ERASEHE MIB /LS| SNMP & 25,
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B HRVELIE R, 15 https://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/
cert-install.html.
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