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config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Apr 2 2020, 13:16:51) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]1]
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docker --version
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RHEL 7:

sudo yum -y update && sudo yum -y upgrade
RHEL 8:
sudo dnf -y update && sudo dnf -y upgrade
epel A nE AAFH T
RHEL 7:

sudo yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
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RHEL 8:

sudo dnf -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
@] 4 (RHEL 7%F 819 Python 33 A X gy th.

sudo yum install -y python3 libselinux-python3
A5 Ansibles A %] T}

RHEL 7:

sudo yum -y install ansible

RHEL 8:

sudo dnf install -y ansible

A1 6 Ansible ¥ - €13 T}
ansible --version
o= Tkt P,
RHEL 7:

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/stevej/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible
python version = 2.7.5 (default, Mar 20 2020, 17:08:22) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]1
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RHEL 8:

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = ['/home/steve]j/.ansible/plugins/modules’,
'/usr/share/ansible/plugins/modules']

ansible python module location = /usr/lib/python3.6/site-packages/ansible

executable location = /usr/bin/ansible

python version = 3.6.8 (default, Mar 18 2021, 08:58:41) [GCC 8.4.1 20200928 (Red Hat 8.4.1-1)]
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sudo apt -y update && sudo apt -y upgrade
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/usr/bin/python3 --version
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sudo apt -y install python3.6
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sudo apt -y install software-properties-common

AnsibleS A X g T}

sudo apt-add-repository -y -u ppa:ansible/ansible && sudo apt -y install ansible
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ansible --version
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ansible --version
ansible 2.9.19
config file = /etc/ansible/ansible.cfg
configured module search path = [u'/home/admin/.ansible/plugins/modules’',
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ansible-galaxy collection install cisco.csdac

I

B A El 2 B S AME o] ThE ol HU .
A 3l 5+

~/.ansible/collections/ansible collections/cisco/csdac E] 2l EJ ﬂ oﬂ }"1 E]'% %]'EO_T = ‘E% ]4 D}

ansible-playbook default_playbook.yml [--ask-become-pass] [--extra-vars " vars " ]

Syntax Description

:
P
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QL
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F2Es EAE U A 256l A sudo?h 24 3}

--extra-vars ggo Aed 7 HesE 54 S AVHIF ZFAEASTE FAEF 7
144&4La04 2 AxESo] dA], 6 Fo] A oA AT o 2 -4
Sk /etc/environment2] k3 U =] 3l oF gt}

» csdac_proxy_enabled=true

» csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy_url=PROXY_URL

F7h s B4 &4 AE o s A AT 5 gl A
AFA T AT o e @ ) MRS A 4 54 AN ]
B &

Lc

* csdac_certificate_domain

A5 AT AZEA ] mel o] BT 7| B 5AES) AHE BA &
2~ E o] & (ansibled] 93l BXE)d YT}

* csdac_certificate_country _name
2R @ 27 e (7] E3ES us)
» csdac_certificate _organization_name
Z2 9] o] FYY T (7] %k cisco)
» csdac_certificate _organization_unit_name
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ansible-galaxy collection install cisco.csdac
cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-playbook default playbook.yml --ask-become-pass

)

e AFA & AHgatE A A o
A% o), 494 ATAE Aol amEdolE WA S W ohe-& FAF
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#k a4

Pull Interval(F°] 271 72 | (7] 53k 303%) AWSOl| A 1P vl =8 & 7 A 8}k= 7+ gyt

GCP region(GCP #| 9) (Z4*) Google Cloud”} )= GCP A 9 &
tﬂ/ﬂoﬂ/ﬂ X]Oﬂ =t OﬂOﬂ 3 zlzo]./g}\]g)__

Serviceaccount(A H] 2= A1) | Google Cloud A1 Bl 2= 74 2] JSON ZE=Z Eold &

4
@A 5 AVEE A ’5‘} ] Aol Test(H=E)E S Yot HIAEZF 334 S0
oA 6 Save(A XP)E
Al 7 Status(ZEH)

m& WN
3‘:
A
[40
<
F |
s
l
)
oy
o
?i
L
o

Ul =8 2y

of RHE] A4, 31 | o] #]

Office 365 7] 9 ] Ay A

o] Aol A= A A2 A o] A& o] A AF-E-3F7] 913 management centerel] o] Bl & 3l 913k
Office 365 B L& 7Y H & A ot= W& AB Ut o gk B 19} A H IP 54+ Microsoft
oA w5 el EFU T HiolHE AHEal7] 98 524 4 dHE v 2 a s gl th

AFA gF 82 docs.microsoft.com©l| 4] Office 365 URL 2 IP =4 WY& FZ34H A L.

A1 5H S AYE ] Zadlg
©7] 2 Connector (7] Y E)) & 2 g h.
@A 3 v T e AU

A A F27) =) S 28 0o A e o] 28 Zels

- AYE AR = A4 27 (HE Y v A9 ZellA Edit(B ) 3= Delete(2HA)E ZE F T

4 T ARE G,
& Ay
Name(°] &) (BF) o AME & fak7 AR o5& AT
Description(’d ) A el A g
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#k a4

Base APl URL (7] API URL) (Z ) 7123k T2 74 §- Office 365 AR5 A A URLS 8 YT
LA U] -8--2 Microsoft A4 78 A AFo] E ol A Office 365 IP 54> 2 URL
A A 2~E Fxe A 2

Instance name(2] =&l 2~ o] &) () HEFollA 2" 2 o] 55 Z8 . AA$ W82 Microsoft
A A AFo] E ol A Office 365 IP =24~ 2 URL ] A 0] 2E HZ314 A
O

Disableoptional IPS(’:1 &4 IPH] &4 3} | (2 5) true =+ falseS ¢ &l gt}

GA 5 Save(A ) E S FY T
@7 6 Status(“dEN) Dol Ok(EHQ1)7F A = =] gl o},

cheol 9 % 2l
o e} 474,31 5] 4

vCenter 7] U & - AL 82} A2 7142 H|o|E H X

Cisco Secure Dynamic Attributes Connectori= 4 Al 2~ #| o] A 2 ol] AF-83}7] 913l 54 44 S vCenter
o A management center=. 7}#] 51 T},

A &4 A S

vCenterol A Th2 54 445 7FA 3 Yt}
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N

Cisco Secure Dynamic Attributes Connectorol| Al &4 &8 714 9.2l 2 48k ¢17] & dslte] 9l
= AREAE E 2 Tk
vCenter 7] 9 & o|| o] 3+ CA(Certificate Authority) ] <1 7} %] 2.7

o] FAle A= AYE = o el g T 7 AN S AE o2 7P e = WS A gy
A5 71 H AL FE JASA 2 BE 319 154 Y th o] &= vCenter B+ management center& <t

APl A Ashs o Ba g,
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T4 £ AGEE AFESHE Q1S 713 AN S As o2 TS 4 QAR o
2+ 5 3HA] %S 7-$- CA(Certificate Authority) #| Q1 =5 0.2 7} 2 7], 32 ¥ ©]
o

DA 524 S AdE e 2l
94A 2 & F etuE AU
a) vCenter CA A 215 714 2 2™ Connectors(A 9 &) & &2 3}
b) ] AlE o] HE CA A|S1S 714 2 ™ Adapters(o] HE) S g
0 FHhwEs zagyn.
©70 3 Name(o]£) L=l 7 WE] mi= o 9E1 & A8 ahi o § g,

H
W7 4 Host(5 =) =0l AME Ei o E o] 525 o] & Ei P F2(): https/) S =5

d]: myvcenter.example.com === 192.0.2.100:9090

PEols S2E o] e 1P b A2 sk vl AFS- 5= CA IS4 9] Ak o] 53

7@1::

A=A CAAAS /Mo E=d thE AR

rlr
e
ko
o
N,
&2
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i
O

97 5 Fetch(7H4 2.7 S 3t}
Wol6 (¥ A1, 9154 CA AR A 9154 Saled 2l g,

o
U5 vCenter A9 E o] T gk A &4 <1 A15A CA 7FA 2.719] o Yt}
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Add vCenter Connector

vCenter 7| Y E] A4 .

MName’ o Ceriificate chain was successfully fetched. X |

Here are certificate detalls (priority order descending): —

. > oifFeml ow e - 3 certificates —
Descri

Pull Interval (sec)* | 30

| Test |

o 3} AL kel A /154 CA A /lS &

Host® [ = b |
User* | |
Password* | |
NSX IP | |
NSX User | |
NSX Type | Select.. |
NSX Password | |
vCenter Certificate” ——-BFGIN CERTIFICATE-——

‘ Updsted ICCBMygAWIBAGIQQAF7DTkNH4gBXbZ4/3ad

[ Fen | @

| Cancel |
A5 o} fA R Q154 7 A L o,

ﬂ Cartificate chain was succassfully fetchad. %
Here are certificate detalls (priority order descending):

L") '--'-l"
> nal "m S "

» HydrantlD Server CA 01

= s - 3 cartificates

> IdenTrust Commercial Root CA 1

vCenter 7] 9 & A Al

o] 2+ of] A = VMware VCenter g A 1 S A Bho] A2~ A o] A Aol A A}-8-3)7] 9] 3l management

center®]] o] E] = A 43} )

A#k817] el

AH 5 gl ASHE AHE-8E] vCenterd) S48k 3 5-

CA(Certificate Authority) | 91 =5 S =

1A 2.7],32 o] 4 AH & FEFAIA 2.

1:]-74]1 Ez4 _/J:/ﬂ ﬂﬁla oﬂ =
@7 2 Connector (A E)E & %LHEP.
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. vCenter 71 9/ €] A4

93 0e F shte A,
A AYE Fok Fhhe 29 @ e AME Y B2 F P

« AGE AF T 2L F7H(HE 2 oS 9] 2ol A Edit(A ) £ Delete(2HA)E 2 Futh

B4 g RS A gy
ak g
Name(°] &) (@) o) ANEE nfalA AR ol FE AT
Description( ) 280 el 4Ee 2 g,
Pull Interval(Eo] 271 1+4) (71 -3k 30%) vCenterol| A] IP vl3 S 7 A&t 712 Q) o}
Host(&. % ) @) g2 JH G}
* vCenter®| A F8t¥ T 1~E o] &
« vCenter IP =4
c(AE AR 2E
AA(: https://) = FF SHAE A=A v A Q.
o: myvcenter.example.com == 192.0.2.100:9090
User (-8 (@) A5 907 B8 ool Q= AAEAe] ALg o B2 dATh A
B4 ol B2 th2FAT TR
Passwor (1] 2 ¥l ) (D) A Are] v 52 9 k.
NSX IP vCenter NSX(Network Security Visualization) & A}8-3}= 4% 1P 745 ¢ 9
o,
NSX User (NSX A1-8-4}) 22 ZARA ool QU NSX AFEA O] AFEA ol B8 g
NSX Type(NSX +3) NSX-TE 44t
NSX Password(NSX W™ 5)  |NSX AFg-2te] v E W 5.5 9] & g )
vCenter Certificate(vCenter 215AY)

97 5 Test(H| 2E)=S 298}

Zelstal 7 el S % 43}7] Aol Test connection succeeded©] FA] 5 =%] &-918H ]t}
G716 Save(A ) E ST

ohgoll A @ 2]
o e} 4, 31 501 A
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SECEEEN |

SEERE:

o B = A2 Ao A A ALE-EE7] 98] Eek= Al IEYD BEE
management center®l] T 3+ K oF o149t}
A

i
=
>
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™ %] management center®]] 9+ 3}A A
S4H

Q15 713 A Q1S 714 @ += 7 99l = management center &~ E o] 517 F Q 3t} o I E] E A A B}
HH AREA} o] B, HEH S 9 7] e A K7 E e o

Dynamic Attributes Connector-&- Secure Firewall Management Center A}-&-
A+ 2823

&4 £4 719 o §lE o] 7k %1-8 management center AF-8-AFE A ek Aol FFUT A&
management center AH-8-2FE A4 3HH management centerol] A of 7] %] @2 2 T10}2-3} & FAE
WAE g s U 54 £4 79 E = REST APIE AH&-aho] 7] 4 0.2 21dl8ke] 41t 2 ¢ d)
o]EH F & 7N A| & management centerE ¢ Bl o] E&}7] Wl EQP YT}

management center AF-82H= # 423+ Access Admin(2 Al 2~ ] A} @ gko] glofof gt

A1 o} 4] 31A] 2k THH management centerol] = 1913 T},
7 2 Integration(E &) > Users(AH&- 21 B &S S8 g o)
o7 3 Create User (A&7 A4S 2]}

WA 4 AHEAE Ak ol Hest RS dﬁ‘fi}‘% =3

@A 5 User Role Configuration(AF-8-AF & sk G-A3) o} gflo| A th5- 7] & == F U3 At 5o Uy 95 A3t
U,
R

o) 2 2] A
=92 Beld
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dlo

92 dE BoFUH
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B caccertificate Authority) 4191 555 © % 717 2 7)

User Configuration

User Narme | csdac-sample |

Real Name | csdac-sample |

Authentication |:| Use External Authentication Method

Password

Confirm Password l wennnnns| |
Maximum Number of Failed Logins | 5 |
Minimum Password Length | 8 |
Days Until Password Expiration | Q |
Days Before Password Expiration Warning | Q |
|:| Force Password Reset on Login
Options |:| Check Password Strength
[ Exempt from Browser Session Timeout
User Role Configuration
[] Administrator
I:I External Database User (Read Only)
[] Security Analyst
[ ] Security Analyst (Read Only)
[ Security Approver
Default User Roles || Intrusion Admin
P4 Access Admin

MNetwork Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

Cancel

REST 4412 5 §37]0] 388 Adto] Qi 05 48 i 229 o] Qi UE /8 43S 488 Sx
Agruieh 7|2 < @o] e A G g2 AL A A thEE G AHe} AT AL FRFAA L

chgol 5 e 2]
o} 4,31 501 4

CA(Certificate Authority) | ¢] <=5 0.2 72 2.7]

A 7B ANE A5 o= 7S 5§l 4% U BebeAE da 5 stu-E AH8-51o] vCenter,
NSX %+ Management Center®]] QFA Al A A sH= H] AR5 = Q154 AllS 7H s U
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CA(Certificate Authority) 4] Q1 =5 0 2 712 Q7] .

 vCenter ®=+= NSX
Azure = AWSS] D237 918 Q154 A2 A B et gyt

* Management Center

o] a5 AFE3}7] Mol thgoll A 15 713 A A 7FA 7o th ek A S 3RS A L
* vCenter 7] Y1 E] A 43, 29 H| o] %]
« o] SHE] A4, 31 o] %]

1= A ¢l 714 2.7] - Mac(Chrome 2 Firefox)

Mac 0S| ] Chrome 2 Firefox B.2}-$-#] & A}-&-3lo] Q1ZA] AAL 714 o & o] Ax}FE =83

security verify-cert -P url/[:port]

o] 7] 4] URL- vCenter %=+ Management Centerol] o gt URL(7-4 3£ 2EHJ Ut o & 4 v
5} e,

security verify-cert -P https://myvcenter.example.com

NAT %5 PATE AF&-31o] vCenter B FMCOl| A 23k= 74 9- th53} iFo] XEE 713
o] !_:]4 1:]_

PAH .

security verify-cert -P https://myvcenter.example.com:12345

3. A QFA AL AW H2E FA2 A FF o

e e BEGIN CERTIFICATE----- | L END CERTIFICATE-—--- TE 725 £}
PR G FE (ol 1FA 9] o) W AA I (< W oyol FE UAE W A4 85 )
= A9yt

4. vCenter ¥ Management Center = TFoll t)3l] o] 21¢]-& HEE-3h o},

91541 2|91 7}4 2. 7] - Windows Chrome

Windows®l| 4] Chrome H.2}-¢-# & AF&-31o] QIFA] A| Q1S 74 2.2 o] Axp& A&yt
1.  Chrome= A}F-&3}9] vCenter 5=+ Management Center®l] 2 113U T},

2. BE$A FA FAFANA TAE o2 9% S FY gy

3. Certificate(S1 5A4)E =8 g}
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11.
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13.

Cisco Secure Dynamic Attributes Connector %3 |

2714 L7]

Certificate Path(21 54
A glell A 215, A Wz
View Certificate(31 54 7)) & S}
Details(#| - 4 X) #& &

Copy to File(@ ol HANS 2
ZEIE we} A JISA AS E38H= CER @4 9] 54 & A G

2
WEW7] 9t P25 destets v A A 7F FA E W vk el vheok ol A F
64-Encoded X.509 ((CER)Z Z&] gt}

€ =F Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥.509 (.CER)
(®) Base-64 encoded %.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (. PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

I
il
{ u

Eo wtet R W7 E sy

71 A AEAE AUt

[219] BE QISA o thaf ZE=A 25 RHEF

710l 2 154 E W A S5 v oA = Fo g ofof Tt

vCenter®} FMC 259l t3f] o] 24 S vk&-shy o},
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CA(Certificate Authority) 4] Q1 =5 0 2 712 Q7] .

o1Zx] A2l 7} 2.7] - Windows Firefox

Windows == Mac OS9l| A Firefox E.2}-$-A ol th3t Q1=A #|2S 71x 28 th&
U,

1. FirefoxE AF&3}9] vCenter =+ Management Centerol] 21911 T},

2. ZREFAFHgFATE FHIYH

mN

175 MM 3

3. &% 3}y (Show connection details(1 2 Al - A X A)E UG v IH€H 2 d &
HoFy

-.'_f-."ll_i_ [|l||[| LLore, [ 121

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4. Morelnformation(F7F 4 B)S &gy}
5. View Certificate(¢1 54 B.7])E &gt}
6. A o3} datel | HolA7F Ao HAF9] CAl Bt | Hoj A& S
7. Miscellaneous(7] E}) A 0 &2 A~ E 3T}
8.  Download(t}¥ 2 =) 8o A PEM (chain)(PEM (H] 1) 28Ut} t}2 16L& o5 BolF
Yt
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. FdE AFFHNL

10. vCenter ¥ Management Center = UFoll t]3f| o] 2}d-& w3 o)
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. < 7 v] 2~ Firewall Management Center ©] 5 €] ol T} &+ CA(Certificate Authority) | <1 7} 4 @ 7]

=3 7| 1] ~ Firewall Management Center ©] 5 £ | t}} 3l CA(Certificate
Authority) A ?l 7 2.7 ]

12 713 AL S AE02 A 0 PR AT,
A5 71 Zﬂ _E_ ‘?_127\1 2 2 E 9 A5 QYT o] = vCenter B2+ management center& 2+

skl @ Ashs o 98,

< ol

A E4 AYEE AR Q1T 71 ARIS AHE 02 T & AR o | o] {2 E o] AA}rb
25342 25 79 CA(Certificate Authority) A ¢l 2% 0. & 712 @ 7], 32 9| o] %] A S 2844 A
o

GA 54 EHA ﬂH‘Eioﬂ e ) R/ B =
@A 2 o F e T F U
a) vCenter CA ZJ]OJ < 7} 2.2 Connectors(A1 9 )& &2 T}
b) ] AE o HE CA AL 7HA 2.2 Adapter (O] HE)E 28 FUth.
o FhhwES g,
@7 3 Name(©] &) Z=o AYE EiE o HE = 218k o] 54 8 gy
S 4 Host(Z2E) Hof AYE iz o] HE Q] EAE o] &5 T [P F4(: https/)E 4 H Ut}

o: myvcenter.example.com 55+ 192.0.2.100:9090
Peote T 2E o] F e 1P FASH 23k tl ARS8 = CA Q154 9] vt o] 53t A ohs] A A] o g

1= CA AL 7= o U2 AR I dx at)

@A 5 Fetch(7F4 7)) 228t}
GA 6 (A8 AL, Q15 CA Ao A QlFAM = Fsle] Felgyt)

o
U2 vCenter A 9 E ol thgt A& 21 QA15A] CA 7FA 2.7]19] o Yt
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<3 # 1] 2= Firewall Management Center ] 91 €] & A8 3}= " .

Add FMC Adapter

Name’ Certificate chain was successfully fetched. %
Here are certificate details (priority order descending)
Deseri
)
Domai
IP* firepower
Port* 14733
User® rest
Password®™ | .
Secondary IP firepower
Secondary Port 14833

Secondary User
Secondary Password

FMC Server Certificate” | updated 3IN CERTIFICATE-----

ama e eiaes w e e A

| Test | ‘ Cancel |

o4 AR A Q154 CA A9 AR Bt AR AFA 7 EAF VL

Certificate chain was successiully fetched. ¥
Here are certificate details (priority order descending):

<=3 7| u] 2= Firewall Management Center ] H{ E| & A A 5} = W
o] FA| o A= 54 MAE 54 £/d # 9 E ol 4] management center= A 3}7] 918+ o HE & A4
ahe & AR o,
N zta}7] Aol
Dynamic Attributes Connector-§- Secure Firewall Management Center AF-8-2F A4, 31 7| o] 2] o] W] -&-&

xS

A1 BH L4 AYE 293
o7 2 Adapters(o] HE)) S Z 2 gt}
9A 3 g8 = = ey

o A oY F7}: —%7}("'):3: =9 3k U5 -2 3 g 7] 2 Firewall Management CenterS 2 2 g1 T},
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« ol lE] WY = A 27 (HS E838 ohe 39 EollA Edit(H ) = Delete(2FA)E 83t

#t a8

Name(°] =) (Z=) ol ol HIE & A Estr] 917k AL gh o] 55 dE Y

Description(*d ™) ol s Efol] thgh e A g iyt

Domain(*=+| 1) 524 MAE 284 & Secure Firewall Management Center Virtual =/ ¢1-S- 9§ =

Yok Ao ErlQlel M &4 74 A S st 2EE vl 9] sy

o]: Global/MySubdomain

IP (2 ) Secure Firewall Management Center Virtual 2] & ~E o] & L= [P T4 5
Qe g,
JHote TAE o]F T IPE A SHA A4 k= H AR5 = CA 1541 9]
w0} 34 4 93] A ok T ol

Port(*:E) (2 ) Secure Firewall Management Center Virtualol A AF-8-31= TLS X E& 9
e,

User (AF-&-21) (B %) # A3 Network Admin(U] E 9] = 2] #}) 9 o] 9)i= Secure Firewall
Management Center Virtual AF-&%}2] o] 55 o = &y

Password(H] 2 <) (ZF) AHEAL] MW S 5 F &3

Secondary IP(X.Z= |P) (271873 vt 3| ) Secure Firewall Management Center Virtual2] .~ E o] & =
IPF25 483y
Qe ek BT o] i i Qb AR o] AT CA 9549
Awk o] F3} G55 A=A HO]C 6“41:}

Secondary Port(®.% ¥ E) (L7843 vk 3 ) K= Secure Firewall Management Center Virtualol] A A}-8-3}+=

Secondary User (B.2= AF&-AE) | (L7843 v ol ) 3 4 3 Network Admin(U|E Y 2 #e]2}) G ao] 9l B
Secure Firewall Management Center Virtual AF-8-2}2] o] &S ¢ & &t}

Secondary Password(®.2 B (1 7H-8-4 W 8)9) A ALl vl 2 g3 o)
WD)

Server Certificate(*1H 9154) 11545 A& fiﬂﬁoaﬁFamvvwwbaa S 2EA 8 5 9
= 79- CA(Certificate Authority) # <1 =% 0.2 7} 2.7], 32 3| o] #] o] /g ¥
= 5oz AdTME 7}@&141;}'

A5 AHEHE AGE7] el Test(Bl 2 E)& St Bl 2E/F AT P=A SIFY o
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£ 2}-9-= A}-£- Firewall Management Center o 5 €] 2 4] .

GA 6 Save(A ) E YT

Z2}-9-= A& Firewall Management Center ] S E] A3 A

o] FA| oAM= F A &4 AU E o A Cisco Defense Orchestrator®] WU X = #e] AEHZ 54 /A=
FAISHE o HHE A st S Ay

£ }-$-= Al-& Firewall Management Center=-(£) A3t WA U3 A HE &2l A L.
URL % APl E2 714 2.7], 39 5] o] #]

712 URL 2 APl EZ 714 9.7)

A1
w7 2
A3
w7 4
7 5
7] 6
A7
w7 8

o] 2t o A= Z2F-F-= Al Firewall Management Center ©] 1 E] & 2§/ 3} d] 2 8.8 CDOC A
URL Bl API EZ& 7HA o= WS AWy

A28 Aol

o] Ao A A

o
ol
rlr
L
ins
o
o
il
ol

Fe¥ CDO 773 ] Akef oF gyt

779 B2} o ge] AhgAE CDOod 21913t}

o] x| 2] & 2% Jetol| A Settingg(A ) E FH Tk

General Settings(d W+ A 4)E Z9 3y

API Token(API E) 9ol 9)+&= Refresh(M 2 113) 2 Y34}
ol AH83 4= RS API EE S €A E 19
Tools & Services(® 2 1] 2~) > Firewall Management Center B &2 28 gt}
A &4 AYE volHE M5 #e] AE 9 o] 5S Y

https://7} kel £ &= Hostname(Z 2~ E ©] £)9] ke 7] URLY Y Tt}

A o

o % 50 b} 2o

Q &-

cisco-mmull m
= J "Pcisco.com

& O

> Firewall Management Center

Hostname

Software Version sa” m =" Ea

Z2}-$-= A8 Firewall Management Center ] $} E] = A A 31 =

i

-

o] Zk§joll M= F 4 &4 AYE o A CDOC A e sl Hrto] 2= HolH & A& st S22
A}-&- Firewall Management Center ©] HE & A A 8}= WH S A g}
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A 2a7] Aol

o] A4S ¢k7 3t WA CDOC A ] AlE 7]E URL 2 API EZS 714 ofoF &t} 244 5
W8S 7]H URL % API EZ 714 2.7], 39 H| o] A| & a1 3} A A 9

WA A &4 AdE 6] 2198
T 2 Adapters(c] SE)) 2 2]t}
A3 g F e FAE o,

ak a4

Name(°] &) (@) ol oI E AR 8 nHF oS AH T

Description(4%) |} e o] that A el 4 A el

Base Url(7]+2 URL) | (<) 714 URL 2 API £ 7} 9.7], 39 #| o] ] o] A] 3h-& 7] URLS AF&-3Hu o)
API Token(API & | (47) 7|3 URL % API =3 74 2.7], 39 | o] 2] o] A] 3h-2- APl =TS A&t

<)

GA 5 o HE = A 37 Aol Test(BHl 2E)E F8 38l HAEZF A3 3lEX &gy
%A 6 Save(A ) E =8 FH T

4 574 2 A4
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oA HA 2 Ao Aol A ALE-E = = T A AR FARUT A& 5o Al 419 AWS A
ol tf g+ N A 2~ 5 Microsoft Active Directory®ll “d 2] A5 152 ®IH 21t A gk& 4= Q) HF U o},

\}

ar GitHub Office 365 == Azure A H] 2~ B 2o]] )3 54
ol F-¢= A= AA P FAE Al g

ﬂmﬂ
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%7

1p

42834 |

TR e A UG A 54 E 2 ALEse] 2 Alo] 2 A, 45 H o]
SERETE EERArY

- AE A, 15 H o] A
« ol e 44,31 A ] A

A1 T4 S AYE ] 20T
Al 2 Dynamic Attributes Filter (54 -4 ZE)E 23t}
9A3 o T e AU

« IE AY = 2 F7F () S 283 oS 9] EollA Edit(H ) = Ddete(2HA)E Z8 U h

B A
Name(°] &) WA 2 Ao A 2 management center 7| A ¥2] =}
(External Attributes(2] 5 4-4d) > Dynamic Object(5 4|

WAl A &4 2H = %7%* WA= A7) 913 A

ol YUt

Connector(7] 91 &) SEAAM AFRE A E 9] o]l 55 EEF U
Query(# #1) <Al e 27k 2ok S 2y
- FE B Ee AL FUH(HE 2 Yo

.
Eoll A Edit(#13) %= Delete(4}A) & 31t

@A S A& FrEstAAY A stel W oS AEE JH I
B A
Key(71) 2o A 715 293U 7= A Hol A 7HA Y
o
Operation(2F%]) o}
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gz EE

Values(%):) Any(ol/]) = A“(J—‘T‘)E %QB‘ a7 % ]/H 0}14_ ]
el g 2Tk Aol ghe Fohshel Add
another valug(th2 7k F#7HE 934tk

K
>

@7 6 Show Preview(W] 2] 5.7] EAN)E FEte] FEolA e M ENI EEIP T4 55 BAFYTH
A7 5 e 0 Save(A ) E 283U T
o7 8 (A8 A}3}). management centerol| A ‘&4 | A& g1 g T}
a) FHATHUEY T AEA &0l 9= A-EAE management centerol] 219134t}
b) Objects(7H #l]) > Object Manager (7} A ¥&] 2hHE &8 s o}
¢) % Fo] A External Attributes(£] - 44]) > Dynamic Object(:s 2 7] A2 &2 gt}
e A £ Al 54 NA R BA Ho ok

o] &A= T4 SAH EHE AAS= 2 7HA o & A TFY T
of|: vCenter

Oha ool A= VLANO| 2h= ahute] 7| &2 Bols Ut

Edit Dynamic Attribute Filter

Name* Connector*

vCenter

Query* ‘:l

) network eq (any) myVLAN

> Show Preview ‘ Cancel ‘
U2 o= ORZ 2919 3719 715 BolsUt A= 3719 328 T shbot dA
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oft
o
apx
oX,
i)
o,
K3

Add Dynamic Attribute Filter

Name* Connector*

| vcenter nosts || vCenter |

Query* [+
Type Op. Value

eq host-2868

host-2869

host
L host-3780

> Show Preview Cancel ‘

<): Azure
s destue 7, S 58 HoE B AHE AW E BolsUTh

Add Dynamic Attribute Filter

Name* Connector*

[ Azure Finance | Ame |

Query* [+
Type op Value

Finance eq App

> Show Preview Cancel ‘

of: AWS
o o= shue] 71, S wkel 190 58 1S Byt

Add Dynamic Attribute Filter

Name* Connector*

| Aws | [aws |

Query* 3]
Type Op. Value

FinanceApp eq 1

> Show Preview Cancel ‘
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L oA 22 Ao} 72 8] A A G, 45 o] A
CEH &4 E B ALgSIe] AAl 2 Alo) 2 A, 45 H o] A

A2 Ao] A ) B4 A H
54 44 EE el A A BA AL EH %4 ANE ol 4 o) H £ Firewal
Management Center == O] EH 2 A}5 0. 2 F A H YT},

N A 22 A o] 712 2] Dynamic Attributes(-s 4 4:43) ¥ #| o] A o A] o] 23t 54 A & A& 4 9o
1, o] = SGT(Security Group Tags)& AF&-¢ 2 3 AU 54 /A& A2 e g S0 2

F7H - QL5 o fo] A2 Aol A% AN AR EA AR A S Sobal
of FH 9 b /1 F 3} QA ek E ANAZ AT Avlo] O A4 2T AED 5 A%

T
;

%3l GitHub, Office 365 == Azure A H| 2~ B 219 T3t &4
sk o] S92 A= AA P FAE AU

S 54 BE S ALEsHe] A2 Alo] 7 A4

of FAN M= E A A (o] e G A A o] FL ol dol A F BA &4 AH | o] 52 12
& Abgako] oAl Alo] 3 & AP FHE PE e A

e
tlo
Y
od.
%
i
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N 257 Aol

2 %4 e A4, 40 ol Aol AR E U= B4 44 A8 E A I
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GitHub, Office 365 == Azure A 1] 2= B o] o 3+ &%
& 980 Fapos A= A P FAS AT

| S dE= AT = glssuh o9

r
L
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£
g

[y
X
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ox

N

He
é
%0,
rr

<y

o
>

o
iy

)
oot
L rim
au

o}
%ﬂ5mmMMAmMMwW%ﬂ%&é@yﬂLQ%%%HDwmmoquiﬂmﬂg

HojFUyth

o IS dE

Add Rule
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v [F] None |+
Zones Networks VLAN Tags A Users Applications Ports URLs Dynamiec Attributes
Available Attributes + Selected Source Attributes (0)
Q, Search by name or value any any
Add to Source
I Dynamic Objects v | ‘i'

FinanceNetwork ‘ Add to Destination |
W

=
GA6 &
A7 A}

ool 4=
Cisco Secure Firewall Management Center T H}o] 2~ -4] 7}0]

B )
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Inspection

£ FinanceNetworkZF+= o] =9 T4 7Y AE

2 g,

Logaing Comments

Selected Destination Attributes (0)

(o) I
1]

o] A2 A o] Aol thak H )


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html

55 & AN FA) 52

= AHES 2 3eto] 54 SA A AN ZAE sl d s U

g

2
oK
)

A A=A Sl A, 47 # o] A
HETE &, 49 7o)
¢ CA(Certificate Authority) A & 2= 7} 2.7], 51 9| o] #]

o
1
E

Q57 WAA] A 32

it

Error: [Ermo -2] Name or service not known

Error @y

rulo
1o
r o
L)
A
S

72 A9 S o g
s T AE o] 5o %3 HA
¢ (<X Y 7] 2 Firewall Management Center ] HE] T 3| ) S~ E o] F2] A] 2} Hio 9= A7

(Oﬂ https://)

W Eoh SuhEA sl

9 7] 22 Firewall Management Center ¢ $1 E1 2] FMC Server Certificate(FMC A1 <1 5-A]) 2

o &5 &gyt

ZFA 3F W82 CA(Certificate Authority) 2| 91 =5 0. & 7} 2 7], 32 # o] 4|

lLl

N
=

S FasiAl L.

& : [X509 PEM lib]
ol 5= A ] &7 2 9ol v~ 8 Fow FHORE HAFYTL
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B craanzaaz

Status
Error: [X509] PEM lib (_ssl.c:3732)

Error@
L3

A ADHE HA AL CA A S gAYt} ZA g U] -8-2 CA(Certificate Authority) #| 1 5=
TOoR A e, 32 HolNE FusA L.

Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,
dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'‘Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

A EE A S ESS 23S )0
=

management center®]] T} gk Z &k A gho] gl of HE ARE-A}ebe] A4
F7F EAE Y

o
i)
>
[
ol
)
K
e
E=)
o
to

(=) Authentication token not found
in header: X-auth-access-
token

Cannot connect to FMC:
HTTPSConnectionPool(host="Tirepowerasdf', port=443):
Max retries exceeded with url: fapiffmc_platformiv1 fawth
Igeneratetoken (Caused by
MewConnectionErron'<urlib3.connection. VerfiedHT TP
SConnection object at Ox/T7eB6d60ciB>: Failled to
aestablish a new connection: [Ermo -2] Name or service
not known',))
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Adapter is not configured:
HTTPSConnectionPool{host="steve’, port=443): Max
refries exceeded with url: fapiffmec_platformivfauth
fgeneratetoken (Caused by

ConnectTimeoutErmon<urlib3.connection. H-TTPSConne
ction object at 0x7f440cd1c828>, 'Connection to steve
timed out. (connect timeout=30)")

C
< IP o] AHE gho] AT o] ARt o] 53 A gs] dAeh=A] At

=
8=

Ciscooll A= 3153 A4 3| A& A Y3}l Cisco TACE AF§-3to] T A4 sl 4 B8 ATt} o
23 55 Agetel W 53 &4 AVE 7F A8 < Ubuntu S2E0] 9199 AFgx}E 21218
t}.

Aoy e gl

54 %4 7 9E] Docker A E| o] FEIE 3l sheld 08 e

cd ~/csdac/app
sudo ./muster-cli status

e Y e 2aunh

4

tlo
jine
)
d
i
ul

CORE SERVICES

Name Command State Ports
muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)
0.0.0.0:443->8443/tcp, :::443->8443/tcp
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp

CONNECTORS AND ADAPTERS

Name Command State Ports
muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.1l ./docker-entrypoint.sh run ... Up 50070/tcp
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T & AN wA A |

Jmuster-cli statusell ZE| o] U7} TF2E 9 AL A B A] AH o) U E ThA] A2l = A9 oS

er-cli st
FHe 489 dsyh

A 2L A

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

]xLu

cd ~/csdac/app
sudo ./muster-cli start

%

ge2 27 243t 3 A e A ol A
Cisco TACSI A A 48H= 35 thgst o] Uwl 1 270% F45ekan
cd ~/csdac/app

sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

A &l 4 31 o] 5-& tsbundle-timestamp.tar o] ¥ 52 3 Tl #E 2] o] AAH YT}
0o Wl A ald 5 9 21 el o] 91X 7} ek gy,
7 238

/csdac/app/ts-bundle-timestamp/info etcd U)o E H] o] 2 &

i
2
:(n)l'_',
it
5=
e
to
O:)E
oX
bt
L
o

dlo

/csdac/app/ts-bundle-timestamp/logs Ag oy 21 3Y

/csdac/app/ts-bundle-timestamp/statusllog | A g o] A E), 8] 4 2 o] %] A
Bl

=4 7hA &<
719 ¥ 2} management centerol| A 7} 2| S A /d &F=#] <1} 2] management centerol A ¥ 2} = v}
+ HWEs AT AFH

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

of: A& A< 7H A B

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]

** ID : 18b25356-fd6b-4cc4-8d27-bbccb52a6275

** URL: POST /audit

{

"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {
"userName": "csdac-centos7",
"subsystem": "API",
"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new
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| 54442969 #4812
CA(Certificate Authority) | ¢] =5 © 2 7}4 9 7] .

resource being created",
"sourceIP": "192.0.2.103",
"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629981695431"

}I
"deleteList": []

CA(Certificate Authority) J]| <1 =5 2. & 7} %] @ 7]

AT 7B ANE Ag o2 7hA & 5l A5 vhs Bebe-AY dAk T shuE AR8-8Fe] vCenter,
A

P 054 A9lg AhA e

NSX 5+ Management Centerol] 9H&}A] o A 6l+= d]
ASAH AN FEQISAH 9 BE k] JASA YU
U5 AAF 5 S-S ARE-SEe] thgoll A s oF T
* vCenter H=+ NSX
Azure == AWSOl 12 317] 918 )15 AQlS 7 & B a = glsy

[¢]

* Management Center
o] ARG AHE3E7] Ao TN A AF 713 A AF HA Q1o thak A AL F2FA A L.
* vCenter 71 Y E] 473, 29 #| o] #|

« o] HE] A, 31 H| o)A

1= A 21 7}4 2 7] - Mac(Chrome 2! Firefox)

Mac OS°l| 4] Chrome 3 Firefox B.2}-¢-# 5 AF&-ato] Q154 A9 744 Qe o] AAkE gy

security verify-cert -P url[:port]

o] 7] 4] URL- vCenter 5=+ Management Center®] o] ¢t URL(7- 3% X3hYd Ut} ol & 59 &

3 25U,
security verify-cert -P https://myvcenter.example.com

NAT XE+= PATE A8-3}9] vCenter == FMCOll YA 2~3}= 4 - th2 7} o) X EE F71e
UFHTH

security verify-cert -P https://myvcenter.example.com:12345

3. AA QA AL Ak B2 E 2 A gt
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T & AN wA A |

B caccertificate Authority) 4191 555 © % 717 2 7)

4. vCenter ¥ Management Center = TFoll t)3l] o] 21¢]-& Hb&-3h o},

o1ZA] A ¢l 714 2.7] - Windows Chrome

Windows®l| 4] Chrome H.2}-9-# & A}-8-3lo] Q54 AJS 714 e o] AaFE ARE-3hy o

Chrome2- A}-8-3}¢] vCenter == Management Center®l] 21213+ T},
BebgA T4 FASNA T2E olF 9459 e S dY

Certificate(1 54)E S8 U Th
Certificate Path(21 54 4 =) 51 249 Ut
A AN A F21(F, A HA) A5 E ST
View Certificate(154 271)E 293t
Details(A 3 A 1) &S Z g}

Copy to File(Z} & ol HAhS 24
Iz E uet A JI5A AS E38HE CER @24 9] 54 A& A

2
WHW 7] 3 P28 destets WA A 7F FA WA o 1ol Yo} 9l A | Base
64-Encoded X.509 ((CER)Z &8l gt}

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel
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10.
11.

12.

13.

CA(Certificate Authority) 4] Q1 =5 0 2 712 Q7] .

o1z A ¢l 7} 4 ©.7] - Windows Firefox

Windows H=1= Mac 0S| A Firefox B 2}--A ol thdk Q15A] A1 7HA oW th5 A5 AH8-&
[Rh=

1

2.

Firefox & A}-8& 3} 9] vCenter B Management Center®l] =113t}
SREo]F A% Hus FHAYTH

2 2% 314k (Show connection details(A 4 Al 7 A H EA)E S U ths 192 d &

HolFuyrh

& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

More Information(5=7} 4 B)<S S g}
View Certificate(1 54 27))E S8 FY ]
A3} o3} kel | o] X7k o H A CAoll al Pk | ol A& FEd Y
Miscellaneous(7| E}) A4 0 &2 ~ 3 &3t}
Download(tH 2 =) & ol A PEM (chain)(PEM (A %)) & S8 @t thi 172 o & R F
U,

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:AB:87:AA:OA:BA:3C:C411F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download
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9. ddES AFHAIL.

10. vCenter ¥ Management Center & CU}ol th&f o] 2F1 S whE- g},
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« B3k 27, 55 7 o] A
AE MA| 2 8 AFRE, 55 0] 4]

Cisco Secure Dynamic Attributes ConnectorE H &3} K3 H Y U E L T A X of g}
Q3 AU 28 AR TS e RET AL SRS B4 £ A S 73 d ol A0 BE
of =ad o gleA] FelaoF gt

2 42 A9 9 management center’} & Y ¢ U] E 9] o] 4F5-3}= 74 -9- management centerE &
S A e U Hed - UES T A4T F A5

ol Eetold s FH ok WA I ddglol Al AT Sl ¢S sk Yt 14 7t DDoS(Distributed
Denial of Service) -2 & 7FAl 34 (man-in-the-middle attack)s- 2. 2 o] Z&}o] A2~ I+ F2lo] ook, =}
s REE e s YA sk dAE T s oF Futh

5
A
ZS|

e oA 2T AL

I 3 4=
E3eH 5

71 0 2 57 &4 7] VE| = 3 E 443/cp(HTTPS)o) A HTTPSE AR8-519] 2B Y-S 53] Firepower
System} BN EE T 54 £4 AWE 7L QEe] 47 A 25 B2 ShelE =
=0 W E 4T F AL

=<
Ua AR = 4 4 719 E 7F management center R 9] - AW 9F S A1 8}= H] AHE-E = URLES &

B

43 719 E] management center ) A 2~ & - A

URL

o

https://fmc-ip/api/fmc_platform/vl/
auth/gener atetoken

o\ | do

rO
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A A AA |

URL

o)

https:.//fmc-ip/api/fmc_config/
v1/domain/domain-id/object/dynamicobjects

GET % POST =7 71 A

https:.//fmc-ip/api/fmc_config/ vl/domain/
domain-id/object/dynamicobjects/
object-id/mappings?action=add

Rl

o

F7b

https://fmc-ip/api/fmc_config/
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

g A 7

¥ 454 &4 ANE vCenter A~ Q- AFgE

o

https://vcenter-ip/rest/com/vmwar e/cis/session

15+
=

o

¢
(¢}

https://vcenter-ip/rest/vcenter /lvm

VM A K 714 2.7

https://nsx-ip/api/vl/fabriclvirtual-machines/
vm-id

74 w2 7 A4 g NSX-T B L 7F4 ©.7]

55 44 A E] AWS 4] 2 2.7 A
2= A] 7

A &4 AYE S WEE SDK HIA =8 S&38te] )12t 2 AR E 7HA ST o] 2 g vl ==
AAE AL 7]dko 2 AJH| 2 Q=¥ Q1 E URLS UH-A o= a3

S EA AH AWS

) A}o] E https://docs.aws.amazon.com/general/latest/gr/ec2-service.htmlol] AT & o] ) HF Y}

52 42 719 el Azure o4 2 2.5 A1

54 4 AWE S UAE SDK WA EE 5E80] diuls AR E AU ol @ WA s

=

https://login.microsoft.com($] 5-&) % https://management.azure.com(Q] 22812~ A H 714 2 7])S W -

o7 T&%Yr).
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