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* 2001:DB8::100-2- 209.165.201.12] I X E & ¥ 3L THNAT64 <1 E] 3| o] 2~ PAT 71 3]).

* 2001:DB8::D1A5:CA81S 209.165.202.129 % ¥ 3-8 UH(NAT46 112 . DIA5:CA81-
209.165.202.129°1] 3l & 3}+= IPv6 AP U T}).

dlo
tio

2. DNS AW 7} www.example.com©] 209.165.200.225°1 ) e W= AdZER 93y
DNS A 24 o] 84 315 NAT46 112 o] A Bl Z =5 1Pv62] 5 Y AAAA Pl == W 313131 AAAA
T =9] 209.165.200.225Z 2001:db8:D1AS5:C8E1 = ¥ 3+ v} m=3lk DNS S o] 4~ 2 thA¢
Tave MR 2 e Yy

*209.165.202.129 ->2001:DB8::D1A5:CA81

* 209.165.201.1 ->2001:db8::100
3. o]A| Ipv6 Zefol A A A IP TA4E X531 2001:db8:D1AS5:C8E12] www.example.com

E =

— 1. Hd
o 3 HTTP &3S 83Ut} DIAS:C8EI-S 209.165.200.2259] &l 33} IPve 4 Y Tt}
2] 3L HTTP 2.3 9] A2~ 9 tfalo] Mghgych
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*+2001:DB8::100- 209.156.101.542] 315 3 H 313U THNAT64 €1 B 5 o] 2~ PAT 1 3)).

ER
* 2001:db8:D1A5:C8E1S 209.165.200.225 % W 3+ THNAT46 71 2)).
o3 Aol A= o] ol & T8k WS Ao

EZEAA

A1 Y- IPve 2 5 IPvd HEY A E A osl= UED A MAS AT
a) Objects(7NA)E A &g},
b) ZA}ol A Network(WE 9 A)E M eletar +2 28 ot
c) U IPv6 VI ES A5 g9yt

UE L A 7l A 9] o] 55 inside v63} o] A A 3}aL Network(UIES )& A8 g $-ol M ES A
F222001:db8::/96S ¢ H g}

Add Network Object

Name

inside_v6

Description

Type
@ MNetwork ( Host

Network

2001:DB&::/96

d) OK(EN)=E F83yu)
e) += FYdto] JF P U EYAEZ Aot}

U E 9 3 /A 9] o] < outside v4 any9} 7] 4 5131 Network (M| E 9] F) 2 M &gk Sof] U E
913 F20.0.0.0/0S ¢ H )
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NAT64/46 <] U] 3" IPv6 1| = %) =19} ] 5 1Pva o1 e 9 2 DNS 1 8 I

Add Network Object

MName

outside_v4_any

Description

Type

@ Network

( ) Host

Network

0.0.0.0/0

A 2 Y5 IPve U E 9 38 NAT64 5 2] PAT 712 & 74 et

a) Policies( ) > NAT S A &g}
b) +HES I
¢ U= HAe g

« Title(A] &) = PAT64Rule === U&= o

.

i

o]

ull

* Create Rule For (77 % A 4J) = 2H5 NAT

* Type(+%8) = &4

* Source I nterface(¢ = <1 7] o] 22) = inside

« Destination Interface(th/d <1 €] 7 ©] 22) = outside

» Original Address($! ¥ 5 2~) = inside v6 U E ¢ =1 71 A

=
T
* Translated Address(*H 8+% 4~) = Interface. ©] 412 PAT 742 U1 Q1 E | o] = 2] [Pv4

Fag AHEFUT

NAT(W E 9] =L =24~ ¥ 31 .
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Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT o ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
matically placed in Auto NAT rule Dynamic “
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside ot outside
Original Address Original Port Translated Address Translated Port
inside_v6 hd Ay ~ Interface hd Any

d) OK(Ze)=E F gt}

o] 72 & A 9 U QIE] 7] 0] 2= 9] 2001:db8::/96 A] B Hlo A] &] - IE| H o] =2 o]
e RE E L Q)i ¢lE H o] 29 [Pv4 F4AE A}-&31o] NAT64 PATE ¥ 8k vt}

rr

« Title(A] &) = NAT46Rule == Y&} o}

* Create Rule For (72 A 4) = A5 NAT

o]

gl
i

* Type(+ &) = 14

« Source I nterface( & <1 ¥ 7] o] 22) = outside

« Destination Interface(th /- ¢1E] | o] 2) = inside

« Original Address( ¥ 54) = outside_v4_any U/ E¥ = 7] A
» Translated Address(¥ 8+l 5=2~) = inside_v6 V| E ] = 7] A

+ Advanced Options(2. &41) 5o A Translate DNSrepliesthat match thisrule(®] 72 3}
Y A 3}= DNS &5 W3S A8 gt
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NATeG: IPv6 2 = oh2 1Pve =22 w3 ]

Add NAT Rule '

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

t Static b
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

outside bt inside
Original Address Original Port Translated Address Translated Port
outside_vd_any b b inside_v6 hd

1

U= IPv4 T4 WH S AFE-310] 2001:db8::/96 W E S 9] 42 W3 U} 3 DNS 59
A(IPv4) d =0 A AAAA(IPV6) 8| == H3HE 1 245 [Pv4o] H IPv6C = W3k Lt}

7o B Y EY Fo| M Y QB H o] AR E0] 9 WE [py4 F A= u|
KN

IPv6 M ES A S o] 5 W= T4 ﬂE%ﬂ«] T2 IPv6 T4 = W e = Ytk 114
NATE AHE-8h= Aol F5 4 &4 NAT T PATE AFE-3E = QLALIPv6 T a7t U 02 35 F]
;(] u]- E;G NATE HlI = }\] }\]_

NE e Fa 58 -2 Wk Ao] ofL] 22 NAT6s MaHS 91 a 14 shubvk Lo .

A5 NATE AH831H o] 3 7722 417 R9= T 5 A5Uth e 0t e 82 5 83514 &
©HW 45 NATHE A18-3] 44 NAT 75 & thr oz 443 4 Ay

NAT66 <], Y| E L 3 7Fe] 117 W3

& NATE AH&-38te] IPve 4~ & ghe] auA wighS Zﬂﬂl'ﬂﬂoléﬂ_% T s g dolM =
01:

db8:122:2999::/96 I E Y F.2] o] F- T4 = M3
e S Ay
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IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

4

i o] ool A= 1 F- e o] 27} BVI(H.E] A] 15 QIE|H 0] )7} obd B 2F9-8 Qe o] et
7Ytk Ui IE #l o] 27 BVISQL 7ol = 2F Wi IE sjo] 2ol tf gt 1F 2 & S5 Al oF
.

ZEAA

SA 1 - 1Pv6 2 €3 IPv6 NAT I E A5 A olet= U ES A MAE A4
a) Objects(7l#)E &3},
b) ZA}ol A Network(WE9 A)S A elstar +2 28 gyt
c) U IPv6 VIES A5 o)yt
UEA A |A Y] o] 22 inside v63} o] A G &}aL Network(M EH F)E A &3l Fof Y EYA
F+2~ 2001:db8:122:2091::/96% 9 = gt}
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Add Network Object

MName

inside_vb

Description

Type
@ Network C) Host

Network

2001:db8:122:2091::/96

d) OK(E)E =gt

e) +2 ZY 3l 9 IPv6 NAT M ES A& 4ol g}
UE S A 7lA 9] o] &S outside nat v6T} o] 2| A 3}aL Network(U ES] )& A&k o] Y E
= 32 2001:db8:122:2999::/96- <1 & FHL ),

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

A 2 W5 IPve UIE Y I8 114 NAT 7+ 3 -S +A4 gy
a) Policies( #) > NATE A&l gt}
b) +HES 7Y
o Us H4e AEAEUTH
» Title(A] &) = NAT66Rule == Q3= THE o] &
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NAT(U|E 9= 2 wish |
B nates o, <ot Pus 1] o) 2 PAT

* Create Rule For (1% A34J) = 2} NAT

* Type(+ @) = 374

» Source I nterface(g & S1E] ¥ o] ) = inside

« Destination Interface(th /g <1 = ©] %) = outside

* Original Address(¢ & F+2x) = inside_v6 U] E9] = 7| 2]

« Translated Address(¥ g% 5=42) = outside_nat_v6 U E S = 7l A

Add NAT Rule

Title Create Rule for Status

NATE6Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside v outside

Original Address Original Port Translated Address Translated Port
inside_v6 v Any A outside_nat_v6 hd

d) OK(EN)=E &Yyt
o] 72 & AF&-E= 745 W Qe H 0] 222] 2001:db8:122:2091::/96 A H. o]l A] 9] F- 1€ 9] o] 2
2 o) 5= BE EY TS 2001:db8:122:2999::/96 U EY o] FA42 114 NAT66 W3- Ut}

NAT66 <], 7++3) IPy6 <1 E] 9] o] ~~ PAT

NAT66 7T~ @8k T A2 WF 45 95 QA Hl o] = IPve F429] Z47] v 2 E0
o= dgshs APy

ZLFH‘/} device managerE AF&3F= QA E | 0] 9] IPv6 T4 E AH-8-510] Q1B | o] ~ PATE A & 4=
SF UL tAl &4 PAT 3 22 U E9 A0l e @A AR 7He 45 ARy T

offl
)
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NATS6 <, 7+ 5 1Pv6 <1 £ o] = PAT I}

==
IPvE web senver

outside
IPve 2001:db8:122:201b::1/36

2001:db8:122:2091::121 — 2001:db8:122:201b::2

inside
1PV 2001:db8:122:2091::11/98

E Inside client
¥ . 2001:db3:122:2091:121

4

#31 o] ool A W e S0l 227} BVI(HLEl 4] 1§ B o] )7} obd EF ek Qe so] 2eha
P4 FU T 3 Q16 0] 227} BVIS] 5ol 7} e STEf o] 2ol Tl 3752 F5 g sk
e,

EERE

GA 1 Y IPve Y E Y A 2 IPv6 PAT 42 Ao st= U EY A MAE AU
a) Objects(7NA)E A&l g}
b) EAFol A Network(UIES) A)E A8t +5 283
¢) WHEIPv6 YEYAE Ao g}
Y ES A 7] A 9] o] &% inside_v6} 7o) X4 5} 3L Network(UI ES )& A &3t Fof ylE =
322 2001:db8:122:2091::/965 ¢ & 3 o}
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Add Network Object

MName

inside_vb

Description

Type
@ Network C; Host

Network

2001:db8:122:2091::/96

d) OK(Beh)E =Y.
) +5 ZY3te] 9 IPv6 PAT F45 4o Fytt.

HEY A A o] &5 ipv6 pate} o] A A G AL Host(Z A E) S A Eld o] S AE F4
2001:db8:122:201b::25 ¢ &3 o}

Add Network Object

]

Mame

ipv6_pat
Description
Type

:__) Network @ Host

Host

2001:dbB8:122:201b::2

oA 2 Ul IPve VIEY T4 54 PAT 7F2-& A
a) Policies(d #) > NATE A &g},
b) +HES SHIU
¢ Us H4s AU

« A % = PAT66Rule == 3= UhE o] &
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nar v e I

« Create Rule For (71 % 2§4J) = 215 NAT
* Type(#+ %) =&~

» Source Interface() 2 <1 E] 5 0] ) = inside

* Destination Interface(th - 91 & | o] 22) = outside

« Original Address(¢J & +22) = inside_v6 Y| E 9 = 7| A

« M3kE T4 =ipv6_pat HIES] A /A

Add NAT Rule :

Title Create Rule for Status

PAT66Rule Auto NAT > ()

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Dynamic ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside 1o outside

Original Address Original Port Translated Address Translated Port
inside_v6 i Any ' ipv6_pat Ve Any

d) OK(ZeE =¥t
o] 72 & AFE-3h= 79 Ul QlE T 0] 222] 2001:db8:122:2091::/96 A B Fl o]l A] o] F- Q1E] 5] o] 2
Z o] F 3l BE Ee -2 2001:db8:122:201b:29] EER 5% PAT66 ¥ 3hg Y T},
NAT &1 E &
NAT 9245 RUE Pt Eel57r® et W CLI £5& 7y tlubo] 2 CLIol| Z1R18ke] th
gEe AU
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+ show nat NAT 7 % 3 7f %]
=k olsyth

« show xlate A} &4 el Q] &/d NAT M &5 EA T

« clear xlate 4 NAT ¥ 8-S A A g = ¢

AAN S F AdFUL 7E A2 F
th B13hS 291 Al 2w ol A A 2] S o] ]
AEof 3t A WS 2AE 4= HUTh CLI Zo| M=ol WH S AEE 5 gl

NAT 2] o]

U5 @50l A = Threat Defense U H}o] 220l A NATE 14 8l o & Al &t

W5 A o] gk A 2 A3 A}-5 NAT)

Uhr o= - S Aol diel] a2 NATE =3 gyt AA o AR dES 26 slenz &
g F=a7bg a3 S 2ET AL ;gg Z o) A 9 Ao et B3-S A|2Hat 5= 9l o HH 1A

NAT7} 2 8 3]},
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3ol el A= W3 QB o) BVI2 21 25 SIEH o) 2y
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ZLF 13- 53 A e ol T 327 NAT

L RAIA

Aol A8 9 B EAE FaS Jolshs UEAZ A S 443

a)
b)
<)

Objects(7} )2 A &gt
2}l Al Network(U EQ 2)E AEst +5 S84tk

oﬂ /v]}:H_/] X‘]‘Q.oitja] % 6]‘/]—(';5:]1_]4]:]_

U E ST 7| A) 9] o] &S WebServerPrivate ¥} 7-0] A A3} 31 Host(5. 2~ E)E A €13t 3o 24| &
ZEIPF4 1012278 483U}
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New Network Object

Name

WebServerPrivate

Description

Type

() Network (@) Host

New Network Object

Mame

WebServerPublic

Description

Type

(O Nework (@) Host

Host

209.165.201.10

f OK(E<e)E -t
A 2 AAE A NATE AT o)

a) Policies(d ) > NATS A &g},

b) +BES Zeghr).

0 T $4S TAFYT

i
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FIP,HTTP 2 SMTP w2 (2= wiat 24 <5 NAT) [l

rr

» Title(#] ) = WebServer =+ A3} o
« Create Rule For (712 A 4) = 215 NAT
* Type(-i+ @) = 2L

« Source I nterface( 2 <1 E] 7] ©] 22) = inside

rlm
M

« Destination Interface(th/d <1E] ] ©] 22) = outside

« Original Address(¢] & 5=4~) = WebServerPrivate U] E % = 7] A

* Translated Address('H 2+% 5-42) = WebServerPublic Y| E¢] = 7]} |

Add NAT Rule
Title Create Rule for
WebServer Auto NAT - @D

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type

Automatically placed in Auto NAT rules Static v

Original Packet Translated Packet

Source Interface Destination Interface
inside e outside

Ongnal Address Ongmal Port Translated Address Translated Port
WebServerPrivat v Any o WebServerPublic v Any

d) OK(EN)E =93}

FTP, HTTP 2 SMTP& W< =4(X E H3 114 *}5 NAT)

T
FE W3k 14 NATO] o= 92 AF&A7F FTP, HTTP 2 SMTPo|| 9 A 23}17] 9] &l AL
= 5

devge zE Ma
T 9 FLE AFFU o AR E LA MEA LA AAZ AR GE trbo] 2o 4w,
2} Aol sl FASHA HB P FAE AHEEE EEE THE EE WS Y NAT 52 A4S
F AU
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NAT(U|E 9= 2 wish |
B FreuTTe 2 sMIP g Bl (e WS 1Y 45 NAT)

%

o] ofof| A= U - 1E] H o] 27} 29 X o]l AZAH EF 298 AE H| o] 2ol m AW 7F 29X A

Axlo] Jrhar 7R Ytk Wl 3 1E o] =7} BVI(E.2]A] TL EFo] 2~yolm] AW 7 E el B
A 25 i QI H| o] 2ol A o] 9l om s Fate gt Aol tisf Zk A7 Ad " 54 WY <
E ool AE Aelgutt o S E9o] 712 o] 22 olE H| o] 2ol th3 inside”} o} insidel 2, insidel 3

2 insidel 45 X33 5 AFHTh

o
k1

9 14: X E W3 513 NAT

B

GA 1 FTP A W& HES 3 /HA S vyt
a) Objects(7N#)E A 83T}
b) Aol A Network(MIES )& A 8stal +5 2y Th
c) UIEYA 7HA19] o] 55 FTPserveret 0] A A 3Fal Host(E 2 E)E A B8k Sof] FTP AW 2] 2
AP 522 10.1.2.27S L=y
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FTP, HTTP & SMTP& ) (2= 13 114 45 NAT) [}

New Network Object

Name

FTPServer

Descrption

Type

() Nework (®) Host

Host

10.1.2.27

d) OK(ENE S dHH.
7 2 HTTP AW -E W =92 WA S B4 Stk

a) +5 FH3Yh
b) ]E%EL 7N A 2] o] &8 HTTPserver?} o] A/ Qi T2EE A 8lsh So] & 2E 552:10.1.2.28

& Qg

New Network Object

MName

HTTPServer

Description

Type

P x
() Network @ Host

Haost

10.1.2.2§|

c) OK(EN)E =93y
A 3 SMTP AW & U E A A& A FH T
a) +5 =9 dYTh
b) HIEY A /NA Q] o] 52 SMTPservers} 0] A| 43lal T AE S MBS S0 3 2E £410.1.2.29
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New Network Object

Name

SMTPServer

Description

Type

() Newwork @ Host

Hast

10.1.2.29

c) OK(EeH=E =
A 4 An] 3ol ALEEE T8 IPFAE UEY A AES X
a) +5 ZHIYTL
b) UEY A 7§32 ©]& L ServerPublicIP9} o] A 48} Host(E LA E)E A B8 S0 T 2E F+
22209.165.201.35 4 H g}

New Network Object

Mame

oL
%
°
£

ServerPubliclP

Description

Type

I:::- Network @ Host

Hast

209.165.201.3

©) OK(SHe)E Zel g
S 5 FTP £ EZ 2}7] 2}l o] w3 &} FTP A B]-& ¥ E W3k 13 NATS 74 e}
a) Policies( #) > NATE A&l gt}
b) +HES SHIUL
¢ Ua H4e AU
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FTP, HTTP 2 SMTP& & T4 (X E W3 114

* Title(A] &) = FTPServer == Y3t th2 o] &

« Create Rule For (712 A 4) = 215 NAT

* Type(+ @) = 14

« Source I nterface( 2 <1 E] 7] ©] 22) = inside

« Destination Interface(th/d <1E] ] ©] 22) = outside

« Original Address( ¥ 5 2~) = FTPserver U/ E ¢ = 7 A

* Translated Address(¥ £+
* Original Port(g ¥ X E)

FTP X E 7| A

Z~) = ServerPublicIP U E ¢ = 7] A

» Translated Port(¥ 35 L E)=FTP L E 7| A

Add NAT Rule

Title Create Rule for

FTPServer

Auto NAT - @

Auto MAT rules wranslate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement

Advanced Options

Original Packet

Source Interface

inside W
Original Address Orignal Port
FTPServer b FTP v

d) OK(EeH=E FYsynt

oA 6 HTTP EEE A}7] A}Alef wjsg 8} HTTP A1 ¥ -&
a) +HES S
b) s £AS FAAEYCH

1

Type

Static v

Translated Packet

Destination Interface

outside

Translated Address Translated Port

ServerPubliclP v FTP

X E WHE 14 NATE 74 Pt

- Title(#1 &) = HTTPServer &= 913H= U & o] &

« Create Rule For (712 A 4) = A5 NAT

» Type(fr %) = 314

NAT(ME S = 4§13k
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B FreuTTe 2 sMIP g Bl (e WS 1Y 45 NAT)

« Source I nterface( = <1 7] ©] 22) = inside

« Destination Interface(th/d 1 =] ©] %) = outside

« Original Address(! & 54~) = HTTPserver Y| E9] =L 7| A

« Trandated Address(* % 5=4:) = ServerPublicIP Y| E ¢ = 7| A

* Original Port(¢ & ZE)

HTTP £ E 7l A

* Trandated Port(F 3t X E)=HTTP X E 7| A

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT v Q

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static b
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside v outside
Qriginal Address Original Port Translated Address Translated Port
HTTPServer v HTTP e ServerPubliclP v HTTP

¢) OK(Ee)= g3y}
GA 7 SMTP 2EE 27| Ap2lof] =g 3f= SMTP A& X E W3t 14 NATE 74 Yo

* Create Rule For (712 A 4) = A

of
=
3

* Type(fr %) = 314

* Source I nterface(! & 1 7] o] 2~) = inside
* Degtination Interface(th - $1E | ] 22) = outside

* Original Address(1 ¥ 5=42) = SMTPserver Y| E 9 = 7] A

. NAT(U E9] = 54 W3
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gl wet e was s =5 pan) [l

* Trandated Address(¥ g+l 5=24~) = ServerPublicIP Y| E ¢ = 7] A

* Original Port( ¥ XX E)=SMTP ¥ E 7] A

* Trandated Port(*A 3t ¥ E)=SMTP ¥ E 7] A

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface
inside b outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer N SMTP N ServerPubliclP v~ SMTP

c) OK(ENE =93yt

o) el whet k2 W EHE A 5 PAT)

Uh THE 5 O] AR T Al A A5k 10.1.2.024 HIES ZLS] E2ES

Hojgyh i

2E7}209.165.201.112] A o] HA|23FH A A 5247} 209.165.202.129:port = H S Ut} 5~
7} 209.165.200.2252] A B} ol] A 23 A A F=4 7} 209.165.202.130:port = H -5 Ut}

NAT(U E9] T 54 W3k

[




NAT(HIE 9] F2: 03 |

| IR EE TR RN

of efjell M= - QI Ho] 2=7F 29 Aol AAE 3 2h-H° e o] 2o]m] M7} 9] of]

Zxlo] olvkar 7 Wi Qe # o] 227} BVI(H 2] #] ZLF Qe #| o] 2)o] ] AH 7} o] B
21X 15 W QI o] 2ol A w o] 9lo sk A ol thal 2 Mu 7 A2 E 54w ]l
B Hlo] 25 Jelgtth o & So] 372 o] &2 o1 E 7] o] 2] )l inside”} o} inside]l 2 X inside] 3

M ESFsF 2= 2~
& 2YT 5 A

i
f

ZEAA

A1 WEUEYIE UMEYA AAS Wy
a) Objects(7HA)E A&yt
b) Exloll A Network(UIES 2)S Adsta +2 Y3
c) UIEY A /NA 2] o] 52 mylnsideNetwork 2} o] 2] 4 5} 31 Network (U E )& A &1 3k Fof] 2]
A YEA T F410.1.2.0242 4HF 3o}

. NAT(H E9] 2 724 W 3
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o)l wheh o2 W a4 5% pan) I}

New Network Object

Name

mylnsideMetwork

Description

Type

@ Network "J Host

Network

10.1.2.0/24

d) OK(EeH= ZFYsyn

9A 2 DMZ UIEY A 18 UEY A AAE AT

a) +5 FYIFYTL
b) HIEY A /A 9] ] 52 DMZnetwork1¥} 7-o] 2] A3} al Network(W| E S )& A8l gk $o] Y E
A 42 209.165.201.0/27(A BYl vl = 255.255.255.224)S S & b o}

New Network Object

Name

DMZnetwork1

Description

Type

ES oy
@ Network ) Host

Network

209.165.201.0/27

c) OK(ENE =Y.
@A 3 DMZ U EQ A 18 PAT =42 HES A /MAE A E T
a) += g—ﬂ tﬂ-\,] r/}
b) UIES A 7| ¢] o] -5 PATaddress1 7} o] X A 8}3L Host(E 2~ E)S HEldl o] EAE F4
209.165.202.1295 ¢ &gt}
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NAT(U|E 9= 2 wish |
B oo e ae wass 5 pan)

New Network Object

Name

PATaddress1

Description

Type

C) MNetwork @ Host

Host

209.165.202.129

c) OK(Ze)E gt}
A 4 DMZ UIES A 28 W EY A A E A Th
a) +5 FYFYL
b) HIEY A /MA 2] o] 52 DMZnetwork22} #-0] 2] 43}l Network(U| E 9 )5 A8l 3k So] Y E
A F4209.165.200.224/27(A B Ml mE2~ = 255.255.255.224)S 1= gt

New Network Object
MName
DMZnetwork2

Descrption

Type
@ Metwork O Host

Network
209.165.200.224/27
c) OK(EN)E =93y}
==

>

A5 DMZ U E S 228 PAT T4 HEY A /MAS AU}

. NAT(H E9] 2 724 W 3
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A W3

)

b)

©)

=
=
oA 6 DMZ U EL T 1§

a)
b)

¢)

el et 2 was 4 55 pan) I

+5 Y
U E 92 7§ A 9] o5& PATaddress29F 70| #1481l Host(3. 2~ E)E A & &t
209.165.202.130< 1 & v

New Network Object

Mame

off $1E F+4

o

PATaddress2

Description

Type
( ) MNetwork @ Host
Host

209.165.202.130

OK (B2 28 gt}
A 5 PATE AT
Policies(d ) > NAT = A &1 & o},

+HES FHFPYh
s S YT
* Title(#] &) = DMZNetworkl %= 3= v}

gl
o
il

* Create Rule For (712 A 4]) = ' NAT

* Type(+ %) = 54

« Source I nterface(¢ = 1 7] o] 22) = inside

« Degtination Interface(th -y <18 #| o] 22) = dmz

* Original Source Address(] ¥ 42~ 5=42) = myInsideNetwork U] E %] =1 7] A

« Trangated Source Address('H 3H¥ A 2x F4r)

PATaddress1 H|E ¥ = 7] A
« Original Destination Address(d i t]/d 54x) = DMZnetwork1 U E 9] = 7l A
« Translated Destination Address(* 3+ o]/ 5=2~) = DMZnetwork1 Y| E 9] = 7] A

B g FaEuaed 9L Foll Q2 2w AFE g4k F 20 o)
F48 A4 ake] ok 740 Ul IDNATE A3 oF o ¥E A=

e

NAT(W E 9] =L =24~ ¥ 31 .



NATUIEY 2 F42 ¥3

Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT ~ ‘D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside ¥ dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any v PATaddress1 A Any
Destination Address Destination Port Destination Address Destination Pon
DMZnetwork1 i Any = DMZnetwork1l v Any

* Create Rule For (712 A 4) = =5 NAT

* Type(+3) = &4

» Source Interface(¢d 2 <1 E] 5 0] ) = inside

« Destination Interface(t]/d Q1 3 ©] 22) = dmz

« Original Source Address(] ¥ 42~ 5 4) = myInsideNetwork U] E 9] = 7] A

O~

« Translated Source Address(* g%l 42~ 5 2~) = PATaddress2 Ul E ) =1 7] A
» Original Destination Address(g ¥ th7 = 2~) = DMZnetwork2 U E$] = 7] A
3l

* Translated Destination Address(¥ 8t thd 5= 4~) = DMZnetwork2 Y| E 9] = 7] A

. NAT(MES =L 4 93t
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Add NAT Rule '

Title Create Rule for

DMZNetwork?2 Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
wranslation are optional. You can place manual MAT rules either before or after Auto NAT rules and insernt the rules at a specific lo

Placemant Type
Before Auto NAT Rules v Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Inerface Destination Imerface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ™ PATaddress2 i Any
Destination Address Destination Porn Destination Address Destnation Port
DMZnetwork?2 L Any b DMZnetwork2 b4 Any

|
E

7 4 2 L E ueg o2 M3 (54 5 PAT)

U :L%]—&— 2~ XES Y XE ] ALE S HoFU T 10.1.2.024 VIE A9 S2E7} ) A
Hl22op Bl M| 28 B Al gehs dd SE QA Ayt S AETE Y A H] 28 A
N A 28 A A 547} 209.165.202.129:port & WU Th FAETLFAF 9 Au] =g Ao o
Al 2=shd A A F= 271 209.165.202.130:port & ¥ $Hg Ut}

L
Kl

o] ofo| A= U Qe o] 27} 2~ 91X of] AA W T 28 AE F o] 220] 1 AW 7F 29 X
Axo] Aokl 7hA Y ok Ui )1E 3| o] 2 7F BVI(H.E] A] 15 Qe o] 2~)o] ™ A 7} B #] 1
5 WY Qg Ho] o AAE o] oW AW AdE EA Y Y H o] ~E dEdUr o & &
of qf& o] Ax2x QIE #| o] 2ol ]3] inside”} o} insidel 2E X8 4= lHF YT

NAT(ME S = 4§13k

"



Y 16: A2 U2 U LEE ALE8E 5 NAT

L 2AIA

A1 YR UEY IS JYEY A AAE 5 h
a) Objects(7NA)E A &g}

NAT(U|E 9= 2 wish |

b) F2kel A Network(U E9] A)E 8 ata +& 28t

c) YUIESLIA /WA €] ©] FE mylnsideNetwork <}
A UMEY T T4 10.1.2.0245 ¢ & &},

Zo

1214

3} 31 Network (U E 91 )& A8 gk o] A

. NAT(H E9] 2 724 W 3
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New Network Object

Name

mylnsideMetwork

Description

Type

@ Network "J Host

Network

10.1.2.0/24

d) OK(Z<)E =3t
A 2 2/ Aug U E A AAS AATY
a) +5 gy

b) YIEL A 7fA9] o] 5L TelnetWebServere} 2ol A 3}il Host(E~E)E A B o] $2E
F2209.165.201.11% %1 ERsi=

New Network Object

MName

TelnetWebServer

Description

Type

el
() Network @ Host

Host

209.165.201.11

¢) OK(&NE YAtk
713 2Yl ARE Al €] PAT 48 U E A AE A U
a) +5 =9 dYTh

b) WEY A /HA ] o] &S PATaddress1 ¥ 2] A A 3t3 Host(EAE)E A8 3 S0 T 1E F4
209.165.202.1295 ¢} = gt}

NAT(ME S = 4§13k .
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New Network Object

Name

PATaddress1

Description

Type

C) MNetwork @ Host

Host

209.165.202.129

¢) OK(F)E == dYth
97 4 HTTP A8 A1 9] PAT F4& U EY A MAE AT}
a) E Z-\j/] 61-1/] ];]_

b) WEY = A ] o] &S PATaddress2¢} 2o] A A&} Host(E 2~ E) S A 8l gk
209.165.202.130% ) = gt}

New Network Object

MName

PATaddress?2

ol EAE Fa

o

Description

Type

{_/- Network @ Host

Host

209.165.202.130

0) OK(E?%%]),—E; FHIY

E
t%"

. NAT(H E9] =2 4
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» Title(A] &) = TelnetServer
* Create Rule For (712 8 4) =

* Type(+3) = &4

» Source I nterface(¢ 3% S1E] 7| o] 22)

« Destination I nterface(th 4

EE e

O T4
R
NAT
= inside

SIE # o] 22) = dmz

« Original Source Address(¢] & 42~ °42) = myInsideNetwork U] E
* Translated Source Address(¥ 8+l 4~ 5=4~) = PATaddress1 Y| E
« Original Destination Address(] ¥ thAF F4

« Translated Destination Address(* 3+ thA+

« Original Destination Port(] ¥ t 4+

¥ E)=TELNET

I E MA

2 o et 0 WIHEH £F

par) I}

1= A

= 74 A

) = TelnetWebServer Ul E2] = 7l A

F+4~) = TelnetWebServer Ul E £ 3 7] A

« Trandated Destination Port(¥1 3t )4 32 E) = TELNET X E 7| ]
Za T s RES B & Zlol7] b i F HeE i T4
el Ede FAE Aot 2 H WSk L EO i L LEE A A5}
of, /4 4 = X E | o] ID NATS 743 3l oF k.

Add NAT Rule '

Title

TelnetServer

Create Rule for

Manual NAT

Manual NAT rules allow the translation of the source as well as the destination address of a nenwork packet. Destination and porn
translation are optional. You can place manual MAT rules either before or after Auto NAT rules and inzent the rules at a specific loc

Placement

Before Auto NAT Rules

Packet Translation Advanced Options

Original Packet

Source Interface

inside

Type

Dynamic

Translated Packet

Destination Interface

dmz

Source Address

mylnsideNetwork

Destination Address

TelnetWebServe v

Source Port

Arng
ANY

Destination Port

TELNET

Source Address

PATaddress1

Destination Address

TelnetWebServe v

NAT(MES =2 4 ¥

Source Port

A rog
ANY

Destination Port

TELNET

"



. NAT(HMES =

* Title(A] &) = WebServer == 91 8}+= t} &
* Create Rule For (712 A 4) = 45 NAT

* Type(+ %) = 54

» Source I nterface(d ¥ 1 E 7 ©] 2~) = inside

NATUIEY 2 F4 W

» Destination I nterface(th’ <1 € 5 0] 2) = dmz

» Original Source Address(] ¥ 42~ §=42) = mylInsideNetwork U E- = 7] A

» Tranglated Source Address("H 35 A2 F

« Original Destination Address(g ¥ thA} 5

o7
« Translated Destination Address(*1 g9 th4+

/\

T Az

PATaddress2 Y| E ¥ = 7] A

)
) = TelnetWebServer W] E ] = 71 A

F=4~) = TelnetWebServer U] E 9] = 7l A

« Original Destination Port(¢+& tld 32 E) = HTTP L E 7} A

« Translated Destination Port( 3% that L E

)=HTTP X E 7} A
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NATE AH8-510] DNS 2] 2 35 A1 44
,?_

NATS Ab-sto oNs 72l 2 2wk A9y [l

Add NAT Rule

Trtle Create Rule for

WebServer Manual NAT v ‘)

Manual NAT rules allow the translation of the source as well as the destnation address of a network packer. Destination and pon
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lo

Placement Type

Before Auto NAT Rules W Dynamic W

«t Translation Advanced Options

Original Packet Translated Packet

Source Imerface Destination Interface
inside o, dmz

Source Address Source Port Source Address Source Pont
mylnsideNetwork v Any v PATaddress2 A Any

Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v HTTP v TelnetWebServe v HTTP

c) OK(ZehH=E =3t

3]419] F45 NAT 14 2 LA 8ko] DNS 3]4& H A8k
E 7o AdFUTh 2t S S AT W DNS HY S 7T 2
DNS Doctoring®] 2} 3L %= Hu o},

o] 7152 NAT 713 3} U #] 5}+= DNS 9 2] 2 3|21 9] 2= A 24 gyt IPv42] A gl =, IPv6
o] AAAA B FE E= 9 DNS # 2] 9] PTR dlZ5). v =g & Qe o] 2o A T2 2] 9] QTE |
o] 22 o] 5 3= DNS g Al e] A9 g # glol| Al A A gho = dzert A gy g 2, 91 9]
o] QlE g o] 2ol A] vl H Qe | o] 22 0] 5 3}= DNS 3| 219] 4 - A A ghol| A vjdH gto 2 ¢
FE7F AZAAH YU o] 7155 S NAT44, NAT 66, NAT46 2 NAT640 A 2Hs g T},

£h&-& NAT 374 ol DNS 24 & T4 3ok shs 2 7b4 58 4 Fdvieh,

* 71 %] ©] NAT64 B=+= NAT46°] ™ DNS A H 7} | F- Y| E 9] Ao = 7 5. DNS A # = (1Pv49]
)2 AAAA Bl ZE=(IPv6S] 9= W 3kste A DNS Al 2Hd o] g @ 3t}

« DNS AJH 7} €] 5o 9l a1 Sefo] A E = Uil 9low EE}O] E7FAHE-Sh= L FQDN(Fully
Qualified Domain Name)©] T2 Y- & A~E = Q1% = 7 -,

NAT(ME S = 4§13k .
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NAT(UI E9 2 54 ¥ 3l

* DNS A H 7} Ui F-ol glat szetoldl Ip o = 22 ey, Seto] A E= 9ol QlaL ol

U=

A 3228 5= A8 E 71e] 7] = FQDN(Fully Qualified Domain Name)©ll o 4] 23} 74 -9-.

DNS A 24 A g+
& DNS A= o] B 7hA] Al g Ay o
* 7P AT AAAA B E 0] o R PAT 1135 482 = 3LoP] AR PAT f o] HL3 3
PAT®l| <= DNS A 27 o] 854 &5t

* FENAT A S TS W 22 FAG i F45 25 A eh= 4 -5-ol=DNs 4 S 74

s 4= glE5Utth A9 BE v W Ete] AEstE A o8 e =HF9 R E A FdowE vy F
Zof T2 W Eko] Q1S = lF YTt whEkA| o)== DNS ﬂﬁ 144%-‘41 TAaE 3 23] NAT
T2l g8l eut2 A 213 4= gl Ut DNS 32l &= LS FAIT 9 Flof o

source/destination -4~ Z=3t0] A=A ol g H R 7} 4ﬂﬂ01 UA| FU
=
[e)

DNS A 44 € 4170 2 NAT 7+ o] o) 2hxlate @ %o4] 411 ek e
xlate?} 1= 2§ A4 & A es) S 5 4T 34 NATl o8]
WA S e,

* DNS A 2/ o A= DNS &% ¢ Hl o] E ¥ A %] (opcode 5)5 A 2Hd 844 eF5 1t

Thg =0l A= NAT 712 ©] DNS A 2H4 ol & Al -3 o),

TS 192 93 Py4 U E ] F.9] FTP A1 ¥ 2 DNS A H 2 Ko FUth Al 2282 o] K xJu] o] o 3]
I WSS gy o] A9 W IPve AF8&-AL7F DNS A B ol A fip.cisco.comel] g+ 45 &
& DNS A B & A A 491 209.165.200.225 % 53 o},

W5 AF8-217} ftp.cisco.com(ZOOl'DB8::D1A5:C8E1, o] 7] 4] D1AS:C8E1< 209.165.200.225] 3l &5}
T IPV6 2ol Uit v | F=A4AE ALEsl a5 st 1A Wk s DNS 341 748 744 Sl
oF gt} o] of o = DNS A1 -8 317 NAT bﬂ% D YR IPv6 S E S PAT 13 = E85 o Q5

g},

B VAT ES = 52 a )
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IVEREEN |

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

%

B o] oo iz U % AIE o] 27} BVI(LE) A 1§ QB S0l 27} ohd EE 2h5- Qo] et
AR U Qs 0] 27 BVIS) 2 -0l = 2} el Qe o] ol v gk 22 55 A4 8o
.

EERE

DA 1 FTP 48], DNS A9, U3 vl =91 = 3 PAT E-6 U] =912 A A& A4 g oh
a)  Objects(7l )& A&l g},
b)  Z2o) A Network(V| E 9 2)2 A elsla +2 2}
¢)  AA FTP AH F22 43},
U E A A ] o] 55 fip_server®} 7Ho] A A 3FAL Host(S 2= E) & A8 gk Fof] A S 2E
IP 2= 209.165.200.2255 4 & gt}

TERSDERCESEN |
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d)

2

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host

Host

209.165.200.225

OK(EeE & %HD}.
+5 FY3e D

UE A A o] &
209.165.201.152 ¢ F gt}

Add Network Object

MName

dns_server

Description

Type
L:; Network @ Host

Host

209.165.201.15

OK (32l 2 & ).

+5 ZY5lo] WE IPv6 U E S

Y E$ A 7l A ] o] <5 inside v6y} o]
= 52~ 2001:DB8::/96S ¢ & & o},

S AW o] A FaE
dns_server2} 7Fo] A7 3}al Host(& 2~

A A8} 3L Network (M ES )& A

NAT(UES 2 F4

12k

pul

T UES
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IVEREEN |

Add Network Object

Name

inside_wv6

Description

Type
@ Network () Host

Network

2001:DB8::/96

h)  OK(EE Y
i) +5 Y3t U IPve U E Y T8 IPv4 PAT T4 E Ao gt

U ES A /A 9] o] 52 ipv4 pat} 0] A A8 Hot(B 2 E)E A8k F9
209.165.200.2302 ¢ H g o).

Add Network Object

Name

}01'
-1N

ipvd_pat

Description

Type
'f:' Network @ Host

Host

209.165.200.230

o OK(EHhE FEFY

A 2 FTP A ¥ ol t &l DNSE 43k 114 NAT 12 = 743t
}\

a) Policies(d ¥) > NATE A &gt}
b) +HES F3.
o U &84S FA4FYH

* Title(#] &) = FTPServer == Y3t o & o] &

NAT(U E9] T 54 W3k

"
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DNS 64 3] 21 =4

* Create Rule For (1% A34J) = 2} NAT

* Type(+ @) = 374

« Source I nterface( 2 <1 7] o] 22) = outside

« Destination Interface(th /g Q1 ¥ | ©] 2=) = inside

« Original Address(¢] ¥ 24) = ftp_server Y| E$ = 7] 4]

* Trangated Address(? $+5 5=4~) = inside v6 U|EH = 71 A IPv4 =4 E IPv6 T4 = ¥ 3HE
] = IPv4 Y W T] = =4 WH o] A& 2 2 209.165.200.225% 5 L 3HIPv6 =421 D1AS:CSE1
2 H3E ] W E T A FAE F7kE o] AA| 54 2001:DBS8::DIAS:C8E1°] Ut}

« Advanced Options(3L 3 A1) 519 4] Translate DNSrepliesthat match thisrule(®] 2 2}
Y A 3F= DNS &5 W 3h)S A8 gt

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT > Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside A inside
Original Address Qriginal Port Translated Address Translated Port
ftp_server o Any W inside_v& hd Any

O 4

off
z
3

reate Rule For (712 A34d) = 2}

. NAT(H E9] 2 724 W 3
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IVEREEN |

* Type(++3) = 14

* Source I nterface(¢) & <1 3 o] 22) = outside
* Destination Interface(th /- 91 €] 3 o] 22) = inside
« Original Address( ¥ 54~) = dns_server U] E %] = 7| A

* Trandated Address(¥1 3F¥l 52~) = inside v6 U|EI = 7l A [Pv4 T4 E IPv6 T A= ¥13HE
= 1Pv4 QW O] & 5= 4 Wb o] AFE-E L2 209.165.201.15% 5 A 8 [Pv6 541 D1AS:C90F
2 WEEY YEY A HFAE F71E o] AA 45 2001:DB8:DIAS:CO0F 7} 5 Ut}

Add NAT Rule

Title Create Rule for Status

@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

DNSServer Auto NAT ~

Placement Type

Automatically placed in Auto NAT rules Static ~

Packet Translation

Advanced Options

ORIGINAL PACKET

Source Interface

TRANSLATED PACKET

Destination Interface

outside » inside
Original Address Original Port Translated Address Translated Port
dns_server o Any b inside_vb s
d) OK(&EDE FHAY
Al 4 - 1Pve HIER S8 54 PAT 113 & T F U
a) Policies(d #)>NATZ A &gt}

b) +HES 9 tE‘/]E‘r

« Create Rule For (772 A 4)) = A5 NAT

* Type(f+

» Source I nterface(] ¥ <1 E o] )

g)=%54

= inside

NAT(MES =2 4 ¥




NAT(U|E 9= 2 wish |
B ons =2 5, 91 o) DNs A

« Destination Interface(th/d <1 & ] ©] 22) = outside

« Original Address(d ¥ 5-4:) = inside_v6 Y| E % = 7| A

* Translated Address(¥ g% 24~) = ipv4_pat U E9] =L 7] A

Add NAT Rule :

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rules Dynamic W
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_vb b Any w ipvd _pat b Ay

s

DNS 1

U2 12 QA E Ho] 2 o] Ho| A A~ 4= 9l = DNS A HE B 5T fip.cisco.com A H = U]
7 JHJﬂ o] 2ol )F YT} fip.cisco.com A A T422(10.1.3.14) 5 2 F U E Y Fol| A Ho|= w3 H F
43(209.165.201.10)% 114 B33 =5 NATE A3 Al L

| 7%, A7 2 AF&-8ho] fip.cisco.comol 9A| 28 4 gl )3 AL 27} DNS Al o] 4] AL
i(uﬁ.ﬂﬁ _5\_7].01.1/1)2 WS = 9 & A A o] 3k DNS 3|4l =42 AR 4= A5 Ut}

W5 S A E 7} fip.cisco.com T4 DNS 23 S 2143, DNS A & vl H 54:(209.165.201.10)
2 3k Al ='W Aol ti gk a4 o2& 3Fxeske] DNS 3]4lel] Qe F4E 10.1.3.14
2 A th DNS 3|41 45 A stakA] eF oW W F- S A2 E = fip.cisco.comell 23 A 2~ 8)=
hal E29 S 209.165.201.100. 2 A58l al A| =54 A] Hu o)

DNS 3]

)
o
(_}_u
jg
Ag

o

ol

. NAT(U E9] = 54 W3



| NATWIES S F4 w3
oNs 3141 2=, 9132 ons A [

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

{d
User ftp.cisco.com
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Add Network Object

Name

ftp_server

Description

Type
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Add Network Object

Name

ftp_server_outside

Description

Type
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« Destination Interface(th/d <1 ¥ =] ©] %) = outside

* Original Address(d & 52~ = fip_server U/ ES| A 71 A
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Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT w O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.
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Placement Type
Automnatically placed in Auto NAT rules Static v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside e outside

Original Address Original Port Translated Address Translated Port
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Add Network Object

MName

ftp_server

Description

Type
(-::I Network @ Host

Host
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ftp_server_translated
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Type
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Host
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* Type(f+ @) = 74

* Source Interface(g & <1 ¥ 7 o] 22) = outside

» Destination Interface(th/d 91 €] 3 0] 22) = inside

* Original Address(d & 52~ = fip_server U/ ES| A 71 A
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Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.
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Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
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Original Address Original Port Translated Address Translated Port
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