1)
o
gl
o
|
o
2
)
|
gy
A
=
[
>
ot

« (zeholyl ml ] BT) AFO] E ZF VPN( HE] S2k-= o] Alo] E o] B 24.02 o] 2 2)

o 7= 7F 23X 3 VNet X 5 (Azure).
« 23 5 VPC/VNet X3 =2 93 7 2 Ho] & AA.

« LB e 32l Wl 18 9 Al ~E o)A

¢ BE Aol Ego] QAW A FE o vl A 7] T,
« Alo] E 9 o] SSH N Al 2~ &4 slym] &4 &}
o Al 1 H o] 2| A Alo] Eglo] & 1 o] =,

s Alo]Egjlo] ol = FH A

o~

A2+ 42 [l



H A 24.02 2024\ 29 264 (V)

CFOHE AU 2 A TR AFA O] WG S B F
%

* Azure Active Directory & AF-&-§F AF-&-2} ¥,
7] e

< FE

< A A

i R I S R I Rl

ERE!
o] Fel ol Thg 3} e A Abgte] Zawlo] gl e,
+ (2ol 2] 1)) Abe] £ ZF VENe] th§ A 91 F7hal g o). of 7] ol = IPSec

9 BGPE E

9 VPN B Y o] £350] eruieh VPNS Babah Eel S el shn wsat] 914
VENE Ol Eglolol 4 FRFUh o] A AHFe AE] Feb= o] Ao Eglo] WA

24.02 o]%fo] & 8 g,

A H] 2~ VPC/VNeto. 2 2} -8 = £ 2 A3 9 VPC 2 VNetdl| A] 2H$-E

2~ F VNet/VPCOl A A1 2HE] 711} whslk s = E g o] HE] F8}-$-= Ho] Ao|E o7} 234
l“ AREY )M

g
o & 912 F7H ) o] 2l @ A Alael = AR HolE W AR %S Ayeta AR

Hlol g A B A dsY] 18 AL R 7 L3hH o] Yguin,

« 235 VNet 3]o] 8-S 9 Al A~EH ol Aste] A VNetol| A HE] Fe}9-= vol 7} £33 A
H| 2 VNetO. 2 EP 9 S -8 o2 Wi 75 2F¥ F VNet B3] e A1 9S8 718y
t} o] 2 A 1 Azured] QA ~EH o] o] AWS Z GCPO] FAFS © Al ~E 7 o)A 3} 9 g E] 7}
HYrth

o FEF9-5 AH| 2 Alg A 2= W E A (Azure, GCP, OCI) T AFE] 891 A 8] 2~(GCP)2 A e &
A7} #AE Bot a7, WES A ek 15 9 Wty 572 CIDRE] A~ E g ol o st 4|
L& F7H

. $] 8l Gateway Details(Al o] E ¢l o] A5 A 1) =

A £ E S ALE-5= 9 SSHE 428317
o] =] o] A SSH &4 3} & n] &4 slof ojj gk
2}9-= who] Aol Eglo] B A 23.10 o] A+

]
A1

ol 229

o -

of T A 98 F7hg o,

« ) 2ok o] Aol Edlo] Arrdlol =8 H 2 (Fhdke 75 s R ok

S F7FE Yt} Teleport 532 X el HE &
Q3
Rl = |

Gateway Details(#] ©] E 9] o] 4|5 4 &) s o] # of| 4 W] Seh-9-= Wo] Ale]Ege] Y 1efo] =

ol 'z~ dd A (RS F 5, A2 WA, vlolE H= AA2H)S F713

BEE ZFE9E A2 Al G Al A B QA 2o gt 22 7] E 256GBO 4] 128GBE &
o]
H



| 71 Ava 2 5 A

* FQDN ZH 23t ] 31 WA 59} FQDN 35 21 A&

H % 24.022024\3 29 269(71 ) .

LR AI7E Fehm Al A B A A 3 W Feh= W] Aol Ego] 2 7 A5 <)

ZA A Ul WY AG S FHoE FHT F YES AAS FHG FehE Au 2
AFA 2227t WA E W AL o] Eglolo] Feh9= Au] 2 A TR 2] 4] 79l 7]
£ th 93 Al Pbe A, Qlulo] 2 w27} AL g H A el A gt 2%
A 9 220 B4 7 AV A 28 2 ) 4 7 A U

52 919 2 AT FG, E o] A 4 o] Fo] AA| o o] F

] T
)3 A A E o] oF Ut o] 27 V)T S SEl e o] A H Al 03‘01‘

=
&l Azure Active Directory?} & st =5 HE| Seh¢-= o] AEE2 4ol thgh A
q
fal

oX,
olr
tlo
=
X
ol
ol
N
Ho
e}
=
o8
=
(@]
3
3
&
“,i
[
Aoy
g
O
O
J
5
g
=
ot
&;
o
X
N
o
o
A
N
N
%
i
ul

o] Y] 2ol The 3 e 44 Ababo] T o] gl

3 A Aol Ale]Ego] F-Fo] E3FE o] x| o IlED] % 34 Bl Ak AR} %
BA] = wAlE ey
h

dl 2 48 73 Aol Hlof Q= A% el Al o] Azurest 5 A Sz BAIE

OF 2 22 2 g R akQlo] A= A9, S3HF o R o] 21 F o]
2H5ekA) ok EAS A g

U4 Aol E o) AL s el Aol = sol 7} ekl a] 2 ) e E A1 s
FA o Bl A A =0l E THE 5 ATk

Azuredl| 75 Aol Efolol thel & IP T4 T
A7F A H AR, F& 1P AL S =

Aol Edlo] BE| o] Alo]Edo] o] Fo] dupllc o ® A= 2AE T4
W2

A L Aol Edlo] gl A2 tf 3 Terraform . = WX 7] 3, K
ARG +AE - FY )

« Aol =9l0] 4 2 e 7} Updated(4d Blol E8) 0.2 EAH e ebe 42 775 W3 gelvt

Updating(Z tl°l E ) o2 A 5 &= FA4E =4tk

A& 27F Aol AE ehe ) &)l ol = Qlef 2ol dofsle A4S 4 dH

A g 25942 [l



ARG R A A

B s 5122030 129 142

o AE] ol I AA A7 7] 7FS 1202 2 M AU T A Alo]Elo] 7} FEEE 2E A A
] 2ol == AHE| gl *1H1é7}9jﬂi ol A5 o] 287(120%) Bt QI ~H 2 A = HLE
Uth o] d QA AEH o] AL 20% EF HIE A5

« A7) B 7] A 0 2 UTCPE obd Local 2 A ¥ = E A& A F U

+ Stats(%A) ] Aol 4 CPU W =2 o] g4 A ¥ oo 5= A ek 100 27 EA )= BAl S
ke

2233 VPC7F AP A 5] #] 0432 GCPoll A 2232 5 VPC 9]0 & 2H A& wf B 8= 4 & 7
FU} o] A= AZ YA g4l VPC ID7F AFE-E wj vk A gy o)

« 242 A 9] Last Modified(WHA1 = =) A B A B EAE A Y
c WAt A2 Yasg gy P s A g oy Ul dd gas HAs S

A3 BhE E greksl un v A S A g o

K
il
N
>

« AT B A s ST Ul A RS-E FAGUY

H A 231220233 12 14

7%
o] ] el ok 22 75l £ lFHTh
QAREH A

* GCPeIl A Alo]E o] A& 98] AH8-2}7} Al & ¢ NLB IP.

- dloE] A = a9 512 ©] GCP el €21 CIDR.
Ry

« ICMP A 32 of 2] k%= AR 2= Algate] Alo]Edgolo 2.
%

c 2O AY IF9 o Al 2E = A,

RESER

l.




AR A

ua i

H A 23.122023 '3 122

o] g 2ol = 23 & A Atalo] E£3hE o] 9lHUt
o A goll = AMEE QY e 5 Ao o1y
« AFEAZF A FTHIP HASE ZE MHAN THUEQNE PR AFEE 4 =S GCPAA Ao E
o] A S 7N AU T} Terraform= AF8-3l= 74 -0l Wk A& & 5= 54Ut}
« A2 5F2 A3 1) AH] 2 7N A SNAT A4 EA1E F71g Yt
o FEF9-E AU 2 A F A A EEk-E A H] 22 Al F Aol -5 Alo] E g o] of] ICMP g &
2 83517] 98] ICMPE A Y& of hthi= A A3 278 33ty t) oA Z89-= A u] 2 Al
A7FICMPE A D al=A] of Fof A#glo]l ICMP A 2 & £ &sl= A2 12 AFS BE &
$-E Mu] 2 A F Aol e BE Ao Egold 88 4= Q5 th
c 2O AY 2FANA E olde] AlaE 2 AW A Ol gk XS FF T
ol A2 Wy 2 S S A~Edg ol dE u GCP JH| &<l CIDRS 713t}

+4

o] g zol = thS 3 &2 A4 Atgo] X ghE o] 9lHF Ut
* Splunk 1= ¥ Q1 Eof A A3 4= 9)i=d] Splunkol] e+ 21 A T2 uldo] AAT Fgleoa
B E = FAE AT
¢« AWS A H] 2~ VPCE 9 9 Al AE# o] A VPC A S E&slo] BE VPC 8] 2~7}F 94 3]
AP H A = A2 2yt
« AFEA7E AHEEE L EA] M H| 2 A S A AY S u B E RA7F T E = A
= AU o)A e ZEA] AH] 2 JfAIRE A YT
« GCP & VPC AU 0.2 Aol EY o] & S AXLEF oM u) AEZ |7} AR T2 A E D
S AMESE wAE Yok
« O%F T2 MAE AASFAY AT u T2 A HEo] Rt BAIHA g TAE
A3y,
« Ao Ego] YAZE oA FEFE= Au| 2 A3 A AR B3k Abs 94 A S Ao
« e S AL ZP S A ESHA 7] 918 A 5= g el 728 F71E wo] EA4
= AU
« CDO H o] A & T3 AWS A4S F71e u] A|7F 297 A e 5= Q= TAE AT
* FQDN 9 %] % FQDN Z & & 7|4 2] 7|4 &A1& A ) o] 2 d /4= 2F Bolo) e F
7HA fg o] A E B YR = AY Y
e OpoF g H A 2 Y EAE AT
 Azureol] 718 8-3Fo] §1& W] Azureol] Alo]E o] S &1 5o Austa A 2l A7)
A E A F= EAE AU Azuredl] £50] 1o 7R Al W A gl A A0 XS
ﬁﬂaﬂ%GHWVM%@“4ﬂWOEﬂ]1%ﬂﬂ“ﬂ“ﬂ4VM FAFU T o]




B onraninan

Q)
=

Ayl = G EA7F QA E A EE A A o2 Ao s, glanE e s)
st Al 2~'ll 271 WA A & F 3l AFE- Aol Al &85 A 8] 2~ Al E A}

Aels 5w SehFE A= Al eA; 2l a9 BF AR FA A &

GCP 7| Rt A & AAl8hA A oL 55 1 A 3 el 2= AL 55 7 A 7F 2HA E 4] = A

AR A A S A ASHA] e E sk AlolEdlo] ' A A 8 Al E AT
Lt} o] &= Aol E g o] 7} AF-&-2} #a] VPC B VNetol] 755 &= At Qo v 2 &= o},

GCPol Alo] Eglo] & F-531H LA ~E oA E AH| 2= VPCR O o] 18X~ H2E QLALE
o] dstA] &= wAlE I YT

22X FVPCHE LA~EYoo] o] Aafjat 4= & A& 43k

Aur3F L2 AH] A NAE BAH T ) SNI L L7DOS L2 Yo] FAHA &= EAE &2
Eash=g

FTEIP T TGS A3 UTHA 2Fd o] 52 Q.3 gt/ Ao E o] wA S ET| AT 4=
= TAE FAIUG

Terraformol] A A A 3+ A
Al &= A S8 8YH

1r
T

20717k = A2 Eahs A 2 A 7L 5 o] Alo] Edo]el] FAIH o] Ao Ego] F o]
WASHE EAE ST A 2 A o]l 207) B AT h o] AT AF L AE
29} Ao Egolol A BT g T,

Gateway Details(Al o] E 9 o] A5 A 1) g o] x|l A =7 gk Et L o] 5 A/ A]ZFo] LA =
= BAE AT

« o]y Flo|Ho] ZA = MA L ZRIAS Xk HUle] SntE Y EAE A d Y
= 7hA

s Tk A A4 ol A o] s

SULRNE] £ R A AS B AR B2 A,

AREAZF A A S 27 = UTC AIZF A A o] BE B A 855 XY $&F Ao A £-4
HEE YT Y SF0 digh A& o] AA S BEp-A A Aoz Gd Y

S5 v et 7] Al Edlo]l Aol dig = AR e Ul 2 AE A Y




PSS AU 2 A FA SR A3 AN EA 0l S BB I A AEB YA A2
27 9AAE R P

HE| S8-5-= uho Aol E o] 7| A AFgE
H 4 24.04

7] 24.04-01 2024 59 16

A A

ol de|zoll= v at 2 Al Aol 23 o] Sl H
* AWS, Azure B GCPll 4] A & 5= Alo] Egflo]of] th g AFe] E ZF VPN A € & F7hh o}, o] 7]
ol = IPSec ! BGP Z 29} 3 3¢k VPN Bl € 74 o] 35 o] 5 Yt VPNE § 38t
EdEE Aestal Basty] 98] VPNS Aol Edolel M A4 Tagytt. o] 7|5 ell= Ale]
E o] B 24.04 o] o] HaFHrt.

>
o,
m
ES
o,
N
~
N
[P
>
2
il
N
(98]
59
o,
(e}
ob
fr
2,
QL
(e}
)
"
ﬁ
fot
0,
o
<
o

rr

e
=2 53

A7} F Ao A ekl 42 9 vlo) £ EF CPU A o] S7he
FUth 7 dlolg J2i Ad ol fe voly Feta bgshe W ow

B AL £ 831 el T WA HlolE A=t o 2f sk cPUZH Al
Fom CPU M o] At 7] %54 ek,

P A BlolE] B A7k B olo]d ¢ glis Ml e e ph BAIS A
4 5

AlelE o] 42 fd o] E FE7F jdlo] Eol A Tt de= wAE FAFU
« Alo]E ol o] b & AN d sk v A4S A E U

H # 24.02

1 71 24.02-02 2024' 4€ 18

o] W) ol = b3t & 4 Aol L3,

A g 25942 [l



. 1] A 24.02-01 2024\ 29 28

il

o] 91|l 27} 4 51 <) Fol s s Alo] Eslo] 2713 & vlme] W o4

B 7] 24.02-01 2024 2 28

R
of de] ol vt 2E Al Abgro] ZhH of AF YT

« [Z 2ol Bl W] m7]] AFel E ZF VPN thh x| 918 Skt o 7] ol 3= IPSec % BGP= 3
3k VPN E1d A o] 235 o] QiU th VPNS B 3ehs Ed & X elsta 15387 96
VPN HE Seh9-= o] Aol Edolo A 24 Frg Yt o] W A2 HE Fehe-=
o] Aol Eglo] WA 24.02 o] o] g},

QL 717F Eeh-9-= A2 Al 2bell A HE Sek-= o] Ale]Edo]l = A E = <l
A RAl R i AMRE s oR AT RS Ads FUHE YUY S5 AH s
AsAp 2z g d o HE S92 o] AEE = Aol Ed ol S2h5-= A H 2 Al
A Ym0 ZHR1 71 S vl Q1AL AR Ve A, dHlo] B 2Rl =TFALS-E =4 Zels)
E5 AAGUT IS A 2ol A7 E ek Al | =0 A A 7 Ay o

SSHE 53] 21213}= 79 #] Linux Aol WA X = F71g Yt} WA X += t]ulo] 27} Cisco
U2 = tlufo] (4 HE Se9-5 ol ZIEZ ] 9 el = gulo] )& A
=

c 2O AF a5 F ol Al 2 AW Aol thE Al e Sk o

PN
TA

o] ]2 = thS 3 22 77 Abdbo] A3k o] JlFYTh
* libwebp ¥ 7 1.2.0-3.e199} ¥ ¥ CVE-2023-4863 F k3 & A gt}

2 fushe 48 Ao 28 Ao EAE oblsh kA nE
o 2ol 25 WA A FeAS RH S Ao FFS VA 5 Y FAS FHG

Yt
o] 73] 4520 Q1=E 2 {3

i T W7 23.08-12001 4 sl 2 H A E AU o] &
AE g 11/0 5o 2 Q)] HAstE 52 CPUAIEES s 43t o] d A4 & o]
© 2= Au 2 AR EE QlAu s {88 S Aok

/OB HH L EF o ] BN 52 CPUANSE B d £A42 FA T

LR 2ENAA ) Bl As) el BAE AU o] £ e 2E WA} Q)
2B AR AR A FES dE) A2 $HEE A el Ao Ed oS )
AU,

« 27} B3 AFA glolE AR QA RS ERASte] AEo g A E = o] 1w A Alo]E Yol H

R B



H % 24.02-01 2024\ 2 28 .

A Ao EQe] At HEe] HE] S8 E Wo] ZEZHE AF3ES 5184 2t A
A AIEY el 25 BT Gl 2AE AU o] 2 AAE A Eo] FE
= o] AEE N AT Yo s AFEHEE A s ddnt

« AW X ZA] qFE o2 A2E 7 A dsl] E o]l SNI oI EV} 7 &5 &= TAE 4
Y}

« HE] 2892 Wo] Ao Ego] ek A S /AT

* DNS 7|¥FFQDN 7|4 3 - H A A 27102 23 TCP % TLS o] ol Egl¥ o] A& FTA|
sl EY T A g A4S AU

« 34 = 1|24 5F 2 o]l DNS 715 FQDN 7]7d o] A4 | 749 HE] Z2}-5-= 1o] Ao E 9 o]
ZHIP WA E AT A o2 53] & = v TAE AU AA T AN E 55 A o
o Aol EP S w| 3R] & ¢ dFYT oWl FAE Fal o] A5t EYIT S

SrbeA A9 S 5 Q= P AN Sk 5

SYNS 413 & SYN ACKE th7]8}= A7 235
Th SYN ACK7} 8= %] @ = 574 Alye] o (d: X E *711”)01]*1 71 A ﬂiﬂ}t— d3h= A
Lol 7)o &S ARESY ) e A A o] SYN ACKE & 9314 & AL
Fol 23E F AF U o] & SYN H# =2k vk A7 2395 Fo|H
of AbE-e MM E& FH3H7] el Aol o i e A2g Ut A 2= 3022 Ao
H HE S8-9-5 o] Alo]Efjo] A4S Fal AT 5 sy

DNS 7173 & 4 atshd A 2 7 3} DNS 821 7124 7hel] 4§ 271 0] WA sle] =1 e] 7iA]
7FONAl ) #ho =2 A A 7dE 5= 9= DNS 71 RFFQDN 54 7| 4| & A2~ A H £A41 &
A3yt o] gk Fsto] ' AYSHH Ew| Q1 ghlo] A A ¥ A °L0u=] TTLO] TrE 5 d 7] 2 7] A]
grol ZeAIE U HF A0E 9E S92 o] Ao Edol7t sl =] EgE o
2512 Al Ut} o] 77 A2 ANAI 7} ol U 2 AHE a} C= A 208 Ay

Al2~'l 27 A2 745 DPI(IDS/IPS) X9k 01 Eoﬂ Action(2t4) 2 =7} gl Al
o) Action(F) D=7 YA T zko] Ule] Q= 2] 3k = o= SIEMOE A4 o]
AR ot AA A FF YT 42 Action(2H4]) B = ghol avrow 3= peny Y-S B8] 91380
R Het oMl Eo A o] FAE WE&A & FA7 YT

T AT B Aol WAS A @ A3 we Testel 45 QElo| 8 SE e WA

fgk oy A &27F vhA] A2k ol A& s Astd HeolH 76*?_;% A
12kek 3 g glo] M7 Alglo) @3914]:}-.

ik
to
lo,
o
o
X
rg

m1m
o 2
Im o

T

M
i,

Ay

>

« HE] Se-E o] Aol Edo] eHg g A
« HE] S o] Aol Edo] Aw JHA.

TLS hello W A] %] 2] SNI B =0 A 7}A & =2l o] FQDN =7} ol o|Hl E o] Bl A E H = o
A2 = SNI Het o] I E ZA4| & =4 3tk FQDN 2 =& A 9-7] 9]¢k ¥17 A& FQDN 2
EE ARGt EWQlEE B AH P o 27 % o lE AA| A dBAd S Al

dolg 42 Z2AA 3 S
n x| 7] el woly B 27t A # } 1; z}7} —EﬁLg— 3 7}at
dlole A &7} 2 7F B sl oF sk s A o

7N AF3E 9 = A3k
© T




. 151 23.10

éﬁé@ﬂo}ﬂﬂ%ﬁmﬂiﬂ}% ol AEZ o YT API 2 &S &
= ol Alo]E o] ¢] & N d Y

2 Q% AL w0 rog (2 98 AHOE AAE 22 WA X7 A E = BAE 54

14 23.10

1 7 23.10-03 20243 1€ 11

=4

o] el zell= b3t 22 g ARl 23 E O S U T
c AR Al EM 0l Id 5] AEEH 2 AF8ES 5|88 ARt AN Ao ESo] 25
A F e TAE FASUR ol FAS LA G HE] FESH ooz dF
HEE ATS A F Y
« &4 Bz v A 9= ol DNS 7|9 FQDN 7H7d o] 7+ % 4% Al ol E S o] 7FIP A & A 54
S8 A 2T 3w wAE AT UTE AT AR 55 A o A H o] Ed
S A X 5 Asyh ol A& S8l A o] dAstaL B e ntEA A 5
AE=F 1P A 7F w2 FEE U
« SYNS 418 3 SYN ACKE U] 7] 8= A7 232 WA YT 9 A7 27 12029 Y
TF SYN ACK7F Wh8h = 4] @h = 54 Al 2. (ol JEHH”)OM AR 23k dske AlA
Lol Q7|9 FES ALgFUTH B Ao SYNACKE S#3HA] &= Aual o 45 A4
ol 231" JFYh o] & SYN S =gt Utk AR 232 Sold Fa T Al A2
o b Al 25 Frah] flsf Aldol o el HeAg Yk A 2= 3022 gae
W Aol Edlo] A& Fal 7S AF U

1 2 23.10-02 2023 112 16

4 AL

o] o)== v} & =4 Alao] E3hE o] glHut
* DNS 7117 & & slalw 4 2 W74 7} DNS &<l 7HA 7hol] 73 3F =71 o] A slo] w1 9] 7)) A
7FONA] §12) o2 A A= 4= 91 DNS 718 FQDN 54 7| A4 2] A9l A g ¥4 5 ¢
ﬂﬂwjﬂﬂ&%%ﬂ%%ﬂﬁEﬂﬂQﬂﬂﬂﬂﬂﬂ%ﬁﬂTmﬂﬁiﬂﬁﬂ%ﬂM
#hol ZHAIE UL HF Ay Aol Ed o7t sl d v le] Eg at A |84 A .
o] A AL A7} a2 A EeEE A 248 AT




B 23.10-012023'3 112 3 .

1 % 23.10-01 20231 11¥ 32

N A
o Qreo]m ol et e A4 Abaro] EakE o] gl gt
_FIL

Holl of s 2] 2 Aol e A
ChcE R %0 A) w2 wd Olﬂil = o5 gt o] 2 st Ale] o Ay
A B Al 2 A A7) Ap A ], 2 Al I A ol HIE R @ 7 7F A Y T o] A
wel ek st Al o] 755 a1 o]l E7} o] -5 K gtk AR Ede g.oF 2
=AY

R IR TE =S

RS

>{E

—~ ol

o

o

K

v

N

N2
—

2ed o

ol

ol

r1r

\l

)

X

=

CHAE TLS A AS BAT W) AW AFANE AFHES PFF TEA NS ARG 9
SN AFL B0z WBASE o AT LE TLS Al 95 8% 2257} wuQ)

(= E019l 4 3) ©91 9] FQDN 44 ARl A 74 & % 5

c Y 2 ES} TFH O GUFSSHE T8 5 3lo] 53] & 1P glo] Ao ESo]7} LAXE
glo]dE 49 Aol Edlo] 1=k 2 g °1Eﬁl°l*°ﬂ 05 A SSHE A2 e = 5
SSHoll theh 8318 Eaw, a5y A s 2 HA o znt gy ute s S 7|24 e
2 FEHFE A2 AlE A AR T, WIE S A Kot 5, e ) S AHE-she] w4
Huo

+
o,
>
ot

e 7 Aol Tglol Agrnh

cEo® A2l BAE e 4 AE 2 3% ol2lol] FQDN UA A ALEa s A w e
Al 23 BHE EAE

« ATA HS A A2 A3 FQDN I %] 23t 2 S e w3k

| 4% AR5 EAE FA T FQDN Bl 2 2390

FODNFILTER H.QF oW E & ZhEE Y}

%) 5ol o3 =)

O
oo [K
i
B

(o]

o
in
=

il
Y

T
aly

FQDN U %] 7N A & Ab&-3h= f 2 o] nlitf vl tigt Eg oS 25 A she £45

43t

«IP 7} BaL G IPE ol WA HlolH B 2ol A WA Abato] et A erol A A A 7F
HAgo 24 Edj o] 1485 AHEld F A= T4 TAMA B EAE AU

* DNS &1 114 & A7 3| &= DNS €21 Rl=7F $17 ¥ %] ¢F+= DNS 7] 8 FQDN 747 41 & 74
F
Aol ESlole] M-S Fst 4= 9l w7 1 3 EAE AT

« Alo]Edleol o] 54 210 ] 7] BRI 23E e BAE FAdUY

« gk Aol Eg o] P EAE AT

« CPU F-A) = of7|ale] Eg 28] FAS d o7 4 9l Alo|Edo] e #35 FA|S +4
ok

7N AF3E 9 = A3k
© T




.HWRM

* URI JH7F Edj=) @of 2o BAIHA e #4158 F4 3 oh

« L7DOS ©| ¥l E7} URIZ S W2 A FA 814 &b A5 4 3o

H 4 23.08

H % 23.08-15-d1 20243 59 27
3t 2ot

o ghE 2oll= b3t 22 74 Abdol E3hE o] F Yk

* Chrome H.2}-9-# 7} TLS 1.3& AF&-3}o] Alo]|Ego]o] AAT uf Alo]|Ego]7} 2w Q154
2 w33k 5= 9l A2 A3t} o] = 2024 4L o] AFE 0k} o} 3w A Bkl < &)
Chromeoﬂf\i H 73 5 ALk UH—roﬂ BEA U T} o] WM ARS8} Client Hello7} 15148}9]
ERGAZ{ YT o] whe} S5 A] Oﬂ 7\1 e dsAE 4 73 3} ©] A}-8-%| = SNI(Server Name
Indication, A1 ¥ o] & EANE AT & gA BUth o] F4 A T8 ZHA 7L 15140101 E

BT} Client Hello 271 & A 93 4= 54T

O:

1 %1 23.08-15-¢1 20247 5% 9

gt ¢y,

57 Abg

o] gk 2ol = S 3} 42 4=A Atgo] gty o] 9lHUTh
- Aol Eglol 7t EdT S Hulahis 7 5ol G = 5 Qi Al iy A% B BAE AT
Ytk Al E9]0]7F 17 A4 (TCP RST)S &3] W vhx|uto & 218 v 5le JHuE
A (A wa)sfof Fuch 24 M EFol oW A W H I A7 E o] Al Ego] 7} A o
A& G @ ATl AT ol AL SR i ol @ SYN Eels
sk ko] o] Akt A 4 o) Ak o2 BT 5 JHUTh o] £ AHF S 7t
23 A vhA ARl A Do AR E FFekaL Al Edo] &4 Al Al d-E 28-517]
ol Z83] 2 W Hdl ol ARG A EE vt 279 FsA o] glauth

H % 23.08-15-a2 2024+ 5 1
ESEE=L s

o] shEl zoll= vha 3t e A Aol 235 o] syt
« S 27 918 diolEl A 2ol A TCPRSTE A 53t vlole] A =7t Ag o2 B8 5= 9l
= wAlE Y




| 71 Ava 2 5 A

1 7 23.08-15-b1 2024'3 42 123

w74 23.08-15-b1 20203 41 1220 I}

&) ¢y},
5= AVa}
o] %) 2o = vhe 3} e 524 Abafo] 3k o] gl th
- OCIol A Ao Eglo]o] thah 21 3] 4 A )4 o] A4S ) dstd B8 F v] Az TS
A8 A] PR 27) SnkE o) wA g
H 2 23.08-15-a1 202417 4 11<)
&2 ~ ¢t}
%7 AV
o] %) o= vhg 3} e 524 Abafo] 3k o] gl
* Blue/Green 4 & W74 & LAE 4 UL G2 Ao HAE L A Ho|g ARV} &3}
SJl Ao Eslo] = 71 Hlole] Aol 4 @l A8 e =eelas] A2 dole A nol
A AL AR Egele 5 gl A9 oy AR H o R e sta vlolE A= A4

48 g o2

A A ] St AR R s

Yt o] ZAIE a2

atwl 7)== vlol ] &k Af vlo]E F =7}
st Al =e)lo] SutEA R L

v EaE o] 7]E M
a)

olE] ARt WA do 2 HAIE = o] Al Ag Y.

1] 4 23.08-15; 20243 3% 272(A %)

4
o

o We) 2ol bt e 4 Agol £ U

« QY Ao E ol E T2
Al T2l A g H A H g

ﬂﬂﬂ}ﬂmﬂE%MH%%
= 43y
= < el

U o] He T2 &S ~9
A3 AW o] FINZ Sefold

ALdS AA S A2 TS 5 A5
¢kstalo] RST7F Aol A s]al T2 B
R EI ~8o] Aujd| A o]u] FINS =41 3] 7]
244 7F A gy o

[e)

v

e},

°l

3 RST

27} Ao A el

L |
ZhHlolE] A2e A8 T2

o

onawngmﬂM%%ﬂﬂﬂb%%ﬂ
EO RSTE TR ES ~Hlo]
o] ¥ 7 A}d

gl ) Alzko] Y 2.2 Ael7) wEel vlolE] A=} A4

A 3 Qe|o] E =3 CPUAHS

o] H]
SRﬂﬂﬂiEEE
2~Eof| o] 3l AbA| = #] oF
wj ol o= = Al E

=

A=)

]1_
= WK T

=
T 9

=7

o] S7}

P o

o

] o
A =

dlol ¥ 7 ZehaL 7pA st

A g 25942 [l



B o 2308100120000 39 2892

CPUE AL HUTE Al A2 5-8517] 13 T WA vlo]E] =7} ¢l 20l 23

W2 TFEA Fom CPU I EY o] At 2 7] 554 &

A Blol B A A7 B ool d 4 gl e 4

i)y
T
re .—E

5
£
o
o
S
R
)
o
O
(.»J
('D
o
o
ue)
i
i
@
<
o2
[\)
S
S
.[;
o0
bl
4
O
nhi
o
w
o
o
i
O

ek o =4 ol MER 18} AClEdlel £ Big wel= Aujd] 1453
A5hA) 2 $HS 7lthel 3 Uk o] Aol Ego] = R wels A

ol TAYU T

ocrell 758 Aol Edlolo] thgh Xt &S A TAE A

4 ad EAE 35‘43}.

Edg A EA1E 74

WAF 7+ 8.207F SetoldE a4 &

it

AR5 A hs Ho] SeholAE b

H 7 23.08-14-e1 20241 3 28

2] & 7 AE wAE T E Y
« libwebp H 7 1.2.0-3.e199} ¥+ ¥ CVE-2023-4863 F F 4 & 44

™ %1 23.08-14-a2 2024' 3Y 202
g e,

4
o
>
&

o] 33l 2ol = vk 3t e A4 Aol £ o] AF Y
« A 2 goly & T2 EF ~ulo] TCPFIN 2 RST Elo] W< ﬂﬂlo}—t—
& AT Aol FINo Zehold =] RSTi X2 te g 2lo] o) vl F
et G s AletE AR AT = Ayt o] WA ALY
o] k& 9h3}slol RST7} Aol A s T2 EZ e o8 A4 A
Uth T2 EZ 8o Aol 4] o]u] FINS A1 81 7] w] o] oA s = A5 B
Q13 RST 244171 2 A g o,

o= e o tf gk 227] 2] o] EAGAINS wHs3l & =215 24

TCPRST7} A AN P2 2 AFEH A2 S A4 02 QA A &

BA WA A VIEAARS LY TR HolH AnE Fatshs Edel 24 e

Utk o] = 913l Fetel A} Ao Eglo] 2 E $H-L 7 ahs Bet Alo] =
Qolgo] WA

Ao)7} = o=

ot

.

} & RSTO ﬂ% ‘J

& A= A 2 st



| 71 Ava 2 5 A

H 7 23.08-14-d1

H %1 23.08-14-c1

H %1 23.08-14-b1

o4 23.08-14-d1 20201 392 132 ]

« 5 7)e] BlolE] =7} A A EE sl A A Qelo) B £ CPU Aol Z7be
EEAE SRR 2 dolE ARt A9 $9 FA vold Fzetn skt gaow
CPUE AHE EITh Al B A2 5-8357] 913 7 WAl dlol8 227k 91226l 28k W CPU7E Al
ol 3554 eom cPUMEYe] Al /)% 5 gt

20247 3¢ 132
ghs 29U},

54 AHe

o] G 2ol Tk} 2 5 Abge] TP E o] T
2

o] stezof = th 3 &2 =4 Abeo]l 235 s
* libwebp W 7 1.2.0-3.e199} ¥ H CVE-2023-4863 F 2F 4 & =4 ).

= Auol] Tt 227] 2Q] o] EAGAINS WHheh & 45 227] o]l E 3 A1 S =4 &
Ut o] =4 ojHlE= gE] SEk-= o] Aol Ed ool W= Muo] 87 EiS Bl =
2ol @S S-S 7vhe] 3 glvka QA TR Th o] Aol Eglo] £ 9wl = A1
Srot e E ol EAY YT

* OCIell =58 Aol Eglolol that 2dt W5 A wAE 4Ty
J LA E g

C WAF T4 847 ZejoldE a4 BES ALSS: e Y BE 2 gd BAE 540
Ut} o] 2 <le) Zefo] =L WE] Fehg o] Ao Eglo] 24 E S-S A et ot u
B 2295 ol Aol E9olo] A% 24 BEE /|tlaA Ho] FefolAE Elelolfo] WA

e,

A g 25942 [l



H =
H 23.08-
14-a1 20243 2
= 17%]

. 2
% 23.08
.08-14-
4-al 2024‘5‘2%‘
L170F1

ol
= )
T wm
B B-
> J
T H % i " 2
J) _ o
L3 ° = =
e T o T W ==
x ™ T g T o =
ﬂ.OI L, 0 ,_._#.mv l_ﬁl Ea o
iy — ol f ol DI - E_
%o 0 o7 %o % X = ol
ol Br RO B e |y o o 2
© = 4 o ot 3 om b =
< ﬂAIL ,#I ;OH HE _
i l iy iy LA g
o2 e oF hig s
R SR M )
o I ) 2T B o = P il
~ " 1o py! ot mL 0 i 3 O o
Az ol i 5 o % » R ~ ol
OM ﬁa :i ‘q W o M ™ ‘,% ME ‘MA—I EE _ZT._._
= ¥ re Ty wa LI e i
5 E i dn 2 T Tz z
w0 S = & % = o B iy T ¥ iy
- = 233 50 LEEr C
) T oy o Ew% B | T < wumﬂ —
w o o C SE % P! G 1 =
+ o = . B oy ol { 7o K o5 ) (- " ﬁfue
o B o = " aw WE 5 o m ] o)
- UE o o % wid Gl ol G =
o T = A =T o I -
< ROy 0 I ofF B w s o
W e MO w0 &
= Ty % oo PE T EX 1 °
o ~ 2 o s R0 g G ® 2
o) Loz = o o M =T ? & O% T =
T _fﬂx%L 4Aix < @mmA R i
o lTut ) h ol e WE ﬁE * o
ok o = 4 T " ~ ojp o | = ) A Fom Gl il iy
3 < B o B E o {0 A N <0 X : X
23 — O = ) iz — nH N 1o < %o ~
7o o R =~ l4mluw T 4%1& oy ﬁ
S N L gEn: BT g izl T =
° . o & A SEu w o nonoEx S D
- ® o RE T ) % T E B g T Ve
A 2] " OT — b RO <! IN
o= wo TR o oo — I T HE W= N
g o . T o o = W —
I 5 o T = W e 2 o )
~ : b ) ® py ) 9
2 D o E mwaT bl b 2 e
Y 5 © o S E el = -
=] N + T AN <] % o o - M
n.(U- 2 0 ~ ‘Ol O% L S ﬂmo
;oo —_
~ & ) = X g -
_— O
X 5 3z W +
c3 < 8 " ° 5
& N -
T - =
b =
Gl =]
o
~
e
£



| e A2 54 A
1171 23.08-10 2023\ 1% 18% .

< A FHIE R AT == Aol FAASH - 7EA] gt ol o s A2l € 7 Aol B A
A A FE BLA MAAE 4 A B B o] E & o] F T o] F A 3hE Al
A 25 AASHA e B2 o] A A A 2 WA X 7 AIAR Y o] Alute] 2.7t
LA Al o] ARF AL AR HE ol MIETVE o] 5 Run 7 e EdE 2.oF 2
= FAEYH

1 2 23.08-10 2023\ 122 18

7
o Wl 2ol thgt g A Aol L o] Yvie

« SYNS 1?‘&3?—5 ACKE t7]8}= A7 232 A7y A g AW&&?%E— 120294
T} SYN ACK7} ¥H3HE] %] o= 54 Aluhg] 9 (d]: £E ~70d)ol A 71 A]
L] 2719 FES A FUTH B Al o] SYN ACKE §H3H4] & A
o] 27E g AdF YT o] & SYN e =ebar FYoh Al 2395 Fo] A Frash Al A e
of AbES A ES gHE7] 98l Aol o uhe] Pl g Utk AR 2= 302 E APl
H Aol Ede] A& Fal FAE F AdHFYTh

>
Lo
B
fo rir
N
o, ol
o fr
= x
o

E 7+ o]l DNS 7] 4k FQDN 77 o] -2 5 25~ Alo] sl o] 7H P AN & 454
FohA 28 5 U BAE AAGU A AN 7557 20w Gao] o))
J5hA) 22 5 AU oM £ 42 Bal o] Ax s B S SukeA Aeld 5
1P 7
A

:_
>

17} gvl2 A TEE .

o] E °Jl 1 b k= 1 ﬂE%FAi Zﬂ%fs}E% 3 AR A AolEfo] 215
=z o]

EZH Aoz A%

R

71 23.08-09 2023' 11 164

57 A

o] ol =o = thg 3 T2 A4 AFglo] xghE o] glH YT
* DNS 714 & &4 316 A2 A7 1) DNS <1 713 7hol] g x710] v sle] ¢l o] 7HA]
ZFONA] 1) #ho. 2 Al A= 4= 91 DNS 7| HFFQDN F4 A €]l 4229 3 d FA=
Ay o]y gk o] A st =9l EhQlo] A|A| HA] eF o TTLO] Tha =W 715711*]
ol ZUAIEUT HE Ay Al Edlol 7} s vl o] Edj =] A A ekA] &g YT
o] T+ AN ANAITL AR DEetEs A4 20S AT

7 23.08-08 2023 1€ 8%

54 AL

o grelo Bl the 3t e g Aol EaHof YU

A g 25942 [l



. 1] A 23.08-07 20233 10 18

RE g8 Atelol tis Aol Edle] b S 7R o

1 7] 23.08-07 2023\ 10 18

57
o Qrrelol Sl = thg 3t @& 4 Aol 3o} gt
o A

«GCP 27 o2 9] 271 o] JSONS 2 ¢15Y o] ol JSON X2 215 HUY =%
TAE A EY

) %1 23.08-06 20233 10 7!

w71 23.08-05 2023 10 3%

A<
T4

o Qulol el = th g3t @& 4 Abgo] o] gl b,

54 A% A9 02 218 FQDN 9] T2 3t 2 748 Ak T2 514 o o] &) E9
o] Z% 71N 5= #AE S Th FQDN HE Y T2 whelo] H 5] ofriehie /0=

FQDNFILTER E.¢F o] E & 7F5=5 Lt}

7 23.08-04 2023\ 9 19
4

o] @rdlol m ol thg 3} g e 4 Abgte] EaE o] gt

* FQDN 0] /WA & AL8-3h F 3 o] vl i o] olol] g )= g 25 A el she BAE 4

=] 61—]/] 1;]_

] 2 23.08-03 2023\ 9¢¥ 10

574 A




w7 23.08-0220231 99 320 ]

i)

3} 9

i
Ir
0
X,
2

i

P7} &S B4t vlolE B2 E A AeAl & 4= 9l UDP Ed
= wAE TS

A% FAF

i o

71 23.08-02 2023 9¢ 3%

4 AL

ol dadlol=ell= th 3t B2 4 AF&eo] £ JF U

o« o] =7} 200KBX.T} 2 HTTP POSTE A5e w] EgF o] 2145 & Gk L= A4S
T
« 17 IPE X531 DNS 7| RE T2 A7 AU 2 X 5 A &5 A4S 93Tk

* TCP A X ZA] 9] SNI B2 T2 E Ftlo] ek T4 A A h

1] 7 23.08-012023' 8¢ 25

A AL

o] dreel=ell = vh&3t 2 A Aol 3k o] Jls Yt
47

SOl Ed0] 917 % LA Eholv) sk 23kE A AM o} ol MES BYFHES Hloje] =
2 ARG of AN AHgE Bl v Hg oz Qs Ao] Esolol A A 2w A 82
ol wgol Fueh

s L4(TCP) 2 L5(TLS) ZEA| & &3 =& AW L EA] MH| 2= VA& 7| YT TCP =+

=
T
TLSE transport mode 1ol et F A7 gho = x| Agsto] o] & =38 = UFUT

AR A5 FA ) 93 Aol Esle] dlolE A=E AT
cHlolE ARE AN E FHAAL FEHOR e 5 %
3 Ao Eslo] BlolE A= ZaA~E AT,

fu
H
@)
v}
2

x
ol
o
ox
oX.
ol
ol
N
o

PN
TA

o g 1ello m i the 3 e 4 Aol EFHof YT

* HTTP 71 4] o] Sl 4 [ 2 18] URL Q1525 47k A o] E 9 o] o A= ] s 5] A v, A ] 2 2.4

2 A537) Aol vl Az A s FAZ FAFU ol Q18] A ek AAE Luh)
2 5 gl 400 $F ES MG Th o] £ A Bl 2 AR A7) el &
(e} =)

A7k okl el s o

« SNIO & A7) Qe A9 ZFAZF EY T S ddatA] gFe 245 sl AF Ut ol 2 A 8t

P Ed o] Suke A A A SA R, SupEA] e AZAL BFEE BAS FHFU
L Ed o] SubE AT AAFA W, LA FE AFAVLFHE FAS 2 G

7N AF3E 9 = A3k
© T




| IEEREREC B

gl

HTTP ™ & (ol]: GitHub A &2 2-40)) 1}

-
R

1 408 A E] =7} AA 5
Y

0] 5
T

B9
A

on

o
T4

]

« URL Filtering(URL ZE &) HF F 2] Azt 297} vhas o] Eg o] AX¥ &= A

e},

el 2~ Ao Eglo] o

| Blolel A4 =7} 4

o] 3]

Y}

1212w Alo] E o] ol A

§jl—
Z

A9 A=
15 4

A DR

=
=

Ko
=

B

Ed

o

[}

ovﬂl.

Wr fom

B RS

i3

EfAE=EZe

il
(o]
S
e}
0
ol
T
il
~
—_
N
o
o
W
o
=
3
ol
n
ol
N
<
=
i)
ﬁo
iy
o .
Gl
3
W
T X
oy A=
Wl
= ®
o) R
M
o] ©
T AR
B
G
Xo o

« CPU 7] 4} =}

A AN Al E o] WA

Y.

Gl

&

1] 71 23.06

] A 23.06-14 20233 11 12¢

3 gl

o]

1 A 23.06-13 2023+ 10 18

2]

HUEs

=
=

o] o}l JSON 7+ % & 271

29 27 Ago] JSONSZ ¢l a9 ¥ #2}




| A8 A8 2 48 A
o7 23.06-1220231 102 620 ]

%
o] GEjo] Bl thg3} @& 4 Abgte] Eawo] & th
CEUT A FAE DO 5 9 % 5% o) 9)o) FQDN LA A & AHgsHE Yy s
A A5 e BAE S AU

4
o QEjo] =)= Thg 3} e 4 Abgte] Lawlo] glgt)
+ 9154 7% A2 0.% 213 FQDN A Ezwdd e T8 4 A 370 ofe) =)=
o] 3 7)%E & B A1Z 4451 th FQDN UE % Zenelo] 44w ehrjel A%
il .

FQDNFILTER H.¢t o] Hl E

| 7 23.06-10 2023 9 19
T4
o= thaat 2 A Abge] 23 o] slFU T

o gielol = d
Shz 3t o] MR Erelo] g Ee)

- FQDN 25| /A & A1 &
43,

)
o
e
e
w
QL
rr
Sl
2
i
-

H % 23.06-09 202311 9¢ 10

4 AV

o g 1ello m iz the 3t e 5 Aol EFHof YT
CIP57h B3 S IPE el WA dloe] FEe| A WA Aol eks A ghot A FAI7H
Ao A Eesio] RAeA Aeld 5 A B4 Fa A B BAS £ P

dlole] AR5 AA28HA & 4 9= UDP Eg Y 7 g =7 A A

g,

* DP7}

- . B

== gAst
o _
= fE AE A

A=

o
T

=

=

A2+ 42 [l




o)
=4

H A 23.06-07 20237 8 29

B 4 2305072031 89 29

o i i o =P e
3 = R I P L R
a2 P (N N ° O
—_ — = sy —~ . — —
< o T wr N [y = N
Hr o R ® N " I G
B T < A ob ph B o M e
o o O L VR R e M
0 0 Tor m Mwlhd NI
®° ™ 2 T o) — ST W o r
= - X o = =
A iy e BN 2w T R o =
) T S m o oW E; e R C
= o O N i P
~ k3 [ — — _.ﬁ ey I~ g
‘Aﬁ .._t . ~ HE 5y —, 0 0 OW N ﬂ
— o T ™ ~ RK _ Jr— ~ o
: 0 o N < ~ N [ iy
(Y T w T Y . B
2 X 9 x5 TV o S R
PG T = No T =TT ST T Wy B =7
o) i W ° m o) et | Ju © T E ~ 3
o o A e e = = 2 o
=3 oR 3 N LE OE ,_lu_l o ~ T fimt R #H Lt = wﬂo
) ‘_nwa & O#E ;oE ™ ,Ul ,m.w N o,ﬂAll ‘__LOI il OE ey H.IW MM my wlArO ‘MAT
B Bog X T T W = N T T g 0K
_m,ﬂ__ T B = B o e g M o PR R o mno o W
P Moga 2 ®ow W By X MO e e
0 K o~ Nw i A o X T oo N T = E‘E 7d|
W A P A np . AV IS 2 2] vl W
T g Poo®  RE g w mallr e nT 5%
Y~ < wT o4 wN OxW T <N om R g
X ﬂ O | wp T 20 np 5 N ol T o %0 m Wy & W
A o A of- o o S o = Am Sl % 4o - = Mo A ol ‘;M
% R I S R N R % Ex S v
Vo MR R R o o W oM NOE® BROEg
oo Tl g YT w o TEiZ wopx P e
o 2 o =T o WA T g 1 o T dr s e W
[ DT o W% o £ R oo BT R g
Poa P o MT x5 o BT BT NP oo
N T ol e Moo & W0 T WT BE owT
H e Moo o XK g 2 M N e T 7
= B I T O I =N O T Ml T =g il
T 5 RO w T 2R ot T Jdn e T o T RE W T o h
o - < Zm = sw ou 57 AFEowe ol e b i
& o T N . L X P RE R £
— X [ [ [ ﬂro
° oo G+ T =
7

H 7 23.06-06 202311 84 23
H A 23.06-05 20237 8¢ 4%



w4 23.06-04202311 72 2712

2
=X
:\\_9“
2
2°
™
=
R
i)
&
Jm
ox
[
Aoy
6
o
fitl
0,
o
e
e
c
A
_‘
oby
N
N
)
I,
oZ
oy
£
m
Ry
1
R
A
N
)

o] g rello] Eoli= the 3 e g Abake] sl of QlHU T,
‘ZF

i) PICIDR £ 5 A1 & A EGR A A AN EA
A9 QR BT S

i
_uEN

H A 23.06-02 2023 7 19

A b
o] ol =l &= v 3 e 4= Abglo] ¥ ghE o] Q1G5
* CIDR 715t =24 7| Al of] T3k G dlo] EV} do]¥ 4
2] A X7} WA el A S A g o
DNS 7N A1 7} A A3 A A A S QA R, "ol 8 4 2 Aol SulE A 485 %] o} zhid f
2] o] 2] 7} ¥FA 3}= DNS 7] ¥ FQDN 5=4 7R 4] #4412 A g}

A3 L3/LA(P/EE/ZZEZ) 93] 7150 )& 1”%7“ of] okx] AH 'c‘z, SLE A fF o] A3
= 2R, L5(SNI) € *] 7} S5 8hH 2 d gk ?ff—a d % AG= A==
dole A= AHg] 23S AT de 2 Ak JEN ?rxw wﬂﬂﬂ&tﬂ A=
AFgE & 2Fo] AU T}, o] 52fo] Al Sk o] f- = L5(SNI) Y X & ?%0}71 2135 SNIZ 714
2.2 TLS hello HIA| X & G241 5= Q== TCP = 4| o] =17} 94 3] A A W] o) oF 3} 7] wfj <]
Yt} TCP fﬂlcxﬂ oAt SR A A 2] 37 Fo o Eg o] ou] HelH AY
Utk Aldo] 4 EH Egj HE & Xd%lc’ﬂfﬂ A TEAR, e 1R WA S gl

FUTE A 12 Jol| o] TEo] FAHE A HolH A2V FES BAS LAY 2

AR S A YTH 255t FHoz EfRS JF Aoz Xedd 4 glonz Eddo]
Ax-gy.

c JAEF ZEA Y FAZ QLS HolH AR AER 5349 5 = A1 Aol Edo]
A A EAE T FYT

« dlo]y A= A A2 A] CPUZE 553to] B 83 2Aks o] A E 4 = A4S AT Y
=

A2+ 42 [l




. H 7 23.06-01 2023 7€ 6

H 7 23.06-01 202311 7 6

79 AL
o g rello =l the 3 e 5 AFol FHof YT
o

« GCP Al EgJlo] 7} X1 &+

= shel Wdo] 445 gkl NTP R shelo] Alo] Eqo]o] wh 4 02 4 45 B4

&+
Aol Esolol M F2 AAE Ag5HE Ea= Ao FAVLHAYGE A4 HA LY

*NTP Z=20Udy} 271 A X

1_:

P F AN AE AF WA dolE AR Foh WA S FehehA e 5 A B

il
ol

P
T

Sl

FQDN 9% g8k i3 1302 Edjmio] 29 ) 7% Al AlRATCP A4 A)eo] 23
94 gk FA S R,

Aol ESloll A gl sh= Eef o] 49, L4 FW o|HIEZ} A7) Al A=A & HA4E5 5

g3t
« WAF 2+9] S "Allow Log(2 1 3]-8&)"oll A "Rule Default(7+3] 7] E-gh" 2 W73 & wj dlo]g] 4=
7ol W AN ZE 5= = BAE AT

A3 E AL TY S A3 ATTP E &= o] WAF A] HlolE A2 A BEFE E g AsH
we e A0E S0 5 s BAS ST B0 S S04 5 s A4S dold
AE YA Z o 7 o)A = = W e §5 FAS Aok

doly 4= A4 B85 28 5 e vy EAE FAE Y

B 7 23.04
] % 23.04-18 202313 9¥ 3Y
T ALE

o] dreo| =l vt 2 A Apao] ks of syt
3o

. #o] 2 =7} 200KBX.T} & HTTP POSTE {48 uj E >
4

4IPS A F3h= DNS 7|k =4 TR 7F Al = A 5 A e A

>

K
il
-+
ox
ot
i
i)




H 7 23.04-17 202311 8¢ 23 .

H A 23.04-17 202317 8¢ 234

T4
o] Jad o)== vhga 2 A Algo] E3HE o QG
-HTTP A o] &l A [ H]2] URL 139 A7 Alo] Egll oo A = Y A S A vk A M 2 8.4
S AFs7] Aol gA] AmY H A s FAE AT o] & 8] Au 7t AAE 2ulE A
ng T Sl 400 & ZEE WS o] A ALES FEll 8 S AW E AFEr] dedl
A7} SRt A vhA] Q1 Y o)

1 7 23.04-16 2023'3 8 22
T4 AHE

o] dreol=oll= vhEt 2 J A Apabo] ek o] Sls Yt

LSNIO| RE EAV G A9 AL B9 g AdehA) g BAE 2 g ol 2 o
W2 A ol A =9l o

Y.

L QrEJ o] 7o) A A3 54 B Y02 s CPU -3k g shel Eel= el vk
A9l 5 9 wAE ST

7N AF3E 9 = A3k
© T




B o 2z0122023 79 1992

H A 23.04-12 2023 7 19

79 AL
o g rello =l the 3 e 5 AFol FHof YT
€

* CIDR 7| QF =24 7| A o] T3t e o] E7} d] o]
2 A2 7} A s = A4S AT

DNS 7417k 2 88t A5 AW, dlo] 8] B2 2ol Suhe A A 854 kol 4R it
%] 9127} % 431 DNS 7] 9 FQDN 74t 714 #4118 44 Fhuieh.

U LI/LA(P/EE/Z R E ) L] 7|50l 3k A g Fof] kA AHlek L= A =] o] A3
= 27, L5(SNI) €A 7} 58 A d gl 12 d x| 7 S sty et e Ejy o] Y= A2y &
dole A= A 23S AT A 2 AN ZFA] 12 o] SA7F Q] B ol =
AFgh & ZFo] AR T}, o] 5zto] AY PL Ole L5(SNI) ¥ A& -8-317] 918l SNIE 714
2 2 TLS hello WA A & =418 4= =5 TCP ;= A o] A7} 241 8] A A 5] o] o 317] W& <]
Yt} TCP f‘iﬂmﬂ o7} &= =W A WA AFF o] 41 F F el o Efj o] o]n imﬁ A
Utk Aldo] A EH Ed Hel & Aol ] AW ZI5A =, e I E A4S gl

& m

U A 2 4Gl o] FEo| A A5 oIy ARt FES §ASD ALY 20
WAAE AT FESE FHow Edge 4T N0 AT 5 glons el
AR,

FQ2EY TS BAL Q18 Hlole FEt AR Brd 5 Qi Qe 2 Ao =90 2
1 ok A S UL,

< dlolE A% A A CPUZL FESte] BB A AP Sabo] A 5 ol BAIE S
.

H 7 23.04-11 202313 7€ 10
574 A
o grelol E el the 3t e 5 Aol EFH o Y]
A7

* Al E o] 9]

QAN E EF e Qe s EehT o] G TBA A 400 SF mEE PYFHE BAE S
AR

« o] ¢ 3% o9 S £ ol ¢ Aol 9 FQDN UA T2 S AHEF o) £
Q%ﬁ%ziﬂ%ﬂﬂilﬂiﬂﬂ&ﬂ%tEﬂ e,




| 71 Ava 2 5 A

o7 23.04-00: 20311 69 252 ]

* DNS 7dk A A& Alo] Egolol A& o Alo]Ego] A= 27} u g el 5= &
AE T4

AU

1 A 23.04-09: 20237 62 25

4 AL
o grrelo Bl theah e 5 Aol EaHof YU

U
- Atg Aol Ego] AEE BAFE] 93] Al 15U 719 Ale]Ede] vlolE A= AbE =
]

zy

T2 AAFI T o= 24 Aol FiHEo} sotaln 54 a7 ol & wAS | AelY] 9le] B
FAALUT o BAlE ol F A AR QAT 714 A7} B AARA ks o=
o o4 W a8l ero} AlAH ALY

GCP Ale|Edo]7t Al #d A HES A o e 24 = FAT

e TR ute] W7ol AR5 %] k=t NTP 23t o] Alo]Egjo]o] uhi 2z o & 2 8 5] 74
& T4

* FQDN HE| & 225}l o] 48 uf A 2 572 3 ge] #4241 "Updating(S] tl o] E)" “3 € ]
S e TAE YT

« Aol Egolell Bl T4 NAE A&t E T A EA A @S AT

*NTP L2393} 27 Ad 203 Alo]Ego]o] F Ao 2ge uj B3l do|g F=
2 3?7} A e A 2 A G o] EAlE Z2udo] o AAEY o] HS A&EHo]
285 Aol s g Utk Ao] HY A o]aL, BF wabH 0w o] Fo A H, w9 F

[e)

AIZE el ‘ﬂ“ﬂ at7] Wyt

H A 23.04-07 20237 6 14
7 Algt

o dadolLell= vt 22 A At&e] 23] AFY

« WAF 2% -5 "Allow Log(il 3]-8)"o| A "Rule Default(-ﬁLf—‘} B2 WA ) golE A=
7]’04174 tﬂ XH}\]ZLE] 2= E—%Xﬂ% _/’:]6]3;1_]/]‘:}

A HllE AR A %2 28 SR A E 5 Rsel 2300050 4 WY A
g HEE guolE 1%@4Wﬂﬁﬁﬂﬂéﬂﬂ%ﬁ@% e HlolE A7 A

S8 U slgrith o) Bel AL 271 EAVE 8] A A5 B QYR S WA

1 2 23.04-06 20231 6 8!

4 AV

o] Qe o el = Thg 3t 2o A Aol Lo} T,
S A ES ol A A sk B o] 5, L4 FW o M ESE AR A E A B BAE S
A,

A2+ 42 [l



st o

S

SaRich

7(3 3

<
T

=

=

HTTP E 2|2} o] WAFel| A o8] 3= A 545 EdA
A

Q)
=

1 A 23.04-05 2023 62 1

. 1 7 23.04-052023'3 62 1

° No S S w
_Wlu < o A Ay =
% T 0w iy 57T =
A o BK 63 = Al nh
X ~ - 2
wy ol X o o T ° fo
+ o= x TR I
T =~ = B iy 4
I - o ok oy g
e T o+ & R o 3
0o ﬁ._L o A o m
2 F2 = Z w e i
yo®2Z o4 XX BT 0
‘;1_ w ‘mwﬁ =0 my i_; E
e i wvm ﬁ_ A Wo ey Y .
T T 20 o dp 2 T o T o )
T E 0k p 2 T EX T B T
oy W OR =2 mow 2 {5
% ol IR w e O G %
s E£X T o= 3 T 5 T o T
S L S e oo £l
PGS S o N oy on T > R o o loH
MoMo R W L o o Ao e *
I Faon m o B o ok k3
o R w T @ ] L v 0" o o it
00 D | ) =N s
ﬂA.I o T - O# _ﬂwﬁ e ™~ ~x e W ~ ﬂ_mo 1__/;.A ~
T B > & o’ o W < T x RO X0
T ow ooy BE o o T +
T oom THE Yy oo oM & MG o
SN = ) ™ = B ~ St ~ X N
o T G S TR N D
o L B omo & ot T o 0
MM «“ . o = P b mr on %o % ojn ol o ojn
Ty ny mm il lﬂe RN Mo oy ~3 z T o mm (Y
A W (S maﬂ W# ~ X oy A o )
T N T o oW ™ T w B Y i %
b T w2 wm o W) W fal} <
- OE — 0 v Ao LE —_— . —_— ,OI i ‘OI Ew = [} o
R vz o8 & DY L = m to e W w A=
Mu WE <~ ZFW «% N = o T = o T, < o 7
o = o = o I+ o 5

H A 23.04-04 20231 52 19
H A 23.04-03 20237 5¢ 16
B A 23.04-02 20233 5 22



o4 23.00-01 2023 42 202 ]

+OCI Ale|E o] he] TE} i o] 2ol Tl & SSH A4 & 44
ol E = Q8] Fko] AR5 FAS FA Ik

s Aol Edo] o] A2 H AL§A o] NTP 25 & Aol Eglo]ol] & &3 79 NTP A g o] &
27 FAEA g BAS AU

ol

bl st f A e e ALg A

1] A 23.04-01 20233 4 20

A4 A
o) g reol el thgat e A AbaFe] £ o] Azt

AR
CB5 5 gl glol TLS A S AT 5 gl A5 A Edelo) 2.7 A B3 )5
A F U "TLS_ERROR" 53 9] Bot oMl Eol] that © 5 w42 & nr} Ak Awsts
= Wdstls

* Valtix 7] o] E 9] o] o A AF-8-5] <= Centos 7]+ o] | %] 9] Z3FE 7§ gty o] Al 7] & ol w|A] =
Centos9 2. = o] F ¥ 3l om AT 4 T &7 Aol = = T8 =S 3t UG

gl

e}

« Alo] Egllo] o NTP A7 1435 #
&35to] Alo] Edo] NTP 2 A&

« 1Y~ B35 E 93 Azure GLLB 7| Wt o} 7] Bl A & %] 1 g o},

o] g rello] Bl th 3 e g Abake] L atslof QlFU T,
« Ee} 7ol SNIZF 912 ) =)o) 28 750 s A el% = FQDN UX A A 4T
Yk,

« IDS/IPS 2 WAF 2t53 712 & %] 138}7] Aol A4 E DLP % IDS/IPS X 23} o] 2 2 1} S
T D AR G o gAY R ZEEA S 5 e FAE FATY L

Aol Aol geold i 438 A5A S e
& 9l 2 Aol Edo] A
Aol $AT A% e

T A= U] M AETLS Ed ¥ @
e &= =2 Aol ESo] Fg] £ 22.12-04
2B FAlo] ndax] g
= 57] 919 B3 gAY Th

E7FEd3 SNIE Wl A

« Jde|Ed H71A] & 251K 3 & dlo]E A =2 o] A|ZE A &= TAE A Y
o] A= 7] %] o] E 7} Linux 8 AFA| 7} ol Vertixol] &3l 2] 2] %= A CentOS 9 7] &
Ju] Aol A &) A = A5 T

« FQDNFILTER ©]Hl Eof| A dktl] Whako] 42 9 o)A IP/Port 4 K& E A 5=
=

AE 54

St

7N AF3E 9 = A3k
© T




B oz

1] 7 23.02

H A& AL-g-3ho] A S S 2 9p < of A URLS 21}
=)

3}¢] o] Request Rate( 2.7 45 1=)
735 dleolH %iﬂEﬂM% A 2 A 3halA] s

o},

L7DOS =3t A4 #d ET A TAE 433U Request Rate(8.7% &) H+= Burst
Size(WM 2=E A.7]) ko] 091 223} U-& A3t o]y 74 =7} A1 4 ¥ URL/URISH ## ¥ B
E TS oA oF gt L7DOS Z 23U S AFE-31o] o] WH & AFE-3lo] URL/URIE Ao+

a4 IR B HH S URL 2 Z29d S AAsta o] L2l & URL ¥ Eg IS
x%?ﬂo}t A gt A A3 A A &sk= AY Y

Aol Eglolol A CSP 2~ E 2] #| A| 2 E(S3 B2, GCP 27) o 2 24 s = ey g2
S olHlES] LA & sl dstH, o171 A= gholl that A9 o] Fo] A= AU o] 7
St W ARE AR F A B R A el A A o] F o= Wghslof T ofAl =B ojHlEe] A
T ghol ol A’ o] Fo] AeE o gl5 Tk

T EYE iRy g e o] 2l Aol B o] A EAlE A E Ut

ZE S AE 7 M= A A 3715 E= Websockets TEA] A EA S =AY T Ak

7 © & o] RFCOIA th5(H $8) & 2E 3|47} 3 &8 vta A Qs 2 g 471

th aeju o e SAE FHE &84 R A ol & Aol Y dea

g A o] A A = A o] Ngnix+ o] 2] ¢k A| =8 T st Y o Nginx+= o & &

H HTTP E TS 541804 A4S AH-3}3L 400 Bad Request(400 238 2 )2 SH3UTh
&)

CZ7 dHolg A& AA BFE G238 = & Azure Al 0] E ¢ ©]-& MLX4 DPDK = g}o| v &
A2 A3

CPU 7| WF Auto-Scaling(AHs &) WA =5 9] 7] 93] Auto-Scaling CPU 4 Al 442 75%01 A]
95% % W4 ekt

H 4 23.02-10; 2023 6 282!

PN
T4

o] @rrdo] Bl thga} g 4 Abgte] EaE o gt
E

DNS 7]k 71 4] 448 Ao Eslo]o] 288 uf Ao] = slo] 912sEl 2} w44k ALej 7} B =

AE 43U}



| 71 Ava 2 5 A

o7 23.02-09: 20311 69 252 ]

H 7 23.02-09; 202311 6 252!

5 A

ol ol Zoll = thg g 2 4 Aleo] EghE o] gl
« A Aol Ego] FEE Asy] dal AT 15U F719] Ao Edo] ol A& AHE 5
TE AAGIT ol 2 ol Eg o shetala 44 87] of & wAlF el daly] 94 5
3 AR QAT 714 A7} B AAE A Gk ol

|k
fu
H
e,
rE
o,
& e
il )
H oo
o~ >
2
& o
oo 3:5
it I
£ fin}
o z
2 o=
= [H
2 tl
Y, B
ok il
o o
By X,
IB 9
2 m
‘0, %)
; o,
S =
=3 rx
& I
?2 )
z P
S
m 2
— ofo
> i
fu) iy
= Sl
N

X
I
2°
=
N
X
=
)
T
N
ofo
QL
)
(m
Ry
5
Ao
Mo
2
N

NTP T2y} 20 A X2 uldS
s H 7 RA S wAE A EY L o] SAE TR

ALy = Aot xstg Y. 24
A ZE e By el 7] wi Y Y T

Eﬂ Ol s /‘F‘lo}oﬁ

2 o]
o] B A o] 11, BT Ak 0.2 o] Fol A m, v S g

1 7 23.02-08 20233 6 15

S A
o] Grrdlol moli thg 3} @& 4 Abgte] EaE o] gt

* WAF 2413 "Allow Log(i—l & -8)"o| A "Rule Default(7F%] 7]2zh)"= A4 3 uj tjo]g] A=
Zhelel W A 5 Sl Al E SR

< AL ol Bl AR AE B R sl A =9 AA F §53 #she] 23.04-05901 4 WA AL
& HE s dHlEE Al gyt ofd fjdle]Eol = A D 4 gl HolH A= s &
TE %GL*O‘*‘%E} ol ]2 7] EAI7F b 8] s A H = 3k A S AT

] 7 23.02-07 202313 6 8Y

4 AL

o Qorelol Sl = thg 3t @& g Aol EEl o} gyt
LA ES o)A Helahiz Eel o) %, La_FW ol MET} A A A g BAE 4
A

¥ HTTP =22} o] WAFe A vlo]e] A2 4] 575 =7 ste] o]
3

A2+ 42 [l



B v ozosasdeu:

H 7 23.02-06 2023 6 2]

4 AL
o) Q%]

o] @rrdo] Bl thg 3} @& 4 Abel
5 AN .2 oloi A el W e] FRE 54 Y

CEYH S FHE ol A

o},

=
o
_rn
Hu e

xg (TCP x}] ;(4)0] 2] 3)

41
/@)
)
Z

e,
A
il
>
>

o
ol
4

M
i)
s
o
fr
[
&
18
o
ik
it
2
Y
4z
>,
:é

i

=] %}t %’:Zﬂ—% AU

378 o] o] wlo] x3he Erdler qfF o] A E g A s Ao Edol 7t 2R E T

P ANAE AT WA UoE BRI TN G T 2 F Qe BAE S
Pt
S HlolE] AR AE BTE YA TFR Ao Eelo] Y FAS S

1] A 23.02-05 2023 52 22

ERE!
o Qleo] mol = Thg 3t e A Abgte] ZakEo] gt

- Aol Eglo] MY o w AgsH P v Ee T2
off A wl e ARg-FE Bfo

5=
ne,
ot
ko
Iy
il
2
oft
gt
A
v
Ly
Al
M
__>i‘
%
i

4
o 1ol E iz the 3t e 5 Aol EFH
- FQDN Q1A & A1-831= 44 75 4% 1750 < A 3 A% ok FQDN
QA 8hi= TLS SNIS EFahis Al AL A ol = AR H AR 55 A48 & 5837 e

H A 23.02-04 20237 4 14

57 A

o] ol =l &= vk 2 A Aol X3k o] AUFY]
c FTH ZAE FE 7 W= AA 0] 715 = Websockets ZEHA] B B4l S 5 ok ARt
% 0 = o]= RFCOlA th (R T5) E2E 3y 7} s1&dvhar ]z StE e B 7} ¥ % @
oh 2eu o] S2E HE s 8t e g ol Z Aol T A% dFUTE o &

g Al o] A A Z A 8] Ngnixt= o] 8 gk Al =8 5 sty o Ngme ol TAE &y 7t £3F
HHTTP Eg TS S=218HH A4S 7] 53} 31 400 Bad Request(400 ZH-9 @ )= S-g@-ghu o}




w7 23020320231 3272 ]

cTLS AR 78S 74 7Fe @ AAH o= ol e A5G Ut AR & AH8-8h ol d Fkol A ES
o] FAHQ ZA R e, A GS 71 FEQ stz M A5

« CPU 7] 4} Auto-Scaling(AHs &) I = E & 0] 7] 913l Auto-Scaling CPU 4 Al gk 75%°1 A
95% % W4 ekt

1 7 23.02-03 20233 3 7

)

PN
-[«20

ol dadgol=ol = v T2 74 Abgto] 2o lHFYTh
* IDS/IPS ¥ WAF 9t53 12 -& A 3t7] 2ol 234 LP 2 IDS/IPS Z 23} o] L& 1}YS

il
T4 R A = R ek s e wAE AU

e - W

32 g

1 7 23.02-02 20233 2¥ 20

T4 AH

o] day ol ol = o5 2 A4 Algho] 23ty o] QlF YT
s Alo]Egjlo] 7} Sefo|AEd A JFAHE S 4= = e HAE TLS E S 3 3
Holag A AlolEYo] EAE AT UL o] AlyE o= =& A Alo]E o] Ha]~ 23.02-01
o A WAYSt 4= Q)= T2 E FAIYJUY o] AL thEAE- Aol =gehA] &= 3}
o g 2EY FAZE sfdst, A4 7F A SA] =S 517] 913 B35 AR Ay}

osa

» CVE-2009-35559 2l | P& sl At 9lelf TLS A @35 w2 shglayn
* FQDN ZH I o sl Eol] gk s/t IP/EE AR7F 2 S = TAIS 43U

1] A 23.02-01 20233 28 15

7N AFEY
o] ol =el = thga &2 /Al Abgle] E3EE o] lFU T
DNS 7] 8F FQDN =4 7R A & 7Hd @t} o] 7§ A}&kell 4= DNS
E ), IP 4 TTL(Z 5 TTL) 2 IP 4 74A] A 71FA) e #Hd +A4 7}
e Al @Y o] H g A AL TerraformTHa AH&-she] 2188 4= 3l

&3} 2
cIPFAANNE FEIEE
AN (Hdlel E 1+
T Aol Ede] 44 A
FUTh A85 A &= 4 71232 DNS 2l Rl=7F60(%), IP 54 TTL(H §15)°] 3¢
0(%), IP 22 WAL 271717 §18)e) A9 0(F 4 U T

FQDN ¥ %] 3 2 y}<l o] 2}= FQDN ﬁijr%‘ﬁ AEEHYS =Y
2E QA 13 A3 A A % H H Utk FQDN Z 2319 W2 A 2 o] SNIoj| A v
d 7 A5 TLS ohe st EﬂMOﬂ “82 4 90 PCRE 4 ¢ FQDN H iyt o] & &3l
FQDN< 7| 9ko = A8} Ao 7} EJJ;P Aol tf gk frAd S~

o s

S
7
3
p
—

Py
b1
I
o
H
K
b
s
W
i

A2+ 42 [l



. Terraform | 3-2} 7] A A}g}

T AFE
ol e ol =d= b3 2E 74 Abge] gy o] lF Ut
s AZo] nulle] ¥ vlolE A= XA H7F S ol Al JAER A4V e 1Y
22 Ao Eglo] #AE A F ).
A Az o] &g st Aol A tlE POST W H ¥} 3l E WAFS] et A A& =4 ot

ZEE=(EgolAEANA Al E ]i)ﬂ G 3= a1 il = (Al o] E gl o] of] A A 1 yell A
KA7} 8] &2 3}l HTTP Keepalivese} A H Q1 2 Alo]EQo] AlH & A% #AE 4%
Yyt

Mu] 227} 24 847) 9o} A A o] W IP/CIDRS E 8Hek= GCP A u] 2~ 5 -g-8h= £ 443} 9

A9 £42 £45Ur) d4o] §E8 T2 Ao 9 o]/ 4 2] ¥l P/CIDRO] ¥ 38 4 Qi

A$-2 A dok g

HolE] 7= AR Brs ket 4 ol 1 E A B BAE ST

Azure’} @ 8 AT 012 AEH o] 2 §8 & et A9 Ao B o] Zan AT

N2 o1 A A2 A R Azure A WA A2 A7 AL, 24 Y A2 9
o

AL WAA S AAF U T WA A = ryvee AZURE_DEGRADED PERFORMANCEXZ EAEYL g
Qe ol G} BHE A% TS gk

_L
w~
[« ["E;
i)

s 5 28 A o] Aol Edlo] b AN Adske] Al AR Al & XS AAT U

Terraform A &<} 7§ A1 A}3}

H 7 24212024\ 22 1L ()

72 AV
o] | 2ol = th& 7 & 7] Aol Z3hE o] dF YT
 Windows, Linux 2 MacOS®l| ™3} arm64 A 9-S F7H5 o}

SR AT TP Bl onE 1 WA ZASNE PR AL 5 RS GePel A e 2

$-= ko] Ao E ¢ o] ciscomcd_gateway Y AL AT
* Azure ciscomed_spoke vpcoﬂ}\‘] WA FE <X T VNet J o] QA AEdG ol Hof thgk x| A&

{0

F7HgH e ol @71 She Fehm Au) 2 A B4 1] 7] 50] BL e H I,

« OCIO A QA E# o] S 913l ciscomed account B HE] FE}9-= Wo] Alo]Eg o] -5
ciscomcd gateway aii% %E% 3}‘% 017]'%—%—01] T’H T?l' X] ‘od'EO_T ‘7_1: ]’?:l H D}-

N
o

o,
i)
Ak
[
o
rlr
)
oo
&
e
rlo
4
ol
>
ot
o,
34
%
A,
2
%0,
oy
i
ui




| A AR 5 A
w4 2310120233 1262 [

® FQDN %Ei ﬂo ciscomcd profile fqgdn E]i./_\_%‘ }‘g /Ké ’S}E%I_' —3]’?1 "unknown action Inherit from
decryption profile for profile type FQDN FILTER(Z 23 3 FODN FILTERO| tigh & &5
Tead iy ghd 4 £ Qe 52 F WAATE EAH S AE I

Ao s 22y ciscomcd profile decryption 2 Ao W7 ALEFo] WA A w7 Abgpe]
Szt Amel FAS APt E ALSE WA ARE A4 Reke BAR FATUG

23X = VPC lﬂ 01 3 O] /51 ]QX] % GCPOﬂ }\1 ¥ = VPC ciscomcd __spoke_vpc :4 01 £ /\]'Zﬂ ]
1‘3___]—@ fg].T‘:_ E_Z]]_Eé =] f;fjh/] r;]_ o] T,:;q] =M 2 3 tjAl VPC ID7]' /\].Q.Q Lq]n]- Hl—/ng 61—141;},

M 23101 202313 114 6

A A

o] ] &ell= thardh 2L JHA ARl 28 H o U

CE0 AS Fxo] T LE T2 AR A 2% P £ 857 9 Fehg = A
2 F 5 A A7 ciscomed cloud account 2l Ao GCP EU AT 125 2E Y= o ogh
A2 FHGUT GOP B F S0 Ysh A4 2 B A 80] 5854w, AH AL
go] e 385 A sy th A GCP 2 A E Yol A -3l W7 ALatol 5t A Ao
2 245E 54 4AS DS o) $8ehn LRI T2 A Yol 0 AT e o] M3
i oA AEG ol de] Had 7 T AEZ VI A o 2R of gt

« =3 SIEM S 2 HE| Feh9-E o] Alo]Edo] M ER S HFst =S A5 F7hy
Aol Edlo] W =2 S SIEMO.2 H53k7] 91ako] TAska el Zeke-= kol Ao g0l

ciscomcd_gateway oo dFst = N2 HES A 229
ciscomcd profile metrics forwarding ﬂ AXRE Q) 6]’1414— A HA T3S Datadog SIEM S
2 A4tk oFE SIEMel ti ek Al 92 5 Hel 2ol A AlgE o 4yt

® @E] %a]["orl:— He]"ﬂ 7ﬂ O]E‘?ﬂ O] ciscomcd gateway ﬂ A2 aws _gateway 1b “}F‘ 7]5]—%}' < falseoﬂ
A true® WA U T AWS o] 1| 2 Ao Ef o] & -5 & ) A| Y H = EWRA o7 F 3 = AWS
TWLB(AlOl Eflo] == Wlgd Ay o} 7] Bl A4 U T, °l A= A Abgrolm A ekA] 2 7§
A3 ghom 7] A wofof gt

Splunk = o] ZFAF W Al 28 2 77 7 Fofl o gt A& F7F ) o] @A A Splunk 7}t 73 <1
T A gto & FUtE o] & T2 ciscomcd_alert profile Y227 Qo] EF YT}

Microsoft TeamsEA ZIAL D A 2~8" 2 g Ao sk A Y-S F=71e ) o] 2 A 3 Microsoft
Teams= 38 <150l 3k A FLo =2 F7}18ke] & Ji-ﬂr = ciscomcd alert profile i

7h el Ef .

WlE TLS AlA S WA 0 AW AFHE AFAES A 224 J AL AHF . 9l
M 2% 7)Ao B akElo] YA R RE TLS A F 35 L3t
ciscomcd profile decryption FJ/\/\ el Euﬂ O](.Jr:t = ]?_]_ 2};?}3—) %Hi FQDN ?—:15(] 7H5<1]

ciscomcd profile fqgdn ﬂ /\ioﬂ }"1 :FL/&GEL Zl: 9)1;14]:]'

Serv1ce VPC(VNet) ciscomed service vpc2] Y52 Azure RG(Resource Group) A3 /d ol \‘41 sk 219
< F7HU T Y S5 o] HEEH o] SAIAEH o] AS e gALTF AHH(EE
A2 ARG el A A2 =W RG7FE 2§ ot

A2+ 42 [l



A AG D 54 A |

. ¥ 71 23812023 8¢ 229

&
ot

A
o) Yl ol = The 3t 2 £ Aol EIHH UL

* Transport mode 1570l & dE B Ot X = A|(TLS, HTTPS, WEBSOCKETS) #t& A8 uj
OHE —LEJ—]' 2 ciscomcd profile decryption ] tls_proﬁle Q_]Z[:oﬂ Q%Q E% Xc-} Ho]'fso]: L
?S.J: i%}‘] }\1 H]i 7H Xﬂ ciscomecd service object aii\—% :rL/‘é@-_L U:H 7&%01 ‘/‘FE}EQX] %=
A ARG Bt T2A L TR Aol GBS TR sedo] o] glofof &
th 184 oW EE A HeF EEA 2 A A o TLS FEF Eef o] AgY

18 0%
o fo

£ A

™ 71 23.8.1 2023\ 8¢ 22

N AR
o] gl 2o = o3 78 A A}gro] EdkE o] 9Lt}
* LA(TCP) % L5(TLS) T 5A| & 588t =5 AW A AR 2 70 A ciscomed_service_object
Yr2E NAFEgY Y TCP B+ TLSS transport_mode olg=of T3t a8k gto 2 X A E)o] 9]
5 5 5 eyt
* assign_public_ip A o] W7 d v spgHA 254 Ao E o] WA E FPet =S HE Sk =W
O% 7“ O] E"?ﬂ O] ciscomcd gateway a 2E 7H {‘j@‘q Iﬂ—

o] ] zell= vt 22 7 ARl 23 H o 5 U
o

FQDN X239 ciscomed _fgdn_profile Y hrEALE
—E‘—E‘EH"J o] HTQ—L‘T’:Z FATYUG. A A =R H T 7} ¢l 2™ Terraform
oF
5

& |
Provider A Aol Q142 YA = o] Q1%

° Zq Xﬂ ‘[_TL—; ciscomcd policy rule set \j/]i—}l% Odﬂ] O]_E.—S}’}r:‘ Eﬂ /\]Z_]’O] .9__31 Z-j?,]
N ARE 5 Qe BAE FAFUT

RPC 2.+

=

| A ] Terraform ¥ %

S AAAN M2 AE A EA AL ALY
H 7 23.7
H % 23.7.2 2023 7€ 27

7 A

ol Aol = vh53} 2

rlo
¥
ol
>
ot
o,
Rl
oot
i
2
%0,
)%
i
i)




A z1120233 72 242 ]

o A Q1 §lo] mode=maTcHRTE AFE3)+= FQDN X =¥ o % (valtix fgdn profile ) 2] A~ 9)
B dA sk Ed ol 74TH =S FE I B A 1FE AT 27} §lo.H Terraform

Provider AT A1 el )12 pd =] o] A #] eFH Ut

¥ 7 23.7.1 20234 7€ 24

4
o

o] ] &ell= bt 22 = ARl 23 E o 5 U

VPC 4= 7§ A (vallx address_object) BlA2E AT ] "] Q' ujj 7))

m?ﬂﬂ%ﬂﬂ“¢wﬂ" F7h e BAE A,

° mode:MATCH?_‘q\”7} r—l’%% FQDN Eiv‘ﬂ'?—:}(valtix_fqdn_profile ) fﬂiioﬂ ‘policy‘ ?_‘/‘ly:’g_ 87
s wAlE FAHY

H 7 23.6

¥ 7 23.6.1,2023 1 79 17

o] D] zell= i 2L WA ARl 28 H o 35U

e & X 29 A(valtix alert profile) B AE 743} Webex Teamsoll &3 (A &~8) 21, 7+
21 A58 A AU

* Ei_xq /\]"Q'X]' 7{4‘4 EHZ e 7HZﬂ(valt1x address_object) F/]}\}\A H']Hi /\'] H Lj\ \3/1 25
SGele= A9 F7hg o

B

S Aba

o] gl xoli= thg 7 & -4 Algro] L3ty o glH Yt
* Azure VNetdl] 3+ 54 VPC 4 7] | (valix address object) 2] A5 A w "X <" ujj 7|
W7k A5 R ok 2 b ek Al S S o

« Azured A AlO) E S0l (valtix gateway) Bl E THE v) T/ 2| o] FE8ke 1 6

. F7b ek BAE ST,

B 72 23.5
H 71 235.120231 6 12¥

A AL

o] de]&ell= thadt 22 TR ARl 23 E o U

A2+ 42 [l



. w1 234

* Valtix Terraform ProviderZ V| 2] & 3}+= HE] Z2}9-= Defense Terraform Al 3 A4S A A 315
T}, A 2-& Providers ciscomcd ©| ™ 717} Al ol F/1E A AU} Al &A= S Ao
o] Exm HER A HA] e gk A2 v " S e YT 77k Al Wl Valtix Al
A= O o] AFEE A o A~ A FALRE $h 8]t Al U T

4
o) el 2ol th 3} 2 54 Abbo] wtelo] AgrHeh
« Al E9] ](valtlx gateway) A5 Azure B9 1 THE/U| o A|H o7 53] L {7/
A= A S AT YU
s Azure Al O] E Qo] 2= ¥ 1 711k o} 7] Bl 2] of| A] © :Liiﬂ/\ Ao E ¢glo] = T3¢ u] Azure 7] ©]
Edo] 2=l ZHE A= g2 IDE FH =S Al E ol (valtix_gateway) 2] 42229]
EH O 7H/H EHAD} %E—jv% ]O] E oﬂ O] d= *Lo] E(gateway gwlb endp01nts) —“/H«] o H ]
SR,
* XE)] ‘F[L;—ill % (valtix policy rule set) A= E]/\)’\ﬂ- 2 A 5k ?—/\é% ﬂj\_i Sl EaR=2 7;‘:,]‘_71:3]—3

H 7 23.4
1 7 23.4.3 2023 59 23Y
T4 AH

o] dE]zd = o3 22 74 Aol Zg U,
« Azure Alo] EgJlo] 2= WA A 75k o} 7| Bl X ol A Q1 Z1¢| 22 Alo] EfJo] & F-F T wl] Azure A ©]

°ﬂ°] 2= uﬂa%}ﬂ JE% EqE g AAIDE Y5 E S Alo]ESo](valtix _gateway) B] &2
O] E Qo] =3 9 E (gateway gwlb_endpoints) 573 2] U F-=2 A

7 23.4.22023 59 11

SR A

rlo

o] AAol = th3h 2o 54 Abate] L3H o] 5T

* NTP Eij}(g(valtix ntp profile) Ho]g A B gl Ao B AEH 2 s e skA &
& HolE a2 0 f7h W Aehs Al & S,

* NTP EE.-‘T—]' (valtix ntp profile) ﬂ Earal-l E‘ﬂ ]E% b 7({3] HE E@'g}li% Terraform %H%—

g o] E g},




H 7 23412023 4€ 20 .

# 7 23.4.1 2023\ 4 20

M Ava
o] "y zoll = thaat & A Abebo] 3o Sl T
AFE X33

e U o] AL H A 9= child rule set ldso]_)l\‘% o] A 3= group member ids Ol 2 LSS
%‘ Xé 7‘<_1|1 :I:ILZ} @ i;Sj]'(valltj_x_polJ_cy_rule_set) ﬂii—% %%‘@‘L] E}-

4
o

o
e

gl ol vt 22 A Aol £9E o] dF YT

s Alo]Ef o] ]2 (valtix gateway )2} ¥ H Terraform Import(7H4 . 71) 2+ I £41 &
A,

* Azure Alo]| E o] o] thF SSH 7] % (ssh_key pair) = AT o JA57F A L ¥ 4] gF=the &7

7h A skE Aol Ede] Y Az()e] EAE FAF U

* WAF 712 ID 949110 2 9591002] S A<} B E A& 43} ol gk +F 2 ID= A B A|
& -&ol, WAF o] A7 &3 2 St .J_erﬂoi e Gl Bl oHIEES ot
WAF 23} 2] A2 (valtix profile application threat) A A S 7|F O 2 3 d 2¢io] 9l

U o8 & 91 2 IDES Al 8H Events(O W1 E) F R7F A H 4] b5t o] =42 o] 27t

74 DE ol Alsko] A0 AF o MES F¢ A= 1 5S 2A T

]

« A 7_—(1.] ‘—H’Z} F/] ii(valtix_policy_rules)sﬂ’ B = Terraform 7]'Z%9_7] Z}‘ﬁ -O/] ‘{vt_'?xﬂ% TFA @'L]

o},

A g 25942 [l



. B 71 23412023 4€ 20

707 A



|W__

3
El

ar
Tl

— =
E
=

Mo



