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. VPDN NAS(LAC)
VPDN NAS(LAC)

aaa new node

aaa aut hentication ppp default group radius

!-—- Use RADIUS authentication for PPP authentication.
aaa aut hori zation network default group radius !---
Obtain authorization information from the Radius server.
!--- This command is required for the AAA server to
provide VPDN attributes. ! vpdn enable !/--- VPDN is
enabled. vpdn aut hen-before-forward !--- Authenticate
the complete username before making a forwarding
decision. !--- The LAC sends the username to the AAA
server for VPDN attributes. ! controller E1 O pri-group
timeslots 1-31 ! interface Serial 0:15 dialer rotary-
group 1 !--- D-channel for EI1 0 is a member of the
dialer rotary group 1. ! interface Dialerl !--- Logical
interface for dialer rotary group 1. ip unnunbered

Et hernet 0 encapsul ati on ppp dialer in-band dialer-group
1 ppp authentication chap pap callin ! radius-server
host 172.22.53.201 !--- The IP address of the RADIUS
server host. !--- This AAA server will supply the

NAS (LAC) with the VPDN attributes for the user. radi us-
server key cisco !--- The RADIUS server key.

RADIUS AMH 74




CH= 2 CSU(Cisco Secure for Unix) RADIUS ME{2| AL A} Z1m| 280|441 C}.

1.NASOIIM 2HE S2E AL X
user1l Password = "cisco"
Servi ce- Type = Franed- User
2. VPDN MlidE HEsHoF st AL
user 2 Password = "ci sco"
Servi ce- Type Franed- User,
Ci sco-AVPai r = "vpdn:i p-addresses=172. 22. 53. 141",
Ci sco- AVPai r "vpdn: | 2t p- t unnel - passwor d=ci sco",
Ci sco- AVPai r = "vpdn:tunnel -type=| 2t p"
NAS(LAC)E Cisco-AVPair VPDNOI| X|HEl 42 AF&3t04 VPDN E{22 & HOIEH o]0l &¢
LICH NASO|M VPDN E{EE 5183t & 1I0IE%IOIE dslioF BrLICt.

Ct=& &oIgfLCt

ol dMoiM= Hm|aefolMo| Moz 2Sst=X| #lst= Ol AF8E + Us SEE M3

UL show BEL £3 QIEZE|H £ 0| X|HE=H(SSE T2, 0| EE A5t show &

= %ﬁ—l EM dnE & = 4L

. show caller user - At E! TTY 2|4, H|S 7| QIE{H| 0| A(shelf, slot == port), DSO R 15,
29 ¢iz, YT P £, PPP 2 PPP B Di7fivi § S A8x0l et DpfHiE EA
gLICH AF8 Q1 Q| Cisco 10S 2 Z E9|0{7t O] BHEE X|HsHK| et = B show user &
232 Al238tL|C).

- show vpdn - &% L2F 2 L2TP ZE EZ EH'dd} VPDNL| HIA|X| AlEd%}ol| CHE HMEE EAIR
L|Ct.

OH
32
rir

&3171 242 E|™ show caIIer user username BE 2! show vpdn B AL 5lo{ 5371 M
Ct=2 &Lt

maui - nas- 02#show caller user vpdn_authen

User: vpdn_authen, line tty 12, service Async
Active tine 00:09:01, Idle tine 00:00: 05
Ti meout s: Absolute Idle Idl e
Sessi on Exec
Limts: - - 00: 10: 00

Di sconnect in: - - -
TTY: Line 12, running PPP on As12
DSO: (slot/unit/channel)=0/0/5
Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits
Status: Ready, Active, No Exit Banner, Async Interface Active
HW PPP Support Active

Capabilities: Hardware Flowcontrol In, Hardware Fl owcontrol Qut

Modem Cal | out, Mbdem Rl is CD,

Line is permanent async interface, Integrated Mbdem
Modem St ate: Ready

User: vpdn_ authen, line Asl2, service PPP
Active tine 00:08:58, Idle tine 00:00: 05
Ti neout s: Absolute Idle


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Limts:
Di sconnect in:
PPP: LCP Open, CHAP (<- AAA)
I P: Local 172.22.53.140
VPDN: NAS , MID 4, MID Unknown
HGW , NAS CLID 0, HGW CLID 0, tunnel open
!--- The VPDN tunnel is open. Counts: 85 packets input, 2642 bytes, 0 no buffer O input
errors, 0 CRC, 0 frane, 0 overrun 71 packets output, 1577 bytes, 0 underruns O output errors, O
collisions, O interface resets maui - nas- 02#show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Reml D Renot e Nane State Renpte Address Port Sessions

6318 3 HGW est 172.22.53. 141 1701 1
Locl D Rem D Tunl D Intf User nane State Last Chg Fastswitch
4 3 6318 Asl12 vpdn_authen est 00: 09: 33 enabl ed

!-—- The tunnel for user vpdn_authen is in established state. YNo active L2F tunnels %\o active
PPTP tunnel s %o active PPPOE tunnel

= -

=A 4

ol MMM HI|ad|o|lM EXE sHZE5t= Ol A ESE = e HEE NEBELICH
28 sid 833

11 debug BHEE A=sHT| ol ClHT B0l CHet 52 HEES HESHAAL.

- debug ppp authentication—PPP QI&5 T Z E Z MIA|X|E E A|5t11 CHAP(Challenge
Handshake Authentication Protocol) mZ! W& 2 PAP(Password Authentication Protocol) 1
Bt ZEshct.

. debug aaa authentication—AAA/RADIUS 2150 CHet HEE EA|EHLICH.

- debug aaa authorization—AAA/RADIUS T3t £040i| CHEF HEE E AIEFLICH

. debug radius—RADIUS®} #ZEl XtA|E CIHZ HE E E AR LICH Output Interpreter E(S
SE 020k siE)2 AHE5t04 ClH T BHE HIAIXIE ClZEELICH 06l & SEo{ ME CIHO £
2 MME BXSHMAIR. HAE S48 AYstedH C[H B3 o o'=' g Ar8ghLct.

- debug tacacs - TACACS+2t ZtEEl XtA|Et CIHZE HEE EAlIE :

- debug vpdn event - VPDNO{| CHEF Lt B HH E= T2 YRR L2x 2F L O[HIEE &
AlELCt.

. debug vpdn error - VPDN Z2EZ 2FE EA|ELICH

- debug vpdn 12x-event - VPDNOI| CHEt bt B HE EE= SR 0| YRR ApAIEH L2x 2 F &

O|HEE ZEAIFLICH
. debug vpdn I2x-error - VPDN L2x Z2EZ @ FE EA|EfLICH

ClHa S ME

I22 H3%Ql Sstoll cHEt ClH £33elL|ct. o] ool A= NAS7 RADIUS AE{oflA VPDN E
do| Edg d&Lint
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|0 Client ALA Server

17222.53.2M
:\li’riﬁl -

maui-nas-02
EQ1722253.140

&

WD LMS
Home Gateveay

Windows Client

CALL COHHECTS

PPP HEGOTIATION BEGINS

- COMFREG CHAP
COMFACK CHAP | -
| CHAP Challenge
) |
=
J
CHAF Response AA AT I THERISTARTS
o
MAS receives Access-Accept from the server . o PASS
A0 N I THORLCP

The NAS then uses the Attribute Yalue Pairs
(A%P=] from the RADILS zerver to establizh the
WPDM tunnel to the Home Gateway

M
_

maui - nas- 02#show debug
General ©s:

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on
PPP:

PPP aut henti cati on debugging is on
VPN

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debuggi ng i s onRadi us protocol debugging is on
maui - nas- 02#
*Jan 21 19:07:26. 752: YT SDN-6-CONNECT: Interface Serial0:5 is now connected
to NANA
!-—- Incoming call. *Jan 21 19:07:55.352: %1 NK-3-UPDOM: Interface Asyncl2, changed state to up
*Jan 21 19:07:55.352: Asl12 PPP: Treating connection as a dedicated |line *Jan 21 19: 07: 55. 352:
As12 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially *Jan 21 19:07:55.604: As12 CHAP. O CHALLENGE id
1 len 32 from "naui-nas-02" *Jan 21 19:07:55.732: Asl2 CHAP: I RESPONSE id 1 len 32 from
"vpdn_authen"
!--- Incoming CHAP response from user vpdn_authen. *Jan 21 19:07:55.732: AAA: parse name=Asyncl2
idb type=10 tty=12 *Jan 21 19:07:55.732: AAA: nane=Asyncl2 flags=0x11 type=4 shel f=0 sl ot=0
adapt er=0 port=12 channel =0 *Jan 21 19: 07:55.732: AAA. parse nane=Serial 0:5 idb type=12 tty=-1
*Jan 21 19:07:55.732: AAA: nane=Serial 0:5 flags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0
channel =5 *Jan 21 19: 07:55. 732: AAA/ ACCT/ DSO: channel =5, ds1=0, t3=0, slot=0, ds0=5 *Jan 21
19: 07: 55. 732: AAA/ MEMORY: create_user (0x628C79EC) user='vpdn_authen' ruser='""' port="Asyncl2




rem addr = async/ 81560' aut hen_t ype=CHAP servi ce=PPP priv=1 *Jan 21 19: 07:55. 732:

AAA AUTHEN START (4048817807): port='Asyncl2' list="" action=LOG N servi ce=PPP *Jan 21

19: 07: 55. 732: AAA AUTHEN START (4048817807): using "default" list *Jan 21 19:07:55. 732:
AAA/ AUTHEN START (4048817807): Method=radi us (radius) *Jan 21 19:07:55.736: RADIUS: ustruct
sharecount=1 *Jan 21 19:07:55.736: RADIUS: Initial Transmit Asyncl2 id

6 172.22.53.201:1645, Access-Request, len 89

*Jan 21 19:07:55.736: Attribute 4 6 AC16358C
*Jan 21 19:07:55.736: Attribute 5 6 0000000C
*Jan 21 19:07:55.736: Attribute 61 6 00000000
*Jan 21 19:07:55.736: Attribute 1 13 7670646E
*Jan 21 19:07:55.736: Attribute 30 7 38313536
*Jan 21 19:07:55.736: Attribute 3 19 014CF9D6
*Jan 21 19:07:55.736: Attribute 6 6 00000002
*Jan 21 19:07:55.736: Attribute 7 6 00000001

*Jan 21 19:07:55.740: RADIUS: Received from id 6 172.22.53.201:1645,
Access-Accept, len 136

*Jan 21 19:07:55.740: Attribute 6 6 00000002

*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 30 0000000901187670

VPDN E{oi Zle £ RADIUS ME{0M FAIELICH 28L} C[H BFR|[& 2
AVP 4 STt ZtS } | 2292 MMEtLICH Qo] FR2 2B Z EAIE £22 OQutput
Interpreter Tool(% =l _’7”‘“ E) o Eo{LE = U&ELICH FAH EAIE CHS £32 =T 0

72 ClIZYE e

JHIJ —‘._— r°l-

Access-Request 172.22.53.201:1645 id 6

Attribute Type 4: NAS-IP-Address is 172.22.53.140

Attribute Type 5: NAS-Port is 12

Attribute Type 61: NAS-Port-Type is Asynchronous

Attribute Type 1: User-Name is vpdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156

Attribute Type 3: CHAP-Password is (encoded)

Attribute Type 6: Service-Type is Framed

Attribute Type 7: Framed-Protocol is PPP
Access-Accept 172.22.53.201:1645 id 6

Attribute Type 6: Service-Type is Framed

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

*Jan 21 19:07:55.740: AAA/ AUTHEN (4048817807): status = PASS

*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:ip-addresses=172.22.53. 141"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:| 2tp-tunnel - passwor d=ci sco"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:tunnel -type=l 2t p"
*Jan 21 19:07:55.744: AAA/ AUTHOR (733932081): Post authorization status = PASS REPL
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=172.22.53. 141
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV | 2t p-tunnel - passwor d=ci sco
*Jan 21 19: 07:55.744: AAA/ AUTHOR/ VPDN: Processing AV tunnel -type=l 2tp
!-—- Tunnel information. !--- The VPDN Tunnel will now be established and the call will be
authenticated. !--- Since the debug information is similar to that for a normal VPDN call, !---
the VPDN tunnel establishment debug output is omitted.

#ed HE
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