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maui-soho-01l#show running-config
Building configuration...

Current configuration : 1546 bytes

!

version 12.1

no service single-slot-reload-enable

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname maui-soho-01

!

logging rate-limit console 10 except errors

aaa new-model

aaa authentication login default local

aaa authentication login NO_AUTHEN none

aaa authentication ppp default local

!--- This is the basic AAA configuration for ppp calls.
enable secret 5 <deleted>! username maui-nas-05 password
0 cisco !--- Username for remote router (maui-nas-05)
and shared secret. !--- Shared secret (used for CHAP)
must be the same on both sides. ip subnet-zero no ip
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finger ! isdn switch-type basic-ni ! interface Loopback0
ip address 172.17.1.1 255.255.255.0 ! interface
Ethernet0 ip address 172.16.1.1 255.255.255.0 !
interface Serial0 !--- Primary link ip address
192.168.10.2 255.255.255.252 encapsulation ppp ppp
authentication chap ! interface BRIO ip address
172.20.10.2 255.255.255.0 !--- IP address for the BRI
interface (backup 1link) encapsulation ppp dialer idle-
timeout 30 !--- Idle timeout (in seconds) for this
backup link. !--- Dialer watch checks the status of the
primary link every time the !--- idle-timeout expires.
dialer watch-disable 15 !--- Delays disconnecting the
backup interface for 15 seconds after the !--- primary
interface is found to be up, that is 15 seconds after
the idle !--- timeout expired after the primary link
came UP. dialer load-threshold 1 outbound !--- This sets
the load level for traffic at which additional
connections !--- will be added to the Multilink PPP
bundle. !--- Load level values range from 1 (unloaded)
to 255 (fully loaded). dialer map ip 172.20.10.1 name
maui-nas-05 broadcast 5551111 !--- Dialer map for the
BRI interface of the remote router. dialer map ip
172.22.53.0 name maui-nas-05 broadcast 5551111 !--- Map
statement for the route/network being watched by the !--
- dialer watch-list command !--- This address must
exactly match the network configured with the !---
dialer watch-list command. !--- When the watched route
disappears, this dials the specified !--- phone number.

dialer watch-group 8
!--- Enable dialer watch on this backup interface. !---
Watch the route specified with dialer watch-list 8.

dialer-group 1

!--- Apply interesting traffic defined in dialer-1list 1.
isdn switch-type basic-ni isdn spidl 51255522220101
5552222 isdn spid2 51255522230101 5552223 !/--- SPID
information. Contact your telco for the SPID format. !--
- In many parts of the world, SPIDs are not required. !-
-- In such cases, omit the above two commands. pPPP
authentication chap !/--- Use CHAP authentication. ppp
multilink !--- Enable Multilink. ! router ospf 5 log-
adjacency-changes network 172.16.1.0 0.0.0.255 area O
network 172.17.1.0 0.0.0.255 area 0 network 172.20.10.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0 !
ip classless no ip http server ! dialer watch-1list 8 ip
172.22.53.0 255.255.255.0 !/--- This defines the route(s)
to be watched. !--- This exact route (including subnet
mask) must exist in the !--- routing table. Use the
dialer watch-group 8 command to apply this !--- 1list to
the backup interface. access-1list 101 remark Define
Interesting Traffic access-1list 101 deny ospf any any /-
-- Mark OSPF as uninteresting. !--- This will prevent
OSPF hellos from keeping the link up. access-list 101
permit ip any any dialer-1list 1 protocol ip list 101 !--
- Interesting traffic is defined by access-list 101. !--
- This is applied to BRIO using dialer-group 1.

1
line con 0

login authentication NO_AUTHEN
transport input none

line vty 0 4
1




end

maui-nas-05(3640)

maui-nas-05#show running-config
Building configuration...

Current configuration:

!

version 12.1

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

1

hostname maui-nas-05

!

aaa new-model

aaa authentication login default local

aaa authentication login NO_AUTHEN none

aaa authentication ppp default local

!--- This is the basic AAA configuration for PPP calls.
enable secret 5 <deleted> ! username maui-soho-01
password 0 cisco !--- Username for remote router (maui-
soho-01) and shared secret. !--- Shared secret (used for
CHAP authentication) must be the same on !--- both
sides. ! ip subnet-zero ! isdn switch-type basic-ni !
interface Loopback0 ip address 172.22.1.1 255.255.255.0
! interface Ethernet0/0 ip address 172.22.53.105
255.255.255.0 ! interface Ethernet0/1 no ip address
shutdown ! interface BRI1/0 !--- Interface for backup
link. ip address 172.20.10.1 255.255.255.0 encapsulation
ppp dialer map ip 172.20.10.2 name maui-soho-01
broadcast !--- This is the dialer map with IP address
and authenticated username !--- for the remote
destination. The name should match the authentication !-
-- username provided by the remote side. The dialer map

statement is !--- used even though this router is not
dialing out !--- (that is, the phone number 1is not
specified). dialer-group 1 !--- Apply interesting

traffic defined in dialer-1ist 1. isdn switch-type
basic-ni isdn spidl 51255511110101 5551111 isdn spid2

51255511120101 5551112 !--- SPID information. Contact
your telco for the SPID format. !--- In many parts of
the world, SPIDs are not required. !--- In such cases,

omit the above two commands. ppp authentication chap ppp
multilink ! !--- OQutput removed. ! interface Serial2/0
!--- Primary link. ip address 192.168.10.1
255.255.255.252 encapsulation ppp clockrate 64000 ppp
authentication chap ! !--- Output removed. ! router ospf
5 network 172.20.10.0 0.0.0.255 area 0 network
172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0
default-information originate ! ip classless ip route
0.0.0.0 0.0.0.0 Ethernet0/0 no ip http server ! dialer-
list 1 protocol ip permit !/--- This defines all IP
traffic as interesting. OSPF does not need !--- to be
marked uninteresting since this link does not dial out.
!--- Adjust the interesting traffic definition depending
on your needs. ! line con 0 login authentication
NO_AUTHEN transport input none line 97 102 line aux 0
line vty 0 4 ! end
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maui-soho-0l#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-ISs, L1 - ISIS level-1, L2 - ISIS level-2, ia - ISIS inter area
*

- candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/30 is directly connected, Serial0
C 192.168.10.1/32 is directly connected, Serial0
172.17.0.0/24 is subnetted, 1 subnets
C 172.17.1.0 is directly connected, Loopback0
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, EthernetO
172.20.0.0/24 is subnetted, 1 subnets
C 172.20.10.0 is directly connected, BRIO
172.22.0.0/16 is variably subnetted, 2 subnets, 2 masks
0 172.22.53.0/24 [110/74] via 192.168.10.1, 02:48:10, Seriall
0 172.22.1.1/32 [110/65] via 192.168.10.1, 02:48:10, SerialO

O*E2 0.0.0.0/0 [110/1] wvia 192.168.10.1, 02:48:10, Serial0

1| Z A|E! show i ip route2| £232 7|& @ H (serial 0)& A& 35t0{ Z[0{0|A & &8t OSPF BR &
a LICt ZHAl 01 Z2(0hA 3 255.255.255.00] Qi= 172.22.53.0)0] 22 E! E|o|g0l| i
FLICH Cto|ded # Al 7|s0| 2HIE2H 2-&5tE{H O| LIS = elshof &Lt
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- r- -

3H 3E % ghL|ct. eied E'H7P§E€'§FEI._=|OSPF Efo|20|
= M %i'iﬂgil.%uq 0|7<1| EEHJ*'OI giod 2/ & E1§tL|Ct.

maui-soho-0l#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISIS, L1 - ISIS level-1, L2 - ISIS level-2, IA - ISIS inter area
*

- candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.20.10.1 to network 0.0.0.0



172.17.0.0/24 is subnetted, 1 subnets

C 172.17.1.0 is directly connected, Loopback0
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, Ethernet0
172.20.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.20.10.0/24 is directly connected, BRIO
C 172.20.10.1/32 is directly connected, BRIO
172.22.0.0/16 is variably subnetted, 2 subnets, 2 masks
o 172.22.53.0/24 [110/1572] via 172.20.10.1, 00:01:26, BRIO
o 172.22.1.1/32 [110/1563] wvia 172.20.10.1, 00:01:27, BRIO

O*E2 0.0.0.0/0 [110/1] via 172.20.10.1, 00:01:27, BRIO
?lol E80 M 2t E HIO|ZE 0| UH|O|EE[RoH ZE EEfZolM M 213 (BRIO)E AESE S

show dialer & & A&75l0{ DDR 2IE{H0|A T} MCHZ A Sst=X| &l + Q&LICH etE7t
HAl B2t —’.'_*—’é'i._' Ag UXR7| WE0 BRI QE{m| 0|A0i M7 ARICH= 2l

maui-soho-01# show dialer
BRIO - dialer type = ISDN

Dial String Successes Failures Last DNIS Last status
5551111 10 0 00:01:49 successful
0 incoming call(s) have been screened.

0 incoming call(s) rejected for callback.

BRIO:1 - dialer type = ISDN

Idle timer (30 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up

Dial reason: Dialing on watched route loss
Time until disconnect 11 secs

Connected to 5551111 (maui-nas-05)

BRIO:2 - dialer type = ISDN

Idle timer (30 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle
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maui-soho-01#debug dialer
Dial on demand events debugging is on
maui-soho-01#

03:47:07: SLINK-3-UPDOWN: Interface Serial0, changed state to down

!-—— Primary Link is brought down 03:47:07: %0SPF-5-ADJCHG: Process 5, Nbr 192.168.10.1 on
Serial0 from FULL to DOWN, Neighbor Down: Interface down or detached 03:47:07: DDR: Dialer
Watch: watch-group = 8

!-—-- Use dialer watch-group 8. 03:47:07: DDR: network 172.22.53.0/255.255.255.0 DOWN, 03:47:07:
DDR: primary DOWN

!--- The primary network is down. 03:47:07: DDR: Dialer Watch: Dial Reason: Primary of group 8
DOWN

!--- Dialing Reason 1s that the primary route is down. 03:47:07: DDR: Dialer Watch: watch-group
= 8, 03:47:07: DDR: dialing secondary by dialer map 172.22.53.0 on BRO

!-—- Indicates which dialer map statement is used for the dialout. 03:47:07: BRO DDR: Attempting
to dial 5551111 03:47:08: $LINK-3-UPDOWN: Interface BRIO:1, changed state to up 03:47:08: BRO:1
DDR: Dialer Watch: resetting call in progress 03:47:08: $SLINEPROTO-5-UPDOWN: Line protocol on
Interface Serial0l, changed state to down 03:47:08: BR0O:1 DDR: dialer protocol up

03:47:09: SLINEPROTO-5-UPDOWN: Line protocol on Interface BRIO:1, changed state

to up

03:47:14: $ISDN-6-CONNECT: Interface BRIO:1 is now connected to 5551111 maui-nas-05

!--- BRI link is connected. 03:47:17: $0SPF-5-ADJCHG: Process 5, Nbr 192.168.10.1 on BRIO from
LOADING to FULL, Loading Done 03:47:38: BR0O:1 DDR: idle timeout

!--- Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary link
has come up. 03:47:38: DDR: Dialer Watch: watch-group = 8 03:47:38: DDR: network
172.22.53.0/255.255.255.0 UP, !--- A route for the watched network exists (due to the active

backup link). 03:47:38: DDR: primary DOWN
! --- The primary network is still down. 03:48:08: BRO:1 DDR: idle timeout

! --- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:48:08: DDR: Dialer Watch: watch-group = 8 03:48:08: DDR: network
172.22.53.0/255.255.255.0 UP, 03:48:08: DDR: primary DOWN !--- The primary network is still
down. ... ... ... 03:50:38: BRO:1 DDR: idle timeout

! --- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:50:38: DDR: Dialer Watch: watch-group = 8 03:50:38: DDR: network
172.22.53.0/255.255.255.0 UP, !--- A route for the watched network exists (due to the active
backup link). 03:50:38: DDR: primary DOWN !/--- The primary network is still down. 03:50:44:

$LINK-3-UPDOWN: Interface Serial0, changed state to up
l--- Primary link is re-established. 03:50:45: $%LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0, changed state to up 03:50:54: %0SPF-5-ADJCHG: Process 5, Nbr 192.168.10.1 on SerialO



from LOADING to FULL, Loading Done 03:51:08: BRO:1 DDR: idle timeout

!--- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:51:08: DDR: Dialer Watch: watch-group = 8 03:51:08: DDR: network
172.22.53.0/255.255.255.0 UP, !--- A route for the watched network exists. 03:51:08: DDR:
primary UP

! --- The primary network is UP. Dialer watch will initiate a disconnect of !--- the backup link.
03:51:08: BRO:1 DDR: starting watch disable timer

!--- Delays disconnecting the backup interface after the primary interface recovers. !--- This

timer is 15 seconds as configured with the dialer watch-disable 15 command 03:51:23: BRO:1 DDR:
watch disable timeout

l--- 15 second disconnect delay expires. The link will be brought down. 03:51:23: BRO:1 DDR:
disconnecting call

!-—- Backup link is disconnected. 03:51:23: BR0:1 DDR: Dialer Watch: resetting call in progress
03:51:23: DDR: Dialer Watch: watch-group = 8 03:51:23: DDR: network 172.22.53.0/255.255.255.0
UP, 03:51:23: DDR: primary UP !--- The primary network is UP. 03:51:23: $ISDN-6-DISCONNECT:
Interface BRIO:1 disconnected from 5551111 maui-nas-05, call lasted 255 seconds 03:51:23: $LINK-
3-UPDOWN: Interface BRIO:1, changed state to down 03:51:23: BRO:1 DDR: disconnecting call
03:51:23: DDR: Dialer Watch: watch-group = 8 03:51:23: DDR: network 172.22.53.0/255.255.255.0
UP, 03:51:23: DDR: primary UP 03:51:24: $LINEPROTO-5-UPDOWN: Line protocol on Interface BRIO:1,
changed state to down maui-soho-01#
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