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debugs:

debug dialer

debug dialer packet
debug isdn 931

debug ppp negotiation
debug ppp authentication

Lag in to your router and enable these

Then ping an IP Address on the Internet

(Howe to log in and capture these debugs)

Does the Router
Atternpt to Dial?

Ooes the [SD
Call Connect
Successfully?

Dioes the PPP LCP
Phase succeed?

Does PPE
Authentication
Succeed?

Does the PPF
MCP (IFCP1 Phase

complete?

Fossible Causes:

- ip routing is not configured

- IP Addressing is not configured
- Route to dialer int does not exist
- dialer-list i= not configured

- dialer-group is not configured

- dialer string is not specified
(Click here for other possible
cases and sample output)

Fossible Causes:

- Problem with 150N wiring

- IS0M Circuit is not functioning
- Incorrect dialer string

- Long distance carrier issue

- Incorrect SPIDs

(Click here for other posgible
cases and sample output)

Fossible Causes:

- encapsulation ppp is not
configured

- ISOM Speed mismatch 56k vs
Bak)

- Routers do not agree an
authentication protocal

(Click here for other possible
cases and sample output)

Fossible Causes:

- wrong username (on either called
and calling router)

- wrong password (on either called
and calling router)

(Click here for other possible cases
and sarnple output)

Fossible Causes:

- fixed IP address configured an
calling router while called router
wants to assign a specific address
- dialer pool incorrectly specified
- dialer remote-name does not
match the authenticated username
(Click here for other possible cases

. Choose from one of the following

!

\

post-connection problems

and sample output)

Call disconnects
prermaturely

Possgible Causes:

- Low dialer idle-timeout
- Incorrect interesting
traffic definition

Call does not disconnect .
link
Possible Causes:

- High dialer idle-timeout
- Incorrect interesting
traffic definition

Possible Causes:

periodic traffic) is
interesting

Router repeatedly dials the

- Routing protocol {or other

//
IF Connectivity lssues

Fossible Causes:
- WAT Configuration lssue
- IP Routing issue
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router>enable

Password: (enter the enable password) router# router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

router (config) #service timestamps debug datetime msec

router (config) #service timestamps log datetime msec

LS AEstod HAZEE F2 ChE1 20| terminal monitorE 24 &fLICH.

fljo
[o][]

router#terminal monitor
router#

O|= 7| st242 of2of debug BHBES I=IefLICH

router#debug isdn 931

ISDN Q931 packets debugging is on
router#debug ppp negotiation

PPP protocol negotiation debugging is on
router#debug dialer packet

Dial on demand packets debugging is on
router#debug dialer

Dial on demand events debugging is on
router#debug ppp authentication

PPP authentication debugging is on
router#

28 ChS WAl B2 E{0IM pingS AISHEILICLOHS 2 AT S510| ME ClHT HHeLICh2 A
Toll M AlEE ChE Tzt 23 B AIELICH

router#ping 194.183.201.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 194.183.201.1, timeout is 2 seconds:

*Mar 1 00:06:36.383: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMIT)

! —— The ping for 194.183.201.1 is interesting traffic and uses Dialer 1(Dil) *Mar 1
00:06:36.387: BRO DDR: rotor dialout [priority] *Mar 1 00:06:36.391: BRO DDR: Dialing cause ip
(s=10.1.0.1, d=194.183.201.1) *Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

! —— Number used to dial.

! —— This is configured using the dialer string or dialer map command

I —— If you do not see this message proceed to section
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! —-- Symptom: The Router Does Not Attempt to Dial *Mar 1 00:06:36.411: ISDN BRO: TX -> SETUP pd
= 8 callref = 0x02 *Mar 1 00:06:36.415: Bearer Capability i = 0x8890 *Mar 1 00:06:36.423:
Channel ID i1 = 0x83 *Mar 1 00:06:36.427: Called Party Number i = 0x80, '8134', Plan:Unknown,
Type:Unknown *Mar 1 00:06:36.519: ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x82 *Mar 1
00:06:36.527: Channel ID i = 0x89 *Mar 1 00:06:36.727: ISDN BRO: RX <- CONNECT pd = 8 callref =
0x82 *Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT ACK pd = 8 callref = 0x02

*Mar 1 00:06:36.751: %LINK-3-UPDOWN: Interface BRIO:1, changed state to up

! —— ISDN Layer 3 CONNECT message and Link Up message ! -- If you do not see this message
proceed to section ! -- Symptom: The ISDN Call Does Not Connect Successfully *Mar 1
00:06:36.767: BR0O:1: interface must be fifo queue, force fifo *Mar 1 00:06:36.775: $DIALER-6-
BIND: Interface BRO:1 bound to profile Dil *Mar 1 00:06:36.787: BRO:1 PPP: Treating connection
as a callout *Mar 1 00:06:36.791: BRO:1 PPP: Phase is ESTABLISHING, Active Open ! -- LCP
negotiation begins *Mar 1 00:06:36.791: BRO:1 PPP: No remote authentication for call-out *Mar 1
00:06:36.795: BRO:1 LCP: O CONFREQ [Closed] id 3 len 10 *Mar 1 00:06:36.799: BRO:1 LCP:
MagicNumber 0x0012586A (0x05060012586A) *Mar 1 00:06:36.859: BRO:1 LCP: I CONFREQ [REQsent] id
59 len 15 *Mar 1 00:06:36.863: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:36.867:
BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.871: BRO:1 LCP: O CONFACK
[REQsent] id 59 len 15 *Mar 1 00:06:36.875: BR0O:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
00:06:36.875: BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.879: BRO:1 LCP:
I CONFACK [ACKsent] id 3 len 10 *Mar 1 00:06:36.883: BR0O:1 LCP: MagicNumber 0x0012586A
(0x05060012586A) *Mar 1 00:06:36.887: BRO:1 LCP: State is Open

! -- LCP negotiation is complete. Any LCP state other than Open indicates

! —- that LCP negotiation has failed.

! —— If you do not see this message proceed to section

! —— Symptom: PPP LCP Phase Does Not Succeed *Mar 1 00:06:36.903: BRO:1 PPP: Phase is
AUTHENTICATING, by the peer *Mar 1 00:06:36.907: BRO:1 CHAP: I CHALLENGE id 38 len 24 from "ISP"
! —-- Incoming CHAP challenge *Mar 1 00:06:36.915: BRO:1 CHAP: Using alternate hostname XXXXX

! -- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:06:36.915: BRO:1 CHAP: Username ISP not found

*Mar 1 00:06:36.919: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:06:36.923: BRO:1 CHAP: O RESPONSE id 38 len 26 from "XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:06:36.939: BRO:1 CHAP: I SUCCESS id 38 len 4 ! -- NAS has succesfully authenticated the
router *Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

! —-- PPP Authentication is successful ! -- PPP NCP (IPCP) negotiation begins *Mar 1
00:06:36.947: BRO:1 IPCP: O CONFREQ [Not negotiated] id 3 len 10

*Mar 1 00:06:36.951: BR0O:1 IPCP: Address 0.0.0.0 (0x030600000000)

! —- This router does not have an address configured, so it sends a

! -- CONFREQ with the address 0.0.0.0. This tells the other peer to assign an address

! -- which is accomplished by the sending of a CONFNAK with the proper address. *Mar 1
00:06:36.955: BRO:1 IPCP: I CONFREQ [REQsent] id 26 len 10

*Mar 1 00:06:36.963: BR0:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- Incoming CONFREQ indicating the peer's IP address *Mar 1 00:06:36.967: BRO:1 IPCP: O
CONFACK [REQsent] id 26 len 10

*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -—- The router accepts the peer's IP address

! -- (since it 1is not trying to assign one to the peer)

! —- Once the call is connected a route to this address will be installed *Mar 1 00:06:36.975:
BRO:1 IPCP: I CONFNAK [ACKsent] id 3 len 10

*Mar 1 00:06:36.979: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- The peer CONFNAKs our initial Address request of 0.0.0.0

! —— It responds with the address that this router could use

! -- The NAS can assign this using the peer default ip address or dialer map command

*Mar 1 00:06:36.983: BR0O:1 IPCP: O CONFREQ [ACKsent] id 4 len 10

*Mar 1 00:06:36.987: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- This router requests the address previously suggested by the NAS *Mar 1 00:06:37.011: BRO:1
IPCP: I CONFACK [ACKsent] id 4 len 10

*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- NAS accepts the address requested by the client *Mar 1 00:06:37.015: BRO:1 IPCP: State is

! -—- PPP NCP (IPCP) negotiation is complete ! -- If you do not see this message proceed to
section
! —-- Symptom: PPP NCP (IPCP) negotiation does not succeed *Mar 1 00:06:37.019: Dil IPCP: Install




negotiated IP interface address 194.183.201.2 *Mar 1 00:06:37.031: BRO:1 DDR: dialer protocol up
*Mar 1 00:06:37.039: Dil IPCP: Install route to 194.183.201.1

! -- Route to peer is installed *Mar 1 00:06:37.943: SLINEPROTO-5-UPDOWN: Line protocol on
Interface BRIO:1, changed state to up *Mar 1 00:06:38.383: Dil DDR: ip (s=194.183.201.2,
d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1 00:06:38.427: Dil DDR: ip
(s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1
00:06:38.471: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting
(ip PERMIT) *Mar 1 00:06:38.515: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes,
outgoing interesting (ip PERMIT) router# *Mar 1 00:06:42.783: %ISDN-6-CONNECT: Interface BRIO:1
is now connected to 8134

unknown

router#

Bx eild =AM 2 Eof7t7]

X .2 E7t CtoldE A&7k

EFRE7t SEE Alzst=X| 04F & FelstedH &l et E Q| ClHa £3ol| ChE &0l JUEX|
QIghLcH,

i

*Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

CIHZ £30{ M 8134= 2t E{7| Cto|dsted= ISDN CIREE| HEQILICH 0| & &= Clo|dd
EAE = ol M FHE A8stod X|HE}&LICH

2x| 47 EHEE E0t7t7]
S4:2t2E7 ColdE AT atx| S
2t E{7} Colgg AIE3txl o B9 Cham 28 B 7hr| JHs 40| YaLich

CltH3 E240| M35 glaLict.

i &20| T eft e T& Sel 1P 1h2lo| chole eleimolAz e BElxl o7l R
4+ QeLichobs YEtsel 2

. Cto|ded QIE{m| oAl IP7F &[0 U= X[ =QlFL|ct.Cho|de] QIE{H oA IP =471 QU
ALt IP HE I XHEIX| Q82 9/ H 0/ A(LIE{H 0|A= O x, T8y St Z2 up/up 2!
E{H0|A) = HAE IP FA(ECI0I2ET NASHM IP FAE 7HXE B<2)7t Qlofof &
L|Ct. 2I7{A| DDRE At&3dt= A< =2I1X QIEH0|A(0d: QIE{H| O|A BRIO)MHM IP FAE
T4t of g LIC.

. B3 ip 2tRE 0| LM EIAE K| #QlELICt show running-config B S AFE 3504 ZAm| 2R O]
ME =2 M noip routing BHES = == gi&LICH

. Cto|d2] QIE{H|O|A EE= next hop(CHO|¥E] M2 Al85t= BR)2 727l 18 G277 QU
EX| ZQIFLIC ChS o(Co|YE] Z21telo| A2)E Th hop CHOIYE! 18 AL st

172.22.53.0/242| 178 Z=Z{L|Ct.

maui-soho-01(config) #ip route 172.22.53.0 255.255.255.0 dialer 1



C}2 ofl(Bl7{ Al DDRC| ZAR)= L} &0 172.16.1.191 172.22.53.0/2401 CHEt 1 ZHZ QL
Ct. CFZ hop 4= CHO|KO| AFS El= CHO|dbE] Y 22 ip A2 & x|5HoF & LICt
maui-soho-01(config)#ip route 172.22.53.0 255.255.255.0 172.16.1.1

. Clo|ded == 21X QIEmo|A7 #E| SMo =2 ChRE|HLE CHZ| o El7} o K| ZelghL
Ct.show interface dialer X S show interface bri X @& 2 A& 5104 QIE{H| O|A 7} up/up(&F
T) & EfeIX| = lg Lt

QE{mo|AT} 2E| SMo 2 Ch2E F< 2Emo|A 71|78 o/4 2 =0i|M no shutdown &
HE ASELICH

QIE{H 0|47} CH7| AERQI S CholR] E= BRI QIEH0|A S &S SO o1 740] CHE
7

lL|ct 7|2 E{mo|A ol2{oll A backup interface WS X745 HLE 7|2 QIE{H O] A 0f A
7.||o|52 XI-0|.I2‘_>|-7I 2 OIAL||:|._

=2 -+ = T AAHE

CltH =240| UAX|BF "H&E dT| A" HAIX|7} elgLch

82 ClEmo|A0 2t —E IP IHZ!0] A
£ AlEtetx| gt&LICHE[HO £ #FQlstod 3 A7t > E|X| o= O|RE FH R LICHC
2 E 7K ME clHa £33 Y 7tsE olw U

O ¥ o
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*Mar 13 10:43:50.253: Dil DDR: ip (s=10.1.1.1, d=172.22.53.1),
100 bytes, outgoing uninteresting (list 101).

HYE EciEo| E0|22 Eci=H Holet URISHK| eE&LICH 0| oo A= access-list 1018 &g

CtS2at 20| ZE IP ECfEE 5183t

70| ZHer
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maui-soho-01(config)#dialer-1list 1 protocol ip permit

BI2E IPEMES SOIZR2 WoE BAGH S5 2t Z2EE T J|E F7/MHQ EgfH
0| = Z? ISDN Z37t F7|8t #E& = U&LICL R0 X S0|22 EcHE Ho|E =8¥

L|CF.
E0|22 EcH=loi CHEt XtAIEH LI 2 Dialup Technology: EAE & XSHAIAL 1L & M.
ofl: 2:

*Mar 1 00:07:22.255: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (no dialer-group defined).

Ctolded QIE{m ojA0l T+ dE Cho|ded 2 &E0| Q& LIChohS oo 2ol Cho|¥e] a&& FIHe
LICE.

interface Dialerl
dialer-group X
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Bt1:x0o| Zt 2 dialer-list @231} &7 AIS £l Zat ZHofok & Lct.
of; 3:

*Mar 1 00:08:24.919: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (dialer-list 1 not defined).

Cto|ded QIE{m o|A0f Cholde] 2 & E 0l JAXIEH HZ &l Cho|ded 50| gi&LIchohE ollet
Zo|Cio|de] S5 7 et

dialer-list X protocol ip permit

a:xol gt ctol¥de{ QIE{m| 0| A0 M dialer-group B3t &H7H| AMR =/ = ZfTF ZHotok & LCt
of 4

*Mar 1 00:25:32.551: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:25:32.555: Dil DDR: No free dialer - starting fast idle timer.

ol 2 YAl mZl2 3 E E2{7|0ll EE5| SOER NeE ¢IFEX[EHHMEE A s U =
2| QIE{H 0|A T} gigLIChClo|de] & M X7t 2213 QIE{m| 0|40 F&E|1 Clo|de] &
X7} cto|de] QIE{H| ol A0f| T EIR=X| = elgfLct.of:

interface BRIO

dialer pool-member 1

!

interface Dialerl

dialer pool 1

ISt BRI QIE{H|O|A 7L B2 AET} Of K| & QIFHLICH

o 5

*Mar 1 00:37:24.235: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMIT)

*Mar 1 00:37:24.239: Dil DDR: Cannot place call, no dialer string set.

St

0| 3< Chol¥ed elEmo|A0f Cto|Yded EAtEO| FEEIX| f&LICHEHRE7F H3HE HE{n
X|2r == ISDN CIAEE| HE & o x| ZELICHOHO|Y 2Rt Hal:

interface Dialerl
dialer string 8134

RtAlEt 28 812 HE = debug isdn 931 BE 2 ALE 5101 ISDN BRI Layer 3 A 312 2 A2
"The Calling Router does not send a SETUP Message" AME EX5HAAIL.

=M ol d =M E S0t717]
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£ 8l1Z:ISDN Call Connect7} ME2xo 2 =S EL|7}?

74 0452 Aled5l2{E C|H{20i A CONNECT ACK 2 %LINK-3-UPDOWN M A|X|2

2

)

NEE

L|Ct

o
o>

*Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x02
*Mar 1 00:06:36.751: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

o| H|A|X|7F & Al ISDN

SE7H d3Mez HARIeH O S Bz TdE + U&LICHO
oF 22 HAIX|I7F AR gt 8

o
3< oteiel 7tsE %O.J% EolstMA|2.

=M i E =M Z Z0t717]

& &:ISDN S&7 HAExIX| gk &

1. CtS 1 fAFS £240| ZA|Z|TH ISDN 70|E0| 2t RE{2t €3 Mof =2
IgfLICt.
*Mar 1 21:31:18.190: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.v4),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 21:31:18.190: BRO DDR: rotor dialout [priority]
*Mar 1 21:31:18.198: BRO DDR: Dialing cause ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4)
*Mar 1 21:31:18.198: BRO DDR: Attempting to dial 8134.
*Mar 1 21:31:20.186: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.v4),
100 bytes, outgoing interesting (ip PERMIT) .

—n
i)
i
i
=)
s0
rir
b2l
I

*Mar 1 21:31:26.226: ISDN BRO: Could not bring up interface

*Mar 1 21:31:26.226: BRIO: wait for isdn carrier timeout, call i1d=0x849E
*Mar 1 21:31:26.246: ISDN BRO: Could not bring up interface.

Success rate is 0 percent (0/5)

2.I1SDN 2|27} NCHZE Z S5t K| & lEL|Ct show isdn status &S AL 35104 8|00 10|
ACTIVE, £{l0]04 27} MULTIPLE_FRAME_ESTABLISHEDO| T SPID(Z 2%t B)7} &8t
K| ElgfL|ch RtME LI 2 BRI 24| SHZE S 2[3Hl show isdn status BE AME FME HE
stAAIR.

£240| 9l AL Cisco CLI AnalyzerE At235t
& L|C}H.Cisco CLI AnalyzerE AlE35l2{H S&

Cisco EIHPOI/\OHA-I show isdn status Z23o| &2
L
g st E|oq Qloqof &L Ct.

o AR ZX| L =H A E EAE = N
El Ar2 Rtoqof st 2 221|0] JavaScript7}

3. 743 ISDN CHo|ed 2X1Qo| SHHEX| 2QI3tLICHPBXE Sof HUE B2 olF 5iMg
4o 24D 9ol 02, OXHE| EEE 1 ¥o| £RHE FbsHoF & 2% aLict

4. AZ0M ZHE| SLALE MEslE B2 2 StlALet H7HE| Sl AFIRHol| A @45fst0d M
HIA 7 g3t E[R= X g LICH 24 Telcool|= o2 HH2 = ISDN 7L 2P7P Mg
HHeEl S ALR HERZZ HE LXK =5 HX 7 HE ISDN 227t = B2t B&
LICE st §HE| SEA HELZTE SsheEX| & elatioF gfLCH

i *%* of| A A 7H 1Bt
C T E &= LEC(Local Exchange

Esl nzZie

O|Z o= Telco E= 72| SZX7F 24 HE
PIC(Interexchange Carrier)E AFE & 4 U&LICHPI
Carriers)0fl CHEt O|= 72| S & AFYALE MEOFE 7RIl HFALLICE Ol &

i S5t MZ CHE EHEl SAME ASE = JU&LICHPIC ZE= HMsHE 74 Hsof Cf
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JEILICHOHE 22| PICE 1010xxx @ AlQlL|CH.Clo|dE X xoxx EE= Cf
AME35l0d 7|1&E HEE MHsHChS M HEE AL

o0& £S04, Clo|d BAIE 10103215125551111IL|C}.

5.1SDN @12 & 7| HIA|X|E 3t&LICH.

Cisco I0S® 2ZE Qo 0] UZ B7| HAIX|M 21l ZEE C|FLstH x| #iele 7
D5t Q28 MEE = Totsts W@atst HAE HA|IXZ2 MEZstchod7|oM e £
AT EALE2 O ZELICLEEEX| o AHL S FEIX| f2 HES B EX| ofE CHY(E
Ch MEE A HEI EREUSE = USE LIEH)S3 & H(ZEE F0| A8 SYUES LIE
HLICH) LA X Q] Zoli(Telco HIEH T 2| UAXMQ SE EANEY A2 B4 #elof et

gt 7t
St 1018 3024 it iscn q931 @42 F7) 201 A olalE HZsH AN 0IE Eof
DN HE 2 QIft 644 B7|= Cts0 ZOo| EAIE = |Ct.

*Mar 3 00:10:38.756: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xXEB

*Mar 3 00:10:38.764: Cause i = 0x84D8 - Incompatible destination

ol o
un

2]
!
tn

5
i

_

L

to{ @12

oh

O| %10l & =&t Disconnect Cause Codes EAME EH=E
Hl(0f: Ot 22 Sith)of B 2D NERE 1 YRR
ol HS 2 QIet 1A &#7[= CtF Z 0| EAIE £ J&LICH

Aug 13 18:23:14.734: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x86
Aug 13 18:23:14.742: Cause i = 0x829C - Invalid number format

(incomplete number)

C|HH 1 isdn q931 9174 7| Q1 AE o5 EME 2tZxstod @42 27| 2 =7} 274 ISDN H
Sof cHet & EE FA Eof HMRH=X] UELICL S AKX FLT} QIAE = Qe
Ao 2 FAIE|HL SMX| FATL 2tTSHK| etot e1Z40| MuferLct.CtS 01I01IA-IE SE =
ISDN #HE = el HE E S3E EoiELICt.

*Mar 13 11:29:04.758: ISDN BRO: RX <- RELEASE COMP pd = 8 callref = 0x83

*Mar 13 11:29:04.769: Cause i = 0x8295 - Call rejected

12713
OlE 4

=7} ISDNO| ofi=l &
USLICHEZE &HAl

Jton 1

11|> ]

=
A
T

6. TelcoOl M AIEE MH|A Z 2 & ABEXHSPID)E MS8t B2, OIE-I%F SPID7} BRI @IE{T| O]
A0 FMHE|0] UEK| EOISHAAI2.SPIDE Yt oZ O/= L NI L DMS A 2]%x| & 0lA
ok AFEE|L|CH 5ess switchtype2 SPID7} 2R 35HX| &t ).
interface BRIO

isdn spidl 51255511110101 5551111
isdn spid2 51255511120101 5551112

show isdn status WHEE AF2 35104 SPID7F SHIE K| & QlE = U&LICHAIMEH LIE 2 ISDN
BRI SPID Al |2 BEME EX5HAAIL.

_'_

Cisco C|HtO|A0f| A show isdn status BE 2| £230| Q= A< Cisco CLI AnalyzerE AtE3
of XM X L =H Are 2 EAIE = U&LICHCisco CLI AnalyzerE AtE35t2{™ 85§
=l AF&XFo40F 3t 22 Q1%|0{ JavaScript7} & 433t E[0o{ Qlo{oF & LCt.
7. 9 Hxtol M EXME HZa5HR| 28t B2 F7F 28| sHZE2 2|6 debug isdn q931 BHE ALE
5104 ISDN BRI Layer 3 &X| sHA EME AFSFELICH
22X 14 =AM 2 Eof7t7]

2R $1Z:PPP LCP B HI7H M E LI

ClH E=0l M ChSoil CHEF HIAIX] £& = elatiofF gLt
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*Mar 1 00:06:36.887: BR0O:1 LCP: State is Open

& 0| E A|E|H LCP(Link Control Protocol)7} 83X o 2 HA LRSS LIEFHLICEH Hed UK| et
MEi= LCP7t Al RS S LIEHALICE

ro ©

X Sl 4 =AM 2 E0F7F7]
S4:PPP LCP BEtAH|7| 4Z35Ix| 2
7ts8t 2121:PPP7} M EIX| IS

CHe I RAHS Clii H20] A= ZL PPP7} AIRHEIX]

ro
20
0jo
fjo
-
m

L
r
n

[

*Mar 2 19:34:21.761: Dil DDR: dialer protocol up.

*Mar 2 19:34:23.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT) .

*Mar 2 19:34:25.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT) .

*Mar 2 19:34:27.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT)

*Mar 2 19:34:27.753: %ISDN-6-CONNECT: Interface BRIO:1 is now

connected to 8101.

! —— Call connects but the router does not send any PPP CONFREQ packets *Mar 2 19:34:29.397: Dil
DDR: ip (s=10.48.74.9, d=10.0.0.14), 100 bytes, outgoing interesting (ip PERMIT). Success rate
is 0 percent (0/5)

CIH £230 M 2FE{7} PPP CONFREQ HIA|X|E & 5HK| =0t Mol RolstAA|R.0|=
CIE{m|O|A7F PPP &Sl E 2o FHEIX| Y7 HEY + &'QLIEL

(®

—

L

ol 3% EPOIO* o QIE{H 0|& & 2| QIE{m| 0|4 of2foll M =3t ppp BHE T HFH =X
Ej IEP CHS2 of L.

interface Dialerl
encapsulation ppp

or

interface BRI 0

encapsulation ppp

7ttt 2QLISDN £ & x|

7

AL

0
4o

b
rir

O HI2E LCP CONFREQ HIAIX|EF = &= KB QIHI2 E LCP HIA|X|E EAIZX]
AELICHOHS 2 o L

*Mar 14 01:49:10.160: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up
! —- Call is connected. PPP negotiation will begin

*Mar 14 01:49:10.168: $DIALER-6-BIND: Interface BRO:1 bound to profile Dil.
*Mar 14 01:49:10.188: BR0O:1 PPP: Treating connection as a callout

*Mar 14 01:49:10.188: BRO:1 PPP: Phase is ESTABLISHING, Active Open

[0 sess, 0 load]

! -- PPP negotiation begins

*Mar 14 01:49:10.196: BRO:1 LCP: O CONFREQ [Closed] id 24 len 15

*Mar 14 01:49:10.200: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:10.204: BR0O:1 LCP: MagicNumber 0x545D708A (0x0506545D708A). ! -- Outgoing
Configure-Request (CONFREQ)



*Mar 14 01:49:12.176: BRO:1 LCP: TIMEout: State REQsent

! -- Router has not received a CONFREQ from the peer, hence the timeout
*Mar 14 01:49:12.180: BRO:1 LCP: O CONFREQ [REQsent] id 25 len 15

*Mar 14 01:49:12.184: BRO: LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:12.188: BRO:1 LCP: MagicNumber 0x545D708A (0x0506545D708A) .
*Mar 14 01:49:14.160: BRO: TIMEout: State REQsent

*Mar 14 01:49:14.164: BRO: LCP: O CONFREQ [REQsent] id 26 len 15

*Mar 14 01:49:14.168: BRO: LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:14.172: BRO:1 LCP: MagicNumber 0x545D708A (0x0506545D708A)

O| ExMl= Clta1 22 #Helez Qla e = JU&L|ct

s
[y
(@]
hv]

- PPPoi| CHall &4 Z0| -T“‘*EIXI ott&LICH A Ao BE WES pppE FHELICL

. M& O|C|o1E SHtetR| Z5hs WA ULICH7HE UEHAQl 212 ISDN £ EUX|
ISDN2| 2ol A EX| 2] %é% 5 22 0| 56k 2 Q1ZAE| 1 CHE Z L2 64k2 QAEICH= ZdQL|CHZ
s {4 3271 712 64K HEE KIHEHK| 22 = UELICHLY R B2 56k AAEEF 7

ooPéMI_CP_.

AL

Cholde] Z2mpelo| B2

maui-soho-01(config) #interface Dialerl

maui-soho-01(config-if)#dialer string 81560 class 56k

! ——- Dial 81560 and use the map-class named "56k" (defined below) maui-soho-01(config-if) #exit
maui-soho-01 (config) #map-class dialer 56k

! -- map-class named "56k" that was used with the dialer string

! -- in int Dialerl

maui-soho-01 (config-map-clas)#dialer isdn speed 56

! —- Set the speed of the call to be 56k (default is 64k)

2l 7HA| DDR(CHO|Eq TH):

maui-soho-01(config) #interface bri 0
maui-soho-01(config-if)#dialer map ip 10.1.1.1 name maui-nas-08 speed 56 81560
!-- The keyword speed 56 sets the outgoing call rate at 56k

Jtstt #elF Bt RE7 A8 218 T2 EM(CHAP = PAP)O| S2l8tx| 8i&

CHS ot A CIHO £30| (= B2 Ol EIRE HA FoM MEE AU ZZEZ0 S
fAS S LIEFHLICH

*Mar 1 00:07:24.051: BRO:1 LCP: I CONFREQ [ACKrcvd] id 136 len 14

*Mar 1 00:07:24.055: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.059: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— An incoming CONFREQ (Config-Request) indicating the peer 1is

! —— willing to do PAP *Mar 1 00:07:24.063: BRO:1 LCP: O CONFNAK [ACKrcvd] id 136 len 9

*Mar 1 00:07:24.063: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router send a Configure-Negative-Acknowledge (CONFNAK) rejecting PAP

! —— The router suggests CHAP instead *Mar 1 00:07:24.087: BR0O:1 LCP: I CONFREQ [ACKrcvd] id 137
len 14

*Mar 1 00:07:24.091: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.091: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— The peer once agalin requests PAP

! —— This is probably because PAP is the only protocol configured on the peer

! —— The router will once again CONFNAK PAP and suggest CHAP *Mar 1 00:07:24.095: BRO:1 LCP: O
CONFNAK [ACKrcvd] id 137 len 9

*Mar 1 00:07:24.099: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router NAKs PAP and suggests CHAP for the 2nd time *Mar 1 00:07:24.119: BRO:1 LCP: I
TERMREQ [ACKrcvd] id 138 len 4 *Mar 1 00:07:24.123: BRO:1 LCP: O TERMACK [ACKrcvd] id 138 len 4



! -- The two routers cannot agree on LCP parameters so the call is disconnected

ol 32 352 F SRl gL

interface Dialerl

encapsulation ppp

ppp authentication chap pap callin

! -- This permits both CHAP and PAP and one-way authentication

CHAP(Challenge Handshake Authentication Protocol) ==& PAP(Password Authentication
Protocol)0ll CHEF XtA[EH LIE2 CHE 2 ME & X OP*'MO

. PPP CHAP 215 0OJalf &I 4
. ppp chap EAE O|B S AIE3lE PPP 215 2! ppp 218 chap £& T
- PPP PAP(Password Authentication Protocol) 744 2! x| s &
Z7} PPP 24| s122 I3l Cisco Support CommunityS AF2E =T Q& LICH

EH 8 =M ZE Eof7}7]

*Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

=X E =M 2 E0t77]

S4:PPP Q15 AlLj

H

rlr
A
L

ct QIgrLCH.

0jo
(]
mjo
20

A

interface Dialerl

ppp chap hostname XXXXX

ppp chap password YYYYY

pPpp pap sent-username XXXXX password YYYYY

O| of|od| A XXXXXE AFEXAF O|E 0| YYYYYE AFEXRF &5 lLC},

FH:ALEX A L|o7} AHE St 15 Yol CHEH AL Xt O|F 1t HIYHS oF e LICHo|E
0{, = Ct PAPE AIE35tX| B2 8% ppp pap sent-username B 0| 25t X| 2t &L|CH :LE-ILP I
0{7t PAPE X|#3t=X| CHAPE X[5t=X| = A5tX| o2 A< & Cf +MFLICH

Cisco 10S _ﬁiE-r“O'l 7 2 Ax|ao|Mo et B ZHS IF A aso|Mo| E 3|0 EA|
2 £ 9l&LICt o] AL show running-configuration B2 3k i CHS of| ek ZHo| Eroq
"password" F0i| =X} 710t =X A|HAT QE WE & = UA&LIC

interface Dialerl
ppp chap password 7 140005

0| 32, #dE HIZHE 7t HEEHX| {F & #HQlstedd A ado|/ME HelstdA2 &= 7H 2
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oM HIEHS @7 & AlEsted{H ClHT £33 oteiel ME &340 H|w gLt

0| 2HRE{7} T/0{B QBT B2 W AR O ALRX} OB ALS A} 0/F HIUHS B 7 adsfot
wlof BHE{ol M MZ3H olEeluict.
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*Mar 1 00:16:54.403: BR0O:1 CHAP: I CHALLENGE id 94 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:16:54.407: BRO:1 CHAP: Using alternate hostname XXXXX ! -
- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:16:54.411: BRO:1 CHAP: Username ISP not found

*Mar 1 00:16:54.415: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:16:54.415: BRO:1 CHAP: O RESPONSE id 94 len 26 from "XXXXX"

! —-- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:16:54.439: BR0:1 CHAP: I FAILURE id 94 len 25 msg is

"MD/DES compare failed"

! —-- Incoming CHAP failure. The remote router failed to authenticate this router. ! -- Check the
username and password configured on both routers *Mar 1 00:16:54.447: BRO:1 LCP: I TERMREQ
[Open] id 165 len 4 *Mar 1 00:16:54.451: BRO:1 LCP: O TERMACK [Open] id 165 len 4

E]:4 Al CHAP @ B(CHAPZ E A|E!| FAILURE)= I|0{7} 2t E|E Q158 4 gige o|o|gtLict
.I|0{ 2t 2E{0i| A debug ppp BIAS AFE5l04 &tst Al 24912 &QlgtL|Ct.

Ir

AFAIEH LHE 2 ppp chap BAE O|B2 AI235t= PPP @15 4l ppp ©IF chap 2 & B 21X 35t
AA|IQ
= —r

odl: 2:

of2H MIAIX[2t Z2 HIAIX|= CHAP AHE X} O|& 0| RESHX| €

6Q

2 ol0lg & JA&Lch

*Mar 1 00:18:34.831: BRO:1 CHAP: I CHALLENGE id 97 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:18:34.835: BRO:1 CHAP: Using alternate hostname Xdwgdgw !
-- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:18:34.839: BRO:1 CHAP: Username ISP not found

*Mar 1 00:18:34.839: BR0:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:18:34.843: BRO:1 CHAP: O RESPONSE id 97 len 28 from "Xdwgdgqw"

! -- Sending response from "Xdwgdqw" which is the alternate hostname

! -- for the router *Mar 1 00:18:34.867: BRO:1 CHAP: I FAILURE id 97 len 26

msg is "Authentication failure"

! -- Incoming CHAP failure. The remote router failed to authenticate

! -- this router. Check the username and password configured on both routers *Mar 1
00:18:34.875: BRO:1 LCP: I TERMREQ [Open] id 171 len 4 *Mar 1 00:18:34.879: BRO:1 LCP: O TERMACK
[Open] id 171 len 4

El:= 41 CHAP 2/ (CHAPZ EA|E:I FAILURE)= I|0{7} ZtREE Q15 E = g2 o|0I&uct
.I|of 2+ E{0i| A debug ppp &S AtEstod H= ?_F Anf HelS FelgLc

KEMIEH LI 2 ppp chap 2AE O|B S AI2510{ PPP 215 241 2! ppp Q15 chap 2= Hais &
T5HAIAL.

odl: 3:
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of2iet Z 2 MHIAIX|= PAP HIZ#HE 7 & 5tK| 2f &S o|OlgfLCh

*Mar 1 00:21:33.927: BRO:1 PAP: O AUTH-REQ id 3 len 18 from "XXXXX"

! —— Outgoing PAP Authentication Request from XXXXX

! —— XXXXX is the username configured in

! -- ppp pap sent-username XXXXX password YYYYY

*Mar 1 00:21:33.947: BRO:1 PAP: I AUTH-NAK id 3 len 27 msg is

"Authentication failure"

! —— An incoming PAP failure. The peer could not authenticate this router

! —— Verify that the username and password configured on both routers

! —— are identical *Mar 1 00:21:33.955: BRO:1 LCP: I TERMREQ [Open] id 182 len 4 *Mar 1
00:21:33.955: BR0O:1 LCP: O TERMACK [Open] id 182 len 4 *Mar 1 00:21:33.959: BRO:1 PPP: Phase is
TERMINATING

AHMIEH LI 2 PPP PAP(Configuring and Troubleshooting PPP Password Authentication Protocol)
EME XS AAL.

o 4

oteiiet Z2 HAIX|= PAP ALEXL O|F 0| R&ESHK| ef&E <lOlgfLCt.

*Mar 1 00:20:41.023: BR0:1 PPP: Phase is AUTHENTICATING, by the peer

*Mar 1 00:20:41.031: BRO:1 PAP: O AUTH-REQ id 1 len 17 from "ewddew"

! —-- Outgoing PAP Authentication Request from ewddew

! -- ewddew is the username configured in

! -- ppp pap sent-username ewddew password YYYYY

*Mar 1 00:20:41.047: BRO:1 PAP: I AUTH-NAK id 1 len 27

msg is "Authentication failure"

! -- An incoming PAP failure. The remote router could not authenticate

! —— this router. Check the username and password configured on both routers

! -- Note the PAP authentication failure in example 3 and 4 are identical.

! -- Hence the only way to determine if the username, password or both are

! -- wrong is to run debug ppp negotiation on the authenticating router *Mar 1 00:20:41.055:
BRO:1 LCP: I TERMREQ [Open] id 178 len 4 *Mar 1 00:20:41.059: BR0O:1 LCP: O TERMACK [Open] id 178
len 4 *Mar 1 00:20:41.063: BRO:1 PPP: Phase is TERMINATING

AtMEH LHE 2 PPP PAP(Configuring and Troubleshooting PPP Password Authentication Protocol)
BEME HESHAAIL.

tE 8t Cisco Support CommunityE AF235t01 £7F PPP EHE#EIZ £8e & QlaLCt.

=M ol E =M Z Z0t717]

25| #1Z4:PPP NCP(IPCP) EtA|7} 2t 2 ELI7H?

IPCPOIM HYE 7| 24 Z I0+9_| FAQLICHIPCP & ol 2t mlo{E F 7tX| 7hs 8 Sl
& 5tLtod| %*LIEP IP Fa7} 97t 91 B2 Tlofol ol0] F47} A H CONFREQS] #gt
FAE CHE Tjoj2 MEELICHCHE Tojold FAE ALRE 4 /o™ CONFACK7} BHEHEILIC)
FA27t 8L OIQD:' B¢l To{7t AHEE FAE ZESHE CONNAKY LT

IPCP(IP Control Protocol)7t A

ol HHlol M= EF 8t 7ol 3|Me Sl M2 Al 4 oiaLich,
FELIChoHS &oll chst CIHa & &
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*Mar 1 00:06:36.967: BRO:1 IPCP: O CONFACK [REQsent] id 26 len 10
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*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1(0x0306C2B7C901)

=<

*Mar 1 00:06:37.011: BRO:1 IPCP: I CONFACK [ACKsent] id 4 len 10

*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)
al

=~

*Mar 1 00:06:37.015: BRO:1 IPCP: State is Open

Ol M & EHE2 FAl MZ O|o1X|X| &t = UELICLOHE SM SoM I ofgoll FA7 Ue
Al Configure Acknowledge(O CONFACK)7} = X| &Qlst= 0| S ELct.

EES ofehol CHE IP AT} /e =41 74 &2l CONFACK)O| {Lo{of gfLct.

Orx|2fe 2, IPCP &Ei7t dEd US S LIEtL= ol Rlofok BfLIC O3 CFS 2tRE0AM & IP F
A& X ping® & Uo{ok BfLICH

X 1 B MEE E0f7t7]
& 4:PPP NCP(IPCP) &0l H335x| 2&
SR/EOH:IP FA HAH Alm

IPCP7} AluljE
EM CIE IP F =1 =)
QA0 2| ZEI0IME T FTAE %61 NASO| SEI0|HEN A 7Hs
L L},

r

&l 22 E oA

S5 BHRE7 U BHRE0| SHMOZ IP FAE BT s Z Chola QIEH 0|20 A B
B 3 ip F4A7} US| EHolgtct,

NAS Provider/ISPHIM T IP FTAE NMBEH ZL 0| IP FA(L MEY 0lAT) 7} HE jp FA
subnet_maskE AI23t04 CtO|¥E] QIE{H|O|A 0| R HE[RRA= K| = 2IEfFLICH

2 &€ 2t REoAM:

A2 MoistE QUEH O|A (M int Dialer x)0l IP 47t Q2 peer default ip address address
BHE A 509 Z|ofof| FAE & 5t=X] 2RlFLct

#10:2010|ME BIRE{H IP FA7F TE B peer default ip address HHEHS AFE5t0{ FAE
sttt Lot sl

REMIEF L8 2 BA Mt ™M& 7| ERfs# T

EX/gol:z2&E 2t<ET Cho|de Z=uted HiQlE o Almig
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RIBE ALSRF 0|2 0| Choled2] QIEIH0|A0) 744 Choliel #74 OlB Ulstr| gow 25
£l 2 E{o M S3t7t Zo{ZILICHOHE 2 ol2{3t 2 Fofl CHEH A& Clei1 crolua] HLict

&l 2 E oA

O ClHO = S EE StREM Z2XE Cholde] Z2E HRIFe = Qlet HE BYIE EoiEL
Ct.

*Mar 15 03:19:13.050: BRO:1 CHAP: O CHALLENGE id 32 len 33 from "maui-soho-03"

*Mar 15 03:19:13.094: BRO:1 CHAP: I CHALLENGE id 32 len 33 from "maui-soho-01"

*Mar 15 03:19:13.094: BRO:1 CHAP: O RESPONSE id 32 len 33 from "maui-soho-03"

*Mar 15 03:19:13.134: BRO:1 CHAP: I SUCCESS id 32 len 4

! -- CHAP authentication is successful

*Mar 15 03:19:13.222: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xA0

*Mar 15 03:19:13.226: Cause i = 0x8090 - Normal call clearing ! -- We have received (RX) a
DISCONNECT from the peer

! —— We have to move troubleshooting to the called router

*Mar 15 03:19:13.238: ISDN BRO: TX -> RELEASE pd = 8 callref = 0x20

*Mar 15 03:19:13.242: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down

*Mar 15 03:19:13.250: BRO DDR: has total 2 call(s), dial _out 0, dial_in O

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is TERMINATING

*Mar 15 03:19:13.254: BRO:1 LCP: State is Closed

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is DOWN

*Mar 15 03:19:13.254: BRIO:1 DDR: disconnecting call

FM:EEE Fo|C|HO= m|of7t S8E #USE LIEILE B*E Melst ol EXME sHZ
o =20| &lXx| ef&LICHZ2X SHEE EEE EH*EHE o|SELICH

P

[e]]]
rr

Z &€ 2t REoAM:

oS ClHO = cto|ded Z2 2 HiQlE EX|2 el Aufsh S&E EoiELICH

*Mar 15 03:54:09.804: BR0O:1 CHAP: O SUCCESS id 33 len 4

*Mar 15 03:54:09.808: BR0O:1 CHAP: Processing saved Challenge, id 33

*Mar 15 03:54:09.812: BRO:1 DDR: Authenticated host maui-soho-03 with no matching dialer profile
! -- a binding failure because the dialer remote-name

! -- does not match the authenticated username

*Mar 15 03:54:09.816: BRO:1 DDR: disconnecting call

*Mar 15 03:54:10.086: $SLINK-3-UPDOWN: Interface BRIO:1, changed state to down

*Mar 15 03:54:10.093: BRO:1 PPP: Phase is TERMINATING [0 sess, 0 load]

SHEA:

Clo|Q
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ol QIE{H| 0| A0 Clo|HE] & #= FEE FHELICHLE H3 = S2[X QEm oA 7
A K Hq
O -

.|
Z H35 9l Ux|5HoF &LCt.

Cto|de{ 2IE{mH| 0| A 0| A dialer remote-name &
EFLE{0|M X Z e A X} 0|1 HES| Y% |3H
soho-03¢L|C}.

He TABLICLAINE OS2 215 s HZ
F 2rLIChOl oflofl M 1B E AHZ R} Ol&& maui-

HheIT 2 Rof CHE REMIE 2R 12 BEE CHol¥ Z2 0y T4 U 2X HE SME AF sl
AlA|Q
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Z 7t PPP 2X| a2 E 2I5H Cisco Support CommunityE AFE& =& U&LICH
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d ¥ £A
54:83 Aol Fztol &717{Lt S8 Aol Boix|X| &

S517} of7|x] 94| HZ0| oI L S8H7H 9178 HAIEIX| ot WP CHolWR RF AlZH AE
2l £0|22 E2HT Kol HOIFLICh S5 10| 24| 2K 042 ol
packet B AFSE £ U LICH ol

Apr 26 01:57:24.483: Dil DDR: ip (s=192.168.1.1, d4=224.0.0.5), 64 bytes,

outgoing uninteresting (list 101)

Apr 26 01:57:26.225: Dil DDR: ip (s=192.168.1.1, 4=10.1.1.1), 100 bytes,

outgoing interesting (list 101)

22| oflof M OSPF Hello= HAMA S5 101 S0 K| &L X|BH F Hml T2 HMA F
S0|§&Lct.

i
2
on

F
A

1. Cho|eq QIE{H 0|A 4T 22|0]MoflA] Clo|YE idle-timeoutS &= %45t
O|x|2t Zof 2t 0] ke =o|HL 2& £ &Lt

2. %Dli-c-’- Eof= XMo|g #HZAELICHdialerist HHEo 2 TM). £35} ¢1Z20| 7Hol Bo{E &

E0|22 EiEE of =2t Holg 4 USLICHE3 70| Bo{XIX| foH &0|2

C

|Ck. 7|

i
N

o
rlo

120

F

£ Eajz Bol7t of MEso 2 WAELIT o8 Bof 3o Z2e g =2z A0jgts
7oz Holg 4 aLichrige &0l22 =aiT Mol ME L

access-1list 101 remark Interesting traffic for dialer-list 1

access-1list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-1list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-1list 1 protocol ip 1list 101 ! -- this interesting traffic is applied to the dialer
! -- interface using dialer-group 1

REME IR 2 B M A3 M4 7lgHe W A4
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4 2IRE7I F7|HM2 2 ¢d Clo|dd™

S ; Hewst ALK ERYZIO| QICEtE B RE{7F 7Moo 2 i
A5l WS EQlE 4+ &LICHO|Z QI5H ISDN MH|A7 BY M E|E 20| 2to| g
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B.Sw3| WK oS Fe, B THE SE BRY ZREES B ol ZoR XY
L|CH.

CHS oo M= F=7|x9] OSPF Hello7} E0|EH EAIE 7242 Ho{EF L}

*Mar 15 00:25:58.865: Dil DDR: ip (s=172.22.25.1, d=224.0.0.5),
64 bytes, outgoing interesting (ip PERMIT)

%| m{Z!0| OSPF hello®E AEste R USH Y2 OSPFO Cis Ho|El SHX| F4
(d=224.0.0.5)0lA 2= ZYULICLOHE EoE UF SS EIRE Z2ZEZ0| A8 & FA7F LA

Tlof U&LIcH

F71Mchy F

IS8 L
ZEZE# YdO|E E&
keepalive

RIPv1 255.255.255.255
RIPv2 224.0.0.9
EIGRP 224.0.0.10

OSPF 224.0.0.5

2t E{7} Clo|dsts ECHE(EIRE Z2EZ = V(B F7|M EEfE)2 &0Igic XN E E AL
O10F L |Ct.

7|14 Eci{=E xolgie ECiEe =z x|
SO|22 Eci= HOo|g§ HEF LICHdialer-list HE2S 2 F4d). 0| of0fl M= OSPF & NTP EEHZ
2 MOlgis Re 2 Ho|FLICLOS2 S0IE2 Eeie Mol MELct

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any

!--- mark OSPF as uninteresting

!-—- This will prevent OSPF hellos from keeping the link up.

access-list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -—- This will prevent periodic ntp traffic from keeping

! —- the link up indefinitely.

access-list 101 permit ip any any

! -——- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-list 1 protocol ip list 101 ! -- this interesting traffic is applied to the dialer
interface

! -- using dialer-group 1

KME 82 EAM M3t Y& 7|22 & HE.
B 1:0sPFoi= C|ME 2[ZEHE 7IS0| A2 047|0M A8 S = A&LICHLALME LIS
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