utils a <> K

« utils auditd (6 ~X—3)

» utils BE6000Mode enable (7 ~X—73)

» utils BE6000Mode disable (7 ~—3")

« utils BE6000Mode AT —4 A (8 ~—1)

« utils branding enable (8 ~<—1)

» utils branding disable (8 ~—7)

» utils branding status (8 ~X—73)

« utils contactsearchauthentication disable (9 ~<—73")
» utils contactsearchauthentication enable (9 ~—73)
« utils contactsearchauthentication status (10 ~<—13)
« utils core analyze (10 ~X—73")

« utils core list (11 ~X—73”)

« utils capf cert import (11 ~X—7)

« utils capf set keep_alive (11 ~=X—3)

» utils capf stale-lsc (12 ~X—37)

« utils create report (12 ~X—1)

» utils create report database (13 ~X—1)

cutilsctl (14 _—2)

« utils cuc activate CUSRSV (15 ~—72)

» utils cuc auto ITL download (16 ~—73)

» utils cuc cluster activate (17 ~3—1)

« utils cuc cluster deactivate (17 ~X—3)

« utils cuc cluster makeprimary (17 ~<—13)

« utils cuc cluster overwritedb (18 ~X—1)

« utils cuc cluster renegotiate (18 ~—73)

» utils cuc create report (19 ~X—737)

» utils cuc dbreplication 01 _tear down (20 ~X—7)
« utils cuc dbreplication 02 define servers (20 ~X—13)
« utils cuc dbreplication 03_define_db_template (21 ~X—3)

utils A< K .



« utils cuc dbreplication 04 sync database (22 ~—73)

» utils cuc dbreplication reset all (23 ~<X—1)

« utils cuc encryption (23 ~<X—3)
« utils cuc jetty ssl disable (25 ~2—37)
» utils cuc jetty ssl enable (25 ~—3)

« utils cuc networking clear_replication (26 ~<—73)

« utils cuc networking dscp (27 ~<—73°)

« utils cuc reset password (27 ~X—1)

« utils cuc set PinExpiry PromptTime “Authentication Rule Name” (28 ~X—73")
» utils dbreplication dropadmindb (28 ~X—73")

» utils dbreplication forcedatasyncsub (29 ~X—73)

« utils dbreplication quickaudit (30 ~<—3”)
« utils dbreplication rebuild (30 ~<—73”)

« utils dbreplication repair (31 ~<—73”)

« utils dbreplication repairreplicate (32 ~X—13)

» utils dbreplication repairtable (33 ~X—13)

» utils dbreplication reset (33 ~X—1)

« utils dbreplication runtimestate (34 ~X—73)

« utils dbreplication setprocess (35 ~<—1)

« utils dbreplication setrepltimeout (35 ~—1)
« utils dbreplication status (36 ~X—1)

« utils dbreplication stop (37 ~<—7)

» utils imdb_replication replication status (38 ~X—1)

« utils diagnose

(38 =—2)

« utils disaster _recovery backup network (39 ~X—3)

« utils disaster recovery cancel backup (40 ~<—71)

« utils disaster_recovery device add network (40 ~X—73")

» utils disaster_recovery device delete (41 ~X—73)

» utils disaster recovery device list (41 ~X—73")

« utils disaster_recovery estimate tar size (42 ~X—3)

« utils disaster recovery history (42 ~<—73°)

» utils disaster recovery jschLogs operation (43 ~X—1)

« utils disaster_recovery prepare restore pub_from sub (43 ~X—)

» utils disaster recovery restore network (44 ~X—137)

» utils disaster_recovery schedule add (45 ~X—73")

» utils disaster recovery schedule (45 ~—73)

« utils disaster _recovery schedule delete (46 ~<—1)

» utils disaster recovery schedule disable (46 ~<—73”)

« utils disaster_recovery schedule list (47 ~X—73")

» utils disaster recovery show_backupfiles (47 ~X—73")

» utils disaster_recovery show_registration (48 ~X—13)

. utils A< K

utils 372 F |



| wilsaw>r

« utils disaster recovery status (48 ~—3°)

« utils EnhancedSecurityMode disable (49 ~—73")
« utils EnhancedSecurityMode enable (49 ~X—73")
» utils EnhancedSecurityMode status (50 ~<—13)
» utils filebeat config (50 ~<—7)

» utils filebeat disable (51 ~X—7)

« utils filebeat enable (51 ~X—)

» utils filebeat status (51 ~X—3)

+ utils filebeat tls (52 ~X—3)

« utils fior (52 <—72)

» utils fior disable (53 ~X—73)

» utils fior enable (53 ~X—73")

« utils fior list (54 ~—3)

« utils fior start (54 ~—3)

« utils fior status (55 ~3—3)

« utils fior stop (55 ~—2)

» utils fior top (55 ~X—7)

o utils fips (56 ~X—7)

« utils fips common_criteria (57 ~X—17)

« utils firewall ipv4 debug (58 ~—1)

» utils firewall ipv4 (59 ~X—2)

» utils firewall ipv4 list (60 ~<—37)

» utils firewall ipv4 status (60 ~X—73)

« utils firewall ipv6 debug (60 ~=—73)

« utils firewall ipv6 (61 ~—73)

« utils firewall ipv6 list (62 ~<—)

« utils firewall ipv6 status (63 ~—73)

« utils ha failover (63 ~<—72)

» utils ha fallback (64 ~—7)

« utils haproxy set {required|optional|disable} client-auth (64 ~<—737)
« utils haproxy set num-threads (67 ~—73°)

« utils ha recover (68 ~~—737)

« utils ha status (68 ~X—737)

« utils ils showpeerinfo (69 ~—3)

» utils import config (70 ~X—3)

« utils iostat (71 ~X—37)

« utils iothrottle (72 ~—73)

o utils itl reset (72 ~<—3)

« utils ipsec restart (74 ~—3)

« utils 1dap config (74 ~—2)

« utils managementAgent alarms minpushLevel (75 ~X—7%)
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« utils managementAgent alarms pushfrequency (76 ~X—3)
» utils managementAgent alarms pushnow (76 ~<—1)

« utils network arp delete (77 ~~—3)

« utils network arp set (77 ~—72)

» utils network arp list (78 ~X—37)

» utils network capture (79 ~X—73")

« utils network capture-rotate (80 ~<—13”)

» utils network connectivity (81 ~<—13")

« utils network host (82 ~X—3)

« utils network ipv6 host (83 ~—2)

» utils network ipv6 traceroute (83 ~X—1)

« utils network ipv6 ping (84 ~X—3)

« utils network ping (84 ~—3)

« utils network traceroute (85 ~X—737)

« utils network name-service {hosts|services} cache invalidate (85 ~X—73”)
« utils ntp auth symmetric-key (86 ~<—13)

» utils ntp auth auto-key (88 ~—37)

» utils ntp server add (91 ~X—7)

« utils ntp server delete (93 ~X—3)

« utils ntp config (94 ~<—°)

« utils ntp restart (95 ~<X—37)

« utils ntp server list (95 ~—2)

» utils ntp start (96 ~X—73)

» utils ntp status (96 ~X—37)

« utils os kerneldump (97 ~<X—737)

« utils os kerneldump ssh (97 ~<X—73")

« utils os kerneldump status (98 ~<—13)

« utils os secure (99 ~X—3)

» utils os secure dynamic-policies compile (99 ~X—73)

» utils os secure dynamic-policies list (100 ~X—12)

« utils os secure dynamic-policies load (100 ~<—73")

» utils os secure dynamic-policies remove (101 ~<—73”)

« utils os secure dynamic-policies show (101 ~=X—73")

+ utils os secure dynamic-policies start-recording (102 ~X—73)
+ utils os secure dynamic-policies stop-recording (103 ~X—73")
« utils PlatformWebAccess disable (103 ~X—3)

« utils PlatformWebAccess enable (104 ~X—2)

« utils PlatformWebAccess status (104 ~X—3)

« utils processCoreDumps disable (104 ~X—3)

» utils processCoreDumps enable (105 ~<—1)

+ utils processCoreDumps status (105 ~~—3)
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« utils remote_account create (105 ~X—)

« utils remote_account disable (106 ~<—13”)

« utils remote_account enable (106 ~<—)

» utils remote_account status (107 ~X—13)

« utils remotesyslog set protocol tcp (107 ~X—73)
» utils remotesyslog set protocol udp (107 ~<—13)
« utils remotesyslog set protocol tls (108 ~—73”)
» utils remotesyslog show protocol (109 ~—73")

« utils reset_application_ui_administrator name (109 ~X—13)
» utils reset_application ui_administrator password (109 ~X—73)
» utils restore_application_ui_administrator account (110 ~X—1)
» utils rosters list limited (110 ~<—1%)

« utils rosters list full (111 ~<—%7)

« utils rosters list watchers (111 ~<—137)

« utils rosters list contacts (112 ~X—13)

« utils rosters delete (112 ~X—73)

» utils scheduled-task disable (112 ~X—3)

« utils scheduled-task enable (113 ~X—3”)

« utils scheduled-task list (113 ~<—%)

« utils set urlpattern disable (114 ~X—7)

« utils set urlpattern enable (114 ~<X—3)

- utils service (114 ~<X—7)

« utils service list (115 ~X—73)

« utils service auto-restart (116 ~—13)

« utils service start (117 ~—1)

« utils service stop (117 ~<—737)

« utils snmp config 1/2c community-string (118 ~X—1°)
« utils snmp config 1/2¢ inform (118 ~X—73)

» utils snmp config 1/2¢ trap (119 ~X—73")

« utils snmp config 3 inform (120 ~=X—73)

« utils snmp config mib2 (120 ~=—3")

« utils snmp config 3 trap (121 ~X—73)

« utils snmp config 3 user (122 ~—<)

« utils snmp get (122 ~<X—3)

o utils snmp get 1 (123 ~X—7)

« utils snmp get 2¢ (124 ~X—72)

« utils snmp get 3 (125 ~<—72)

» utils snmp hardware-agents (125 ~X—1)

« utils snmp test (126 ~~—3)

« utils snmp walk (127 ~X—3)

o utils snmp walk 1 (129 ~X—7)
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B utils auditd

» utils snmp walk 2¢ (129 ~—2)

s utils snmp walk 3 (130 ~<X—73°)

» utils soap realtimeservice test (131 ~X—13)
e utils sso (131 ~<—2)

» utils sso recovery-url (132 ~—73)

» utils system restart (132 ~X—3")

« utils system shutdown (133 ~X—3)

* utils system switch-version (133 ~X—3)

» utils system boot (134 ~X—1)

« utils system upgrade (134 ~<—3)

» utils system upgrade cluster (137 ~X—3")

+ utils system enableAdministration (141 ~<—3)

« utils update dst (142 ~<—737)

» utils users validate (142 ~—3")

« utils vmtools refresh (143 ~<—3)

« utils vmtools status (144 ~—27)

» utils vmtools switch open (144 ~X—73)

» utils vmtools switch native (144 ~X—3)

« utils system boot status (145 ~~—3)

« utils system upgrade dataexport initiate (145 ~X—17)
» utils system upgrade dataexport status (146 ~=—3")
» utils system upgrade dataexport cancel (146 ~X—73")
o utils uemgmt (147 ~X—73)

utils auditd

ZDawy FiE, VAT LAEEY—EXERHBBIMEILELET, £, VAT LAEREY—E
ADAT—H AR LET,

utilsauditd {enable| disable| status}

X DEREA INT A— ERBR
3
enable EAa 7ONEEZA RF—T NI LET, A RF—TNCT D E, VAT AFa2—H

DT varEERABIORELET, Fo, 2—FOERSCHIBRZ: £ Linux
ARV IR, 77 ANVORES I OHIBR b EHRB L OREEL 7,

disable BEfo 7ONELT E—7 M LET,

status B 7 ONED AT — 2 A 23R LET, Bfin 7 ORfFZiE Real-Time
Monitoring Tool DfEM ZB#ND L £, 72720, CLI 2 L T m 7 & Hfs
THZEHTEET,
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utils BEG00OMode enable ]

avYRE—R BELE (admin:)

GERLOHA RSAY VP—EARALIX—TMIARoTNDE, VAT AT VT AET 4 ZE=F L, n/ICiklL £
T VAT AEAEP AT, ZL<OHRE R ZICRET L LICERLTIESY, T a4 X
IR—RTR BRI ITER LT ZEWn
= &
o< REHEL ~UL 1
Ty 77 b— RREOREHR] - ATRE

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 LV Cisco Unity Connection,

utils BE6000Mode enable

IOavwy REFFLT, 2=V 74 Rala=Fr—v a2 vr—Y ¥ TBE6000 E— F&f
Mz LET,

aAavY R E—R BELE (admin:)
ZEH
gy RERHEL ~L @ 4
T L— RIGEOMER © AF]

J %t 282 : Unified Communications Manager,

utils BE6000Mode disable

Ioavy REFYTLT, 2=77A Fala=r—arv32—Y % TBE6000 £— N i
M LET

avYRKE—FK EHF¥ (admin:)

Z #
a<w REFHEL L : 4
Ty T T L— REEOMEH - AT

i F x4 : Unified Communications Manager,
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B utits BEGOOOMode 27 —% %

utils BE6G000Mode X T— & X

ATV R E—F

CUCM @ BE6000 E— KD AT —F A% FKRT DHIZIE, Z0a~vr REETLET,

B (admin:)

EZH
a~ Y REFEL L 2 0
T w7 L— RIGEOMER © AF]

Ji# A %F 22 : Unified Communications Manager,

utils branding enable

aAvU R E—F

D) —RTTIZoT 4 TEANCTHICE, Z0oa~vr REEITLET,
FHE (admin:)
E #

a2 REFHEL ~UL : 4

1 A%} 52 Cisco Un, Communications Manager, IM 38 X OV LB o A9 —¥E A F£7213 Cisco
Unity Connection,

utils branding disable

AU R E—F

D) —=RTTIZoT 4T 2R ITHIZFE, Zoavr REFETLET,
ZHZE (admin:)

EZ H
g RERHEL ~L @ 4

i %6t 282: Cisco Un, Communications Manager, IM 8L O LB A ¥ —E R F 721X Cisco
Unity Connection,

utils branding status

Coawr REFETTDHE, ZDO =R TTITUT 4 I BENNI 2> TWANENC /> T
WADDAT —H ANFERINET,
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aAvU R E—F

utils contactsearchauthentication disable .

B (admin:)

E #
o<y REFHEL~UL ;4

i F %42 Cisco Un, Communications Manager, IM 38 XUV LB AH—E A F721F Cisco
Unity Connection,

utils contactsearchauthentication disable

aAvU kR E—F

Zoa<wy RiL, BXa 7 EE R SGEREET— REESICLET, 20— FE2®micd 5
L EFEEANCTHEDICETEEY By NTAMLERDHY £97,

utils contactsear chauthentication disable

B (admin:)

E H4#
g REFEL~UL @ 4
T T L— REEOFEH  ARA]

Unified Communications Manager, Unified Communications Manager @ IM and Presence #—t X
Cisco Unity Connection

utils contactsearchauthentication enable

AR E—F

Zoawy RNiE, BF a7 REKEmBREIETE— R AN LET, 20— FE2ACLE
%, BEEEAMNCTHOICEFEEZ VY PLET,

utils contactsear chauthentication enable

FHAE (admin:)

Z #
o< REFFEL UL 4
Ty 7T L— REEOFEH - ARW]

Unified Communications Manager, Unified Communications Manager @ IM and Presence ¥ — t &
Cisco Unity Connection

utils A< K .
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. utils contactsearchauthentication status

utils contactsearchauthentication status

Z D a~wy RiE, AT A7) contact search authentication enable <& — R ¥ 721 contact search
authentication disable €— R TEMEL TWA N E I MhERRLET,

utils contactsear chauthentication status

Aa<vY R E—F HHZE (admin:)

EH
gy RERHEL ~L @ 0
T o7 L— REFOE A  FIRE

Unified Communications Manager, Unified Communications Manager ¢ IM and Presence F— E" X |
Cisco Unity Connection

utils core analyze

Zoa<w s RE a7 ZrA DRy T RL—RA, ALy RUAR, T _RTOCPU LI AX
OBFEOEEER L ET,

utilscore {active|inactive} analyze [core filename]

X DERA INSA—4 i BA
active TIT 4 TN —Tg &k
ELET,
inactive ETIT 4 THN—T g
BELET,
core filename AR L —ANEREIN
a7 7y ANVDOLHIERTE
Lij_o
aAav>v R E—F A (admin:)

FERLEOHA KSq4y ZOa~vRIEV, a7 Z7AVERICARIT, EFN &t D7 7 A )VD, a7 774
WERUT 4 L7 M VICERR S LE T, cimserver IZ X » TR SN2 77 A T2 Dz
<~ R&EFITTHE, FTHLZWA v E—UNRERINET, ZDRXA v = ZBEHOHIRE T
7,
Z #
o< REFFEL~UL ;1

. utils A< K



| wilsaw>r
utils core list .

T T L— RREOMEM - AlEE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

utils core list
Zhavwr NI, IR COT I T A TFERIRHET I T 4T hay 7y ANV ER R LET,

utilscore {active|inactive} list

avU R E—F B (admin:)

ZE#
a2 REHEL ~UL 1
77— REFOMER ¢ AIEE

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
£ A — B R ¥ L Cisco Unity Connection,

utils capf cert import

utils capf cert import

Zoa~wry RaeALT, B4 SNEFRKOMEREL AT LT v 7 un—RFLET,

FEREDHA KSq>r FTP EIE TFTP OWFINEMHEN L TEAMN SN EZ A VR — b5 2 L 2@NTE &
D

Z #
gy RERHEL ~L @ 1
Ty 7T L— REEOER « ARW]

ji %28 : Unified Communications Manager

utils capf set keep_alive

FORIER 7 1 2 TBERE (CAPF) h—E R L R A MED TR TOHEEIZH LT keep_alive
FAY—HRETDITE, Z0avr FEFTLET, YATLADT 74/ MI 155 TYT

avYRKE—FK B (admin:)
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. utils capf stale-Isc

EH

a<wy REFHEL UL 1 0

T w77 L— KR - AH

i FH %42 : Unified Communications Manager

utils capf stale-Isc

utils capf stale-lsc {delete| list}
ZOawy RiX, VAT LD LSC REHE A EH T 5 OICER T,

B DA IS5 A—  EiEA
3
delete T _TOHVLSCFHEHAEL S 2T L LHIRLET,
list AT A EOTRTOHWLSCHFAE Y —EFRrLE T,
ATV K E—F B (admin:)
=25

aw 2 REFHEL UL 2 0
Ty L— RO - RA]

1 A %5 : Unified Communications Manager

utils create report
Zoawy Rix, =N T 5 LR — b % platform/log 7 4 L7 R U NICERR L £97,

utilscreatereport {csa|hardware| platform | security}

o

HXXDEREA 74— A

| w2

Cisco Security Agent (CSA) ZWrTHLELRT X TOT 7 A APIE SN, B—0D
CSABMWT 7 7 A LMERENET, 2D 7 7 A i, fileget =~ REMHEH LT
BT £,

hardware ¢ 27 714, UE—F ary—1L, 2l BLOREOT %28 %
T o UR— 2B LET,

. utils A< K
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utils create report database .

INT A—  EREA
A

platform 7S5 v 7 gp—Aar 74 ¥al—1ar 77 AN TAR 7 7 A MZNE SR
\i—éqo

security  BMrL AR —FEINEL, TAR 77 A LV EER LET, TAR 77 A MiEk, FT77
N a—T 4 T EITHIGEICF 7 rm— RTEET, ZDO7 7 AL, fileget
g REfHL TS TE £,

AR E—F

EREDHA KS4 Y

¥ (admin:)

2wy FEANTH L, HiEkv o7 my T MERRSNET,

LaR— k& 1ER L7-%#%. fileget activelog platform/log/filename =< > RZfH L TLAR— F %
BGLET, filenameld, 2~ FRET LR TERENDVR— DT 7 A VA ZIREL
\i—g_ﬂo

E #
av REREL~L 0 ]
T w7 L— RIGEOMER © AF]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils create report database

AR E—F

ZOavw R, T—HR—AD N T TN a—T 4 TIIRNERT 7 A )V ETXTa 72y
£LET,

utilscreatereport {csa|hardware| platform | security}

FHE (admin:)

Z#
o< REHEL ~UL 1
77— REEOMER - AR

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

utils A< K .
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B uiscu

utils ctl

utilsctl {set-cluster mixed-mode | set-cluster non-secure-mode | update CTLFile}

ZoawyRNE, 77 AX X2 T4 T REEAETAHEN, %/ —RKCTCTL 7 7 A V& H
HLET,

BX DA INT A=A B

set-cluster CIL7 7 ANVEEHL, 77 AXERAET—RIRELET OBEFaT
mixed-mode EF—FBNTIZREINET)

7 7 AR T CILRAET— RBRADICR > TWDLIGE, Zoa~vy NiE
Unified Communications Manager 23/R&E— R ThH Y, HEVREENT 7 7 «
TThHIERLET, BUFLHRTO2LENRH Y 7,

GE)  BAET— FZAMIZT HI21E, Communications Manager 2% Cisco
Smart Software Manager & 7213 Cisco Smart Software Manager ¥ 7 7
A4 MIBEINTWDHZE, BIOBA~Y— N TV MERIE
N=F VT AT FNBZAE LIEBEk N —2 T2y ZR— |
HIEBERE DFF RN AN R > TR, ZD =2 R ZDI TR
ZITREESNTWNWD Z L 2R LET,

set-cluster CTL7 7 A NVEEH L, / 7AZEFEX2T T FICRELET,
non-secure-mode )
7 7 AL TTTITREE— FRADTR>T0DHE, Z0avr N

Unified Commumcatlons Manager B F =27 E— R THDHZ LE2RLE
j—o

update CTLFile 7S5 2%m% ) — KT, CTL 7 7 A LV EZEH L ET,

(F)  {RGE— N TCTLFile # B#9 %121X, Unified Communications
Manager 7* Cisco Smart Software Manager ¥ 72 1% Cisco Smart Software
Manager 7 7 A MIBFEKSINTNDHZ L, BLUOA~Y—TH
Uy REEIA—F YAV T AT IO RAF LRGN —2 T
T 7 AR — MR OF A BANIm->TBY, TD =27~
MWD TAZIIRFEEINTND Z L 2R L £ T,

ATV K E—F B (admin:)

FEREDHA KS4>y ZOCLIE, A7V vy TETTLILENHY £9, thoFTXTH/ — RFTiE, ZDOCLI=
2 RRTF 4 =T ENTWET,

\}

GE)  CTL 7 7 A VOFARK%., 7 T A 2K T CallManager 3 L O TFTP — b A % il &) 3~
LRENDHY FT,
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utils ctl reset localkey .

= #H

o<y REHEL UL

Ty T L— REEOM ¢ AlEE

j# x4 : Unified Communications Manager.,

utils ctl reset localkey

ZDavwy RiE, CTL 7 7 A VEFAER L, €42 %Y SAST = —/L (CallManager) CE4 T
DI SIVET, JTD CTL 7 7 A )WIZELL T DT &7z ITLRecovery Ak
MERISN, T RRA IR ry 7T FENTGEIC, Z0a~vr FEEHLET,

utilsctl reset {localkey}

BX DA localkey i LWNCTL 77 A V&AL, 7Y v ¥ DCIL 7 7 A LA EHLES, 2~
> Ri& CallManager % — % ] L C CTLfile IZ&4 LE T,

avY kR E—FK B (admin:)

FEREDHA RKS4 Y

\}

GE) « ZM =3~ KX, Unified Communications Manager /X7 U v % / — R CTEITT D4
ZERH Y ET,

o = RARA > M3 CallManager % —IZ & - TEHA S4L, # L\ ITLRecovery AEBH &)
BENTVDOIHLWCTL 7 7 A V& %f5 L7z 5, CTL update =~ > R (CTLFile) %
$ 9 —FEEFHT L T, ITLRecovery it EAMEH L TEA LET, CTL 7 7 A MIEHAE
S AVET M, B LW ITLRecovery sEFHEIC L > TEA INET, Zhud=r RARA
Y MZE o TEEESNTWET,

EH4®
o<y REHEL ~UL 4
T w77 L— RO - KA

1 %5 : Unified Communications Manager

utils cuc activate CUSRSV

ZDa~v R, A& F7 w~ Cisco Unity Connection $—~3% Cisco Unity Connection SRSV
UAREAINY S 0% 35 %

utils cuc activate CUSRSV
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. utils cuc auto ITL download

avY R E—FK EELH  (admin:)

=%

v RRHEL UL 1 ]

Ty T b— RREORER] - R AT
1 %42 : Cisco Unity Connection

utils cuc auto ITL download

Zoa~<wy REMHT % &, Unity Connection /& Cisco Unity Connection @ CallManager i B & %
HEIWIZH U o n— T OB RN T 52 L TE X,

utilscuc auto I TL download { enable | disable | status}

Syntex B8

NS A— Bl
3

A X —7 |R— 7 N—71V ¥ FHFIZ CallManager aEFHE %2 BENIC X 7 > 1 — RT 5 H%RE
Zle A F—T NV LET,

ZOMBEIXT 7 4L B TIEAEINC A o TWET,

disable | CallManager iEFEHZ HEIIIC X T o — N S BREZ BT L £ 77, ERhTR-
TWLEEIE, FEAEZFETY v 7o — F 32088 H 0 £,

status MRED AT — 2 2% Fm LET,

\}

GE) 292204, CLILa~<y REnR_T ) vy b —N"TORETENET,

ATV KR E—F Y (admin:)

Z#

av s REFEL~L - 4

Ty 77 L— REEOFEH « RA]
W %43 : Cisco Unity Connection

1

admin:utils cuc auto ITL download enable
After successful execution,Unity Connection will download trust list from the TFTP server
automatically.

. utils A< K
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utils cuc cluster activate .

For this, you must do the following:

1.Configure TFTP server for Next Generation enabled port groups through Cisco Unity
Connection Administration

2. Restart the Connection Conversation Manager on all nodes in the cluster

Auto downloading of ITL enabled successfully

utils cuc cluster activate

AU kFE—F

Zoa< R, ZOH—s3% Cisco Unity Connection 7 7 AXNTT 77 4 71T LET,
utilscuc cluster activate

B (admin:)

= %

o<y REFEL~UL ]

Ty 77 L— REROMEH : ATHE
J %15 : Cisco Unity Connection

utils cuc cluster deactivate

AU kFE—F

ZDa< RiX, ZOH—s3% Cisco Unity Connection 77 7 A X NTIHT 7T 4 712 LET,

utils cuc cluster deactivate

FHE (admin:)

=%

o<y REFHEL UL ¢ ]

Ty 77 b— ROER A
1 A %42 : Cisco Unity Connection

utils cuc cluster makeprimary

Zoawy REETT S L F5E Sz — 3\ Cisco Unity Connection 7 7 A XN T T A <
U =N RAT7 =2 25HWET L X200 £,

utils cuc cluster makeprimary

utils A< K .
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. utils cuc cluster overwritedb

BXDEREA

K5 A—

3

server Cisco Unity Connection 7 7 AXZ N T T A < =R X7 —F 2T+ 5V —
NOLHTEFRELET,

AR E—F

EHE (admin:)

=4

av U REHEL L 2 ]

Ty T L— REEOMEH - ATEE
1 %15+ Cisco Unity Connection

utils cuc cluster overwritedb

ATV R E—F

EREDAARZA4

Zoa<y RiE, =3 EDOF —% % Cisco Unity Connection 7 7 A X NOMD VP — N12H 5
T—HATEEXLET,

utils cuc cluster overwritedb
WA (admin:)

Zoa<wryRiE, Zoavwr REFEITTHY—_EOT—#X—RX%_ Connection 7 7 A XN
DOMDOY—=NZH DT —FX—ATEEXLET, T—F_X—2An LEEZIND L, HHNE
EESNET, ZOHEX NI T v Mhebdbth— "%\, ZOEIL LT —X &l
DY —NCab—TFTH2LENHD EXIFEHINET,

= #H®

o=y REHEL UL 0

Ty 7T b— RREOREHR] : ATRE
1 %4 : Cisco Unity Connection

utils cuc cluster renegotiate

Z®»a< 2 RiL, Connection 7 7 AXNDO/NNT Y vy —NeZH Lk EiI 7 v
v % B — 3|2 Connection # FfA A h—/L U721k, TV v —"LDRIZT T AXH
REMELET, Z0avr Nk, "7V vy =N EOTXTOT =N T X7 5
AN —ROF =T EEXIN, T—HOE-LIYH LS ET,

utils cuc cluster renegotiate

. utils A< K
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AT K E—F

EREDAARZA

utils cuc create report .

B (admin:)

ZD =z~ R, Connection 7 7 AXNDY T AT T AN —/_TIETLT, LI NRT
U vy H—s3F720F Comnection 2 A A F—/ L L7237 Y » oy H—_ L ORIC(EHEES
REFRELET,

E#

av s REHEL~L 0 ]

7y — RO : AlHE

1 F %42 : Cisco Unity Connection

utils cuc create report

ATV R E—F

FRLEDHA KS14 Y

ZoavwyRiE, TIZHANYTR—=PFDARAA TNV AT I N T TNV 2a—T 4T T 5HD
WO T— X ERELET, HESNDIT—XITIE, N—=YaVIEH, 7 T7AX A7 —4
A, B—ERAER, T RX=RER, =R T AN, BT TrAN, T 4 AT ER,
AEVIEHR, BLOFEIERIEENET,

utils cuc createreport
EH¥ (admin:)

g RNETT D E, FEHIEEN zip 7 7 A MRIES L. T D zip 7 7 A VOB N F R
SENET, fileggt =~ REHH LT, 77 A VZEMMBRL TNEEZ R R TELa L Ea—
2B L ET,

E#%

vy FRHEL UL ]

T 77 L— FEEOER - ARE

Jt A %14 © Cisco Unity Connection 0D %

il

admin: utils cuc create report

Getting unity connection version. Please wait...Done
Getting cluster status. Please wait...Done

Getting service information. Please wait...Done
Getting installed locales. Please wait...Done
Getting database schema version. Please wait...Done
Getting database integrity. Please wait...Done
Getting database diagnostic log. Please wait...Done
Getting database message log. Please wait...Done
Getting trace files. Please wait...Done

Getting log files. Please wait...Done

Getting platform status. Please wait...Done
Compressing 75 files. Please wait...Done

utils A< K .
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. utils cuc dbreplication 01_tear_down

Output is in file: cuc/cli/systeminfo 080318-140843.zip
To free disk space, delete the file after copying it to another computer

utils cuc dbreplication 01_tear_down

Zoawr RiE, 77 AZKND2-5D Unity Connection — 3D L7V r—3 3 > Lk 2 )
WrLEd, MADOYV—N"TIDavxy FeETTL L. b= BowEgeL 7Y r—yar %
WNLT DRI, /a7 V—2T v PRSI E T,

utils cuc dbreplication 01 tear_down

AU R E—F

EHE (admin:)

FERLEOAA K1Y

Unity Connection 7 —# X—Z D CDR ¥ 2 —NEWEEIZ, Z0a~vr RickoTr Y —ri
T—=ANFATEN., 7 T AZND2BDH—HOY— gl L7 ) r—3 a ViNENLS
£,

)

() W®oOZEEHELET,
c AV REFATT DN, VAT LNy I T v TEFATLET,
e < RAREI L, CiscoTACIZZAH L —FLIZHAIZ, a~vr Fo4rurkt
HICHEE R 7 ERENELET,
*Cisco TAC 72N a~y REFTLTNDZ L 2R LET,
AT BRI Lo T, MOF—"OEREFHET DT —FDHIBRS LD, H
F—=HNBHDHY—"Tavr REFITLET,

E2H

a<wy FEFHEL UL ]

Ty ST L— RO - RA]
1 %42 : Cisco Unity Connection

utils cuc dbreplication 02_define_servers

Zpawy Rix, 7 7 AXND2OO Unity Connection h— 3D K~ WU — 7 Bl & fe . L £
R
utils cuc dbreplication 02_define servers

avU kR E—F
B (admin:)

. utils A< K
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utils cuc dbreplication 03_define_db_template .

EREDHA FS1 Y

Zoa<y REMH LT, UnityConnection 7 7 A X ND1-DDH— 375 [ DY —,3~D CDR
N7 747 %BHL, VR—FTH5ZENRTEET, Zoa~vr NiE, SBR7rEAH|Z,
7T ABNO2EDY— O — /L EERT DHDIEIIEHET,

\)

GE)  koZLZHRERLET,
e Ay REFITT DN, VAT LNy I T v T HRITLET,
e I RANKM L, CiscoTACIZCTZ A L —F LERAIT, a~vr RofrarLd
HIZHE R 7 HRAIE L ET,
*CiscoTAC 72U a~r REFITLTWDH I L xR LET,
s [AH7 BRI L5 T, MO —R"OIEREFHET DT — X BHIRIND 720, H
T=ENBLY—N"Ta~vy FEFITLET,

)

(GE)  Z@®=~r RiL, Unity Connection 7 7 A X \ZH T — X 23 5P — /N TIATT 5 MEN
HYET,

EH

g~y REFHEL UL ]

Ty T L— RIEOME - RA]
1 %42 : Cisco Unity Connection

utils cuc dbreplication 03_define_db_template

ZoawrRiE, VU r—va VRO DI, Unity Connection 7 — 4 ~X— AN D —H D
T=TNOLVT Y r—varla— REERLET, £/, Zoavr RE, 7Y r—va
VAR — NEHENL T DB B D Unity Connection 7 — X RX—ADT—7)LT 7 L— k&%
dvrT—hLET,

utils cuc dbreplication 03_define db_template
OV R E—F

B (admin:)

FERLEOAHA K512

Zoa<wy NI, TRTOT—7 /V%E—EFKR L, Uity Connection 77 7 A X ND2DODH— 3
fCcTr—4nxrIvz— bPBIORRMEINEINIHESNTT T L—bEERLET,

utils A< K .
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. utils cuc dbreplication 04_sync_database

\)

GE)  ®koOZLEHRERLET,
e A REFITT DN, VAT LNy I T v T E2RITLET,
e v R L., CiscoTACIZZ AN L — K LR/, a~r Fofvna skt
HICHEE R 7 ERENELET,
*CiscoTAC 2N a~r REFITLTWDZ L xR LET,
AT R ER Lo T, MOF—"OEREFEET DT —FBHIRE DL T2H,
FT—EANHEZY—N"Ta<w NE2FETLET,

=25

a< Y REHEL UL ]
Ty L— RO - AW
1 %42 : Cisco Unity Connection

utils cuc dbreplication 04_sync_database
Zoa<wy R, VE— b= ba<wry RRETINY— T —F X=X %R L FE
j«o
utils cuc dbreplication 04_sync_database
avU R E—F
B (admin:)
FERLEOAA FS1Y

BEDOY— DY F— M — DR OT — % % 2 —F 5I21E, Unity Connection 7 7 A
ZICEHWT =B b —R_TZDa~vy REFITTHLERH Y £,

\}

GE) WD EEHELELFI,
e AV REFITTHHNI, VAT LNV I T v T E2ETLET,
e I RAEH L, CiscoTACIZTZAH L— F LEHAIE, a~vr FofrarLd
HICHEE 2 ZERENELE T,
s CiscoTAC 2N a~wr REFEITLTWAI AR LET,
AT B BRI LT, MO —"OEREFEET DT —FDHIRENAL 2D, H
TR NHDHY—N"Ta~vr REETLET,

¢
oy REFEL L ]
T T L— REEOEH - RA]

. utils A< K
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utils cuc dbreplication reset_all .

Ji# %52 : Cisco Unity Connection

utils cuc dbreplication reset_all

Z® =z~ RiL, Unity Connection 7 7 A X ND2HED Y — R TT—F X=X L7 Fr— g
YUy MEOLEDICKRERY = OYIRERLR L, TNTOX AT ZIATLET,

utils cuc dbreplication reset_all

ATk E—F

EH¥ (admin:)

FEHEDAHAS KM

Zoavwy RiE, ROz~ RENEFIZFELT LT, Unity Connection 27 7 A X ND2-DDH—3
MOTFT =2 _X—2A LTV r—rarZERIC)Ey hLET,

» utils cuc dbreplication01 tear down

» utils cuc dbreplication 02_define servers

» utils cuc dbreplication 03 define db_template
» utils cuc dbreplication 04 sync_database

\)

G¥) WD L ERERELET,
e A REFITT DN, VAT LN I T v T E2FITLET,
e I RAEM L, CiscoTACICZAA L —hLEBEAIE, a~vr RoifrnursL
HIZHEE R 7 HRMANE L ET,
*CiscoTAC 2N a~y REFITLTND Z L 2R LET,
A7 e AL o T, MO —"OIEREFHET DT — X BHIRIND 720, H
FT—EANHEZYV—N"Tav NE&FEITLET,

2H®

a<w s REHEL L 2 ]

T w77 L— REEORER] « A
1 %14« Cisco Unity Connection

utils cuc encryption

Z M =v 2 RiX, Cisco Unity Connection THE SO AT —Z Z & FhT L, WM L TR L
i‘a‘o

utils cuc encryption { enable| disable | status}

utils A< K .



. utils cuc encryption

utils 372 F |

SID“:I

Syntex 5B

INT A — £BH
3

A %—7 | Unity Connection CH; B b Z BN LET, HZhIT 5 &, Unity connection T
Yzl Fa T ARREEMHTE LI £7,

disable | Unity Connection THf B{b & MEshic L %9, Muhic$ 5 &, Unity Connection D&
X2 U7 B TERI R £,

status Unity Connection DI SAL AT —F A &R R LET,

EREDAAFSA Y
Unity Connection TH5 S b Z AT H5E1T, RO L 2R L TIIESI N,
« Cisco Unity Connection 7%, Cisco Smart Software Manager (CSSM) & 7213 Cisco Smart Software
Manager %7 7 1 MIBEIN TV D,
« BE DT 7 AR — MHIBEBEREN B 2T/ o TV E T,
Cisco Unity Connection D=2 Z 78— hHilfHIEERE 2 58k L THNZ T 2 HIEOFEMIZ OV T,
[ Install, Upgrade And Maintenance Guide for Cisco Unity Connection Release 12.X | @
Thttps:/Awww.cisco.com/c/en/us/td/docs/voice ip comm/connection/12x/install upgrade/guide/b 12xcuciumg html)
DED [Unity Connection TOTVAART— NV T "N T T340V TORE] ODHEES
L c<zEan,

\)

AU R E—FR

GE) 2792204, CLLIZNNT Y v vy —_"TOLETEINET,

B (admin:)

Z#H®

A~ RRHEL~L - 4

Ty T L— REEOMH - RA]
1 %14+ Cisco Unity Connection

1

admin:utils cuc encryption enable
After successful execution, restart the following services on all nodes in the cluster

1.Connection Conversation Manager
2.Connection IMAP Server

Do you want to proceed (yes/no)? yes
Encryption enabled successfully

. utils A< K
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utils cuc jetty ssl disable .

utils cuc jetty ssl disable

Zoavy REMFHAT D E, BHEOTDIT Jetty ¥—/3T SSL (J2h) D AT —H A RETE
ij—o

utilscuc jetty sd disable

avY R E—FK EEH  (admin:)

E#%

v FEEL L ]

T 7T L— RO : AThE
J %14 : Cisco Unity Connection

1

admin: utils cuc jetty ssl disable

After successful execution of this command restart of Jetty server is required, which
will result in loss of current event subscriptions. Are you sure?

Enter (yes/no)? yes

Command completed successfully.

Please restart Connection Jetty Service.
In case of cluster, run this command on the other node also.

utils cuc jetty ssl enable
Zoavy REEHT DL, Jetty b—/NTOBHICK L TCSSLE AN T HZ EMTEET,
utils cuc jetty sd enable
FRLEOHA KS1 Y

Jetty —/ 3T SSL Z AWNZT 25 E1E, RO Z L aMEE LTS,

« Cisco Unity Connection DR & N—2 g VafH L TOET,
« 5 5{k23 Cisco Unity Connection THZNZ 72> T 5,

)

CE)  FHMlEE—RFTIE, CLLa~y REFE(TTHZ LT TEERA,

FEMIZ OV TIE,
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/12x/security/b_12xcucsecx.html T A

utils A< K .
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. utils cuc networking clear_replication

avU R E—F

FHHE72 [ Security Guide For Cisco Unity Connection Release 12.x J] @ [Cisco Unity
Connection-Restricted and fEHIPRD/N—T 3 > | OFEESBL T ZE N,

B (admin:)

E %

a<wy FERHEL UL ]

Ty T b— RO ATRE
1 %43 : Cisco Unity Connection

1

admin: utils cuc jetty ssl enable

After successful execution of this command restart of Jetty server is required, which
will result in loss of current event subscriptions. Are you sure?
Enter (yes/no)? yes

Command completed successfully.
Please restart Connection Jetty Service.
In case of cluster, run this command on the other node also.

utils cuc networking clear_replication

ARV R E—F

EREDAARZA Y

Zoa<y RiE, = EDOFT T Digital Networking #7777 + ©F ¢ Z4ZIE L E T,
utils cuc networking clear_replication
EHYE (admin:)

Z® =~ i, Connection Digital Networking Replication Agent 33 JX O} Connection SMTP H—
ERAZAEIE L7k, drop. queue, 33 OFpickupreplication 7 4 /LA ZHIFE L, Z O — Tkt
LCETHFOT L7 NIDT v ad 37 VOAT—X A% 7 U T LTH 5, Connection
Digital Networking Replication Agent 3 &2 () Connection SMTP h— &' 2 Z FiL#h L £ 9, #HE 7 +
WE DY A RZE ST, ZOBEITE G 0D 2 03D £

Z#H®

a<v U REHEL L 0 ]

Ty 77— REEOMH - RA]
1 %14+ Cisco Unity Connection

. utils A< K
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utils cuc networking dscp .

utils cuc networking dscp

ooy RTE, 7 T AXND Connection — ] TEEIN 537 @ DSCP fE% 18
WCRRET D A B EIIEIE TE 9, T D), DSCPEIZE SN T 7 v R OEEIE
PLZERET BV —Z TliL, ConnectionT —ZBILIVHRA A A v b=V B BREIELZ LR TX
F7,

utils cuc networking dscp {on | off}

XD NS A— ERER
on Ty T — 7 TEEENDS 7y O DSCP % 18 ICRET HNHEZBIE L £
TO
off X NT—7 CEEENE 7w O DSCP % 18 ICERET AMB AL L F
T, 181%F 7 /v METT,
AT RE—F HELE  (admin:)

FEREDHA KS4y DA~ NiE 77 AZ AN Connection — S TEE 1537 v N TDSCPEAMEH TE
HE oW LET, EBICDSCPEEZEHAT 2I121E, W—FZHRETHLENRHY T, 0=
<~ T, #BE/37 > MCDSCPIEZE GO L E 9 MMl ¢ & 945, DSCP EH{KI1Z%E
HTEEHA,

Z#%

o NEEL L ]

T T T L— REEOMA : ATHE

Jti %15 : Cisco Unity Connection 0D 7%

utils cuc reset password

Zoawry NI BESKEaA—YTHT U FORRAT—RE2 vy FLET, A A%
AT LU TR LB 2T X 57212 Connection X7 B 7> hawa v 7 LIZREAIL, Zo=
<~ FbTHhT L hoay 7 EBREERLET,

utils cuc reset password

avU R E—F HEE (admin:)

Z #
g REFEL~UL @ 4

utils A< K .
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. utils cuc set PinExpiry_PromptTime “Authentication Rule Name”

7y — RO : AlHE
Ji %t 22 : Cisco Unity Connection ¢

1

admin: utils cuc reset password jdoe

Enter password:

Re-enter password:

jdoe

07/29/2008 12:41:14.704 : Update SUCCESSED

utils cuc set PinExpiry_PromptTime “Authentication Rule Name™

Zd =~ RiX, Cisco Unity Connection it — 4 X —T = A A (X yF b—r T3
T—vay) PINBKREZ A X —7/WZ L, KA ESHIRUINOES 7 v 7 bAFAES L TH
L, RFFfREZ B CTE 5 L oIC L ET,

2 #
ROMEIZHE STV DA -
c0: T4 E&—7L
el: A %—7 )L
- BFfEIfR 2 A L E7,
utilscuc set PinExpiry PromptTime "Authentication Rule Name" CLI =~ > KDOFEMIZ DUV Tix,

[Release Notes for Cisco Unity Connection 10.0(1)] @ [Cisco Unity Connection telephone user
interface (touchtone conversation) PIN] DIHZ SR L T 720,

utils dbreplication dropadmindb

AR E—F

FEREDHA FS14 Y

ZDavwy RiE, 7 I7AZAOTXTOY— o S Informix D sysedr 7 —F N— 2% K1
TLET,

utils dbreplication dropadmindb
EHF (admin:)

Toavwr NI, FAEAR—ZA LY = a0ty NEFRIZZF2ZDO Y By AR
L. BlZ2HEHTER2WERICOAFEHLET,

E H
gy REFEL UL ]

Ty 77 L— REEORER] - R

. utils A< K
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utils dbreplication forcedatasyncsub .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#— ¥t A Cisco Unity Connection

utils dbreplication forcedatasyncsub

SO REFTT DL YT A TA R Y= ROF—H BT Y vy P DT —
S IBIETESVET,

utils dbreplication forcedatasyncsub [] [offloadpub]

X DEREA INT A—A ERBA
nodename 45D 7 A7 T A A F—ADF— 4% 8T Y v YsS EOF—F DR
TTAELIHELET, T _XTCOYVTRITTA NP —=RTTF—ZEETTH
WX, all # AT LET,

offloadpub  forcedatasyncsub 7 22 A D/XT Y w3 SR Off AR E o NRICI 2 £,

GE) ZoF7varmEiBMNT 5L, forcedatasyncsub 2358 T35 £ TOREH
NHEIMLET,

timeoutvalue 4. ) — RIZXFLCU BN XA LT U MOEESHEMTIHRELET (F 740
FDOZALT T FLYRELSTLHBERDHY ) .

F 7 b MM 40 55T,

avU R E—F B (admin:)

EELEOHA KSq4> 0=~ R, utilsdbreplication repair =~ > K4 #[=1%4T L TA> 5 utils dbreplication status
a~vy REFATLCH, BT — T AR EM L2 nGAIcoMER L £,

Y

GE) BT — 7 ARREE LAV T OSRSICIEH L2 T E &N, BT — 7 id, @
DY AT ANEER CHREB LANWZ ENH Y £9,

Zoawy RiE, N7 vy =N DARETTEET, JTAXNDTRTCOY TR
FAN=H =N ETEMZBITTDIE, al E AN LET, 1 2DOYTRT T AN =172
R L 722\ E-A 1T, nodename 23T A —Z A L £,

N

G Zoavr RTE Y727 AN P =N EZHLBFEOT —Z 3TN THES L,
TV iy Y=NEDOTF—FIEEMWMAONET, TDD, T AT TA N H =10
T NBEM L ot FRZHFHA~L Z 83T <R £,

LS

utils A< K .
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[l utils dbreplication quickaudit

aw s REFHEL L 2 ]
Ty 77— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#— 1" A Cisco Unity Connection

utils dbreplication quickaudit

Zoawy NE, BT —7 0 EOBRRSNTZNFICK LT, BREHOT =2 X=X F = v
ZEITLET,

utils dbreplication quickaudit {nodename| all}

BX DA INTA—  EREA
el
nodename RO FATT D ) — RERELET,
all TXTD /) — RTEENEITINET,
AT RE—FK EHA  (admin:)
=z #H

o~ REFEL L ]
Ty L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication rebuild
ZDavy RiE, VIREBERTT—ER—A LS ) r—a VEREL, BESNE/—F
TRO A REFATTHOIEMLET,
« utilsdbreplication stop
» utils dbreplication dropadmindb or dropadmindbforce

- utilsdbreplication reset

utilsdbreplication rebuild  {[nodename] | all}

B DEREA INTA—  EREA
3

nodename F—HZ RX—A L7 r— g U EABEBERETSL ) — REfBELET,

. utils A< K
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aAvU R E—F

EREDAARZA

utils dbreplication repair .

INT A—  EREA

all I TGABZNDOTRTD ) — R TTF—EZRXR—ZA VLY r— g U PNEEBRIND
LEBEELET,

EHFE (admin:)

A

x

E Zoavwr RN FI9AFZROMD ) — RO T p—< 0 RZEEB L 5 2 AAHEM N H
DNET, VAT A AVTF U AU RUTIDa<sy REFETTHZ L E2HELE
j—O

EZ H
oy REFEL L ]
T ST L— REFOER - ARA]

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication repair

FeBR—R LS r—a UREBELET,

utilsdbreplication repair {nodename| all}

B DEREA

AU kFE—F

FEREDAHA RS2

NS A— FiBA
3

nodename ' — X EMAHAT I RFEDY T AT T A NP —ERELET,

all TRTOFT AT TN Y= NTTF =2 EEMTONET,

FHFE (admin:)

P — DB ST D Z & A8 utilsdbreplication status =~ > RiIZ k> TREN TV DT H
POLT, 1 OFRFEEOT =7 AOFT — 2 BRI L2 WEE12, utilsdbreplication repair
A~ RV TR TA R P =R EDT =BT Y vy =N EOTFT—% LEMT 2 &
INTEBELET,

T TAENDTRTD ) — REEET I, al X7 A—FEEBELET, 12OV T 277
A XY= REFREB LTV WAL, nodename /YT A —Z ZFEEL T,

utils A< K .
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. utils dbreplication repairreplicate

= #H
a2 REHEL ~UL 1
7w F T L— REEOf - e

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication repairreplicate

Zoa~vrRE VI9RE J—FRET—HLTWARAWF—ZE2BHEL, "7 viy F—X&
L—HTAEO /) —F T —HELEHLET,

utils dbreplication repairreplicate replicatename [{nodename| all}]

BX DA

AR E—F

NG A—B  FHEA
replicatename {163 5 BB AHE L £,

nodename WA EET D ) — RERELET,

all TRTOD /) — ROERAEETH L 2 RELET,

P (admin:)

ERLDAA RS54 /7 A—4 nodename |3, /X7 U v Z48ET 5 LIERY E¥A, TR T R/D ) — R

HUIETEET,

N

G Zoa<wrFiE, 7V vy ETEITTEET,

Y

G Zoawr NI, HROBREIEELETA,

ZEH
o~ REREL L ]
Ty L— REEOEM - "hE

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—¥t" A Cisco Unity Connection

. utils A< K
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utils dbreplication repairtable .

utils dbreplication repairtable

ZOavwrRE 7I9REZ J—FRET—HLTWARAWF—ZE2BHEL, "7V vy F—&
C—HT AL — REEELET,

utilsdbreplication repairtable tablename [{nodename|all}]

EX D& INTA—  FRBA
3

tablename &9 257 — 7 L EIRE L 7,

nodename A EWET D ) — REBELET,

all TRTCO /) — N CEREEET L LE2RELET,

avY R E—FK EEH  (admin:)

FREDHA FS14 Y

\)

C¥)  Zoa<wrPE, HROBEIEELEEA,

Z#
a2 REHEL ~UL 1
77— REFOfER ;- AIEE

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication reset

FeBER—=ZA LTV r—grZ )y FLTHEHESLET, VAT ATEENBEICETE S
NTnWnexid, Zoa~vr Rl L TEMAZERE X T,

utilsdbreplication reset {nodename| all}

BX DA INTA—7H E%EA
nodename BEEDY T A7 548 —
DEPEREREIND L O
BELET,

utils A< K .
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. utils dbreplication runtimestate

INTGA—4H SiBR
all 25 ZABANOFNTOHT R

7 T A N = OB A
FEINDEOITHEELET,

a<wY R E—F EHZE (admin:)

FEELEDHA KSqy O~y &, b= STRIMTREE4 VR ENT & ST D0kl A7 a T
To 1 DDV T AT T A NP =N N RIMT IREE4 277 L TV 558 1E, hostname /37 A —
FEREETLHILICEY, 2OV ="V by FTEET, 7 I7XF2EEY Y P DI
. al ST A—ZEERLET,

Je

EXh ZOavr FEFETTLHNC, VEy FFDTXTOYT X7 T A3 — 3T utils
dbreplication stop =~ > RZFEITL, ZDH, N7V v x $—_"THLIATLET,

Z 4
aw s REFHEL L 2
Ty 77 L— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication runtimestate

Zoawr R, TAR—2ZERU T o A0 AR L, 7T AXNOBERMREEZ H L
9,

utilsdbreplication runtimestate nodename

BX DA INTA— ERBA
3

nodename E—=%4%/— K&EELET,

avyY R E—FK EH (admin:)

BRLOAA Foqy /— NAREETS L, BIREN ) — FOa LT 5 % F b EMRIER ) S ET,

=2

gy RERHEL ~L @ 0

. utils A< K
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utils dbreplication setprocess .

T T L— RREOMEM - AlEE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication setprocess

ZDawy NI, WANIZK > CTHB S CTRBIEEED /— RER>7 7 2% (WAN TD 7
FARHKE) OB T p—< 2 %M EESFET,

utilsdbreplication setprocess [~ & & A]

B DEREA INTA—  EREA
3

process

FHOT— 5 =2, ZOffiE, 122540 FTTT,
77 4/ ME: 1

av YR E—F EHE (admin:)

FEREDHA FS14 Y

A\
AR process AV a VEARKEIGEVMEICRET D L. VAT A Y Y —ZADOHEENHENL
ESC AN
Ty T T L= RO%, HLWWA—Ta MU B DENAT o TR IX, F8) T
TOMEND Y £7,
Z %

a2 REHEL ~UL 1

T T L— REEOFEH  ARA]

utils dbreplication setrepltimeout

ZoAaAT Y NI RERY FAZTT—Z_X—2AFHOI A LT T FeRELET,

utilsdbreplication setrepltimeout timeout

utils A< K .
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. utils dbreplication status

L DEREA NS A— A
4
timeout LT = _X—=2E@RIOZ A4 L7 v MR (B) . ZOfEIE. 300725 3600 %
TTY,

7 7 /L ME 300 (543)

AT KR E—F B (admin:)

BERLDAA ESA Y OO T AT T AP SIAT Yy oy o NTHBETRT D L. ZO8 A ~—nRik
ESNET, 24 ~v—OHIRNEIND &, BHIOVT A7 T4 NP —3 BLOZ OB
B TR LMD T S TOH T Z7 T A NP, AT Yy oy SN L ORI TRy F
(T L DT — AR BIE LS T, BROYT 20 54 AR AT, ERIOS—
WED by FEEBHRGTT, KERZFAZTIE, Z0a~y FEEHLTF 74/ |
DIA LTI MELY bRELTH LT, Ry FICBDBEFT R T A RPF—ROEKE R
FIERTEET,

Je

Evbd VI REZEEROT T T L= RKBRET L, YT RT T AN Y= R_OERRFEYNERE S
nNiE=s, ZOEEFT 740 FD 300 (547) WRETZEEZBEOLET,

\)

B TV ovy $—RET T T L—KL, Ty 77 L—REONR—T 23 CHED
THEENE. OOV T AT FTA NP —"EH LY =R B2 DRI, 20X
A ~—lHERETHVLEND Y T, OV T AT T A4 NRP—"NEREZERT D L
NIV vy = NEZOH LWVMEIZESWTHER Y A ~—Z2RELE T,

EZ 46
o~ REFEL L ]
T w7 T L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication status

Zoa<wy NI, TR AGRHDORAT —HZ A TR L, 7T AXNOY— RN PEHG SN T
F—=EZNEP LT DEINEINERLET,

utilsdbreplication status {all | node| replicate}

. utils A< K
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utils dbreplication stop .

BXDEREA

ATV R E—F

EREDAARZA

\

G ZoavrRE ZI7AZORND ) —F (N7 U vy =) TORFATL T

o
|
n

55 B

all FTRCOV—NOAT—H A FRTDHEIHRELET,

node AT —H ABFRRTDH /) —RFEHRELET,

replicate 27 —% 2% R 7T HEBERELET,

B (admin:)

él/\o

Z¢
g REFEL~UL @ 0
Ty — REEOER - AW

1 F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication stop

Zoavy NiE, T2 ERO AR ELEIL L £ T, CLI =2~ Rutilsdbreplication
reset # 347 DHIZ, VT AT TA NP —R—=L TV o h—NR"TZDa~vy REFET
LET, Zoavr RiE, 7Y vy = N_TEITTDRNTHEEDOY T AT T A /8 =1
CTRIFFICFATTE ET,

utilsdbreplication stop {nodename| all}

BX DA

INT A—  ERBA
A

nodename 5 — & X— 2 ERO HEERE L EIET 5 ) — ROLFTZIE L £7,

all TRTCD /) — R TT—F_X—2F-ZIE I LET,

O R E—F

P (admin:)

EH®
g REEL~UL @ 1

utils A< K .
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. utils imdb_replication replication status

T 77 L— RO« RA]

1t FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils imdb_replication replication status

Zoawr R, BAIZBTAEY T2 ) — R XTEOAL L A®Y) T —FZX—2
(IMDB) L7V —a U NIELLBET D Z L 2MiE L £,

Z@dza~< Rt IMandPresence —E A J — FORENLD2—FT 4 VT 4 ZFEHL T, £
NENOEEST ST —X AT O IMDB 7—7 VTt Al D B L OEEIALEZFIITLET,

utils imdb replication status

avYRE—R HEE  (admin:)

FEREDAA KSq4Y =74 U T 4 ZIEWICFITT 5I21E, IMandPresence —E A 7 T A X D/ — R TRE S
NETRTOT 7 AT U4 —/LTHR— b 6603, 6604, 6605 NBHINVTWBMLERH D £,

Z 3T IMDB O 1EF 2 EMEIIEIARE T,

2

v FRHEL L 1 0

Ty T L— REEOM - AlEE

1 %52 © IM and Presence #— B A

utils diagnose
Zoavwry REMERTLE, VAT LOMEEZZKIL, BEMEEZITTEET,

utilsdiagnose { fix |list |test |version} [module name]

BXDERA INTA—H EREA
fix FTRTOBW AL FEETL, BBEOBHEERITLET,
hcs HCS —E XA TR FTRE/R T R ToORMia~ > FE2 U A FERRLET,
list R T N TORM 2~ FE Y A PRRLET,
module HihoOZWMia~y RERIZa~vr RO V—7%54T L, BEOBEEZFITL
£,
test TRTOZMa~y FE2FTLETH, MEOBEITEITLEEA,

. utils A< K
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aAvU R E—F

utils disaster_recovery backup network .

INTA—5 FREA
version LW T L — AT — T DNR—V g v EFERLET,

module name Z e Y o — L OLARTIEFIEE LT,

A (admin:)

2 #
v FRHEL~LN—2 3 Y DOBEIT0, £OMOT N TDONRT A =2 DE1T]

it F %4 : Unified Communications Manager, Unified Communications Manager?® IM and Presence
H—E A, I LW Cisco Unity Connection,

utils disaster_recovery backup network

VE—h =N INDEI N I T v 7 77 AT H1EREEZRLET,

utilsdisaster_recovery backup network [featurelist][path][servername][username]

B DEREA

ATV R E—F

FRLEDHA KS1 Y

INS A—  ERBA
3

[featurelist] X 7 7 & 7T HHRED Y X v &, H o ~XEY THELET,

[path] VE—h P—=NRNEDNRNY I T w7 77 A NDGFHEELET,

[servemname] N 77w T ANEEINT A —"OIP T FLAEITIHRA N4 52FLE
TO

[username] JE— f —Njza (o Th L XM ELRI—FLERLET,

B (admin:)

V" —RNEDT I FONRAT—=REATTTHEIICERT LT 07 MRERSN
F7,

E #H
av REEL~L 0 ]
T w7 L— RIGEOMER - AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils A< K .
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. utils disaster_recovery cancel_backup

utils disaster_recovery cancel_backup

ATV R E—F

FREDHA FS14 Y

Zoawr RiE, ETHONRNy I T v VaTdEFRy AL LET,
utils disaster_recovery cancel_backup [confirm]
EH¥ (admin:)

avw U ROANE, N 7T v 7 DXy BMIOWTHERT HALERHY £7, YE2HT L
RNy T v 7TRnFxy s, ThSOF—2MT Ly 77 v 7BFITLET,

E

o~ REFEL L ]

Ty 77 L— RREOREH] « ATRE

ji F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

il

admin: utils disaster recovery cancel backup yes
Cancelling backup...
Backup cancelled successfully.

utils disaster_recovery device add network

ZoavwrRiE, Xyl T T Ry NT—7 TRAL RAEBMLET,

utilsdisaster_recovery device add network devicename path server_namei/ip_address username
[Number_of backups]

BXDEREA

INTA—4H i BA
devicename BIMTERy 77 o7 TAL AOLFIERELET (WAH) |
path NPT oD TNRARERETHRAEBELET (KA

server_namefip address N 7 7 o 7 7 A A ENTHDAF—RDFR R ML EIXIP T
RLREHEELET (WH) .

username UEe—h v 0BT AT ODICNER—F ID ZEELFET W
) .

[Number_of_backups] %> h0—2 7 ¢ L2 b U HEHIT 53y 2 7 7 Ol sEE LET
(F7ANVME2) o TORTA—HTAT Va2 TY,

. utils A< K
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utils disaster_recovery device delete .

avy R E—FK EELH  (admin:)

ZEH
o~ REREL L ]
T w77 L— REEOMEM - "hE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

1

admin: utils disaster recovery device add network networkDevice /root 10.77.31.116 root
3

utils disaster_recovery device delete
Zoavy RiE, BESNET AL AZHIBRLET,

utilsdisaster_recovery device delete
device_name*

X DR NS A— B
2
device name Y4255 /3A ADAFTTT,
* AV a— VIZBEHEHT BTN T A, AZfRE, BEFEOTXTOT A A%
HIBR L 9,
avY kR E—FK B (admin:)

FREDAA M4 E &
o< REHEL ~UL 1
T L— RO - KA

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 2 I Cisco Unity Connection

utils disaster_recovery device list

FTRTCONRNY I T T TNAZADT N AL THAA R ZAT | BROT A A NRRAZFRIR
L%,

utils A< K .
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. utils disaster_recovery estimate_tar_size

utils disaster_recovery devicelist

avY R E—FK EELH  (admin:)
E#&
gy REFEL L ]
Ty L— RO/ AR

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils disaster_recovery estimate_tar_size

o< R, SFTP =723 0 — 0T 3, AL BRI LIz Ny 7T v 7T OHEE Y A
Rt U E T,

utilsdisaster _recovery estimate_tar_size utilsdisaster_recovery devicelist

BX DA INTA—  EREA
3

featurdist v 77 o 7T HHRED ) A R a, B~ KUY TIRELET,

avY kK E—FK HHFE (admin:)

E #
a2 REHEL ~UL 1
T L— RO - KA

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 2, I Cisco Unity Connection

utils disaster_recovery history
Zoawy Rt ROy 77 v 7 EETOBREEFR R LET,

utilsdisaster_recovery history  [Ei1F]

BX DA INT A— ERBA

E(a Ny 2Ty TEEFETEHEELET,

. utils A< K
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aAvU R E—F

utils disaster_recovery jschLogs operation .

B (admin:)

EZH
A~ NRHEL~L
T ST L— REFOREA -

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

1

admin: utils disaster recovery history backup

Tar Filename: Backup Device: Completed On: Result: Backup Type: Features Backed Up:
2009-10-30-14-53-32.tar TAPE Fri Oct 30 14:55:31 CDT 2009 ERROR MANUAL
2009-12-10-10-30-17.tar TAPE Thu Dec 10 10:35:22 CST 2009 SUCCESS MANUAL CDR_CAR,CCM

utils disaster_recovery jschLogs operation

ZOm~r N, FEMZR ISch v ¥ o VAR E -1 LE T,

utilsdisaster_recovery jschlLogs operation [E{E]

BX DA

AR E—F

NS A— FRBA

N 1E BE D4 il (enable F 7213 disable) Z#48E L £ 7,

EHHE (admin:)

ZEH
gy RERHEL ~L @ 1
T o7 L— REFOFE A AIRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils disaster_recovery prepare restore pub_from_sub

Zoavy RiE, $TRITTAN) = b7 Y vy ) — ROETLEREET D720 D % A
7 L ET,

utils A< K .
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. utils disaster_recovery restore network

A\

ATV R E—F

GE) ZoavwrRE, X7V vy )= KRBT RI TAN ) — KT —ZRX—= 2 S

BLOETSNESGGICOREHENET, BEOFIET, VE— My 277 v 7Y —
AT —HEZE LT 5RO, Bl shEd, 7Y vy ) — ROEHE
SNk, Tut R — FERZHATLENIC, Z0a~xy FeERT205ERHY
‘j‘o

utilsdisaster_recovery preparerestore pub_from_sub

EHFE (admin:)

Z #
gy RERHEL ~L @ 1
Ty 7T L— REEOER « ARWA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils disaster_recovery restore network

Zoawry Rt VE—M—RZ2EILLET, AL TAZRNOY T AT T AN ) — K&
LT DHHENC, =T 7 A Rala=hr—gr~RFr—V vy =T Vv v/ —RNEELTT N
TRHD ET, IMAnd LBV A —ER ) — REETLTHHAIE. RICY TAXNOYT
AT FAN) = REETT DRI, T—FX—=AXTV v x ) —RNEETTIZLERHD F
7

utilsdisaster_recovery restore network restore server tarfilename devicename

B DEREA

O R E—F

INT A—4A  FRBA
resore saver #E9AY E— R —ROKR R N EFEELET,

tarfilename 15504 % 7 7 A L OARTEZIEE L £,

devicename 7 7 A N EE LT DT A ADOLFTIEIEE L ET,

A (admin:)

EH4#
g REEL~UL @ 1
T 7T L— REEOFER - nRE

. utils A< K
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utils disaster_recovery schedule add .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils disaster_recovery schedule add
ZOavwry RE, RESNTWDHAT Y a—/LZBMLET,

utilsdisaster _recovery scheduleadd schedulename devicename featurelist datetime frequency

X DEREA INT A—4A ERBER
shedllename 2 7 2 o2 — S D4 ET AR L ET (WH)

devicename 22—V 7B TR TWDET A ADA4RTERLET (WH) .

featurelist o /7 o T FTEHH UV EKGIVEREY A AR LET WA .

datetime 24V a—FEFETHAMNEELET WH) . yyyymm/dd-hh:mm &5
T 24 BRI TS E L £,

frequency  No T o TEAERT AL IICAT Va— NV ERETHHEERLE T, B 1
B, Bk, Bk, HiR,

ATV K E—F B (admin:)

=z %
g REEL~UL @ 1
T 7T L— RO - KA

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—r 2 I Cisco Unity Connection

utils disaster_recovery schedule
Zoawr R, BESNEAY Y a—NEA X—TNERIET 42— M LET,

utilsdisaster_recovery schedule {enable|disable} [schedulename]

B DEREA INTG A—4B FREA
enable BESNTEAT Y 2a—NVEA R—TMILET,

disable BESNIEAT YV a— N ETF 4 =T M LET,

shedulename 2 73 2 — 5 O4RTEFE L ET,

utils A< K .
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. utils disaster_recovery schedule delete

AT R E—FR ‘EHF (admin:)
=4
o~ REREL L ]
T T — REEOER © K]

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

1

admin: utils disaster recovery schedule enable schedulel
Schedule enabled successfully.

utils disaster_recovery schedule delete
Zoawy RiE, BRESNTWERAFZ Y 22—V EHIBLET,

utilsdisaster_recovery schedule delete schedulename

EX DR INT A=A ERER
schedulename {423 2472 o — /L O4RTIEE LET,

AavY R E—F EEE  (admin:)

EZH
gy RERHEL ~L @ ]
T 77— RO - AR

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils disaster_recovery schedule disable
Zoaxry R, BESNTVWDOIAT YV a—VE B LET,

utilsdisaster_recovery schedule disable schedulename

B DERA INTA—R FHEA
schedulename #5244 A 7Y 2 — L O4 T EFE L E T,

. utils A< K
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aAvU R E—F

utils disaster_recovery schedule list .

B (admin:)

E #
o~ REREL L ]
T oI L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils disaster_recovery schedule list

aAvU R E—F

BEINTNBRTY 2 —LEFRr LET,
utilsdisaster_recovery schedulelist

FHE (admin:)

= #H
a2 REHEL ~UL 1
Ty F T L— REEOfH - ATE

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A ¥ IO Cisco Unity Connection

1

admin: utils disaster recovery schedule list
schedule name device name Schedule Status
schedulel device 1 enabled
schedule2 device 2 disabled

utils disaster_recovery show_backupfiles

Zoawy N, REGHTTTHERARER Ny 77 v 77 7 A L OIERZ TG LT,

utilsdisaster_recovery show_backupfiles devicename

B DEREA

INTA— A
3

devicename z kL — OB 7T v T T 7 A NEFRTDHTNA ZADLFITHFELE
ﬁ‘o

utils A< K .
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. utils disaster_recovery show_registration

avY R E—FK EELH  (admin:)
2
a~ Y REFEL L 2 0
Ty 7L — RO/ AR

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils disaster_recovery show_registration

Zoa<wy NI, BEENEZT—RNCEGEINTWAE 7 A —F vy BLOarR—x 2 haFRR
LE9,

utilsdisaster_recovery show_registration hostname

XD INT A—  EHBR
A

hostname ikl A £nT D — N EHRELET,

av YR E—F EH# (admin:)

FHEDASA KM E #
a2 REHEL ~UL 1
Ty T L— RO - A

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E R ¥ IO Cisco Unity Connection

utils disaster_recovery status
ZOavy R, BUEONRNy 77 vy T EIIIELY a TOAT — X A FRLET,

utilsdisaster _recovery status Eh{E

BX DA INTA— ERBA

EUl= HEATHOEMED 4 (backup F 7= restore) ZF5E L £7,

avU R E—R EEE  (admin:)

. utils A< K
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utils EnhancedSecurityMode disable .

EZ#H
a2 REHEL ~UL 1
Ty T L— RO AT

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils EnhancedSecurityMode disable

ATV R E—F

o~ RiX, ¥ A7 A EnhancedSecurityMode & — R &GN Z L E9, Z DT — R84
HE, VAT ANFHESLET,

utils EnhancedSecurityM ode disable

EH#E (admin:)

Z #
gy REFEL UL 4
Ty 7T L— REEOFER - ARWA]

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils EnhancedSecurityMode enable

aAvU R E—F

2= Ki&, A7 A TEnhancedSecurityMode E— REZF NI LET, ZDOE— REFIIT
HE, VAT ANHEHLET,

utils EnhancedSecurityM ode enable

A (admin:)

ZEH
o<y REFHEL UL 4
Ty 77 L— RO - RA]

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X I L Cisco Unity Connection

utils A< K .
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. utils EnhancedSecurityMode status

utils EnhancedSecurityMode status

a2 RiX, VA7 A7) EnhancedSecurityMode “E— R & JF EnhancedSecurityMode E— FD £ 5
OTEIELTWANERRLET,

utils EnhancedSecurityM ode status

Aa<vY R E—F HHZE (admin:)

EH
gy RERHEL ~L @ 0
T o7 L— REFOE A  FIRE

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils filebeat config
a<y RiE, FHEZ v v — KT572800 Logstash — O AR TE L E 7,

utilsfilebeat configl P addressport numberlog type

BX DA INTA—4 ERBA
IP address Logstash P—RXDOIPT KL A& AT] LiTo

port Logstash #— DR — +ESE AN LET,
number

log type Logstash —/ 27 v 7' — RT o MERNHLu 7 2 A4 T2 AT LET,

F7-. TLS AT 52 L2k 5T, FileBeat ¥ 2T 4 CIR#ET L L TEET,
WNRIA—RERETDHE, WOTa LT "BRFERINNET,
TLS AL T, filebeat V' —ERZEX=2UT ¢ TIREL ET 0

Enter (yes/no) ?

TLS Z AT HI121%., YesE AL ET,

avU R E—F B (admin:)

S
Ay RREL L 14
Ty 77— RO - R

. utils A< K
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utils filebeat disable [JJ}

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils filebeat disable
a<yr Rit. VAT A filebeat 32 E % 4 LE 9,

utilsfilebeat disable

avY kK E—FK B (admin:)

EH4®
o< REFHEL ~UL 4
T w7 L— RO - KA

i FH x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—r 2 I Cisco Unity Connection

utils filebeat enable
o< Nit. VAT AT filebeat DEEE BN LET,

utilsfilebeat disable

avY R E—FR EHE  (admin:)

S
vy NEFHEL -~V 2 4
Ty 77— RO R

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils filebeat status
a< 2 R, filebeat NET SN TWAEMLE I N, BILOFORTEMHEEZFZRLET,

utilsfilebeat status

Aa<vY R E—FK HHZE (admin:)

utils A< K .
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utils 372 F |

EH
a2 REfHEL ~UL : 4
Ty L— REEOFER - ARA]

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils filebeat tls

ZDa~ RiX, FileBeat 7 74 7 > b & logstash r— D@ FEH DO~ = k=1 & LT Transport
Layer Security (TLS) 1.2 Zg%E L7, T KV, RN IEEDO T A KT A T S

72 DOEHTH S FileBeat 7 7 A 7 2 b & logstash H— S D & o 7 228G N ATHEIC 72 0 F
@—O

AF I IAT VT T FTIE, BERARA MBGESER SNET, TDo, GEHEL
— BT 5B A A 4 (FQDN) TH—RNZRET OLEND Y T3,

utilsfilebeat tls {enable| disable| status}

B DB

i
&

AR E—F

utils fior

INT A—  EREA
3

enable Filebeat 7 7 A 77 & Logstash % — D& ¥ o 7 e 2 AN LE T,

disable FileBeat 7 54 7 > b ® TLS ZEh2 UE 7,

status TLS DATFT —F A FKpRr LET,

A (admin:)

=z %
o<y REHEL ~UL 4

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
-2

tX¥ o U7 ¢ GEHE % Logstash —/3725 Unified Communications Manager 35 J2 U IM and
Presence —E 2 L0 tomecat [EfHA N 727 v 70— R T2 0ERH Y £,

Zoavwr  REFHTLE, =D V0EREFE=HF ) T TEET, 77ANLT0 LR—T 4
YT HP—ERE, TR AT LT 7 AV VO ENET DI —FN R—ADT —F &R
Li‘g“o

. utils A< K
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utils fior disable [

utilsfior

ATV R E—F

B (admin:)

E H#
oy REFEL L ]
T w77 L— REEOMF R - ARE

jti Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils fior disable

Zoawy N, o MEHEROETE=4 Y 7 EEHCL, VAT ATNEINTZTXTOE
=BV T 2RI LET, FE=F Y S BERCL, F=F ) T2 THERAENRD
T4 A7 AT A, Zoa~wr REFEHLET,

utilsfior disable

O R E—F

B (admin:)

=z %
g REEL~UL @ 1
T 7T L— REEOFER - AHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—r 2 I Cisco Unity Connection

utils fior enable

Zoawy N, o EHBEROTE=XY v T A F—T NI LET,

N

CE) oo~y NI, ==X 7 2nT2rcERLET,

utilsfior enable

O R E—F

A (admin:)

E H4#
g REEL~UL @ 1

utils A< K .
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B utils fior list

T 77— RREOMEH - AlEE

1t FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— B A, I L Cisco Unity Connection

utils fior list

Toa<wy RiE, TR TOTeERADOI0 ARy FE U A RERLET,

utilsfior list
avY kR E—FK B (admin:)
EH

o< REHEL ~UL 1
T w77 L— RO FlHEE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 A, I Cisco Unity Connection

utils fior start

Zoa~r RiL, ilo statistics utility DE =XV 7 L F—ZINEEZBKBLET, T=X ) T
MR END &, o itT =N T Ty v 7 r—su 7 lZESNET, 20T —F OHPH
F. 1HHZVHRK2SMB T, 7—XiX, 7—XREOTARICIE—T —va v EhET,
DT —H X, ilo statistics utility DE =X U > 7 H MG LI BICHIBR SN E T,

\}

B ==XV IRBBINDENT, o feHEHRL—T 4 VT s OF=F ) IR
HEIWLET,

utilsfior start

avY R E—R EEE  (admin:)

E H
gy REFEL L ]
T P L— KR - ATRE

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

. utils A< K
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utils fior status .

utils fior status

Z @Mz~ R, i/o statistics monitoring utility D A7 — & A& FK/R L ET,

utilsfior status

avY R E—R BB (admin:)

E H
oy REFEL L ]
T w77 L— RO - AIRE

it Fl %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
P —E A, I LW Cisco Unity Connection

utils fior stop

Doy R, o HEEROE=F ) T —2INERELLES, 2L, Z0av
U RIIINE SN T — 2 ZHIBRLET A,

)

GE) Vo HEHERBAREIIRTHAIE, 77y b7+ —2ulnbDE=F ) I T7 =40
V=0T T BRI LET,

utilsfior stop

avURE—R BELE (admin:)

E #
avy REEL~IL 2 ]
Ty 77 L— REEOMEM - "hE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils fior top
Zoavr RiE, 2wy RETRO VO Ny R a2 20 /0 #HaHEHmo U A & ERR L
i‘ﬂ—o
utilsfior top

utils A< K .



. utils fips

aAvU R E—F

utils 372 F |

B (admin:)

E

avy REEL L 0]

Ty 77— RO/ ¢ Alhe

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils fips
A\
FE FIPS ©— RFIX, FIPS ¥l Y U — A 721 TH AR — b &4 E$, Unified Communications
Manager® FIPS FEVEHLO N— 2 2T » 77 L— R 5R1IZ, 47 FIPS £— R % M%)
LTSN,
FIPS LD U ) —2 & 2DV U —ZADFEAFE LR 5121, https://www.cisco.com/c/
en/us/solutions/industries/government/global-government-certifications/fips-140.html @ FIPS140
DEFaA FPEBRLTIZS N,
ZmDa< NiX, FIPS 1402 E— K& A X —TNVEET 4 —7 iz LEd, £/, FIPS
1402 E— ROAT —H 2% F/RLET, FIPS140-2E— RiZ7T 74 /L N TT 4 E—7 /LT,
FIPS %A 3 —T7 I TE 5 DITEHEDHRTT,
utilsfips {enable| disable| status}
BX DA INS A —  FiEA
3

AR E—F

enable FIPS 1402 E— N%& 7 7T 4 71 LE7,

disable  FIPS 140-2 E— RZIHT 7T 1 72 LE1,

status FIPS 1402 FE— RDORAT—FZ 2% F R LET,

FHE (admin:)

FRLEODAA KSA4 Y

FIPS E— RZ BT BRI, VAT L RN I T v T 2FITT22 L 2HELE4, FIPSD
F v 7 NEBIRFIZERLEZEST. AT A2 L, 185751212V 30 CD B MLEZ
9 FET,

FIPS 140-2 E— R & A X —T7 VIZT DHHIC, ROREEBFEB LTI TEI0,

. utils A< K
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utils fips_common_criteria .

« FE FIPS £ — K725 FIPS &£ — RIZHI Y #x 723813, MD5 B L OVDES 7' b =L dikRE
LEHA,

¢ FIPSE— K&V —NTA RX—T /M L72%IE, =Y 77—k L, BN IERICFEE
ﬁéﬂéi?ﬁ%bfﬂg\W@ﬁ*ﬂﬁﬂﬂ%4*%7WKLT<té%o

* FIPS “&— K ClX. IM and Presence — £ &% Racoon (FIPS KRFE) Dft4> Y |Z Red Hat

Openswan (FIPS fRAEH #A) Z#H L £, Raccoon D&F = VU7 1 7RV v —IZ, FIPS T

RENTWRWEEEENRE EN TV D HE, CLI a2~ KX, FIPS T/HAR S LT HREA
HALTEX 2T RV —2ERLETEIORRLTKTLET,

\}

GE)  FEBAEB XL OVSSH F—i%, FIPS B U T, HEIMICHAR SN E T,

FIPS 140-2 E— K% T 4 E—7/WZT DI, ROREZRBLET, By — 07 FAHXT
F BV —NFEINCT B =TT 2 RER B Y T, FIPSE— FIZ7 7 AZ2KTT ¢
=TI TERNWED, =B TT =T ML TLEESN,

FIPS 140-2 [ZF— F& A X =7 /M LTctk, RORZBELET, VoI =T T72%
ZEA LTV, FIPS £— K& A % —7 /W2 T HHIC [Prepare Cluster for Rolback to pre 8.0

TUH—TTARNT A= O EZRIR LT GA X, T TOEEES Y — N IEF I8 6%
SN EEMERLTHD, ZONRTA—FET 4 Z—T /LT,

IM and Presence #— E A @ FIPS 140-2 & — R & AN E 71X T HH1IC, RO Z L EBE

T<L 7Z&Vy, IM and Presence — B A M FIPS 140-2 E— R & A0 E 72130245 &, Tomeat
REREN ARSIV, / — R2FEE) L £ 97, Intercluster Sync Agent (%, #r L > Tomcat FEH]
Ha I AZPRTEBILET, ZORBNET TS E TITIEIRK 30 0000 £3, HLn
Tomcat ;EFEN 7 7 A X 2R TR 45 £ T, IMand Presence ' —E A H T X7 F A4 R

/ — FiXIMand Presence —E A T —H X—Z X7V vy J—RRDERICT /2 ATEE
Th, 722X, V7 A2 F A3 ) — KT Cisco Unified Serviceability GUIL |Z & 7 1 > L7z =2—
H#iZ. IM and Presence — £ A ?‘“-5’“*‘“—1 N7 vy /J— ROV —ERAEZRRTEEY
ho FINETTHET, 2—HIZIE, FEAEFISMZ LD — " ~DOEH 2L TE RN &
%819 5, Connection to server cannot be established (certificate

exception) EWH A v —UNRERINET,

EZH
aw 2 REFHEL L 0
Ty L— RO« RA]

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils fips_common_criteria

Zoa=wy NI, VAT AOEEEE—-FERELE T,

utils A< K .
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[ utils firewall ipva debug

utilsfips_ common_criteria {enable| disable| status}

XN INS A—  ERBR
A

enable VAT AOIREEE— FEACLET,

disable VAT AOHEENET— FAEAEIC L E9,
AR — SR ENIC > TV DEEIE. B/NTLS A=V g UV ERET D20

D7 T MRFRENET,
status VAT AOIREET — RORT —F 252 FR LET,
ATV R E—FR R (admin:)

EELEOHA KS4> TLS A=V a 1.0 Z26H Lot = 7T, BT — REAIC LeRITFrshE
H A, FIPSE— N, JHEEEE— FZ20CT 2 &SR £3, mEgEs— %
FRNETITENC L TH, sEAEAFAERTHILEIIH Y /A, 72720, FIPSZHE 1T
N TBHITIE, GEHEZEOFAERE E BV AT LA HEETILERH Y £9,

Z %

aw s REFHEL L 2

Ty 7T L— RO - ATEE

1 FH%}5 : Unified Communications Manager %3 2 OV IM and Presence $— B &

N

(G¥)  Z® CLI =~ KX Cisco Unity Connection (Z /3 H S v EH A,

utils firewall ipv4 debug

Zoa<wyRE IPA T 7 AT O —NVDT NNy T2 F o E3A 71 LET, time/ 3T A —
HEANTTLI2WGE, T2y 705 pilA 220 9,

utilsfirewall ipv4 debug {off[time]}

X DA NS A—  ERBH
A
off IPV4T7 7 AT T3 —DF Ny T hFT7IZLET, time/XT7 A—FZ ALz

BE. 77 AT =ML SHMT 4 =T R0 £,

. utils A< K



| wilsaw>r
utils firewall ipvd [}

INT A—  EREA

3
time UEE) 77 AT T4+ —ADF Ry ThA 32 —7 MIT 5% KO TRE
L/i—g—o
e 4y : 0~1440m
o IREfE] : 0~23h
o B[4 L0V 0~23h 0~60m
AT RE—F EHFE (admin:)
Z #

vy REHEL L ]

T 77— REFOfER ¢ AIEE

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
£ A — B R $5 LU Cisco Unity Connection,

utils firewall ipv4

TDa<w R, IPVEA 77 AT O —IVEAR—TNV/T 4= NI LET,

utilsfirewall ipv4 {enable| disable[time] }

B DEREA INT A —  EREA
3

enable IPvd 7 7 AT O —N%EAF N LET,

disable IPV47 7 AT U5 —NEFT7IZLET, time/NT A—Z & ATJLIRWEE. 77
AT T — L5 5T 4 v—T 20 £97,

time (fER) 77 AT U —NET 4 E—T M DR E RO TRELET,
« %3 1 0~1440m
« I : 0~23h
« RfF L OV : 0~23h 0~60m

avY R E—FK HEH  (admin:)

utils A< K .



B utils firewall ipva list

utils 372 F |

= #H
a2 REHEL ~UL 1
7w F T L— REEOf - e

i F x4 © Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
£ 2% —E 2 3 LU Cisco Unity Connection,

utils firewall ipv4 list

AU R E—F

ZOATY NI IPVA T 7 AT U — IV OBUEDREZ R R LE T,
utilsfirewall ipv4 list

B (admin:)

=5
oy REFEL UL 2 0
T P L— REROE - AlRE

1 %52 © Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
B A — B R $5 LU Cisco Unity Connection,

utils firewall ipv4 status

aAvU R E—F

ZOav U RiE, IPVA 77 AT U —NVDBEDRAT = 2R LET,
utilsfirewall ipv4 status

EHHE (admin:)

EZH
a~ Y REFEL L 2 0
T w7 L— RIGEOMER : FlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 JL OV L
£ A% — B X} LW Cisco Unity Connection,

utils firewall ipv6 debug

Toawy N, BESNFEHBIChESTIPVG 77 AT T+ —NVADOF Ny T+ I LE
T, BT 7 40 ML 54T,

. utils A< K
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utils firewall ipvé  [JJ}

\)

(GE¥)  Cisco Business Edition 5000 Ti%, IPv6 IV A — SN TWEHE A,

utilsipvé firewall debug {off[time]}

EX DA INT A—  ERBR
A
off EBIPV6 7 7 A T U4 —ILDFT Ny T F 71 LET, time/ ST A—Z & ASIL
WS, Zoa~r Rt T 740 FOBBOEICHE> T T 7 A T U —/V i
N L E T,
time EE) 77AT U4+ — VDT Ny T A 2= M T 5 MM EZROBARTHRE
L/i—a—o

« 43 : 0~1440m
« [ : 0~23h
- 35 L OV 1 0~23h 0~60m

AT KR E—F B (admin:)

Z #
gy REEL~L ;1
T 7T L— REEOER - AJRE

Ji# %t 22 : Unified Communications Manager 33 J2 U8 Cisco Unity Connection,

utils firewall ipv6

TOav U RE IPV6 77 AT U —NVEAX—TNT =T M LET,
Y

(G¥)  Cisco Business Edition 5000 TiX. IPv6 [TV A — F N TWEHA,

utilsfirewall ipv6 {enable| disable[time] }

B DEREA INT A —  EREA
3

enable IPVv6 7 7 AT A —NEA N LET,

utils A< K .



I utils firewall ipv6 list

utils 372 F |

RS A— B

disable IPv6 7 7 AT U —/LaF7ICLET, time/XT A —ZEZ AN LBRWEE, 77
AT T+ =L 5 5T 4 —T iz 9,

time IE) 774 T 94— N%EF 4 E—7 T 282 RO THRELET,
« %y 1 0~1440m
« IF[# : 0~23h

« I3 L OV © 0~23h 0~60m

O R E—F

FEREDHA K4V

A (admin:)

ZOARURE, TrAT I —NT =T N A XR—=T NVETIT 4 B =T MTT D7Dl
HTEET, USGv6 7'r 7 7 A )LD a7 T4 7T ADT=H|Z Unified Communications Manager
AT ANTOEHEE. T A MEBRBT AN 23REHICH/ZV IPV6 7 7 A T U 4 — L T —T )L
BT AB—T VT OMERDH Y £,

=

a<v REHEL L 0

T w77 L— REEOREHR] © AlRE

1 %14 : Unified Communications Manager 33 J2 UF Cisco Unity Connection,

utils firewall ipv6 list

ZOa<wy NI, IPV6 77 AT U A—VOBEOREERRLET,

\}

(GE)  Cisco Business Edition 5000 TiZ. IPv6 1TV AR — F SN TWEF A,

AR E—F

utilsfirewall ipv6 list

FHAE (admin:)

=

a~v U REFHEL L 0

T w77 L— REEOREH] © AlRE

1 %15 : Unified Communications Manager 33 J2 UF Cisco Unity Connection,

. utils A< K
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utils firewall ipv6 status .

utils firewall ipv6 status

COawry R IPV6 77 AT I A —IVDBEDAT —F A FK R LET,
Y

(GEX)  Cisco Business Edition 5000 Ti%, IPv6 IV A — SN TWEHE A,

utilsfirewall ipv6 status

avU R E—F B (admin:)

=

a< U REHEL L 0

T w77 L— REEOEHR] © AlRE

1 %14 : Unified Communications Manager 33 J2 UY Cisco Unity Connection,

utils ha failover

Zoavwy NI, BED /) — RFOFE 7 = — VA — —%BELET, 2D & X, CiscoServer
RecoveryManager (IZ LV | BEENBAELZ ) —ROZ VT 4 I —ERABMEIEZ L, 73T
Da—YFNNRy 7T v ) — RIZBITESNET,

IM and Presence / — RDEHE. /N7 7 7 7 — RIZH]D IM and Presence %—/3Td 5 M3
NV ET, N7 v TP —RERETHENZ, 20O —N[E UBEAFOTTE 7 V—71C
FVHETONTVDIRENRDY £9, BEFOILR 7 L—TIZHD Y ToNIMOY— %2 Sy
IT T = NITHRELET,

utilshafailover {node name}

BX DA INTG A=A B

node name FH T = — IV —— 5 ET
5/ —KREREELET,

AT KR E—F B (admin:)

=25

1t F %142 : Unified Communications Manager 3 &2 O} Unified Communications Manager @ IM and
Presence #— &'

utils A< K .
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[ utils ha faliback

Tz —JLA—/\—D4Hl

admin: ha failover shorty-cups

Initiate Manual Failover for Node > shorty-cups

Request SUCCESSFUL.

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Taking Over Reason: On Admin Request
Node 2 Name : shorty-cups State: Failover Reason: On Admin Request

utils ha fallback

Zoawr R, BED/ — ROTFE 7 +— Ny 7 Bt LES, D& X, Cisco Server
RecoveryManager \Z &0 777 4 772 ) — R T VT 4 AN —ERARFEE I, 2—Fi%
TIT 47— RICRENET,

utilshafallback node name

X DR INT A —
A

nodename Ff) 7 4 —Nw 7 BZEITTSH ) — REHRELET,

t8A

aAavURE—FR BELE (admin:)

=25

1t F %142 : Unified Communications Manager 3 &2 O} Unified Communications Manager @ IM and
Presence — '

fallback o 45l

admin: ha fallback shorty-cups

Initiate Manual fallback for Node >shorty-cups<

Request SUCCESSFUL.

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Falling Back Reason: On Admin Request
Node 2 Name : shorty-cups State: Taking Back Reason: On Admin Request

utils haproxy set {required|optional|disable} client-auth

Zoawy RI, BESNTZR—FTDI IFAT v FNRGEDHZHRT L E T, FIETHAR— bk
INTWAIEIL, WA, A7 3>, F721% Disable T,

ROFL, R—FDT 74/ MEZTRLTHET,

. utils A< K
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utils haproxy set {required|optional|disable} client-auth .

£ 1: R— DT T+ ME

R—k TIAIME
6971 T ayv
6972 FTva v
9443 Required

A\

BE ATV RRIEET 74V MEUADO L DIZRET D &, BERAREEL 5 2 5 aliElk
NHYFET, ZHEDfEIZ., Cisco TACteam DT K34 Ao TOAREE L TL I E
/A

utils haproxy set {required | optional | disable}client-auth portnum

BX DA INTA—7H £ EA
portnum HAProxy 27 74 7 o MRk Z gk €T HAR— b
Forx AT LET,

G PR—F SN TVLHR— FEFIT
6971, 6972, 9443 T,

required RESNIZAR—NTZ 747 v MBFEDfE %
T ICRGELET,

optional REESNZR—FTY 74T v MNRGEDE %
(F7var] ITRELET,

disable FRESNIZAR— T 747~ FBREDIEE
MR ICBRELET,

a<vY R E—F EHE (admin:)

ERLDHA KSq> 2 —F036971, 6972, 72139443 5 Dportnumfliz AJ) L7856 AR — &%
ANTH1eODTT—=A vy —VRERINET,

« B FLE 13 help utils haproxy set optional client-auth 2~ > R&ZFEITLC, ~V7 ar7
VERRNTEET,

o N— FEFL LHXEéMTb\Z37747/ FRFHEIX, 7y 7 L— R iSJ:U\ﬁ:/f‘Tj‘X
HZYNY AT ADR)EHEH LTy 77y TOFATHICRFF S, HooshvET,

«[Z 74 7 > MEZFLE (client authentication)] % [ [#4ZH (required| )] IZFXET D &, H— \F
TIAT LV INOLOFAEEZERLET, 77472 M, BRINGEAELZ Y —Z
TR THMERDY 9, 207D, ERIFIHICYH—ERITIEETEET,

utils A< K .
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. utils haproxy set{required|optional|disable} client-auth

«[7 T A 7 > NFRGE (client authentication [)] ]% [4 7L 3 > (optiona)| \IZFRET H &, H—
NEZTAT M PoOFEHELZERLET, BERINTAHAEN 7 747 MTLoT
Y= NRENRVEE TS, BERIIZALEO Y —ERTEHERTE £,

«[Z 74 7 > MERRE (client authentication)] % [ %) (disable] )] I[CFXET H &, H—NF7
FTAT VY ELOREHEZERLER A,

cZDavwy REFEFTTHE, HAProxy 7 ok ARNEHEE L9,

EZ &
a2 REHEL ~UL 1

1 %5 : Unified Communications Manager

il

admin:utils haproxy set required client-auth 6971

This command will result in the HA Proxy service set the client
authentication as per your specification and restart the
HAProxy process. Restarting of the HAProxy process might
result in momentary disconnection of all Phones and Jabber
clients that are accessing this service for secure
configuration file downloads. It is recommended this

operation be performed during off-busy hours and ensure

there are no TFTP operations in progress.

Warning: Setting the client authentication to anything other
than default value could have serious implications.

Please change these values only as per Cisco TAC team's advise
Do you want to continue (yes/no) ? yes

Successfully set client authentication to required

HAProxy Process already running .. restarting
admin:

admin:utils haproxy set disable client-auth 6972

HAProxy client authentication is already set to
disable on port 6972 . No action will be taken.

admin:utils haproxy client-auth set 1234 disable
Please enter valid values for the port.
Supported values are 6971, 6972 and 9443

admin:help utils haproxy set required client-auth 6971

utils haproxy set required client-auth

This command updates the value of client authentication
as required on specified port.

Example:

admin:utils haproxy set required client-auth 6971
HAProxy client authentication is already set to
required on port 6971. No action will be taken.

admin:

. utils A< K



| wilsaw>r
utils haproxy set num-threads .

utils haproxy set num-threads

ZPawy RiE, HAProxy h—E R K> TEMREIND ALy ROKEHREL T,
A

EH OIZORTA—EET T3V MEUANOIEIZRET S &, ERARZENEL D REEN D
DET, TNOHDOEIE, CiscoTACF—LDT RAAL 2> THOHBEF LTI E W,

D%

utils haproxy set num-threads numThreads

BX DA INT A=A s EA
numThreads RET S HAProxy ALy RO¥AE A L
R

GE) T 74NV MEF1 T,

ALy FEOPR—hERTHDHIE
1L 20 30 BEUMTY,

ATV K E—F B (admin:)

EELOHA RS4RI 2, 3, T4 ONumthreadsfifi 2 A L7235801E, =7 — X v b=V Rk
RS AL, haproxy ALy NOFRREEANTITDH LD 7,

EFLE X help utilshaproxy set num-threads =~ > RZFE{TL T, ~VF arvs o Yiak
RTEET,

FRE SN 7z numThreads fElX, 7 v 77 L — K, BEOFT 4V 2AX U BN 2T A
(DRS) #fEH L7z 7 7 v TOFEITHICREF S, HxshvET,

« Za~y FEEFT S L. HAProxy 7 1k 2 S FEE) L £,

Z #
a2 REHEL ~UL ;1

1 %42 © Unified Communications Manager

1

admin:utils haproxy set num-threads 3

This command will result in the HAProxy service spawn as many threads
as you have specified and restart the HAProxy process. Restarting of
the HAProxy process might result in momentary disconnection of all
Phones and Jabber clients that are accessing this service for

secure configuration file downloads and authenticated users data

utils A< K .



. utils ha recover

utils 372 F |

access. It is recommended this operation be performed during
off-busy hours and ensure there are no TFTP operations in progress.
Warning: Setting this parameter to anything other than default
value could have serious implications. Please change these values
only as per Cisco TAC team's advise

Do you want to continue (yes/no) ? yes

Successfully set number of HAProxy threads to 3

Restarting HAProxy process
admin:

admin:utils haproxy set num-threads 5
Please enter a valid number of HAProxy threads.
Supported values are 1, 2, 3 and 4

utils ha recover

Zoavr NI, (V= FPEFREOEEIC) BFEOTNEIZNV—7OFE ) 13 2B L
9, DL X, IMandPresence IZ LV, ZDEEAFDILE 7 /L—7"C Cisco Server Recovery
Manager — E 20 HEE I E T,

utilsharecover presence redundancy group name

BX DA

avY kK E—FK

NS A—%H Hl:L
presence redundancy group name HAART —H A5 F =X T AHGEOTE S NV—F

PRRELET, BFEONLEIN—T24EEE LY
We, TR To7 T A IERN RSN ET,

P (admin:)

=2

1 F %4 : Unified Communications Manager 33 & U" Unified Communications Manager @ IM and
Presence ¥"— &' A

recover Ol

admin: ha recover Defaultcluster

Stopping services... Stopped
Starting services... Started
admin:

utils ha status

Zoa<wy NI BESNETLEURANESSAV—TOHA AT —X A ER R LET,

utilsha status presence redundancy group name

. utils A< K
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utils ils showpeerinfo .

BXDEREA

INGA—5 Bl

presenceredundancy groupname HA 25 —#% Z 4 E =2+ 57 LB L R TR 7L —F 5 EE L
£T, LB URTLEIN—TF4ERELRNE, T
7 AL ERPFITRSNET,

ATV R E—F

EH#E (admin:)

=25

1 %42 © Unified Communications Manager 35 & O} Unified Communications Manager @ IM and
Presence #— &' A

HA D3 2 —TJIILTIHRUVMEED X T—32 XD

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Unknown Reason: High Availability Not Enabled
Node 2 Name : shorty-cups State: Unknown Reason: High Availability Not Enabled

HA DA R—TILDFZED R T—32 A0

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Normal
Node 2 Name : shorty-cups State: Normal

IIVTAANY—ERBRET DU LIHEDRT—3 ZADHI

admin: ha status
Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Failed Over with Critical Services not Running Reason:
Critical Service Down
Node 2 Name : shorty-cups State: Running in Backup Mode Reason: Critical Service Down

BENRELEEZEEDRAT—52ZADH

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Failed Reason: Critical Service Down
Node 2 Name : shorty-cups State: Failed Reason: Critical Service Down

utils ils showpeerinfo

Ty RNEF IS Ky NT—ZONOY TNV 7 FAE FITILS Xy hT—ZRNOF R
TDITAZDETHERNT M EERLET,

utilsils showpeerinfo clustername

utils A< K .



. utils import config

utils 372 F |

BXDEREA

aAvU R E—F

EREDAARSA

INS A—  EqBH

dugername [LS % v U — 2 PN Unified Communications Manager 7 7 A % D37V w2 %
) —ROZREM NA AL VAEFRTLET,

BHFE (admin:)

ETERANZ MUIZIE, ILS Xy NUY—7 WO Y T AXIZET HESRBREENET, BT
HIERITIE, VTAZ ) —RDI TAEL, 7 T7AZID, IPT RLARGENET, ILSFK v
NI — 2 OFFED 7 7 AZIZEAT HIERNBLEREGE X, clustername /XT7 A —X & A JJ L E
T, Ry NT—=TNOTXTDOI T AFIERNDLELREAIT., cdustername/RT A —4 %75
71 LET,

=i
a~ Y REFEL L 2 0
Ty T — RO/ AR

HARSR T v 7 Z A CMSP GRE L UL : Master, Advanced, Express) ., Unified
Communications Manager

utils import config

AR E—F

FEREDHA FS1 Y

Zoavy RiE, 7y E— K7 A 7 L platformConfig.xml 7 7 A VNG T — X & Bifs
L. REZ7AMI—ETDEIICVAT L2LHLET, a~v 2 FOETHR, Y AT ANV
7—hLET,

utilsimport config
B (admin:)

Zoawr RiE, TTOH VMware B TFEITTX £,
1. VMware D&EIRZZ 12 LET,

2. Answer File Generator (AFG) Y — /Ll (http://www.cisco.com/web/cuc_afg/index.html) % L
. platformConfig.xml 7 7 A V& {ERE L £ 7,

3 M7\ — A A Z AT Configxml 7 7 A L&A LET (FIEIZHOWTIEL,
http:/kb.vmware.comy/selfservice/microsites/search.do?language=en_US&amp;cmd=displayK C&amp;externalld=1739
=2

4. FHLWVMware D7y E— RIAL T flp 77 A VE~D 2 M LET,

5 VMOCLIIZuZ Ay (> —/)LE7=ILSSH #f /) . utilsimport config =~ > K% 3%
TLET,

. utils A< K
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| wilsaw>r
VMware E [ T® utils import config DE1T .

ZDa<wy RiExml 77 A NVHNOTRTOFT—ZE2ETL, BED VM ORELER S
F—ENROMBE, LT —Z L —HTEHEIICVMEERELET,

6. H L\ ID Z45E LIRIECY AT A8 Y 7 — b LT,

EZ #
av s REEL L 2]
T 77— RRFOfER ¢ AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

VMware B T O utils import config D 3E1T

FIE

utils iostat
Zoawy RiE, BEIN-EE L EFETiostat HA1 2R R LET,

utilsiostat {interval | iterations| filename}

HEXXDEREA INTA—  EREA
3

interval iostat e+ HL U MR Z 05 TR E L ¥ 7, iteration /X T A — X Z{H 9 B 5HE 1%,
ZOEERET HLERND Y T,

iterations jostat MOV K LAEK AR E L E£9, interval /8T A —F AT HE51E. 20
EEFEETOILENH D £,

filename HHE 7 A NIV XA LY FLET,

aAavYRE—FK HHE (admin:)

E 4
oy REFEL~UL ;]

T w77 L— REEOMF - RA]

utils A< K .
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B uilsiothrottle

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils iothrottle

Zoaw s NEFEHRATLE, =R EDTO Ay M) U EEHBIONE=X ) U TEE
T,

utilsiothrottle {enable|disable| status}

X DERA INT A—  ERBR
3
Enable VOZa Y N U THBER A X—T NI L, T2 T 4 TRV AT IIT v I L—
RING- 2 BB R L FT,

Disable /0 2wy MY VTP ET 4 B—T M LET,

Status /O Avy b U TYLBRD AT —H A% FRKR LET,

avU R E—F B (admin:)

BALOAA Foqs VO ARy ML ST (=TT B e, T v T L— FEC Y AT AR A ST
BAIEEMA B D T,

&
Ay ML~V A EEIOLEITL, AT—2 AD5E1T0

utils itl reset
ZDa<wy RiE, TURRA U RPN HOCOWHK T 7 A NV EBRIECTE 2 WA IEHALET,

utilsitl reset {localkey | remotekey}

EXDiiHA localkey X7V v ¥y DEAEDITL 7 7 A VEEIG LT, HTLWITL 7 7 A V&4 L £
T, ZDavwr RiE, FOITL 7 7 A VOB ZEXHZ . ITLIE G — 2
LTHLWITL 7 7 A MZEL LET,

. utils A< K
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utils itl reset .

remotekey U E— h nlr—3 g b OETTIFAE S — X7 KM 5 PKCS 12 Ny 7%
AR —=FLTE, FILWITL 7 7 A VEER LET, TOFH L AR LZITL
Ty AN, EEREAHEHAL CEA LET,

remotekeyik D /37 A —HndH D £,
«IP7 L RA/AHRA
« 2—H 1D

» ITLRecovery.pl12

AT K E—F B (admin:)

FEREDAARZA Y

\}

(¥) Z®»=a~> KX, Unified Communications Manager /X7 U v v /J — R CHEITT HMEN
b ET,

Z #
gy REFEL UL 4
Ty 7T L— REEOER « ARWA]

i A %F22 : Unified Communications Manager

il

admin:utils itl reset

Name is None

Generating the reset ITL file.....
The reset ITL file was generated successfully
Locating active Tftp servers in the cluster.....

Following is the list of Active tftp servers in the cluster

se032c-94-42

Number of Active TFTP servers in the cluster : 1
Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Successfully transferred reset ITL to node se032c-94-42

utils A< K .
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. utils ipsec restart

utils ipsec restart
ZDa<wy Ridipsec —E AOFRENHEH S ET,

utilsipsec restart

a<vY R E—F EHFE (admin:)

Z#
oy REFEL UL ]
T T L— REEOEH - RA]

i %48 : Unified Communications Manager

il

admin:utils ipsec restart

ipsec_setup: Stopping Openswan IPsec...

ipsec_setup: stop ordered, but IPsec appears to be already stopped!

ipsec_setup: doing cleanup anyway.

ipsec_setup: Starting Openswan IPsec U2.6.32/K2.6.32-573.18.1.e16.x86 64..

ipsec setup: /usr/libexec/ipsec/addconn Non-fips mode set in /proc/sys/crypto/flps enabled
ipsec_setup: pluto appears to be running already (' /var/run/pluto/pluto.pid' exists),
will not start another

Successfully Restarted IPsec Service

admin:

utils Idap config
Zoawy RiE, VAT LD LDAP @BAEE R E L £ T,

utilsldap config {fqdnipaddr}

X DA INT A— EREA
A
fgdn 2 AT L0 LDAP #RFFIC FQDN Z 4% L 9 IR E L £,

ipaddr AT ADLDAPEREFICIP Y FLAEMMHT AL IR ELET

AT K E—F A (admin:)

FERLODAA FS14Y - utilsldap configfqdn : LDAP LT Z D a~ > “%ﬁﬂﬁ‘é’ LEBEIOLETN, =
DA<y FEFEHTELADIET AT AIDNS BREINTWDAEATEIT T, VAT A
A DNS 2T 2% X 5 IR E SN TV ARWEAIE, utilsldap configipaddr zf# A L T <
ZEU,

. utils A< K
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utils Idap config status .

- utilsldap configipaddr : Z® =~ FOLAITBEID LEEA, A7 L TDNS 24 H
LTV, E72IEDNS 2T 2 KO ICRETERWLAILET, Zoa~vr Fi
EHLTSZES, Y AT L DNS 2T 2 L9 ICREINTWDH5EIE utilsldap
configfgdn ZfEM L T 72& 0y,

Z 4
a2 REHEL ~UL 1

1 %15 : Unified Communications Manager 33 J2 UY Cisco Unity Connection

utils Idap config status

AR E—F

Zoa~y R, utilsldap REAT —HF A& RRLET,
utilsldap config status

EHF (admin:)

=

g REFEL~UL @ 0
T T L— RIEOFER  AlHE

utils managementAgent alarms minpushLevel

7S 2 BEIDE NI TWAREIE., 20z~ &3 4T L T, Unified Communications
Manager 3 7" ¥ 2l 7T 7 — L%k A2 7 T 0 RICEETLHH/INT 7 —LAERKEZRELE
j‘o

utils managementAgent alarms minpushL evelseverity

BXDEREA

INT A—  ERBA
A

severity ZOfEIZ, 2=T7 7 A Rala=r—yaryvRx—U¥ BNy Vo @HT T — A
kv Ra0 7Y FICERT SR T F—AEREERLET, F7Y 3 KO
PR

« HK

Z — (Error)] (T 7 AV 1)

H

T

e
=]

&

%1 (Notice)
E

IF

<

utils A< K .
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. utils managementAgent alarms pushfrequency

avY R E—FK EELH  (admin:)

E #
o~ REREL L ]
T oI L— RO - RA]

i F %4 : Unified Communications Manager 33 X O IM and Presence #— & A

utils managementAgent alarms pushfrequency

Ty aBHINANNC I o TWARSIE., T o~ R&3E{T L T, Unified Communications
Manager 737 > ¥ 28T 7 —L%E A 770 NICEGFET HMEERE LT,

utils managementAgent alar ms pushfrequencyminutes

BX DA INT A —  EREA
3

minutes 7w o — NEEE (DA o ZOEIE. T 7 4L FD3055D 5~90 DEETH
LHRENDHY ET,

avY kR E—FK BHFE (admin:)

E #

gy REFHEL UL ]

Ty — RO A

W 5642 © Unified Communications Manager 33 & OV IM and Presence 3 — £ A

utils managementAgent alarms pushnow

TV aBHBEINZIE S TWDEEIE, ROAT VP a—)LINT v7ae— RERG#EET
W, Ty Va7 L ET WU AA Ty RIZEETDHIZE., Zoa~vr REETLE
7,

avY R E—FK HEHE  (admin:)

Z #
gy REEL L ]
Ty 7T L— REEOER « ARWA]

J A %F22 : Unified Communications Manager 35 X OV IM and Presence H— £ A

. utils A< K
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utils network arp delete .

utils network arp delete

Zoa<= R, T RUVRARR T oL s—T7 0 MY RHIBRLET,

utils network arp delete host

BX DA

NS A— FRBEA

host UER) T—IADOHIRT AHRA ROKRA N EFIZIPT FLAZELET,

AR E—F

EH#E (admin:)

ES i
avw REFEL L 2 0
Ty 7T L— REFOM  AreE

ji Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B AP — B R $ LU Cisco Unity Connection,

delete D5l

admin:utils network arp delete myhost

utils network arp set

Zoa=r R, T RUVRRR T oL T—T7 i MY ERELET,

utilsnetwork arp set {4"A K} {addr}

BX DA

O R E—F

INTA—  FiBA

3

host T=T BT DHA ROFRA M ETIP T FLAERLET,
addr BT B2HRA RO A=Ky =7 7 RLA (MAC) £ LET, B

XXXX XX XX XX:XX T,

A (admin:)

¢
a2 REHEL~UL 2 0

utils A< K .



. utils network arp list

T 77— RREOMEH - AlEE

utils 372 F |

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L UV L

£ A% — B X ¥ L Cisco Unity Connection,

set Dl

admin:utils network arp set myhost 11:22:33:44:55:66

utils network arp list

Toa<wy RiE, T RUVRERT T hal F—TLVORNRE —EFR L LET,

utilsnetwork arp list host hostname [options]

WO IRTA— BB
>
host
hostname
A7 a ({I#) page. numeric
g e page : M1 —JEIC 1 R_R—=CFoRRTHOE HHEIELF
7,
enumeric : RA FZ Ky NREIDDOIP T RVATERRLE
hé‘o
avY KR E—FK B (admin:)
FELEDHA KSq Flags O CiTFy vy =, MIZHFEEE, PII ATV v ra20BHRTY,

=
a2 REfHEL~UL 2 0
77— REFOfER ¢ AIEE

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L

£ A — B R} L Cisco Unity Connection,

list D451

admin:admin: utils network arp listAddress HWtype HWaddress
Flags Mask Iface

sjc21-3f-hsrp.cisco.com ether 00:00:0C:07:AC:71 C

ethO

philly.cisco.com ether 00:D0:B7:85:98:8E C

. utils A< K
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utils network capture .

ethO
Entries: 2 Skipped: 0 Found: 2

utils network capture

Zoawy RNE BESNIEA YRy b A F—T A ALEDIP Ny bERELET,

utilsnetwork captureeth0 [~~—"] [& ] [{filefname}] [{countnum}] [{sizebytes}] [{srcaddr}]
[{destaddr}] [{portnum;}]

BX DA

NS A— A

3
eth0 A=V Fy h Ao X —T A A0EEELET,
page EE) Hhz—Elc1 =Y F2F R LET,

page A7V a v Eidfile A7 a VEMH LSS, vy KR TT 5HI
2, BERENTETRXRTONRT Y NOFERRF XY T T Y DRET T HLERDHY E
D

numeric (EE) SARE Ry MIEIPT FLRAE LTERLET,

file frame  ({£E) fEWE 7 7 A LT LET,

filed 7> a »id. % platform/cli/fname.capllfRFLET, 77 AL
AT T ) XFEFDHIEFITEERA, XFTRULGNE—HEDOT ¥y
b= AREERET,

countnum  ({£E) v 7 F ¥ 457y MMEERELET,
EiEH S 0%E. ERIZ 1000 T, 77 A VHHOHE, ERIZ 10,000 T9,

sizebytes ER) FXT7F v 077y hOASA MaRELET,

Wi OB E DR AA MK 128 T, 7 7 A VHEIIOGE DR KR AL MK
IIEE O E 21 ALL T,

src addr (EE) 7y bOEETLT FLAZBA M ERIZIPV4A 7 FLATIRE L%
j‘o

destaddr (B 7y bOSERT RLAZKRA M EZIZIPVAT RLATHRELET,

portnum (BB 7y FOKREILELITSAEOR— M EFEHEELET,

aAvYU R E—F

B (admin:)

=5
a2 REHEL~UL 2 0

utils A< K .
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. utils network capture-rotate

T 77— RREOMEH - AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L UV L
£ A% — B X ¥ L Cisco Unity Connection,

utils network capture-rotate

Z® =z~ RiL, utilsnetwork capture @ 10 537 v MfRZE 2 TIP N7 » MEIE L F
ﬁ‘o

utils network capture-rotate {filefname} [{sizebytes}] [{sizePerFilex %731 bk }] {maxFiles
num}[{srcaddr}] [{destaddr}] [{porthum}][{host protocoladdr}]

XD INSA—4H SRBA
file fname E#E 77 A NICHD LET,

G¥) 77 AV, platform/cli/fname [ZHRTFE S 41 E T, fhame 1
[ XFEEFODH LT TEETA, XFTRULNTZ—
WOT Yy N =T U AREERET,

sizebytes Xx 7 F X T 58y oA M, ARh7EIE. 65535F 721% ALL
FCOMLEEOHIETY, 7 74+/V ML ALL TY,

sizePerFile A 77734 & SizePerfileid, 277 7 A VDOV A ADEEHE L ET, (FAITEHE
Ji3A FTF), SizePerFile ©F 7 # /L MiElZ 25 MB T,

maxFiles num maxFiles X, 1Ek SN 207 7 7 A VO ERLE7, maxFiles
DT 7 AV MEIX 10 T,

src addr EE) &y FORETT RLAERA N EIZIPvE 7 KL &
LLTHEELET,

dest addr EE) 737y FOSEET FL A% AR A MM ETZIZIPVA T RL AT
BELET,

port num (FEE) 7y FORETE TSRO R— MEEEIE L ET,

hot7'm ha L7 R EEREDRA NEDED NTF 7 4 v 7IZF v 7 F ¥ ZHlRLES,

3 Protocol D 47" = L1 1P, arp. rarp, all, & Uaddrid IPv4 £ 7213
RA MO THLILERDHY £9, host ZHEHT %A 1E. sc
Flolddest ITFEELZ2NTLEE N,

avY RKE—FK B (admin:)

=
o< REHEL ~UL 1

. utils A< K
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utils network connectivity .

T T L— RREOMEM - AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L UV L
£ A — B X} LW Cisco Unity Connection,

utils network connectivity

ZOavwy RiE, 77 AZNORYIO ) —F (ZOHEHUIERD / — R TOHRAR)) LU E'—
M/ —=FED/—=F Xy NI =7k afd LET,

utils network connectivity [{reset}] [hostname/ip address]

utils network connectivity [hostname/ip address] [port-number] [timeout]

BX DR RS A—% EL::
connectivity oavr NI, FTAED
B ) — Ricxtd 57— R
Xy NU— 7 B iR L E

‘a‘o
Fo. 2O0DVENT A—H
hostname/ip address 35 L O

port-number 3% % U E— k
J = R~ T = 7
LI bR S E T,

reset (EE) MiORY 23— K&
U7 LET,
hostname/ip address s (FFvav) RNT Uy

xRl 3EA O — R
DOy NT— T B x
WRTHIODT T AH
J— RDEKRA M EIT
IP7 RL A,

o W) VE—hKHP—N
TOF v hT— 7 Bt
BT D=0z, TCP #
A DNTT A N9 D4
ERHDHHEARNDKRA B
LFETILIP T LA,

port-number (WZH) BT A DL
ARARDOR— FEE,

utils A< K .



. utils network host

avU kR E—F

FREDHA FS14 Y

utils 372 F |

INT A —4 SiiBR

timeout (A7 ar) R— 8
AybE—UNFRENDHET
DRFRE] 2 AL THE L E
7,

EHH (admin:)
» utilsnetwork connectivity [reset] [hostnamelipaddress] =< > Rid, /X7 U v ¥ £721%
RO ) — R ~DRy NI =7 Hfga T =y 735D SNET,

« utils network connectivity [hostname/ip address] [port-number] [timeout] =~ > i,
UE— b =Dy MU=V B R T DD I ET,

=5
gy REFEL L 2 0
T P L— KR - ATRE

it Ffl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
B AP — B R $ LU Cisco Unity Connection,

utils network host

Zoavwy NI, RAMNET FLRIL, FRIE7 RLAEZRA NIRRT,

utilsnetwork host name [{serverserv}] [page] [detail] [srv]

B DEREA

AR R E—F

NS A— FiBA

name fifRG DR A N EIIZIP T RLAEELET,

serv (EE) RO RAL  R—=L P —NZHELET,

[page] =5 HWhrx—FE 1 EmToFrLET,

[detail]  (f£&) 72U A FaFoRLET,

[srv] (fI:#%) DNSSRV L 22— R&ERLET,

B (admin:)

=5
o<y REFHEL UL 2 0

. utils A< K
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utils network ipv6 host .

T T L— RREOMEM - AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L UV L
£ A — B X} LW Cisco Unity Connection,

utils network ipv6 host

Zoawr R BESNEARAMELITIPVE T FLRITESNT, IPV6 RA K Ly 7
T (F7FXIPv6e T LA LI T v 7)) BEITLET,

N

(G¥)  Cisco Business Edition 5000 TiX. IPv6 [TV A — F IR TWEHFA,

utilsnetwork ipv6 host {host_nameipv6_address}

X DA INT A—7A FRER
host_name #— OA4RIEZEE LT,

ipv6_address - — D IPv6 7 KL 2 &5 E L £,

avY RKE—FK B (admin:)

=

a<w U REHEL L 0

T w77 L— REEOEHR] © AlRE

1 %15 : Unified Communications Manager 33 J2 UY Cisco Unity Connection,

utils network ipv6 traceroute
Ty REFEHATHE, IPV6 T RLAERIIAA & hL—2ATEET,

A\

(GE¥)  Cisco Business Edition 5000 Tif, IPv6 IV AR — FENnTWEH A,

utils network ipv6 traceroute [{ipv6-addresshostname} ]

BX DA INT A—7A FREA
ipv6-address | L — 245 1Pv6 7 L A &$5E L E7,

hostname R —RATHRANEIRTELET,

utils A< K .



utils 372 F |
. utils network ipv6 ping

avY R E—FK EELH  (admin:)

=i
a~ Y REFEL L 2 0
T ST L— REEOE R - ATRE

jii 5622 : Unified Communications Manager 33 J2 U8 Cisco Unity Connection,

utils network ipvé6 ping

ZOa<wy REMEMATSHE, IPV6 7 FLAEITAA MICK LT ping 2EITTE £,
N

(G¥)  Cisco Business Edition 5000 TiX. IPv6 [TV AR — F SN TWEHA,

utils network ipv6 ping destination [count]

EXDERA INTA—  FRBA
3

destination ping ME{TxIEE L THLNRIPV6 7 KL AEIFIARA MM EfRELET,

[count] SHEBOH— NIk S 2 ping DR AAEE L £ T, 7 7 4/0 FOEKEIT4 T,

avU R E—F B (admin:)

=

a<v U REHEL L 0

T w77 L— REEOEHR] © AlRE

1 %14 : Unified Communications Manager 33 J2 UF Cisco Unity Connection,

utils network ping
B — N ping & FEITLET,

utilsnetwork ping %84t [] [V1 X]

X DR NS A— B
A

destination ping #4795 ¥ —/ "D IP 7 FL AL AA M E2ELET,

. utils A< K
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aAvU R E—F

utils network traceroute .

RS A— B
5

[count] RO Y — KT B ping DEIFERRELET, T 740 ML 4 TT,

[size] ping /X7y ROV A XA NRALTHELET, 77 4/0 MEZS56 TT,

FHE (admin:)

=
a2 REHEL ~UL 2 0
77T L— REEOf - THE

i F x4 : Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
£ A% — B2 3 LU Cisco Unity Connection,

utils network traceroute

UE— hOSBRICEEFEENDIP Ny FEBEIFL £,

utils network traceroute [destination]

BXDEREA

ATV R E—F

5t BA

INT A—
3
destination | L — 2 DEEHLOY— NOKRA NG EIXIPT RLAZELET,

EH#E (admin:)

=5
gy REFEL L 2 0
T w77 L— REEOMF R ARE

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B A — B R $5 LU Cisco Unity Connection,

utils network name-service {hosts|services} cache invalidate

Toavy NE, F—2Y—ERXRXy v a2t UTLET,

utils network name-service {7x A b\ #—E R} [F¥ v v = OELHL]

utils A< K .
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. utils ntp auth symmetric-key

X DA IND A—  EREA
>
Hosts RAPMY—ERAFy v a

Services H—bEZOP—ERAFyrvia

avY R E—FK B (admin:)

ZE#H

o< REHEL ~UL 1

Ty T L— RO A

Xyviak 7Ty aE T VT THITE, ROFIZBE LTI LI,

admin:utils network name-service hosts cache invalidate
admin:
Successful

utils ntp auth symmetric-key

utilsntp auth symmetric-key {enable| disable| status}

Zoazwy FEMFHLT, BIRLE NTP — \ORGEZ A2 3B T& 4, FBEE
XPEF—ID B LV F—IZESWVTWET, I FFF—iE, Unified Communications Manager T Hi
TSN TRIFSNET,

N

GX) ZOa<wy REFETTHENC, NTP H— DX —1d & FNICinT 5 F—0"bhro T
HZ L EHERELTIIEEN,

B Dt INS A—  ERBA
3
enable FERAREZR Y — D Y 2 R 236 NTPH—_"OWNWFNNE BN L, RATICHZNIC
Li‘a‘o

disable  fERFRE/ZR Y — "D U R k535 NTPH— SO WT I A BRI U, REF IS LI
L\i—a—o

status UARSNTWDHTXTONTP b —_"ORGEAT —F AR R LET,

FEREDHA KSq4y YATAICEST, NTP B =D O F — Id £21360FF—2 AT 5 L 51RO b
3

. utils A< K
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utils ntp auth symmetric-key .

\)

GE) =Ty A Rala=—rarvRr—Y ¥ —(L, NTP b — DGR T —F AN

EHEINT-LEITSyslog 77— b A vE—T%K(ELET, TLS 2 H L T syslog
PN~ DEf A RETE E T,

2= 7 Rala=hr—var~Ft—Vv&%A A M—/)L L7, NTP — 3
AEERETCEET,

E H#

g REEL~UL: LA ETR_RTCOavwy REETTE, LU AT—F Za<w R
DI FITTEET,

T T L— REEOFEH AT

HWHARSRT v 7 Z A CMSP GRE L UL : Master, Advanced, Express) , Unified
Communications Manager

{5l : utils ntp auth symmetric-key status : NTP ZEREN A TH WS EIZAT—2 XA &K
LEYT

admin:utils ntp auth symmetric-key status
10.77.32.92 : NTP Authentication is disabled.
10.77.46.203 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 8468 963a yes yes none sys.peer sys_peer 3
2 8469 9024 yes yes none reject reachable 2

{51l : utils ntp auth symmetric-key enable : NTP S2ZF & AE%CLE T

admin:utils ntp auth symmetric-key enable

The List of NTP servers Configured:

1. 10.77.32.92

2. 10.77.46.203

g. press g to exit

Enter the selection for which to configure NTP authentication: 1
Please enter the Key ID [1-65534]:

2

Please enter the Symmetric Key of the NTP Server (SHAL):
Restarting NTP

please run the utils ntp auth symmetric-key status to check the status of NTP
Authentication

{5 : utils ntp auth symmetric-key status : NTP Z2EEAEMIZHE > - BDRT—F RE R
LET

admin:utils ntp auth symmetric-key status
10.77.46.203 : NTP Authentication is disabled.
10.77.32.92 : NTP Authentication is enabled.

utils A< K .



. utils ntp auth auto-key

utils 372 F |

ind assid status conf reach auth condition last event cnt

1 57733 9044 yes vyes none reject reachable 4
2 57734 £f014 vyes yes ok reject reachable 1

{51l : utils ntp auth symmetric-key disable : NTP F2ZF %= &SI L F I

admin:utils ntp auth symmetric-key disable

The List of NTP servers Configured:

0. All

1. 10.77.46.203

2. 10.77.32.92

g. press g to exit

Enter the selection for which to disable NTP authentication: 2
NTP authentication has been disabled on the particular server.
Restarting NTP

{5 : utils ntp auth symmetric-key status : NTP 2SI BN > - BDRT—F R E R
LET

10.77.46.203 : NTP Authentication is disabled.
10.77.32.92 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 42767 9144 yes yes none falsetick reachable 4
2 42768 912a yes yes none falsetick sys peer 2

{5 : utils ntp auth symmetric-key status : NTP 2SI XA T—2 RERRLFET

admin:utils ntp auth symmetric-key status

10.77.32.92 : NTP authentication is failed. Please check the NTP authentication Key
ID and Symmetric Key entered is correct. To update, disable and reenable authentication
for this NTP server.

10.77.32.78 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 31609 c02c yes no bad reject 2
2 31610 803a yes no none reject sys_peer 3

utils ntp auth auto-key

utilsntp auth auto-key {enable|disable| status}

Zoawy REMALT, @RLUENTP b —"ORBGEE A E I3 Ehic c& 4, Rk
TIAT P F—ICEDSWTITONET, 7o, ntp = "OFIAT —F A BT H &
HTEET,

utils A< K
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utils ntp auth auto-key .

\)

((¥)  Unified Communication Manager T2E> 7 747 U7 T— REHFHILTWDLEHEEICD
#+ NTP #—/STIFFID ZAF — A X 2D PKI N—ADFEFELZRETE £,

Unified Communications Manager C, X#% — £ 721X PKIN—ADNTPRFEEZ AN TEE,
PKI IS — N THIEF—Z2 AL LI LT DL ROBEEA vy E—VRRRINET,

F’

24 AutokeyZ ] L7ENTPREGENBIEA N /2 > TR Y . MM —2HNT DRI
THXENRH Y F£9, (NTP authentication using Autokey is currently enabled and must be
disabled before the symmetric key is enabled.) =< >~ K T[utils ntp auth auto-key disable] % fifi
LU ONTPRRGEA MmN LT D, Zoa<wy REFITL T2 &Y, (Usethecommand
'utils ntp auth auto-key disable' to disable NTP authentication, then retry this command.)

KPR — RGP —/3T Autokey Z AN L &L D LT5 L8 ROEEA v E—VRERINE

o

i

KRR — & T 2NTPRRGENBAEA NN /2> TH Y . AutokeyZ H I T 5 Bl HZHIZ
TAHMENHY £7, (NTP authentication using symmetric key is currently enabled and must
be disabled before Autokey is enabled.) =~ >~ K [utils ntp auth symmetric-key disable| % {#
AU ONTPREGEZ ENC L TvD, Zoa~y REfEfTLTL 2 &V, (Usethecommand
'utils ntp auth symmetric-key disable' to disable NTP authentication, then retry this command.)

\}

GE)  NTPH—NZidntp N—T =3 4 & rpm /3S— 3 2 ntp-4.2.6p5-1.16.x86_64.rpm LL_E7H34%

=TT,
BX DA INTA—  EREA
>
enable HHFRER Y — 3D U A R D NTP H—"OWF a2 iR L, 8L A
]\/ij—o

disable PKI FREEN AN/ 5 TWA NTP H— 3D U 2 h 538 NTP — "DV T
R L., RREFEENC LET,

status JARENTWETRTDONIP b —R"OEFEAT — X A EFKRLET,

FEREEDHA K54 NIPREAEEZAMCT DL NP —SORBFEHDIFF 7 747 » X —% AT 2 X 91K
bNET, FI9A TV RRF—DREFICT v Fu—RE&nse, a=77 A Rala=r— 3
VPRV =T vy /) — RTNIPV—EARHFEEINET, 2=7 74 Fala
==y aryvFxr—T% & NTP — "D TRGEN AN /2> TWNWDH Z &% Post LET,
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. utils ntp auth auto-key

\)

utils 372 F |

ToRRIZ, NTP =GR E T& £

GE) ca=UyA Ralia=r—rvars~v~EX—VXYEA AN NELEFT v ST L—RL

o CLI OFEATHIZ TCul+CJ] F—ZMLTEITER T LARNTLZEN,

E

AU FRHEL L LALIET R TO A~y F2RTTE, LRLRERAT —F 23w R

DHZFATTEET,
Ty T T L— REEOMEH - AR]
%4 . : Unified Communications Manager

admin:utils ntp auth auto-key enable : NTP S25E# AN LF T

1: 10.78.83.146
2: 10.77.46.203
3: 10.77.32.92

Select the server for which auto-key based NTP authentication is to be enabled (Enter g

to exit):2
Enter the IFF client key for the 10.77.46.203:

# ntpkey iffpar ccm203.3705887848
# Thu Jun 8 10:47:28 2017

MIGzAgEAMIGoBgcghkjOOAQBMIGCAKEA4r3EKDFAPO5QSpzVPGHNZN3JgOkWOChS
erxLB7zSxrwNdnDI1Wg5bUhZZWKZceQd/nyD6FLpZNFrpHnylkBUgGQIVAJEjgjZM
r2aaMGSN5x2yUmhT4MgNAkBp2gkQONi8sluLre0YKyc+kdICiRkEK2jKwBETXs 7Mh
aEd/c4DQnzkd5U9gco4v9zPpsfPOgftvymVyVmRyKXONBAMCAQE=

The Client key does not match the hostname of the selected NTP server.

because a DNS server is not configured or the DNS entry for this host

This could be

is not present.

Please verify the client key uploaded corresponds to the selected NTP server and that

the DNS configuration is correct.

Do you want to continue with this operation?<yes/no>:
Client key uploaded succesfully

Restarting NTP service.

Please run 'utils ntp auth auto-key status' to check the status of NTP authentication.

)

GE)

DNS H— 3723, IR L/ENTP I — DR A MR TE D848, BXWEESN=7

FAT VP —DHRA M E—BT 256, Litoa—EE7Tn 7 MIFRSNE

A,
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utils ntp server add .

admin:utils ntp auth auto-key status : NTP BN AR LHIERICAT—2 R ERRLET

1.10.78.83.146 : NTP Authentication is disabled.
2.10.77.46.203 : NTP Authentication is enabled.
3.10.77.32.92 : NTP Authentication is disabled.

Select the server for which auto-key based NTP authentication details is to be displayed

(Enter g to exit):
2
NTP public certificate:
# ntpkey RSA-SHAlcert ccm-90.3708840303
# Wed Jul 12 14:55:03 2017

MIICwTCCAamgAwIBAgIFANOQaW8wDQYJKoZIhvcNAQEFBOAWETEPMAOGAIUEAXMG
Y2NtLTkwMB4XDTE3MDcxMjASMjUwWM1oXDTE4MDcxMjASMjUwMlowETEPMAOGALUE
AxXMGY2NtLTkwMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEAVONOo6hNuU
C88VXyCkMCJI6w6hny7eG6JUBLZEJMIN5agDOFDInRzIKK/DL5DMReRy4 ] /4YQTRT]jNSYbF6WOLMs643VSINEUMBE4Tp+YWpLgbmXDXGalwHlog5fZfnywk161J
n34asWwiWmR4 6 7WADNPBEfMJIDWzU1GMcehl11XQ/gbYYX3+rpileAZF6x9%/goexhNc
L4WyzBrlR7iueJ1wYdFZ5THXOat3bxWMWU4 £DzgTWA7GOhpPow==

Client Key:
# ntpkey iffpar ccm203.3705887848
# Thu Jun 8 10:47:28 2017

MIGzAgEAMIGoBgcghkjOOAQBMIGCAKEA4r3EKDFAPO5QSpzVPGHNZN3JgOkWOCh9
erxLB7zSxrwNdnDI1Wg5bUhZZWKZceQd/nyD6FLpZNFrpHnylkBUgQIVAJE]gjZM
r2aaMGSN5x2yUmhT4MgNAkBp2gkQNi8sluLre0YKyc+kdICiRkEK2jKwBETXs 7Mh
aEd/c4DOnzkd5U9gco4vIzPpsfPOgftvymVyVmRyKXONBAMCAQE=

admin:

admin:utils ntp auth auto-key disable : NTP SEiEZESNIC L F I

The List of NTP servers Configured:
1. 10.77.46.203

Enter the NTP server in which the authentication needs to be disabled(Enter g to exit):

1
NTP authentication has been disabled on 10.77.46.203
Restarting NTP
admin:

utils ntp server add

Zoavwy RiE, FBELENTP —_"ZHE K5 EETEMLET,

utilsntp server add sl [{s1s2s3s4s5}] [norestart]

utils A< K .
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. utils ntp server add

XN INS A—  ERBA
2
sl... NTP —NZfELET,

norestart  H— REZBEMLZRICNTP Y —E2ARFHEE LAV E S LET,

avYRKE—FK EHE (admin:)

FEREDHA KSq > norestart ZEH L7izH6, ZE LGNS HITITNTP Y — R 2 PPRAGICHES) 9 25 L2703
HYET,

=
o<y REFEL UL 2 0
Ty 77 L— REEOEH - ARE

BEHx% 7' v 7 A CMSP (BE L ~/L : Master, Advanced, Express) , Unified
Communications Manager

Bl:BRo=aAX VK SA U NSGA—BEZFRLTH—NZEBMLELES ELEGE

admin: admin:utils ntp server add sl s2 s3 s4 s5 s6 s7 s8
Incorrect number of parameters entered for add
usage: utils ntp server add sl [s2 s3 s4 s5] [norestart]

5l . —NZEHREE T [Tnorestart ZERA L TH—N\ZFEBMLLS & LIEE

admin: utils ntp server add sl s2 s3 s4 s5 s6 s7 s8
Incorrect number of parameters entered for add
usage: utils ntp server add sl [s2 s3 s4 s5] [norestart]

5l : norestart Z{E A L % L H—/ DB

admin: utils ntp server add clockl.cisco.com clock2.cisco.com
clockl.cisco.com : added successfully.

clock2.cisco.com : added successfully.

Restarting NTP on the server.

5l : norestart #{EFH L4\, T TIZEMSN TS Y —/\DE

admin: utils ntp server add clockl.cisco.com clock2.cisco.com
clockl.cisco.com : [The host has already been added as an NTP server.]
clock2.cisco.com : [The host has already been added as an NTP server.]

5l : norestart ZFEA L%\, BEADY—/ DB

admin: utils ntp server add bglr-ccm26
bglr-ccm26 : [This server cannot be added as an NTP server.]

51 : norestart Z{FEFH L7y, 7V AR HEAY—/\DEM

admin: utils ntp server add clock3.cisco.com
clock3.cisco.com : [ Inaccessible NTP server. Not added. ]

. utils A< K
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utils ntp server delete .

{51 : norestart Z{$F L = —/\MD&/N

admin: utils ntp server add ntpOl-syd.cisco.com ntpO2-syd.cisco.com clock.cisco.com
norestart

ntpOl-syd.cisco.com : added successfully.
ntp02-syd.cisco.com : added successfully.
clock.cisco.com : added successfully.

The NTP service will need to be restarted for the changes to take effect.

Bl . $TIZTH—N\HEBEREBFADZEDY—/\DEN

admin:utils ntp server add clock3.cisco.com
The maximum permissible limit of 5 NTP servers is already configured.

utils ntp server delete

aAvUFE—F

EREDAARZA Y

Zoavwy NiE, BESHNTWS NTP — 2 HIEELE T,

utilsntp server delete
EH¥ (admin:)

Zoawy REMATS L FIER A Network Time Protocol (NTP) - — 3% 72 13445 NTP
= NEHIRTEET, HIBRT A —N"ERIRTH L, NTPH—EREZH{EATL0E 9 DEE
THEITRDDZ T T IRRRENE T, no ZBINLIZGE, P— 0I5
NTP ¥— & A TFHEE) L 8 A,

N

GCE) DR EBIDDNTP P —R"ABRESNTWALERHY £4, Lzdd->T, NTP ¥—

ARIDTETRE SN TODHATHIRTE £ A, TXTONTP Y — &~ CTHIRR S
HA T a IR LTSS, NTP U — N B BJRICHIBR S 40, U A FOFH% O NTP
P—RIFHIBRESNEEA, 207 aE R, utils ntp config F721F utils ntp status
DOED by 750 FROIEFIZETOET,

=%
a2 REHEL~UL @ 0
77— REFOMER ¢ AIRE

WS v 7 F A CMSP GBE L)L : Master, Advanced, Express) , Unified
Communications Manager

Bl: "o -av U R SAV NTA—2EFERLEY—/\DHIER

admin: utils ntp server delete clockl.cisco.com clock2.cisco.com
Incorrect number of optional parameters entered for delete
usage: utils ntp server delete
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. utils ntp config

5l : NTP Z#HB#2EIL 1 ED Y —/\ZHI&

admin: utils ntp server delete

1: clockl.cisco.com

2: clock2.cisco.com

3: ntpOl-syd.cisco.com
4: ntp02-syd.cisco.com
5: clock.cisco.com

a: all

g: quit

Choice: 1

Restart NTP (y/n): y

clockl.cisco.com will be deleted from the list of configured NTP servers.
Continue (y/n)?y

clockl.cisco.com : deleted successfully.
Restarting NTP on the server.

f5l - NTP ZHEHETT. T XTOY—/\ZHIK

admin: utils ntp server delete

1: clockl.cisco.com

2: clock2.cisco.com

3: ntpOl-syd.cisco.com
4: ntp02-syd.cisco.com
5: clock.cisco.com

a: all

g: quit

Choice: a
Restart NTP (y/n): n

This will result in all the configured NTP servers being deleted.
Continue (y/n)?y

clockl.cisco.com : deleted successfully.

clock2.cisco.com : deleted successfully.

ntp0l-syd.cisco.com : deleted successfully.

ntp02-syd.cisco.com : deleted successfully.

clock.cisco.com : [The NTP server was not deleted. At least one NTP server is required.]
The NTP service will need to be restarted for the changes to take effect.

Bl - B—N\HABESNTUVEWMEED TR TOY—/ DI

admin: utils ntp server delete
There are no NTP servers configured to delete.

utils ntp config

ZOa<w s RE NTP 2 I9A T v hBLOY—ROBEOREEZERLET,

. utils A< K
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utils ntp restart .

A\

GE)  RAETLHAREMOH 2 EEOME, BEOME, BLOxRy hNT—27 Uy X —OR#
ZEGEET 212X, 774~ 2 — RIZHRET 29MB NTP — S8 NTP v4 (/N— 3 >
4) THHVLENRHY £3, IPv6 7 RL vy U 7 a2 LT A1, SN NTP ¥ —
NHINTP v4 THLOLENRH Y £,

utils ntp config

aAavy R E—FK EELHE  (admin:)

Z#
gy REFEL L 2 0
T w77 L— REEOM R - AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#—/3_ Cisco Unity Connection

utils ntp restart
NTP #— b 2 Z ffddh L £,

utilsntp restart

avY kK E—FK BHFE (admin:)

=
g REFHEL~UL @ 0
T w77 L— RO - AlRE

i x4 © Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1r 2 L Cisco Unity Connection

utils ntp server list
ZOavy NI, TRTONTP =% U X FRRLET,

utilsntp server list

AavY R E—F WEE  (admin:)

utils A< K .
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. utils ntp start

=4

a<w U REFHEL L 0

Ty 7 7 b— RO - ATHE

18 A%} 52 : Unified Communications Manager @ IM and Presence H— /3

utils ntp start
ZOav Yy N, NTP = EARETHTRVWEEIC, NTP b —E 2 %4Bin L £,
A\

() a~vwU I A H—T oA APDBIENTP Y —ERAEFEIETEEHA, ZOa~vr R
I%. utils ntp status =~ > K C stopped NI SN L LAITHEH L ET,

utilsntp start

avY R E—F EEE  (admin:)

Z¢
g REFEL~UL @ 0
T ST L— REEOMER : AlHE

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—/3, 3 L O Cisco Unity Connection

utils ntp status
Zoa=y RiE, NTP OBIED AT —Z A2 FKr LET,

utilsntp status

avY R E—FK HELH  (admin:)

£
A RRAEL L
Ty 77— RO/

1t F %4 : Unified Communications Manager @ IM and Presence F—E &,

. utils A< K



| wilsaw>r
utils os kerneldump .

utils os kerneldump

ZOavwrREF =GN T Ty a BT A=A LR T A — VA T
TELET, I—3Vid, W= NI TovaPlNBETDHE, =DV T 4 AT X T EF Y
TFx LET,

Y

GE)  netdump =<2 RixVU U —28.6(1) 2> HHIBRI 41, kerneldump =<2 RIZE XX HiLE
L7z,

utilsoskerneldump {enable| disable}

aAavYRE—R BELE (admin:)

BERLEDHA KSAY A—FNV I TyiaPfBETLLE Fv 7Ty I—FVBFH—"Ou—UNV T A712aT
AT LET, T4~ h—xUF, WHEAEVICI28MBAEZ T LET, 2t v
TFX D—FNVNT = MUAERALET, 1=V 7T v aPRETHI LI, h—FNAH
Vi kexec av U REEHL Ty 7V Fv — a2 EE LE T,
=
g~ REFEL L 2 0
T T L— REEOE R ATRE

Ji# %28 : Unified Communications Manager 35 J2 (8 Cisco Unity Connection

1

admin: utils os kerneldump enable
***************WARNING*******************

Enabling kerneldump requires system reboot
Would you like to boot the machine (y/n):y
kerneldump enable operation succeeded
System going for a reboot

utils os kerneldump ssh

ZDawy KL, AMBSSHY — &2 A 2—TNVFEIET 4 =7 M LET, F7z. FMEBSSH
P —NORAT—H AT LET,

utilsos kerneldump ssh {enable| disable| status}

utils A< K .
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utils 372 F |

BXDEREA

aAvU R E—F

EREDAARZA4 Y

INT A—  EREA

enable SNES SSH H— %, H—(NZ U THO I —FNE T H— N ELET,

disable B =N T WS 5 KO ITHIE SNIZIMESSH b — 3D R — R ZHIER L
i‘j‘o

status H = NVE T HIET DT DITHEBSSH Y — SR E SN TWHMNE 9 &R
]\/ij—o

B (admin:)

AR SSH =N TH—RNE T h—E AR, R =T WMo TNWTC, W=V T Tz
ﬁ%ibk%%m‘%?7?¥ﬁ—*wﬁ\ﬁyféﬂﬁﬁéiﬁvmﬁéﬂt%%ﬁ—ﬂ
a7 EXTLET, W—FVE T X—TNVEET =T M LG, BEE
BT DD AT LY T — T H0ERHY F,

= #H®

avy RRHEL~UL 1 1

Ty 7T L— REEOM ¢ AlEE

i F x4 : Unified Communications Manager 35 J2 U* Cisco Unity Connection

1

admin: utils os kerneldump ssh disable 10.77.31.60
Disabling kerneldump requires system reboot

Would you like to continue (y/n): y

kerneldump disable operation succeeded

System going for a reboot

utils os kerneldump status

O R E—F

Zoawy RiL, kdump P —ERADAT—H A% FRLET,
utils os kerneldump status

‘EHE (admin:)

i

g REFEL~UL @ 0
T T L— REEOFERH  RA]

. utils A< K
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utils os secure .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H— ¥ X Cisco Unity Connection

utils os secure

Zdza< Rt SELinux PN EMET 2 X2V T 4 LUV EIRET H-OIEH L ET,

utilsos secure {enforce| permissive| status}

B DEREA

INTGA— R
3 8
enforce
permissive
status

ATV R E—F

FREDHA FS1 Y

EHFE (admin:)

SELinux 75 L — MR Z AP LR Z LITHERE L T2 &, b— MlRIZ ipprefs 38 X OV IP
T—T M Lo TS E T,

EZ &

o<y REFEL~UL 1 ]

Ty 77— RO/ - AW

1t F %4 : Unified Communications Manager @ IM and Presence — A

utils os secure dynamic-policies compile

Zoa=y FiE, BRY =2V TR S NI 2R T 5 selinuk N U & —F P 2 —
VB IOZ A T O5kfi 2 AR L £,

utils os secur e dynamic-policies compile policy name

B DEREA

aAvYU kR E—F

INS A—  EREA

3

policy Selinux R Y > —F P a—LE XA TOWBHAD AL RANEEITTHEAFTI VY
name R o—4E= AN LET,

FHE (admin:)
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. utils os secure dynamic-policies list

FEREDHA K50 B H
a2 REHEL ~UL 1

7w F T L— REEOf - e

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
P—E X

utils os secure dynamic-policies list

ZOa<wy NI, $XNTOANV =T 4 VTV AT LDIA T Iy IR V=L ZDRT—X
A —RFRRLET,

utils os secure dynamic-policieslist

Aa<vY R E—F HHE (admin:)

FREDHA FSM4Y E
oy REFEL L ]
T ST L— REEOE T - AlRE

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
P2

utils os secure dynamic-policies load
Zoaxw NI, FATI v IR =D selimux RY > —F V2 —/L% selinux iIcz— R LE
T, DAV NI FAFTIv IR =D FTRERSNTEGRHERE LRI ST, #HL
UWWLb— L% selinux ([ AH L E 7,

utils os secure dynamic-policiesload policy name

BX DA INT A—  EREA
3

policy Selinux |22 — RS TW2RW, ARSI selinux RNY 2 —F T 2 — L E2FFOH
name AF v I Y =SB AT LET,

avYRKE—FK B (admin:)

FRLEDAA FSM4Y E
a2 REHEL ~UL 1
Ty L— REEOMFEHR : HE

. utils A< K
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utils os secure dynamic-policies remove .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

Bt 2

utils os secure dynamic-policies remove

Zoa<wy NI, ARV =T 4 VT VAT EANBEA T I IR —DFT R TCOT —H & H|
MBRLET, F—ZIZiT. selinux 26 DORY o —FVa— DT rua—RE, EEEn-rRY
V—ETVa—b, ATHEA, BEINES. BXOTAZ o SoBIBEREENET,

utils os secure dynamic-policiesremove policy name

BX DA

INT A—  ERBA
A

policy REZR, FTEIARBIRSTZA T I v IR =R E AN LET,
name

aAvU R E—F

FEREDHA K542

FHE (admin:)

= #H8
o< REHEL ~UL 1
Ty F T L— REEOfH ;- TE

i A x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
P—E X

utils os secure dynamic-policies show

SOy R BOEY Y OERSAE selinux FY Y —EVa—AEn— TSI LT
Lo THASNAL—NVERRLET, IV AR LIS, Z0a~vy REEFLT,
o — ]\\~——91—;:)/1/>—/[/7j§ﬁ/£(“‘3?)5 Z & fgﬁﬁ%ﬁ Li—é—o

utils os secur e dynamic-policies show policy name

BXDEREA

ATV R E—F

FREDHA FS14 Y

INT A—  EREA

A
policy N— N TR T HEAFI v IR =K AN LET,
name

EHHE (admin:)

ZEH
gy RERHEL ~L @ 1
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. utils os secure dynamic-policies start-recording

T 77— RREOMEH - AlEE

1t FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
P—E A

utils os secure dynamic-policies start-recording

DA<y R, selinux G OFLEREZRG L, HTLWIAT I v 7R =D TFIZEND &

L E T,
)
G¥) s ZPDawr KL, VAT AEERET—RIZRELET,

cHATFT Iy I RY —F ) — FRALTERSNET, #ilRE LT, ZHH6DRY v—
T AR—=FERIFA AR —F T2 LITTEEEAL, ZORIRFHIZIL, LTO
FERHY £,

e X2 VT 4 DIt AESE LMD H HDMTB L OREBLDORY v —F
Va—/L&x selinux Ic2— RLAWE S LET,

s B AERDA=T A Raa=hr—2 gy~ —U% 7 TRAZMTORY
VYV a— VOEREERSIE L ET,

utils os secure dynamic-policies start-recording policy name

X DEREA INT A— ERBR
3
policy Selinux fEE B L WFRDORY o —F =X EfRKTIHEAFTI v 7R ) v—& %A
name HLES,

avU R E—F EHE (admin:)

FHAEDASA KM E #
o< REHEL ~UL 1
Ty T L— RO« ATEE

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
P—E X

. utils A< K
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utils os secure dynamic-policies stop-recording .

utils os secure dynamic-policies stop-recording

Coav R, A4 v 2K SO selim EE OB L LE T, Toa<wy N,
UAT KETEOWBIE— K GFTE— FEGERE— FOVFR s B ET, Jon
Ji%, S OB DI T TOMIZRE LT <To selinux SEEOF V¥ 1 7 & A L%
j—o

\}

GE)  EHu Il LWEERRWEAE, Zoa~vy FiZRKRLET, RIZ, 4TIy IR

Vy—mHEESN, Zoa~xy FefEERT20ERH D £,

utils os secur e dynamic-policies stop-recording policy name

BXDEREA

INT A—  EREA

3
policy EIET 28E OBIMARY O—A 2 AT LET,
name

ATV R E—F

B (admin:)

FREDHA FS14 Y

utils Platfor

2 H®
av REEL~UL 0 ]
Ty T L— REFOM  AreE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
P %

mWebAccess disable

SSO WA > TWBEA, Zoa< FEaEEH L T, Cisco OS Administration 3 X 87
P22 YINY AT AT Y r— g ~Da—FOH A A U EFHIRLET,

utils PlatformWebA ccess disable

O R E—F

B (admin:)

Z #
gy REHEL ~UL 4
T 7T L— RO FlEE

utils A< K .
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. utils PlatformWebAccess enable

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils PlatformWebAccess enable

AU kRE—F

ZPDa~xy R&EERH LT, Cisco OS Administration 38 X ONF 4 P AHX U BN AT LT 7Y
r—ya D —FOW A A L EFENLET,

utils PlatformWebA ccess enable

FHE (admin:)

E #
a<w s REFHEL L @ 4
T T L— REFOMER : ATRE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 2 I XL Cisco Unity Connection,

utils PlatformWebAccess status

ATV R E—F

ZOavwy REHFEHLT, VAT LADOweb T 7 EADAT—Z 2%F R LET, Zhid, Cisco
OS Administration 35 J: U8 Disaster Recovery System 7 7'V 77— 3 C/ 9 v b7 4 —2L web 7
7B APHNDED AR LET,

utils PlatformWebA ccess status

EH#E (admin:)

EZH
gy RERHEL ~L : 4
T T L— FIGEOMER AR

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils processCoreDumps disable

Toawy NI, Fuvrary AR LET,

utils processCoreDumps disable

. utils A< K
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aAvU R E—F

utils processCoreDumps enable .

B (admin:)

E #
o~ REREL L ]
T oI L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils processCoreDumps enable

aAvU kR E—F

Zoawr R, ek Rar T ERMCLET,
utils processCoreDumps enable

W (admin:)

E H4#
a2 REHEL ~UL 1
T 7T L— RO - KA

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E" X Cisco Unity Connection

utils processCoreDumps status

AR E—F

Zoa<wr R, kdump B —EZAD AT —F 2 A FRLET,
utils processCoreDumps status

B (admin:)

Z¢
g REFFEL UL : 0
Ty T — REOER - AW

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, Cisco Unity Connection

utils remote_account create

ZoavwryRiE, VE—FNTHT L MEERLET,

utils A< K .
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. utils remote_account disable

ATV R E—F

FREDHA FSA4 Y

utilsremote_account create
EH¥ (admin:)

VEeE—hT7THhHU MI, XA TZ7VL—XEERLET, VATOYR— MEYF X NEHEH
THZEIZEY, THUY FORERDBBEIOM, VAT AT 7 EBATEET,

Z #
g REFFEL~UL ;1
T 7T L— REEOER - AJRE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils remote_account disable

aAvYU R E—F

oAy NI, VE—RNT AU NET 4 B—TMITHZENTEET,
utilsremote_account disable

HHE (admin:)

ZE#
a2 REHEL~UL 1
77— REFOfER ¢ AEE

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils remote_account enable

aAvU R E—F

FREDHA FS14 Y

Zoaw NI VE—FTAV U A R—TNWITHI LR TEET,
utilsremote_account enable

EHA  (admin:)

FFFCAENCTED VE— N TAHU Y ME 1 DT TT,

ZEH
avy REEL~IL 2 ]
T w77 L— REEOMEM - "hE

. utils A< K
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utils remote_account status .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils remote account status
Zoaw R, VBE—RNTAHAT L NOAT—H AZHRTHZ N TEET,

utilsremote_account status

avYRKE—FK EHE (admin:)

EZ¢
a2 REHEL~UL 2 0
Ty L— REEOMFEHR : FHE

18 %5 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils remotesyslog set protocol tcp

Zoavr RiE, VE—bsyslogh—"ED@EEMO7T e haLz 27 5 EOTCP & LT
RELET, /—REZHEBHL T, EELAMNLET,

utils remotesyslog set protocol tcp

avY R E—FK EEHE  (admin:)

ZEH
aw REpEL UL @ 4
T L— RIGOMER © AF]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥ A Cisco Unity Connection

utils remotesyslog set protocol udp

Zpavr R, VAT A ETYUE— b syslog v— "L O@EEHOT 1 h=aaL% UDP & LT
RELET, /—FelBEHL T, EELZAMNILET,

utils remotesyslog set protocol udp

avY kK E—FK B (admin:)

utils A< K .
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. utils remotesyslog set protocol tis

EH
a2 REfHEL ~UL : 4
Ty L— REEOFER - ARA]

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils remotesyslog set protocol tls

ZOa<wy Ni&, A7 A _EO Transport Layer Security (TLS) 1.2 & LT, VU E— b syslog #—
NEDBEHOT e havaEHELET, TLS12 2 H3 % &, Unified Communications Manager
LV IM and Presence —E A3, syslog h— 3 DEF o 7 REHGEAELTEX 5L 512720

9, ZNCEY, =77 Falia=r—rvarvx—Yv & Mand VLB A —E

ARSI FEED T A R T A ANTHERLT 5 K 512720 3,

\}

GE) o B o TR syslog = N3 TLS 1.2 71 b 2L &SR — K LTV AEAICDO R

WL SN DT, syslog —/ S TLS 1.2 72 b2 /L &P R— K LTWND I L &R
LTL7ZE0,

cAF I TAT VT T— FTIE, BERAA MBGESERSLES, TDo,
AEAE & — BT L ERM R A A 4 (FQDN) TH—NERETLMLENRDH Y *
R

J—FEHEgsL T, BEEZAMILET,

utilsremotesyslog set protocol tls

AT R E—F

B (admin:)

ZEH
o< REFHEL~UL 4
Ty 77— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
=

%= UT FEEE ., syslog % —/37 5 Unified Communications Manager 35 &< O IM and Presence
HF—E R LD tomeat [FFA N TIZT v 7o — RTH0ERH Y £7,

. utils A< K
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utils remotesyslog show protocol .

utils remotesyslog show protocol

aAvU R E—F

Zoavr RiE, VAT AETYE— b syslog br—NELBETH72DD7 7 h2/Lin TCP £
7ZIZ UDP OWFNTH L0 ERLET,

utils remotesyslog show protocol

B (admin:)

Z#
gy REFEL L 2 0
T 7T L— FEEOER « ARA]

i f %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#— ¥t A Cisco Unity Connection

utils reset_application_ui_administrator_name

aAvUkE—F

ZoavwryRiE, TV r—varya—HF AU —T oA ADERELE VY FLET,
utilsreset_application_ui_administrator_name

FHE (admin:)

Z #
o< REHEL ~UL 1
Ty L— REEOMFEH - FHE

18 %5 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils reset_application_ui_administrator_password

Zoavw NI, TV =gy a—WF A E—T oA ADERENRAT—RE VY b
LET,

utils A< K .
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. utils restore_application_ui_administrator_account

\)

ATk E—F

GE) IMBLOTLELUAR/)—=KRTONRRT— ROEFIZONTIL, BHEATU—FKZ )ty

FMEAENIC, TR_RTHOIMBLOT LE A/ — R Cisco Presence Engine H— & A & {5
IELET, "AUY—=FZ Uty L&, $3TD/ — T Cisco Presence Engine #— E
AZEEEHLET, PEAMEI LI XIZT LB 2AORENRAET L ATREMENH D720,
AVTFUVARHZZ DB A7 #FAT LTI, IM /= RETLEV R ) — RO/RR
U — REEHET 551, # LR U — K3 Unified Communication Manager® BLE DS
HENRZAT—=RERIUTHDLZ MR L TIIEIN,

utilsreset_application_ui_administrator_password

A (admin:)

Z 8
o< REHEL ~UL 1
T 7T L— REEOER - AJHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— B2 I L Cisco Unity Connection

utils restore_application_ui_administrator_account

AR E—F

Zoavw NI, TV r—ary a—WF AL E—T A ADERET HU L MBI LE
K

utilsrestore_application_ui_administrator_account

B (admin:)

S
vy REFEL UL o]
Ty 77— RO R

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils rosters list limited

avU R E—F

T—=HN—=2ANRT Y vy )= R TCZOavy ReF74 58 BHRY + v F v — L EYR
EAEEOREZBGTE ET, AFMEUT CLLICE RSN ET,

A (admin:)

. utils A< K
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EREDAARZA

utils rosters

aAvU R E—F

FEREDHA FS1 Y

utils rosters

avU R E—F

FEREDAARZA Y

utils rosters list full .

ZOARY REAT T ABMPIZOARETTH 2R LEST, ZOa<w FTE &
Uy N RERREN, EBHR L a— FOFEMIIRSINET A, B L a— ROFHMIZD
WTTIE, [rosterslist] [watcher | contacts|full] Z#3L T 72 &0y,

E H
aw REFEL UL @ 4
T L— RIGOMER © AF]

@ %42 © IM and Presence J-— B &

list full

T B R—=2ART Y vy ) — R TIDavy REETTH L, 724 TO watcher B &
OMERN 72 SO E 7 7 A NMCEBX AL Z ENTEET, a~r Nk, CLIOSEH b F*
RLUFET,

ZPE  (admin:)
oAy REA LTI AR OLETTL L AR L ET,

Z#H®

vy NEHEL L 2 4

T 77— REFOfER - AR

1 %52 © IM and Presence #— B A

list watchers

7 T AL NOTXTOEL) 72 watcher DFEMIZ 7 7 A MIEZATIZIE, T—HX—ZANXT Y »
V¥ )= RTZOavy REFTLET, BRMEREOEFHE CLIICERRINET,

B (admin:)

ZDawy RiZA YT F U AYBPICORETTHZ L AR L EI, FEITH. ETRIE.
CLL:uZ 77 A MTbERINET,

E %

gy FEFHEL UL« 4

Ty T L— RGO« AAA]

1 FH %4 : IM and Presence — £ A

utils A< K .
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utils rosters list contacts

AR E—F

EREDAA RZA4 Y

T T AL NOT X TCOEN K OFFME 7 7 A MCEZALITIEL, T2 _X—2ZAXT T v
V¥ /= RTCZoa<wy REFITLET, BEBHRERKILEOEHED CLLICEKRINET,

A (admin:)

DA<y REA T T AMBPICOREITTH I EEHERE L E7,
=z %

o< REHEL ~UL 4

Ty 77 L— RO« RA]
W X% : IM and Presence ¥ — E &

utils rosters delete

AR E—F

HEREDAA K1Y

IMand LB A7 T 2 ZNOEER 24T D watcher 38 KX OMERh 72 8 4& 28 2 HIFR 9 51214,
T HR=ANRT ) vy J— R TCZDa<wy REFITLET,

B (admin:)

ZOa<wy RiZA YT F U AYMFICOREITT D Z L AHELE9, FEITH, EITRIIE.
CLILE 77 A M HERENFET,

= &

vy FRHEL L 4

Ty T L— RO/ - R

i F %52 © IM and Presence —E A

utils scheduled-task disable

Toawy R, ATV a— L ENTEX AT B LET,

utils scheduled-task disable scheduled-task

B DEREA

ATV R E—F

NS A—4A  ZRHER
scheduled-task #5022 MBI D X A7 DARTEZ AT LET,

EHHE (admin:)

. utils A< K
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utils scheduled-task enable .

EZ#H
a2 REHEL ~UL 1
Ty T L— RO AT

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils scheduled-task enable

ZOa=wr Rt ATV a— LV ENTEEZ AT EREMMLET,

utils scheduled-task enable scheduled-task

BXDEREA

AR E—F

INDA—4A ERBA
scheduled-task HZNZ 4 2 MEN B H X2 27 DL4THTE AT LET,

B (admin:)

Z#
o< REHEL ~UL 1
77— REFOfER ¢ AR

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

utils scheduled-task list

ATV R E—F

ZOavy RiE, ATV a— NV EINTETRTOX AT 2—ERRLET,
utils scheduled-task list

B (admin:)

=i
gy REFEL L 2 0
Ty T L— RO A

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥ & Cisco Unity Connection

utils A< K .



. utils set urlpattern disable

utils 372 F |

utils set urlpattern disable

aAvU R E—F

ZDavw RiE, URL N — &ML, 22220 product profile sh” 7 A /L&A H
LEd, URL XZ —URNERRB L, Zoa<wy RiZko TROITHABEIMENE T,

export TOMCAT EXCLUDE URLPATTERNS="/ucmuser"

utils set urlpattern disable

B (admin:)

Z #
oy REFEL L ]
Ty 7T L— REEOER « ARW]

Ji F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

utils set urlpattern enable

avY kK E—FK

utils service

ZDavwy RiE, URLNZ—ZHENT L, 22220 product profile sh”? 7 A /L&A H
LET, URL XX —V 2T HE, Z0a~vy RZEoTROITVEINENET,

export TOMCAT EXCLUDE URLPATTERNS=""

utils set urlpattern enable

P (admin:)

Z H#
o< REHEL ~UL 1
T 7T L— RO - KA

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H#—1" X Cisco Unity Connection

Zoawry Rt Y=Y RET 7T 474k, T 7T 4 7k, BltA, 1k, FoIEEE L
7,

utilsservice {activate|deactivate| start | stop | restart} service name

. utils A< K
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utils service list .

X DA INTA—4 B
service name Rt A5 —EADLETIEE LE T, UTFICHZRLET,
* System NTP

» System SSH

* Service Manager

* Cisco DB

* Cisco Database Layer Monitor

* [Cisco Unified Serviceability]
SO EETRTEMEL TV DD TS Y Et A, S — KOTRTOY—
ERA% U A RNT5I20F, utilsservicelit =2~ RE A LET,

G¥) A& F7 1 Cisco Prime License Manager @ Cisco Tomcat ¥ — B &
Z FEEh 9 5121%, utilsservicerestart Cisco PrimeLM Server =1~ >
REFATT L0, V—"ZiiEdE L E3,

avY kK E—FK B (admin:)

E #
o< REHEL ~UL 1
T T L— RO - KA

i x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—1 2 L Cisco Unity Connection

utils service list
Zoawr R, TRTCOYV—E 2D Y R NEEEL T,

utilsservicelist [page]

XD NS A— B
A

[page] HHE—EIZI =V FTOFRLET,

v RKRE—F EHE (admin:)

E s

gy RERHEL~L @ 0

utils A< K .
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. utils service auto-restart

T 77 L— RO« RA]

1t F %4 : Unified Communications Manager @ IM and Presence — £ A

utils service auto-restart
Zoavwy Rk, SBELEY—ERERMGEIXEELET,

utilsserviceauto-restart {enable| disable| show}

service-name
BX D& T A=A Bl:
enable BB A BAA L £
disable BB A2 1 L E T
show P—CADAT —H A% TR
LET,
service-name Bth, ik, FERRT S
P—EADAFER L ET,
* System NTP
* System SSH
* Service Manager
* Cisco DB
* Cisco Tomcat
* Cisco Database Layer
Monitor
* [Cisco Unified
Serviceability]
avY R E—FK EHA (admin:)
2z #

avy REEL~L 2 ]
T L— RIGEOMER © AF]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

. utils A< K
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utils service start .

utils service start

Zoavwy NI, —brREEHLET,

utils service start

BX DA

INT A—  EREA
A

service BEOHEE R T A —E2ADLETIE AT LET,

ATV R E—F

EH#E (admin:)

EZEH
o<y REfEL~L ;]
Ty 7T L— REEOER « ARWA]

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils service stop

Zoa<wr RN, Y—ERxEEIELET,

utils service stop

B DEREA

AU R E—F

NS A— FiBA
3

service B OBEETHER TE 52— 204014 A) LET,

A (admin:)

ZEH
aw REFHEL L 2
Ty 77— RO RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils A< K .
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. utils snmp config 1/2c community-string

utils snmp config 1/2c community-string

IDAETIT 47 av N, ala=7 0 AN 7 EBIN Bk, VA MRRER
THEHLES

utils snmp config /2c community-string {add |delete |list |update}

X DA INS A—  ERER
add HLnasa=F 4 ALY T EBMLUET,

delete a3a=F 4 AN UTEYIBRLET,

list FTARTCOAI2=T 4 AN T HIVAXAMRRLET,

update a3a2=F4 AN U EEHLET,

avU R E—F EHE (admin:)

FRLEDHA RSAy YATLILEVARTA=ZDANBROLNET,

BEDOEREZH/NIT BT, SNMP Master Agent —EXARFEEpINET, 2w KD
FATHRIL, FEBVETT2ETHELRNTIEEY, y—EROFEHPICa~s FaHf
1EU72385A0%, utils service 1ist Zf#fH LT ISNMP Master Agent] DY —E A AT —H R
%Eﬁ%}g\ Liﬁ_o H— t\‘xﬁs‘&\“jybfl/\é%/ﬁ\li\ utils service start SNMP Master Agent %
EHLCH—ERZHBLET,

Z #
g REFEL~UL @ 1
T T L— REEOMER : AIHE

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils snmp config 1/2c inform

DA ZT 7T 47 avy N, A7 x—L@MOsidkEzi B, Bk, VA MOREIZ
EHLET,

utilssnmp config /2cinform {add |delete |list |update}

. utils A< K



| wilsaw>r
utils snmp config 1/2c trap .

DA IND A—  EREA
add BENDFEE BN L ET,
delete BEIDOSEIEZHIER L ET,
list WD E T _XTY A FFRRLET,
update BEIDSEIEZETH LET,
avU R E—F FHAE (admin:)
¢

i FH x4 Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E" X Cisco Unity Connection

utils snmp config 1/2c trap
IDAET T 47 avy N, b7y TEMCERESAET,

utilssnmp config L/2ctrap {add | delete| list | update}

EX DA INT A—  ERBR
3
add RESNIEVIRCDAI 2=F 4 Z M) U ZIEEM T SR8 Luvwvl2e KT v
TEEOSE BN ET,

delete BEFED vi2e b T v B O5E 5 OREERAHIR L 7,

list BERESNTWD vI2e Ty FilaEs ) A FERELET,

update BEFED v1/2c b7 v T O5EE DR EIEREZFH L £,

ATV K E—F B (admin:)

EH®

avy REHEL~UL 1

Ty 77— RO/ ATEe

1 %4 : Unified Communications Manager 35 J2 UY Cisco Unity Connection

utils A< K .
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utils snmp config 3 inform

IDAUETIT 47 avy NI v3A Uy 7 — M@ EEY 5B ET,

utilssnmp config 3inform {add |delete |list |update}

BXDEREA

aAvU kK E—F

FEREDHA K4

NS A— A

add RESINT V32—V ICEEMT ORI LW V3 A > 7 4+ — LB D565 %8
ML ET,

delete BEED V3 A 2 7 4 — MBI OSEA DR EHER LR L £,

list BERESNTWAVIA U 7+ —Li@m%E ) A RFRRLET,

update METED V3 A > 7 F — LB DS OREHERE T H L ET,

B (admin:)
VAT LIV RT A= DANDRRDENET,

BEDOEREZH/NIT BT, SNMP Master Agent —EXARFEEpINET, 2w KD
FATHRIE, BEBNTETTLH2ETHIELAZNTLZI, P—EAOFEETIZa~y Raeh
IE L7258, utils service list Zf#H LT TSNMP Master Agent] O%—EZ A7 —F A
FHERLET, Y—ERABKT T LTWAEEIX, utils service start SNMP Master Agent &
AL CH—ERZBH L ET,

EZH
g REFEL~UL @ 1
T 7T L— RIEOFER  AlHE

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils shmp config mib2

TDAVETIT 47 awr R, Mib2 REIHRICERE LY 5.2 £7,

utilssnmp configmib2 {add |delete |list |update}

BXDEREA

INT A—  EREA

add Mib2 B EFEHRZEBML E 7,

. utils A< K
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utils snmp config 3 trap .

INTA—  EREA

3

delete Mib2 FEFHRZHIER L £7,

list Mib2 iR EFHRZ U A FFRRLET,
update  Mib2 REE WA EH L ET,

ATV R E—F

EREDAARZA

B (admin:)

VAT AILDRTGA—=FDANNRRDENFET,

=25

a~ Y REFEL L 2 0
T w77 L— RO - FHE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp config 3 trap

DA ZTIT 47 A<y R, M7y TEMICEEESAET,

utilssnmp config3trap {add |deete |list |update}

B DEREA

aAvU R E—F

EREDAARZA

INTA—  EiEA

add BE SN2 v3 =P L ICBEAHT S8 L v3 BTy Sl osE s AN L
ES

delete BEAFD v3 R Ty TR OsE e OREHREHIRL E7,

list BEREINTNDH V3 b7y Ti@E ) A hRRLET,

update BEfFD v3 N7 Tl O ORERRE EEH L ET,

EHFE (admin:)

VAT AILONRTGA—=FDANDRRDENFET,

E S

g REFFEL~UL ;1
Ty 77 L— REEOEM - "hE

utils A< K .
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. utils snmp config 3 user

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp config 3 user
IDAVETIT 4T avy KL, v3 a—VREICEEL 52 ET,

utilssnmp config3user {add |delete |list |update}

BX DA INT A—  EREA

add 3FAEE T TA N — RAT = REHFH L TH LW VI 2—FZBINL £9,

delete BETED v3 2 — VP OREHREZHIR L £,

list BREREINTWD V3 2—F%2 U A MRRLET,

update BEfF D v3 22— TF O EHHREFHT L ET,

Aa<vY R E—F ‘HHZ (admin:)

FEREDHA KSA4Y YATAHZRVRIA=ZDANPRDHNET,
Z #
gy REFEL L ]
T 7T L— FEEOER - AJRE

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#— ¥t & Cisco Unity Connection

utils snmp get

TDAVET T 4T awr Rk, FEELI-MIBOID DIEE LT "—2 3 &2 L T SNMP
T—H R LET,

utilssnmp get version

X DEREA INTGA—4 SRER
version SNMP X — g U E2HEELE
T, FRETEAMEIE, 1, 2cF
72133 T,

. utils A< K
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utils snmp get 1 .

INSA—4H EREA

community SNMP 23 == (1 ALY
TafRELET,

ip-address P — 3D IPv4 £721TIPv6 T F

VAERELEY, a—HhL
RA NEFEET DHEEIE.
127.000 % A1 LES, 77
ALZNDRD ) — KD
IPv4/IPv6 7 KL 2 & AJJ L.
FD/)—KRETavwr Ra3xE

fTcEEd,
object B34 2 SNMP A7 ¥ =7 b
ID (OID) ZHELET,
file o< NHHERET ST 7
ANERELET,

ATV R E—F

B (admin:)

FEREDHA KS4 > MBRHOFEDOID (U—7) I LTIDa~vy RaFTLIESLE. £0 MIB DEREDS

NFET, 2L 203, VAT LABEBFR ARG T 55815, i50.3.6.1.2.1.25.1.1.0 = Timeticks:
(19836825) 2 days, 7:06:08.25 &78 0 F9,

UE—=RFARANDIPVAIPV6 T RLAZIRET H L, 2~v 2 RIZUE— b B R THEITSINE
j—o

IPv4/IPv6 7 RV ANKETYT, RAA AHIIFEHTEEEA,

EZ 45
gy REFEL L ]
T w7 L— REEOFEH - AEE

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils shmp get 1

Toavwy RNE, BELEMIBOID DAN—Y a1 2 LT, SNMPF— 2 2 B8 L4,

utilssnmp get 1 version

utils A< K .



. utils snmp get 2¢

utils 372 F |

BX DA INT A—  ERBA
A
version SNMP R—T 3 UEAIEELET, fHETE HEIE, 1, 2¢ £721X3 TT,
community SNMP =22 == 41 A N 7 %EELET,
ip-address 4 — XD IPv4 £721XIPv6 7 KL AZIREL£T, u—H/L KA MEIEETHH
Alif, 127000 ZA N LET, 7T AXNORID /) — KD IPv4/IPv6 7 KL A %
AL, #FO ) —RKETa<wr REFITTEET,
object Hif54 2% SNMP 47 2= 7 +ID (OID) Z45E L £,
file a~vy NMHERGET D7 7 A NVERELET,
ATV R E—F EHA (admin:)
E H

o< REHEL~UL ;]
T 7T L— REEOER - ARE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp get 2c

o<y RNE BELEMIBOID DAN—2 a2 2 LT, SNMPF— 2 2FE L F

‘ﬁ—O

utilssnmp get 2c version

B DEREA INT A —
3

BLL

version

SNMP N—2 a U ERELET, fEETXSMEF. 1. 2¢ £721F3 TT,

community

SNMP =X 2=F ¢ A MY U I E2IBELET,

ip-address

PF— D IPv4 £721FIPv6 7 FLAZRELET, v— WLV FX NEHRET S5
AlE, 127000 A LET, 7T AXNDRID ) — RO IPv4/IPv6 7 KL A %
AHL, FO/)—RETa~vy REETTEET,

object

B84 5 SNMP 472 =7 b ID (OID) i EE L7,

file

A~y FHOZRET L7 7 A v E2RELET,

. utils A< K



| wilsaw>r
utils snmp get 3 .

avY R E—FK EELH  (admin:)

Z #
o<y REFEL~UL 1 ]
T w7 L— RRFOE A FIEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp get 3
f77E L7- MIB OID ® SNMP 7 —# Z Hutf L £9,

utilssnmp get 3 version

BX DA INT A— B
3

version SNMP N\— g U ERELET, fEETEAHMMEIE, 1. 2¢ £33 TT,

community SNMP 22X ==5 4 AR L7 HEELET,

ip-address  4— XD IPv4 721X IPv6 7 RL AZEELE T, v—Hh KA NEET 55
Al 127.000 Z AT LET, 7T AZHNDORID ) — KD IPv4/IPv6 7 KL A%
ANHL, 20O/ —FRETa~vwr REETTEET,

object 54 % SNMP 472 =2 K ID (OID) #¥EELET,

file avy AR RGET D 7 7 A VERELET,
avU R E—F B (admin:)
G4

vy REFHEL UL ]
Ty T 7 L— RO R

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

utils snmp hardware-agents
ZOavy RiE, = NEDOSNMP =—V = MIREL 5 X £7,

utilssnmp hardware-agents {status |start |stop |restart}
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. utils snmp test

FEXDERRA INS A—  EiBH
2
status N—=RT 27 RUF—I Lo TRIHEEINTWE SNMP =—V = hDAT—H
AhERRLET,

GE) ZDavwy KT, AT—HARRT =V METNREREINE
T, TRCON—RFRT 2T =—x NN AT—H A& R Tl Tlx

HFEEA,

stop N—=KRU 27 R — Lo TR TWET R TOSNMP =—V = b &
EIE L £,

restart N—=Ro 27 R —ICH o TREEINTHWDITXTHOSNMP =—V = b &
HEh L E9,

start IN=R 2T R =L TR BEENTWDETRTOSNMP = —V = %
BHAG L £,

avy R E—FK HELH  (admin:)

=5
a~ Y REFEL L 2 0
T w7 L— RO - FHE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp test
ZOa~<wy RiE, m—HF /b syslog, UE— K syslogllH 70 77 —L%FELET,

utils snmp test

avY kK E—FK EHE (admin:)

E H#
a2 REHEL ~UL 1
T w77 L— RO AlEE

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E" A Cisco Unity Connection

. utils A< K
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utils snmp walk .

!l
admin: admin:utils snmp test
Service Manager is running

Test SNMP Trap starts with Local Host Name, Specify a Remote Sever Name to test Remote
Syslog

TestAlarmInformational sent [Returncode=0]

TestAlarmEmergency sent [Returncode=0]

TestAlarmAlert sent [returncode=0]

TestAlarmCritical sent [Returncode=0]

TestAlarmDebug sent [Returncode=0]

TestAlarmNotice sent [Returncode=0]

TestAlarmWarning sent [Returncode=0]

TestAlarmError sent [Returncode=0]

TestAlarmWindows sent [Returncode=0]

Message from syslogd@ipcbu-plat44 at Sat Jul 17 03:56:11 2010 ...

ipcbu-plat44 local7 0 : 1: ipcbu-plat44.blr.eng: Jul 16 2010 22:26:11.53 UTC :
%UC_-0-TestAlarmEmergency: %[AppID=Cisco CallManager] [ClusterID=] [NodeID=ipcbu-plat44]:

Testing EMERGENCY ALARM

utils snmp walk

DA UHE T T 4T avr Nt BELEAA—Y a3 VAL TSNMPMIBZ 7 +—72 L,
e E LT OID TRA LT,

utilssnmp walk version

BX DA

NS A— FRBA
3

version SNMP N— g V& EELET, BETE AL, 1. 2¢ £721X3 T,

community SNMP =X == 4 A N L 7 %#EELET,

ip-address  4— 3D [Pv4 7213 IPv6 7 RL AZFEELET, va—H /L KA NI ET 58
AlE. 127000 Z A LFET, 7T AZHNDHID /) — KD IPv4/IPv6 7 KL A %
AHL, #FO/)— R ETavwy REFETTXET,

object U4 —2F%5SNMP A7 =7 FID (OID) %#45ELET

file o< N ERET D7 7 ANV ERELET,

aAvURE—F

B (admin:)

utils A< K .



. utils snmp walk

utils 372 F |

E #
a2 REHEL ~UL 1
Ty 77 L— REEOEH - aRE

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

1

/ka)@ﬂjfﬂi\ utils snmp config 1/2c community-string I~ 2 ]\%{ﬁﬂq LCalia=
T A CFHIDPMERR S IV TWET,

admin:utils snmp walk 1

ctrl-c: To quit the input.

Enter the community string:: public

Enter the ip address of the Server, use 127.0.0.1 for localhost.

Note that you need to provide the IP address, not the hostname.:: <enter the IP address
of your server>

The Object ID (OID):: is0.3.6.1.2.1.1.1.0

Enter parameter as "file" to log the output to a file. [nofile]::

This command may temporarily impact CPU performance.

Continue (y/n)?y

SNMPv2-MIB: :sysDescr.0 = STRING: Linux release:3.10.0-1062.18.1.e17.x86_ 64 machine:x86_ 64
R R R

utils snmp walk 2c -> same as utils snmp walk 1

R R R R
For the below example, user is created using

utils snmp config 3 user add

utils snmp walk 3
admin:utils snmp walk 3

ctrl-c: To quit the input.

Enter the user name:: test

Enter the authentication protocol [SHA]:: SHA
Enter the authentication protocol pass phrase:: ****xxkxx
Enter the privacy protocol [AES128]:: AES128

Enter the privacy protocol pass phrase:: ***xxkxkxk

Enter the ip address of the Server, use 127.0.0.1 for localhost.

Note that you need to provide the IP address, not the hostname.:: <enter the IP address
of your server>

The Object ID (OID):: is0.3.6.1.2.1.1.1.0

Enter parameter as "file" to log the output to a file. [nofile]::

This command may temporarily impact CPU performance.

Continue (y/n)?y

SNMPv2-MIB: :sysDescr.0 = STRING: Linux release:3.10.0-1062.18.1.el17.x86 64 machine:x86 64

. utils A< K
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utils snmp walk 1 .

utils snmp walk 1

Z @ interactive 2~ > RiL, $§E 7= OID ThhE 5 SNMP N— 3 1% L T SNMP
MIB %0 4+—27 LET,

utilssnmp walk 1 version

EX D& INTA—  FRBA
3

version SNMP N— g V& EELET, BETE AL, 1. 2¢ £721X3 T,

community SNMP =X == 41 A N L 7 %EELET,

ip-address  4— 3D [Pv4 7213 IPv6 7 RL AZFEELET, v—H/L KA NI ET H85
AlE. 127000 Z AT LET, 7T AZHNDHID /) — KD IPv4/IPv6 7 KL A %
AL, #FO ) —RFECa~y FEeFETTEET,

object 74 —2FAHSNMP A7 =7 FID (OID) #EELET
file g~ R HERGFET D7 7 A VERELET,

AT RE—FK EHA (admin:)
E #

gy REBEL~L ;1
T 7T L— REEOER - AJRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp walk 2c

Z @ interactive <> KiZ, $5E 472 OID THhE 5 SNMP /N— 3 > 2¢ ZfH LT SNMP
MIB # 7 4+—7 L7,

utilssnmp walk 2¢c version

BX DA INTA— ERBA
3

version SNMP N—2 g U ERELET, fEETEXHMEF. 1. 2¢ £721F3 TT,

community SNMP =X =2=5 4 AR L7 HEELET,

utils A< K .
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. utils snmp walk 3

RS A— B

ip-address  H— XD IPv4 721X IPv6 7 KL AZELE T, a—h L R A NEET 55
AlE. 127000 Z A LFET, 7T AZHNDHID /) — KO IPv4/IPv6 7 KL A %
AL, #FO ) — R ECa~ FeFETTEET,

object 74 —2FAHSNMP A7 =7 FID (OID) #ELET
file g~y RO ERGFET D7 7 A VERELET,

AT RE—FK EHA (admin:)
E #

g REFFEL~UL ;1
T 7T L— REEOER - AJRE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#—¥E A Cisco Unity Connection

utils snmp walk 3

TDAVETIT 4T av RiE, FEELEZOID 7, SNMPMIB 27 4+ —27 LE9,

utilssnmp walk 3 version

B DEREA INTA— B
3

version SNMP N\— = UAEELET, fEETE MM, 1. 2c £33 TH,

community SNMP 22X ==5 4 AR L7 HEELET,

object U4 —27%F%5SNMP A7 =2 FID (OID) #fEELET

ip-address  #— XD IPv4 721X IPv6 7 RL AZEELE T, a—HhL KA NETET 55
AlE. 127000 A LFET, 7T AZHNDHID /) — KD IPv4/IPv6 7 KL A %
AL, #FO ) — R ECa~ FeFETTEFET,

file o< NHHERET D77 ANV ERELET,
Aa<wY R E—F B (admin:)
E H

g REFEL~UL @ 1

. utils A< K
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utils soap realtimeservice test .

Ty L— RO« RA]

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils soap realtimeservice test

ZoawrRNE, VE—F V=N ETWHO0DT AN r—REFEITLET,

utils soap realtimeservice test [VE—Fipl Y E—F UE— | hitps /XA T — K

B DEREA

AU R E—F

ING A—4 ELz
remote-ip FA NGB LELEY—OIPT FLAZEELET,

remote-https-user SOAPAPIICT 7 B AMED I D2 — WL i E LET,

remote-https-passvord SOAPAPIIZT 7 B AMED AT H 7y hONRAT— REfEELET,

B (admin:)

EZH
a2 REFEL~UL 2 0
T oI L— RIEOMHEH - K]

it F %4 : Unified Communications Manager, IM and Presence @ IM and Presence — £ A Cisco
Unity Connection

utils sso
ZDza< RiX. SAML SSO #FFREICET 2@ et LE 7,
utilssso {enable| disable| status}

X DR INT A—  ERBA

AR E—F

3

enable SAML SSO #H %W T& 5 Cisco =7 7 A K CM Administration DT & &4t L
iﬁ‘o

disable SAML SSO X"—ADFEET 4 B—T VI LET,

status SAML SSO D AT — X% A& tgft U F 3,

FHE (admin:)

utils A< K .



. utils sso recovery-url

utils 372 F |

E #
a2 REHEL ~UL 1
T w7 L— REEOEH : Rnf

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A ¥ IO Cisco Unity Connection

1

Admin: utils sso enable
*¥** I A RN I N G ***
SSO cannot be enabled using CLI command

To enable Cluster wide SAML SSO please access
Cisco Unified CM Administration Page->System->SAML Single Sign On

utils sso recovery-url

ZDa< Fit, SAML SSO X—ZADFEFED Y H#3) URL A F—7NVEFT 4 ®—T 0
W LET,

utils sso recovery-url {enable| disable}

BXDEREA

AR E—F

INT A—  ERBA
A

enable SAML SSO ~_—ZADBIEDO Y H 3 URL A F—7 ML ET,

disable SAML SSO _X—ZDFBFED Y HNY URL&#T 4 B—7 M LET,

Y (admin:)

Z #
a2 REHEL ~UL ]
T 7T L— REEOER - nRE

i %4 © Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils system restart

Zoawry NI, RUA—F 43 ary TCOATARHEITAZENTEET,

utils system restart

. utils A< K
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utils system shutdown .

aAvU R E—F

B (admin:)

ZEH
o~ REREL L ]
T T L— RIGOMER « AF]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils system shutdown

IDavwy NI, VAT LAEV Yy N U UTAIENTEET,

utils system shutdown

aAvU R E—F

FHE (admin:)

FEREDHA K54

TDavwy NI, 5 TEALT TR LET, YATANSHLUNICY Yy T LRV
Ak, il Yy NE UV EFTTEHLE TV a UBRERENE T,

A

FE M~ UL — RO Yy v MY UBIOEEIHNREIESNS L, T AN AT

LDRHRT D ATREMED B VW £ T,

ZE#
o< REHEL ~UL 1
Ty I T L— RO A

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection

utils system switch-version

Zoa~vrRE T IT AT RNN—T 4 a TV RT AEHEMT AN TEET,

utils system switch-version

ATV R E—F

B (admin:)

Z #
gy RERHEL ~L @ 1
Ty T L— REEOER « ARWA]

utils A< K .



. utils system boot

utils 372 F |

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils system bhoot

Zoavwr NI, VAT AT MADKEELEE) XA L7 FLET,

utils system boot {console| serial}

B DEREA

AT R E—F

INT A—  ERBA
3

console VATA T— IR — VAL LT FERET,

serial SAFANT— AN COMI (U TAR—F1) IV XA LT NERFET,

EHE (admin:)

ES i
avw REEL L 2 0
Ty 7T L— REFOM  AreE

i %622 : Unified Communications Manager 35 J2 U8 Cisco Unity Connection

utils system upgrade

Zoavwr REMHTSHE,. 7 v 77 L— FE XD Cisco Option Package (COP) 7 7 A /L% |
=N VE— b DWEDT 4 L7 MU InHA VA =L TEET,

utilssystem upgrade {initiate| cancel | status}

B DEREA

NS A—4H Bl
cancel TIT4TRT v 77— RexyrvrLlEd,
initiate HLWT w77 L— K o4V —REBBT 50, BBEOT v

TV —R U4 P —FRZHELET, YoV —Ficky vy—
ANEDT v I TV —K 77 A NVDOEFEANTITH L5k
LNET,

status T T T L= ROAT—Z AR RLET,

AR E—F
B (admin:)

. utils A< K
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utils system upgrade .

FEREDAA FSM4 Y
VAP —=RICE-T, Ty 77— RCETLERCANT DL 0Tk bNET,

I LT UV XMER: T v T T L= RA A= UMEEEN TV L — D7 LT vy L
DL EHERLET, 2= 74 Fala=r—Tarvx—Yx—"T7 vy
J—=RET T 7L —=RLTELT, LANCZD/ —R&7 v 77 L—RKLTWAHHEHE
X, X7V v vx )= Kb DI LT vy LOF T — e T& 9, [Use
download credentials from /X7 U w2 %] DT 7 4 /L MEIX [yes] T,

N

GE) lxnr IR —KNaT v 77— RT555IC0H, /N
TV vy ) —RKnbDA U a—R7 LT vy LA
TEFET, 20X T aid, ZIAXBEROT v 7T L—
RiZidmA SN EEA,

* [Upgradefilesource: 7 77 L— R 7 7 A L DMRAFESI L TN D — D2 A LET,
n—HNY—Z(CD £/IEDVD) 26T v 77 L—R$5 2 L4, FTP £721% SFTP % 1{#
HALTUVE— T v 7T L —RIT 7 ANV EX L m—RTHZEHTEET, F2iL,
Xy B NAEERICT v L= RERBT 25813, e — A A=V Y —2AF T g
VEMBALT, UENCE Y ru— R LT v 77— R 7 7 A L EHERTE£7,

s [FUru— RRIZT v 77 L— R%&#E{T (Continue with upgrade after download)]: 7 v 77
L—RIZ7 AP F T oa—Rasnbe, 7y 77— ReAENICHITT 208 9 g
FBETLHIVLENRS Y F9 (T 7 40 MEE [IX (yes)] TT), BEWWIZT v 77 L— T
L2 EEBRIRLEGS,. =y 7 AFE 1T SHA OFMITE RSN EY A, HE 1TV
(yes)] E72IEL [V (no)] IZERET D & REILTV AT AITHERD £,

N—=V AV AL FUT T T T L= RRETTLHE, FHLOWAA—T 3 SZEHBENNICY)
DREZDMNEIDERETDLEND Y £ (7 7 4V MEIX [V R (no)] TT). Yes &
ANTHE, VAT AFHLWA=D g AZGVFEDY, Ty L— ROETHICAE)
FICHER) L ET, 52 [T (yes)] E721E WX o) ICERE LI2GA. REIL AT
ATHED £,

E¢
a2 REfHEL~UL 2 0

1 F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#—E A Cisco Unity Connection,

\}

CE) I I7ARZDT w77 L—RFRETH T, CLIZEHLTHDT v 77 L— FRERB IS
ELRDA =V DBEREINET,

A cluster upgrade is in progress. You can check the status of the cluster upgrade using
the CLI or GUI of the CUCM Publisher.

utils A< K .



. utils system upgrade

utils 372 F |

1 :

admin:utils system upgrade initiate
Warning: Do not close this window without first canceling the upgrade.
Warning: A cluster upgrade is in progress. You can check the status of the cluster upgrade

using the CLI or GUI of the CUCM Publisher.

Use download credentials from Publisher (yes/no) [yes]:no

Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<UCSInstall UCOS 12.5.0.98000-889.iso>
g) quit

Please select an option (1 - 4 or "g" ): 4

Please enter SMTP Host Server (optional):

Checking for valid upgrades.

Please wait...

Available options and upgrades in "upgrade" directory:

1) UCSInstall UCOS 12.5.0.98000-338.iso

g) quit

Please select an option (1 - 1 or "g" ): 1

Accessing the file.

Please wait...

Validating the file...

A system reboot is required when the upgrade process completes or is canceled.

This will ensure services affected by the upgrade process are functioning properly.
Downloaded: UCSInstall UCOS 12.5.0.98000-338.1is0o

File version: 12.5.0.98000-338

File checksum : (MD5): 8f:ce:0b:12:6b:d5:6f:d5:£d:25:d9%9:aa:12:d0:d5:30

(SHA512) :
84ac0fd217231732e89f1c01926a085246941c1 785ae8e5500860426d09 042 fdc] ce07e0c%e3ac Ido01a4 £ 781223938390 2044051 61ebf 1361 7¢3050
Automatically switch versions if the upgrade is successful (yes/no): yes

Start installation (yes/no): yes

&1

admin:utils system upgrade initiate

Warning: Do not close this window without first canceling the upgrade.
Use download credentials from Publisher (yes/no) [yes]:yes

Using publisher setting

Checking for valid upgrades. Please wait...

Available options and upgrades in "10.65.104.39:/var/sftp/uploads":

1l.dp-ffr.3-1-7.NL.k3.cop g) quit
Please select an option (1 - 1 or "g" ):

51

admin:utils system upgrade initiate

Warning: Do not close this window without first canceling the upgrade.

. utils A< K
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utils system upgrade cluster .

Use download credentials from Publisher (yes/no) [yes]:no

Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<UCSInstall UCOS 12.5.0.98000-889.is0o>
q) quit

Please select an option (1 - 4 or "g" ): 4

Please enter SMTP Host Server (optional):

Continue with upgrade after download (yes/no) [yes]:

switch-version server after upgrade (yes/no) [no]

Checking for valid upgrades.

Please wait...

Available options and upgrades in "upgrade" directory:

1) UCSInstall UCOS 12.5.0.98000-338.1iso0

q) quit

Please select an option (1 - 1 or "g" ): 1

Accessing the file.

Please wait...

Validating the file...

A system reboot is required when the upgrade process completes or is canceled.
This will ensure services affected by the upgrade process are functioning properly.
Downloaded: UCSInstall UCOS 12.5.0.98000-338.iso0

File version: 12.5.0.98000-338

Automatically switch versions if the upgrade is successful (yes/no): yes

Start installation (yes/no): yes

utils system upgrade cluster

Zoavy REFEHTLE, n—IL T4 L7 FUBEXQRVE—F T4 L7 MUDDHT TR
% /) — K (Unified Communications Manager 5 &2 O" IM and Presence) & Cisco Option Package
(COP) 77 ANDT v T T L—R&Af LA NN TEET,

utils system upgradecluster {initiate| cancel | status}

B DEREA

INT A=A SR BA
cancel TITF 4 TR T v T —ReXy oL LET,
initiate BLWT v 7T L— R v P— Rabd 50, BFEOZ F

AZDT v T T L—R U4 PF—REdiEL £,
OFTvarvEFEHTLHE, =T 74 Nala=r—Ts
V=T =T NS T T ALEBERDT ST L—
KEFEITTEET,

IDOATavE, =Ty A Ralashb—y g v R—
PV T AT GANRELIIIMBLEORS LB 2 ) — RTiEEA
{, =774 Faia=r—rvarv3x—Ix— "7y
Uy TOREATEET,

utils A< K .
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. utils system upgrade cluster

ING A—4 SHER
status JITABERNDE ) — RKDOT T T L—RKOARAT—H A&ZIRD
T 44—V RTERLET,
e /J— K-/ —FKDOKER M,

enx—/)L- J—RKpDura—/l,

AT T -BEOAT v T EFE, ERET v T L—FRD
BT DEDICEITEND AT v T OEHE,

DA -FED ) — R CHAET v 77 L— KRB OBED 2
K=k,

JEREIRERE] - LLRT D 7 F AR 2AKRDT v 77 L— RFELTITH
ST, &/ — ROBEDO LV R—F% 2 NAT v T &5%
T3 BDIT Do 7B,

 BOREERE] - K — FOBRED I R—KR 2 MNAT v 7D
BRLED BT E CITROET 2 FER,

aAvU kR E—F
B (admin:)

FREODHA FS14 >
AP —=RIZL-T, Ty 77— RZETLHEREATITDLHEIITRDENET,

VLT UV NMER: T ST — A A—URREEESNTWAF— DY LF iy L
7\))&)6 k %EEWLA Li‘g—o

* [Upgrade filesource: 7 77 L — R 7 7 A W IMRIFES VTV B — O 2 AT LET,
02— —A(CD 72X DVD) o7 v 7 L— K952 b, FTP £721% SFTP %
HLTIVE— N vV —RT77 AN EX T rm—RT52 88 TEET, £700F
Xy e NAMRERICT v 7L — RERBTLAELAIR, B A A=V Y — Xﬁ7/3
VEMH LT, BAENZ &?/H—bbt7/7ﬁV~b774»%ﬁ%f%i¢o

[T ru— RRIZT v 77 L — R%&EHT (Continue with upgrade after download)]: 7 7° 7
L—RI77ANPREyom—Ranbdbe, 7y 77— REeBEICHITT 20 E 5 g
BETHAMLERDH Y T (T 7 4V MEIE [IEV (yes)] TT), BENWNIZT » 77 L— KF
5T EEBBINRLIZGA, = v 7 Y2 FET SHA OFFIZFR RSN ERE A, EE 1TV
(yes)] £ [V R o) IZERET D &, BRIEIXT AT AR £7,

RV g AT U T T T T U= FRRRETTLHE, HLO A= g ICHBIICY)
DREZDMNEIDERETDLENS Y £7 (7 7 4V MEIX WX (no)] TT), Yes &
ATTTBHE, VATHNIFH LWIAR—=Ta NIV EDY, Ty L — ROFETHRIZHE)
FICHEREN L £, % [1TV (yes)] £ [V Z (o) ICHRE LT-HBA. REIFV AT

25D £,
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utils system upgrade cluster .

=5
a2 REfHEL ~UL 2 0

1 A %5 : Unified Communications Manager @ Unified Communications Manager,

)

GE) H— —FOT7y7F 7 L= KBEITRT, 7 7AFDOT7 v 77 L— RRfsEns &,

WD Ay B—UNERRINET,

failed (Local upgrade is in progress.)

CLIEZZa—P A =T =2 AN LT, 2=T7 7 Falia=r—ar~vx—
X NRTVyy TH— ) — RDOT v 77 L— RREITHOSE, CLIZEALTY 72
ZDT T T L—RERBTLHE, ROA =V NEIRSNET,

A Single-node upgrade is in progress. You can cancel the upgrade to initiate Cluster
upgrade.

22— A =T 2 AEIICLIZEHAL C, 2=V 74 Rala=h—T g ~vF3—
CANRNTN N T TARZT v F T L — Ry g URNETHOSRAIE, CLIZEHAL
Ty FAX Yy arwETHE, ROAvE—URERINET,

Another user session is currently configuring a cluster upgrade. Assume control (yes/no):

yes

1 -

admin:utils system upgrade cluster initiate

Warning: Do not close this window without first canceling the upgrade.

Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<None>

q) quit

Please select an option (1 - 4 or "g" ): 1Directory [/home/image/BOTH] :

Server [10.65.104.19]:

User Name [image]:

Password [******]:

Please enter SMTP Host Server (optional):

Continue with upgrade after download (yes/no) [no]:

Switch-version cluster after upgrade [valid only for ISO] (yes/no) [no]:

Checking for valid upgrades. Please wait...

Available CUCM options and upgrades in "10.65.104.19:/home/image/BOTH":

1) UCSInstall UCOS 12.5.0.98000-541.iso

2) UCSInstall UCOS UNRST 12.5.0.98000-541.iso
3) ciscocm.free common_ space vl.l.cop

4) ciscocm.migrate-export-vl1.20.cop.sgn

q) quit

Please select an option (1 - 4 or "g" ): 1

utils A< K .
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. utils system upgrade cluster

Available IMP options and upgrades in "10.65.104.19:/home/image/BOTH":

1) UCSInstall CUP 12.5.0.98000-661.is0

2) UCSInstall CUP UNRST 12.5.0.98000-661.iso

3) ciscocm.free common space vl.l.cop

4) ciscocm.migrate-export-vl.20.cop.sgn

q) quit

Please select an option (1 - 4 or "g" ): 1

Processing the cluster wide download
UCM1-PUB.ciscoctg.com Downloading. .287mb
UCM1-SUB-1B.ciscoctg.com Downloading..115mb
UCM1-SUB-1A.ciscoctg.com Downloading. .347mb
IMP1-SUB-1B.ciscoctg.com failed (Local upgrade is in progress.)
UCM1-SUB-2B.ciscoctg.com Downloading. .490mb
IMP1-PUB.ciscoctg.com Downloading. .55mb
UCM1-SUB-2A.ciscoctg.com failed

Exiting upgrade command. Please wait...

i

admin:utils system upgrade cluster initiate

Warning: Do not close this window without first canceling the upgrade.
Cluster upgrade is in progress. You may not take over the installation.
Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image <UCSInstall UCOS 12.5.0.98000-569.is0>
q) quit

Please select an option (1 - 4 or "g" ): 4

Please enter SMTP Host Server (optional):
Continue with upgrade after download (yes/no) [no]l: no
Switch-version cluster after upgrade [valid only for ISO] (yes/no) [no]l: no
Checking for valid upgrades. Please wait...
Available CUCM options and upgrades in "upgrade" directory:
1) UCSInstall UCOS 12.5.0.98000-569.1iso0
q) quit
Please select an option (1 - 1 or "g" ): 1
Available IMP options and upgrades in "upgrade" directory:
1) UCSInstall CUP 12.5.0.98000-695.1is0

q) quit

Please select an option (1 - 1 or "g" ): 1

Processing the cluster wide download
UCM1-SUB-1B.ciscoctg.com Download complete
UCM1-SUB-2A.ciscoctg.com Download complete
IMP1-SUB-1B.ciscoctg.com Download complete
UCM1-SUB-1A.ciscoctg.com Download complete
UCM1-PUB.ciscoctg.com Download complete
UCM1-SUB-2B.ciscoctg.com Download complete
IMP1-PUB.ciscoctg.com Download complete

Cluster wide Download complete
A system reboot is required when the upgrade process is complete or cancelled.
This will ensure the services affected by the upgrade process are functioning properly
Downloaded UCM Image: UCSInstall UCOS 12.5.0.98000-569.iso
File version: 12.5.0.98000-569
File checksum : (MD5): 66:93:bc:4d:c5:ae:19:34:72:77:96:5a:be:1a:28:3d
(SHA512) : fdaab4a67072528927a2a6c9600b761e086af4894ac0b
85221e731feaB64567674f6ac2c806fb2a8a05d
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utils system enableAdministration .

fe31485ef92ca63£8£f4d37448d30715¢c79p£2738dfd2
Downloaded IMP Image: UCSInstall CUP_12.5.0.98000-695.1iso0
File version: 12.5.0.98000-695
File checksum : (MD5): 9e:f3:4e:e0:49:e3:¢c5:44:16:a5:f9:0e:8d:d5:a7:36
(SHA512) : 57393dd5e70d43137d5£fb906£d815097f66a5a33elfc
24bf4b6edB86894a6e0794£5£f2165bc8395d2217
e24ae0b05b4d168b52ae480e5¢c9£7a29p7170£2ed92a
The IMP servers in the cluster must be rebooted after Unified CM publisher is switched
to the new version,even IF IMP servers are not being being upgraded
Automatically switch versions if the upgrade is successful (yes/no): no
Start installation (yes/no): yes
Cluster-wide upgrade has been initiated...

Node Role Step Description Historical time Elapsed
to complete Time

Ucm_Publ CUCM Publisher 1/15 Installing 1:37:13 00:07:14

IM&P Publ IM&P Publisher 0/15 Waiting on Pub 1:20:13

Ucm_Subl CUCM Subscriber 0/15 Waiting on Pub 1:37:13

Cluster None overall Overall upgrade 4:34:26 00:07:14

utils system enableAdministration

Ty 7L — KL, REOEFIFFH T EINETA, 2L, Zoavwr FEFEHALT, Ty
I L— RRICBRAT e Y a = S EENCT AN TEXET,

A\

AR T oIV =R ukvRERBTAE, Ty T T L= NET L, Ty 77 L—FED
TRTCDOXATNFEATENDE T, REOELRITFHF T EINTEHA, HTEDELENFITIK
DEBYTT,

=TV yA Rala=r—varvrx—Yy¥EiEMand VLBV A —ERD S
FITAINA—Y A H—T =2 A ZA(GUI), A~ RTA A ¥ —TxAA(CLI.
* 7213 AXL API O Wz L CiThbh/-ZEH

cll

* LDAP [AIH#] (Oracle LDAP /b2 =7 7 4 Rala=/r—aryv3x—Y ¥l vy a
IND SR ZET)

c HEMLEI NV a7
e TNNA ZADHEBEGFEEFRITLTCWVET

Ty L— R TR ELEFEILIT v 7 L — RETRICERDNAAREERH D |
—EORELFIC L > TT v T L — Rk T22L0H0 £,

utils system enableAdministration

avY R E—F B (admin:)
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. utils update dst

=
gy REFHEL~UL 1 B4

utils update dst

Zoawr RiE, SEOERR (DST) Vv—1 a8 LET,

utilsupdate dst

avY R E—F EHHE (admin:)
Zoawy Rk, BEFEODST V=V 77 A VDN 7T v T HRY | SFEERRE LizHi L

FHEODHA KSq4 Y
WDST v—/v 7 7 A VEERLET,

=)
i D

A\
AR Zoavr REFEITLEKIL, B e B L EJT, B HES L2V L
72 DST DGR B IO T HICARY £,

2H®

Ay FREL L 10

Ty ST L— RGO - ARA]

1 F %4 Unified Communications Manager 33 JX TY IM and Presence #—E X,

utils users validate
Zoawy L, BREEREOTRTCO/ — KLV FREZTCa—YF La—RKa2Fov s L, BEE

LTWa 0, Egaa—P DT 4 L7 b URI DfEZEBIL £,

utilsusersvalidate {all |userid | uri}

X DEREA INT A—  ERBR
A
all J—=FRBIOZ ZAFINODTRTO—TD2—FIDBLOT 4 L7 bV URI
D ZERBFEL £9,
userid ) —RBEIOWY FAZNOTRTOZ—FDO2— 1D OEEZHRIEL £,
uri J—=FBIOI FAZNOTRTO—F DT 4 L7 Y URI D& GEL £
K
avY R E—FK EH (admin:)
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utils vmtools refresh .

EZ#H
a2 REHEL ~UL 1
Ty T L— RO AT

i F x4 : Unified Communications Manager @ IM and Presence — "2

utils vmtools refresh

Zoa<wy RiE, BEA VA RP—=LENTWS VMware Y —/L %, O VM D ESXi 8 A b
WX o THREN TV D ERETINN—Y a SCEHRLET,

\)

GE) I EEN%. VMware VY —/LIZEITIREEIZ /2 Y £9°, VMware Y —/LDFH LV A— 5

NCT w7 T =R B L, selinux DERMICA VA= NET Oy I TEHIERNHD E
T, ZOHAETH, VAT AE VMware YV — /L DA VA F—)LEZFA LE T8, BIO
selinux D7 1w 7 Z T H72DITH LWF A F Iy 7R —NAERESNET, Hil
WHAF w7 RV —{X, utilsossecuredynamic-policieslist =~ > R&fEH L CTFER
TEE9, FEMIZOWTIL, utilsossecuredynamic-policiesCLI =~ K& L TL 72
S,

\}

6=3) ZiE., RA T 4 7 vmtools I[ZHH I E T,

AR E—F

FRLEDHA KS1 Y

utilsvmtoolsrefresh
B (admin:)

VMware ¥ —/LVOBUED/N— 3 V2 FHT 5120, [F A b (Guest) > [VMWare Y —)L D
AR M—=IUITvTFTTL—FK (Ingall/UpgradeVMWareTools) |>[XERXY—ILT v TH L—
K (Interactive Tools Upgrade) ] Z 4R L £9°,

E#&®

o~ REEL UL 1 ]

Ty T — RO @ A

it FH %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:utils vmtools refresh
VMware Tools match host. Upgrade allowed, though not required.
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. utils vmtools status

utils 372 F |

b WARNTING b

Running this command will update your current version of VMware Tools
to the latest version prescribed by the ESXi host on which this VM is
running. The tools install will cause your system to reboot twice.

utils vmtools status

avU R E—F

Zoawy RiE, BEA VAR LENTWS VMwareY — /LD XA S ENXN—U g U EFRRL
e

utils vmtools status

A (admin:)

ZEH
aw 2 REFHEL L 2
Ty 77 L— RO RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A I L Cisco Unity Connection

utils vmtools switch open

AR E—F

Zoa<wy NI, BEA VA ML INTWDRAT 4 7 VMware Y — V& T A VA h—/b
L. &—7> VMware ¥V —/V% A A h—L L E7,

utils vmtools switch open

BHE (admin:)

E H
o< REFEL L ]
Ty T — REEOER - AW

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection

utils vmtools switch native

Zoavwy RiE, BEA VAP LENTWSEAE—T 2 VMware YV —/V %7 A A b—)b
L. X174 7 VMware Y —/V%& A A h—)L LET,

utils vmtools switch native
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aAvU R E—F

utils system

AUk E—F

utils system

utils system boot status .

W (admin:)

Z #

o~ REREL L ]

T oI L— RO - RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

boot status

ZoawrRNE, VAT AT = A vk —URRESNIGEHEFRRLES, nh—va v
X, 2= ERITT Y T AR — FOWT N TT,

utils system boot status

FHE (admin:)

Z¢

a2 REHEL~UL 2 0

T 7T L— RO AR

18 F %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

upgrade dataexport initiate

IDavwryRiE, J—FRREELZ—YFT—Z% IV ET—hF SFTPV—R =7 AR — L ET,
T, BTHHA VANV LTCT =2 %A VR— T AEAICHERLET,

utils system upgrade dataexport initiate

BX DA

INT A —5 Bl
Export Data Directory Remote Directory

Remote Server Nameor IP 1) =— KSFTP

Remote Server Login ID ) £ — f — D2 —HF4%

Remote Server Password 1) £— | — D/ /2 T —
K

New Hosthame SEHCAR A N,

utils A< K .



utils 372 F |
. utils system upgrade dataexport status

NS A—4H S5 BA

New |P Address %5%: TP (Destination IP)
ATV R E—F EHE (admin:)

Z #

gy RERHEL ~L @ ]
Ty 77— REEOER ;AR

1 %1 4¢ : Unified Communications Manager, Unified Communications Manager?> IM and Presence
H—E X L Cisco Unity Connection,

\)

CE) Zoa<r RiE, X7V v vy THRIWCFEITL, RIZZ TAFINDODTXTOST AT T
AN )= RTCETTIHLERHY ET, 7 ITAFNOTITOH /) — RIZFE U SFTP U E—
M —R—DFMERET DLERNHY £,

utils system upgrade dataexport status
Zoawry Rk, 207 T AKX ) — RO dataexport BED AT — X 2% FoRm L E T,

utils system upgrade dataexport status

aAavY R E—FK EEHE  (admin:)

ZEH
gy RERHEL ~L @ ]
T o7 L— REFOE A O FIRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils system upgrade dataexport cancel
Zoawy Rk, #1790 dataexport EEE ¥ v L L E T,

utils system upgrade dataexport cancel

ATV K E—F A (admin:)
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utils ucmgmt .

= #H
a2 REHEL ~UL 1
7w F T L— REEOfH - e

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A IO Cisco Unity Connection,

utils ucmgmt

lutils uemgmt] @ FiZ&H 5 CLI =< K, Cisco Unified Communications Management Cloud
Toolkit (UC Management Cloud Toolkit) ~D#EfaX EIZFEH INET, koa<w> Kb b E
—é—O

s utils uemgmt ©=—3 = 0 [ ¥

» ytils ucmgmt 7 /3w 7'*

« utils ucmgmt K%

« utils uemgmt 7' 7 ¥ **

s utils uemgmt =— 3 = > ~ DIl
s utils uemgmt =— 3 = > s OF R
» ytils uemgmt =—3 = > h OH|ER

e utils uemgmt =— 3 = > h OFEH)

s utilsucmgmt T— =2 FD AT —H A
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. utils ucmgmt

. utils A< K



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



