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Z OF&RElL. Cisco Catalyst 9500 > U — X Z A » F D C9500-32C, €9500-32QC, C9500-48Y4C,
BLUNCI500-24Y4C ET NV TIEHHAR— RSN THEHA,

Application Visibility and Control (AVC) (%, 77U 7 — a U ~O#Ic 187 7V r—ya v
~DA T YT 2 ARSI T, BTy RBRX RN 7 7 T B L OF v
AV a—rarEREISELOOATORY HAOEERESTY, Application Visibility
andControl (AVC) X, v hU—I RXR—2DT7 7V r— 9 Uik (NBAR2) = U IC Xk
DT AT NIy M A AR g VEMEERLTT Y = a VRS LET, AVC
. AZ U RT AL v FOAMHMT 7B AKR— b FIZEETEET, NBAR2 X, 71 k=

R E RIS 5 2 L2 k> THRMIC, £ 7213 match protocol 7338 1% &3¢ QoS AR U o —
EHHGT D LIS o THEBRIIC, A V4 —T 2 A A ETT 7T 4 712 TE %4, A AVC

Flexible Netflow (FNF) %A ¥ —7 =2 A A LIZRE L, /£ 2 H—T =2 A R LD TAT
M == TV r—2 g ORGHERZRIETE £, ZD L a— RiE, EasyPerformance
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B oxrshaac 52y TEEURIS— v TOTF—T Y b

Monitor (Easy perf-mon ¥ 7213 ezPM) ® application-statistics 35 & (" application-perfor mance
7u 77 A )LCHITE % application-client-server-stats 7 7 ¢ v 7 Bifil & [AlkE T,

HHR—FSNBAAVWC OISR IYIBELURY)S—Ty
TNDITA4—<T v k
ZIZTE, PER—=—FEINTWAHAVC Y TAR TR —< o 7RI O TR L E3,

HHR—FENBACHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE AhEH D
match protocol ms-lync-audio
W7
ﬂﬁ;}f?%?ﬁii7»{/bﬂ7 class-map match-any NBAR-VOICE AT EHAHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—< v b+ QoS /NI

match protocol 7 4 WV ZIZES AR — | v — 7 BIORY v —

match protocol 7 4 VW ZIZES ANRY — | v =7 BIORY v —

WDOFRT, AVC RV v —OFFEM7e 7 +—~v b, BIOBNZOWTHAL T,

AVCRYS—DITA—<wv b |AVC R S —D4l A A

R—T w7 vk policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADB IS
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y s ¥y FBLUKY |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@’TZ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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*AVC LWERAL N T 7 4 v 7558 (ETA) #RICA v X —7 = A ATRIFICRETDHZ &
IXTEEHA,

*NBAR L% (Tx) AA v F RAR—FrT7FF 4% (SPAN) X, AICA v H—T =2 AT
I AR—FShFEHA,

o 70 R A NR—=RAFETITEER—ADONT O R — MMNIEFHCER TX 2 DX, NBAR
N—=Z2D QoS AA=ALD 1 DIZF T, RD2ODBYEDHBYHR—FSET,

« traffic-class

* business-relevance

* kD WDAVC QoS Dl [RHFIHIF S| & & @M S E7,
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v —X L TR T OB R—FENET,
MR A L —T 2 A AT N R — N ENET,

TV = a VR A T A TIThiLA D, QoS HHICITEIESRH Y £
(7=72L. 7a—0OKE#NDO/ 7y ME, EMZ QoS EDANIIREINLET) |

* NBAR2 ~X— 2 O—EFHE match protocol 1%, ~—F 777 a v BIORY 77
73 a  TORFFINET, NBAR2 —HEMEIL, Fo— oA V ZHENRESNLTND
RY T —TIFFFrSnETA,

e [—EF 7T bhan)  FTRTORY —THREK255 OFRIKHCE2 A7 har 8y R
D HW HilFR)

« AVC IZEHAR— F (Gig0/0) TIEHHAR— RSN TWEREA,
o IPv6 /N7 > FOSEEITY R — F SN TWER A
¢ [Pv4 =% ¥ A  (TCP/UDP) DOHNB Y R—FENET,

cWebUl: Web ULl 267 7 r—ya VonffZ2REL, 77V r—a L DE=H—
Vo7 hEiTCcaEd, 77— a UHlENE, CLIZHEH L TOARAFEITTEET,
Web UL Tl AR— FENTWERA,

Web Ul ETHMAVC O hT 7 ¢ v 7 28, £7213F = v 7§ 5121, wAIC CLI 21
F L ip http authentication local & ip nbar http-service =~ > R& R ETHLENH Y £
R

*NBAR BEXWACL X7, Fl—AA v T ECT IR ET LI LIETEERA,

e Fu b, 7Y =g R—Z2D QoS. BLUEHM AVCFENF X, T 7V
=gy RXR—=AFNF ™D LE—A v Z—T oA A LTRFICRET S Z LITTEEE
o T2T2L. ZNHOERR AVC HEREIX, AR ETEE T, & 21X, 7 u hbarkk
H, 770 r—v a3y X—2Z2D QoS., BILOHH AVCFENF (X, [Al—A ¥ —7 =4 Ak
TRIFFIZRETE LT,

c ENENERDERFEHAL I — REFFO 2 OOFHAVC T =4 —DHE A H—T oA
AR ICHERE CTE £7

200k —Lva—F (AhEH) L2000k 77— a— R R—FS
nWET,

s L, WELA V2RIV A Y3IR— M TORITOMLERHY £, ZNHDOFR—F
FR=FF RNV D—FLEFTLLITTEEEA, FT U R— b ~DOERITYAR— S
NEEA,

e RT =< A BAA F AN, 50% AliiD CPU SRR T, 1 BH7=10 2000 D
% (CPS) ZAHTEFI,

o JEAEME  48(H DT 7B AAR— N T L ITE IR 20,000 DG T a— & 24HDOT 7 AR —
rZTE1210,000 DX E 7 e —%HTEET, (TIZ78AFR—FITEIZ~200712—)
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« A AVC TIX, ZOEDOFIAZY A FSNTVDEEDT 4 —/ By bOREMEMNT
TFET, TOMOMEAEDOEITMHTEEEA, @HDFNF 7r—E=4%—T|%, fho
MAahOEBHEHATEET (PR=FSNTWDFNF 7 4 — /L RO U A MZHOWTIE,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D % 22
LTLEEW)

* CiscoIOS XE 16.12.1 U U — A LIfE, #HrLwnwrr—La—F (DNS 7r—La—F) 2B
MENEL/Z, DNS 7u—L a—RiZ5Z 7L a— R TEY, DNS KA A 4
T 4=V EREENTOET, DNSBHEDO Y 4 — /L ROBZEEEBLET, ZDOLa—KiZ
X, BAT7 4=V RELTDOA L E—T oA AT 4 =L RN, T_TOA L F—
Tz A ANLOERNBELC L a— RIZEH S ET,

Application Visibility and Control M % /5%

iR+ v k77— T Application Visibility and Control D% E
F##AR— T Application Visibility and Control Z 3 E ¥ 521X, IROFINEEFEITLET,
TR

AU HF—T A A AT 4F=b— 3 E— FTipnbar protocol-discovery =~ F
ZHEALCA v 2 —T =24 A ETTa ha i aFNcT 52 LT, NBAR2 Z P
BT 7T AL LET, A v X =T oA ZATOT SV r— a3 VB0 FAhik) ok s
TarESZRLTIEIN,

HIHERTE  WOFIEICHE- T, TV r—3a AZESNT QoS R v —4i%E LET,

1. AVC QoS KU v —DfERk, TAVC QoS RV v —dDfERk] k7 v a2 TLIEE
AR

2. AU H—=TxAA~DAVC QoS RV v —diEH, TAA v FR—=E~DQoSHY > —D
WH] OkZ a2 LTI EEN,
T FI)H5— 32 R—ZM Flexible Netflow DEXE :

s 7B —|IF— T 4=V RBXOHEF— T =V FERELT, 77— La— RF&a{ERHRL
F9,

e T7u— T AR—ZEER LTI — La—FKE2x 7 AR—FLET,
e 77— la— KRB 7n— 2/ AR—F|ZHESINT, 7o— F=F—Z/EELET,
eV H—T 2 AT O — T X —H S L E T,

Za hag, 77U 5= ary R—=ZAD QoS BLOT SV r— 3 o N—ZADFNF |1,
FTARTHS L7HRE T, BMCTRET 228 b, FRIEFRCA ¥ —7 = A A TRIKFICERE
TEHLZEHLTEET,
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A=A RTOT7 T ) r—2 a3 URBEOEFEHE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

A B =T 2 A A LTT I r—ya b lilie A 32— M7 5I12F, WOFIEEZETLE

—;_O

FIE

ARV KRFERERETY Va3 Y

B8

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
ET— FEBBLET,

ATy T2

inter faceinterface-id

1

Device (config) # interface
gigabitethernet 1/0/1

7a kavtiE A x—7 M HA v
H—T oA AEBEL, £ X —TxA
Aary74FXal—vary E—NEH
WBLET,

ATvT3

ip nbar protocol-discovery

1

Device (config-if)# ip nbar
protocol-discovery

NBAR2 =% T 75 4 7b45 2
LT AV E—T A ATT I Y r—
va ViRiEBANILET,

ATvT4

end

1 -

Device (config-if) # end

HrtE EXEC E— RICEY £,

AVC QoS R') >—D1ERL

AVC QoS R U ¥ —ZAFRT 21213, RO—RINZRFIRZFTLE T,
1. match protocol 7 4 VX T T A ~ v 7 E/ERLET,

2. RV =~y 7 E2ERLET,
3 AUHE—T oA RIKRY v—~y T EEHALET,

D3R Ty TDER

match protocol 7 VX ZFRET DRI, 7 T A v TEAERT HMENRHY £, v—F
TRRV TR ED QST r/varva 774y 7 Z#HTEET, AVC @ match protocol
T4 NZIFE ART 7B AR = MIEAENET, YAR- STV e b b OFEIIC O
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Ky o—<vIoks |

WTHE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config library/
nbar-prot-pack-library.html ZZ M L CT< 72X\,

FlE
AU RFERET7TIV3 Y B#

2w 71 |terminal Jau—)L a4 Xal—gy
Bl T— FEBHLET,
Device# configure terminal

R T 72 |classmap class-map-name 0T A~y TEREKRLET,
fi
Device (config) # class-map webex-class

Z 5 7 3 | match protocol application-name FAY b= a A OB A EE L E
{5 EE
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

RATwv74|end FifE EXEC E— RIZRY £9, £/,
i - Ctl+Z ¥—%#MLTH, Zr— L =
Device (config) # end ! Falb—vart— ]\72%@7‘(

TET,
RUS— <y TOER

Fg
ARV RFERETY a3 BHY

R w 71 |configureterminal Jua—N\)aryZ 4 Xal— gy
1 - E— FERBLET,
Device# configure terminal

AT F 2 | policy-map policy-map-name RY ==y TH/EANTHIEIZE-
i - TR V== o T2 Bl L, R —

~v S ary74¥al—ygrET—F
Device (config) # policy-map webex-policy %Fﬂ'aﬁﬁ‘ L/iﬁ‘o

F7 NV ETIE, R — <y ILE
FEINTWVEREA,

RV — =y T DT 74V EOEET
I, N7y R IP Ny DA
DSCP 23012, /N7 > R Z L& DY
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B« —~<vionm

ARV RFEREET7TOVa Y ]3]
BlE CoS B0 ITRESNET, R ¥

YTIEFATENFEE A,

B BfFORY v—~ v T EHkR
9% 1Z1X. no policy-map
policy-map-name 7' = — /)L 21
V74 Xal—vgr avy

FEfMALES,
2 5w 7 3| class [class-map-name | class-default] NSy s ONEEERL. FY —
B Ny TUTA AT fXal—vay

£ — ]\‘%Eﬂﬁébjﬁj«o

Device (config-pmap) # class webex-class ?77]_/1/ ~ f‘@i\ TJ‘\G U Sy y7°:1>5J:
O Ay FIXERSNTOVERA,

I ClZ classmap 70— 3L 33T o
Fal—varyavr ReALTEH
T4 I I TANERIN TV DS
X, 2@ =~ FTcdassmap-namell-%&
DAFTEEELET,

classdefault 7 7 v 7 7 T ALERE
BEHT, EORY —IZHBINTEE
T ZONIT T4 v 7T RIE EWIZ
N o=~y T ORBICREEINE T,
2R > match any 73 class-default 7 7 A
CEENTWDHE, DT 747
7T AE=H LRy MEIT T
class-default & —% L £,

(B BEfF0I 7 A~y T EAIRT
12X, noclass
classsmap-name R U v —~<
Tar7 4 ¥al—ara
~ U REMERLET,

A7y 7 4 | police rate-bps burst-byte DL T 7 4 v 7IZR ) P —2ERHR
15“ : L/ i ‘j‘o

| | | F7ANMRTE, RS- TEHSHT
gizgge(conflg—pmap—c) # police 100000 l/\in._/l/o

sratebpsiZix, FH KT T 4 v
L—h&tEy M (bps) THIEL
F9, FRETE SHMIT 8000 ~
10000000000 T3~
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

« burst-byte (2%, FEHEAN—Z K Yo
Rz A MECHEELET, AR
FHi%. 1000 ~ 512000000 T,

ATvTh

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c) # set dscp 45

Sy MO LWEZERET 5 2 i
FoTUIP T T4 7 & HLET,

« dscp new-dscp (21E. ¥E S 7z B
T4y ZIZEIDYTHH LY
DSCPfEZ AT LET, FEETE D
#iPHIZ 0 ~ 63 TT,

ATvT6

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7=,
CtlH+Z F—ZLTH, Fr—L o
V74X a2l—varyE—RERKRTT
xFET,

ALY F R—b~AD QS KR —DiEA

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A2 B —T o fAAL T 4 Fal— 7
v E—RERBLET,

ATvT3

service-policy input policymapname

1 -

Device (config-if) # service-policy input]
MARKING IN

AH =Tz AR =T R —
ZEALET,

ATvT4

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Cr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®—RKEKTT
xFET,
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B 565 Ave Flexible Netflow 0z

E#3 AVC Flexible Netflow D& 5E

28— La— FOER

Hi#k AVCENF X, koM Am7an—Lra—REFaE7e—1ra—FK (AhEHD) o2
FHOERBKHA 70— a—FEYR—FLET, GFt4O0DRDDIERKF A7 —1L 2 — R
QooRGm7a—La—RE2o0KmME7a—Lra—R) 2ZREL, 7rn—F=&—|Z
BIHEATIT A 2 EMTEET, ROV F MLV a—RiFZ7 7472 MNP—"=TF Y r—39
VHEHMEHR L a— R ThY . HLWHFEMEL a— RIZARIOT 7 r—3 g UHEHER T
7

WhHB7a—1l a— K

Zu—Lla—K1: NhFm7a—Lra—F

FE
ARV RFEREET7TIV3Y B#)

RFw 71 |configureterminal Ja—r L ar7 4 ¥al— gy
Bl T— REMHLET,
Device# configure terminal

257w 2 |flowrecord flow_record_name Jop—la—Rary74Xal—i3
. o= R LET
Device (config) # flow record fr-wdavc-1

AT w73 |description description (&) 7u— L a— FOFMZER
1 LET
Device (config-flow-record) #
description fr-wdavc-1

RTw 74 |matchipv4version IPv4~y Z—nEDIP A= g D
. —EEEELET.
Device (config-flow-record) # match ipv4
version

AT w75 |matchipv4 protocol IPvd 7o koLt O—HEEELE
11 kK
DEvice (config-flow-record) # match ipv4
protocol

AT w76 |matchapplication name TV = a o ED—BEEEL
15'] : iﬁ—o
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7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
application name

GE) ZoOEfEIX. AVC ¥R — b
THEHMAEATT, 7ua—n77
Vir—vavtHiszl
MWAREIC 2 B 720 T,

ATy T17

match connection client ipv4 address

51

Device (config-flow-record) # match
connection client ipv4 address

7347 (Zr—A=T—X)
DIPvd 7 FLREDO—H&EfFELE
j—O

ATvT8

match connection server ipv4 address

51

Device (config-flow-record) # match
connection server ipv4 address

P—R— (ZTr— L ZARHZ) DIPv4
T RLAED—HERELET,

ATvT9

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

P=R=D T AR—FR—=F LD
—HEEELET,

ATy 710

match flow observation point

51

Device (config-flow-record) # match flow|
observation point

Ta—#BHA R v 7 OBRIRA B
ID LtO—EHERERELET,

ATvIN

collect flow direction
&1

Device (config-flow-record) # collect
flow direction

DO FNET collect connection initiator
o< RO initiator 3+ —7 — R THTE
ENDIIFM 7 v —OBET L[ (o
=V — R FERIIVARCE) DN
(ANEEFH) Z2ETH LI
feE L£9, initiator ¥—7U— K THg
E SN B UT, flow direction
F—U— NIIROMEZ &0 £,

«0x01=A) 7 vm—
«0x02=H)7m—

initiator ¥ —7U — KA/ =2 = —& (T
RESNTWDHE, 7a—0JmiE
Jua—DA =vx—HHNLIEEIN
*9, initiator ¥ — U — KN L AR A
ICRRESILTCWDIEE, 7r—0 kN
X7 8 —O L AR AN LIES I
£9., A AVC TiL. initiator ¥ —
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ARV FFEREETIVa Yy

S

U — R, =3 —FITRIES N
TWET,

ATvT12

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
Nic7a—oHRICEET 27 —0
fl (f=vo—HFRTVARH)
ZINET H L O ITHRE L £7, initiator
F—U—RNiL, 7u—0FnEicET5
WONEHRZ UL 7,

e 0x0l=A =T —H . T —DiE
ErEEfo( == —& CT1

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —H IIRESNTVE
7,

ATv 713

collect connection new-connections

1 -

Device (config-flow-record)# collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATy 714

collect connection client counter packets
long

&1

Device (config-flow-record) # collect
connection client counter packets long

TIAT MR RE LNy MR
INET S X HICHRELET,

ATvT15

collect connection client counter bytes
network long

51

Device (config-flow-record) # collect
connection client counter bytes
network long

U IAT v R LI MDA
FEIET B 8O IRE LT

ATv 716

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[F LI M A IEE
THEIITHEELET,

ATV T

collect connection server counter bytes
network long

1 -
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 718

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

WDy R T v — TR I
& E O Z I U BEALTINET D X
INTHE LET,

ATv 719

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTORT y R T v — TR I
& E O Z I U BEALTINET D X
INTHE L ET,

ATv7T20

end

1 :

Device (config) # end

FEHE EXEC E— NIZREV £, £/,
CrHZ ¥—%MLTH, Fum—rL o
V74X a2l —varyE—REKRTT
xFET,

ATFvIT2n

show flow record

&1

Device# show flow record

FTRTCHT7a— L a— RT3 ER
ZFRRLET,

Ju—La—R2: WA 7e—La—FK

FIE

ARV RFERRETO Y

=)

ATy T

configureterminal

51

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ F%Fﬁﬁébjﬁj‘o

ATvT2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74F¥al— 3
v E— RERGLET,

ATvT3

description description

1 -

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7ou— L a— NOGAZExK
L/i‘@—o

ATv74

match ipv4 version

&1

Device (config-flow-record) # match ipv4
version

IPvd o~ X —NEDIPA—T g D
—EERELET,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 protocol

1 :

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TIVIr—va B ED—HEREL
F7,

GE) ZoOEAEE. AVC AR — b
TIIMATT, 7e—N0n77
Vor—varvet—H+s2L
DA[BEIZ R B 72D T,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tue—g(=ixz—H)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

EE) 7ao—lLa—RKDx—7 (—
IVRELT, 77472 FOPERAR—
MeDO—EEEBEELET,

&

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L RARH) OIPv4
T RLAED—HEEELET,

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P=N=D T AR=FR=F&D
—EERELET,

ATvIN

match flow observation point

51

Device (config-flow-record) # match flow
observation point

Ta—#HA N v 7 OBRIARA Vb
ID EDO—EERELET,

ATvT12

collect flow direction

51

Device (config-flow-record) # collect
flow direction

[l A%% Y k7—% TO Application Visibility and Control D% %

R DOFNET collect connection initiator
a2 RO initiator +—7 — R TIEE
XN DHRITE 7 v —OBES A (o
=V = ERIIVARCE) DN
(ADERIFHT) ZIETDH LI
e LE4, initiator ¥ —7U— KT
ESNDEIZIE T T, flowdirection
F—U— NFIROEE &Y £7,



| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

s 0x01=A)7m—

c0x02=H 7o —

initiator ¥ —Y — N3/ = =—X(Z
RESNTVDEGE, 7re—0nik
Ta—0A = T—HINLIEEIN
*9, initiator ¥— 7 — KN L AR H
ICREZINTWDEGE., 7 —0hH
7 a—D L AR FRIPBIEESN
T4, A AVC TiE, initiator ¥ —
U — RIZEIIA =V ==X ITRESN
TWET,

ATy 713

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oHCBEES 5 7o —n
fll (f=vo—HFERTIVARH)
ZINEET H L OITHRE L 7, initiator
F—U—RNiL, 7u—0FnEiclT5
WONEHRZ UL 7,

e 0x0l=A =T —H : 7a—Dik
FrixEkof =v=—%T%

Hi AVC TiZ. initiator ¥ —7 — FiZ
WA =T — IR EINTWE
7,

ATv 714

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
IICHELETY,

ATy 715

collect connection client counter packets
long

&1

Device (config-flow-record) # collect
connection client counter packets long

IIAT U MBREE LNy NE
INET S X HICHRELET,

ATy 716

collect connection client counter bytes
network long

51

Device (config-flow-record) # collect
connection client counter bytes
network long

U IAT MR LI MDA
MRS B 8O IREL T
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATv 11

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[E LI MR IEE
THEOICHEELET,

ATv 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

P N—=PEE LT MDA E
AT 2 LD IciELET,

ATy 719

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/Rr RN T7 o — TR E T
X O E I U AL CINET S &
INTHERELET,

ATy T2

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ATy T v —THER IS N
L EORHZ Y BB TIET 2 &
INTHELET,

ATvIT2n

end

&1

Device (config) # end

¥¢#E EXEC E— FICEY £7, 7=,
CtrH+Z F—%2LTH, Frm—L o
Y74 FXal—rarE—RERKTT
xFET,

ATvT22

show flow record

1 -

Device# show flow record

TRTO7u—La— RIZET 5 ER
ERRFLET,

FipE7 o —Lra— R

Zu—Lba—R3: FatE7e—ra—K: AJj

FIE

ARV RFERETI Y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al—g v
TNzl £7,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

ARV FFEREETIVa Yy E]:g]

Z2Fw 72 |flowrecord flow_record _name Jo—la—Rary 74Xl —3 3
i v E—FZBMLET,
Device (config) # f£low record fr-wdavc-3

AFw J3 |description description EE) 7ua— L a— FOFHEEER
R LET,

Device (config-flow-record) #
description flow-record-1

AT w74 |matchipv4version IPvd~y X —=NHDIP A=V g D
. —FatELET,
Device (config-flow-record) # match ipv4
version

X w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
11 kR
Device (config-flow-record) # match ipv4
protocol

25w J6 | match ipv4 source address 1Py E(ETET R L2 & 0 —5k % —
i - 74— RELTHRELET,

Device (config-flow-record) # match ipv4
source address

Z 5w 7 |matchipv4 destination address IPv4 5857 RL AL D—F % F—
B - Z4—FELUTHELET,

Device (config-flow-record) # match ipv4
destination address

Z 5w 78 |match transport source-port h 7 AR = FEFETLAR - EDO—E
Bl - EX—T7 44—V RLLTHELET,

Device (config-flow-record) # match
transport source-port

R w79 |matchtransport destination-port KNS v AR— poadeR— R O—%
Bl - F—T 4= FLLTHRELET,

Device (config-flow-record) # match
transport destination-port

Z 5w 710 |match interfaceinput ANA L BE—=T 2 AL D—F&EF—
1 TA4— N RFELTHRELET,

Device (config-flow-record) # match
interface input
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 7N

match application name

1 :

Device (config-flow-record) #
application name

match

TV r—varbto—HEREEL
¥,

GE) Zo#EfFIE. AVC R —h
TIIWATT, 7a—n7rr
Vor—varvt—H+s52L
MATREIC 72 D 12 T,

ATvT12

collect interface output

1 -

Device (config-flow-record) # collect

interface output

Ta—MMmbHA v E—T oA AHIN
EFT AL OICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) #
counter bytes long

collect

T a—OAA MEERET S X9 ICHE
ELET,

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) #
counter packets long

collect

Ta—ORry MIEET DX O
BELET,

ATy 715

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T a—THER SN
L EORE I UM TINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
11 -

Device (config-flow-record) # collect
timestamp absolute last

B Oy MR T B — TR S
L E ORI A I U MBI CINET 5 X
INHELET,

ATv 11

end

51

Device (config) # end

¥5ME EXEC — FICEY £9, F7=.
CrH+Z ¥ —%## L TH, Fr—rL o
Y74 X2l —varyET—FEKTT
xFET,

ATv 718

show flow record

1 -

Device# show flow record

FTRTO7a— L a— Nt 51EH
ERTFLET,

Jua—la—K4: FEME7e—Lra—F: 17
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

FIE
AV RFERETI3 Y B#)
X w1 |configureterminal Ja—)aryZ 4 ¥al—g v
. T FEBALET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—Rary7 4 Xal— 3
15'] : ' F‘%E"ﬁﬁé‘biﬁ‘o
Device (config) # flow record fr-wdavc-4
R w73 |description description (EE) 7ua— L a— ROHAZ/ER
11 LET
Device (config-flow-record) #
description flow-record-1
AT w74 |matchipv4version IPvd~y X = HDIP /A= a3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
RTw 75 |matchipv4 protocol IPvd 70 koLt O—HAEIEELE
- i
Device (config-flow-record) # match ipv4
protocol
ZFw 6 |matchipva sourceaddress IPv4 EETET RL A ED—F %2 F—
Bl 74— RELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 385CT RL AL DO—E % F—
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
destination address
Z 5w 78 |match transport source-port T U AR— FREETLR— & D—E
Bl - EX—T 4L RELTRELET,
Device (config-flow-record) # match
transport source-port
Z 5w 79 |matchtransport destination-port kT U AR—= MR — & D—Hx
B - F—T 4=V RELTHRELET,
Device (config-flow-record) # match
transport destination-port
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. JA—La—Fka4: FAKIR—La—F: HA

AU RERETIVa Y B &
R T 710 | match interface output HAOA v B =T oA AL D—FK%EF—
1§|] : 74\_‘/1/ ]\“& L/’C:]:Eﬁz[_/ijﬁo

Device (config-flow-record) # match
interface output

2w 711 | match application name T r— a4t o—KEETEL
1 - E3 0
Device (config-flow-record) # match GE) Z OEAEIEX. AVC Y 7AR— b
application name 7?hi£§ﬁ§7?7fo Ta—NT S

Vir—varet—H+sz
MAREIZ 72 B T2 T,

R w712 |collect interfaceinput Ta—ME AL F—T = A%
I - #5550 IRELET,

Device (config-flow-record) # collect
interface input

R w713 |collect counter byteslong Ta—0NRA MNEERINET S L I
i ELET,

Device (config-flow-record) # collect
counter bytes long

27714 |collect counter packetslong Tr—Dy MRS B kD 1T
Bl e LE T,

Device (config-flow-record) # collect
counter packets long

R w715 |collect timestamp absolute first BHID s W37 u— TR S
i - & & O E ) BHEALTIRET 5 &

> - I:n—'—’l/
Device (config-flow-record) # collect DITHRE L ET
timestamp absolute first

Z 5w 716 |collect timestamp absolute last B Oy N7 v —TCHER I T
- L XA I Y BEALTIET S &

R
Device (config-flow-record) # collect ? L_*Eﬂil/jijro
timestamp absolute last

ATFw 711 |end K#ME EXEC £— RIZEY £9, 7=,
15 - Ctr+Z ¥ —%MLTH, Fm—r3L 2
Device (config) # end Y74 F¥a2lb—varyE®—REKRTT
TET,
A5 718 |show flow record FRTOTr— L a— RICET 5 S
1 : AFRRELET,
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ons 7o—La—k |

aAv U RFERET7TIVaY B#)
Device# show flow record
DNS 7ua—1L a— |
7ue—lLa—RKS5:DNS7ue—La—FK

Fg
XU RFEREET7TIVaY B#)

ATFvI1 configureterminal Ja—\)arZ4FXal—var
ﬂm: qf“*]:%fgﬁﬁél/ﬂi7ro
Device# configure terminal

T w F2 |flowrecord flow_record_name 7rn—lba—Rary7Z 4 FXal—g
15'] : :/:E_ F‘%Eﬁﬁébi‘g—o
Device (config) # flow record fr-wdavc-5

R w73 |description description UEE) 7ua— L a— FOHHEER
11 LET.
Device (config-flow-record) #
description flow-record-5

RTw 74 |matchipv4version [PV~ X —=NDHDIP A=V a2 D
Bl —EEIRELET,
Device (config-flow-record) # match ipv4
version

25w 75 |matchipvé4 protocol Pvd 70 bl b o—F A L
i kK
Device (config-flow-record) # match ipv4
protocol

AT w6 |match application name TV r— g B DO—HEEEL
15'] : iﬁ—o
Device (config-flow-record) # match GE) Z O¥MEIZ. AVC VAR — b
application name ’Glid%%ﬁ???fo Ta—NT S

Vor—varvk—H+sZ¢L
DARBIZ /R B 72D TT,
R w7 |match connection client ipv4 address PIAT N (Far—A( = —H)

&1

Device (config-flow-record) # match
connection client ipv4 address

DOIPva 7 RL R Do—FEfEELE
TO
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV FFEREETIVa Yy

S

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

Zao—la—RKDO¥F—7 4—)LREL
T, V94T FOPERGAR— L D—
HERBTELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L ARH) OIPv4
T RLAEDO—HEEELET,

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P—R—=D T AR—FR—FED
—HEEELET,

ATy TN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

&R D FNET collect connection initiator
a2 RO initiator +—7 — R THRE
ENDBIIHE T v —ORET D[ (A
=VTE—HFEII VAR LK) OFN
(ADERIFHT) ZIETDH LI
8 LE9, initiator ¥—7U— KT
EINBEIZ UT, flowdirection
F—U— NIROEEX LD £9,

c0x0l = ASj 71—

e 0x02=H N7 u—

initiator ¥ — Y — R = = —F|Z
REINTVDEE, 7re—0hmix
Ta—DA =vE—HAANLIEESN
¥, initiator ¥ — 7 — KB L AR X
ICRRESNTWDEE, 7e—0)m
X7 v —0 L AR AN LIRE SN
£, A# AVC TIL. initiator ¥—
U— RiIEIZA = =—ZIZEREIN
TWET,

ATvT12

collect timestamp absolute first
£

Device (config-flow-record) # collect
timestamp absolute first

BRIy "R T a— TR I N
L X ORI E I BB CTIET S &
ITHRELET,
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so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

ATy 713

collect timestamp absolute last
1 :

Device (config-flow-record) # collect
timestamp absolute last

B Oy MR T v — TR S
L E ORI A I U MBI CINET S &
IHELET,

ATy 714

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
Nic7a—oHRICEEST 27 —0
fl (f=vo—HFRTVARH)
ZINET H L O ITHRE L 7, initiator
X —U—RNiZ, 7ae—oFnicET 5%
WONEHRZ UL 7,

e Ox0l=A =T —H . T —Dik
ErRiEEfof =3 =—& 1

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —HZ IIRESNTWE
7,

ATy 715

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR INEE S 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

P R=WRE LT3y MR I
THEIICHELET,

ATy I

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT v MRRE LIy MR
IWAET L L I ELET,

ATvT18

collect connection server counter bytes
network long

5 -

Device (config-flow-record) # collect
connection server counter bytes
network long

P SR LT MO B
WET 5 & 5 (e LE T,
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ARV FFEREETIVa Yy

S

ATv 719

collect connection client counter bytes
network long

1 :

Device (config-flow-record) # collect
connection client counter bytes
network long

7 TAT 2 RDERE LTS MG
RHEUEET D Lo IHREL £,

ATy T2

collect application dns domain-name

151

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L a—
ROWET 1 — K& LTHERAT S &
IR ELET,

ATvIT2xn

end

&1

Device (config) # end

¥iME EXEC £— RIZEY £9, F7=.
CttHZ F—%MLTH, ZFo—L o
V74X a2l —varE— REKRTT
xFET,

20— ITH9RAR—F2DIER

Ta— T AR—FEERTDHE, Ta—DT T AR RTA—FEEHTEET,

FIE

AU RFEEETIVa Y

=)

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&EBHEKBLET,

ATvT2

flow exporter flow_exporter_name

1

Device (config)# flow exporter
flow-exporter-1

THU— TV AR—F a7 4 Fal—
varyE—RERKLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—FZD#H%
TERL L £,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }
i) -

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—HTT— X B EGT D50k
AT LDHRA NG, IPvd F72151Pve 7
RLUZAZRELET,
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70— E=4—0OER .

AU RFERETOVa Y

B8

ATy TH

option application-table [ timeout

seconds ]
1 -

Device (config-flow-exporter)# option
application-table timeout 500

EE) 7u— =7 AR—=FDT 7
r—ay TFT—INDOF T a R
FELET, timeout &7 = v 24
LHE, Ta—xF AR—ZOFELEERH
ERHNL CRHRETE £9, A%/
1 ~ 86400 fVC9°,

ATvT6

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7,
Ctrl+Z F—ZMLCTH, Fu—rL o
V74X al—vary E®T—FREKTT
xFET,

ATy T17

show flow exporter

1

Device# show flow exporter

TRTO7r— 7 AKR—XIZHT 5
HHREFRRTLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

7 u— T AR—Z OEHERE RN
L/i‘g‘o

Ja— E=42—0DER

Ta— =X —%EK LT, 7ue— La— RNIBEEMTLZENRTEET,

FIE

ARV RFERRTI Y

S

ATy T

configureterminal

51

Device# configure terminal

Jua—) a4 Xal—g v
E— RFZBBLET,

ATvT2

flow monitor monitor-name

1 -

Device (config)# flow monitor
flow-monitor-1

Tu—E=Z—%FRL, 7r—E=
H—ary 7 (Fal—rgrET— %
Bt L £7,

ATvT3

description description

1 :

Device (config-flow-monitor) #
description flow-monitor-1

(EE) 7u—F=% —OitH &2 1ERR
Liﬁ«o

ATvT4

recor d record-name

&1

FANAER SN2 L a— R4 & s
ELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}



. JO0— E=4—0ERK
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ARV FFEREETIVa Yy

S

Device (config-flow-monitor) # record

flow-record-1

ATvTh

exporter exporter-name

B -

Device (config-flow-monitor) # exporter|

flow-exporter-1

FANAER SN/ 7 AR —Z D4R
EfREELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
i -

Device (config-flow-monitor)# cache
timeout active 1800

1 :

Device (config-flow-monitor) # cache
timeout inactive 200

1 :

Device (config-flow-monitor)# cache
type normal

(fEE) 7r—F v v a T A =4
ERET DRI ELET,
« entries number-of-entries : 7 1 —
XyrviaNO7u—x 2 MO
B RKEx % 16 ~ 65536 DHiPH CHRE
LET,

BEEOX v v a XA T D
N R—FENET,

GE)

ATy T1

end

1 -

Device (config)# end

¥5#E EXEC E— RICREY £7, iz,
CtrH+Z ¥ —%MLTH, Fm—L o
V74K a2l — a3 EF—REKTT
xFET,

ATvT8

show flow monitor

51

Device# show flow monitor

FTRTOT7u—F=F— (2T 51
ERRFLET,

ATvT9

show flow monitor flow-monitor-name

1 :

Device# show flow monitor
flow-monitor-1

BELIEAEHAVC 7u— F=F —|Z
B aEMERRLET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

H#EAVC 7 10— = Z —DOFEHEH
ERALET,

ATvINn

clear flow monitor flow-monitor-name
statistics

51

Device# clear flow monitor
flow-monitor-1 statistics

[l A%% Y k7—% TO Application Visibility and Control D% %

BELL7r— =4 — O EmRE
7 V7 LE T, clear flow monitor
flow-monitor-1 statistics %1 i L 72
{Z show flow monitor flow-monitor-1
statistics =~ > F&fEH LT, T



| &#+v k7—% TO Application Visibility and Control ® %

AVRA—T A A~ADTO— E=F—DOEEHIT .

ARV FFEREETIVa Yy

E:)

DOFFHERMBN Y By NN & &k
ALET,

ATvT12

show flow monitor flow-monitor-name
cache format table

1 -

Device# show flow monitor
flow-monitor-1 cache format table

FEATT7e—F v v Va2 DODNEEFR
RLET,

ATvT13

show flow monitor flow-monitor-name
cache format record

1 -

Device# show flow monitor
flow-monitor-1 cache format record

7n—Lba—RLEROEATT m—
¥y v vaONEEFRLET,

ATy 714

show flow monitor flow-monitor-name
cache format csv

&1

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIERC7u—F v vy a2DONE%L
#RLET,

AR —T A RA~ADTA— T2 —OEEMT

WD FAERBFAL A— REFED2 DOBRLIIGMAVC TS —% A X —T = A AIZ[A
RRCEERE CE £ 7,

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

inter faceinterface-id

1 -

Device (config)# interface
Gigabitethernet 1/0/1

A B —TxAfAAL T 4 Fal— 3
v E—RERMBLET,

ATvT3

ip flow monitor monitor-name { input |
output }

1 -

Device (config-if) # ip flow monitor
flow-monitor-1 input

ANy NEWSI Ny oW FE T
ITWT DA o 2 —T = AT
0— E =X — % BEAT £,
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B verrenzsnrinr—vay

ARy REEEF7OVa Y B8
AFwv 74| end ke EXEC B— RICREY £9°, £7-.
il - Cul+Z F—ZfLTH, ZFm— UL =
Device (config) # end A ﬂ?i b—va s ' ]\%%TVC
xFET,

NBAR2Z W R A L F7TYHr— 3y

NBAR2 CiE, DAX LT barEZFEHALTCHRAZLAT IV r—2 g Uil cEEd, &
2L 7 bhat, abaret 7 AV =g A AR—MLETH, BEDLZA,
NBAR2 (¥R —F L TWWERA,

FTRTOEBIZEBWT, Y AanfGitd A NBAR2 71 haL Xy 7 ORHRITHLIa—H )V
TV = arBEIOEEDOT AV r—arbVEd, a—AL 7Y r— g 03 E
ICRO X DI EEINET,

cHfE~OREDOT T r—a v

 WIEEE DT Y r—3 3 v
NBAR2 Cif, 20k H5%ua— N 77V r—2a BT THAA A AT DHHIEZREL
TWEJ, Zr— Y a7 X2 b—3 3 2 F— FTipnbar custom myappname =~ R
FEHLT, FERICTT 75— a b B DAZSARTEEST, WAX LT TV r—g

1T, MlAALT e ha /L EDELRINET, ENEFNOIAX L T a haL Tk, 2—%—
X, LAR—FABIERTE 2L 7 X ID2EETEET,

SEEEREATOT TV r—ay DAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

aAVRD Y b HEORAR T e h a3 A F <A X : server-name
LANIILANADHRETAX
«[Pv4 7 KL A

« DSCP &
« TCP/UDP &A— k
« 7 —KE L E 235D S

NAbATEY R XM= FOEEED A MEIZESS I AX <A X
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HTTPOHRXE T4 X

SSLOAREZTARX

DNSDARETAX

MDY ECEZE N |

HTTP DA A% <A XL, RO HTTP 7 4 —/v ROMAGDORHIZHE SN TIITTEET,
« cookie : HTTP 7 v % —
chost : U Y —RAZEFLmDYF—"—DKRA
e method : HTTP A YV v R
sreferrer @ VY =X VI =X NOBHEILOT FLX
e url : Uniform Resource Locator /XA
cuser-agent : EREZXETHT Vv MIEoTHASN TS Y 7 v =T
sversion : HTTP N—T 3

svia : HTTP B 7 1 —/L K

HTTPO A RE <A X

Y L7 % ID 10 23 7= HTTP /R A+ [*mydomain.com| % {3 % MYHTTP & MEE
NDHAB LT TN r—3 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSLH— "—Zf5E (SND 7 i3dkild (CN) 7S L7z ffla i LT, SSLFS1k b

TIA YT TCHRI~A REATH LN TEET,

SSLOAREZTA4RX

L7 % ID 11 7z SSL E A4 mydomain.com] %75 MYSSL & IMEELD
HABINT TV r—a s,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOILE N T 74 v 7 2R L, 77U 7 —3 9 2 ~0 DNS &I
BT A Z ENTEET, DNSIVEMNLEINZIP T RLREEF ¥ v o I, TORE

DT TV r— g AZEEMT HIN TV ZEDHD Ny b 7a—IlERSNET,

ip nbar custom application-name dns domain-name id application-id =~ > F{¥, DNS O A # <
AREHENET, BEOT 7V r—3a U EJEET 5I21E, ipnbar custom application-name

dns domain-name domain-name extends existing-application =~ > R & L £,
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B szerzxs<ax

BEHREITA4 X
BLOARETAR

ﬁﬁ*vFU—?F@AwmmmVNwmmm%mmmﬂi|

DNS RX—ZADH A K <A XOFEAMZ-OUVTIL, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.html % 2
LTL7EENY,

DNSDHhREZIA X
L7 ZID 12 3 72 DNS R A A >4 [mydomain.com] % {#H7 % MYDNS & I
ENADADAZ LT TV r—ay,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ci&, HTTP, SSL £721X DNSIZHND RAA VAW ESNWTCT IV r—va b
AR <A XTDHHFENERENET,

BEHREITA4 X

L7 % ID 13 23+ 7= HTTP, SSL £721XDNS K A A >4 [mydomain.com] % {#
75 MYDOMAIN LRI I AZ LT SV r—a

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY ATYADI AR <A XL, Xy N ZTNICEDSNTEY, 70 —0RgI0/ My
FCHEIC—E L ET,

BLDHARETAX

IP7 FL % 10.56.1.10 35 £ 10 10.56.1.11, &L 7 Z ID 14 253\ 7= TCP 33 L U DSCP ef
IZ—%3 % LAYER4CUSTOM EREZIND I AHX L T Y Ir—2a

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: HDRRLTFTT)V5—23 > DEZS—) YT

HABLT TNV =23 DEZZ—) 5 D=HO show a7 2 K
show ip nbar protocol-id | inc Custom

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom

[l A%% Y k7—% TO Application Visibility and Control D% %
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NBARZ ¥ F+3 w4 Ev kLR FAkanKvsnryIiL—F |

MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3wy Ev rLR ZORIALNNYIDT Yy THL—F

Ta ra Ry JF, TNAADYV AT VT N 2T 2EEWZH2 070, T/ AD
NBAR2 7t h )L i R— 2 THTHY 7 b7 RNor—2 T, 7Fubhar Xy 7z
IZ. NBAR2 IC X o CIEERIZYH R = ENTWDE, 2 XA NEL TRy T ELDOT ) Ir—
Ta T AN G ENTWET, KT U A — 5 02HoWT, Fu hail Ay 7T
X, 770V = aBLLET ) r— g VEMOBERAEENTWET, £V 7 T
U —2201%, #HAIALO T a hajb Ry IR RKILERTWVWET,
Za ba)b Ry JIEIROEBEERH Y £97,

o 0— RREG TrEik,

cEHWA—V g har Ry J\IT T T L —RLZ), IRnWR—Y a7 e ko
IRy TR LT T 500K 5,

c AL v FDOY B— RELEL LA,

@)

Warmning 2 ¢ o F 25 » R EERT 55613, AL v FIZFAILT R hai Xy 7 77 A i —
RENTWHZ xR LEST, AZX v 7NDT T A~ AA »F Tipnbar protocol-pack
flash protocol-pack-file =~ > RZETTH L. 77 AP E— RSN TWRWVWAL v 7 ND R
A v FIE, BEOA—BENFRKTY a— RInET,

NBAR2 7'z |k @/ 23w 7%, RD URL 7> 5 Cisco Software Center T# 7> 10— R T&EEJ ¢
https://software.cisco.com/download/home

NBAR2 00 k)L /8w 5 DREEE M

FLwrm bav Sy rizu—RT5HIS, $XTOAL v F A= ETTr ko Ry
V&7 7 yvallabt =9 o0ERH) T,

Zuabhan Ry ko —RT52F NBAR2 72 b Ry 7ou—FK (323—Y) %%
L TL7EE,
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NBAR2 7O koL /SwHdA—FK

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ip nbar protocol-pack protocol-pack
[force]

1 -

Device (config)# ip nbar protocol-pack
flash:defProtoPack

1

Device (config)# default ip nbar
protocol-pack

Jabhar Ny rsEa—RKLET,

cHARDTu ha Ry s R—T g
el S NN K [NV I
Za hary s EREL, B— K
$BI121%, force F—VU— N&fEH
LET, ULV, 2L v FDH
EO7m kain Ry 7 THR— K
STV RWEREBHIFRSILE T,

HIIAL DT s ai Ry ZITRDHIT
X, koo~ REFEHLET,

ATv74

exit
B -

Device (config) # exit

HrfE EXEC E— RNIZEREY £9°,

ATy Th

show ip nbar protocol-pack {protocol-pack
| active} [detail]

1

Device# show ip nbar protocol-pack
active

[l A%% Y k7—% TO Application Visibility and Control D% %

7a ban Ny 7iEREFRRLET,

e ZDATY REMHEHLT, r— RS
N=7a ha) Ry 7 oR— g
YTy ZOMOFEE

BLET,

cfEESNTETE Fan Ry 7O
WA &R DITIL, protocol-pack 5
BAEMLHLET,

T IT 4TI a ANy 7Ol
WEERTRTDHITIL, activeF—T —
REMHLET,



| &+ k7—% TO Application Visibility and Control D&%
#:nBaRz 7o han Svson—k [

ARV RFERFTIVaY =)

FEZe T T ooy 7 OEREE
T AL, detall F—U— R&{#
)EH L/ijqo

W : NBAR2 7' & fav Xy rzoua—RK
KOS, HLOT B han Ry s ka— K95 58ERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T— RZFEHA LTI NA—YarorFa haly rrxo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=42—1) >4

oI varyTEH, TV —varyoaEICET I L RIZoOWTHBA L E
-éAO

wDa<w R, AA4 v FBIORT IV BAR— DT 7Y r—y g v OFHEEZE=F—7 2
I fEATEET,

R1UAAVFOT7 TV r—2avDaRttE=4—)v5av R

avw kR B&Y

show ip nbar protocol-discovery NBAR Protocol Discovery #$AE(Z J2 > TULHE S L7

[interface interface-type HER A TR LET,

interface-number] [stats{byte-count |

bit-rate | packet-count | o ((EE) RrIhofatiEmae faEbhd 5120,

max-bit-rate} ] [protocol protocol-name F—U—RBIOSIEEANLES, F—U—

| top-n number] RDOZFNFNDZEMIZHOWTIZ,  [Cisco I0S
Quality of Service Solutions Command Reference]
Mshow ip nbar protocol-discovery =~ > K&
LT ZEN,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

interface-number

show policy-map interfaceinterface-type | f o % —7 = A4 ZZEAH LAY o— < v FI2O0)

TOEHREZF R LET,

{51 : Application Visibility and Control (&% %

IZ. match protocol T7 U 7r— a4 D7 A NAEZHEA LTI T A ~ v T E2VERT 55

ZRLET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

Wz, R v— <o T E2ERL, QoS DEEFED I T A ~ v TR EFRT HHERLET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

(
(
Device (config-pmap-c)# police 150000
(
(

Wiz, RV — <7 HERL, AJ1QoS DEEFD 7 T A < v T ERT HHZRLET,

Device# configure terminal

Device (config) # policy-map test-avc-

down

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

(

Device (config-pmap-c) # police 200000
(
(

Wiz, R)v—~=v 7oA vF F— MIEHTIHEZRLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

Device
Device
Device (config-if) #end

(
(
(
(

config-if)# switchport access vlan 20
config-if)# service-policy input POLICING_IN
)

RIZ, NBAR BYEIZEESWT Y T A~ T HAERT 2612 R LET,

Device# configure terminal
Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config)# class-map match-all
Device (config-cmap) # match protocol
Device (config-cmap) # match protocol

rel-relevant
attribute business-relevance business-relevant

rel-irrelevant
attribute business-relevance business-irrelevant

rel-default
attribute business-relevance default

class--ops-admin-and-rel
attribute traffic-class ops-admin-mgmt
attribute business-relevance business-relevant

KIZ, NBARBMEICE S 7 9 A~ v AIZHSWTRY v —< v TE2ERT 50 2R LET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types

B &%y k7—% TO Application Visibility and Control ®
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Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef

Device (config-pmap-c) # class rel-irrelevant
Device (config-pmap-c)# set dscp afll

Device (config-pmap-c)# class rel-default
Device (config-pmap-c) # set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel

Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

KIZ, NBAR JBIEIZHEASS RY v—~ v F 2GR — MOEMH T 262~ LET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if) # service-policy input attrib--rel-types

show 372 FIZKBBFDORT

show ip nbar protocol-discovery

AE=Tx2ARTLDOT 0 kA VBEHFHEHERO LAR— M E2FR LET,
WIZ, A B —T 24 AT L OFFEROE B ZRLET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl1/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input
Output
Protocol Packet Count
Packet Count

Byte Count

Byte Count

30sec Bit Rate (bps)
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
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28774864

3613000
93000

3613000
3437000

show policy-map interface
TRTCDOA L H—T =2 A A LD QoSHAHERE LR EHADRI —~ v T ERRLET,
RIZ, TRTOA L E =T oA RAIREINTZRY v— vy TOHNHZRLET,

Device# show policy-map int

GigabitEthernetl1/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4l

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZCKHEMHEAR—ZD QoS FHEDKRT
show policy-map interface

TRCOA L H—T =2 A A LEDEMER—AD QoS HFHHEHEB L OREFADRY v—~v v
ERRLET,

RIZ, TRTOA =T oA AIRESNTZRY v— vy TOHNZRLET,
Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
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20 packets

{51l : Application Visibility and Control (%5 .

Match: protocol attribute business-relevance business-relevant

QoS Set
dscp ef

Class-map:
0 packets

rel-irrelevant

(match-all)

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map:
14 packets

rel-default

(match-all)

Match: protocol attribute business-relevance default

QoS Set
dscp default

Class-map: class-default

0 packets
Match: any

show ip nbar protocol-attribute

(match-any)

NBAR Tffifi SN sd+_RToO7 e haL@ghriERrLET,
Iz, —SoBEOH IFEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes

tunnel-no

voice-and-video
enterprise-media-conferencing
cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

google-services
encrypted-yes
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tunnel : tunnel-no
category : other
sub-category : other
application-group : google—-group
p2p-technology : p2p-tech-yes

traffic-class : transactional-data
business-relevance : default
application-set : general-browsing

Device# show ip nbar protocol-attribute unknown
Protocol Name : unknown
encrypted : encrypted-no
tunnel : tunnel-no
category : other
sub-category : other
application-group : other
p2p-technology : p2p-tech-no
traffic-class : bulk-data
business-relevance : default
application-set : general-misc

show a<v > RIZkd 70— E=Z4—REDORT

show flow monitor wdavc

BELEAHAVC 7u— =X — 2T AEREFERLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description: User defined
Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

H#AVC 70— F =X —DFHIEREFRLET,
Device# show flow monitor wdavc statistics
Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout ( 1800 secs)
- Inactive timeout ( 15 secs)

clear flow monitor wdavc statistics

[l A%% Y k7—% TO Application Visibility and Control D% %
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{51l : Application Visibility and Control (%5 .

BELEZ7e— =4 —0OaHEHM%EZ 27 V7 LEJ, clear flow monitor wdavc statistics % fifi
FH L 7-% 1 show flow monitor wdavcstatistics =~ > RZEH LT, T X CTOFEHEHRN Y & v
NENFZ LR LET, LTI, 7a—F=%—#iHE#%E 27 U 7 L% show flow
monitor wdavc statistics =~ > KOV 7w R L £,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show 3T FIZkBF ¥ vy L2 DREDERT
show flow monitor wdavc cache format table
XX TT7e—F v v Va2 ONEEERLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION 1IP PROT APP NAME
flow dirn ......cciiiine..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input L e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd..aas
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input ....contd...oiaaL
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input L e e
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64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input e e e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input ....contd. ..o
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input L e e e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer’7 google-services
Input ....contd. .o
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e e
64.103.125.29 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input L e e

show flow monitor wdavc cache for mat record

Juo— La— RLEEORTT7n— v v a ODNEZERLET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)

Cache size: 12000

Current entries: 13

Flows added: 26

Flows aged: 13

- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.147
CONNECTION IPV4 RESPONDER ADDRESS: 144.254.71.184
CONNECTION RESPONDER PORT: 53
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2
connection server packets counter: 1
connection client packets counter: 1
connection server network bytes counter: 190
connection client network bytes counter: 106
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CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

CONNECTION

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER
RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER
RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

initiator:
count new:
server packets
client packets
server network
client network
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counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:
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64.103.121.103
10.1.1.2

67
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639
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CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

64.103.126.28
66.163.36.139

CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-jabber-im
Input

08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 12
connection client packets counter: 10
connection server network bytes counter: 5871
connection client network bytes counter: 2088
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
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CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

initiator:
count new:
server packets
client packets
server network
client network
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counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:
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192.168.100.6
10.10.20.1
5060
4294967305

4

17

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917
Initiator

1

0

2

0

2046

64.103.125.3
64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

10.80.101.18
10.80.101.6
5060
4294967305

4

6

layer7 cisco-collab-control

Input
08:55:46.917
08:55:47.917
Initiator

2

23

27

12752

8773
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CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 google-services

Input
08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350

show flow monitor wdavc cache format csv
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Device# show flow monitor wdavc cache format csv

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17, port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input, 08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17, layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4,6,layer7 google-

services, Input,08:55:46.917,08:55:46.917, Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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B zxvnrso0va—7405  mmEems

10.

BRE :IPv6 F T 7 4 v 7 RSN TV ERE A,

E% : BUEXIPVE N7 7 4 v 7 OHRPFR— SN TOET,

B vV FX ¥ A T 70 v I BRGEINTOWERA,

B : BEET2=%% AN FT 7 4 v 7 DHEBIR—F SN TWVET,
B ping ZXE L7 L ZIT, HBEIN TV LN ZHERTEEEA,
@% : TCP/UDP 7' 12 h 2V DH B HR—h S THET,

B/ : SVIIC NBAR Z i T& 72V DIF 72 ETI,

[E% : NBAR (I A L 4 —T =4 ATOHRYAR— SN TOET,

B IZEALDNT T4 v 7N CAPWAP b T 7 4 v 72> TNHDOTTN, 8
TID,

BZE: YA VYLAT 7R FR— MIEHRINLTWRNWT Z7EX R— K TNBAR AR
W7o TS Z E BB LT EEWN, APHOERERTHTRTDO NT 7 4 v 7 [T capwap
L ThEESNET, Zo5A, EEOSEIT AP £721X WLC TirbhvE1,

B : 7o ba BT, b7 40 v 2 BRMITLOHEETEEEA, EHIT, <0
KD NT 74 I BHY T,

B% : ZAUTi@EE ., NBAR BNIEXMFRA N T 7 4 v 7 2R L TCWA 2 EanmLEd, Al
DT T4 TIE1IODAAL v F AU NR=ITHEEN, b —HIFHID A L R—|{25%E
ENET, T T4 v 7 OWMAINHEREINDT 78 AR — MIOAHNBAR Z#Hi1+5 Z
CERHLELET, BEOT TV I NBEAEAIE. TORMBEDT-HZFNSHICNBAR &
BT 22 LIETEER A, R—FF¥XNLO—THLHA 2 F—7 = A ATNBAR %
BE LT AIC b RO MBEN A L1,

B : 7o Fa gt T, TRTOT U r—2 g BN 2 —RNFoR S ET, I
MRGEIZPED b T 7 4 v IV MR T DI E D LIz B0 TT,

E% : WebUIl 2/ LT, B 48 B ORI R N T 7 4 vV 2RI TEET,

B[ : match protocol protocol-name =~ > RZHEH L THF o2 —X—ADA —7 L AR
V—ERETEERA,

E% : NBAR2 X—ADETNE ENHHA U 2 —TlL, shapeds L O set DSCP D #4743
PAR—=FSHTWET, kA7 FiEE LTE, AJJTDSCP 8% & L, DSCP (23S
WTHATY =— L 752 FTLET,

BR: A Z—T A AR L TWDHNBAR2IIH D FHAD, NBARZ BWEZIZT
7T 4 T TWET,

[E]% : match protocol protocol-name # &7 7 A~ v 7R H L, NBAR (FAA »F T
T —N)ZT 7T 4 7D ET0, T 7 4 v ZIENBARGHEOXGITIT e D 4
o ZHUETFHISNTZEBETHY, VY —AZHBELERA,

BE: 7740V DQOS Fa—DTFIZRT 74 v WHYET, £9LTTT D,
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Switches)
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QoS (EasyQoS)

BEDZ 1 ka2 Tk <. Network-Based
Application Recognition (NBAR) @IS
WT QoS 7 T7ALRY U—%EHRTEXDH L
INZ72 D FE LTy, WS O0DHIRNH
£7, AR— 45 NBAR BT,
business-relevance ¥ & O traffic-class D 7T
D

Cisco IOS XE Gibraltar
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